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Add your first component

Design your app's interface. Click on a component to add it to the canvas, or drag and drop it here

CJ Ask Al

o - = | |
S3 HZlol M O|0IX|& HMBto] AERIOIH EAlstE 0[0|X| Ro{et Z2 XASEE MEslod XM H
HE zge + aLich

Ho|x| Zt2tOlE{ Q] 7HdEe

2 olsliste Zdol L LICH Ho|x| mtztO|E{E A& 5toq 8 m|O|X|oflAf
= Oo|X|E ME= ML

Ct. m|o|X| mt2tO|E{ol| CHEH AFS AbEie] LBtEQl of = HA L EEEY

ofZzI7olMdel ul 2= 9



AR 7H0|E

AWS App Studio

e

0| x|2]
dX7F M8 F0o{ HO|X|2 MEEl=

]

m|o|x|e| HAMol= CHE

F

Ate oMl &=

LICH 047|M &

Ct

Ald

B AE

2|7 0]

AL
=

OH

0

ALY, CHE

)

2 & XMEstHu, M HO[X|2 0|

x4
(=]

=S HLE,

2|70

e
=

2 5 d S AtEstoq of
jo| ZAEl| o[ LA LI

=

NS
xto
x|

=
—

Holg == &Lt App Studio0d| A

LICE Xt S3tE At SE 7152

ofn

=

QAL

Ad
(=]

__I.L

270l ARC|29| &

v
=

OH

=
[

P

o

tAL 7

o

2 F7t
A=l 845 7} o 74 &Lt

ol XtoA
i — |

2|70l M Rt SE

v
=

O|0[X|= of

CHS

by

Kl

ok
o

2|7|o|Me| R E RIS

i
=

LICt. of

I.

=
=

« 2l% Automations I{'EILICt. 047[0 M R SSHE £ E|

&Lt

ot

&

ofn

b o2k 0[E(Ol

g

£ HHALICH T EE XIS

O] EAIELICH ZHHAOM M @A M

==

E
=0

S50| EAIELICH Xt

&
=
%o
1 k=

Xt

Ay
A —
=T Ol=

=1
—
5t
=

L|C.

2 7d 27t

2|7 0|

v
=

OH

D HIAIXIE 2

T mid. o] idoi=

e uy
NEl=

I.

C
—

—r
1o

LICH.

4
03

&

7é|'

hod

23]

10




AWS App Studio AR 7H0|E

= @ :K;:p Studio

AnyCompany App . ages. ai ata @ App settings

Automations

» 4 Automation1 H Q Search

API Actions

A

Example_JS_Action

<>
urn "Hello World";

N

End

) Ask Al

- US| HEE EUlE ASE UM ULICH XSS TietOlEHE A

olo
Q'I_I
°
Pal
o
l?ﬂ
I°
b
o
o
o
o
C




AWS App Studio ALERE7H0|=
Atsst 4L o|E S0 AtS8F E22 HAE
(@}

29
21
240 EA|E|= o|0|x| EE= CHE AtS3tol CH

- 7 4 EE JIE ASE A" = e
TN A0 EAL= ©HIAE 0|O|K| Ho{ 74

Qlziel 4 QlayLict,

rob

ofZ 270l b 7He =B =7|

OHE I OISl TN £F Flofs WE, BIAE U A BHTF ZEEILICH hBEIH OIS M5t
T b= e o ol2{E BAIE Sa J2lm T Zhol BEE ks Aol £7] i2 01F F7lat B

=3

CHg Ol0IXIE App Studio0l A OHEZIF Ol Mt £ F 70| ZhAstE Etatele EoiE LIt

Build app — Preview - - Share application >

Create and build your Use the Preview environment Use the Testing environment to In the Production environment, Share new applications with

application’s Ul and business to quickly view and test test your application’s perform final testing for new, end users once the application
logic. functionality, and debug with connection and interactions unshared applications. Once is published to the Production
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CREATE USER "IAMR:AppBuilderDataAccessRole" WITH PASSWORD DISABLE;
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Provisioned

"Version": "2012-10-17",

"Statement": [
{
"Sid": "ProvisionedRedshiftForAppStudio",
"Effect": "Allow",

"Action": [
"redshift:DescribeClusters"”,
"redshift:GetClusterCredentialsWithIAM",
"redshift-data:ListDatabases",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:DescribeStatement",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult"

1,
"Resource": "*"
}
]
}
Serverless
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ServerlessRedshiftForAppStudio",
"Effect": "Allow",
"Action": [
"redshift-serverless:ListNamespaces",
"redshift-serverless:GetCredentials",
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"redshift-serverless:ListWorkgroups",
"redshift-data:ListDatabases",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:DescribeStatement",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult"

1,

"Resource'": "*"

[

}
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« 11111111-2222-3333-4444-55555555555555 App Studio QIAEIA S| HH MHHo|M E
IDE L} El App Studio & IDZ HFEL|CH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}
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AWS App Studio

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadOnlyDDBForAppStudio",
"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect"

1,

"Resource": "*"

Full access

"Version": "2012-10-17",

"Statement": [
{
"Sid": "FullAccessDDBForAppStudio",
"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect",
"dynamodb:PartiQLInsert",
"dynamodb:PartiQLUpdate",
"dynamodb:PartiQLDelete"

1,

"Resource'": "*"

= A2 7 4E DynamoDB 2|4 A0 CiEh dd, 2171, UCI0IE I AFK| AAM|A H

sle =
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Read only - KMS encrypted

Ct
Ml

|> Do

o
ro

2 AWS KMS Het2 NS 3sto #+4El &= 3HE DynamoDB 2|4 204 CHEF 17|

Ho{gfL|Ct. ARNS AWS KMS 7|2| ARNS 2 H}Fof gfL|Ct.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnlyDDBForAppStudio",
"Effect": "Allow",
"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",

"dynamodb:PartiQLSelect"
1,
"Resource": "*"
.
{
"Sid": "KMSPermissionsForEncryptedTable",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},

Full access - KMS encrypted

ChE HA2 AWS KMS Hetg XS 5tod £ HE .°:.§_§P5| DynamoDB Z|AA0]| CHEH 27| A
MA #Het2 BEodgiL|Ct. ARNS AWS KMS 7|2| ARNS 2 Hf3of gL|Ct.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnlyDDBForAppStudio",
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"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect",
"dynamodb:PartiQLInsert",
"dynamodb:PartiQLUpdate",
"dynamodb:PartiQLDelete"

1,

"Resource": "*"

},

{

"Sid": "KMSPermissionsForEncryptedTable",
"Effect": "Allow",

"Action": [

"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},

}

6. Next(CH)E MEAgLICE.

7. AE L 4 B o] X0l A ReadOnlyDDBForAppStudio e, ABE AL
&')FullAccessDDBForAppStudioll ZH2 HA 0|E S MSELICt.

x

8. KA MAS MEHSZI0{ RIRHS AHAIBH|C}.

O|x| oo Mg HAME Poorh IAM 248t g Y ErLICH App Studio=0| HAE AL sto - E
DynamoDB Z[&A01 4 A[A

App Studio®ll DynamoDB 2|44 0f CHEt M| A HEHE F0ist= IAM HE S st

1. JAM 4grS MAME HEHo| Qle ALEALE IAM 2&0i 2aQIg Lt oM MMEE ZE| AHSXALE
ME3tE 0| E&LICIAWS 2lAA #E|E 9{E 22| AASA 4.

2. ZEo BN M AYES MEE F A YIS HEELICH

3. ME[E + A AEE| FZ0lM ALSR X A= WS MEELCH
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4. App Studio OHZ 2|7 0&40] A&l A o] &t
2 hELUo

L

fjo

LU S 5 5H2IH 7|2 HUS O] HAo

Mol Al O+ K2| EAIKHE DAIsHoF ELICH AFBE 2H2 App Studio®] H1& A7 T 0| x|of A

- o o
g 4 st

« 1111222233332 AWS A™H Aol A™H AWS IDE LIEEl App Studio 2!
Ol AFEE A™el A" HEZ HtELC

>

EHAZ AR5t

e 111111111-2222-3333-4444-5555555555555% App Studio IAEIA S| 7|’d A%Ho{ M E
IDE L} El App Studio & IDZ HFE LI}

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}

Next(CtZ)E MEHEFLICt

5. &t F71olM 0| EtH|(ReadOnlyDDBFoxrAppStudio = )0l A A A5 RS Z4 M5t 11 AMEH
g LICtFullAccessDDBFoxrAppStudio. 2% Q10| +& MEHSIH HAHO| 204E HEHS EAISH

TS HAMO| HAE|T OIS MESHE 0| MELIC

Next(CHZ)

MEEFLICH
6. O, 4E & &4 wlo|x|o|M 9E o|F X TS MSELICH

2 F
7. 3EHA: Bl FItollM M Bl 7+ MEHStOd CHS EHE F715H04 App Studio HMA S HZ
gct,
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« 7|: IsAppStudioDataAccessRole

o 4f:true

8. g Mg MENSIT MAMZEl Amazon 2lAA O|E(ARN)2 7|23 SLICH App Studiooll M
DynamoDB HZIEE Mg mf L gfLict.

o O

DynamoDB 7H=IE] 444

O|X| DynamoDB EZ[A A%t IAM E& 3 gt g T4 E5tof Y7t A2

M b B | O A |-
DynamoDBO{| @1Z235t= O AFSE = &= -|LﬂlE-|% App StudlooﬂA‘I AMgr|ct.

® Note
HUE{Z 4435t 245 App Studiool] Z+2IX+ 248H0| Qlo{oF BHLICH

DynamoDB& 7{E & 44J5t2{™

1. App StudioZ O|S & L|C}.

| MAdOIA FUEIS MEUBHLIC 7IE FUE S 2D 2 HEof THE I 7}
| HOIX|Z OlS 8Lt

I=I=I
>

B d42 MEdFLICE
4. F{4E |8 5 50|AM Amazon DynamoDBE ME4EIL|CE
-

o
g sHystod HHYEIE TAIBILICH

« O|&: DynamoDB 7{4E{2| O|§2 =3gfL|Ct.
F A

T

24
 A%: DynamoDB FHE{of CHEt MHS =g LICE.

rot

« IAM &0l A MMHE IAM & 2| Amazon ElAA O|&(ARN)S 24 L|Ci2bEH Al App
Studio®| DynamoDB E[A A0 CHEF HM[A HEHS F£0{5t= IAM HE M. IAMO| CHEt XHA]
Bt LIS 2 IAM AL MBAME FHZESIMR.

 2|™: DynamoDB EZlAA 7} = AWS 2|2 MEigFL|Ct
- AH2 7H5 8 E|O|E: App Studiooll 24Z2E E|o|E 2 MEiFLICE
6. Next(CHS)E MEHEILICH 12 HEE ZAEStD M8 S MEHFLICH

7. Mz d-E HEET e S50 LI LI
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ofl ©4Z2 AWS Lambda

App StudioE Lambda®t 244504 L7t of E 2|7 0| M| M Lambda ElA& A0 HMAS T AHSE £
UL 5t2{H Ct3 EHHE s~sHok g Lict

1. 167 Lambda & 4 2 74

2. 2EHA: App Studio® Lambda 2|4 A0 CHEF HMA HEHS F045t= IAM 38 M

3. 3EtA|: Lambda F{lE{ AiAd

1EHA|: Lambda &4 M4 2l 1M

7|& Lambda &7} Sl B9 HM g+ & ddsloF FLICH Lambda & ddofl CHEt XtAIEF LIS
2 AWS Lambda W& A} PFLHAME & Z=5tAll

2EHAH|: App Studio0l| Lambda 2|40 CHEt BMA HEHE R0{5t= IAM HE 4o

App Studio®| A Lambda 2|A&AE AFE5HE{E ZHE2|XH 7t IAM S
WM AE = Ue HEHS Foial ok ELICH IAM &2 o Z 2|7

2laA E= BYS M o{gf L.

2 M445H04 App Studioo 2lAA0]
|A40| LambdaOll A YAM|AE = Qe

3 molI

App Studio0i| Lambda 2| A0 CHEF HMA HEHE £ 0{5t= IAM HE S Mdsioi™

1. 1AM &S MME HEho| ol ALSKIE IAM 2&0) 2IQISLICH of M AAE B2 ABRLE
AB3HE 10| EALICIAWS BlAA BEIE I3t BHE| ALK A4,

2. B&ol B FolM GBS MB 5 45 MM MFLIC

3. MEE 4 U AEE| RHOIM ASR RN AE WS Meisic

4. App Studio OHEZI7H|0|440] oI MOl S + ST 2 512 3tiE 7|2 MM O3 HMo

2 HFEL|C}.

R0 T+ RHE| EAIRHE B Ok BLICH AL 8 2H2 App Studio®] A% A% HO|X|ofAf &

o
£ = A&LCh

« 1111222233332 AWS H’E d%Hof| H’H AWS IDEZ LIQEl App Studio QIAEAE Y=
ol A8E A™Hol HE M5 2 HiELiCh.

£l IDE L}YE App Studio & IDZ HFE LI}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:ExternalId": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}

Next(CtS)E MEHELICE.

5. T8t FILoM Ao s HEtE 2oiste HAME AMSm MENEFL|CH H2H Qo] +E MEH
SHH HA0| 204El HEHE EAISIESE HAMO| &1 &olgrs MEfSIH Haio| MEHELICE
Lambdall 2 Lambda &+ S &£ + U WS 2 0{5t= AWSLambdaRole HXE F7}

st= 20| E&LICH

oy YA 55 ol MHES £ 85104 Lambdaodil A IAM MRS AL 5HE 2ol CHEE REAIEH LHE
2 AWS Lambda 7H& A} OFLHA 2] Identity and Access Management for AWS Lambda AlAM& &t
ZotMl

Next(CtZ)E MEHEFLICE
6. O|, 4E X 44 Ho|X|oM Q& 0| L MBS MIFLIc

3 F
7. 3CHA[ B FIHoM M E T FIHE ME4SH0] O Bl & F7}5104 App Studio HMAE XS
2ot

« 7|: IsAppStudioDataAccessRole

o 4f:true

8. g MMg MEHFI T MAME Amazon 2lAA O|F(ARN)E 7183l ELICH App Studio0il A
Lambda 7HHIEE Mg mf L gLIct

AWS AH|Ao0f @44 55


https://docs.aws.amazon.com/lambda/latest/dg/security-iam.html

AWS App Studio AR 7H0|E

3EHA|: Lambda F{lE{ A4
O|M| Lambda S|AAQN IAM XA 2l odste Moo ST MEE AF235104 27} Y Lambda

o
of (Zst= ol AF2E £ Ql= FHHIE{S App Studioof A3 &tLICH.

(® Note
HHE S 4524 App Studiool| F2|Xt 23 0] {0{ok ErLICt.

Lambda& HEIE 4 dste{H

ol

1. App StudioZ O|SgtL|C}.
2. RIF M Fo| | MMM HLUEE ME
& 7Y S 50| ZA|E HO|X|2 oS &L

3.+ e Made MEBLICH

=HerL|Ct Zhzbof CHEt 2 7t X[ M2 HEIF 285 E 7|
Ct.

ol M Z7|Et AWS AMH|AE MEdEFLICH
tod HHEE T gL

Y

J
0
[e]]]

.|

« O|2: Lambda H4E|o| 0|22 @245t |C}

—H .
« MEH: Lambda F{=E{0]| CHEF M Qladstct
« 1AM &0l M HHE 1AM QF& 2| Amazon 2|4 A O|F(ARN)S LU= LICI2EHA: App Stud|o
0l Lambda 2|AA0 CHEF HM[A HEHZ Fost= IAM 238 4. IAMO]| CHEF REAMIEH LHE

IAM AtE HBAME HZsHMR.
« MH|A: LambdaE MEdEFLICEH
« 2[™: Lambda Z|&AT /= AWS 2| S MEHELIC
6. M4d(Create)S MEHEILICY.

7. M=z ddE AHEUE 7 HEE S50 LEFELICH

Amazon Simple Storage Service(Amazon S3)0i 214

App StudioE Amazon S32+ 2122504 Bl 7} o Z 2|71 0|04 X Amazon S3 ElAA| HAMASHT A
P UEE StedH O g BHAHE =gt

ol
ok

. 1EtAH|: Amazon S3 B|AA A Ol 1M

o =
EtA|: 244 E Amazon S3 TS AF& 5104 IAM &2 4l odF MM

N O —
N
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3. 3CHA|: Amazon S3 F{HIE{ A4

gto| U= HHEE ddst £ = HYUEHE AFE 5101 Amazon S3 2|4
e = & LICH App Studio 2404 A Amazon S32t &5 2& 3= o
£ & Z=35tMILAmazon Simple Storage Service@t 74 24 L XS0 45

1EtH|: Amazon S3 BlAA MM Ol 1M

ST MED 7|E 2lAA M2 0| AT 212 Amazon S3 HHZ!2 MAMSHoF & 4= Ql&LICH B
Z &8t Amazon S3 2|4 A Mol CHE XFM|EH LHE 2 Amazon Simple Storage Service AHE A
O| Amazon Amazon S3 A|AI517|& & ZESHAIR.

02 »N 12
3_ mlo lo

HO|S3 UZRE T QAE AME5tE{H Y2 =524 Amazon S3 H{Z!0ll CORS(Cross-Oorigin
Resource Sharing) 42 F7t5H0k ELICH. CORS 742 App Studiodl| ZHXE T2 FA|E £
AU HEE B2o{ELct O E HRtoHE 2&2 ALE5104 Amazon S3 H{Z!0f CORS 7t & F7t5t
= W2 XpMIS) FHELICH CORS & CORS 740l CHEF XkA|EH LHE 2 Amazon Simple Storage
Service AFE AE M 2| CORS(Cross-Oorigin Resource Sharing) AF& 2 & ZSHMIL.

Z£0{ A Amazon S3 H{Zl0f| CORS M2 F7}5t2{H

https://console.aws.amazon.com/33/ HZS 2 o|SFLICt

FI7herLCh

B2 W N -~
I=Jr
>

Hef
2T 2lAA SR(CORS)MHM HES MEAFLICEH

{
"AllowedHeaders": [
o
1,
"AllowedMethods": [
"PUT",
"POST"
1,
"AllowedOrigins": [
nan
1,
"ExposeHeaders": []
}

AWS MH|A0f A4Z 57


https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cors.html
https://console.aws.amazon.com/s3/

AWS App Studio AR 7H0|E

]

e

5. Save changes(#74 AME X%

jn

=
el
T
n

2EHA|: 4% 8t Amazon S3 HEH2 AF236l04 IAM &= 3l o4t

0z
0x

App Studio®| M Amazon S3 ElAA

A=
=
of 2|AA0 HHAE £ = HELS

ArEstedH 2 ElRH7HIAM HA 3 e S ’ét‘“ﬁfO# App Studio
T AR I%=I = g

o g o

043HOF ErLICt IAM HM2 YHI} AL E = Q

He|ot MM, 217, MO|0|E = AfX|e Zo| sHE CIO|Eol s E & = U= &*%% X1I0+°.=.H—IE+.
O CHS 1AM H22 App Studiodll M AFE &HE IAM 23&hof A2 EL|CH

I=|
-
|

24 Z 04 247} Amazon S32| A
= F 74e | OHEE|9-I|O|A £ MM5tE 42 Z2lXls 2 2ol CHal 3L &
(=)
=

App Studio0ll A M5t ALE 5= 1AM HHol= o E2[7H|olM0] 2 Hot A& 27| flaf 2
;

N |
S

e
ol
>
3
O
N
o]
-
(0)]
w
il
o
0
Hu
>
<
02
12
mjo
0%
0x
ol
A=
|-EI

>

g HEto| = MERE IAM 2£0f| 2IQIFLICH oM MY E el AASRIE
FAWS ElAA 2E|E 2FF 2El MAER 4.

» (Mo
O

> "‘
o

M

(@)} EaN w N
04
12
e
iRal
N
x
M
=)
x
[
wn
O
Z
mjo
rx
Jm
o
rC
[ul

Al
JSON & 2 ME Q245 HLF 0 D& LICH CFS B10f= Amazon S3 2|4 A0 CiEr o177 HME
Q! x| HA|A0] CHEF HAH of| K| 7F & |0 /U &LICH.

(@ Note
CHS HME ot UEIIE()E A8 StE ZE Amazon S3 ElAA0] MEELICH. 2ot 2
H AR E %IéH olel= 7= & App Studio®t B AFRE HZ E= ECQ 22 BlAAQ|
Amazon E|AA O|&(ARN)2 Z HF#of gHL|Ct
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Read only
Ct2 M2 F/-dE Amazon S3 HZ! EE= EC 0| CHEE o7 & HMA(FHAHL 7| & L) E
ofgfLich
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3ReadOnlyForAppStudio",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": "*"
}
]
}
Full access
o4 Ol
=

"Version": "2012-10-17",
"Statement": [

{
"Sid": "S3FullAccessForAppStudio",

"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"
1,

"Resource": "*"

CHE X2 79 E Amazon S3 HZ! L= ZCH0l| CHEt HA HMA(JE, 7127, L
I.
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}

6. Next(CS)E& ME{ELICEH

7. AE 2 MM 10| X|0i A AWSAppStudioS3FullAccess, AT(MEY ALEH T ZH2 A 0|2
M3 &k,
8. WM MYS MEi5io] HAg MMELICE.

2bTHA|: App Studio0ll Amazon S3 E|AA0| CHEF HM[A HEHS F0{5t= IAM AE M

App Studio0l| A Amazon S3 2|AAE AFE5tE{H 22|X7F IAM FE 2 dH35t0 4App Stud|001| A ES
A0 HMAE = A= HEHS F0o45H0F LI IAM Q&2 U AL E = QU
M, 27|, HOlo|E E= AfX|Qt 20| sHE CIO|E{of| CHall E &8 = U= &YsS HIO%%.*L—IEL

MH[& & EMY IAM HE 2 stLt ol ddst= 20| E&LICH

1. |AM g 2 e HEo| /U= ALSALE 1AM 2& 0| 2aQIFLICE o M MEE el AASKIE
A83le 20| E&LICIAWS ElAA EEIE 28 Zhel AFS A M.

2. Z&o B FoM dgs MENEH F g MM MEIFLICH

3. AEE £ U= AEE| RYOIM ALK XM AlZ| HAS MEFHL|C

4. App Studio OS2I 0|M0| Aol Mo| AE S +UstT = 5185t 7|2 HMe ofg MM
2 uhEL

HE0|M CHS RIE2] EAIRFE wA|soF BLICH AMSE 2f2 App Studiol| HH A7 m| 0] x[of| A

e + A&l

X

1111222233332 AWS A AHo|M #HIHE AWS IDZ LY El App Studio QIAEAE MHF|
£ O AA8E A™o HY HE 2 HigLich.

e 11111111-2222-3333-4444-5555555555555# App Studio QIAEIA 9| | MHoiM &
IDE L+QE! App Studio & IDZ HFZLICH.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
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"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"

Next(CtZ)E MEHELICE.

5. T8t F7tol M 0™ EHH|(S3ReadOnlyFoxrAppStudio FE= )0i| A A48t HAHS M5t 1 MES
2 LICtS3FullAccessForAppStudio. 3 Q10| +& MEASIH HAO| RoiE HEHE EAISIT

= HAO| B E| D HolEhe MetsH HAo| MetElLCH

o |

Next(CHZ)

6. OIF, ZHE 2 44 To|xlol M g 0|8 L B2 MBI

MEdErLICH

o
7. 3EA: Ef FI7toM M E T FIHE ME4Sto{ CHE Ef & F7+6+04 App Studio HMAE XS
gt
« 7|: IsAppStudioDataAccessRole
« % true

8. g MMs MEE T MME Amazon 2lAA O|B(ARN)E 7|E5H SLICt CFS B0 App
Studio0ll A Amazon S3 HUEE dMstE ol 2RELICH

3EHA|: Amazon S3 F{HIE{ A A

O|AN| Amazon S3 2|AAQ IAM HA gl dstg Mooz ST HEE AFE5to] 27 ¢
= A
=

M gl o
Amazon S30f @145t Ol AH8E =+ U= 7HHH

(® Note
F{HE{E M52 App Studioof 2H2|AF 23&to| Q{o{oF EhL|C}.
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Amazon S3& FHEE MAdse{™

1. App StudioZ O|S &rL|C}.

2 2I% EfM O

=

M0 HHEIE MEBHLICH 71E HE S5 2t 7E{of Chet 2 7}
L=

3.+ e Mg MEBLICH

« O|&: Amazon S3 74 E{2| O|E & I=3&tL|Ct.
« M- Amazon S3 7 E{0] CHEH MHE =38L|Ct.

. IAM ©I2H0iA{ MAIE IAM 238 9] Amazon ElA4 O|E(ARN)S 2{BHLICH2bEIH: A
Studio®| Amazon S3 ElA£0f CHE HMA HEHS 2045tE IAM HE HA. IAMO] THEH ZhA
B LIS S IAM ALS MEAE HEAS.

« 2|™: Amazon S3 E|AA T /XIS AWS 2| S MEdFFLICE
6. MAd(Create)2 MEHEFLICE.

7. M2 MAME HUAE{7} HUE| 22 0i| LbEFLICH

Amazon Aurora0i ¢1Z

App Studio® Aurora®t 1745104 i 7} O Z 2|71 00l A Aurora 2|4 A0 HA AT AR
TS 31248 Ch2 IS 3ok Lok,

ok

O

1. 1CHA|: Aurora 2lAA AiAd Ol 1A
—

L

2. 2EH7|: B Aurora HEHS A8 5104 IAM H& B g M

3. 3EtA: App Studio0d| A Aurora 7{<IE] A

App Studio= C}HS Aurora HHH S X[ EHLICH.

» Aurora MySQL Serverless V1: 5.72

* Aurora PostgreSQL Serverless V1: 11.18, 13.9

« Aurora MySQL Serverless V2: 13.11 0|4}, 14.8 0|4 21 15.3 0|4t

« Aurora PostgreSQL Serverless V2: 13.11 0|4+, 14.8 0|4 &l 15.3 0|4
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1EHA|: Aurora 2laA MM ol 24

App Studio®ll M Aurora HIO|E{H|O|AE AFE5tE{T THA HIO|E{HIO|AE Mt MASHH 74
SHoF & LICH App StudioO|A X|43t= Aurora O O|E{H|O|A R &2 Aurora PostgreSQLI Aurora
MySQL2| & 7t X|L|C}. -?r%ié HIm3t2d™ MySQLIF PostgreSQLO| XO|H2 FURTIL2E &=
StMQ. M s |2 MEIS 0 MRtol 2l App Studio 4ol AF& & AuroraS MAEELICEH

Aurora PostgreSQL

Ch= EXHol h2F App Studio?t & 7H A& & Aurora PostgreSQL HIO|E{H|O|A EE{AEE 45t
o g

App Studio2t &7 AtEE AuroraE A7 5te{ T

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/rds/ Amazon
RDS 2&& uct

ClO|E{H|O| A MM E MEASFLICY.
Aurora(PostgreSQL & &hHE MEEFL|CY.
A& 7t MM 7T, 13.11 14.8% Ol o TS MEHFILICHLS. 3.
MH0|AM DB E2{AH AHEAE U=EL|Ct
RIAEA FHM MHE|IA v28 MEHSIT M T2 MEMFLICE
047

240{| A RDS Ci|O|E{ API & A5 2 MENSH|C}.

ClO|E{HO|A RIF0{ M IAM CI|O|E{H[O]|A RIS

N
fjo
x
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o

© © N o g M~ W b

F7t 74e| 7| tlo|E{H| 0|4 o|Fo ColE{Ho]A 2| Z=7| Ho|E{H|o|A Ol S LU=
Ct.
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--engine aurora-mysql \
--engine-version 5.7.mysqgl_aurora.2.08.3 \
--engine-mode serverless \
--scaling-configuration

MinCapacity=4,MaxCapacity=32,SecondsUntilAutoPause=1000,AutoPause=true \
--master-username userName \
--master-user-password userPass \
--availability-zones us-west-2b us-west-2c \
--db-subnet-group-name subnet-group-name
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "BaselineAuroraForAppStudio",

"Effect": "Allow",

"Action": [
"rds-data:ExecuteStatement",
"secretsmanager:GetSecretValue"

1,

"Resource": [
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"arn:aws:rds:*:111122223333:cluster:*",
"arn:aws:secretsmanager:*:111122223333:secret:rds*"
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"Version": "2012-10-17",
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "BedrockAccessForAppStudio",
"Effect": "Allow",
"Action": [
"bedrock:InvokeModel"
1,
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "ses:SendEmail",
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}
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« {{ui.tableName.selectedRowData.fieldName}}: tableNameO|2}= E

O|2 74 49| MEiF oM X|HE HEQ| gf2 LIEH-LICH O CHE ID

({{ui.tableName.selectedRowData.ID}})2t Z2 ZE= O|EE F7I5t0{ MENSH YoM SHE

oo 2t #XE 4 L

ChE SSoe 78 24 42 HZste Bt ARl ofM7t ZEElo] U&LICH.

o {{ui.inputTextl.value.trim(). length > 0} MY = 2 SHE AEH =
inputTextl 4 Q49| Ztof H|of /U X| et 2 EAtFE0| /I =X| &QIEFLICH Ol= AFEXF 22ig A
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&LCt.

e {{ui.multiSelectl.value.join(", ")}}: multiSelectlO|2t= C}E ME M4 @A 0| &
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« {{ui.tableName.selectedRows[@].columnMappingName}}: SLs HO|X|Q| CIE M 2
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currentRow.statuscolumnMapping}}: M E &E| k2 7|¢te 2 H|O|E L E=EQ| EA| &L
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ASsh HMA 218



AWS App Studio AR 7H0|E

xS 3 oekole| =&
JavaScript® AL8 5104 XtS 3 II2HOIEIE ZAY 4 UBLICH CFS o8 HEsH 2.

« {{params.firstName}} {{params.lastName}}: TtZ}0|E{Z MEE ZtS 4Z2ELICH.
« {{params.numberParaml + params.numberParam2}}: & 7HQ| =X} utz}O|E{E FI}IELICEH
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System error. We encountered a problem. Report the issue and the App Studio service
team will get back to you.
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We apologize, but we cannot proceed with your request. The request may contain content
that violates our policies and guidelines. Please revise your prompt before trying
again.
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HIDE CHE2O 22 4 YUSLICI802a3bd6-ed4d-424c-9F6b-405aa42a62c5.

2. https://console.aws.amazon.com/cloudwatch/0| A CloudWatch 2£&& jLIC}.
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1. /aws/appstudio/teamId/appId/TEST/app: HIAE # 30l 4K HAIE ¥ H™ T} 2HEd
E XS5 8, 78 24 @F & JavaScript ZEE CIHZA = O AF& & LICEH

2. /aws/appstudio/teamId/appId/TEST/audit: ZZE 7FA|M &= w48t 22| Aol $4X4
EAE EZ0] AAIE ¥ HED gtHE 2301 = et AFEAL 2F e 22 JavaScript ZE
QR E C|HZst= ol AHSELch.

3. /aws/appstudio/teamId/setup:& Ar&35t0] W EE= 2|At 2 YE ZLIEHZELCH
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FIHEJ ZEE 2O S5 44

fields @timestamp, @message
| filter emessage like 'error'
| sort @timestamp desc

HAE EZ20M 23 C|HA:

fields @timestamp, @message
| filter namespace = "DebuglLogClient"
| sort e@timestamp desc

3
HI

7t74 S0t ™%l 504/404/500 LF %

filter @message like '/api/automation' and (@message like ': 404' or emessage like ':
500' or @message like ': 504')
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| fields e@timestamp, method, path, statusCode
| stats count(*) as errorCount by bin(5m)
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« sts:AssumeRole M4M0] "aws:PrincipalTag/IsAppStudioAccessRole": "true"7t 2
HEE2H F7H|R =X &gt

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true"
}
}
}
]
}
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Error while uploading file to S3: Failed to calculate presigned URL.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWS App Studio permissions",
"Effect": "Allow",
"Action": [
"appstudio:GetAccountStatus", // Required to get the current account's
App Studio instance status
"appstudio:GetEnablementJobStatus", // Required to get the status of an
enablement job of an App Studio instance
"appstudio:StartEnablementJob", // Required to start the enablement of
an App Studio instance
"appstudio:StartRollbackEnablementJob", // Required to disable an
enabled App Studio instance
"appstudio:StartTeamDeployment" // Required to start deployment in
order to update the App Studio instance infrastructure

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AppStudioResourcePermissionsForCloudWatch",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/appstudio/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
"Sid": "AppStudioResourcePermissionsForSecretsManager",
"Effect": "Allow",
"Action": [
AWS 2|3 Y34 249
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"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

CreateSecret",
DeleteSecret",
DescribeSecret",
GetSecretValue",
PutSecretValue",
UpdateSecret",
TagResource"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:appstudio-*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"IsAppStudioSecret"

iy

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}",
"aws:ResourceTag/IsAppStudioSecret": "true"

"Sid": "AppStudioResourcePermissionsForSS0",

"Effect": "Allow",

"Action": [
"sso:GetManagedApplicationInstance",
"sso-directory:DescribeUsers",
"sso-directory:ListMembersInGroup"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "appstudio-service.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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AWS App Studio 2£ 01 HAM|A 524 x| E3loil M App
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ALE X2 A& 0| App Studio &2 A& AIEE = U T 5tedH App Studio ConsoleAccess &

ReadOnly AWS 2|3 M2 AE{E|of AZAFLICEH REMIEH LIS 2 IAM AFHE A—E A9 AF%XFoﬂﬂl

S =23
et FIHE T HMIR.
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AN
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g ddstes $HE 2oiELICt ol Aol 2&£0M == AWS CLI EE= AWS APIE A& 5104
2O LAcZ0| XHYE 2ed + U HEto| ZEELICH
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ALEXl 710|=
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",

"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
oAl 1: AbE X7} App Studio QIAEIAE MHFIEE 58
CtS oMol M= & 0| App Studio QIARFAE MY T 5{85t= At 5 7|t HAME Ho{F L
Ct.
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"appstudio:GetAccountStatus",
"appstudio:GetEnablementJobStatus",
"appstudio:StartEnablementJob",
"appstudio:StartRollbackEnablementJob",
"appstudio:StartTeamDeployment"
1,
"Resource": "*"
}]
}
ofl Al 2: AHE RF7} App Studio QIAEIAE MEEHX| 25T E HE
CtZ Ao JEE HESI= At 5 7|8t HR0| App Studio LIAEAE ™= WS 20d
ELCt.
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [
"appstudio:*"
A BH 78 HA o &
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"Resource": "*"

]

&LICH AWS Artifact. AFA|EH LHE 2 Downloading

AME Al E & M2 OolHe| JIH L, 2Me| 77d &4 S X 2 HED -0l et AWS
Mula ZHEELUCHE 778 £+ 8 X6t 7| /6 TS 2lAA 8 AWS MSELICH

- Hot A E L HHHA - o8 £F M 73 710|E0 M= of 7|EX{ I At 2 MG T &
oA 7 & 7|52 = 5t= BAHE M3 &Lt

« HIPAA 273 MH|A EZE - HIPAA M3 MH|ATE LEEE[0] JI&LICH 2 E7F HIPAAOY 2gHet AWS
MH|A 232 obELch

« AWS 1 & 2|44 -0l 1358 U 710|1E 232 YA & x[o M8E = A&LCt

« AWS I A & 70|12 - A Exo M 38 MY Z=&E olaigLIct. o] 7H0|=ol&=
oz ZH|URZ (0|2 SRIEE7|IEUTANIST), ZMZIE A Hot EF Q|43|(PCI), SN EE
3717 (1S0))e| 2ot AMofof CHEt X|&lE2 E& 31 AWS MH|A DHESHE 28 A7} @ 2FElo] QU

&LCt.
- AWS Config 7H&t &} OHLA Q| FEIS ALSS
Of LS 2+, A X|& & 7 & LotLt & &5t
« AWS Security Hub - O|& AWS MH|A &3l L
Security Hub= 20t ZHEE S AFE5101 AWS E|&AE
5t E &8 F#OolgL ot X|#ElE MHlA 2 Aol = AT SHMIR.
« Amazon GuardDuty - S| & A2 24 o|XMQl & 50| JU=X| B#E2 ZLIEZSH0] AFEXE AWS A
I3 2=, Z4E|o|L] L SlO|E{of CHEt & AHA 2IF2 AWS MH|A EFX|ELICH GuardDutys= S8
MEFs IHYUKHIWM 275t EYU BRI T AMES to{ PCI DSSe+ &2 ChY et d &

= F NS MEEOH E2E & & YELICH

17} -0] AWS Config MH[AE ElAA 7

B LICH

o HEHE ZYXO R = £ U&LICHAWS.

7t5tn Eot A E&E 2 2 Abad|of Cf
=

I

o =
£ 2 Security Hub Mo & X E %
X

M)
u
[
>
0Fl

A

of¥
I
ol

« AWS Audit Manager - O|& AWS AMH|A Sl AWS AF2ZE X[HX o2 ZHANSHod QI8 74 &
UH EE = E Helste WS 7tASHE = A&t

bk

FQl 257

A
_I_

EY

Ex


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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SLICH @R MHlA THEE 3 MHlA(BESHE MHIA)7HDHE MHIA(EEEIS MElA)E HEMo
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OlE{E B35t ol Z80| Ele E7& MBS ELICt

2lAA Ao M aws :SourceArn & aws:SourceAccount T = HEIAE F|E ALE35l04 2|4
A0 CHE MHIAE MB3st= HEt2 XMgtste ol E&LUCE stLte| 2laA Bk m R} A‘I | & M| A
KIAZ|E S 5185t2dE B2 aws:SourceArng AFESHMIL. Y

M8 HAALIEE 5{835t2{E B aws:SourceAccount2(E) AFSErLICH

=2ST HelRt EMERE Bt 7He 0t 2 2L 0| TR ARNOI =z
8=l aws:SourceArn ™M =74 A = A

ARNE 2E27L} 0{E E|AAE X|HEE 2, ARNS| &

Fte BEXH*)E Z &S aws:SourceArn 22 X7 HEHA
arn:aws:servicename:*:123456789012:*.

OtoF aws : SourceArn gt0fl Amazon S3 HZ! ARNIH Z2 AH ID7F & Elo] K| et B, M2
MNgtettid & 22U = HEAE 7|8 I F AFE3Hok FLch

aws : SourceArn®| Zt2 ResourceDescription0|0{0F &L|C}

C}S o= aws:SourceArn 2 aws:SourceAccount M ZH HEIAE F|E AI25t0{ ESEI Ol
ZIA 2XME WXlstes &g Eo{EL|Ct

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "servicename.amazonaws.com"
},
"Action": "servicename:ActionName",
"Resource": [
"arn:aws:servicename:: :ResourceName/*"

1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:servicename:*:123456789012:*"
I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}
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Mozilla Firefox: O Z2[AH|0|M2 D|2| E24™ ChZ 4™ 2 Firefox Settings > Privacy &
Security > Enhanced Tracking ProtectionZ C|O|E&LICtCustom > Cookies >

Cross-site tracking cookies.

MacOS& Apple Safari: O Z2|7|0|ME L E=5t7{Lt 02| 22t d S "I HetefL[ClSettings >

= o
Privacy > Prevent cross-site tracking.
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