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"Version": "2012-10-17",
"Statement": [
{
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"Effect":
"Action":

L

"Allow",

"artifact:Get"

1,

"Resource":

"arn:aws:artifact::

ME

"Version":
"Statement":

{

L

"Effect":
"Action": [
"artifact:
"artifact:
"artifact
"artifact

1,

"Resource":

&k oto

St
|_

"Version":
"Statement":
{
"Effect":
"Action":

L

L

L

"2012-10-17",

"Allow",

ListReports",
GetReportMetadata",

:GetReport",
:GetTermForReport"

nin

|221j0]4

"2012-10-17",

"Allow",

M #eteZ oto|zgolM

:report-package/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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"artifact:Get"

1,

"Resource": [
"arn:aws:artifact:::report-package/Certifications and Attestations/SOC/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/ISO/*"

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1)
"Resource": "*"

b

{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

M HEte 2 oto|asolM 21
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

—

&l AWS SOC, PCI 2 I1ISO E1 M
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications And Attestations"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1)

"Resource": "*"

—

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}
CtE S22 2 HAO| CHEt EtAF ET MO MR HEE = = U= HEt2 R2oid

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"
]
}
]
}

d ol CHEE EtAF ET MO MR HEE E = e TErE 50

0>|

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
ofl Al IAM Z3=Y
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"artifact:GetReportMetadata"
1,

"Resource": [

"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"

Example 7|2f Z 2| =4 04 Al

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [

nin

—_

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

1,

"Resource": [

"y
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]

—

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:TerminateAgreement"

1)

"Resource": [

o
]
}
]
}
Cte EA2 B HE At S #eElg HetE Ro{gLict
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}
oAl IAM 24 27
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CHE HAM2 S0 AWS Artifact AHE E|l= 1AM °='%E"% MM HetE foighLict AWS
OrganizationsZ 29| 2| H|"H2 O|& TEto| Qlo{oF =& A2 AIRE = &LCt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
1,
{
"Effect": "Allow",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
}
]
}
CHS QA2 AL HEHE2 AWS Artifact 2048 HEHE £ 04EL|CE AWS Organizations = 29| #2| H|
M2 0| HEto| RlojoF =X HlefS AlEtE = A&LICH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

},
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam::*:role/*"

.
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AwSServiceRoleForArtifact"
.
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

.
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}
g HMe X% Aotg 8 4 ole Hetg RofgLin
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"
1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

of| Al 1AM 3=
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]
iy
{

"Effect":

"Action": [

]

"Resource":

"organizations:DescribeOrganization"

’

i n

"Allow",

Q2 BEIE 9I3t BA of A

CHS HA2 AWS Artifact

"Version":

"Statement": [

{

"Effect":

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

"notifications

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

"notifications

"notifications:

= (A

HEPE-L

"2012-10-17",

"Allow",

:AssociateChannel",
"notifications:

CreateEventRule",

CreateNotificationConfiguration",
DeleteEventRule",
DeleteNotificationConfiguration",

DisassociateChannel",

GetEventRule",

GetNotificationConfiguration",

ListChannels",

ListEventRules",

ListNotificationConfigurations",
ListNotificationHubs",

TagResource",
UntagResource",

:ListTagsForResource",
"notifications:
"notifications:
"notifications:

UpdateEventRule",
UpdateNotificationConfiguration",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",

of| Al 1AM 3=
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"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

1,

"Resource": [
nmin

—

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

]I

"Resource": [

"y

-

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

ofl A 1AM 24 32
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"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

—

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

nin
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}
]
}
ChS M2 TAS AR & Qe HEtS Rofgtin
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

1,

"Resource": [
nxn

]

}
]
}
Che HMe T4 AR MEE 2 4 ol Hitg Roig
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [
nxn

]

}
]
}
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Che MM2 U2 SIS S5 T S5 3|48 Metg Roigc
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

"

]

}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get",
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"
1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"artifact:ListReports"

1,
"Resource": "*"
iy
{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportCategory": "Certifications and Attestations"

—
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
3. {

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": [

" n
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"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"
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» GetReportMetadata

+ GetReport
» GetTermForReport

» PutAccountSettings
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"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
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"eventName": "GetReportMetadata",

"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1lDIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
},
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {
"reportId": "report-flDIWBmGa2Lhsadg"
.
"responsekElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"
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