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{
"Version": "2012-10-17",
"Statement": [

{
"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

iy

{

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPolicy",
"s3:PutLifecycleConfiguration",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutBucketOwnershipControls",
"s3:PutBucketNotification",
"s3:PutAccountPublicAccessBlock",
"s3:PutBucketLogging",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::aws-supply-chain-*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Supply Chain ZE[Rt et M

"Effect": "Allow"

I
{

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",
"cloudtrail:StartLogging"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"chime:CreateAppInstance",
"chime:DeleteAppInstance",
"chime:PutAppInstanceRetentionSettings",
"chime:TagResource"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"organizations:DescribeOrganization",
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"organizations:CreateOrganization",
"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Effect": "Allow"

"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:ListAliases"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",

iam:GetRole",

iam:PutRolePolicy",
"iam:AttachRolePolicy",

"iam:CreateServicelLinkedRole"
iF

"Resource": "*",
"Effect": "Allow"

"Action": [
"sso:StartPeregrine”,
"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetPeregrineStatus",
"sso:GetSSOStatus",
"sso:ListProfiles",
"sso:GetProfile",
"sso:AssociateProfile",
"sso:AssociateDirectory",
"sso:RegisterRegion",
"sso:StartSso",
"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:GetManagedApplicationInstance",

T
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"sso-directory:SearchUsers"

1,

"Resource": "*",
"Effect": "Allow"
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## YourAccountNumber, YourInstanceID# ArEX}, AWS K| AWS H X, AWS

Supply Chain IAEA |ID & AWS KMS 7|2 H &AL, YourKmsKeyArn
{

"Version": "2012-10-17",

"Statement": [{
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"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xoot"
},
"Action": "kms:*",
"Resource": "*"
}I
{
"Sid": "Allow access through SecretManager for all principals in the

account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
TAWS': A
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :CreateGrant",
"kms :DescribeKey",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallexAccount": "YourAccountNumber"

KMS 7|7} g
KMS 7| Z4=H
Service 7Hglt

oM MMHg MEHSto] O] 7|& MMHE = U= AWSKMS 2£E 0|sE L Ct o
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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S/4 Hana Cl|O|E 122 AtE35te{e B2 M3 KMS 7[0i| #t& 240] true @l aws-supply-chain-
accessEi 17t AU=X| EHQISHMAIR.

(MEH ALE) QUIAEA ENT0IM M EfT F7HE MEHSH0 QA of EfO & &g &LCt ol Efa

S AFR5H04 QIABIAS AIat 4 laLich Ef ol ChEt xw% LH8E Creating tags EHHIE 2

AWS Supply Chain QIAEIAE géﬁl'— ol of 2~32 0| AL ElLICH QUARHAT} M2 AWS
Supply Chain EHAI_.__ | Status E =7} Active2 E A|ELICEH.

AWS Supply Chain QIAE
KMS M2 g dOl|o|E 3P*.=.A|9_.

0> mﬁ

JZ|24 AWS KMS Z|0f| HAM[AE = AWS Supply Chain

® Note

YourInstanceID# AWS Supply Chain #### ID# HFF&AI2. AWS Supply Chain

=& OAIE=0M QIABA IDE &E + JU&LICH

{

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xole/service-role/scn-instance-
role-YourInstanceID"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": "*"
},
{

"Sid": "Enable ASC to backfill KMS permissions",
"Effect": "Allow",
"Principal": {

"Sexvice": "scn.Region.amazonaws.com"

},



https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
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"Action": [
"kms :Encrypt",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant"

1,

"Resource":"YourKmsKeyArn"
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Encrypt

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666xx",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [
{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "112233445566",
"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": '"Management"
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GenerateDataKey

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-

dsadsadsa3432423/noFlowName/scn.data.inboundoxdexr/20240306_223934_536"
},
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"keySpec": "AES_222"
},
"responsekElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy6661T",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rX",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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}

Decrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
},

"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rY",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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"Statement": [
{

"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

]I

"Resource":"*"

IAMO]| CHEH AWS Supply Chain

AWS Identity and Access Management (IAM) 2 #2|X7} 2[A A0 CHEF HMAE OHTSHAH| AMo{&
= AWS MHIA JUE 8 AWS T otELICH IAM EEIRt=E 2428 M8 = A= 215 (2O Y H
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

AWS Supply Chain ZE[Rt et M

LICH 2Lt 25 AWS MH|IAZR0|= 82 T EAZ AI5H= CHA HAME 2laAo R oA
] ¢ A& LCt. 71|’H ZH M| A0 CHEF & Ho| %} Q

A
LR = CHE 7|52 AFSELICH AWS MH|A AWS MH|A0E S04 AH|A0
P MH|IAE Amazon E0201|)H OHEE|?1|O|A=|° *'oHom

= E

L}, MH|A Q&2 AF88t7HLE, EEE MH|A 9173 &t g Mg-%m oI EHAa% #%‘4%* T A&LICH

o =HE AMA MM (FAS) — IAM AR EEE JE S AHE6t0d 2t e s™ste B2 E2H AWS
FHZ2 ZtFELCH Y7 MH[AE M85t ER CHE MHIAOM CHE S AlEfst= ’%*%1%
T = JUELICH FASE TEHE He FA|o| HEtE CIR2AE R AWS AH|AMH[A 01 AW
MH|A @Fst7| 28t @0t A& 5to] AAHS R LICH FAS 22 CHE MHIA AWS MH|A E=
2laietol 35 20| B @HE MH[ATL = AIFH Z0fEF O|F0o{ZELICt 0] 32 F &Y
2 25 S#E 5 = MEHo| 2o{ok FLICE FAS 2 Al HHM MR HE= Y HMA HMS
SEXAYRe]

« MH[A Fg - MH|A HE2 MH[ATHASAHE CHAISH EfAZ E s~&etT| fIs 2= IAM
ZALICH IAM ZHE[RHE 1AM LHOIAM MH|A kg dd, =8 2 AKE = A&LICH RHAIEH LY
2 1AM A8 dEHMO| AWS AH|A0f CHEH HErS e g dHs HXSHMAIR.

« MH[A 6 g — MH|A AZE AYE2 of BAE MH|A A o| 3 R LICH AWS MH[AAM

(o) o

o
HlAE AFSXHE H*._oP04 HUS sst7| o A +HE = USLICH MH|A AE A2
A E R0 H AWS HIE EAIZ|H siE MB[A7F AR ELICH IAM ZE[RtE MH[A 33 Hgo| H

S
slo A T o
g2 & & UKt 'E'QE st 4= Qi&LICH.
—_
—

+ Amazon EC20{ M A E[= O EE[FH 0] — IAM F& S AtE 6104 EC2 QIAEAN M A-ME[T API
QEE AWS CLI ot= ofE2|7|o| M| HA[ XHH BEE &2l & U&LICH AWS 0| EC2 21&
1A LHOf °—'1H|é 718 MEE :"-'”EIE '?J .=.?=.'L—IEL EC2 QlAEA

Z

moM |>r
[> mo .
ne
mjo
4%
b 52
)
r
_|j|_
_>,+_
T
ro
5
rIo
:_>
=
_>,-_
oo
* X
2
x
> 10

AM ALEXHE AEEXIE YOotEE{H IAM AHE DB A 2| IAM FE (AFS L

YHMg 495t 0|§ AWS ID EE 2|AA0 AWS °_=I7E='%+ 1 AMAE MoiE = AUGLICH BHM2 1D
Ee glaaot AZE M AWS SiE HEHE Folsts AAULICH AWS FZAt (ALERE, FE ALEXE



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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scn:CreateRole
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https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/create-event-data-store.html
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/update-event-data-store.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
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scn:CreateConnection
scn:CreateDataflow
scn:CreateDeleteDataByPartitionJob
scn:CreateExtractFlows
scn:CreatePresignedurl
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