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Language
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Language
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Visual mode - beta
Browser default
Light
Dark
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* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?
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"Effect": "Allow",

"Principal": "*",
IlActionll: II*II’
"Resource": "*",
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"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"
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{
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« Amazon EC2E A8t EAE M™

« Amazon2 A8t HIAE &% WorkSpaces

« |IAM HHE AME50{ VPC UH EIAE

Amazon EC2E A8 8t EIAE MY

Amazon Elastic Compute Cloud(Amazon EC2)= Amazon Web Services 22t =0 &% 7158t
AFE 82 NI ELICH Amazon EC2E8 AFE35t0{ #5tE 2| 7t MHHE #&5otn Eot Al -
EQZg FH5H AEEIXIE 2T £ U&LICH o] MHo|H= AWS Systems Manager?2| 7|5 ¢!
Fleet ManagerE AF235104 ¥ ClA3E ZZEZ(RDP)E AFHE 3= Amazon EC2 Windows QIAE
A0 AAZAg LIt

=+

—

0| OFHLHM = Amazon EC2 QIAEIA0|M Amazon ME A E2|X| MH|A0] CHEF AWS Management
Console Z2}0|8! HAM|A @dAS Mt #MBst7| 22 HAE &3 EoiELCt o Ri& Mo
Amazon EC20{| A 0| 7|52 AlZt&lste Ol AAEE HERT H™E st FM5t= o AHSELITH
AWS CloudFormation .

ol 1 =
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Client connects to the Fleet
manager using Key pair.

AWS Cloud Private Hosted Zone: amazon.com
« console.aws.amazon.com

« region.console.aws.amazon.com
+ signin.aws.amazon.com

Authenticated session connection
to Windows Server using the

1 + region.signin.aws.amazon.com Remote Desktop Protocol (RDP).
@ . + resource-explorer.console.aws.amazon.com
+ s3.console.aws.amazon.com . . .
= & + support.console.aws.amazon.com EC2 |nstance.conf|rm5. credentials
Client AWS Systems Manager + global.console.aws.amazon.com for IAM role in use as instance
Fleet Manager

profile.

EC2 instance profile role
permissions check.

5 | :-.I=ﬂ Sign In VPC : Initiate browser session in EC2
" & — Endpoint A@ instance.
i Amazon EC2 Windows gmf{ E» @ : g::;:;’:ﬁ: Route53 resolver with endpoint
: Instance Comate VPC | (Amazon 53) address.
i T Endpoint :
| ] a @ Private Sign in endpoint.
> E— |

Console VPC
S3 Service Endpoint

v a n S3 service private endpoint.

1AM Role IAM Policy Connected to S3 service via
private endpoint.

“ Private Console endpoint.

el

CHS AWS CloudFormation RIE5!E SAtstod LIER 3 A Mol 3EHAH M AASE Thdol| X%
LICtH

(® Note

O| AWS CloudFormation El&3!2 24%H o|Aztd (ROHH|E) X[l M X|HEIX| eiE 7 EE
A& gLt

AWS Management Console Z2}0[5! HA|A B3 Amazon EC2 & E %! AWS CloudFormation

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
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Description: The EC2 KeyPair to use to connect to the Windows instance

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.
Description: CIDR

LatestWindowsAmiId:

0/24
range

0/24
range

0/24
range

0/24
range

0/24
range

0/24
range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image
Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't2.medium'

Resources:

HAHBHHBEHHAHEHHAH AR HAHHRHH
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# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

Amazon EC2E AI8SHE|AE ™
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PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
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Type: AWS::EC2::NatGateway

Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

Amazon EC2E AI8SHE|AE ™
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DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'

Amazon EC2E AI8SHE|AE ™
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Properties:
GroupDescription: Default EC2 Instance
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'’

VpcId: !Ref AppVPC

SG

::Region}.s3'

: :Region}.ssm'

Amazon EC2E AI8SHE|AE ™

7% 1.0 47



AWS Management Console A|EF OFLHA

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHAHHRHH
# ROUTE53 RESOURCES
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HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
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DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
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Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAH AR HAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
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Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

1. ZEo| g A™HeZ 212151 AWS CloudFormation 28 dLICH
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Nl E

. RE53 Resolver
s
a4 G I E
I
| x"\
1 Simple AD &
'
1
H Browser
I

Sessian

_EL(_,@

53 Service Endpoint

Login information sent to
authentication gateway

n Authentication against Simple AD

Streaming Traffic to Streaming
gateway

Each WorkSpace is connected to
two networks simultaneously,
Amazon-managed VPC for
streaming traffic and Customer
managed VPC handling all other
traffic.

Initiate browser session

Sign In VPC

Endpoint == Route53 resolver with endpoint
= IS
E 5 — address.
@ E Amazon Simple
1 Storage Service
o e iyl Private Sign in endpoint
Endpaint H

Private Console endpoint

S3 service private endpoint

Console VPO

N Connected to 53 service via

private endpoint

CH2 AWS CloudFormation 21 Z3!8 SAtetod HE QT M% XMxto| 3EA|M AL e oo X{& &
L|CH.
AWS Management Console Z2}0|4! HM|A &7 AWS CloudFormation & Z 2!
Description: |
AWS Management Console Private Access.
Parameters:
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VpcCIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

# Amazon WorkSpaces is available in a subset of the Availability Zones for each

supported Region.

# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html

Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl

0/16
range

0/24
range

0/24
range

0/24
range

0/24
range

for

for

for

for

for

VPC

Public Subnet A

Public Subnet B

Private Subnet A

Private Subnet B
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az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
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PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600
Path: /service-role/

fnZoneldtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):
responseData = {3}
ec2 = boto3.client('ec2')
describe_az = ec2.describe_availability_zones()
for az in describe_az['AvailabilityZones']:
if event['ResourceProperties']['Zoneld'] ==

responseData, str(az['Zoneld']))
def no_op(event, context):

print(event)
responseData = {3}

cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,

str(event['RequestId']))

def lambda_handler(event, context):

if event['RequestType'] == ('Create' or 'Update'):

zoneld_to_zoneName(event, context)
else:
no_op(event, context)
Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:

az['Zoneld']:
responseData['ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
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Type: "Custom::zone-id-zone-name"
Properties:
ServiceToken: !GetAtt fnZoneldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC AND SUBNETS
HAHBHHAHHAHBHHRH R HBHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
AvailabilityZone: !GetAtt getAZl.ZoneName
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PrivateSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
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Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBEHHAH AR HAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAH AR HAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
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GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
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ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console’
VpcId: !Ref AppVPC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# ROUTE53 RESOURCES
HAHBHHBEHHAHEHHAH AR HAHHRHH

ConsoleHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet

Amazong A& 8 EHAE % WorkSpaces 7™ 1.0 63



AWS Management Console A|EF OFLHA

Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HHAHHAHH SRR HH R HHHHHHHHHH
# WORKSPACE RESOURCES
HHAHHAHH SRR SRR HHHHHRHHHH
ADAdminSecret:
Type: AWS::SecretsManager::Secret
Properties:
Name: "ADAdminSecret"
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Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
DependsOn: PrivateSubnetA
DependsOn: PrivateSubnetB
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

Vpcld:
Ref: AppVPC
Outputs:
PrivateSubnetA:

Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret
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AWS Management Console
PrivateConsoleNetworkForS3 & X
‘ Delete ‘ ‘ Update ‘ ‘ Stack actions ¥ ‘ ‘ Create stack ¥
stack info Events Resources Outputs Parameters Template Change sets
Outputs (4)
Q, Search outputs ‘ 1 &
Key 'y Value v Description v ‘ Export name
subnet-
PrivateSubnetA Private Subnet A -
0dbb336fdb5467891
subnet-
Private Subnet B -
00ad943c5d84fd13a
The ARN of the Workspaces
admin's password. Navigate
to the Secrets Manager in -
the AWS Console to view

arn:aws:secretsmanager:us-

PrivateSubnetB
east-

1:425341151473:5ecretAD
AdminSecret-HRT1MHT

WorkspacesAdminPassword
d-90679724b4

WorkspaceSimpleDirectory
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A A45HedH WorkSpace
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1. WorkSpaces 2&
=M ol M ClHEZ]
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L|C}.
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Directory to be used for

Workspaces
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Directories (1) info Actions ¥ Create Directory [
1 &
Directory WV . Organization ¥ Directory + .
Directory name v Registered ¥
ID name type
d- .
corp.awsconsole.com d-90679724b4 Simple AD ® True
90679724b4
4. O M WorkSpaces CIHEE|E AIES5t2{H CIHMEZ|E SSaloF & LICH B M ZolM 2 MEHFH

WorkSpacesC}Z [Create] &
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AWS Management Console A|EF OFLH A

J‘;‘- @ M. Virginia = ﬁ vpcetestinguser (@ B LA

AWS Management Console X ‘,I
Private Access

You are using a private endpoint
connection to the AWS Management
Console. Some Regions and services

might not be available. Learn more[2

9 VPC ID: vpc-Sael= il 5ol
Settilgs [P VPCE ID: vpce- = . 1 FiFrL

IAM EH S AFE 504 VPC EE EHIAE

Amazon EC2E WorkSpaces AFE 5l 7Lt AMAE X|BH5t= IAM H2E HixE 5o MHet VPCE =
V2 HAEEY = A&LCH

orgfel M2 X|™HE VPCE Amazon S37t AFE K| &t = & Amazon S304| CHEF HMAE HEF L
Ct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "sourceVPC"
I
"Bool": {
"aws:ViaAwsService": "false"
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}
}
]
}
CtS Y2 2301 A= ZIEof CHEF AWS Management Console Z2t0[H! HM|A HA S AL 504
MESH AWS A Dol CiEt 23¢elE AgterLct

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"
]
}
}
}
]
}
HEo| &35t X| 2= IDE HZEE F2 O3 22 27 H0|X[7F EA|IELICEH

Your account doesn't have permission to use AWS Management Console Private Access
Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts.
To access this account, sign in from a different network, or contact your administrator for more information.

| Logout |
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SESREIEbS

2Z70|A WERZ 0| AWS Management Console Z2}0|8! HAM|A0f I:II-cT',- HZ AWS Site-to-Site
VPN 14351248 AWS 72t AL HO|EQ)0] (VGW) 4 Mg & 8E == /JU&LICH AWS Site-to-
Site VPN 2122 st 1S Sl EiEE TE ST etREE #4504 VPCOIM 24 HE
|30 HMAE = UEF EFLICH AHAIEH LHE2 ALO|E ZH VPN AFE AWS A S| AFO|E 7FH VPN
olgt 2UALII? & HEFAMAIS.AWS AWS 7H4 AHM 7 0lE90| (VGW) £ VPCS 2= 0|4

S |
HIER{Z ZFo| Ho|ES 0| HE E ot= 718 H0l =2 X MH[ALICH

AWS Site-to-Site VPN AWS 74 Z 0[5! HO|EH 0] (VGW) 2

E AWS Cloud

VPC

R53 Resolver

Console
Endpoint

DNS Query for Console access is forwarded to local DNS
Server from user laptop

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint

Corporate Office B DNS queries are forwarded over AWS Site to Site VPN

DNS Query lands on to Inbound R53 resolver Endpoint in
m VPC

H N
i NS
: R YA N ?
S ‘ - - - ~F-- =
e — From resolver endpoint queries are forwarded to R53
us-east-1 Region £ IPSec VPN resolver that is VPC + .2
]
H -7

Private Hosted
Zone

Ot DNS RHer n DNS query is resolved to respective regional console private
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