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Verify a new domain

To verify a new domain, enter the domain name below and click the “Verify this domain”

button

Domain my-company.com (]

Cancel Verify this domain
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Amazon Chime Business Calling S8t M 7|5

Amazon Chime Business Calling0i| Ciet &t MIF 7|82 sLl5t 7|2 MEISHH e 7|5 0] AFEXE2|

Amazon S3 HZAIS 2 M&ELICt CFS 0| X0 A= Amazon Chime Business Calling S3t Ml§ 7|5
O|F 2| Lt HAlg Ho{FELICH.

Amazon-Chime-Business-Calling-CDRs/json/111122223333/2019/03/01/123a4567-
b890-1234-5678-cd90efghl1234_2019-03-01-17.10.00.020_1a234567-89bc-01d2-3456-
e78f9g01234h

S dlxoME € MF 2 B2 = olFol ZAlZlE HIO|EHE EoiELICH

Amazon-Chime-Business-Calling-CDRs/json/awsAccountID/year/month/
day/conferenceID_connectionDate-callStartTime-callDetailRecordID

CHZ oMol A= Amazon Chime Business Calling S3F A& 7|5 20| 4t EAlg Ho{FL|C}

"SchemaVersion": "2.0",

"CdrId": "1a234567-89bc-01d2-3456-e78f9g01234h",
"ServiceCode": "AmazonChimeBusinessCalling",
"ChimeAccountId": "12a3456b-7c89-012d-3456-78901e23fg45",
"AwsAccountId": "111122223333",

"Conferenceld": "123a4567-b890-1234-5678-cd90efghl234",
"ConferencePin": "XXXXXXXXXX",

"OrganizerUserId": "lab2345c-67de-8901-f23g-45h678901j2k",
"OrganizerEmail": "jdoe@example.com",

"CallerPhoneNumber": "+12065550100",
"CallerCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationCountry": "US",

"ConferenceStartTimeEpochSeconds": "1556009595",
"ConferenceEndTimeEpochSeconds": "1556009623",
"StartTimeEpochSeconds": "1556009611",
"EndTimeEpochSeconds": "1556009623",
"BillableDurationSeconds": "24",
"BillableDurationMinutes": ".4",

"Direction": "Outbound"
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-« 02 AtEX} &CH

- NEXI SECIREL

« 0i2{ AtEX 20t

« AEX7HRIPIN C|0|E

04 AFS At Z=CH

List<String> emails = new ArraylList<>();
emails.add("janedoe@example.com");
emails.add("richardroe@example.net");
InviteUsersRequest inviteUsersRequest = new InviteUsersRequest()
.withAccountId("chimeAccountId")
.withUserEmaillList(emails);
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chime.inviteUsers(inviteUsersRequest);

ANEXISEO2ZEE

ot2He| of| Mol M= Amazon Chime 2| A&t HALE AR SEE .csv @A ZR CIREES =
e

Y S HoiELich

BufferedWriter writer = Files.newBufferedWriter(Paths.get("/path/to/csv"));
CSVPrinter printer = new CSVPrinter(writer, CSVFormat.DEFAULT.withHeader("userId",

"email™));

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withMaxResults(1);

boolean done = false;
while (!done) {
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);

for (User user: listUsersResult.getUsers()) {
printer.printRecord(user.getUserId(), user.getPrimaryEmail());

if (listUsersResult.getNextToken() == null) {
done = true;

listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withNextToken(listUsersResult.getNextToken());

printer.close();
0] AF2 X 2012
ot el oMol M= Amazon Chime 22| HH0| A 0424 AL XHE 20125t WHE EoiELICH

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId("chimeAccountId");
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);
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for (User user: listUsersResult.getUsers()) {
LogoutUserRequest logoutUserRequest = new LogoutUserRequest()
.withAccountId(user.getAccountId())
.withUserId(user.getUserId());

chime.logoutUser(logoutUserRequest);

A2 XF 7HQ! PIN &40 E
of2hel odlxof A= X|ZE Amazon Chime AFXFO| 7HOI 3|0| PINS A& st HHie HodELc},

ResetPersonalPINRequest request = new ResetPersonalPINRequest()
.withAccountId("chimeAccountId")
.withUserId("userId");

ResetPersonalPINResult result = chime.resetPersonalPIN(request);

User user = result.getUser();
user.getPersonalPIN()
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« M2 oZ MSEEl Amazon Chime O|HE
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AWS Lambda 7HE A MEMHE & ZSHAL.
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« 1EAH: 3HZ S Amazon ChimeZt S8

« 2EtA|: Amazon Chime 201 CH$t O} RHIRE AEZQIE M

« 3Et7l: Amazon Chime ZHEIS 01l A2 F7}
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- X YHI0|E

1CHA|: A2 2 Amazon ChimeZt S8t

MNA Z7HE 2238 & AWS CLI B2 = Amazon Chime APIE AL235104 3122 Amazon ChimeZt S
ghLict.
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AWS CLIZ AtE35}0d

1. RMEES Amazon ChimeZl E&5t248 AWS CLIS| create-bot HEES A2 5HA|2.

aws chime create-bot --account-id 12a3456b-7c89-012d-3456-78901e23fg45 --display-

name exampleBot --domain example.com

a. X|CH 55KIe| Wkt e E4 2RHOY: +, -, %) 2 FAE MR
=

MR =
b. Amazon Chime YE{Z2}l0|= H™Hof CH SEE =@l 0|2 =L
L

2. Amazon ChimeOiAM £ ID7} &= SE S dHatst

"Bot": {
"CreatedTimestamp": "timeStamp",
"DisplayName": "exampleBot",
"Disabled": exampleBotFlag,
"UserId": "1ab2345c-67de-8901-1f23g-45h6789017j2k",
"BotId": "botId",
"UpdatedTimestamp": "timeStamp",
"BotType": "ChatBot",

"SecurityToken": "securityToken",
"BotEmail": "displayName-chimeboteexample.com"
}

3. CtS HRto| AEE X DS £ O|HY FAE SAE = MY ELICH

Amazon Chime API

i

Amazon Chime APIE Al &35t04 328 S¢&ts5le{H

1. SR8 Amazon ChimeZt & & 5t2{™ Amazon Chime API & = 9| CreateBot APl 242 AL 5HA
o
a. Z|CH 55Kte| Akt E= S R0 +, -, %)E FHE R EA| 0|2 2detLict
b. Amazon Chime QIE{Z2}0|= Aol CHsH SEE =M 2l o|§S L=gLIct.

2. Amazon ChimeOilAM 2 ID7} &= SEr2 HI&tsHL|CH 2 1IDQ O|H|Y TAE EAH & x{EHE!
LICH 2 O|HY FA = exampleBot-chimebot@example.com Z2 EALICEH
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Java& AWS SDK

olzie| MEZ I == Javad AWS SDKE AF85t0{ RS &5t WS Eo{F LIt
CreateBotRequest createBotRequest = new CreateBotRequest()
.withAccountId("chimeAccountId")
.withDisplayName("exampleBot")
.withDomain("example.com");
chime.createBot(createBotRequest);
Amazon Chimed|M 2 ID7} Z&E 8E S EHEHEILICH £ IDQ} O|HY FAE SASH F HEELICH

2 olHY FAE exampleBot—chlmebot@example. com &2 gAlL|ct

2EH7|: Amazon Chime 31220 CHEt O} RHIRE AEXZQIE T4

Amazon Chime NE{Z2}0|= Ao CHEF 342 ID

M&ste o Ar g Ol RHIR2E JIEXZQIEE FHELICE OIRHIBE AEXZQIEE PRXM A
ol LR E WY Ft AWS Lambda & 5= ARN EE= HTTPS QIEZQIEQ = Q& L|C} Lambdaod CH
3t XEMISH LI 2 AWS Lambda ZHEE R A4

(® Note
E01| CHSt Ol RHIR2E HTTPS HEEZQIE 7 T HE|X| It 7L H|o{ e AL MEE B2IA}
MEIZ0 22 FIIE = RA&LICH E8F MEE AIBAs 21 45 288 + &Lt
AWS CLI

)I

S0 CHEE Of RHIR2E AEXZQIEE F432{™ AWS CLIC| put-events-configuration HES AL
3M1|52. Lambda & ARN E£= O} RHI2E HTTPS IE X QIEE FMHEHL|CH

HF

Lambda ARN

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --lambda-function-arn arn:aws:lambda:us-
east-1:111122223333:function: function-name

Amazon Chime0Oil A A& AL 7
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Amazon Chime

HTTPS endpoint

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --outbound-events-https-endpoint https://example.com:8000

Amazon Chime2 £ ID L HTTPS I=EZQIER SEtstL|Ct.

{
"EventsConfiguration": {
"BotId": "BotId",
"OutboundEventsHTTPSEndpoint": "https://example.com:8000"
}
}

Amazon Chime API

SH20] CHEt Ol RHIRE A= ZQIEE 744524 Amazon Chime API & X0 A Amazon Chime
PutEventsConfiguration APl 22 AFE3HMIR. Lambda &4 ARN EE= O RHH2E HTTPS Y= X
CIEE FMELICT.

« Lambda &4 ARNS 7448 Z<2 - Amazon Chime& LambdaZ %% 5= 35104 Amazon Chime
2Rt AWS AKHo| MEBE Lambd g+ ARNS 2t S £& + Qs HEtE FIHELICE ol
Amazon ChimeO|M &£ 2t 558 & °F0| A= i*olﬁPE EQI AE §§0| s#8ELICH H
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Request

HTTPS POST

JSON Payload:

{
"Challenge" :"00000000000000000000" ,
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"EventType" : "HTTPSEndpointVerification"

Response

HTTP/1.1 200 OK
Content-type: application/json

"Challenge" :"00000000000000000000"

Challenge 1= M|0|=Z27} AT{5H PutEventsConfiguration 2H0|MHE HTTP 4xx 27 7}
gHElLICt.

Java& AWS SDK

ofgiel ME FEE= Java& AWS SDKE ALE5t0 IEXQIEE Fdt= WS Eo{ELICh

PutEventsConfigurationRequest putEventsConfigurationRequest = new
PutEventsConfigurationRequest()
.withAccountId("chimeAccountId")
.withBotId("botId")
.withOutboundEventsHTTPSEndpoint("https://www.example.com")
.withLambdaFunctionArn("arn:aws:lambda:region:account-id:function:function-name");

chime.putEventsConfiguration(putEventsConfigurationRequest):

MEE TERE S0l RS F7HY £ AaLich MS BEIKHE 1001 MAE 2 ol
U FAE AL BLICH

MBSO MRS FIH5tE4H
1.  Amazon Chime O|A3 & Z2I0|HE E= ¥ ofEZ2[70|ME L|Ct.

2. QEZ YH ZAME0 U 7ol 2Z olo|Z2 S MEist T HFa A X #EIE MEELICH

Amazon Chime0Oil A A& AL



Amazon Chime .,
3. R F7tg ME4FLICH

4. OolHY A0 2 o|HY FTAE U=TLICH

5. F7HE MELIC

2 0180 M & BErol EATLICH MEBol RS F7hstes o WL %71 &o| g 3
o 5ei2 MTE BRI MBI,

MBI MRS F7H F MBS ARoIH 2 HUS MTELICH OIF U2 3 7hx| WS A
SIE ZOHE Wole 1 B S2US MYB0| MSHEE RS TR Ysts 2L 8 3
2 MBI ALY TRY WS Masts ol EaLct

Amazon Chime RE/S0|M FH 20| MESE 2

= QUA&LICt o|ZE A sted™ 2 of ket

= 2
MBE AstgfLch 33 CHE, AlAHE B0l 23 sl el MB UR|sHEX] & IgLICH Amazon
S

Chime2 HMAC SHA256 SHA|E AF235t01 B

Ol RHIRE HTTPS AEZQIEE AF83104 Amazon Chime0l| CH3H SRS F45t B otalol 15

EAHE MEAMS.

O}RHI2E HTTPS =2 IE T} 71 El FH20f CHEH Amazon Chimel| MHEE

_)Il_u
[0
N
ol
Q'I_l
(g}

1. HTTP 2Z&0iM Chime-Signature SILH{E 7t SLIC}.

2. Chime-Request-Timestamp &2t R 222 7IXMZLIC JHCHE ME HYOHE F 24
TE 7|22 AH85to EAtE S B gLict

3. CreateBot & 2| SecurityToken® HMAC_SHA_2562| Z7| 7|2 A& 3t 2B A0l A Mo
e shagfuct.

4. Base64 QlFHZE s{AIEH HIO|EE MY™E 2xtdof eIz elsrL|Ct.

o
5. HAHE 0] MEE Chime-Signature dllC{0ll Q& MY D H|wghL|Ct

CHE 2 JavaB AFS3H0d MBS MAsHE W¥ig MTsts 3= MEQLICH
private final String DELIMITER = "|";

private final String HMAC_SHA_256 = "HmacSHA256";

private String generateSignature(String securityToken, String requestTime,
String requestBody)

=

Amazon Chime0Oil A A& AL
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try {
final Mac mac = Mac.getInstance(HMAC_SHA_256);
SecretKeySpec key = new SecretKeySpec(securityToken.getBytes(UTF_8),

HMAC_SHA_256);
mac.init(key);
String data = requestTime + DELIMITER + requestBody;
byte[] rawHmac = mac.doFinal(data.getBytes(UTF_8));

return Baseb64.getEncoder().encodeToString(rawHmac);

}
catch (Exception e) {
throw e;

}

Ot RHI2E HTTPS YIEXQIE = 2% O|LH0f| Amazon Chime2| 200 0K 2ol SE ok &Lict 1
x| o FOo| MmEfLICh 24 = 7| Mgt AlZte = Qls 2% F OFRHH2E HTTPS 1=
ZRIEE AEE == 817}, Amazon ChimeO| 5xx 8 ZEE = 4Ist= Z Amazon Chime0i A
= EE F HMMAZELICH X HM A= 7| 20| Mulig £ 20020 MEEH, F &
M A== O™ MAIZ7t Alulfgt = 400 E|Z=0il MSELICH & HM H | O|F 0= OFRHI2E
HTTPS A= ZQIEE H& AEE + o™ 2F0| Auligh ZAeLch.

(® Note
Chime-Request-Timestamp= 20| ZHA| = wotct BHZEELICt

4 ARNZ A+&5t04 Amazon Chime0ll CHaH 3152 S T A3t B2 of2fo| @15 CHAS WAl

n0|-

Lambda

Lambda & 4 ARNO| A=l ZH20{| CHSH Amazon Chimel| MEE @& & 2l5ie{H

1. Lambda 2% ClientContext0| A Chime-Signature ! Chime-Request-TimestampZ Base64 213
= JSON E4lo 2 7IAZL|Ct.

{
"Chime-Signature" : "1234567890",

"Chime-Request-Timestamp" : "2019-04-04T21:30:43.181Z2"
}
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2. @Y HOo|IZE0A 23| 228 JtxigLICh

3. CreateBot SE 2| SecurityToken2 HMAC_SHA _2562| 7| 7|2 AFE35l 1, M8t BXIES
S &= LCt.

Base64 Q1Z = s &2 HIO|EE AT EAtHol| /2 ELICt

o
HAHE O] MBEE Chime-Signature &llC{oll Qe ME D} H|w gFL|Ct

s

Lambda 7t & & com.amazonaws.SdkClientExceptionO| &4 3IHH Amazon Chimed A&
.l

Amazon Chime H/™ &t2|Xl= Amazon Chime APIE AWS SDK EE= AWS CLIQH &7 A2 5lod e
NE HEE 2 &= USLICH A-HM 32 A2 S 56U SXIE == USL|CH 2o cHEt
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XEMIE LI 2 Amazon Chime API & X9 M2

- GetBot-R O|HY =&, R RE S "SE'% NS HEE 7tXMSLct.
« UpdateBot — AF&X+2| A0l M

« RegenerateSecurityToken — ’BL*%OH CHet 2ot EE S Mgt
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MEZo| CHSH PutEventsConfiguration2 HESIE§ MEIE = JU&LICEH | S04, =70 3
20| OIRHIRE HTTPS AEZQIEE AMESTEE 7+ HE E2 Ol o|HE 7242 AX|5t 1 Lambda
2 &LCt

=

5F 4~ ARNO]| CHEH Af O|HIE & HIRIE &= U
KtMIEE LI 2 Amazon Chime APl X 0| Ct2 FXIE & ESHMI2.

» DeleteEventsConfiguration

» PutEventsConfiguration

MEo 2 ME = Amazon Chime O[HIE
Amazon ChimeOM 2o 2 MEE O|HE = CH21F Z&LCH

« Invite — 3152 0| Amazon Chime #MEIE0| F7IE 2 MSEL|CH
« Mention - SIS 2| ALEX}I7| M2 S @S2 & A S ELICH

« Remove — Amazon Chime REF0IM 32 0| XM|7HE < TS ELIC.
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Amazon Chime

Ch 2 Olaf3t 2 o= 0] ChaH Aol & E JSON HO|ZEE 2oiFE oLt

Example : Invite O|HE

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
iy

"Discussion": {

"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",

"DiscussionType": "Room"
},
"EventType": "Invite",
"InboundHttpsEndpoint": {
"EndpointType": "Persistent",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"

1,
"EventTimestamp": "2019-04-04T21:27:52.736Z"

Example : Mention O|HIE

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
I,

"Discussion": {

"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",

"DiscussionType": "Room"
},
"EventType": "Mention",
"InboundHttpsEndpoint": {
"EndpointType": "ShortLived",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"

M2 o2 MEE Amazon Chime O[HE
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3,
"EventTimestamp": "2019-04-04T21:30:43.1817",
"Message": "@botDisplayName@example.com Hello Chatbot"

@ Note
Mention O E0{ CHEF InboundHttpsEndpoint URLS T& 28 Foi BHZELICH.

Example : Remove O|HE

{
"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
}
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
"DiscussionType": "Room"
}
"EventType": "Remove",
"EventTimestamp": "2019-04-04T21:27:29.626Z"
}
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Webhook HIA|X|E O3 CIROZ A4

e 4+ om 0|ZEIZS EEHE 4
o oMY Fas x

INESE-)
FE 213 2 ZAIELICH E8 HAIX|Io] @Al & @Present
P 22 B = ELICH MEE EIHKIE 2 @mentiondt2{d &
A s A OlHY FAE ABSHAAIL. 0: @alias =& @alias@domain. com.

gLich HTTP &=

ol
AA
M8 ZISAFAZE 7

AF3E MBFOME MBE = U2H SRE + Y&LICH Amazon Chime A& B 2[R 2 A
&0l zICH 10712 F 32 E FIHE = U&LICH

H$ 38 WAE Fol OHS Atol LR ZAIE Amazon Chime MEB0| H33E SHE 4 2la

—

MEE KA 3 URLE U&LICt RHAMISH LI 2 Amazon Chime AFE A Ao RHE

S0l #1523 £718 AEFML.
Fa

= ofE2|7o|Me] ¥&3 URL

jo

A&stod MBS0l HAIXIE TS ELICH

a. URL2 HTTP POST & £2tstL|c}.

b. Amazon Chime ¥#3= JSON HO|Z2E9t HHQ 7| ZEIXE fEFLICH OIS curl BH
1 Ho|2= o of LCt.

curl -X POST "<Insert your webhook URL here>" -H "Content-Type:application/
json" --data '{"Content":"Message Body emoji test: :) :+1: link test: http://
sample.com email test: marymajor@example.com All member callout: @All All
Present member callout: @Present"}'

CtS 2 Windows AFZXIE I8t of|Xl| PowerShell & QL|CT.

Invoke-WebRequest -Uri '<Insert your webhook URL here>' -Method 'Post' -
ContentType 'application/JSON' -Body '{"Content":"Message Body emoji test: :) :
+1: link test: http://sample.com email test: marymajor@example.com All member
callout: @All All Present member callout: @Present"}'

|8 2 3240| Webhook URLE HTTP POSTE ELHE MH{= WebhookO| £ 5tH & & & zEIE
O| U=X| =QlErL|Ct Webhook webhook HEH| O|& <101 Q= webhook O}O|22 2 E A|EILICH.

WebhookOl| & El R{E & HIA|IX|= (Webhook)2t= O|§22 MBS0 EAIELICH
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Amazon Chime0]| CHgt 22| K|

(® Note
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Amazon Chime X|¢d £ A0l 22|35l of 3t= A< Ct

« AWS Support /0| U= B Support ME{Z 0|S35t04 E|IZE MESIMR.

QM HES HeZ MY

« J%X| o™ AWS Management Console2 &1 Amazon Chime, K|

ChE H2 & z[CHE B ol MSstMAI2.

E Aol CHEr REAEH 2
EX|7F gt AlZhaE siE ® & AIZHCH

« WindowsO|A E2 2, Amazon Chime HEE AMEHE
« macOSH| A= Amazon Chime, Amazon Chime HEE MEHSHL|CE.
« i0OS 2! AndroidoME M, HEE MEdEFL|CE.

« 23 FZX |ID. O] IDE & Qlste{™ i1 2ol &Lct.

« Windows 2! macOSOM =2, I 23 M&S MEiFL|CE
« iOS & AndroiddlHE MY, ZIEt 20 &S MEISHL|CH

E
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« Amazon Chime& ldentity and Access Management
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re

« Amazon Chime2| @Iz z} &

« Amazon Chime AFS O|O|E0f CHSt O|3H

Amazon Chime& ldentity and Access Management

AWS Identity and Access Management (IAM) 2 #2|Xt7t 2[A A0 CHEF HMAE OHFSHAH| AM|o{E
£ QUES AWS MH|A AWS £ otF = TR ULICH IAM # 2[Rt 0 AF& XF7F Amazon Chime 2|4
AE MNEE = JULE QIFEIQNHE|D HEH0o| Bo{(HE UAS)E = U=X| Mo LICH IAM2 F7t

AWS AMH|A HI| Qio| Ar8E &= J&LILCH.
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o T17H
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Amazon ChimeO|A =&35t= o] 2t AFE 28 AWS Identity and Access Management (IAM) O|
CHELICH.

MH|A AF2KF — Amazon Chime MH|AE AF236l04 2 £3llsle AR Lot X128 3ot Mt
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QIE2 ID Xt BB AWS AL 5104 210I5Hs WHILICH IAM ALBRLZ 91F (219 AWS) 37
LF IAM ©f2H2 2ot 915 (219)) sHok BLICH AWS HIE RE AL A

ID &AAE Sdl| MSE AHE S AHE5H04 HHH 0| IDE 20lg = U&LICEH AWS AWS IAM
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
.
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
},
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
's3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

Amazon Chime
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"chime:List*",
"chime:Get*",
"chime:SearchAvailablePhoneNumbers"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
AWS CLI E£= AWS APIEF S E3HE= AFSXIOA 2|4 2& HEE 388 B & isLch I i,
| =

Tstti= API ot UR[ot= E Lol 2 AMAE + UTF FLICH

A& XFol Al Amazon ChimeOd| CH8F TR HM|A HEH HE

CHS AWS 22|13 AmazonChimeFullAccess™& 212 IAM AFE XF0{ Al Amazon Chime Z|A A0 | CHEH ™
A HMA Het2 FoigiLict. o] MR 2 E Amazon Chime EHQi8# 0t ofL|2}, Amazon Chime0i| A
AZXLE CHAISH =88 & Qlo{oF 5= CHE Zrdof| CHEF HMIA HEHES AFERE0i|H| Fo4EHL|Ct.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"chime:*"
]I
"Effect": "Allow",
"Resource": "*"

"Action": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:CreatelLogGroup",
"logs:DescribelogGroups"”

1,

"Effect": "Allow",

"Resource": "*"

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”

1,

"Resource": [

"arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"

"Effect": "Allow",

ALE RO Al Amazon Chimeod| CHEH Z4&| HAM|A HEF 5HE
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Amazon Chime

"Action": [
"sqs:GetQueueAttributes"”,
"sqs:CreateQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:ChimeVoiceConnector-Streaming*"

AMEXI7F XAl 1S HEIE 2 £ UEE &2

Ol iR 1AM AFS RE7F RHALS| AL AF IDOY GAZ2E! 9131l U EHEIS Mg
HME MASHE WS BoiFELICH ol HMols Za0lM EE APIE ALS

| 22 228 = U= AWS CLI Hto| Z&HE L|CH AWS

{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
"iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",

iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",

AFZRF RIS TR HE g B &+ UL= 518



Amazon Chime

1,

"iam:ListUsers"

"Resource":

"

AEXETE ALE R 22| 2ol HMASHES

AWS & 2|8 AmazonChimeUserManagement™& & A& 3104 Amazon Chime

ALS X 22| Z ol Cher HM|A HetE Fo{gfLCE.

"Version":
"Statement": [

{

"2012-10-17",

"Action":

L

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

"chime

"chime:

"chime:

"chime:

"chime:

"chime:

"chime

"chime:

"chime:

"chime:

"chime:

"chime:

"chime:

ListAccounts",
GetAccount",
GetAccountSettings",
UpdateAccountSettings",
ListUsers",

GetUser",
GetUserByEmail",
InviteUsers",
InviteUsersFromProvider",
SuspendUsers",
ActivateUsers",
UpdateUserlLicenses",
ResetPersonalPIN",

:LogoutUser",

ListDomains",
GetDomain",
ListDirectories",
ListGroups",
SubmitSupportRequest",

:ListDelegates",

ListAccountUsageReportData",
GetMeetingDetail",
ListMeetingEvents",
ListMeetingsReportData",
GetUserActivityReportData",
UpdateUser",
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"chime:BatchUpdateUser",
"chime:BatchSuspendUser",
"chime:BatchUnsuspendUser",
"chime:AssociatePhoneNumberWithUser",
"chime:DisassociatePhoneNumberFromUser",
"chime:GetPhoneNumber",
"chime:ListPhoneNumbers",
"chime:GetUserSettings",
"chime:UpdateUserSettings",
"chime:CreateUser",
"chime:AssociateSigninDelegateGroupsWithAccount",
"chime:DisassociateSigninDelegateGroupsFromAccount"

1,

"Effect": "Allow",

"Resource": "*"
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Amazon Chime Voice Connector AE 2|4 O|HIE
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Amazon Chime Voice Connector= Kinesis Video Streams2Z O|C|0{ AEZ|R0| A|ZHE [ 0| O|HIE

E ™&EL ot
Example O|HIE G| O[H

CIS 2 0| O|HIE Q| oiA| Tl O|E{ LIt

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:sszZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
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"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
.
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqrs4",
"streamingStatus": "STARTED",
"version": "Q"

Amazon Chime Voice Connector AEZ|Y =

Amazon Chime Voice Connector= Kinesis Video StreamsZ O|C|0{ AEZ|20| S22 E [ 0] O|HE

E M&ELct
Example O|HIE G| O[H

Ct=22 o| o|HE | oA O|O|E{LCt.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callId": "1112-2222-4333",

"direction": "Inbound",
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"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqré4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime Voice Connector AE 2|2 YH|0|E

Amazon Chime Voice Connector= Kinesis Video StreamsZ O|C|0{ AEZ|Y 0| MH|0|EE [ 0| O]
HEZE MESELICEH

Example O|H E O|O|E

CtE2 of o|HIE S| ofixf| K|O|E{ I LICE.
{
"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",
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"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callId": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqrs4"

Amazon Chime Voice Connector AEZ| Y AlTj

Amazon Chime Voice Connector= Kinesis Video StreamsZ O|C|0{ AE2|2/0| AlTjE! [ O] O|HE

E & ELc
Example O|HIE G| O[H

Ct=22 o| o|HE | oA O|O|E{LCt.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
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"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",

"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"
}
}
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S0l Fg2 & = U= 2ME ZLEHZ S e dHS dBerct

Ct2 of|Xl= Amazon Chime0| CHEF CloudTrail 21 &S5 EA|ELICE

{"eventVersion":"1.05",
"userIdentity":{

"type":"IAMUser",

"principalId":" AAAAAABBBBBBBBEXAMPLE",

"arn":"arn:aws:iam::123456789012:user/Alice ",

"accountId":"0123456789012",

"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",

"sessionContext":{

"attributes":{

"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
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},

"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:role/Joe",
"accountId":"123456789012",
"userName":"Joe"

}

}
I

"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1llaaaaaal-1lall-1111-1all-aaadd@a@aad0"
},
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"Q0fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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