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ok

il A

L4 =
IAM T8
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« AWSCloudShellFullAccess: AF&XFo{ Al sHE 7|0l CHEE A M| A THEFHE AWS CloudShell A|
SEhLict.

O| At&MOME Cleat 22 &Ys o388 = U&ELICIAWS MHIA. & O 2AM|Xo 2 25HRHH
S3 A THED Y =0l x| E F7+5H0{ Amazon S3%t &5 E&FLICt IAM R4 %‘E‘S'OHE
Z|A B s3:CreateBucket 2! s3:PutObject HEtE F0{5t= HA0| ZrLICH.

AHMIEH LI 2 Amazon AZ AEE|X| AMH|A AL MBEA Q| Amazon S3 U2 A E &AL,

M|k

¥
o>
=

|.0|

=
8 0] ol HBE QEH0|A0M L2 IO R AHE|E IHUS YR E St HASHE HYT
ZEELIC 22 HREOIM YA HEYIE YD 02 T ALBS FIbELIC

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
sum=x+y

print("The sum is", sum)
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https://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html
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add_prog.py O|E2Z e K& ELIC

=&t

« 1EtA: 23921 AWS Management Console

o 2EHA|: X[ MEHAWS CloudShell, 138, & A4E4

« 3EtA: o M T CH2 EE AWS CloudShell

o AEA: It L2 E AWS CloudShell

« 5EtA|: of| M Y X7 AWS CloudShell

- GEHH: & CIZiE|a) Be My

o TERAH: A ML RHAIRE

+ BEHH: M MI44 & CIEIE| ALK

. OEHH: Il FC S HMES T BBEM A

« 10EHA: I YE Amazon S3 HZ! 2| ZHX| 2 AWS CLI F7}5t= O AFSEHL(CE

| l:|-7;|| o.|| L oH

MAE 218 IAM AL X HEE l2d5t= &do| Z & EL|CH AWS Management
Console O|0| 2&2

A5t QUCHH 2EHA 2 dUHFIMR.

« |AM AF Xl 2192l URLE AWS Management Console AF&3t7{LE 7|2 2191 10| X|2 0|53}
0 HAMAE 4= U&LICH.

IAM user sign-in URL

« HEIRXE Y ChS 232 URLE =dgiLICH 2RI MS8H Ad EHa s A-
account_alias_or_id IDE HIRAA|R

https://account_alias_or_id.signin.aws.amazon.com/console/

. IAM 230! X7 SHE Q2istm 21018 Meysc
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Sign in as IAM user

Account ID (12 digits) or account alias

account_alias_or_id

1AM user name

Password

Sign in using root user email

Forgot password?

Main sign-in page

* https://aws.amazon.com/console/ & jLILC}.

+ O[Tof O] HEfRXE A8 stod 2aQletx| 2 4 7IE =2l W o|X[7t LIEH LI
C

IAM ALERHE MBSt T AH EE = AHH IDE e&et & CtES MEigLICH

1EHAH: 2321 AWS Management Console 15


https://aws.amazon.com/console/
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Sign in

O Root user
Account owner that performs tasks requiring
unrestricted access. Learn more

(®) |AM user
User within an account that performs daily tasks.
Learn more

Account ID (12 digits) or account alias

« O|Xof o|O| IAM AF2 A2 2018t ZR. HEt X7t of A 3 r= AKX IDE 7|dE
2= Ql&LICH AWS A IZHChH IAM 230 Xt 3HE =2dstn 21018 MEdshL|Ct

Sign in as |AM user

Account ID (12 digits) or account alias

account_alias_or_id

IAM user name

Password

Sign im using root user email

Forgot password?

1E7|: 23921 AWS Management Console 16
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X|ed MEHAWS CloudShell, &1, Al AEH

£ AWS CloudShell QIE{H|O|A M ARSI T AL 758 AWS 2|1 A2 MEHSH
Bash PowerShell, EE=) £ Z shell &g LICt.

M= B4 2 01 5H04 KHQIE X[ AWS K|S ME!
Ct
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ReE AR 7|2 x|de MEist x|t 7HE ke Ko 2 MAEILICE Console Toolbar
7|2 X|F0| ot CHE X[ o| 2|AAE HEIF HEt2 XS5t HHS A = A&
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£) o2 d™ELICteu-south-2.
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MEHAWS CloudShell, A13Y, Al AEH
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7|2 X2l & (OIYUME) eu-west-1 O] MH|A L HE AFESHH 2 E XU S
gt CloudShell M|440| S HELICH 7|2 X|¥2 HEE = U2 CloudShell E2t X &
of &2lo| ZA|IELICEH

2. OlAM Ct& AWS Management Console &4 & StLHE CloudShell 2E85104 A[2Meh = Q& LICH

1. EFM BHCHOd| M CloudShellOtO| 22 MEHRFLICE.

2. @M AXtof “CloudShell" € 238t CHg MEHEFLICH CloudShell.

3. 2|2 UE MM HESEFLICH CloudShell.

4. 2& 2% stetol U= oM MESEFLICE CloudShell. Console Toolbar

+ CloudShell M|M2o| =0|& Z=H5tE{H EEasIAAIL=

« CloudShell Mg TA| gtHo 2 HEHSEAH M EH22 X & olo|20Md Y7|E S8
Ct.
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Bash
bash

ExEQ| 7|57} 2 $ Ld|o|EELICE.
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2 Bash ™M2tstd 242

® Note
BashA|E} Al A= 7|2 AWS CloudShell A QJL|C}.

PowerShell

pwsh

Z PowerShell TgtstH H¥ /X EO| 7|27} = PS> YO|O|EFLICH
Z shell

zsh
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o Ch2 2= 3t X274 EAIELICH
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I CH2 2 Ch3t &R0l Ch22edy nteol Z= & et

Download file X

Download files from your AWS CloudShell to your local desktop. Folders are not supported.

Individual file path

You can copy the file path from the command-line and paste it below.
Shome/cloudshell-user/subfolder/mydownloadfile.txt

myfile tet or ffolder/myfiletxt.

(® Note
CI2ECE IS X|He [ Mol E= o0 Z2E MEE = JU&LICH 4T Z= 0|F
S A85tH 7|IBHMo R A& BE| AtS2 2 FIHELICEH /home/cloudshell-user/
mydownload-filelll2tAM O|2t= IYUS CIRZESIZAHLOIS F B2 25 &8 4

2o

« M ZZ: /home/cloudshell-user/subfolder/mydownloadfile.txt
« A ZZ: subfolder/mydownloadfile.txt

o ZZ27F SHI2™ st 2X7F ZAIELICH O] CHet HAHE AF235H04 7|2 S8 T2 =2
oee g £+ U&LICH = 24 AFEO E0o] IS XMEE = U&LICH
(® Note
CloudShell 0| AZE = CIREE SMHE AHEE &= el&LICHConsole Toolbar.
CloudShell 2£0{|M EE= Chrome ¥ EEFR K E AI23510{ S Cle2EE 4 e
Cl ot CtRZ = gtedol CHst REM|EH LI 2 3EHA|: Tt CI2EEE AT ESHMAI2AWS
CloudShell.
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AEHA|: It 42 = AWS CloudShell
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E 1} (add_prog.py) 2 MEH

FHE ZAES UEEE FHELICH YREJt HB5HH & CI-EE|| FE0f add_prog.py
|ZE2| BHE 7| HE0{.E =T LICH mkdir mysub_dir

C = 2| 243

= dE & CIHEEZo FE|AM M CIHEZ2 0|S5te{H Ot mv BHEE AISELICEH
mv add_prog.py mysub_dir.

A CIHEZIE M CIEEE[2 HEs5te{H & ELICled mysub_dir.

CE|
=]

M EHEZ|Ie L8 S B 1s BHEE LS LICH mysub_dir

0%
|I=I

Bz =7} YElo|=5lof 5 CIME Bl IS S PRI

2

1A

4 CIMER|9 LHEO| LIFELICH of7|oll= Y5 Y= =8 utdo| Z&HELct

5EtA|: ol A T X741 AWS CloudShell

O| A= oM I E AM7Hst= wWide AHEELICIAWS CloudShell.

1.

0| A AWS CloudShell ZtY 2 M7H5I2{™ rm (M|7H) 2 €2 E& A HABS ALSTELICH

rm my-file-for-removal

4THA:
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2. KIHE 7|E0| %= o] mHUES M7HetEdH find BEES AT LICH

CtS Aol M= OlFoll MOIAF “.pdf 7t ZEE 2 E TpUES M7 LICH

= =

find -type f -name '*.pdf' -delete

(® Note

S HH M AFHE 2 AWS CloudShell & 8tCt e 7HEa E70&LICH AWS 2|1 2248 5

4 AAEH
g X9 BF M¥ Lol e ClolE7E X|HE 7[ZHo| X|LH AtS2 = MHELICH REAIE
HE2 IF MEALE HZTsIMAR.

6EHH: & CIE 2| e A4

_I
1TH OO

=
2

bl A
& CI=iEf2) /%o YAl ECIE MBI

HOME_BACKUP_DIR=$(mktemp --directory)

sS4 3

ol

LIS A& shod ¥ g BhE & U&LICH
a. tarE AtEstod ¥ mtg A EgfLCh
tar§ At&stod W] mtels BFEeiH Chs BB S UFLICH

tar \
--create \
--9zip \
--verbose \
--file=${HOME_BACKUP_DIR}/home.tar.gz \
[--exclude ${HOME}/.cache] \ // Optional
${HOME}/

echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.tar.gz"

b. zipE AtE3stod i mtelS Y gLt

6E},74|: = E|Eﬂ!E-{E| HHOA4 AH A4

22



AWS CloudShell AR 7H0|E

zip \
--recurse-paths \
${HOME_BACKUP_DIR}/home.zip \
${HOME} \
[--exclude ${HOME}/.cache/\*] // Optional
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.zip"

2. ] melg 9| 2 & CloudShell

OhS 24 & st E AEstod ¥ mtg of = MEE 4+ A&LICH CloudShell.

O|™ E7A[ol| M BHE m}

U = U&LICt. 01|)H CIoudSheII oelg CIe*EEs e
ghedof| CHs AMISH LHE_ T c

aws s3 mb s3://${BUCKET_NAME}

AWS CLIE A&3dtod S S3 HAo| SAHELICE.

aws s3 cp ${HOME_BACKUP_DIR}/home.tar.gz s3://${BUCKET_NAME}

(® Note

Clo|E M& 20| 2atE &= &Lt
3. S3 HZlof AT e
S3 HZlof| 2% eHedste{d Ol Hy e l=dghLct.

aws s3 cp \

${HOME}/ \
s3://${BUCKET_NAME} \

FEEEECEECEE
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--recursive \
[--exclude .cache/\*] // Optional

4= F=WS [PSIYPNES;

(® Note
Hot X2 23S0 FIEELL ZRIEE ALEsto] At 8% 2 E5tX| oo™ MMo| Rts2
4

2 SX|EUCcH 7| A MME Rtse 2 SX|ELICH RtAE HE

1. A MMES CHAl AEFSked 2 [2F), [EFAL AIZF AWS CloudShell] £ AE43FLICH

CHA| A|ZFSHEH $4RH AWS 2|7 &4 M0 25 AWS CloudShell S X|EICte 22l0| E A= L|CH

2. E0Ql524™ [Restart] 2 ME4EILICE

QIE{m| 0| A 0] CloudShell ZFE! &t740| SX|E|1 QlCte HIAIX|IZF EAIELICH &Z0| ZX|EH
CE7F CHA] AIZHE & A MM H-EE E S AIEE £ A&LCH

(@ Note
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8EtAl: A MM & CIHEEZ| A A

>
=
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= CIEIEE| AfX
AqlL|CH SHX

504 AWS CloudShell AF & 2t Z0] AMAE = gl&LICH & CIRHEE|E
- S E AWS CloudShell = 0FZFLICY.
- 2= ClOo|E{& AWS CloudShell ZA| M7{st 1 42 JLICt. £% AWS CloudShell X[

oM ALE 2 BX[etH AWS aliE X230l AWS CloudShell CHA| A|&FSHX| b= 8F EE 7|
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AR 7H0|E

otelE 7|7k 22kt of
CodeCommit.

M MIME MRS 5], AWS CloudShell & CI2E{2| ALK& MetgtLc
#H730) X{&HE 2 ol o|E{7} A

AWS CloudShell& C|EHE{Z|E AfA[etEH TR AWS CloudShell &

MEcts ¢&8lo] ZAIELICH

@ Note
ol g HAE + glaLic)
2 ZCof delete® YE O} X E M=iFLICH

Deleting your home directory will delete all data currently stored in your AWS
CloudShell environment. This action cannot be undone. AWS CloudShell stops all active

sessions in the current AWS Region and creates a new environment immediately.

To confirm deletion, enter delete in the text input field.

delete
AWSE 3xje| 2 E &4 MME CloudShell AWS Z|F SX|5tT SA| M| 42 oHELICH
MMME =802 S LCH

HHEES AFSSH M MMM LI exit BEES AL&3H04 20+ E = &Lt a& O}

2 OtF 7|Lt =21 ChA| 235t D H & AFE " AWS CloudShell = &Lt

25
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ObtA: U I =& WEISI D HEIES AHESH0] A

Ol B0l Afs A A Vim THEI7|E
2 UM Y BYS Z2aYoR A

1. O™ BAHM Hz=8h s HElstedH Chs FES LUHFLICH

vim add_prog.py

A QIEmO|A7H M2 TAA Vim HEZ|7F EAIELICH
x

2. oM ZUE vim HESE{H | 7|E FELICH o[ Z=2 -0 5 747t ot Ml 7Hel =RHE O
SIS LIE S HEStAAIR
import sys

x=int(sys.argv[1l])
y=int(sys.argv[2])
z=int(sys.argv[3])
SUm=x+y+z

print("The sum is",sum)

B¢ 07t EAEULCL =
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AHEl O4E] B SAEOIE o AT ZIET ZEE £+ YBLICH 9T oY TS S A
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(® Note
VIimEE PEE MBS AEsts B2 XM30ll= BE ZES} 4 ZE ALO|E Metste A
Ol 0f2{2 = JY&LICt BHE ZE = IS M5t 1 S Z2OYMS T2 M AFSE
LICH Af IAEE 48 e 4 ZEJ AISELICE A 2EZ Eo{7ie{H & F7|E
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7|EF EF Vim 2! 7|EF E30i CHEF REM|EH LIRS £ xR SHAIAIQ e =7 al 4l
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10CHAH|: I} LS Amazon S3 HHZ! 9| ZHA|Z AWS CLI F7tst= ol At
&hL|Ct

0| EtA|0 M= Amazon S3 HHZ! 2 PHE CHS PutObjectHIHEE AFE 35104 2
A2 FIHEL|CE.
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(@ Note
CHREES| #R AZEQo] IHYS HAM B 2| 2|ZX|E 2|0l CodeCommit 7{E!5t= S9| AH]
AE MEE & UaLch o] Rk&MOME in@ AF835H0] AWS CLI CHE AWS MHE|AQL &%
Z+235t= AWS CloudShell &212 E0{FELICt O] WS AI5IH FI} E|IAAE CIREC S
ALt dx|g 27t eigulch 3t A Lol o|0] IBEIRIZI M=o &Y &8 st7| o
Hot Q158 FotK| ofot: ELCH

1. XIHE AWS BIF B0l HZIS BHEHT o2 HYS A,

aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

(® Note

us-east-1X|Y 2IE M HZ!E MH3l= AR LocationConstraint It2IO|EHE F
7+5t04 create-bucket-configuration X[ XY AAIL. CIS2 T E Q| oA

L|ch.
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$ aws s3api create-bucket --bucket my-bucket --region eu-west-1 --create-
bucket-configuration LocationConstraint=eu-west-1

ZE£0| 3ot BHE Chs 310 RAE MH|A 9| SE Ol RA[ELICH

{
"Location": "/insert-unique-bucket-name-here"

}

® Note
HA 0|& X 22 ExotX| A2 CHE 277 EAIELICH CreateBucket 5 UE &
Eots S0 LRI LY ELICH (InvalidBucketName): X E HZ!0| R E5HX| f&L
Ct.

2. LIS Yzestn Eax BHE HIlo| U E AHM=Z FItsttdH HMEE EEF LICIPutObject.

aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body
add_prog.py

2437} Amazon S3 70l YRS EIH BUSol CHS EUJ FAE MHILL| STO| EAIEL
ct.

{"ETag": "\"abl23cl:w:wad4a567d8bfd9al234ebeea56\""}

CHS X[QYAWS MH|A O|AWS CloudShell

AEM: 22 AFEQ AFE 7t of] Tt S ALAWS CloudShell
5 E2|¥: CodeCommit H A AFEAWS CloudShell
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« SEE|Y: CodeCommit 0l AHEAWS CloudShell
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« A& M: LHE ol AWS CloudShell Docker Z1E|O|L{& T %3510 Amazon ECR E|ZX|ECIZ F Al
7

o XAt&M: E AF235104 Lambda & 4 HHZ5}7| AWS CDK

ANEM: 24 AFEQ AFE 7Hod o4z ml Y S AFAWS CloudShell

CloudShell CIE{H|O|AE AIE35ITH 24 A|ASID} A 24 ZHof 8 Hoj| B 8 Y2 E35HHL Cf
22 £ QaLICH 2Z A|AH] ZHol CloudShell 042 THUE S Ao SASE{H OIS S M & §iLt
E ArSELct

« Amazon S3: 2Z A|AET} Zhof I U g = ALE I} S3 HZ!IE SIHAIZ AL 5t A A2 CloudShell.
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* s3:CreateBucket
* s3:PutObject
* s3:GetObject

Amazon S3 H 0| i SE 2 Amazon ME AEE[X| MH|A APl & X 9| 2l IS AIL.

AmazonAWS CloudShell S3& Al&3504 0] m g H=2=8FL|Ct,

1. Ol AJAWS CloudShell Ct&s3 HHEE Al&504 S3 B2l M &L|Ct.

aws s3api create-bucket --bucket your-bucket-name --region us-east-1

20| 435 FWSHH S3 MulAo] SEO| EAIFUCH
{

"Location": "/your-bucket-name"
}

2. 2 Aol CIAEEE U= otdE HIISZ Y= EgLICH Chg &M & stLHE M=isto] oty
-

« AWS Management Console: I} 2 £HE HZ!0ol (42 E5t= drag-and-drop Gl At & LIC}H.
H

« AWSCLI: 24 HFEo| Hx|E EF
o 2 =ghLc}.

Using the console

« https://s3.console.aws.amazon.com/s3/ 0l A Amazon S3 2£& L}

(& A& 3 =AWS CloudShell Z< 0|0
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
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ZE2 MEE ol ™A 4 SMof Cish AhAMIEH LH82 S3 HZlol It 2 ECE
U2 E=5ted™ o= A dlok g L7t? & & =34 A|2. Amazon Storage Console 01| A
=1 O

ME5t2{H 24 HAFE{0JAWS CLI =T 2 M|t TAWS MHIA 358 ¢
s gt REAMIEE L2 AWS Command Line Interface AFS
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« AWSCLIZETE ASt T ClSaws s3 HHEE A&siod X|HE HIIE 24 A|AEI9|
CIHERZ 2EIXxe 57|53
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aws s3 sync folder-path s3://your-bucket-name

S8 7t d3stH HZlol F£IHE 2E Aol CHEF Y= = HIAX|7F EAIELICH

3. CloudShell BEEZ £0t7tM Chg BB S 2=istod A 2HE 2| CIME2|E S3 HA el 2EHI= ot
S 7|3t ErLck.

aws s3 sync s3://your-bucket-name folder-path

@ Note
sync%ﬂ%ﬁoil--exclude "<value>" 2--include "<value>" O47§ BH44+E F7}5}04
HEH UX|E s&sto] S mtUo|Lt AAE MLlstHU Z&E == U :
AEAE LHE 2 AWS CLIEE HEMoIM Aol 2 28 ZH ASS #EFHAAIL.
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/upload-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/upload-objects.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters
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S7Iztol 4S5t HIAM M CIMEE|Z O222E ZE Do CiEr Ch22 & HAIXI7H 2 AIE
LICF.

@® Note
sync BHS A5 A It U0t AC0|EE TP AA CIAEE 2|0 CHE 22 RHHA
O 2 EAFELLCE.

AmazonAWS CloudShell S3& AI23504 04 I} LS CIR2E =& LCH

1. AWS CloudShellHHES AIE5104 CSaws s3 BHEE Q2450 M &Zo| x| C|HE 2| 2E
3|
=

A2t S3 HAE S7IstELICH

aws s3 sync folder-path s3://your-bucket-name

(® Note
sync%%oﬂ——exclude "<value>" Z--include "<value>" O§7§ 48 F 713504
I UX|E s&sto S ThUO|LE HHME MlstHLE Z&E =& J&LCt

REMEH LHE 2 AWS CLIBE MMM M2l 3 e ZE AIS S MRSHAAL.

235tH HZlo| F7E 2E ZHA|of CHEt =2 = HIA|X|7F E A|EIL|CE.

2Z AAH=0| Cte2E gHL|Ch Amazon S3 242 03 i CtREEE X|H
A AFE{o Mx|=EIAWS CLI EFE A28l oF ghLCt.

aws s3 sync s3://your-bucket-name folder-path

S713t71 43 otH BHEO| CHd CIMEE(0l YO|0|EE[HLE FIHE Z mhdof CHE 22 =
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® Note
ol SMg Al8sledH 2 HFE{AWS CLI =7 E MRSt TAWS MH|A S&2 QI8
Xtz sHS A8l ok grLich KFMIBH LI 2 AWS Command Line Interface A2 A4H
ME HZFM L.
o= BOIB AR 301 01 IHY W2 E e Rc
| g = JAau

zip/unzip R EEIEIE AISStH B =z FSE + e ob7tol2 2| ofe] TS &=
Ct. R &2IE|= CloudShell B & 2 Z0] AP MR[E[of U&LICH

MM ARIE =0l CHEr REAEE LHE2 € B RstAA71E =7 & & REE[E

2. 2 d
3. O Y2 = CHSE A AtollM Y MEfS MERSHCLE 23 BHE &5 EC{E MEIELIC

4. Y HE2E CHS Ao YEEE MEASof MBS S A B Z0l| FIHELICH

5. CloudShell HHZ0M C}S B2 AsH50d zip of7to|2 0| LIRS XIHE CI2E{Z|of o= 5

Mg Ct.

unzip zipped-files.zip -d my-unzipped-folder
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1. CloudShell BEE0{A CtS BZ S destod A CIAEE|IQ ZE ThY
LICH

zip -r zipped-archive.zip *
2. Y md 2 & ME{ELICH

| Z2 (/home/cloudshell-user/zip-folder/

3. mecCtezc st AXoM 58 2
2 22§ MEfELICH

zipped-archive.zip0i:)
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B27t SHIE2H HEl* X i3 &itol FE EMHE
A& LICH.

e

L 22 HFEol MEE K| Mg 4

4. Ol 27 AFEOIM CHR2 S8 o5 BOio| LB S S SME 4 aLich

EE2|Y: CodeCommit 0| A AF2AWS CloudShell

CodeCommit Z2}0|E! Git 2| ZX|EEIE S AEISI= A5t &FaHA0| Flo{t =213 AA BE| M
HIAIL|CE AWS CloudShell& AM&3HH git-remote- codecommlt-n-EE 2|E|& AF&3+04 CodeCommit
HHEM g &= A&LICt O] REEIE[=AWS CloudShell AF & BtE0i A Mx|Elo] U2
CodeCommit 2| ZX|EZ|0IMH ZEE F A5t 7t K= ZHEHSt %“f':‘.'g M3 ELIct o] REZIEl=
GitZ 2250 0| 2fdE ST LICH KtAIE LI 2 AWS CodeCommit AHE AABEME FHESHAML.

0| At& Mol M= CodeCommit 2|EZX|E2|E A5 TAWS CloudShell ZEE! 2740 EX|5t= &bt
£ MESHLICH ESAWS 2R E0M ZELle HE SIZX|ECIZ TS FAISHY| Mo otede &

Blo|Zstn SHE E|ZX|EElol HSstE YHT LotELch

74
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AR

A

IAM AL X}74 ALE 8l OFAWS CloudShell t= HEHol| CHEF AEAIEF LI 2 A% 57| AEE ALl A 2
T MY MEE AESHAAR. B sted™ IAM HEt: EREL|CH CodeCommit.
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FAISHSEY| Ol THS AFE S SRl AN,

r

- Git BE0{ & HH Alo{ 7HHoi| ciet 7|EX¢2l o5

- 24 A M 2lZx[EElol HYE + U= Aol & CIMEE[o Ue ZtLULICH o] Ri&MHoAM=
Ch=1k 2ol X g LICtmy-git-file.

1E+A|: CodeCommit B|ZX|EZ|E =1 EX|517]

1. CloudShell 3= QIE{H O|AM|M C} 2 codecommit B 124504 2= CodeCommit 2| Z X|
EEIE Mg L|CtMyDemoRepo.

aws codecommit create-repository --repository-name MyDemoRepo --repository-
description "My demonstration repository"

EIZX|EE7 93 M2 dYE|H TP E| MH|A0| SEO| ZAIELICH
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https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html
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{
"repositoryMetadata": {
"accountId": "111122223333",
"repositoryId": "@dcd29a8-941a-1111-1111-11111111111a",
"repositoryName": "MyDemoRepo",
"repositoryDescription": "My demonstration repository",
"lastModifiedDate": "2020-11-23T20:38:23.068000+00:00",
"creationDate": "2020-11-23T20:38:23.068000+00:00",
"cloneUrlHttp": "https://git-codecommit.eu-west-1.amazonaws.com/v1l/repos/
MyDemoRepo",
"cloneUrlSsh": "ssh://git-codecommit.eu-west-1.amazonaws.com/v1l/repos/
MyDemoRepo",
"Arn": "arn:aws:codecommit:eu-west-1:111111111111:MyDemoRepo"
}
)
2. WHEZ A0 22 2EXIELIS I3 M CIE2IE BHE D ol CIE{2IE 5 ClE 2
Z X|™ghc.

mkdir my-shell-repo

cd my-shell-repo
xto{st

SAX5tedMHgit clone BHE AFEHLICEH (git-remote-codecommit®f &

3. H4ElEZX|ECIE
SHAAIL.

= HTTPS (GRC) URL AEIUE AtE

git clone codecommit::eu-west-1://MyDemoRepo

2l ZX|EC7 SIS 2 SHEH HEEo| MH|A& SEO| EAIELICH

Cloning into 'MyDemoRepo’'...
warning: You appear to have cloned an empty repository

4. SHE EZX|EEZ 0|SstedHcd BHES AFSELICH

cd MyDemoRepo

1EtA|: CodeCommit 2|ZX|EZ|IE HETD £X|517|
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2EHA|: Tt U2 CodeCommit A% 4
7158 LICt.

AR FASt7| HMof| mdE AH|0|

Vim OlC|E| EEE ol It HZE 7|5E AFE3504MyDemoRepo EH0Imy-git-file &
o2 Z7IBLICIAWS CloudShell. § 7HK| W8 BE AFR6Hs WS ol H M AJxts
EE|°4° HESM 2.

2. ElZX|EE|o TS AE|0[EstE{H gitadd BEE A

git add my-git-file
O15t24™ gitstatus BES A
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I
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3. mYo| AE|O|EElo HAE EH|F EIR=X]| #H 2

git status

my-git-fileM otz LIFE|D SHEAEZ FA[E[0] A E #EH|7I A
4. AHOIFE ool ol HXE ElZX|EE(0of A LICH

git commit -m "first commit to repo"

® Note
Holg 2257 st TH HEE 2E HAIXIZF EAIEHE O HAIZ AgsHAAIR.

$ git config --global user.name "Jane Doe"
$ git config --global user.email janedoe@example.com

HABZXIECIE 22 2|EXIEE|Q| HE AIE

FASHA L.

git push
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1EtA|: Amazon S3 B{Z!0f| M| AE = Q=
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aws sts get-caller-identity

BIE 0| S Hixet SE 0| EAIFELICH

{

"Account": "123456789012",

"UserId": "AROAXXOZUUOTTWDCVIDZ2:redirect_session",

"Arn": "arn:aws:sts::531421766567:assumed-role/Feder®8/redirect_session"
}

2. O|™ EtAIIM 7t 2 AL A HE E 7K MHAWS CloudFormation ®IE2/0i| F7+&FLICH o]
EZ3I2 1AM AE M. o] dAE 2 38 HUXAMH S 2laA0| CHEF &4 HEF HEHS R2o{FL
Ct.

Resources:
CollaboratorRole:
Type: AWS::IAM::Role
Properties:

AssumeRolePolicyDocument:
Version: 2012-10-17

A& A Ol2] MEE URL BHE7| 38


https://docs.aws.amazon.com/AmazonS3/latest/dev/ShareObjectPreSignedURL.html

AWS CloudShell AR 7H0|E

Statement:
- Effect: Allow
Principal:
AWS: "arn:aws:iam::531421766567:role/Feder@8"
Action: "sts:AssumeRole"
Description: Role used by my collaborators
MaxSessionDuration: 7200
CollaboratorPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 's3:*!
Resource: 'arn:aws:s3:::<YOUR_BUCKET_FOR_FILE_TRANSFER>'
Condition:
StringEquals:
s3:prefix:
- "myfolder/*"
PolicyName: S3ReadSpecificFolder
Roles:
- IRef CollaboratorRole
Outputs:
CollaboratorRoleArn:
Description: Arn for the Collaborator's Role
Value: !GetAtt CollaboratorRole.Arn

3. O|§0| X8 TUAWS CloudFormation RIZ%!2 K& & LICttemplate.yaml.
4. FHEIE ME50o] AES HIZ St Tdeploy BHEES S E 510 IAM Q&S MAghL|ct

aws cloudformation deploy --template-file ./template.yaml --stack-name
CollaboratorRole --capabilities CAPABILITY_IAM

0|2 MYEE URL A4

1. OAMAWS CloudShell HE7|E At&35tod CHE I EE FIHELICH 0| 2 E= HHBE 0 AFE X}
of| Al 2] HM|AE = U= URLE M LICIAWS Management Console.

import urllib, json, sys

o2l MEE URL 4d 39
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import requests
import boto3
import os

def main():

sts_client = boto3.client('sts')

assume_role_response = sts_client.assume_role(
RoleArn=os.environ.get(ROLE_ARN),
RoleSessionName="collaborator-session"

)

credentials = assume_role_response['Credentials']

url_credentials = {3}

url_credentials['sessionId'] = credentials.get('AccessKeyId')

url_credentials['sessionKey'] = credentials.get('SecretAccessKey')

url_credentials['sessionToken'] = credentials.get('SessionToken')

json_string_with_temp_credentials = json.dumps(url_credentials)

print(f"json string {json_string_with_temp_credentials}")

request_parameters = f"?
Action=getSigninToken&Session={urllib.parse.quote(json_string_with_temp_credentials)}"

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

r = requests.get(request_url)

signin_token = json.loads(r.text)

request_parameters = "?Action=login"

request_parameters += "&Issuer=Example.org"

request_parameters += "&Destination=" + urllib.parse.quote("https://us-
west-2.console.aws.amazon.com/cloudshell™)

request_parameters += "&SigninToken=" + signin_token["SigninToken"]

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

# Send final URL to stdout
print (request_url)

if __name__ == "__main__
main()

2. Ele ool I EE X ELIClshare. py.

3. HHEoIM LSS AEFod IAM & 2] Amazon ElAA 0|5 (ARN) 2AWS CloudFormation
MSHL|CH O3 CHEPython A3 BIE0|A 0|2 AF25t0{ (Al E0F x4 5HE &SELCH
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ROLE_ARN=$(aws cloudformation describe-stacks --stack-name CollaboratorRole --query

"Stacks[*].Outputs[?0utputKey=="'CollaboratorRoleArn'].OutputValue" --output text)
python3 ./share.py

~FBEE BS AR B2t 7HKiE £ 9

Console.AWS CloudShell &=
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URLZ Htet&LICFAWS Management
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Xt& M: LIS ol AWS CloudShell Docker ZAE|0O|L{E& F+&5}04
Amazon ECR Z|EZX|E 2|2 == Al5}7]

0| Xt& Mol M= Docker ZAE|O|LHE &Ho| U &5

FAlte gHS 2oiELICH

11 Amazon ECR AWS CloudShell Z|ZX|EZ|E

A =

- Amazon ECR Z|ZX|EE[E M5tT FAlstE{ Lt HEto| *Lo{ofF B LICH. Amazon ECRE At
25t= 2lZX|E2lof Cist RMIEH LI 2 Amazon ECR AR A A 2| Amazon ECR Z 208! 2|%
XEZIE HZESAAIR. Amazon ECRE AF&35t0{ O|0|X|E FAlete= Ol 2B HErof CHER RHAl
gt LI Amazon ECR A& AEA 2| O|O|X| FA[of ZREFIAM HEHS FESHAAIL.
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Rt& M AR

CHS AF& A0 ME CloudShell QIE{H|O|AE A& 3104 Docker Z1E{|O|LHE
IXEZR FEASH= g2 ZH2F5t A AdgdghL|Ct.

- oHE -

F =35t Amazon ECR 2|
1. S CIHEZo| | EHE MAELIC

mkdir ~/docker-cli-tutorial

2. ddet ECZ o|SELICH

cd ~/docker-cli-tutorial

3. Bl Dockerfile2 2AdstL|C}.

K& M: LHE ol AWS CloudShell Docker ZIE0|L{E T %311 Amazon ECRZ F A|57|
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touch Dockerfile
4. O|& nano Dockerfile E0{ H|AE HET|E AE5l0{ IAUS L1 OIS LIS E0{d&L
Ct.
# Dockerfile

# Base this container on the latest Amazon Linux version
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install the cowsay binary
RUN dnf install --assumeyes cowsay

# Default entrypoint binary
ENTRYPOINT [ "cowsay" ]

# Default argument for the cowsay entrypoint
CMD [ "Hello, World!" ]

5. O|X| Dockerfile® Y=g &H|7} ZIAR&L
of

=l Ct. & M&stod Z4E|O[LHE LEFLICE docker
build &% BH| AL E easy-to-type O|E2Z 7

=
Eo|L{ofl Ef & X|ZEgfLIch
docker build --tag test-container .

Flol o &E () & ZFeliof &LCH.

;
6. O|X| ZiH|0|LHE€ EHIAE3St04 ZAE|O|L7 M2 A™ME|T Q=X| = elg = U&LICFAWS
CloudShell.

docker container run test-container

7. O|A| 2= 3t= Docker Z1E||O|LHE & EF OS2 E Amazon ECR Z|ZX|EZ|2 F A|aHoF &Lt 7|
Z Amazon ECR B|ZX|EZ|7} = AL 0| BHAHE AL{F|o{x ElL|C}.

ChE BHS A™Astod O] AAEME /8t Amazon ECR E[EZX|EE|E gLt

ECR_REPO_NAME=docker-tutorial-repo
aws ecr create-repository --repository-name ${ECR_REPO_NAME}
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8. Amazon ECR E|ZX|EC|E MA8t £ Docker ZIE|0|L{E SHE E2|EZX|ERIE FAIE £ UEL

CS H2IS AEH5104 Docker Amazon ECR 21¢! Xtd 5B 7H K4S Lt

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
ECR_URL=${AWS_ACCOUNT_ID}.dkr.ecr.${AWS_REGION}.amazonaws.com

aws ecr get-login-password | docker login --username AWS --password-stdin
${ECR_URL}

9. CHAF Amazon ECR Z2|ZX|EZ|Z2 o|O|X|ofl Ef2E X|MEH OIS sliE 2|EX|EE|IZ FA|EFL|C}.

docker tag test-container ${ECR_URL}/${ECR_REPO_NAME}
docker push ${ECR_URL}/${ECR_REPO_NAME}

tzotedn & M Q7 7F E st AL 2X|71 e dstE <2 O erLiMel EX s E A

el

O|X| Docker Z1E{|O|L{E Amazon ECR EIZX|EE|0]| M2MoZ HHEZEZFHELIC} O] RES Ao M5t
I} 22 AWS CloudShell - 301 M AM|7{5t240d CHS Hy¥ S Ad§hLICt

cd ~
rm -rf ~/docker-cli-tutorial

« Amazon ECR Z|EZX|E2|E ArX|EFL|Ct.

aws ecr delete-repository --force --repository-name ${ECR_REPO_NAME}

A& M: E AF25104 Lambda &% HHZ 57| AWS CDK

O| A& MoM= & AH835t0od AHol Lambda & =& HIZ5t= WS Eo{ELICt. AWS Cloud
Development Kit (AWS CDK)
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INTS e

K| AACHH M A>AE = A&LICH cdk bootstrap CIoudSheII

« AHof BlAaAE HZE £ Qe XA HEo| UEX| HOISIMR. BEIRF HEtE ALEstE ol £

&Lt

TEC|Y HR

—_—

=
CtS RS MMHE E AFE35104 Docker Z1E|0|L] 7|8t Lambda & +& H|EZSt= B4 S 7HeFstAH A
HefL|C AWS CDK
1. & CIEEZI M ECE MEEFLICH
mkdir ~/docker-cdk-tutorial
2. Y3 ECZ o|SELICEH
cd ~/docker-cdk-tutorial
3. AWS CDKE&HE =ZHoil dx|ghch
npm install aws-cdk aws-cdk-1lib
4. st ZHo| AZYE AWS CDK Z2ZMEE MMdEhL|Ct.
touch cdk.json
mkdir 1lib
touch lib/docker-tutorial.js lib/Dockerfile lib/hello.js
5. O E0inano cdk.json, HHAE HE7|E AE5t0] IHUE B0 O LIS Eo{d&LCt
{
"app": "node lib/docker-tutorial.js"
}

6. lib/docker-tutorial.jsmtS €1 CIS LIS Eoigd&LICt.
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7.

8.

// this file defines the CDK constructs we want to deploy

const { App, Stack } = require('aws-cdk-1lib');
const { DockerImageFunction, DockerImageCode } = require('aws-cdk-1lib/aws-lambda');
const path = require('path');

// create an application
const app = new App();

// define stack
class DockerTutorialStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// define lambda that uses a Docker container

const dockerfileDir = path.join(__dirname);

new DockerImageFunction(this, 'DockerTutorialFunction’', {
code: DockerImageCode.fromImageAsset(dockerfileDir),
functionName: 'DockerTutorialFunction'’,

1)

// instantiate stack
new DockerTutorialStack(app, 'DockerTutorialStack');

E lib/Dockerfile €1 Ctg L2 Eoig&LICt.

1

# Use a NodelS 2@0.x runtime
FROM public.ecr.aws/lambda/nodejs:20

# Copy the function code to the LAMBDA_TASK_ROOT directory
# This environment variable is provided by the lambda base image

COPY hello.js ${LAMBDA_TASK_ROOT}

# Set the CMD to the function handler
CMD [ "hello.handler" ]

ib/hello.jsTtUE Y1 OIS LIS E0{&&LICH

// define the handler
exports.handler = async (event) => {

n

ne
4
>
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// simply return a friendly success response
const response = {

statusCode: 200,

body: JSON.stringify('Hello, World!'),

};
return response;
};
9. AWS CDKCLIE At835t0d Z2MEE gt 2|AAE HEFLICH HHEHE SFEAERSHOF &
L|Ct.

npx cdk synth
npx cdk deploy --require-approval never

10. Lambda &+& 3 £35t0{ =l I =QlghL|ct.

aws lambda invoke --function-name DockerTutorialFunction out.json

jq . out.json

O|X| & At&3t0{ Docker Z1E0[|L] 7|8t Lambda & +& Hd3Mo 2 HiZF&LICH. AWS CDK 0
CHEF REAIEH LHE 2 v2 7HEE R AWS CDK SHLHME & ESHAA[2. AWS CDK O] A& AME &tE 5t

I
i g M 77 dWStHL EX7E Y dstE 32 Ol 7H0|=9| EX ol 2 Mg HZEstod &F

g
g wollNe

Mz
Ol £ A23104 Docker Z1E{|0|Lq 7|t Lambda & $E& MHEXo 2 H|EZFMESLICH. AWS CDK AWS
CDKEZZME LHo|M CIS HHES A&isio] 2 2| AAE ATA|ELICEH ATXNIE & 2lsiEls HIAIX|7}

T AIELICH

npx cdk destroy DockerTutorialStack
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o O| RIS MO BHE T 2 E|AAE AWS CloudShell 20| X|7{st24H Ct
Ct.

cd ~
rm -rf ~/docker-cli-tutorial
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AWS CloudShell Actions ¥ | {&
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$ export AWS_REGION=us-east-1
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PowerShell

PS C:\> $Env:AWS_REGION="us-east-1"
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CtScreate-table 3H@E ARSTHAWS HZHoi 0|§0| X|I'HE! NoSQL AEF2MusicCollection
Efo|go| MMdEL|CH

aws dynamodb create-table \

--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle, AttributeType=S \

--key-schema AttributeName=Artist,KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=5,WriteCapacityUnits=5 \

--tags Key=0Owner,Value=blueTeam

KEMIEE LI 2 AFHSAWS Command Line Interface A A SJAWS CLI 1t &7l DynamoDB AFE = & X
SHAAI2.

AWS Cloud9

AWS Cloud9® EEtex| HolM ZES &4, A% U ClHZsts Of ALRE 4 Qe Batec 7| §
3 JHg 27 (IDE) YLich Bolls 2= B, Cl7A L Efoldol et

Ct=2create-environment-ec2 HH
Ct. Amazon EC2 QIAEIAE A|EEH £ 0Ol

aws cloud9 create-environment-ec2 --name my-demo-env --description "My demonstration
development environment." --instance-type t2.micro --subnet-id subnet-1fab8aEX --
automatic-stop-time-minutes 60 --owner-arn arn:aws:iam::123456789012:user/MyDemoUser

REMIEH LHE 2 AWS Cloud9EHE X E XML,

Amazon EC2

Amazon Ek (Amazon EC2) = EcRE0M etMet D 37| 2™ 7tse HFE 8F S M3st= & M
HAQLICH 8 72 HAFE 2US 2ot &1 HH AL = UTE GAEIRIELICH

CtSrun-instances H&2 X|H$H VPC MEYO| M t2.micro LIAEAE A|EHEHLICE

aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --key-
name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829e

AEAIEE LI 2 AFZAWS Command Line Interface A AM2|AWS CLI 2 & 74 Amazon EC2 Al & &t
XSHAA2.

AWS Cloud9 54
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S3 Glacier

S3 Glacier & S3 Glacier 2! S3 Glacier 2! S3 Glacier & S3 Glacier Z! S3 Glacier 2! S3 Glacier &
Amazon S3 Glacier 2! S3 Glacier &! S3 Glacier

CtZcreate-vault BH2 ot710|EE MY s7| I8 ZH|O|LHQ 2 EE ddgfLCt
aws glacier create-vault --vault-name my-vault --account-id -
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AWSEIlastic Beanstalk

AWS Elastic BeanstalkCLIE 2Z S|ZX|E2|0|A] &3 MM, AH0|E L ZLIERIS
HE QIE{HO|AE MBELICH O] HEIAE M &4 2 ofZ2|70|M HTE A" S2IAWS 2[AA
Mg o|OfgrLct.

Ct=2create A2 AL Xl X[ Amazon Virtual Private Cloud (VPC) 0lAM M &3S gLt

$ eb create dev-vpc --vpc.id vpc-0ce8dd99 --vpc.elbsubnets subnet-
b356d7c6, subnet-02f74b@c --vpc.ec2subnets subnet-0bb7f@cd, subnet-3b6697cl --
vpc.securitygroup sg-70cff265
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KM EH L2 AWS Elastic Beanstalk 7H2r A} LA 2] EB CLI 224

Amazon ECS CLI

Amazon Ek (Amazon ECS) W™ E QIE{H 0|A (Amazon ECS) B E QIE{H|O|A (CLI) = & 7IX| 4
¢ =& BES M3 2EZ 4 2 Fo M 2e{AH 4, UOI0|E L ZLIEE Z2MAE H
T3tot= & A TRELICEH Amazon ECS 2E{AE = EfA3 EE= AMH|A QS| =2|X O L Ct.

CtZconfigure B2 Bt EAE 782 M5 TS Amazon ECS CLIE #+ & LIClecs-cli-
demo. O] 2{AE #+M2 olMecs-cli-demo E22HAE{Q| 7|2 AIRFARGATE RE2E AISE LI
Clus-east-1 region.

ecs-cli configure --region us-east-1 --cluster ecs-cli-demo --default-launch-type
FARGATE --config-name ecs-cli-demo
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb3-cmd-commands.html
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AWS SAM CLI

AWS SAMCLIE=AWS Serverless Application Model EIZ 2! 2! o Z 2|7 0| Z =0 E 56 BY

E TTQILICt O|& AFE5t0q4 0424 B2 s&E &= Q&LICt 070l = Lambda & ZEZHM =
t, MEHE|A ofZE2|7i0|MES I8 HiE THF|X|E M35t T, MHE|A o ZE 2|7 0|MSAWS Z2t

£3
2o HlE st 7d0| ZEEL|CH

CHEinit BB 2 = 0l H=

Of7H B2 MEStod M SAM Z2HMEE X 7|3tef LIt

sam init --runtime python3.7 --dependency-manager pip --app-template hello-world --name
sam-app

REMIEH LI 2 AWS Serverless Application Model7H 2t &t OHL A 2|AWS SAM CLI & &F =
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI_reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
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1. BZ4352{THAWS CloudShellEH O MHE ECd{H CIZ 2 Z O|SsHMAI. AH 7|8 MH.
2. 22X 37|E MEHSIMIL. SM2 CISot Z&LICH7IE 22 AE z
ClIE{m|O|A H|Of 844

BIE QE{molA o] gf 2 Okt 052 EOF AtO|E TEHEFLICH

1. H4Z335l24{AWS CloudShellE|0IE EP{H CI=S o2 0|5
2. IE2MNQEIo|EEECHT.

Al 48,78 4%,
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0t & HIAEO| Ot 204 7| AFS
oM 20{d7|= Aol 20igd2bi= 04 & HAE| ofd AT RIETF e E[0] K| A2 K| FH It
et= HIAIXRIE EAlIstE 22 7S ULICH EtAL ALOIEOM SAMEF BIAE o= A E0M o &R =
gt SE 2 RYUStE 5747 =7 ZEE0] U2 = USLICH
ot E20{E7| OiEt dxtols 2EE o SAe MA HAET EAELICH 20F 2[&o| ictm Mzt
£|H 2SS MEStAAIR. 2017

Warning: Pasting multiline text into AWS CloudShell X

Text that's copied from external sources can contain malicious scripts. Verify the text
below before pasting.

import sys

x:int[;.IE. HU 1
y=int(sys.argv[2])

z:int{m. m[S]}
total=x+y+z

print("The total is",total)

Always ask before pasting multiline code

QlE{mo|A H|oF 47 58
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS CloudShell ALEXl 710|=
N At (FAS) — 1AM A8 2
HFEELIC U MHIAE A e

&L FASE dsrg A Falol Herg

-

2 o

L

—

— =
o
z:=>|_|_

o

o2 A oA
0
> 1> met Hu oo

k>

5 ) £ .FA
olo| AFS Xt20o| Zio st _9_7‘:42 HH|A7|. 2= Al

o
all
1
0%
It
1
30
rr
e
o
<}
20
g

ok jo

g'l_l
x
FO

T I>
ful
>
S
o
m

rm| B

T |no >

o
HIAE ALBRHE ChAlsof SoiS £857| 218 B e 428 4 aueu:r Mol o1 et e
AE RHOIH AWS 7% a -

o
st & 4 UKIE BT

+ Amazon EC20{ M A E[= O EE[FH 0] — IAM F& S AtE 6104 EC2 QIAEAN M A-ME[T API
QEE AWS CLI ot= ofEE|7|o| M| A XHH BEE &2l & U&LICH AWS 0| EC2 21&
SIS LH01I °”HI/\ 718 M M HYE= SHULICH EC2 QIARA

Z

ARA EEE}O'OH._ %E*OI ZE o] U2 EC2 QIARANAM A™E[E Z2 730
15 HEE UE & U&LICH RiMEt HE = IAM AL X B MLl IAM &g S ALE 510 Amazon
EC2 QIARA M M E|= o E 2|7 0[4d0i HEH F048 HZ M.

IAM FE S A EHX| E= IAM ALEALE MSE XIS HOEEAT IAM AL E X DT A O IAM HFE (At

Olo

>.
= =

> > ox
0o ol

1 O|E AWSID & 2lAA

AZAE M AWS sliY HetE dolst= A Lt AWS
LYY M olzd{e HAE HWote
gl HMxH2 JSON EMZE AWS MEELIC
AM AFS A MEHA{ O] JSON HA I &

ful
0
12

19 ru mo
et B 0

e m bR R0
> 02 rr rr 2
x o
o T
o
HL
rir 4
s M
ot
Pl lo
w
@)

ZE[XH= AWS JSON S A8 35t0od F7F F U0 HMAE + UK XIEY = JU&LICH F, o™
Hot =AM 7F of™ E|lAaA et offH ZHOIM HYUSE T + USXIE XIEE + U&LICH

0
12
)
>
0l
rok
2
=
[>
o
o

66


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AR 7H0|E

AWS CloudShell

P QlELICH MAERIo|H ALSRI7F He Bt 2lAA00M &

o{H{ B &

F24Ed 1AM

ZIEMe =z, AHERe o

st ELch 33 ohE #ElXH7EH IAM

AH A
oo

ZE2|RE7E IAM MR

[ITe)

Ui
fn

LICE. o

F

x4
o

of CHsr ™

Fo
=

-

04, iam:GetRole &Q

LICH.

Fa
=

o]
A

A
=T

F HEE JHK

o5
==

Management Console, AWS CLI, 2= AWS API0i| M

H2 1AM AFS X AFE XL O

b R4%
o

H
—
i 24

7

K0

(]
—

—

od
H

0| o4
AH Ad
S o

He Al X}9}

iR
[=> R |

I.

—

2iLICt ol24E

kS
o T

o
frl

12 LOotEE{H IAM AL XF HHA 9

Hid
==

=
=

—r
1o

L
__o=._

70

=N
[

o

K0

—

od
H

[N

ol

e

P

T
10

=

|_

_T'_
(=

fotE 2™ IAM AL X} A-E M

KO
ol
=X

®l
P

—

ol

q
4

ol
)

10
o
=
=0

HMLICH 2lAA 7

A
=

MH|AO|AM MH|A 2 2|RH=

A2 223 Amazon S3 B{Z! A4 QlL|Ct. 2|

LICt. 2l

| &= Ql&LICH AWS AMH|A

St =
0=

XS0l X

=2
[=)

2|AA 7"

ARHS
ST

54

2|4 T[H A2 siE MH[A0 lE 2l2HR! HALICH IAML] AWS £ E|

F

off At

HA|A K[o{ S F(ACL)

AMA Mo SF(ACL)2 o 2ot FA|(AE HE, AEX E= HE)7t 2|40 HMAE = Us

X|gk 2lAA 7|8t

o}
LS

SN

A&

F

S
=

£ Ao

A=K
LICF.

7Rl

k=]
=

|.

3

F

=
=

At

oF
=

==

0

P

1=

67

M #E|

= o


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS CloudShell AR 7H0|E

ACLZ X|Hdt= MH[ALS| o 2= otOtE S32t ototE VPC7H U&LICH AWS WAF ACLOY| CHSH RHA|
5| 2ot 2{ Amazon Simple Storage Service 7H2 Xt QHLHA S| ACL(HAMIA Ao S 5) 7H MME

SES RS

7|EF 3444 Bt

2 7|8k =of 2k IAM IEE|(IAM AFE A EE= o Ro{E
£ AUE =0 HEHE MYste 12 SEMHULICE JHAol Cist HEt FHE d-EE = UsLIch. O 4
o2 U= HE2 JHAS| 2ot QIF T8 At 7 HEt AA|ol mEE/LICH Principal ZEO

M AFERILE g o =R 2 X|Ys5te 2o 7|H M2 MEt ZHE Sl MEtzl x| et& Lot
Olzdet H& & stLtofl Z&E HAIXM HE = 5182 AHE|FLICH HEt ZHof CHEt AtMEF HE=
IAM AHE R M| IAM RIE
+ MHIA H0{ &= (SCP) - SCPE Z X = TE BHE) (
XM=l |C}. AWS Organizations AWS Organizations APl 7} A8 0424 AWS HH 7HE 2 &
35t LM 225t MH[AJLICH ZE0|M ZE S48 H3HE F2 MH|A Fof A
SCP)2 olo| = ZE HHH MEE =+ U&LICH sCP= T+ Ao AE|E| (ZF AE|E| =
&) of CHEH HEte MBHEILICH AWS A £E AFSXFAE| & SCPO| Tt RFAISH RE = AWS
iMQ| SCP 25

de
12

fjo
HL
o

—~

rol

OD

Organizations A& A s P42 H 2.

o MM AR - N HAe odst or = mCE| o] A2 Ko CHall YA Mg z2 a2l waloz M
AE M miet0|EE MEste 158 YAMAUL|CH Zotxdo = de Mo HEt2 AHEXR EEs & 9
A8 5F 7|g HAo| WA MM HAQL[CEH EF HEtE ElaA T8 MM 7HHE =
AU&LICE Ooled3t M2 F stLtol| Z et El BAH HE = 5182 Mo LICH AtMEt HE= IAM AL
EEXAt dBM| MM HAE FESHAR

042 B2 Efel

IAMZ AF27510{ HAHAE CloudShell 22|57 F0i o4 IAM 7|53 &7 AF2E £ QIEX| LotE A
Al2. CloudShell

AWS7} IAMT} CloudShell $235tH= HtH 68


https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS CloudShell

AR 7H0|E

AWSO|M AtEE =+ = IAM 7|5 CloudShell

IAM E A

TG HAA M|M(FAS)

CloudShell & 7[E} AWS MH|ATF CHEE 2| IAM
A8 dEMO| IAMZ BTH 2 SSHEAWS MH|A

ST ofmiH &S5

[N

ID 7|gt HA2 ChS0F Z&L|Ct CloudShell

ID 7|8 S x|

D 7|6t e |AM AL8 R, ALSRF 18 EE HE

2IL|Ct Ol248t A2 ALS Aot & 0] o

—
MofgrLict Xt4 B 7[EF YAE ddsts Y'Y

o =
(Creating IAM policies)2 & Z=gFLIC|.

CloudShell x|
of

otL|R

K| XEMIB| ot E{™ 1AM

rr

of

P42 Do A2 =+ UE JSON HEF HH EM
X

oF o R0l M o 2 S Y = UK
P

Qb BT IAM AFS RE AIIA{Q] |AM A 444

AWS7} IAM2t CloudShell &2i5t= 2

69


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS CloudShell AR 7H0|E

IAM ID 7|8t HH S AE5tH B EIHL HEE= EfAT L 2|44 L‘:_ otL|2} 40| F{& Z|HLt
HEEDE ZHE XHE = A&LUct A4 3H 7|8 Aol M= M7t ALE AL EE A
ghol M8l z2 2 X|’ge = gigLct JSON 7HKHOHJH r 8+E TE QA0 CHsH ot
B4 IAM AFZRF MHA | IAM JSON HAH @ A & X2 XML,

CHZoll CHet ID 7[gF 22 of| A CloudShell

CloudShell ID 7|8t ZdzHo| 0| & Eo{H 2 XA A|L. AWSO| A2 & 7 |HF Z&H o A
CloudShell

L 2|AA 7|HF 22 CloudShell

Blas 7|uh HA K| otLig

2l I8 BHE Blo20] HUSHE JSON Y EAALICE 2o e kol of £ jam ofgl &
2| HAT Amazon S3 HIZ! FAMLILICH BlAA J|8 HAS K|2sHs MuI20A MEIA BEIRHE Of
2iEt RS AL S50 S BlAA0] T °”A1| S SHE 4 BLich HMo| HPE BlAL0 BP
e XIME 2ot T T BlaAgt ol ZZ0IM ofH EfAIE S HE £ =X|E HolE

F F A2Ho| A EOF X2 K|Z&aHof ELICE 2ot FA|ols A, ALK}, Ae, HS AR
A S0| ZTEE & UE&LICH AWS MH[A

AZA AE HHAE gdstetidis B9 Al AEolLt CHE AE 2l 1AM 7H7'<|% 2lAa 7[Eh HA ol
Hot FA 2 7<|’“gF T UELICH 2laA 7(gh HHMol| 324 AE 2ot FHME Fotste A2 E
E A 8o Aergfol x| eterte Ae REELCH 2o FAet I_/.\_ﬁﬂ CHE AWS HHZ
MEE e 7=||7é§-°—| IAM ZE|XtE 2ot A IHA (AL A 2= AE) oA 2lAL0] HAHAE
£ et Fodsior gfLICH FHAofl Xt %%ﬂ 7|8 M E ddstod HetE Fo{FLICH shX|B 2|4
A 7|gh ZMo| S AEel 2ot FAof HMAE Fofste 3 F7 AHH &Y 7|8 HHo| Eest
H

Xl et&Lc RtME HE = IAM AR dBMO| IAM 23Tt 2|4 J[HF 20| XL O|& R ESHAMIL.

ofl CHe 2424 = X| CloudShell

R4{RH XtO
(=2 B

- -

N

e
2

I

ZH2|RH= AWS JSON HEg AE36t0{ F7F Folof| HMAE £+ U=X] XHY = JU&LICH &, ofE
Hot FH7F o™ E|AAL o ZHIM EHUE +E + USXIE XITE + U&LICH

AWS7} IAMZ} CloudShell #235t= & 70


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS CloudShell AR 7H0|E

JSON H2Ho| Action A= HMHMH HHAE {5 HL HESHE Ol A E = UE &y e MY
ErL|Ch 2 ztoi2 aldtxio 2 mad AWS API 2141l O|E 0| &L Yx|slE API 20| i ™
Bt M8 M 22 H IHX| o= U&LICH HAo| A o4 ol 2 st H JtX| Zd = U&LICE O]

5%
iy
r
19
mjo
4>
oo
Mok
4>
30
rr
H
_o'k
mo
4
A
Q'I_l
N
4o
ro
02
12
[=)
2

0
mlo
ok
ol

EZSHEAIL.

CloudShell 2 S &g E2{8 MH|A HEH 204 X 2| CloudShell AWSO{| A ZHo|sh &Fed2 =3t
A2, & 10l= APIZ} 5 7 O|& U = UYUELILCE.

MM XXz X 2ol CtS HF AHE CloudShell AHE ELICE.

cloudshell

"Action": [
"cloudshell:actionl",
"cloudshell:action2"

]

CloudShell ID 7|8+ &20| o & H2iH 2 R A AAIR. AWSO| AHZ Z 3 7|uh A of &)
CloudShell

ofl CHs 2424 2| A A CloudShell

HH 2

>

AA K|

e
2

ZrE[XH= AWS JSON HAZ ALE5to] 71 Folof HMAE £ QJEX| XIEE £+ A&LICH F, o
Hot FA7F o ElAAe o ZZH0|M 2P E +E = U=SKIE XIHE + J&LICH

Resource JSON MM @ A= %40

Resource = NotResourc

O|E(ARN)Z A&3t04 E|lA

s SE
ot= 4ol CHsll of S e + U&LICH

tLE O|&f o] UK E X|HELICH ET Mol
FL|CH 22 AbE|ofl 2t Amazon 2lAA
|X48HLICH BlAA £ ZF HE0|EIT 5l EX 2lAA 882 x|

- 1O

= O
>
N =
T
In
Pl
i ol
N
all
o
S 0
oo

AWS7} IAMT} CloudShell $235tH= HtH 4l


https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS CloudShell AR 7H0|E

5t Liedmt Zo| 2laa 47 HEHS XIYEHR| ofs 50| B2, SUETE()E A 3tod E 20|
2E 2AaA0 MEEEZ LIEFL|CE
"Resource": "*"

4
=S

CloudShell Z|AA R% L ARN S5 2248 MH|A HEF 204 B X 9| CloudShell AWSO0{|A{ & O| 5t
N2. 2t BlAA0 ARNS XIS 4 U= EHedof CHsH 2okt 2484 AWSOl M &3t

— =
2el2 XS AL, CloudShell

L

CloudShell A3 3H 7|8t HAO| o & E{MH 2 TS AI2. AWSO| Xt 5F 7|HF A1 of A
CloudShell

ol CHet 2424 =74 7| CloudShell

ZE[XH= AWS JSON HHZ Ar83t0 F71 Folof HMAE £ JEX| XIEE £+ A&LICH F, o
Hot FH7F of™ E|AA 2 o ZZH0IM 2 YE +E + USXIE XIEE = U&LICH

Condition RA(E= Condition E5)E AS5tH WMo WS kle= ZHE X[HE = JU&LICH
Condition 24 & SMLICH ZHL M3 22 Z7 QIMKE AS5to Mo g %ol
o AX|AF|= 2HAS MMHE = gLt

o
AWS (2)= =% AND 22 A8 3dtod BIIELICH B =A 7|0l o] 22 XI™steE B £
2| OR P& E AL85to] ZE AWS B LICH FHEE o Hehg Fodsty| Tof 2
sHioF & LIct,

rin
P
i
fjo
Of

zHg xEE W X2l EAX HEE AL E s J&LICH o|E £04, IAM ALE X1 H| IAM AL RE
Ol§2 = Efa7t X|HE F0Et 2lAA0] HMALE £ Qe HEtE Fo{E & JU&LICH AHAMIE HE
£ IAM AR} dEBEML| IAM HA 24 e ST Ef I8 HRStMR

AWS 22H 2 7| 2 MH|AE =7 7|8 X|HELICH ZE AWS 22H =7 7|18 HodH IAM A
17

8 AWS MHMO| 2 BT HHUAE 7|8 HESAAIR.

CloudShell Z71 7| S5 & E2{™ AH|A &t 204 CloudShell &2 AWSE 71 7|E & EFHAA|
LAUIFIEMEBE = U Y U 2|AA0 CHEH LotEedT AWSO| A |8t Zrde R AR SHAA]

2 CloudShell.

AWS7} IAMT} CloudShell $235tH= HtH 72


https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS CloudShell AR 7H0|E

oII

CloudShell A}Z3 & 7|8t MAMOo| o E E2{H 2 & X
CloudShell

A2 AWSO| Xt BB 7[8F HA oA

LH ACL CloudShell

ACL X|& ot

N4 R0 SZACL)R OfF Bot FA(HITH B, S EE A#)7} A0 ALY & AU
HEH2 7hX| T XIS HMofBHLICH ACLE JSON B8 MM HAIZ ALSSHX| ShXIBH 2l4 A 7|8t
HRIF RAFEILICH

ABAC EZ % CloudShell

ABAC X[H(E& 2| EiT) ofL|

ABAC(% 4 7|8t A& Hof) £438 7|HHOR HEHS Hol3t

= olp{8t £442 E{TEtT FLICH IAM THA (AFS R = 248 D 043 AWS ElA A0 Ef1E &=
g = A&LICH ABACS| & |Hml|l EAHZ JHA| 2 2|AA0 Ef2E X|EELICH A CHS 22 X9
Ef 27} HM|ASIE {E 2lAA0 ElT2t UXIE [ 2HE F{ESIEE ABAC B E MAHELICEH

= Mt H2od MEFQlL|CH AWSO| A
0

ABACE tH2H H&E3st=

r\OI-

ZolM R85t YA ga7t pize Agol =Zo| Fuoh

E{2E 7|¢o 2 HMAE Mo{5tE{™ aws :ResourceTag/key-name, aws :RequestTag/key -
nameEEE aws:TagKeysZ 71 7|2 AF25tod HAo| =74 2 Aol Eja MEE MBELCt

MHIATE 2E BlAA SOl Chah M 74K T2 7|8 B X|¥IsHE ZS 2t Mul2of Chs of
(Yes)QULIC}. MHIATH Ui Bla4 RO HHMEL Al 7Hx| 27 718 25 K@t B2 U2 21

X (Partial) &/ L|C}.

ABACO] CH8t REA|EF HE = IAM AFE R MHA{ Q| ABACEF £S1017t 278 EXSHMIL. ABAC A
EtA7I ZEE KIS ME EodH IAM AL R B O] £ 4 7| M| A K|0{(ABAC) AHE S & ESHA
(@]

CtEot 22 YAl XFE 53 AFE CloudShell

Al 2oF 215 HE X[H of

AWS7} IAMT} CloudShell $235tH= HtH 73


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS CloudShell ARt 7H0l=

UA XHH ZHE AtEotod 2Ql6tH UF At SHO| AWS MH|A E St x| eE&LICH YAl XHH
WS AMHIA HIR S 71 HEE IAM ALS AE M| IAMIAWS AMH|A Y5

5US ABHE YHS A
e LIRS A ZE AL

AEZXO|ET &S E XNl CHE S AWS Management Console AH&35H0{ 219151 I A| X}
4 ZSHE ME5E JULICH 0o & £0{ 3|AFS| SSO (Single Sign-On) 23 & AWS AFE 35104 A&
St 4 O| ZE2MAMM XSS E A XHE SH2 MYgfLct Edt 2&0| ALSXIE 215
CtE dgfs MEte M LAl 2ot 018 HEE KIS 2 MMEL|CH & MEtol cHEr XtAlE HE=
IAM AFE A} DA o] odstZ HMEHEE)S EFHAMIL.
IE= APIE ALE510 A AHE BHE2 =522 e = J&LIC AWS CLI . AWS O3 .S alie
LAl AHE SBE ALE5H0] HMAE = AWSRUELICH AWS & 7| HMA 7[& AFE3St= CHAl KA R}
4 ZHE Mo MEE A2 HEELICH AME HEE= IAMO| (Al 2ot 015 HE MMZ F A5
Me.
ot g MESHH CHE 32 AMESHAH ELIch S Y8t AWS CloudShell 4 LHMIME & HMets
o= igLct.
Z{E HA|A M4d CH& CloudShell

e M A MM(FAS) XA oL

IAM ALERH EEE HEE A
2 MHIAE AtE5t= 4
M E He FAo| HEt A
Ct. AWS MH|A FAS 282 CHE MH|A AWS iHIﬁ L=
HIA T 4= &5t 7='°Oﬂﬂ OI$O+§! LIt o] B2 = &s2

FAS 7% Al M ME HE= TE HMA MMS ZE5HA

&3to 2SS +st= AWSER? AERIE
lo

o |
CHE -II:II oM CHE 5..:1% AlEsteE H
CHe

CloudShell2| MH|A <4s&t

M2 ofg x|2d ol
MHIA oigr2 MHIATH AFSRHE CHAIS01 TS + 3517|218 2l 1AM role(AM 422U
Ch 1AM ZH2IZHE 1AM LHOIA] AHIA ©igte M4, 473 2 ARIE 4 YaUch RHAE FEE 1AM A

= =
EXt DB M| AWS AH|A O] CHEF MBS QU g 42 HESHAM L.

AWS7} IAMT} CloudShell $235tH= HtH 74


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS CloudShell AR 7H0|E

/A Warning

MH|A edgto| Mt H736 ™ CloudShell 7|s0| SEHE £
7| &8t X|Zl 0] CloudShell M2 E|lE BB MH|A jsts

MH|A dd g2 Ch31 Z&LICh CloudShell

MH|£& 44 g X[ otL|R

MHIA 238 SEULIC AWS MEIAMEIAS AHSKHE CHAlsHod &Hed
F o

AELICH MH[A 8 g2 PQXPOHHI AWS HE EAIZ|H 8
=)

2 24 Ui HE2 ¥ £ gial

M
o
>
-— >
rir
x
=
[> -
o
I
12
ok
lo
o
o

= T AA

AWSO| X3 5 7|t HA of| A CloudShell

F

7|8XMo 2 ALE X} 2l 2480l = CloudShell 2|AAE MASHHLE 58 4 Q= Heto| gigLich =
8t AWS Management Console, AWS Command Line Interface (AWS CLI) &= AWS APIE A& 35t04
HUg sle = QlaLCH ASKoH AR He Bt 2lAA0M A YE S~ HEHE Fodsted
™M IAM ZH2[AF7F IAM HAE MdstH Eulc O3 Chg ZE2lRb7E IAM HEE dghof Ftetm, AHE
A7 g S 22 = UELICH

0|48t of|All JSON M2 2 ME AI5104 IAM ID 7|8t A2 MAISH= g2 ot 224 IAM AR
A AHEMO 1AM HE MAS TR SIM .

7t Bla2 RO ARN HAIZ
et ZtMEH LHE =2 AMH|A HE

|

A D ARE|

« CloudShell & AlS

. MBI RHAIO] TR B MBS

ML

H B 718 HA oAl 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html

AWS CloudShell ARt 7H0l=

S o Ate

ID 718 &2 £ 2717} ABOIM CloudShell ElAAE M4, ML EE ARHE 4 YEX| iR E 2
HBILICH Ol o2 9Ish AWS HEol HIS 0| WalE + UALICH X2 BF i S A5
L} HEE O S KD MY AR DEL

- AWS ZE[E HMo 2 A|Ef5o] XA HEF TS 2 0|& — AHEAtY fIZ 2 =0 HEHE Foistd
T 0fq LBl AL Abedlol HEHS Fo4st= AWS HEIH ’8"‘—*"% AF SHMIR. i LHE 2 ol A
A& 2= QA LICH AWS HIHAFR AFRY0f 2= AWS T ZH 2HE|3 XA 2 X o|5t0d HEHE f £0|
= 20| E&LICE RHME HEE IAM AFE A ME M 2| AWS manage d policies(Z 218 HA) E=

AWS managed policies for job functions(&F0i| CHEt B EI1E HAE AT 5HMI2.

X

o
. A MBS - IAM BAS A3t HEHS MHsE B2 TrYg £

=

=]

04&tL|C}. O] H| 324™ least-privilege permissions(Z|4& HEH2 =
AA0| CHEH 3 E £+ Qe 2 HolFLICH IAME AF8 5o HEHE M st Wedol Chdh XhA
o =

Hu
n
u
r
Jmrir
02
P
i
2
x
Jm
02

O 2 T AL
Bt HE = IAM AFE X AEMO0Y| = Policies and permissions in IAM(IA
StAl 2.

ro

At25H0d HMIA F7F A
ICt. o & E04 SSL
LICt o2 AWS M

| A ZFedof CHEH X

H
A8 X ME X2l IAM

- Use conditions in IAM policies to further restrict access(IAM &0 =
B - Mol 72 F7tetod T L BlaA0f CHE HMAS MBHE 4+ 9
At&stol RE &S H&slor Bttt X|Yste HH =HS =

Sl MHlA Bi2 A sHE B2 1S A
= AWS CloudFormation!&LICk RFAlISH &
=

xS,

> |'|
>

L

e)

]

H|A=o+ﬁs s
Ha Hitg &

JSON M2 @

« 1AM Access AnalyzerE EéH IAM HA g HE5t0] etrstm 7|sXQl Het 23 - IAM Access
Analyzer0 M= IAM & 210{(JSON)2F 28 Atef|7t Mo EEIE 8 A7 U 7|E HMS
HSELICH IAM Access Analyzer= 1007l Ol 2| ‘42 2ol &S0 Ml 7tsE HY AL E A|
35104 XSt D 7SRl HHME WHStEE S&LICH AtAE HE = IAM AR B M| IAM

Access Analyzer policy validation(IAM Access Analyzer 232t Z

4

o

=
A
T
o

_F>
i M T

L

u

FO ol
[0
O

- HE| BE Q& (MFA) 22 - IAM ALEX EE= R E ALEA7H E

or2 2la AWS HH MFAE #d3tstAAIR. API EHdg &

ol MFA 2712 FIHELICH RtMEH HE = IAM AR HEAM 2|
access(MFA 23 APl HMA TH)E B ZHML.

g AlLtE|27t UE B FIHE
g [ MFA7 25t o
onfiguring MFA-protected API

G

2

0

o H
POI'
I

0

IAMS| 289 Atzd[od| CHEF REMIEF LHE 2 1AM AFS A A-HA o IAMO| E ot 28 ALE|E R ESHMIR.

H B 718 HA oAl 76


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS CloudShell AR 7H0|E

CloudShell 2& AtE

AWS CloudShell 2£0f HM|A5tE{H
CloudShell ZIAAQ| ME MEZ L}y F

Bt ID 7|t HA S otEM 2 &0| e HAol AZE IHA(AEA EE= AEh ol CHal o|=CHZE &
SotX| ot&L|Ct.

kl
i
N

AWS CLI EE= AWS APIEt E &35t A|.9.x|.o.||7.|| iA Za M2 528 o olaL|ch a1 chAl
#ateds AP Tt xISHE SHedollat AM|AS 4 UT = LT

AEXIeL AE 0| CloudShell £ & 71|& ALY + UL S stt{™ AE[E|0] CloudShell
ConsoleAccess == ReadOnly AWS Z2|¥ HAM T 1AM L. XtMEH LI 2 IAM AHE HEA Q|
AL SR H HEE F7HE B ZSHMIL.

ARI7E RHAlo| I RE MBS 2 £ UEE 5

Ol oAM= IAM ALERL7E RH&O| ALSAF RHH SHO| AZE Qletel A #E|E HHME 2 = UL ST 5

85t HM2 dM5 = WS EoiELICt o o= E2£0iA AWS CLI === AWS APIE A5t
of T2 YA = O] HYS A=Y + U TWeto| ZEELUICH

—

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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"Version": "2012-10-17",
"Statement": [{
"Sid": "DenyCloudShell",
"Effect": "Deny",
"Action": [
"cloudshell:*"
1,

"Resource": "*"

]

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowUsingCloudshell",

"Effect": "Allow",
"Action": [

"cloudshell:*"
1,

"Resource": "*"
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"Sid": "DenyUploadDownload",

"Effect": "Deny",

"Action": [
"cloudshell:GetFileDownloadUrls",
"cloudshell:GetFileUploadUrls"

1,
"Resource": "*"
1]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUsingCloudshell",
"Effect": "Allow",
"Action": [
"cloudshell:*"
1,
"Resource": "*"
1,
{
"Sid": "DenyCredentialForwarding",
"Effect": "Deny",
"Action": [
"cloudshell:PutCredentials"
1,
"Resource": "*"
1]
}
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{

"Version": "2012-10-17",
"Statement": [{
"Sid": "CloudShellUser",
"Effect": "Allow",
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"Action": [
"cloudshell:CreateEnvironment",
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"Resource": "*"

]
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://aws.amazon.com/compliance/soc-faqs/
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-certified/
https://aws.amazon.com/compliance/iso-certified/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
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https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/compliance/irap/
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https://aws.amazon.com/compliance/bsi-c5/
https://aws.amazon.com/compliance/esquema-nacional-de-seguridad/
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Service SDK FINMA
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https://aws.amazon.com/compliance/finma/
https://aws.amazon.com/compliance/pitukri/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://docs.aws.amazon.com/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-overview-security-processes/shared-security-responsibility-model.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
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https://aws.amazon.com/compliance/shared-responsibility-model/
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AWS CloudShell AF & &4: At & A X E Q|04
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7HE AWS CloudShell H# & 2t@0l= ChEa 22 CPU X HZ2 2| 2laA7F S ELCH
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« 2-GiB RAM
LRt g2 OEsn e 2EEX FEeR T2 HXIELU

- 1-GB GF AEZX|(MM BE T AEE|X| RX])

KtM|5| gotEE{H BT AEZ[X[O| LIS HZ oM.

CloudShell HIER{Z T At
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https://aws.amazon.com/linux/amazon-linux-2023/
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® Note
EH URLE & S50l F7tsto MESHE HetE Molsttie B9 AWS Systems Manager
MMolM 2124 3l £2342 HLH7| 28 WebSocket 21Z4€ o4& O AFE3HE URLS| LR E F
7t £ Q&LICH (AWS CloudShell &2 3T Systems Manager MM 2 MEELICH)
Systems Manager®| Al StreamUrl At&3ti= O &@4Al0| FAI2 lL|Ctwss://
ssmmessages.region.amazonaws.com/vl/data-channel/session-id?
stream=(input|output).
2™ 0|12 88 (2350|2) 2/™2| us-east-2 Z 0| AWS Systems ManagerO| X|¢45t=
AWS 2|Ho| B[ AR E LIEFRLICEH
MM IDE &% Systems Manager M410| HYMO 2 A|ZHE & HHEEE URL {8 S5
AC|o|EE B wss: //ssmmessages.region.amazonaws.com X|&0| 7Hs & LICH REA|

g LI 2 AWS Systems ManagerAP| & Z 9| StartSessionZ 2 XS MA|IL.

ﬂllo

AM™ Mz A E Q0]

(® Note
AWS CloudShell 7 &2 |4 AZE ool HMAE = JUEF HI7|Mo=z UH0|EE
SE ol MBAMoe §H HH HETJI EAISHK| &LICH I CHAl EX|E HTE &elgd = A
= UHS ogf] E8LICH MX|E HAES &elsieiH T2 -HES /=296t n --version M
(0d: git --version)2 =dgrL|Ct
2|
=
AP x|
B Description Version information
Bash Bash €2 AWS CloudShell&  bash --version
7|2 4l ofZ 2|7 o] M Lct.
PowerShell (pwsh) HHE Ol E'|1_11|0|/\9P A3 pwsh --version

2/l 2o X|HE MS3st=
PowerShell Zd2 Microsoft
O| NET HH ¢do{ HEIS
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_StartSession.html
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Z =(zsh)

Description

7|8t e 2 2 EE|IQI&LCH
PowerShell .NET Zix|E 2t
5t cmdlets gHetstE ZHE
Bt HHES ALSELICH

Z 4, EE zsh2(s) UY

Ct.

AWS H-ZE QIE{m| 0|A(CLI)

CLI

mEPN|
=N~

AWS CDK £%! CLI

AWS CLI

Description

AWS CDK €%/, CLI E& 04
cdkg(—) AWS CDK 41} Af
= 7|2 = uct.

ot=
Adst 1, olet =2
el

CloudFormation && 2/(AWS
CDKO|M 44d)S B Z & LICH.

EHH2 B ESIMIR
AWS CLIZ(=) HEZ 0l A o

TIE

2 AWS AHIAE ZHElstn
JdZ2IEE A5
Cl AL8E =+ U BEE 2UH
H| 0| A LICt RHMIS| ot
0™ CHE X[HAWS AfH|A O]
SAWS CloudShello| LIS S
SESC AR

Version information

zsh --version

Version information

cdk --version

aws --version

AWS HHE QIE{H|0|A(CLI)
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https://docs.aws.amazon.com/cdk/v2/guide/cli.html
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EB CLI

Amazon ECS CLI

Description

up-to-date AWS CLIEHH 28
7% BfO| AFEStD JUe=X| &
Rlst= %*E':.OH CHEt REAIEE LH
2o S AxsAAQE C|2

E2lo AWS CLI dx[5H7].

AWS Elastic Beanstalk CLI=
24 2|ZX|E2[0M B E M
o, ool & BLHZS E
=35t5t= ety BEE N3
St BHEE QEH oA L

Cth.

REMIEH LI 2 AWS Elastic
Beanstalk 7Hgf X} OFLHA{ 04| A
Elastic Beanstalk W& QIE]
HO|A(EB CLI) AIEE & X3
M.

_

Amazon Elastic Container
Service(Amazon ECS) BHE
QIE{m|o|A(CL)E 2 7Hg

A0 EHAH Y Y R
LIEfRlg Ztastate 49 4

& BHE MSeich

I

KA LI 2 Amazon Elastic
Container Service 7H2f X} OFLH

A—IOI Amazon ECS B = &t
z A2e #EsAL.

Version information

eb --version

ecs-cli --version
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html
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AWS SAM CLI

AWS Tools for PowerShell

Description

AWS SAM CLI= AWS
Serverless Application Model
2 OH% |74 0] 04 A
s

]

=
o &g e = (/?AIEL—l
070 2Zoi| A Bt &
T §_§ Mez2[A o E 2|7 0|
ME Q8 HiE mF7 K| MM, M
HZlA o Z2|7 0|2 AWS
ZctR o0l HfE 5= 20|
A

XEMIEH LI 2 AWS Serverles
s Application Model 7Hgt X} 7}
olE o| AWS SAM CLI & &t
ZML.

]]>|'

zE

oM MBst= 7152 718t

S 2 #+&FF AWS Tools for
PowerShell PowerShell 2 &
QIL|CFAWS SDK for .NET. £
A8 3t PowerShell HEE0f
M AWS 2|AA0 CHE 75!-0::-!%
A2JEEE = JAsLICH AW

Tools for PowerShell

AWS CloudShell2 (=) AWS
Tools for PowerShell2| 2 =3}
El HT(AWS.tools)2 AHH M
x|t

REA[E LHE2 AFHE AWS
Tools for PowerShell A1 A 9]
AWS =7 A S EZ5HAA|
2. PowerShell

Version information

sam --version

pwsh --Command ' Get-
Module -ListAvai
lable -Name AWS.Tools
.Common''
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
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Node.js & JavaScript SDK

Python

Description

Node.js = HIS7| Z224
W72 H gdH HEE =
RS == JavaScript
EfLLICE RHME HE= S
Al Node.js AIO|E0f Rl= A

Mol A ZHelstMlg.

npme 222l 2= Bl XA
Eg|of CiEt HMAE NS
St= o 7| X| 2t2[RFL(Ct.
JavaScript AHAl|EH LIS 2 S 4
npm AtO|EQ| HBME F X
SHAMAIL.

L EZEQo{ 7 F|E (SDK)
= Amazon S3, Amazon EC2,
DynamoDB 2! Amazon SWF
E HIR & AWS AH|AO|
JavaScript 24| £ XS 5}04
IAYE Hestste ol 20|
ELICH RtMIEH HE = AWS
SDK for JavaScript 7Hgt A} OF
LHIME FESAL.

Python 32 M - Z0l M AtS
g ZHI7} ER& LI
Python 30| ZZ2 321 104
7|E H.|X-|O§ 7|-7<EI|__||:|.( y
hon 2 X| 42 202014 1ol &
2). AtMIEt HE = Python 3
Al AO|EO] = AHAM0AAM

FHolstM .

Version information

* Node.js: node --version

* npm: npm --version

npm -g ls --depth 0
2>/dev/null | grep
aws-sdk

* Python 3: python3 --
version

* pip: pip3 --version

HEL] 2! AWS SDK: Node.js & Python 3
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https://nodejs.org/en/docs/
https://nodejs.org/en/docs/
https://nodejs.org/en/docs/
https://docs.npmjs.com/
https://docs.npmjs.com/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://www.python.org/doc/
https://www.python.org/doc/
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04 x|
oo

SDK for Python (Boto3)

bash-completion

Description

£t AP A x| El pip= Python
g W7|X| Mx| Z2 3L
Ch ol BHE T2 IS ME
5t04 Python I Z7|X| A1} ZF
2 222l Melof M Python IH
7IXIE& HAlg &= AU&LICH &

MIEt HE = Python Packaging

Authority M= AZEMOA &

QletML.

Boto= Python 7H& R} 7}
Amazon EC2, Amazon S3%{&
AWS MH|A S| Mo, +4, &
2l Al AA83HE AZER 0] 7Y
gt 7| E(SDK)ILICt. SDKE=
ZHx| easy-to-use X|& API2}
& HMAE MSELICH

AWS MH|A

REMIEH LHE 2Boto3 MBAME
SECRIPNLN

Description

bash-completion Tab 7|2
E BEENMoZ Q3E T
HOo[Lt QIF-E RSS2 2t
g e d s 23
C}. bash-completionO| x|
St= W7|X|= /usr/shar
e/bash-completion/

Version information

pip3 list | grep boto3

Version information

dnf info bash-comp
letion
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https://pip.pypa.io/en/stable/
https://pip.pypa.io/en/stable/
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
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04 x|
oo

Description

completions OlIM &2
A& LICH

m 7| x| BHEof CHet Rt s 2
2 YysteH 2203 el

= 42

7}5t04 AWS CloudShell MM
O| AIZHE mHotct 7|[s2 AIE
gt 4~ Q1| §hLCt.

source /usr/share/
bash-completion/
completions/git

MR XIE &t A3 BE
E A8stzdH 37 & .
HE{2|($HOME)0l| F=7t5t
.bashrco| M & A 4FL
Ct.

AAEE LIE2 ol Z2HE O

EEL
README H|O|X|& & Z3l4

Al2. GitHub

Version information

&3H ok BHLICH ol & S04,
Git BZo| it& 2ty M3t

B{H CIS £8 .bashrco =
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https://github.com/scop/bash-completion#readme
https://github.com/scop/bash-completion#readme
https://github.com/scop/bash-completion#readme
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CodeCommit Git& &

Git

iputils

EI2|E|

Description Version information

git-remote-codecommit
CodeCommit Git2 & & 5104
ElZX|EE|oMH ZEE FAlISH
1 7tMe ZHEE g E K|
35t RECIEIYLIC ol
H g o]ME HMA, ID SR

2 Al K2 BHE AR E o
Zg xlgsts o HEEE Y

Tl Lct

pip3 list | grep git-
remote-codecommit

KMt L8 2 AHE dBM
9| witterof] CH&F HTTPS 2
74 M CHHI 2 & E5HAA|
2. AWS CodeCommit git-
remote-codecommit AWS
CodeCommit

GitE 22| -IELEEQP—:"-E“ git --version

= AHO|EE Sall 2[4l AX
E9llof 7 B Al X|H5tE
SAF A Ko A|AEIQIL|CE
AtME HE = Git 34 AIO|E
ol U= *E"%HONA'I EQISHAl
2.
iputils I 7| X |0l = Linux HIE iputils =7 O|Al: arping -V

B E REEIE|ZF Eol UE
Lict M2 E SEIZ|E|of CiEt
REA[EH LHE2 2 iputils ME A
E F=xstHAI2. GitHub
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https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-git-remote-codecommit.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-git-remote-codecommit.html
https://git-scm.com/doc
https://git-scm.com/doc
https://github.com/iputils/iputils
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iq

kubectl

make

man

nano

Description

ja REEIElS JSON BAlSl o
OlElE T2 A5l BUE

LEIZ £HE 52 YT
Ick. RHAE LiZE ol 24
SISl jq ABME T HAIA

2. GltHub

kubectl2 Kubernetes APIS
A2 6104 Kubernetes 22 AE
O| ZHAEE ZQlut SAltE
HAHE T LIC

make FEZ|E|= makefiles

OE xl-o-l A-||E§ X|‘E§|'3|'__’|_
e 5’-|_u_|.OI° __I.LA-|oI-|_||:_|. X|-

S = Fof CHEt o+ | Of
X|& M3 Lct. o & S04,
man ls2(=) CIAEZ| 2&
=E L}¥5E 1s WOl i+
A m|0|X|E gtEtEtL|CH KA
gt LI 2 man H 0| X|oi| CHSt
Wikipedia H O|X|& &t =34
A2,

nano= EIAE 7|t QIE{H 0|
AL0| 7 ALK} RISHE QI
HEZ[L[CH ApMEH L2
GNU Lt MBEME F x5ty
A2,

Version information

jq --version

kubectl --version

make --version

man --version

nano --version
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https://stedolan.github.io/jq/manual/
https://www.gnu.org/software/make/
https://www.gnu.org/software/make/
https://en.wikipedia.org/wiki/Man_page
https://en.wikipedia.org/wiki/Man_page
https://www.nano-editor.org/docs.php
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procps

SSH ZEt0|HE

sudo

tar

Description

procps= TiAf A SQl =
ENAE ZLIEZES T X
St= Ol AFEStE AlAE 2
El SE2IEIYLC XFME H
= procps 2 A& 7P%?J
EZLE.:'.+ SE0| =85E[0] /JUE=E

README I} 2oi[A & Qlst Al
o

- .

SSH ZCt0|¢EE Eot 4
ZZEZE ¥4 AFE

ol A5 EE EAIS FHLICH
OpenSSHE= AFH A x|El SSH
Zoto|UE LI RHAIEH
2 & OpenBSD7}+ | X|2t2|5t
= OpenSSH ALO|E0f M & 2l
StAI 2.

sudo REIZIE|7I %2
A|._9_7;|.(o||:||-x-lo§ A .|o )
ol Hot Heteoz Z2 S
de = A&t Sudos
AHE| B Z|XI2 M o E 2|7 0|
= ™x[slof & M RSEL

. AkM| B HE = Sudo OH+
ol & QlStM 2.

O
_ITI_
2 o

>

>

e 2 rx

tare 0] ItUES B ot5t0|
= mt(tarball) 2 :L—E.—irz TH
AEdte “é%"; & | | L]

CH ZbAEH LHE Et=
Mo re xl-_7|<_0|.k||_9__

Version information

ps --version

ssh -V

sudo --version

tar --version
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https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://www.openssh.com/
https://www.sudo.ws/man/1.8.14/sudo.man.html
https://www.sudo.ws/man/1.8.14/sudo.man.html
https://www.gnu.org/software/wget/manual/
https://www.gnu.org/software/wget/manual/
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tmux

unzip

vim

wget

zip/unzip

Description

tmuxe= 048] oM ofp Z 2
OIS SAlof A& m ALS
st= E{0|d HE[S AL
Ct. REMIEH HE = tmuxE 7¢
CHLA &7H5HE LISl E2
J0|M ERlstMIL.

RHMIEt HE &= zip/unzipdl M

0>|

=
Ct. XEMIEH LHE 2 vim.orgdl M
MBEe AEMEAAE F

ZoHAAIL.

wget2 HHZ=O|AEEZQIERZ
XEE E Mo 2HEE
Aaeh I A5t AFE =
ZOMIL|CH RFMIEH LHER
GNU Wget MHME E =354
A2,

zip/unzip & 2|E|= C|o|E

*’é‘ ‘E.iOI F&4 IHIOIH %-’l%

! A E&LIct. zip %‘%%

Version information

tmux -V

vim --version

wget --version

unzip --version

zip --version
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https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.vim.org/docs.php
https://www.vim.org/docs.php
https://www.gnu.org/software/wget/manual/
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HE Description Version information

Docker Docker= OHZE[71|0|ME TH docker --version
gr, &S & Astr| 8 74
W EHEULICH Dockerg
AME5tH ol E2[A|0|ME eI
2toll M 22[5t04 AT E Qo]
E AUSSHH MBE = USL
Ct. O|& &3l LiE 0d| Dockerfil
e2 BYEST CDKE AHE5t04
AWS CloudShell Docker AFAt
2 75 = AU&LITt Docker
| M X|&E|= K|dof CHEr R}
Mgt LI 2 Docker X3S &
E%P*'AIO Docker &Z40l=
Z7to| M|gtE|oq QlCt= Hof
1‘-’r9-|oH0|= ghulct 74 o|O| x|
7t 2 74L} 7|& Docker O|0O| K|
7t R Blo™ Ex7F WA
2= QU&LICH Dockero CHEH A}
Mgt LH 2 Docker AHA 7}

= C|3HE{ 2|0 AWS CLI Ax|5H7|

AH2 X} CloudShell 2 730f AP MX|El CHE Az EQ)0{Q} OMEHIFR|Z 0] AWS CLI ET7 = o HEl ¢
J80lE ¥ 2ot XIS S AIE2E 2 EILIC}. 2|4 up-to-date IS AFR 3T AlCked A
O| AWS CLI & C|HE{Z|o] ETE 2502 Mx|sIE = MEHS £ Q& |C}.

= T AAEH

/A Important
S| AWS CLI AHE2 2 & CIZE{2lof =522 Mx[sHoF CkZ0 CloudShell M AZHE I AL
8& = UsuUct =8 Ex|7t ER$t 0|7 = $HOME 2% C|HEZ(of F7HE ZHUo| & AlM
FE Al AXE7| IHEQLICEH E£E8 AWS CLI SAHE MX| 2ol RS2 2 UO0|EE|X| &b &
LICt CHA| 25l 40| EQF E ot miX| ZE|l= AFS K| AU LT,
AWS 25 22| D =-IC|0|E| 235: AWS CloudShellof CHEH REAIBH LI 2 2(8) HZFIAIL.
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https://docs.docker.com/guides/get-started/
https://docs.docker.com/get-started/overview/
https://docs.docker.com/get-started/overview/
https://docs.docker.com/get-started/overview/
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AWS CLIZ(E) ™dx|ste{H

1. HHEO|M CloudShell BHE AF23510{ AWS CLI AX|E mtUo| A FE AIEE MZE MEEL|CH.
curl

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"

2. ECol =g ELCL

unzip awscliv2.zip

3. ETE XIH E-{oll &7tstedH AWS CLI Mkl Z2a2g AMFLIcH

sudo ./aws/install --install-dir /home/cloudshell-user/usr/local/aws-cli --bin-
dir /home/cloudshell-user/usr/local/bin

HeMoz IX||H BPE0l| oS HAIXIZ7H EAIELICH

You can now run: /home/cloudshell-user/usr/local/bin/aws --version

4. PATH 2% HeE oIEl0|Sshel aus YUE WUH 1 £7 82| Y28 AIWax oz o2

export PATH=/home/cloudshell-user/usr/local/bin:$PATH

(@ Note
PATH 44 & FASHH XIHE G271 Q1= aws
x|E HH™O| AFS ELILCE.

u]

ol 7|2 X2 2 AWS CLICS| AN A

0

4 B 3Eoi EtAt Az E Qo] EXR]

® Note
=5 Hot Aol g HAE$ CF2 AWS CloudShell ZAF &l #7301 EFAF OHZ 2|70l M
g dg HEELCH

4l 2740 EFAF AT E Q0] M %] 110


https://aws.amazon.com/compliance/shared-responsibility-model/

Ol

TEto| U&LICH [EkA sudo BEeZ 49|
=04 DNF I{Z7|X| g2|
AN — _I_ol

A& RHod| A= sudo ™
EQJo{E EX[IE + UELICH o E
CtZ 1 cowsay 22 HIA|IX|7}

EAZES
g+ &Lch JeH

|H
u
M

ik

AWS CloudShell
7|2xoc 2 i AWS CloudShell
AFE E0M oA AIEE £ g

sudo REIZIEISH B AL 3t0d Adx|
ML
QI215t

ASCII O}E AFZIO]
I2|E| (/ust/bind{

sudo dnf install cowsay
2|1 echo "Welcome to AWS CloudShell" | cowsay=(E)

Ze fue
LS ELIct

o F&lLct.
/A Important
Package 22| & ZIE| (oi: CIRE{2]) o dnfinstall T2 21t Z
A MNMo| ZEE M MEEE). & MMEE FI7H AZEQ0{7F X2l A
Al A
AJZEZR d F
7 B Ee St 4 BE0] AlISE molch AYElE ¥ AIRES HEot gLt
bashrc 23 8EE 7|2 bash &0| A|ZHE! mjotch AELIC
/A Warning
.bashrc TtYUS X +=5tH o|F 0 & 2tF0i| HMAGK| ZE = U&LIch WHES7| ™
o AR E BHE0{ F= Z0| E&LICE .bashrc HE A 28 F 7| Hof &8 &2 =&
RlerLich 2R # HolM Ak HEte niEtE ChE Hols A4 208 Mejolaz
HZ g2 BYE 4 e
bashrc = CHE MU HX =50 AMA HEHE 22 F2, & CIHEE AXE S5l
AWS CloudShell2(E8) 7|2 MESE SHA|Z|H ELICt
| ARl & 2t380|z &l Ao R RIS MY EITSF .bashrc 23R EE SHELICH
1. EHAE HHE7|0f: Vim)Z .bashrcS(E) QLICt
vim .bashzrc
2. HHE7|QEHo|AMNAMIZIE s HEES ARSI OIS FoteL
ATREZ A4+
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fjo

25l1 HESH .bashrc IIYE K& 5tE{H Esc 7|12 0 Vim B 2= 2 MEsto oS
aqst

4. source O =R  bashrc ItYS RHZE=EL|C}.
source .bashrc

3 IE{H|O|AE CHA| AFSE = UH EIH ZEZE 7|57 %2 HHF{0{ TR Z &2 AHE 5t

1= 0|
= -
T ASE LIEHRLICH

=
o

Amazon Linux 20lA1 Amazon Linux 20232 2 AWS CloudShell Of
o|ag|o|M

AWS CloudShellOlOE BlsA 2 (AL2) & Z|dto 2 St 7} olObE 2lS A 2023 (AL2023) = oto|za
ol O| M E|QA& LICH AL202304 CHEH XEA|IEH HE = Amazon Linux 2023 AFE AH A 2] Amazon Linux
2023(AL2023)E £017} 278 R ZE M.

OH

AL2023 E AHE5tH oM MSste 2
__I.L

T TE A83t04 7|E CloudShell #7701 7<% HMAE £
A& LICt CloudShell AHE 7tS 8t C

et REMIEt HE = A DX AZE oo M ERlstMIL.

AL20232 Node.js 18, Python 3.9 S |4l HZo| TH7|X|E Z&5t04 7L =7 of CHet & 71 X[ 7HM
Al.o|'° X-||_|_o|'|__||:|.

® Note
AL2023 0| M= Python 27t AF& X+ CloudShell 2231} & 74 o ol4 MBS E|X| et &Lt

AL22} AL20232| 2 x}0|Zof CHEt XEMIEH LI 2 Amazon Linux 2023 AFHE AH A0 A Amazon

Linux 22} Amazon Linux 2023 H| L& & Z=5tM 2.

ofof| ALgto| 9lom™ AWS Supportoll @32Fst A A2, AWS re:Post ZHO|M B2 AMstT
AES 28 =& U&LICH AWS re:Postd] £0{Z [ AWSE 22150 & 5= Q& LLCH.
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https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://aws.amazon.com/contact-us/
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloudshell
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AWS CloudShell OF0|28|0|M FAQ

1

=2 AWS CloudShell§ &8t AL20{| A AL2023= 2| Ot0|12f|o|Mut gtEdEl UBt=el ZFof Cist
Efeeduct

« 0| 0to|2240|M0] AL20 A A-E|= Amazon EC2 QIAEIAQL ZH2 CIE AWS E|AANE WE
g 0Ene?

« AL2023 Oto|Zzeio|4dnt &4 HE == W7 |X|= FUHAMR?
- Ofo|acoldE HEEY & LIR?

« LH AWS CloudShell 2t 2| 4] 40| 7t S8H71R?

o|gd Oto|22j|o]M 0| AL20IA] AR E|= Amazon EC2 QIAEIAQL ZH2 CIE AWS ElA
A0 UWEES 0ENR?

AME XS] AWS CloudShell 84 0[2[o| MH|ALL E|&A = Ol Oto|adi|o|Mel F&FS ehX| t&L
CH AWS CloudShell0ol| A &R HLE HMARE = UE ElaA T DFEIER|QLICH 0| & S04, AL20]
M AAE| T 5 U El Amazon EC2 QIARAE AL2023 RQIAEIAZ OO 20| ME[X| 2L &LCY.

AL2023 Oto|zzgi|o|Mat & HZAE mZ7|X|= FUULII?

AWS CloudShell #Z0i= $4x| AMR Mx|E AZEQ0o{7} & E|o] Q&LICH AP Mx|El A
ZEQ|o{o| M| S=oi Cift REMIEH LIS 2 M MHXIE AT EQ0{E X MAIL. AWS
CloudShellPython 2& A|2|5t 1 O|2{8t Z|X|E A& MSELICH AL22F AL20230 M A5t i 7|
x| Zto| M| xt0|& 2 AL22 AL2023 H| W oflAM & QIStM| 2. AL2023 Oto|1Efo|M £ EX m7|x| &
HM QFAIE 0|  O|& SFE|X| of= 1240 B AWS Supportoll 22/& Zdg HEELICH

oro|gfo|ME HEE = L?

C}
=
o4

2 '0tL| ' L|Ct. AWS CloudShell2tE2 AL2023 of 2|al] AWS B E|EEE 2E 2 F0| HTE
A8 0| =EE|RA&LICH

L AWS CloudShell 73 2] gied MAMO| 7} s8t7127?
AWS CloudShell2(£) AFE A}

& iy
8tAWS CloudShellg & Z3tM2. &
2EfE] ol MAS SN,

E 2|0 M A& RIS ELCH XM LIE 2 Service Quotas 2! A
Holl MEE[0] e THYUO|Lt 7S eHdsted 6EHAl: & C

ﬂIH:I
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https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#package-changes
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup
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AWS CloudShell 2A| sZ&

E M85l S0t M HHE CIE{HO0|AE AF2310{ AWS CloudShell 2 Z1E CloudShell A&}t
HUb =8 et 22 EX7F e ME £+~ A&LICH o] BoMeE YetMo 2 ME £+ s EXME sS4
st g e MYHSZISLIC

of cHst Ctst ZE0] CHE CloudShell Ef 42 AWS CIoudSheIIFAQ% HZEFAAIR. AWS

CloudShell EE ZHo0lM &2 AMstn AEE 28 = A&LICH ol ZHo| E0iZ M AWSO 2
JQlstiok & 4 &LICH B XY FA Eofg = JU&LICH
= =
QF siZ4
CHE Melol = 2FE et B, oteh 52 Yof et £ aigde + A&Litt
|
- BEE MYY = 9IS CHAl Al oted™ &, RHA[Rr S MEHSH0] HEIRXE ME T RGH7HLE RHA|
A loudShell

o
>
Z |
%
-I>o-|>

o=, 2t Heto| ei&Lch IAM 2[R0 Al AWS CloudShell M|A HetS

« 2 IP FAE ping® = &
- HOld £H| Al A7t gt M3 & LICH

« oM 8t&fE 7|7t MCHE 2 S35HK| oIS PowerShell

- XHEX| = H ATOE QI MMO| ARTE|X| 2f&LCH CloudShell
+ AWSPowerShell.NetCore ZE2 7tXE = i

« E ASE [ Docker7t ARUE|X| ¥ &LICH AWS CloudShell

DockerQ| C|A 3 Z7t0o| EE &L}

docker pushA[ZHO| Z=1tE[|0] A& R AL 5t /U{&LICH

a2 AMEE + g5, CHA| AlTstEdEHE &, AR E MEisto] HEf* K
£ MZ I Ht7HLE RHA[ZFEFLICH AWS CloudShell

ZX: AWS CloudShell ol M AlZf&tEdD 5t IAM Z2E|RIZ R E EFt HEts 82 & Hal*KE M
2 X[ CHA| AlZHEE 20l HM AT 2 EL|CE AWS Management Console CloudShell

to
Ju

EEZ 114


https://aws.amazon.com/cloudshell/faqs/
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloud-shell
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloud-shell
https://aws.amazon.com/contact-us/

AWS CloudShell AR 7H0|E

7 g AWSE| 2o 2ol5tMlL.
(P Q|2 0|5)
st742 A|xHet | 8to| ei&LICt. IAM ZH2| Kol Al AWS
CloudShell HM|A HEHE QEEILIC

2 Al: AWS Management Console0llA AWS CloudShellS(E) AlZtatEdD 51 HMATF HEZ| D E
= H8to| gicteE HIA|XR|7F EAIE LICE

2101: AWS CloudShell HM|A Al AF2 6= IAM K22 S Hof| Z/4 |AM H8to| gi&Lct.

2 Y IAM EHE|XHo|H B HEFE QYA AZEE AWS 2™ HH
(AWSCloudShellFullAccess) == LI E 12+l &
5| 2otEE{H IAM HAHE S8 AWS

@)
o)
c
ol
(0))]
>
@
120
= |

(H 2|2 0|5)
AWS CloudShell BE &0 HMAE = QIS

EM: AF Y B EoM A 85t Tt g +HE ¥, AWS CloudShello A BEE0! HMAE £ &L
Ct.

378 W: .bashrc Ei CHE THYUS FE £H5t0{ AUNA MBS 92 B2, & e ANE §
Moz &2

&l AWS CloudShellZ(E) 7|2 & HAIZ|H ELICt.

(T 2|2 0|8)

QIF IP FAE pingd = U

ZA: BHE 0 M ping BE(4: ping amazon.com)S A&t CtS HIAIXIZF LEEHELICH

ping: socket: Operation not permitted
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