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[profile adminuser]

aws_access_key_id = adminuser access key ID
aws_secret_access_key = adminuser secret access key
region = aws-region
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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Amazon Comprehend Medical Real-time analysis

Real-time analysis

See how Comprehend Medical recognizes entities related to the healthcare domain. To analyze your text, type or paste it in the text box.

Input text
Supported languages [}

Pt is 87 yo woman, highschool teacher with past medical history that includes

- status post cardiac catheterization in April 2019.
She presents today with palpitations and chest pressure.
HPI : Sleeping trouble on present dosage of Clonidine. Severe Rash on face and leg, slightly itchy
Meds : Vyvanse 50 mgs po at breakfast daily,

Clonidine 0.2 mgs -- 1 and 1 / 2 tabs po ghs
HEENT : Boggy inferior turbinates, No oropharyngeal lesion
415 of 20000 characters used.
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Insights info

Entities RxNorm concepts ICD-10-CM concepts SNOMED CT concepts

Analyzed text

Ptis 87 yo woman, highschool teacher with past medical history that includes
© Age (87) © Dx name (highschool teacher)

® Profession (highschool teacher)
Overlap Overlap
- status post cardiac catheterization in April 2019.

® Time to procedure name (status post) ® Procedure name (cardiac catheterization) mcedure name (April 2019)
® Date (April 2019)

Sign
She presents today with palpitations and chest pressure.

® Dx name (palpitations) System organ site (chest)

U HAE offolE BME HAET AEE| HFE LEIE MY 2 FEE|0{ A&LICH
- FEMEjTE Cl0JEIE AlEE LICHPHI
o WFZFAH EfT

X2 E= MHAHE LIEFLICH (TTP).
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¥ Results (27)

Q All v 1 2 3 4 > {e}
Entity v Type v Category v Traits

87 ® Age Protected health information -

0.9997 score

highschool teacher @ Dx name Medical condition -

0.7305 score

highschool teacher @ Profession Protected health information -

0.2063 score

[F] status post Time to procedure name Time expression -
0.9525 score
cardiac catheterization @ Procedure name Test treatment procedure -
0.8982 score

Has EAIE QEE| S0z HAEE Al¥sts o 904k Comprehend Medical2]
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Java Of|M|E AldStEdH AWS SDK for JavaS A x|&HL|Ct. AWS SDK for JavagE A x|st7| {8t x| &
2 Javad AWS SDK A %x|E & EJIAAIL.

=S|

« AWS Command Line Interface§ At&35t04 o|= QIE{E| Ef K|
+ AWS SDK for Javag At&3sto] o|= AE{E| B K|

« AWS SDK for Python (Boto) & A& 35+04 o| = E{E| & K|

AWS Command Line InterfaceE At23504 2|2 QE{E| EF K|

Cl2 oAM= E AlR2510 B AE 0| M EFX|El |2 JHAMIE AWS CLI EHetstE
DetectEntitiesV2 Xdg Eo{ FLIC|. 0| o|MIE ASH5te{T AWS CLIZE M k|3 oF & LICE KHA|
gt HE = the section called “2EH7|: 4% AWS CLI"E & ESHAMIL.

CHZ 2 Unix, Linux, macOS& @AIS 2 X|™E oM LICH Windows2| B ZF £2| 0 U= &
EHAl(\) Unix Q1% EAHE FHR (M) 22 HiELICEH

aws comprehendmedical detect-entities-v2 \
--endpoint endpoint \
--region region \
--text "aspirin is required 20 mg po daily for 2 times as tab"

Ch

=2 osn g

ro
OOI'

$AjeiLict

olo
rlo

)

"Entities": [
{
"Category": "MEDICATION",
"BeginOffset": O,
"EndOffset": 7,
"Text": "aspirin",
"Traits": [],
"Score": 0.9988090991973877,
"Attributes": [
{
"BeginOffset": 20,
"EndOffset": 25,
"Text": "20 mg",
"Traits": [],
"Score": 0.9559056162834167,

AWS Command Line InterfaceE At&3t04 0|2 AMEE| EF K|


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html

Amazon Comprehend Medical
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"Type": "DOSAGE",
"Id": 1,

"RelationshipScore": ©.9981593489646912

"BeginOffset": 26,
"EndOffset": 28,

"Text": "po",

"Traits": [],
©0.9995359182357788,
"ROUTE_OR_MODE",

"Score":
HTypeH:
"Id": 2,

"RelationshipScore": ©.9969323873519897

"BeginOffset": 29,
"EndOffset": 34,

"Text": "daily",

"Traits": [],
0.9803128838539124,
"FREQUENCY",

"Score":
HTypeH:
"Id": 3,

"RelationshipScore": ©0.9990783929824829

"BeginOffset": 39,
"EndOffset": 46,
"Text": "2 times",
"Traits": [],

"Score": 0.8623972535133362,

"Type": "DURATION",

"I1d": 4,

"RelationshipScore": ©.9996501207351685

"BeginOffset": 50,
"EndOffset": 53,
"Text": "tab",
"Traits": [],

"Score": 0.784785270690918,

HTypeH: HFORMH’

"Id": 5,

"RelationshipScore": ©0.9986748695373535

AWS Command Line InterfaceE At&3t04 o|=2 AME{E| B K| 13
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1,
"Type": "GENERIC_NAME",
"Id": 0

1,
"UnmappedAttributes": []

AWS SDK for Javag At&35t04 o| & QME{E| B K|

C2 oAM= JavaE S5 DetectEntitiesV2 S AL EHLICE Java NI E A& ST
AWS SDK for Javag A x|gL|Ct AX|of CHEH X|&2 AWS SDK for JavaJava® AWS SDK A&
ZSHAAIR.

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSCredentialsProvider;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedical;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedicalClient;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesRequest;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesResult;

public class SampleAPICall {
public static void main() {
AWSCredentialsProvider credentials
= new AWSStaticCredentialsProvider(new BasicAWSCredentials("YOUR AWS

ACCESS KEY", "YOUR AWS SECRET"));

AwSComprehendMedical client = AWSComprehendMedicalClient.builder()

.withCredentials(credentials)
.withRegion("YOUR

REGION")
.build();

DetectEntitiesV2Request request = new DetectEntitiesV2Request();
request.setText("cerealx 84 mg daily");

AWS SDK for Javag A&35t0{ 9|2 RE{E| B K| 14


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html
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DetectEntitiesV2Result result = client.detectEntitiesV2(request);
result.getEntities().forEach(System.out::println);

= M 7ol E{ElSH /2t B Aol A2l Q%17 ZEHEILIC AEfE]
ME £ET 2t AEfE|oh BH LHIEILICH O+ H22 ol oA 2l
cy YIE{EIE OB LICH

{Id: 0,BeginOffset: @,EndOffset: 3,Score: 0.9940211,Text: Bob,Category:
PROTECTED_HEALTH_INFORMATION, Type: NAME,Traits: [],}

{Id: 2,BeginOffset: 23,EndOffset: 30,Score: 0.99914634,Text: aspirin,Category:
MEDICATION, Type: GENERIC_NAME,Traits: [],Attributes:

[{Type: DOSAGE,Score: 0.9630807,RelationshipScore: 0.99969745,Id: 1,BeginOffset:
14,EndOffset: 19,Text: 50 mg,Traits: []1}]1}

AWS SDK for Python (Boto)Z Al&35t0{ o| 2 AE{E| EF K|

Ct= 04|X1|01|A‘|._ PythonS %H DetectEntitiesV2 &S AISELICH ME

MZS AlSHSE{EH AWS
CLIE Mx|grLct. XtMIBt HE = the section called “2EHH|: A% AWS CLI"E & Z5HAMI2.

import boto3
client
result

boto3.client(service_name="'comprehendmedical', region_name='YQUR REGION')
client.detect_entities(Text= 'cerealx 84 mg daily')
entities = result['Entities']
for entity in entities:
print('Entity', entity)

S0l 22t HAsof s M THOl HEIEISH 228 HAEo Mol SIxI7t ZEELICH AEiE]
7h HhE ) AEEIRICHs A | & 21 elefele: 874 LdElich kg @242 ol ol
=]

('Entity', {u'Category': u'MEDICATION', u'BeginOffset': @, u'EndOffset': 7,
u'Text': u'cerealx', u'Traits': [], u'Score': 0.8877691626548767,
u'Attributes': [{u'BeginOffset': 8, u'EndOffset': 13,
u'Text': u'84 mg', u'Traits': [], u'Score': 0.9337134957313538
u'DOSAGE', u'Id': 1, u'RelationshipScore': 0.9995118379592896},
{u'BeginOffset': 14, u'EndOffset': 19, u'Text':
u'Score': 0.990627646446228, u'Type': u'FREQUENCY',

, u'Type':

u'daily', u'Traits': [],

AWS SDK for Python (Boto)& At&3tod o|2 ME{E| B K|
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u'ld': 2, u'RelationshipScore': 0.9987651109695435}], u'Type':
u'BRAND_NAME', u'Id': 0})

AWS SDK for Python (Boto)& At&3t0q 2|2 QME{E| B K| 16
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ofO}E Comprehend Medical & QIE{H|O|A IE ZQIE ()
VPC AWS PrivateLink

QIE{HO|A A= ZQIEE VPC 44504 Amazon Comprehend Medical Ztoll Z2t0|8! 44 M &

= U&LICH VPC IE{HO|A VPC AEZRIEE QIE{S! NAT HO|E9{ 0] AWS PrivateLink, VPN &

x|, A& “t 247 840| Amazon APIs Comprehend Medicaloll HIS7HE HAM|ASH= O AHEE = U

= 7|28 7|82 2 gLt AWS Direct Connect QIAEIAN| HE 2] IP 47t VPC 810{= Amazon

Comprehend Medicaltt &A1& &= Q& LICH APIs 1241 Amazon Comprehend Medical 72| E 2=
2 ofOtE HEXIE slofLtx| et&Lct VPC

F

Zt QIE{H oA A= ZQIEE= MELI0|M StLt ol 2 B3 HEQ|T QIE{m|o|AZ EFELICH

REMIEH LI 2 Amazon VPC AFHE M A o] QIE{m|0|A VPC Y= ZQIE (AWS PrivateLink) £ & =&t
MAIR.
Amazon Comprehend Medical 1= ZQIEof CHEH 1124 ALE VPC

Amazon Comprehend Medical@| QIE{H|0|A VPC AIEXZQIEE MH5t7| ol Amazon AFHE MHAM
O| QIEH|O|A IEXRIE &4 L X3S HESHAA|IL. VPC

Amazon Comprehend Medical2 AIEX7} &8st 2E Yol M3t E 4 &= U SF X[HELICH
APl VPC

otOFE Comprehend VPC Medical& QIE{H|O|A AIEZQIE M4

Amazon VPC 2& E& () & AF&304 Amazon Comprehend Medical MH|A0f| CHEt VPC GIEZQIE
£ MMe £ l&LICH AWS Command Line Interface AWS CLIXFAISH LI 2 Amazon VPC AFE M
E‘é*‘l-o—l CIE{HO|A AEZQIE MME EXFFAAIL

O
Hel

CHS MH|A 0|2 AF8304 Amazon Comprehend Medical®| VPC YIEZQIE S MAgHLICT

« com.amazonaws.region. 2|&Hoi CHEt Of3H

A=xCIEof DNS CH3H HIZ7HE 4™ i X[ 2| 7|2 DNS O|&§2 A& 35t0{ Amazon Comprehend
Medicaloll APl 22 Bl &= Q&LICH ofl: comprehendmedical.us-east-1.amazonaws. com.

ﬂl|f|]
OII

REMIE L2 Amazon VPC AL AEB A 2| QIEEHO|A YIEZQIE of MH[A AMAE FHZsHA

Al2.
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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REMIEH LI 2 Amazon VPC AFHE MEAMQ| VPC AIE ZQIEE S8 MH|A MM A KN0o{E BT

Al2.

0dl: Amazon Comprehend Medical 22401 CiEt VPC QIEZQIE

A4 RH
[« N |

Ct=2 Amazon Comprehend Medical0l| CHEF HIEZ QIE HAO| of ILICH AEZQIEN]| HAZE|H O
Hie o E glaAol BE HOoF FR|o|AH Amazon Comprehend Medical DetectEntitiesV2 &4
of CHEt AAMA Hets FofgfLct
{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"comprehendmedical :DetectEntitiesV2"
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

Amazon Comprehend Medical JHEER}E 710l =

HAE EM AP HY

Amazon Comprehend Medical2 A2 3H A EZAE 1210 HZ|(NLP) 2RI E AFE35l0{ &4 B M
E HAE 51 ZEIX0|| CiEr CHYst EAM2AS
HZlol| RZHEl 0424 mhof CHSH Hi x| EAMo

A2 = U&LICE Amazon Simple Storage Service(S3)
=

U THUol M B4 SHE & YaLiC

E o =2 T A

Amazon Comprehend Medical2 AtE3tH EA0M CHtS0 22 22 s=d8E = JU&aLch

- Detect entities(EHA 2) - S E[X| i 2 Ao HIAEE ZHALSH0]
SFED L2 oz MEo IZH°F BIAE HAE FotLct. ol HT
D2 AFSSHH &390 2 JHX| 8 be

. ZXIPHI - PESEIX| 02 UN HAEE A0 018, FA S HE THY 792 FE=(PHI) of f
B SAE AZE FobLIC
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he section called
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« Detect entities(EHT1 2)
« AX|PHI

. BIAE 24 Hix| AP

Detect entities(EH7 2)

DetectEntitiesV2E AF& 3504 B mAof| A AE{EIE § X|5H7{LI StartEntitiesDetectionV2Job& AFE

kel o}
otof 042 mhdoi CHEr HiR| B S s LICH ChEo 22 HFof AEEIE B XY =+ U&LICH

« ANATOMY: AIX| EE= AlX| AlS el 28 U Y BLLE AlS 2l ?|x|oi CHt MlH{HAE § R|EFLICH.
« BEHAVIORAL_ENVIRONMENTAL_SOCIAL AMEfO| Z4Zo| WS O|X|l= 2 L &S L HEHE H
X|IErLICH o7]0l= EHi AFE, 3 & AH|, 7|8 MEE AE AL, L= 7|, dY, 21F/RIF0| £

ELct
« MEDICAL_CONDITION: o|&% AElo| 2%
« MEDICATION: & Xto| &= U FoiF HMEE ZX|&LCH
« PROTECTED_HEALTH_INFORMATION: &tXto| 719l ME & EFX|EtL|C}.
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« TEST_TREATMENT_PROCEDURE: 2|&f%f AENE EFEF%FE Ol Ar8 El= HXHE B RIFFLICE.
« TIME_EXPRESSION: B X|El AE{E|Q} Q48 E[0q ©

DetectEntitiesV2 24 & S5l 044 7kX| HF 7t 25 B X|ELICH PHI B X|Qt 2H&EEl 2Mo| F B

1t 40| DetectPHIE, HiX| E44E 2[5l StartPHIDetectionJobS AFS & LIC}.
Amazon Comprehend Medical2 CtS1t 22 249 HEE B X|FLIct

S 221 24X Q| O|& o CHEt ’IAE &, of: ibuprofen.
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Fxd Ab
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o &4 QEE[2 #HE HE(: &F =2 FoiF). & £04, 200 mg2 O|FZZH AEE|Q| £ L
Ct.
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« PAST_HISTORY: &3 &, ol &
Mot EAL

Atol Tp7H(EA BHe ofT)oll M = 2h

olst x| MEf HF
MEDICAL_CONDITION ¥HF &= olstx MElo| 2F 4 L FIEHE B XIFLICE o] HFof= MEE]|
S StLE, £ L EMo| Ul 7HM QU&LICH StLE O|& o EME & 71X 8 HAZAE £ U&L

Ch Mo it ﬁE—*lﬁé ME ql Zlckato| #2771 ZE K| =/o{ RELATIONSHIP_EXTRACTION. 2 S35l
DX_NAMEO] OHEEILICH o & £04, “2l% Cl2[e] Bt S 570|2l= HAE|M “BH"2 ACUITY &4

OF “2IZ"2 DIRECTION Mo 2 “CIZ2I"E SYSTEM_ORGAN_SITE 4o =2 ZHX|ELICt. ozt
Zt S Mo BAE AMEIE M4t 7 o|atx AE| AIE{E| “S 5701 o= ElL|Ct.

28

« DX_NAME: 2 E O|&tA AE|7} Lo U&LICH DX_NAME f&0l= 4R &g, 9 & 0|f, ¥H240|
EZEELICH

2 A4

-1 O

ACUITY: BHd, 248, 24Y, x|&d E= HTM S 2E Ml 2E.

DIRECTION: X|&] 804. 0i: 1%, QEZ, LIS, 2|5, &5, 55, 4, MY, HIE, 228, Btoh

& dE 55 83 L= 55,
« SYSTEM_ORGAN_SITE: sf{5 &= Q| %]
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QUALITY: 7| e S22 o8t MEE MHSIE D E 804.
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= O|stA AFEf o2 Al 74, AALA B
WA A7AM EE 7|E =HE S5l &l = A&LIC
« HYPOTHETICAL: O|&% &tEf7} 7t M2 EHEICHE EA|
« LOW_CONFIDENCE: o|etx] #Elo] EEAH0| =2 N2 EHTEICIE EAL M3 E AMEE Mot
= ™Al ol gLt
« NEGATION: At & ZX|7F EHMO|HLE ™K o1 QCH=E EAL
« PERTAINS_TO_FAMILY: O|&t%f ArEN7} 2K} 2 Q10| oF Ll &Kol 7 E 1} 2H3d QICH= E A

o SIGN: OJAF7} E st o|sh = AtEN.
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8t 7IX| &0

|ZfLICE. Of Zhedod| CHEF RFAIEE

« SYMPTOM: & XI7} 2118 |5 &] AFEH

OhE HF

MEDICATION HF = &Xto| & E L FoiF HMEE ZX|ELICH 3tLt Ol ol £MHE §
M8 £+ &Lch.

ha=

« BRAND NAME: &2 F&= x|2A|o| X{ZHHO0| Q= E-ME 0|E.

« GENERIC_NAME: &E &= X|ZX|Q| HIEZE O|§, M2 0|E E= ZEXH £ =.

2 A4

- O

« DOSAGE: &=&¢&t o|2FZ 9| &,

« DURATION: &g &Fo0q 7|7t

« FORM: 2FEo| HEY.

« FREQUENCY: &E o0 BT

* RATE: &= ROIE(FE o= FYU EE IV ).

« ROUTE_OR_MODE: &= 9| o0 gt

« STRENGTH: &2F Z .

E A

-1 O

« NEGATION: X7l &2 2 F045t1 UX| iCt=E 2 E &=,

e PAST_HISTORY: AZE 22 0| XtQ| ot 7H{(FHAH Bt o)l AM HIZ EIJCHE EA|

235 oy 247 ME ¥3

PROTECTED HEALTH_INFORMATION F= 2RO e HEE §X

LiEe ZX| PHI 8 & Z35tAAIL.

8

« ADDRESS: A|M, Bt EE= A|D LY 48 FA9| 2 E X|2|1H MES}.

12
]

=]

=
=T

23



Amazon Comprehend Medical JHEER}E 710l =

* AGE: 913, SIE MY £E AT HBO| & 79 24, 07[0lE BA, JHE E= VIE 7 EHO|
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M

E¥

rlo

5%
Hn

e

r

ful

=

- ID: FRISSH
= C|HIO[A S
A R ZEELICH

- NAME: £ E O|§. ¢it™o =2 BXH 7tF E=

« PHONE_OR_FAX: M3} TA f£&= H|0|X{ 5. 1-800-QUIT-NOW 2! 911%{Z O|E 0| X|HEl A5}
& = NQ|ELC.

- PROFESSION: A} fE= BHA} 7} S0} BAE X F= 12F M 2o HZE QAto|o| e =

2 E|x| ek & LIt

(e}

|= MSX2| o|F &LCh.

ZAL Rl Y AR EE

T

TEST_TREATMENT_PROCEDURE HF &= 2o|&™ AE{|E 5= O AFS El= MXHE § XIELICE 3t
Lt o|&ro| & M0| SHE TEST_NAME |S&9| AE{E| 5tLIeF BAE &= U&LICH

0%

%
« PROCEDURE_NAME: |8t AE|E %|2 35t 7L} B A} 7012 Q|5H BRI H LS|HOZ ASS= S
M=
« TEST_NAME: Z1} 2fO| /U2 == U= e, &Y, A E= 52 XI™E 2IsH ExtoiA| *%'%PE S
xt. 047]0l = TIEHS LIS, &F 3 e
5t B E Mif, T2 MA, Bt EE 3 XIHo| ZEELICH
o

TREATMENT_NAME: 2l EEE= O
HhO[2AX| & WA HE Z2 &

Ad
o

g

« TEST_VALUE: A 23t TEST_NAME QIE{E| S&oi Bt M E|L|C}.
o TEST_UNIT:ZAAF gt &7 EAIE &= U= 5 B, TEST_NAME YE{E| &0t M EL|C}H

Ad
o

Am

- FUTURE: ZdA}, X|2 E= "xb7t ol2ol £ ool Yol FxILE A4S olOlstchs EAI

AL Rz A "R HF 24
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* HYPOTHETICAL: AA}L, X2 E= A7 7HHE EFHEIUJSE LIEHLHE EAL

 NEGATION: 21t L= ZX|7F #EHMO[HLE s~ E[X| of 1 Qlot= EAL

« PAST_HISTORY: AAl, X|2 = ™HAI7F 2tREe| I 7H(74RH BHE O[M)0ll M HIRE[RAZ S LIEtU=
E Al
N3RS

TIME_EXPRESSION HFE= Alztnt gHEdEl QIEEIE L X[ELICH o7|oll= et €2 %*%ﬂr “3¢d
M@, “HHR, U P, X[ 2 B 16t 22 AlZE E3Ho| ZEELICH o] ¥
= AEE|t #tEdE <o Bt BHEHEILICE o & §01 “OfA| & AL7} O|R Z 2T 200mg= %%?ﬂau

CH'= GENERIC_NAME QE{E| “O|R Z 2"} ZX[= TIME_EXPRESSION IE{E|Z Yesterday 2IE
E[E BHEHEFLICE 2Lt “ofA| ERI7E THE AHAIZACH M AEE|2 QA X L& LICH.

0%

(@)
=1
« TIME_TO_MEDICATION_NAME: & 58§t It O] K802t ML= 442 BRAND_NAME &
GENERIC_NAME lL|C}.
* TIME_TO_DX_NAME: o|3f %] & Ef7} it I, 0] RE 2| £/d2 DX_NAMEILC
o

o TIME_TO_TEST_NAME: ZAIE AA|EF I O] ol £42 TEST_NAMEQILICH.

0%
o

TIME_TO_PROCEDURE_NAME: &&}7

f0 o

A2 PROCEDURE_NAME &/L|C}.
A

0%
o

§
TIME_TO_TREATMENT_NAME: X|27} A|l&E it 0] M2 TREATMENT_NAME L |C}.

rk

Al 73
- QE{E|Q} £ Zto| 7|, QIAE|= Relationship_type CHS 1t ZH&LICH,

Overlap - TIME_EXPRESSIONS Ef X|El AE{E|Q} X|EFLICH.

(PHI) CIO|E{BF & X|5t2d= B B X| PHI 2 4E ME
SHAA2. A EIAEO|M AR 7HS 8 B E TR E ZHM51E4T DetectEntitiesV2E AL 5 AL,

| 7HA| B X|2F BBt ALE Atzflof 7t MEefLICH PHIZ It ob il ol CHEr REMIEH
LI 2 2 FZE 35t A|2Detect entities(HE 2).
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/A Important

Amazon Comprehend Medical & X|
T H+E MSELIct olg{3t dEE He8 Ho P

LICH & #d &5 ALS Ao B2 F7I - .:.*E = 7IEP P S AFEstod B K|E
o a4 20lste 20| ZELICIPHI.

ull
2
0
m
\g

02 mE
HL 111"

O| HIPAA B1of [rt2t 187HS| AR S &2 7|Ho 2 ot= A-ER= SYWE Fo|E 7I20{ FZ 6ok &
L|Ct. PHI Amazon Comprehend Medical O|2{&h Al8dXt ot #EAEl AE{E|E B X5t X2 0|28 A E

E|E Mo|Z &t HHo 2 X|HE S50 1:12 ofESHX| ef&Lct.
Eof Z&E|E A2 ofL|X|BF Amazon Comprehend Medical® ZE &
gt AlHEXtE CHE S 52 £ §6tod 78 2tXHE AlEsie o ASE = JUe O
Mgt Lig2 0|5 5 24 SX| AMH|A EAO|E 2] Health Information Privac

I-IJ

Bl
FEE rin

Zt PHI &1 FX0l= Amazon Comprehend MedicalO| B X| &t ofl CHal LotLt M2Et 0 UEXRIE
Al

LIEHLH= = (ScoreSH L) 7F ZET(0] UELICH AL Arflof MEheh 2| A2t E Adstn
O|§ &Fstx| i HEEIE 7*E-I'-“L—IIZP O PHI &rdis AMEe e HEZo| H2 T HALUS
AL&3stod B x|E ®HAHM A E O B ol HRA{st= WO| H LIS & JA&LICH 77 &5 ALE Aol M

= XIE AEE(S| 72 ME5tX| i 42 &5 aF &L
Detect PHI EE= DetectEntitiesV2 242 Aldsto{ CtEat Z2 PHI 2181 JHHM E B X[E = U&LICH
EFX|E PHI 7H|

7HA| MY HIPAAZ}HE| T2

AGE BHAL 74E e olZof #24E 3. il R E Ut

DATE 2Rt

NAME &k 7
x
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https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html

Amazon Comprehend Medical

JNELR} 7HO|E
ZHA| = HIPAAZ}E| 2 2|
PHONE_EEE= FAX DOE M ™MA SE7|. QUIT 4. MstHS
NOW 1-800-1} &2 7|H ™3
H4S
B35 2l 9112 NIQEL|Ct 5 FAXT=
EMAIL olH 4 6. O|H|Y 4
ID AL Al ftHAEl B E BF 7. M3 B S
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e e 815, k2 EEE= ClHb
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URL 2 E HURL. 14. URLs
ADDRESS o47[0l= AlM, RE o|F Al 2. X[2[H X
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EIAE “8t Xl QAE F AOHEO| HF ST U= 48AM|2] WAL & AO|AQL|CH” gt Zhe CtSap Z
&L|C}.

« “Z& AO|A"E PROTECTED_HEALTH_INFORMATION HFo0f /= NAME S&o| AE{E|Q]L|Ct.
« “48"2 PROTECTED_HEALTH_INFORMATION HZo0i = AGE §& 2| QIE{E|QIL|C}.

o "TAM"E PROTECTED_HEALTH_INFORMATION ¥HZ0i /= PROFESSION R (Al £ 7)ol 2lE
E|IL[CH.

o “QAIEAZ= A|OHE"2 PROTECTED_HEALTH_INFORMATION $4Z0f &&= ADDRESS IE{E|{L]|LC}.

Amazon Comprehend Medical 2£0|M= CHS23F 20| EAIELICH

Patientis John Smith, a @ year old teacher and resident
® Name (John Smith) e Age (48) ® Profession (teacher)

of Seattle, Washington.
® Address (Seattle , Washington)

ZR| PHI 22 Al2E I 2E 2 ct21 ZH0| LIEFSLICEH S tartPHIDetection Job 242 A5t
A< Amazon Comprehend Medical2 £33 /x|0f O] TZE AI835t0{ TtU S MAFHLICH
{
"Entities": [
{
"Id": o,
"BeginOffset": 11,
"EndOffset": 21,
"Score": 0.997368335723877,
"Text": "John Smith",
"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "NAME",
"Traits": []
.
{
"Id": 1,

"BeginOffset": 25,

"EndOffset": 27,

"Score": ©0.9998362064361572,

"Text": "48",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "AGE",

"Traits": []

LRI PHI 28
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JHeER 7Hol=

},
{
"Id": 2,
"BeginOffset": 37,
"EndOffset": 44,
"Score": 0.8661606311798096,
"Text": "teacher",
"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "PROFESSION",
"Traits": []

"Id": 3,

"BeginOffset": 61,

"EndOffset": 68,

"Score": 0.9629441499710083,

"Text": "Seattle",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "ADDRESS",

"Traits": []

"Id": 4,

"BeginOffset": 78,

"EndOffset": 88,

"Score": 0.38217034935951233,

"Text": "Washington",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "ADDRESS",

"Traits": []

15
"UnmappedAttributes": []

SHAE 2 HiR| API

Amazon Comprehend MedicalE At&3t0{ Amazon S3 HHZ!O| HE &l o|& HIAEE ATt Z
CH 10GB2| 2 ME & ol 248 = A&LCt 2£2 AF85to{ iR M 2 YS M 2l 2|5t AL
HIX| APIE AtE36to 2= Y 74 HE(PHNE HIRE o|& AHEHE|E BRI = A&LICH APIE T
S Hix| 2M S AlE, BX|, L5t dBEEFLICEH

BAE M HiX| API 29
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Hi x| £ 2 7|E} Amazon Comprehend Medical 20 CHEt 22 HE = 047|0M &QIE = U&L
C}.

SR 3K A

oo

Amazon Comprehend MedicalQ| Hi x| 244 &2 MEXQI o™ R Qi TIE L= R
AELICH AFS Atiof XEHet AE| UAAIZIS AldEstn, =2 M7 2 48dME
UAHZIE AASELICEH &Y A8 Atelle] B9 MMt unss e 7t ZEX 7 20 E ZESt D &2l
ok gfLICt. Amazon Comprehend Medical2| 2 E =42

gt olt™ HEtE AERIE F 2Rt X2 AlLF2|20AMBH A

oh

APIE AtE35t04 HIR| 244 &

Amazon Comprehend Medical & 5= Amazon Comprehend Medical Hi x| APIE A& 3t04 HiX| &

M ztdg AEE 4 YLt

Amazon Comprehend Medical APIE At&35t= 39 AWS Ildentity Access and Management(IAM) S
1 IAM SAof AZatof B LICH 1AM A& & ¢IE| ZHof CiEr AtM|gh LIS S IAM TEr 5

1. CllO|E{E& S3 HZ!o| A2 =FFLICE.

2. M 2 xed2 A|EHsHE{H StartEntitiesDetection V2Job ZrQd EE &= DetectionJob StartPHI 22
AE35HA Al &*%‘.‘% AlZHE M Amazon Comprehend Medicaloll @123 mtlo| Z&HEl 124 S3 1

1, Hix| M & 0t 7|58 £3 S3 H2E!2 RIHELICH

3. £Z0|L} DescribeEntitiesDetection V2Job 2F24 &£ = DescribePHI 224 S AFE 35104 2] ZIgH A
22 D L|E{2lgL|Ct. DetectionJob EESt ListEntitiesDetection V2Jobs @} ListPHIZ DetectionJobs
AE5HH IR M 2 S HA45te D E 22 X[ MdEIE 2 + USLICH

Ol 2tdg S X|5HoF 3= B StopEntitiesDetection V2Job == StopPHIE AFE 35104 £

Bt A A|2. DetectionJob

=
ZAnE HedH s AlEE M 7Y

s
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https://aws.amazon.com/comprehend/medical/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon Comprehend Medical JHEER}E 710l =

2. M EAM IS AT S %E A RHS MYBLICH 27 01, Y2 BY0| TEE(0] 9
= S3 61200 OIB T 52 IHYUS ELHEHE S3 BZ/0| 0|8 S MBIt

3. Ho| T B0l ot 2ol HeE DUEZE LT 2a0lM B AIX U 2 AN ZEHstol
DE WX B4 ST HEIE B 4 BTt

4. BN Eo| ATHE BEw S AISE 0f TAE 52153 MR HIHML

i %] ZFdofl CHEH 1AM 42

Amazon Comprehend Medical Hi X| APIE £ &3dt= IAM ghol= 3 & £33 ot o| ZFE S3 H
Zlof cHet "—'.*Hlé HEt2 2oist= HA0| /0{oF B LICH. Amazon Comprehend Medical A{H|A 7} <4

T2 T2 4 UTS 047|0lT 2| BAHE BT sHok BLICH IAM 2B W AlIZ| FMoll CHE REAISE LY
82 AV HEE FEHL.
ofgrolis CHB T 22 AT 2l0{ok BrLICH

{

"Version": "2012-10-17",
"Statement": [

{

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::input-bucket/*"

1,

"Effect": "Allow"

1,
{

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket",

1,

"Effect": "Allow"

},
{

"Action": [
"s3:PutObject"
1,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

Amazon Comprehend Medical

JHeER 7Hol=

"Resource": [

" arn:aws:s3:::output-bucket/*"

1,
"Effect": "Allow"

2 O 2 AME ZAE W1 Qlofof FLICH ESEl= chzlQl ot
aws:SourceAccount % aws:SourceArn X7 7|2 AI835t01 ESElE
st= ol E&LICH EEtA 2 Cizle! EXe AWS A 25 2hedof CHSH
MEMo| ESE CHE EXME HESAAIL.

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":[

"comprehendmedical.amazonaws.com"

1,

"Action":"sts:AssumeRole",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"

Iy
"ArnLike": {

"aws:SourceArn":

"arn:aws:comprehendmedical:region:account_id:*"

0z
2

32


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

Amazon Comprehend Medical JHEER}E 710l =

HiX| 24 &3 ot

Amazon Comprehend Medical2 Hix|2| ZF 124 mlof CHal 5tLte| &34 mt U2 MdghL|ct. o] Zh
O| &A= . outLICEH Amazon Comprehend Medical HX AwsAccountIdJobType- JobId-&
O|Fo =2 At835t0{ £3 S3 HZlof| C[RHE{E|E et CFS b x|of CHet 2 & £33 ut 2 o| C|AE
20l £ L|Ct. Amazon Comprehend Medical2 & 49| £240| CIE 24 9| Zé- 12 HO{MX| A E
O Mf CIHE2IE M ggfLct.

HiX| 4ol £242 57| 2dut SUsH E22 MM FLICE Amazon Comprehend Medical0i| A 24
& £249] ofli= Detect entities(HZT 2) MM F XA

Zf B R| 22 ol CHE FEIF & El M JHe| oiLHAE otds dd7 Lot

. Manifest -5 ofgrLct &hdof AL E metolE, MA| 2 37|, MElE ot of CiEt ™
E AM3gict.
 success - SSMOR XE|E o cHEt HEE M3 FLICH =3 & £33 0t o|F o &= ot
37|18 E&ELCH
« unprocessed - H{X| Z Lo MEIZ[X| f2 TS 27 FT & L 0fH @7 HA|IXIQ &7 LI
grLCt.

mlo

Amazon Comprehend Medical2 AFE X7t HiX| 2Fd2 |6 XI'H8t £33 CIEE2(ol oS 7|58
LICtH 29 DL AE T2 Manifest_AccountId-Operation-JobId MS0| 22 ZCet .:771|
£3 ZC{of 7|EELICH OiLHAE E2 o= 83 OHLTHAET £0{ U= success EH7F QU
LICH X2IZ|X| 2 oY OHLIHAETF £04 U= failed EET Z & E|0] Y&LICH CHS EHEOIAM
= L HAE ot o] 2XE Eo{ELICH

0II

20
11|>

Hi x| OHL|HAE @

CS2 b x| OHL|HAE 1ol JSON X LCt.

{"Summary"
{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
"JobType" : "EntitiesDetection | PHIDetection",
"InputDataConfiguration" : {
"Bucket" : "input bucket",
"Path" : "path to files/account ID-job type-job ID"
}, "OutputDataConfiguration" : {
"Bucket" : "output bucket",
"Path" : "path to files"

HiX| E4 &3 ot 33
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A
oo

},
"InputFileCount" : number of files in input bucket,
"TotalMeteredCharacters" : total characters processed from all files,
"UnprocessedFilesCount" : number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,
"SuccessfulFilesListLocation" : "path to file",
"UnprocessedFileslListlLocation" : "path to file",
"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"

oL HAE T

ChE2 d3Mez el ohdof chet HEJF 2o El ool JSON T = &L C.

"Files": [{
"Input": "input path/input file name",
"Qutput": "output path/output file name",
"InputSize": size in bytes of input file

oL
"Input": "input path/input file name",
"Qutput": "output path/output file name",
"InputSize": size in bytes of input file
1]

Mel=lx| of2 ojLwHAE ot

OS2 MEl=lx| o2 ool cHeh WE7F 28 E oiLIHAE 1t ol JSON T & ILICH.

{
"Files" : [ {
"Input": "file_name_that_failed",
"ErrorCode": "error code for exception",
"ErrorMessage": "explanation of the error code and suggestions"
3,
L caod
]
}
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Amazon Comprehend Medical2 At&5tH & BIAE 0| JHA|E B K|
ICD-10-CM 2! SNOMED CT X|A]| H|O|AE H|RE EESHE o2 RERX[Q| 7HH HAQE = U&
L|Ct. Amazon Simple Storage Service(S3)H| ME E CHEF M E= 02 mtoi| CHaH Hi x| 2442

2 EE O THlold BAE 8 4+ e,

ICD-10-ME|O|E &Z

Inper ICD1 OCME AL&35t04 &M 7t S5t ofst™ & EfE 70X 2 B XISt O|& 2024'A HTS| = A &
B ER, 1070, Y = (-10-CM) ZE=0i 1Z8E £ U&LICH ICD ICD-10-CM2 O|= ESESA|
3H

o ME () oM M3

ofst™ HEf7t ZX|Z|H LRIstE ICD -10-CM 2= X HFE InferICD1oCM BHEFENLICH ZHX|E &
Bile M2 WA= 2 LHEELICH Hee HAE e JHED UX|stE AEE|| Y doll of
gt METE LIEHELICH 7153, 8%, 3¢, L 22 2 YEE §Eo =z QA E LU sfF s
W X AL sy 22 Ft HEV SHe=z LHEELIC

ICD-10-CM Z}E| 2

e o| JHX|ZE EHX|EFL|CH MEDICAL_CONDITION &7} #3d ME T EHX|z|o] &M

ICD10CM fF = 78 4 82| 7HME & X|gL|Ct. DX_NAME TIME_EXPRESSION

O0CME #Fall 2AM|2 ICD1 35


https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
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« DIAGNOSIS: &4 Hrtol ola AHEl= ofstd AEfof Al

« HYPOTHETICAL: O|&™ & Ef7} 72 EHECHE

« LOW_CONFIDENCE: o|st%] #Ejo| E& 40| =2 Wo 2 EHECtE EAL MBE AMEE Mot
= el gtzdo| &Lt

« NEGATION: o|&t% &fEi7| EXHSIX| &t =Cl= EAI

« PERTAINS_TO_FAMILY: o|&f%x] A E|J}t 2tXF 2QI0| ofil B Xto| 7t F 1 T QICt= E A
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oA 78

RELATIONSHIP_TYPER2 QE{E|Qt &4 7to| 2HE LERHLICH QIAIZEI RELATIONSHIP_TYPER
OVERLAP - TIME_EXPRESSIONO| Ef X|El JIE{E|Q} & x|ElL|Ct.

el2d ol 2LCf of A

=H == =

(® Note
EHM API 2124 &l S F 2 Amazon Comprehend Medical & Z 2| Inper ICD1 0CME & X
St AI2. AP
Ctg 2 A E o Al MH= InferICD10OCM 2ol 2t5 HAlE HoiELICH 2E UM HAEE H
BiH SAHE QIZ2 AFEFAAIL.

"The patient is a 71-year-old female patient of Dr. X. The patient presented to the
emergency room last evening with approximately 7 to 8 day history of abdominal pain
which has been persistent. She has had no nausea and vomiting, but has had persistent
associated anorexia. She is passing flatus, but had some obstipation symptoms with the
last bowel movement two days ago. She denies any bright red blood per rectum and no
history of recent melena. Her last colonoscopy was approximately 5 years ago with Dr.
Y. She has had no definite fevers or chills and no history of jaundice. The patient
denies any significant recent weight loss."

Ojo
[1h]

Ol InferICD1QCM X4 Ct 2 Z JSON PA|o 2 gratgtLcH (ZH AN S 2lci 4 E).

"Entities": [
{
"Id": 1,
"Text": "abdominal pain",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 153,
"EndOffset": 167,
"Attributes": [
{
"Type": "ACUITY",
"Score": Float,
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"RelationshipScore": Float,
"Id": 2,

"BeginOffset": 183,
"EndOffset": 193,

"Text": "persistent",
"Traits": []
}
1,
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Unspecified abdominal pain",
"Code": "R10.9",
"Score": Float
I
{
"Description": "Epigastric pain",
"Code": "R10.13",
"Score": Float
},
{
"Description": "Lower abdominal pain, unspecified",
"Code": "R10.30",
"Score": Float
I
{
"Description": "Generalized abdominal pain",
"Code": "R10.84",
"Score": Float
},
{
"Description": "Upper abdominal pain, unspecified",
"Code": "R10.10",
"Score": Float
}
]
}
"ModelVersion": "3.0.0.20231001"
U2 U SE oAl 38



Amazon Comprehend Medical JHEER}E 710l =

}

2 HAE oM AEE|7E FHElE ERE AUAMELICH & S0d, AT BY S
of MZ[E M2t Bf7A LIFELICE 0T of

= LS 1— T 1= |
Alo| l=dof| et Bt RI7F HIATHE S =77|K] 27| E 0l Nausea E4f O NEGATION Of2Hod| L &EL|
C}.
{
"Id": 3,
"Text": "nausea",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 210,
"EndOffset": 216,
"Attributes": [],
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
},
{
"Name": "NEGATION",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Nausea with vomiting, unspecified",
"Code": "R11.2",
"Score": Float
.
{
"Description": "Nausea",
"Code": "R11.0",
"Score": Float
}
]
}
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InferRxNorm==2 2 At&35t0{ &t 7|50 HXMZE SME L2 S AlEE + UaLict £8t ol =&
olz4st & E =&l 2|8 & AE 2| RxNorm CO[E{HIO|A N RI= THE ABEXE (RxCUI) off 94 & LICt.

Zt Rx2| &&= RxNorm 2022-11-07 2! CUI ZI2|AL|Ct. RxTerms ZF CUI RxE Z £ 9 £04 ¥EN7}
Ct27| 2ol 2R & LICH Amazon Comprehend Medical2 ZHZEEl 2t 2 E0f xCUIs CHEH R RHZH o2

Ux|E 7IsMH0| U A4 REXMNEE ML E 7|22 UWRBIAIEL R LGS LICH XS E|X| ot 2
BIAERE E7IS3CIRAER BEMo|| RxCUI ZEE AS5HAAIR. Z &, HIE, 22F E04 e 2

Foi Zzet 72 o HEJ EAel €2z LIFELICH JSON

Cl=2 3t Z+2 InferRxNormA|LL 2| 201 AFRE £ Ql&L|Ct

H 19 19
M M0 mo
1o

Amazon Comprehend Medical2| InferRxNorm==&2 MEXQl o|&8t™ =, RICh = X|2 & CHAE
= QG LICH AFS AtEof Zgtet A AIZHE AEs D, 2 HE DI 2R dE¥oMHeE =2 A
2| UAIZIS AEELICH HIEA| SRE o|g2 MEJIZREE Mt HEQ HIE EHEFE 22 o|F B X}
%2 AlLt2|20l Amazon Comprehend Medical 242 AL 6HAI2.

RxNorm Z}el| 2|

InferRXxNormMEDICATIONZIE| D 2|Q| 7HMIE HXIFLICH S8 = EMHORE 4 E F71 2 HE
= EFX|Erct.

RxNorm &&
Medication HFo| AE|E| R CtSt Z&LICH
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RxNorm & Ad

 DOSAGE: &E3t 2| F 9| &

- DURATION: &2 Fo0f 7|7t

« FORM: &E 2| HEY.

« FREQUENCY: &= 04 I,

« RATE: & Z RO &L (FE &= FTY E=IVs).
« ROUTE_OR_MODE: 2t F 0 &t

« STRENGTH: &< Z .

RxNorm £ Ad:

« NEGATION: EX}7} &2 S Fo{stD UX| 2UCl= B E A=,
« PAST_HISTORY: AZE k20| XtQ| Bt (XK Bt O|H)0llAM HIZ EIACHE E A

olad ol 2Lk of A

=H 1=

@ Note

EX™ API 2121 & 8E B2 Amazon Comprehend 2|2 & ZEME X
InferRxNorm. API

FHAAIR
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|2 & O Aloi M= InferRxNorm ol 2 HAE HoiELICL RE UH HAEE E

AE
MHE 212 A3 EFHAIR.
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"fluoride topical ( fluoride 1.1 % topical gel ) 1 application Topically daily Brush
onto teeth before bed time , spit , do not rinse, eat or drink for 20-30 minutes"

O| InferRxNorm X2 CIS1 22 HA|OZ JSON £ gLt

"Entities": [
{
"Id": 1,

RxNorm &4 41
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"Text": "fluoride",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 19,
"EndOffset": 27,
"Attributes": [],

"Traits": [1,
"RxNormConcepts": [
{
"Description": "fluorine",

"Code": "1310123",
"Score": Float

I

{
"Description": "sodium fluoride",
"Code": "9873",
"Score": Float

},

{
"Description": "magnesium fluoride",
"Code": "1435860",
"Score": Float

I

{
"Description": "sulfuryl fluoride",
"Code": "2289224",
"Score": Float

},

{
"Description": "acidulated phosphate fluoride",
"Code": "236",
"Score": Float

}

1,
"ModelVersion": "3.0.0.20221107"

InferRxNorm 22 C}S QU HAEE AI5t0{ B EMET QIAELICEH

'patient is not on warfarin'
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0| InferRxNorm &H¢d

2 L3 £32 JSON 4o

{
"Entities": [
{
"Id": 1,
"Text": "warfarin",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 18,
"EndOffset": 26,
"Attributes": [],
"Traits": [
{
"Name": "NEGATION",
"Score": Float
}
1,
"RxNormConcepts": [
{
"Description": "warfarin",
"Code": "11289",
"Score": Float
I
{
"Description": "warfarin sodium 2 MG Oral Tablet",
"Code": "855302",
"Score": Float
},
{
"Description": "warfarin sodium 10 MG Oral Tablet",
"Code": "855296",
"Score": Float
I
{
"Description": "warfarin sodium 2 MG Oral Tablet [Coumadin]",
"Code": "855304",
"Score": Float
},
{
"Description": "warfarin sodium 10 MG Oral Tablet [Jantoven]"
"Code": "855300",
"Score": Float
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}

}

1,
"ModelVersion": "3.0.0.20221107"

SNOMEDCT 2i&

SNOMEDCTInperg At&3t04 2|2 7HAM & B XI5t O|& #|AstE! o|& HHY, A4 &0{(CT) 2
2022-03 HHol| =&l 7H'd0 oAZ4E = U&LICH SNOMED SNOMEDCTE= 2|5 A Ef 4 &£ 3,
|2 HAL xE, AlE & o|= 7H'Hol| cHEt ZZ={Ql o4%|E NS LIt CToi| CHaH XHAlS| ot B
4 SNOMED CTE ¥ =5t &/ AI2 SNOMED.

Amazon Comprehend Medical2 B X|El 2t |2 JHA|ofl CHal| 2|2 7HHnt ztzdEl 42| 57 SNOMED
CT 7Hd IDs & MBS LIE5t D of Fof cHet D= O| A= & LIEt = AEE M8 EAIFLIC
SNOMEDCT 7HE2 AZ|E M=ot & AE T WEAtE=S 2 IDs LEEELICH 27 CFE SNOMED
CTCHE HASE 7o & AL +D=| CT7HHE IDs AF235t0d o2 . BT = i EMg 9|t
2Rt 24 Clo|EE =5t &= /U &LICH SNOMED

SNOMEDCTInper= O|= D240t AL & = U&LICH CHE =7+2| SNOMED CTo| CHet HE 2 CT

2lo|MA0f CHer RFAM|IEH LH2 2 SNOMED SNOMEDCTE & X5HAAI2.

SNOMEDCTInper= CtE1t 22 AlLI2|20] 01 AgHgfLCt.

- BXt VIS ME o7 AY XA
» Y T A
- I AT 2

Inpere CHE SNOMEDCT HF9| 7HA|E & X|gfLICH F7F HEHAE HET BXIEo{SHEE EY
o=z A= L|C}.

« MEDICAL_CONDITION: o|&fX AElO| &A1& &4 I TIEH

« ANATOMY: &I&| EE= AR HlS el L5 L siE 2L HlS 2l {I%I.

« TEST_TREATMENT_PROCEDURE: o|8t% AMEHE EHEHSH= Ol AF2 E|E MR}
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« DIAGNOSIS: 40| #Ql EE= AN ZE EEE|E O
AL A7AM EE= 7|EF SEHE S8l & elE =
/é)l-

r

« HYPOTHETICAL: o|&%]

« LOW_CONFIDENCE: o|etx] HElo] EEAH0| =2 N2 EHTEICIE EAL M3 E AMEE Mot
= XIX&Q| mt2d0| Qi&L|C
- 1T 1 L— = - A = .

- NEGATION: Q8% AEf7} EXH5HK| SfECHE EAL
* PERTAINS_TO_FAMILY: o[t & Ef7} #A} £QI0| otil Bt Ato| 7hF 1} 234 QICHE E A
o SIGN: OAt7} E 8t o|sh =1 AFEY.

« SYMPTON: &X}7} 2118 o|8h % AFEY.
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0%

o
=3
TEST_TREATMENT _ PROCEDURE ZIH|1 2|2 AL Ct= §&0| ZX|EL|Ct.
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« TEST_UNIT: TEST_VALUE: Zute} BEE EHe.
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« FUTURE: AAlL, |2 E= HAt7F HZC| X o|Fof do{d =X|Lt At7dE 2|0[ECh= EA|
« HYPOTHETICAL: AL, X|E &= MA7} 7HEE EHEEUREE LEHUHE EA|

* NEGATION: Zut7| 2HEX0|HL X7t - EIX| i1 QUCHE FEA|

* PAST_HISTORY: @A, X|& EE= HAF7F B Ate| I 7H(BA BHe OT) oM HIREIRE S LIEtLE
EAl

SNOMEDCT M8 ME
JSONZ L o= Ot ME 7t =& E SNOMED CT M8 ME 7t = gh=EL|ct

« EDITION: O/= oflC|AMof Tt x| EL|CH
« VERSIONDATE: A}2EI SNOMED CT HZFlo| UM AEH
« LANGUAGE : ¥0{(US-EN) 210 E440]| x| HELIC}

= A SH ol

EHM AP| 2121 &l S F 22 Amazon Comprehend SNOMEDCT Medical & ZAMM FTEES

= E oAM= InferSNOMEDCT 20| 2t5 WAIE HOo{ELICH 2 E YH HAEE
Ho{#H SAHE {2 A3 E5HAAIR.

"HEENT : Boggy inferior turbinates, No oropharyngeal lesion"

O| InferSNOMEDCT 2 CI2 £ YA Z BHEHELICE JSON

"Entities": [
{
"Category": "ANATOMY",
"BeginOffset": O,
"EndOffset": 5,

SNOMEDCT MIE HE
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"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose and throat
(procedure)"”
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body structure)"
},
{
"Code": "64237003",
"Score": Float,
"Description": "Structure of left half of head (body structure)"
I
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose and throat examination (procedure)"
}
1,

"Score": Float,
"Attributes": [],
"Type": "SYSTEM_ORGAN_SITE",

"Id": 0
},
{
"Category": "MEDICAL_CONDITION",
"BeginOffset": 8,
"EndOffset": 33,
"Text": "Boggy inferior turbinates",
"Traits": [
{
"Score": Float,
"Name": "SIGN"
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}
1,

"SNOMEDCTConcepts": [

{

]I

"Code": "254477009",
"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"

"Code": "260762006",
"Score": Float,
"Description": "Choroidal invasion status (attribute)"

"Code": "2455009",
"Score": Float,
"Description": "Revision of lumbosubarachnoid shunt (procedure)"

"Code": "19883003",
"Score": Float,
"Description": "Atrophy of nasal turbinates (disorder)"

"Code": "256723009",
"Score": Float,
"Description": "Inferior turbinate flap (substance)"

"Score": Float,
"Attributes": [

{

"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,

"Text": "HEENT",

"Traits": [],
"SNOMEDCTConcepts": [

{

"Code": "69536005",

"Score": Float,

"Description": "Head structure (body structure)"
},
{
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"Code": "429031000124106",
"Score": Float,

"Description": "Review of systems, head, ear, eyes, nose
and throat (procedure)"
},
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body
structure)"
},
{
"Code": "64237003",
"Score": Float,
"Description": "Structure of left half of head (body
structure)"
},
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose and throat examination
(procedure)"
}
1,
"Score": Float,
"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",
"Id": 0o,
"BeginOffset": 0@
}
1,
"Type": "DX_NAME",
"Id": 1
I
{
"Category": "ANATOMY",
"BeginOffset": 23,
"EndOffset": 33,
"Text": "turbinates",
"Traits": [1,
"SNOMEDCTConcepts": [
{
"Code": "310607007",
"Score": Float,
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"Description": "Sarcoidosis of inferior turbinates (disorder)"
I
{
"Code": "80153006",
"Score": Float,
"Description": "Segmented neutrophil (cell)"
},
{
"Code": "46607005",
"Score": Float,
"Description": "Nasal turbinate structure (body structure)"
I
{
"Code": "6553002",
"Score": Float,
"Description": "Inferior nasal turbinate structure (body
structure)"
I
{
"Code": "254477009",
"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"
}
1,
"Score": Float,
"Attributes": [1,
"Type": "SYSTEM_ORGAN_SITE",
"Id": 3
},
{

"Category": "ANATOMY",
"BeginOffset": 39,
"EndOffset": 52,

"Text": "oropharyngeal",
"Traits": [],
"SNOMEDCTConcepts": [

{
"Code": "31389004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"

},

{
"Code": "33431000119109",
"Score": Float,
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"Description": "Lesion of oropharynx (disorder)"
I
{
"Code": "263376008",
"Score": Float,
"Description": "Entire oropharynx (body structure)"
},
{
"Code": "716151000",
"Score": Float,
"Description": "Structure of oropharynx and/or hypopharynx and/or
larynx (body structure)"
},
{
"Code": "764786007",
"Score": Float,
"Description": "Oropharyngeal (intended site)"
}

1,

"Score": Float,
"Attributes": [],

"Type": "SYSTEM_ORGAN_SITE",

"Id": 5
I
{
"Category": "MEDICAL_CONDITION",
"BeginOffset": 39,
"EndOffset": 59,
"Text": "oropharyngeal lesion",
"Traits": [
{
"Score": Float,
"Name": "SIGN"
}
1,
"SNOMEDCTConcepts": [
{
"Code": "31389004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"
},
{
"Code": "33431000119109",
"Score": Float,
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"Description": "Lesion of oropharynx (disorder)"
I
{

"Code": "764786007",

"Score": Float,

"Description": "Oropharyngeal (intended site)"
},
{

"Code": "418664002",

"Score": Float,

"Description": "Oropharyngeal route (qualifier value)"
I
{

"Code": "110162001",

"Score": Float,

"Description": "Abrasion of oropharynx (disorder)"
}

1,

"Score": Float,
"Attributes": [
{
"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,
"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose
and throat (procedure)"
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body
structure)"
I
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{
"Code": "64237003",
"Score": Float,
"Description": "Structure of left half of head (body
structure)"
.
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose and throat examination
(procedure)"”
}
1,
"Score": Float,
"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",
"Id": 0,
"BeginOffset": 0@
}
1,
"Type": "DX_NAME",
"Id": 4
}
1,

"SNOMEDCTDetails": {
"Edition": "US",
"VersionDate": "20200901",
"Language": "en"

},

"Characters": {
"OriginalTextCharacters": 59

.

"ModelVersion": "3.0.0.20220301"
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https://aws.amazon.com/comprehend/medical/pricing/
https://aws.amazon.com/comprehend/medical/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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HqEols chst 22 AT Qlofok gfLch.

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::input-bucket/*"

1,

"Effect": "Allow"

},
{

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket",

1,

"Effect": "Allow"

},
{

"Action": [
"s3:PutObject"

1,

"Resource": [

" arn:aws:s3:::output-bucket/*"

1,

"Effect": "Allow"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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Meo| ZSE tHE|2 EXME HESHMAIR.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":[
"comprehendmedical.amazonaws.com"
]
.
"Action":"sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:comprehendmedical:region:account_id:*"
}
}
}
]
}
Hi x| 24 £3 o}

Amazon Comprehend Medical2 Hix|2| Zf /=4 mtlof| CHaH StLte| &3 utdg MM ELICt o] ot
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

[n

Amazon Comprehend Medical WXL 40|

Zf BR[| 242 2ol cHet HETF 2ot &l oS Ml 7He| OiLIHAE oS dEgLch

« Manifest - QS Qg LICH 2ol ArSE mhetOlE, ™A 5t 271, M2[E ot ~of CiEh H

(o)

P

El
Ml

« Success - §3MoOZE XM2|E ool Ciet HEE MSELICh &= 2 £34 e o|F 1 =
37|18 ZEFLcH

« Unprocessed - H{X| Z 0| MEIZ[X| 2 TS 2F Z & L 0fH @7 HA|XIQ &7 LI
ol'LlEl.
=] .

of

Amazon Comprehend Medical2 AFE X7t HiX| 2F 42 |6 XI'H8t £33 CIEE2(ol o2 7|58
LICh Q9o LT AE 1} 2 Manifest_AccountId-Operation-JobId AMS0| 82 E£C{e} &A
£3 ECof 7|SELICh OHiLHAE Z20 Lol 83 HILHAEE Z& 5= success EEH2E %2
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ClE22 x| oL HAE mo| JSON EX=QIL|CE.

{"Summary"

{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
"JobType" : "ICD1@CMInference | RxNormInference | SNOMEDCTInference",
"InputDataConfiguration" : {

"Bucket" : "input bucket",

"Path" : "path to files/account ID-job type-job ID"
}, "OutputDataConfiguration" : {

"Bucket" : "output bucket",

"Path" : "path to files"
1,
"InputFileCount" : number of files in input bucket,
"TotalMeteredCharacters" : total characters processed from all files,
"UnprocessedFilesCount" : number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,
"SuccessfulFilesListLocation" : "path to file",
"UnprocessedFileslListlLocation" : "path to file",
"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"
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JHeER 7Hol=

M3 iLHAE oY

ChHee 3o elE nelof et M2yt Z3HE ot ol JSON T Xl

"Files": [{

"Input": "input path/input file name",

"OQutput": "output path/output file name",
"InputSize": size in bytes of input file
},
{
"Input": "input path/input file name",
"Qutput": "output path/output file name",
"InputSize": size in bytes of input file

3]

Mel=lx] gk 2 ofLHAE b

Mel=lx| &f2 otdof| cier HE7F Z & E ofLHAE mfol JSON #1 &= ChExt

{
"Files" : [ {
"Input": "file_name_that_failed",
"ErrorCode": "error code for exception",
"ErrorMessage": "explanation of the error code and suggestions"
},
{ ...}
]
}
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Condition
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowDetectActions",

"Effect": "Allow",

"Action": [
"comprehendmedical:DetectEntitiesV2",
"comprehendmedical:DetectEntities",
"comprehendmedical :DetectPHI",

"comprehendmedical:StartEntitiesDetectionV2Job",
"comprehendmedical:ListEntitiesDetectionV2]obs",
"comprehendmedical:DescribeEntitiesDetectionV2Job",
"comprehendmedical:StopEntitiesDetectionV2Job",

"comprehendmedical:StartPHIDtectionJob",
"comprehendmedical:ListPHIDetectionJobs",
"comprehendmedical :DescribePHIDetectionJob",
"comprehendmedical:StopPHIDetectionJob",

"comprehendmedical:StartRxNormInferenceJob",
"comprehendmedical:ListRxNormInferenceJobs",
"comprehendmedical:DescribeRxNormInferenceJob",
"comprehendmedical:StopRxNormInferencelob",

"comprehendmedical:StartICD10CMInferencelob",
"comprehendmedical:ListICD1@CMInferencelobs",
"comprehendmedical:DescribeICD1@CMInferencelob",
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"comprehendmedical:StopICD1@CMInferencelob",

"comprehendmedical:StartSNOMEDCTInferencelob",
"comprehendmedical:ListSNOMEDCTInferenceJobs",
"comprehendmedical:DescribeSNOMEDCTInferencelob",
"comprehendmedical:StopSNOMEDCTInferencelob",

"comprehendmedical:InferRxNorm",
"comprehendmedical:InferICD10CM",
"comprehendmedical: InferSNOMEDCT",

1,

"Resource": "*"

}

Y0l = DetectEntities I DetectPHI 2 UE AL E = U= THEHE Roist= & 7t x| BHE
ol &Lt

A2 B 7I8 HMolM MEHS 7HE 2ot FHE KIKSHK| 4222 0| WML Principal 248
RIZ5HR| SE&LITH HAS ASRIOIH S B ABRHE S AIMQI Hot FHQLICH MM gt
ofl @1Z35H T 1AM 212t 0| A2 BMofAf AT Hot FAF MEtS HaLICH

5 & Amazon Comprehend Medical APl Z x| & siiE ZX|7t MEEk|= 2lAAE EE{H 2 HE5HY
Al2. otOtE Comprehend Medical APl #8t: =X|, 2l4AA & X7 & X

ol
2
11z}
0]
5&
H
5&

Amazon Comprehend Medical 2& A}

st & = E 0= Amazon Comprehend Medical APl =& 0| L} E|o] QIeM ZF =&0f 28 HEt
O| L}Q & LICt Amazon Comprehend Medical APl F&toi| CHEH REMIEH LI 2 € B X SHAAIR
O0FZ& Comprehend Medical APl H8tH: Zx|, 2lAA S ZH &HX

Amazon Comprehend Medical 2& & Ar& stz Ctg HAo| L2 2] HetE F o4l of &LICt.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iam:CreateRole",
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"iam:CreatePolicy",
"iam:AttachRolePolicy"
iF

"Resource":

i n

"Effect":
"Action":

"Allow",
"iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService":

Amazon Comprehend Medical 2£01 0|24 H&tH0|

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,

"Effect":

"Resource":

"Allow",

"y

"comprehendmedical.amazonaws.com"
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}

Amazon Comprehend Medical Z2&0{|A g L MAMZ M5t gk 2l HAMZ 448E = A= ol
gt Heto| 2R EfLIC O] iam:PassRole 2 E S35 &2 Amazon Comprehend Medicalofl &
g Mg = J&LIcH

AWSO}OFE Comprehend Medical2| ZH21& (AFH o) Y

AWSOIM M5hD BRI ST IAM BHE NS5 UE YUTIRI A8 MR ST LI
AWS Ol2{3H AWS ZHEIS M2 UBHHQI AL Alzlof LR Mete oistoz e Mete X
AbstR| OfObE EILICH REAMIEH LIS 2 IAMALS AHA AWSE EIE HME BESHAAIL.

HHEe | AEXolA HAEE = U= ChEo 22 AWS 2 2|™ HE2 Amazon Comprehend Medicalof|
Bt M ELCt

« ComprehendMedicalFullAccess— Amazon Comprehend Medical 2|AA0] CHEF MA| HM|A T8
= Fo{FLct d&S LHEstn 7IXM2 IAM = Q= HEto| 2 & LICt

X &atioF gL

mo

Amazon Comprehend Medical At&5t= 2E AL Xtol|A CtEot 22 F71 M
Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "comprehendmedical.amazonaws.com"
}
}
}
]
}

Z&ol 2a0lst1 IAM 2£0iM §H HHE HMstod 2| HE YME dEE + &L
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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O|2{8h WM 2 AWS SDKs = & AHSE m A S #fLICt AWSCLI.

Amazon Comprehend Medical 2f¢4 2! 2|AA0f CHEH HetE SHEtE AHA| IAM HA S MAME ¢
U&LICH o248t AL X XX M2 ZIe 2 5t AM2X} e I Eof 0|28 IAM A2 A} X HAeg
F7te = J&Lct

rol
(o]

x| ZHdoll T st ofgr 7|uh Mt

Amazon Comprehend Medical HIS 7| 24 & At&stE{H EAM 2S0| Z&E Amazon S3 B{Zlof| CH
Bt HM|A HEFHE Amazon Comprehend Medicaloi| £ 04&fL|Ct. Amazon Comprehend Medical AHH|A
Hot FHME MUEER = UL Aol Clo|E HMA AE S A5t ElL|CH g Mo CHEr XHA
2t L& 2 AWSlIdentity and Access Management AHE AEAM S| AWS AMH|A0M| HEHS 2(sH7| 2|8t

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "comprehendmedical.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
ofste MAIEH & ST Aol CHEF HAIA HAS MABLICH 0Ol HAM2 21 ololE{7t ZaHE
Amazon S3 HZ!0ll Amazon S3 GetObject & ListBucket ™82 F043HoF & LICt EFF Amazon
S3 £21 O|0|E{ HZ!0ll Amazon S3 PutObject0 CHEH HEHES Fo{ELICt.
CHS oA M A HHol= o248t TEto| L& E|of U&LICEH
{

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetObject"
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JHeER 7Hol=

1,
"Resource": [
"arn:aws:s3:::input bucket/*"
1,
"Effect": "Allow"
I
{
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::input bucket"
1,
"Effect": "Allow"
},
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::output bucket/*"
1,
"Effect": "Allow"
}
]
}
7Y el A of

O| Mol M= ch 8t Amazon Comprehend Medical ZF@40i| CHEt HEHS F045H= At
o & NS ELICH o|2{3t HA2 AWS SDKs AWS CLI AtE e I 2 SFLICEH
g M= 2 E ofotE

Comprehend Medical0i| #&tE £ 043lioF & LICt APIs XbA|EH LK
Comprehend Medical 2& AFS0| ZIQft Mt BHHS A XSHAAIL.
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® Note
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0il 1: 2 & Amazon Comprehend Medical 24 518

7telst 2oz AHERE &9 AWSE! Het #2[E Zefotod 7EE HEld #ElRE ddFLict

&= & Amazon Comprehend 2 40i| CHEF HetE 7H T ALK E St 5 MEdE = QU&LICE Of A
EAHE Amazon Comprehend2 245t = MH[A Y B E|AIE 25 A A2, O] AL X0l A CHE HEt
HAg 7Y 4 ULt
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowAllComprehendMedicalActions",
"Effect": "Allow",
"Action": [
"comprehendmedical:*"],
"Resource": "*"
}
]
}

0f 2: DetectEntities 240t &2

ClS Heh M2 A Ko Al Amazon Comprehend Medicall A AEIE|E B X|E £ e HEtE B
Ef X[ Het2 §045tX| et &LICt PHI

hd
g'l_l
Ral
2
2
1054
mjo
1]

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowDetectEntityActions",
"Effect": "Allow",
"Action": [
"comprehendedical:DetectEntities"
1,
"Resource": "*"
]
}
]
}
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S =x|, Hehe Foied = U= AWS Z|aAT ZEELICH H2Oo[ ActionEE M g X[Hst

1, X'U-T_' | Resource—""IEO'"A‘l El_jﬁﬁ Z/I\-; Xl@?:“——“j’

A€ E$35t24™H Amazon Comprehend Medical Z2H0i| Q= AWS HEl 7| AF2E £ &L}
| 7| SF2 AAS IAMMEE M| AL 7tsE 7|1E & X5t

RN

® Note

St X|X8ted™H comprehendmedical : S AL Fol API ¢ 0|8
comprehendmedical:DetectEntities

mjo
-
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)

AWS O}0FE Comprehend Medical2| £ 2|3 &2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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« AWS # 2|8 E&: ComprehendMedicalFullAccess
- Eo|I™ Yo CiEt o|= MClolE o|dl5t7| AWS

AWS & 2|8 H3: ComprehendMedicalFullAccess

ComprehendMedicalFullAccess M Z IAM 2ot Q150 dZe = /&Lt

O| 22 1 E Comprehend Medical Zx|0f CHEt &2 M8t FodgtL|ct.

{
"Version" : "2012-10-17",
"Statement" : [
{
"Action" : [
"comprehendmedical:*"
1,
"Effect" : "Allow",
"Resource" : "*"
}
]
}

#2|E H&of ciet o|= MO|0|E O|aH5t7| AWS
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AWS CloudTrail& AH& 304 Amazon Comprehend Medical APl &
£ 24

Amazon Comprehend Medical2 AWS CloudTrail} S |0 Q&LICH CloudTrail2 Amazon
Comprehend Medical LH0{| A AFE A}, A& EE= AWS MH|ATF =&F 2ol B|ZEE M3 5t=
MH|AQILIC}. CloudTrail2 Amazon Comprehend Medicaloll CHEF ZE APl &8 O|HEZ
et A ElE ZH & 0|E Amazon Comprehend Medical & 25 E{2| 3£} Amazon
Comprehend Medical API 2fdof| CHet Z = 2 5 £0| ZFELICH FXZ M44d5tH Amazon
Comprehend Medical O|HEZE E 25t CloudTrail O|HIEE X|&XO 2 Amazon S3 HHZ!oi| HHEZ & =

=
QI&LICH FHME FA5HK| &t AR T CloudTrail 2£2| O|HIE 7|20 M %Al O/HEEZE 2 £ Q)
&LICt. CloudTrailoll M =28t HEE AIE3504 CH=2 1} 20| 0] 7HX|E =" = U &LICH
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CloudTrailod| CHSF REM|EH LI 2 AWS CloudTrail AHE A A

CloudTrail2| Amazon Comprehend Medical =&

CloudTrail2 8 44 Al AWS A H| M AAE £ 5 D™ ELICE. Amazon Comprehend Medicalo|
MESO| LM Y ES2 O|HE 7K M CHE AWS AH|A O[HIE 2} E7H| CloudTrail O|HIE
of Z|ZE Lt AWS HEoM 2|4l O[HIEE 20l M QU CIRECE = U&LICH XHME LI
CloudTrail O|HE 7|5 & AI835t04 O|HIE E7|& XML,

0|l

Amazon Comprehend Medicalof| it O|HIEE E25t0{ AWS H 2| O|HIE O| X[&H 3
A, &g MAMEtLICE CloudTrail® £X2 AF2510{ Amazon S3 HZICE 21 WtYUS ®MEe £
UAELICH E2L0M FHE MMEH 7|EXMoZ BE AWS 21T 0| MEELICH FXH2 AWS
IE|Mo]| Q= R E 2|xo| o|HIEE 225t X|HE Amazon S3 HHZIe2 21 ntede ™

EE = CloudTrail 220 £2= o|HE H|0|EE F 71 EAM al X2|5tEE CFE AWS AH
g &= UELICH ZHMIE LHE2 CHE AHRE B XA L.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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 CloudTrailol A Amazon SNS 2] F 44
« 0424 2|70l M CloudTrail 21 Tt k7| 2 0424 H X0l A CloudTrail 21 T+ 7|

2 E Amazon Comprehend Medical 2242 CloudTrailo| A 2Z &0 Amazon Comprehend
Medical API ZZ=0f 7|SELICt. 0| & S04 DetectEntitiesV2, DetectPHI,
ListEntitiesDetectionV2Jobs & E FE35IM CloudTrail 21 Tt &=0| MELICEH

DE OME U2 FRols RS M ASRI Tt MR Sof YaLich A 5T WEE

OR2
- =
O|8stHCHES &lH HEHE = A&LICH

%
fjo
1
|m
HuU

M =X| oL AWS Identity and Access Management(IAM) AF2 X} X4 SHo = FH

rr ko
0

A

« g EE Hd ol AFS R0l CHEF HA| EoF Xt EHE ALE | 015,

2 o o] dIEIfE
FE AWS MH[A0|M @ ERHEX] 07,

>

[e][]

M

KEMIBH LHE 2 CloudTrail userldentity 2 AE & ZEHMI2.

Amazon Comprehend Medical 21 I} &= 0|35H

Z&o|2t |8t Amazon S3 BH{Zlo O|[HEZE 21
CloudTrail 21 mtof|= kLt O|&fel 21 & =0|
H2 ol0|ELIct o|HIEN = It U AlZH 2 1ot S
Ct. CloudTrail 21 U2 HEZ API S E9| F7 A EQ
ei& Lt

o

CI22 DetectEntitiesV2 S E0{F = CloudTrail 21 50| LIEFH of| M| L|CE.

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"accessKeyId": "ASIAXHKUFODNNS8EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/comprehend/latest/dg/API_Operations_AWS_Comprehend_Medical.html
https://docs.aws.amazon.com/comprehend/latest/dg/API_Operations_AWS_Comprehend_Medical.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"userName": "Mateo_Jackson"

iy
"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-09-27T20:07:27Z"

}
}
.
"eventTime": "2019-09-27T20:10:26Z7",
"eventSource": "comprehendmedical.amazonaws.com",
"eventName": "DetectEntitiesV2",
"awsRegion": "us-east-1",

"sourceIPAddress": "702.21.198.166",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.590
Linux/4.9.184-0.1.ac.235.83.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.212-b03
java/1.8.0_212 vendor/Oracle_Corporation",

"requestParameters": null,

"responseElements": null,

"requestID": "8d85f2ec-EXAMPLE",

"eventID": "ae9be9bl-EXAMPLE",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html#comprehend-med_region
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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