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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/control-access-billing.html#ControllingAccessWebsite-Activate
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/control-access-billing.html#ControllingAccessWebsite-Activate
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-access.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/useconsolidatedbilling-effective.html#useconsolidatedbilling-discounts
https://docs.aws.amazon.com/organizations/latest/userguide/
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https://calculator.aws/#/
https://docs.aws.amazon.com/pricing-calculator/latest/userguide/what-is-pricing-calculator.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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AlZtE M2 =ZF2 &d3l5t2d™ Cost Explorer 2& 7|2 4% l_11|0| oM 22| HHEe
2 SECQIFLICH AlZHE MR =&F0| #4435t E|™ x| 14 St HE I MBS ELICH.
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MEE g [} o4 7tX| HE{E ME& £ gug L|Ct. O|EEl 242 A (Linked Account) ZE{2F AH|

£ EEE A&3t04 Amazon EC201M 713 BEO| X|E8F HE AHE AlEE + U&LICH

GloIEIE TE YstaiH

—

Cost ExplorerE iL|C}.
[Filters]ol M gfS MEAELICH MEHGIH =7t S Mol M| ZHEEO| LEEF LT
(=2

3. MZIEEOIM, RE| EAY 2 S50/ ¥

=2 MEfSrLICH == M AXtol 242 AlRGtH
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Amazon EC2 EAE, Amazon RDS QIAEA ZEfA Amazon Redshift == &= Amazon
ElastiCache ==& A|Zg! [If xwor RI SELICH QUAEA Q30 et QUAE AN SAEIN Al
&= HAFEC| stES0{7F A™EELICH

- A EA

EYXME E= MH|AS| SE HOlAL CHRE RS 32 Q2 0|A W AEE[QF HeI2 ST LICH
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html

AWS H|g zH2| AEXt7tol=

® Note
2lAaA N =&EE /93l5t21H Cost Explorer 2% HO|X[0fA ZE| HHoE SEQIE
LICt. Amazon EC2 QIABIAOIM ALSE £ Q&L

AWS K| ZFLICH AHE 7F=%F M| Ao0f CH3H AFMIS| ZotEE{™ AWSHIE & MH|AE FESHA
Q. O At 3 E AFE35H0od AMI, B MH|A, CIASE & & £ AWS Marketplace2~2ZEQ|0{EHE H|E
2 LE{dE £ U&LICH AHME LI 2 AWS MarketplaceEt? AR MBHME A ZSHMR.

RIAFEE BT ME & BHof & MH|ALDE 7|22 2 EHEEE £ QoM O AMH|ARNES
& LICt. Amazon EC2, Amazon Redshift, Amazon RDS, ! ElastiCache.
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0
|0
Hu
ok

AE{Elo HEE HIEE FXstE Ol AT = U= Bllo|= LICH Ef
S A

= ¢
FLIS 2 ALEX Eol HI8 EF BT ME S ARSHAAIR.

Bl A

Amazon EC2 QIAEIATL SR £= HYU HHE = o{o|MH EARIE=X]| XI-HELICH 2 7HX|
EllAAl 2L 2= SR (Shared)(7|&), & (Dedicated), £ A E (Host)7F U & LICEH

AE R

A8 fE82 4 MHIANM &Y R ElaA MEFE FY LICt. ol & E01

o o
BoxUsage:t2.m1c1:o(H1:s)/\P%Ec'>F R Amazon EC2 t2.micro?l
E{2ErLIct

A

0%

a

I

Ag 98 I8 S U A8 R TEIE sttol TEE £ sts TEYULICH olE Sof
BoxUsage:cl.medium(Hr ) BoxUsage:m3.xlarge(Hrs), BoxUsage:tl.micro(Hrs)<
25 Amazon EC2 QIAEA AS A|7t9| ZE{O|22 EC2: Running HoursZEZ £Z|EL|C.

A% & 1852 DynamoDB, Amazon EC2, ElastiCache, Amazon RDS, Amazon Redshift ,
Amazon S3HM AL E = UELICI A™ A 8E = U= EY JE2 0|88 Mu|A et CHE
LICH AFS & = = 28 S50l chZ0| L& E|Lt olod S 8HE[X| et &Lt
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AWS HIE zHE|

« DDB: Data Transfer - Internet (In)

DynamoDB G| O|E{H|0|AE ME K= T

« [DDB: Data Transfer - Internet (Out)]

T

DynamoDB Hi|O|E{H|O|AZ 2 E MEE EF(GB)I HAZEE HIE2 7|EL=E EH

» DDB: Indexed Data Storage

DynamoDBOi| M{Z 8t 82HGB)1t B ZAE HIBS 7|E2 2 EHEZ.

» DDB: Provisioned Throughput Capacity - Read

DynamoDB Gi|O|E{H|O| AT} AF&EF 817

22
o o
» DDB: Provisioned Throughput Capacity - Write

DynamoDB H|O|E{H|O| AT A& 8 M7| 8F ATt HAZAE HISE J7IECE E

 EC2: CloudWatch - Alarms

e

M 258t CloudWatch BE 72t HZAE HIEE 7|E2 2 EHEE.

+ EC2: CloudWatch - Metrics

e

M 2R3t CloudWatch X|E 79t 9 ZAE HIBE 7|E2 2 ZTERl

« EC2: CloudWatch - Requests

483 CloudWatch 2% 149} 01T HI8S 7|Z02 TET,

« EC2: Data Transfer - CloudFront (Out)

Amazon EC2 QIAEAO|M CloudFront HHIZ 2 ME L= EF(GB)W HIAE HIEE 7IE2

2Ll

« EC2: Data Transfer - CloudFront (In)

CloudFront Hi Z0{lA Amazon EC2 QIAEIA Z MEL|E 8Z(GB)I LAE HIBE 7|E2
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AWS HE2|3 2[F 0| Amazon EC2 QIAEA R MEE|= ETF(GB)It HAE HIES 7IEC=E
ZEH3.

» [EC2: Data Transfer - Internet (Out)]
Amazon EC2 RQIAEHAOM AWSHESR|Z 2R o| ZAEE MEL= ST (GB)M (AEE HIES
lEoE HE.

« EC2: Data Transfer - Region to Region (In)

CtE AWSZ|T0 A Amazon EC2 QIAEAZ MEE|= S8F(GB) HZE HIE2 7|22 ZH
=
[«

» [EC2: Data Transfer - Region to Region (Out)]

Amazon EC2 QIAEIAO|AM CIHE AWSE|TICZ MEE|lE HGB) I HEE HIBE 7IEcZ T
E{3.

« EC2: EBS - I/0O Requests

Amazon EBS EES CHACSZE & 1/0 28 22 AT HIEE 7|22 =2 THZ.

« EC2: EBS - Magnetic
Amazon EBS Ot UHE! 2&0 XM E EF(GB)I HAT HIE 7IE2E EHEZ.
« EC2: EBS - Provisioned IOPS

Amazon EBSO| Z 2 H|X{'HEt IOPS-& =2 HZAE H|EE 7|E2Z EHEZ.

- EC2: EBS - SSD(gp2)

Amazon EBS 2 F0i|A AtEst= EE HE AEE|X| ST (GB) HEE HIEZ 7IEL2 2 EH
2
[«

- EC2: EBS - SSD(io1)

Amazon EBS E&0IM AFE5tE &Y T2 H|XM'JE IOPS SSD 2 EE[X| EF(GB)2t & E! H
g2 7lEce2 EHE.

« EC2: EBS - Snapshots

P

ol
rr
e
nE
oo
o
[0)
W
[
%
Y
r
o
oo
mjo
N
eV
|0
Hu
e
m
o

Amazon EBS ALHAFO| K%

« EC2: EBS - Optimized
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Amazon EBS %X} QIARIATL AL StE QAHA AlZHE F(MB)I ABEE HISE 7|EL=Z

e,
EC2: ELB - Running Hours

Elastic Load Balancing 2 MM 7t A El AlZH(hours)t R1ZE HIEE 7|IE2 2 EEHT.

EC2: Elastic IP - Additional Address
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EC2: Elastic IP - Idle Address
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EC2: NAT Gateway - Data Processed
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EC2: NAT Gateway - Running Hours
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[EC2: Running Hours]
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» HostUsage

* ReservedHostUsage

» SchedUsage

» SpotUsage

* UnusedBox

ElastiCache: Running Hours
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* MirrorUsage
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RDS: Data Transfer — CloudFront — In
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RDS: Data Transfer — CloudFront — Out
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RDS: Data Transfer — Direct Connect Locations — In
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RDS: Data Transfer — Direct Connect Locations — Out
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RDS: Data Transfer — InterAZ
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* RDS: Storage
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» S3: API Requests - Standard

GET L CIE ZE EF AEE|X| Amazon S3 241} ¢dZE HI2E 7|22 2 ZIHE,

+ S3: Data Transfer - CloudFront (In)
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S3: Storage - Standard
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "budgets.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
.

"ArnLike": {
"aws:SourceArn": "arn:aws:budgets::<account-id>:*"
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S8 MY HH &= AWS Organizations# 2| H1H ot 2| 5070l ETME e &= Q&L
Ztofdt ET Mol HIB2 MEE Z4 ET MY 0.01 USDYULICH HIE2 ETME gte AR 21 2
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5. SaveE MEHEFL|CE
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https://docs.aws.amazon.com/cost-management/latest/userguide/opting-out-cad.html
https://docs.aws.amazon.com/cost-management/latest/userguide/opting-out-cad.html

AWS H|g zH2| AEXt7tol=

« AWS H|8 O|& B X| A%

- LR 7]

t71

ol

S HE

H A
- =
=1 K=1
[

o Of Ak & 2|8t Amazon SNS F&f| A

+ Amazon Chime 2! Slack0{lA{ AWS H|& 0|4 & x| &2l 8t7|

+ Cost Anomaly Detection S E Ol

olg B x| dH

ol MMo| o ME oA AWS HI ol &= EXIE AlZH5t
and Cost Management

rr

S JHELICH AWS Billing

=A
« Cost Explorer & 43}
« IAMZ AtE 8 HAM|A Xfoq

. 20 AMA

=
. SICHEE

Cost Explorer &35}

AWS H|& 0i2| &= & X|= Cost Explorer°| 7S LICh AWS HIE of 2| Bf X|0oi| HAl|ASHE{H Cost
ExplorerE &43t5tAA2. 2£8 A& 3104 Cost ExplorerE & M3}t5t= W2 Cost Explorer &4

stHHE BERsAL.

IAMZ AFS 8 M| A A|0oq

22| A™ =ZF 0l M Cost Explorerg &45t8t & AWS Identity and Access Management (IAM)2 At
835104 7HE 1AM A}RXPOI 74X1| ClO|E{of CHEF HMAE #El" = UELICH 22{H ZE ASKIo|A|
BN A HEHS S04t K| 21 ZF AA AL HE S F oM HMA HEHS S04t HLE F A = U&LICH

IAM AL& Xt Billing and Cost Management 2&0|A HO|X|E & = U= BAIA HEtE2 do{of &L
Ct. MAst Heto| Qo™ A2 K= AWS A RFAIO| &8 §|AIe| HI2 S Ct.
Zeft M2 20oist= ™Mol CH3 A= Billing and Cost Management &}

=1L
(@]
X.

Cost Anomaly Detection0f| Z|AA =& HMA I ABAC(S A 7|H HMA HMo]) E AFESHE Yo
CHEH REMISH LI 2 Cost Anomaly Detection0|] CHEF SHAM|A A0 2 of| K& R XRFHAAIL.

%
2



AWS H|g zH2| AEXt7tol=

Z2&0] M A

Mol 2t=2 T AWS HI 0i 2] EFX|of BMIASHAAIL.
AWS H|& 0{ 2| B X|0f HA|ASHE{H

1. https://console.aws.amazon.com/costmanagement/home 0| A AWS Billing and Cost
Management 2& & iLIC}.

Ef M 3ol M HIE 0|4 B X|(Cost Anomaly Detection)& ME4EFL|C}.

N

ot
i
L

\d

|2 &EF2 AWS HIE o] EX[HHE HZstML.

Cost Anomaly Detection0i| CHEF HAM|A Ao & of| K|

HIE o4 ZLIE & 0|4 EHX| 2 50i 2lAaA £F HMA Ao & ABAC(HE 7[8t HA|A A o) E
JE M8 = U&LIC ZF o4 2LIE 2! o4 B X| 75 2lAA 0= 1] 8 Amazon 2|44 O|&
(ARN)O| JU&LICt Zt 7|sol Ef2(Z|-3f mod) & FIHE =& U&LICH BlAA Amazon 2|44 O|F
(ARN) & ABAC Ei 25 AWS HEH AEX g E= 80| MESE AMA Xo{E XS5t O

AEE + U&LICH

(® Note
Cost Anomaly Detection2 2|4 A 7(H HAZ X|J5HK| L& LICH BlAA 7| D2 2lAA
of 21 HAZAELICE AWS AtO|7od| CHEt REAMIEH LIS 2 IAM AFE A-EMol At 5 78

gl 2las T|E YME HAESAL.

ElaA & W

MM AE 31E5H7HL

Detection 2| AA0 CHEF HAM|A

rok
fjo
>
oo
Q'I_I
ivd
>

H2Hoi M 3tLE O] 4 Q| Cost Anomaly Detection 2lA A0 CHE
LICH & 2las =& HEtE AFE5t04 2 & Cost Anomaly

T
{8 38t7Lt HEE + UA&LICH

N
4
ek
4>
mp 3o <

IAM2 4448 [l CHS Amazon 2lAA O|E(ARN) A2 AFSELCt

&0 AHMA 119


https://console.aws.amazon.com/costmanagement/home
https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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 AnomalyMonitor Z|4&A Amazon 2|44 O|E(ARN)

arn:${partition}:ce::${account-id}:anomalymonitor/${monitor-id}

« AnomalySubscription 2|24 Amazon 2|A&A O|F(ARN)

arn:${partition}:ce::${account-id}:anomalysubscription/${subscription-id}

IAM UE{E|7} 04 ZLIE i o4 HX| PSS 7T MAY 4 QTS 5{85H4H 0o HH ofF
oF RAE HAMS ABFHAIAIL.
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« ce:GetAnomalyMonitor % ce:GetAnomalySubscription®| A< AIE
A= Blas £F HHA Ho{E MR T M3 4 X| RELICE 0|8 fME
arn:${partition}:ce::${account-id}:anomalymonitor/*, arn:
${partition}:ce::${account-id}:anomalysubscription/* EE& * &Alo| ut
Amazon ZlAA O|E(ARN)2 AI235HE MAo| T ghLch.
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EH AHESHH AL AE7F monitorArn™ME El S =of M AE £+~ EXK| EQ

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ce:GetAnomalyMonitors",
"ce:CreateAnomalyMonitor"
1,
"Effect": "Allow",
"Resource": "arn:aws:ce::999999999999:anomalymonitor/*"

"Action": [
"ce:GetAnomalySubscriptions",
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"ce:CreateAnomalySubscription"
1,
"Effect": "Allow",
"Resource": "arn:aws:ce::999999999999:anomalysubscription/*"

IAM EIE7} 014 BLIEIE AC|0|E ot HLE ARISHE S 5185242 O] K% ol Kot IR KA
A& 8Lt

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ce:UpdateAnomalyMonitor",
"ce:DeleteAnomalyMonitor"
1)
"Resource": [
"arn:aws:ce::999999999999:anomalymonitor/f558fa8a-
bd3c-462b-974a-000abcl12a000",
"arn:aws:ce::999999999999:anomalymonitor/fl111fa8a-
bd3c-462b-974a-000abcl12a001"
]

E{2E AFE 8 M A A0{(ABAC)

Bl E AFEstod BiT X[HE X|pdstE 2lAA00 CHEE AMAE Mold = U&LICH B2 E T|Rie =z
HMAE HMo{5ted™ HHMO| Condition2A0 BT HEE MIstH2. 2™ E|AAQ( BT E T
Qo 2 2|AA0 CHE HMAE SHEStHLE 74—.—0}'— IAM M S g8 + A&LICL Bl =21 7|18
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ce:UpdateAnomalyMonitor"
1,
"Resource": "arn:aws:ce::*:anomalymonitor/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:usernamel}"
}
}
.
{
"Effect": "Allow",
"Action": "ce:GetAnomalyMonitors",
"Resource": "*"
}
]
}
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® Note
HE ZLIEH & SE 52 0|8 HMEt AYoHE HHAT = JU&LICE o|§ E0{, HIE 2
LIE{7} HIHH AHo 2 MME|ICt D 7h-ELICH T2 2he| A™2 B8 ZLUE, g3 +5
= EXIE old2 AL HEE &= glaLict

=HR| 712 ol M MEEt 7|7 SOt EXIE ZE 0|4 S22 2 + AALICH 7I2HO 2 | 90U
SHRIE |4 HAS B £ UALICH ASKHE AZE, Byh MulA, AR D, A8 88, Bl £= 2
LIE| REEE M2 288 £ aLiTh A, OFXISE ZR| 2, MK XI5, o4 XIZ, & IS &
YU QY R ER HUY + s

= x| 7|15 mo|x|ol= Ctg 27t Z&ELICH
AlZt =B (Time frame)

=M

rlo

X|'=t 30(Last 30 days), K|t 602 (Last 60 days), k|t 90 (Last 90 days) R L|C}.

JNESTY

- =

O|&f o] AIXtE K.

Opx|2to 2 EFX|E It

ol ol B x|E ObX|S; AlZk,

-

FEFHLICH MZE7 o
™ 2 ALo|=Z7t LIEH L

174 X|& HEIS Tedshod S 0l $44H0| WobLh HIHAERIX]
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SELICH 0H7tx| 2 BT7A

ZL|E{ O|&(Monitor name)
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AWS H|E 2tz ARt 7H0l=

Service
Ol 2 g MH|AQILICH MH|A EET}H|o e AWS 7t O] & 2 e 7dFMX|TF 282 H2l0|
H=t5t x| etch= ofO| L Ct.

7;||X-I
Olat 2 Febdh A IDRILICH AH'H0o| Hlod i1 o|4 AWS EE7 Z4X|E|RX|2F 22 §Helg & +
ol e

AN X[&

-

ot

74 XE HEE 7|He 2, A 7|A &4 REM o|¢ 0] X|&ElE S XEE Aoz oy
&t
—

& H|8 Y& (Total cost impact)

ofl& X|E 2 CiH| B X|E X|& B 7}. actual spend - expected spend2 H|AHEILICE 0 & S04, A
HIA 2 L|E{0 20 USD2| H|E HEO0| ZAIE B XIHE 9| & 7|7t 52 §H MH[AMM 20
usDe| E7+& B XIS S olalgfLct.

AN X|E1 of & X|E Z+Ho| BHE & X} 0]. (total cost impact / expected spend) * 1002 H|&AHEILICE
o E =01 & HIE ¥&0|20 USDO|1 of| & X|£0| 60 USDR! B2 U HEE 2 33.33% 7t EL
Ct. of & X|E0] 02 BRol= 0| gt2 Hite = e o2 o|z{et &M= 2L0] “N/A'E EAIE
L|Ct.

7} (Assessment)

B XIE Z ool CHal| B7HE MEsHod ol B X| A|lARE 7HUE = A&LICH 7tSEH a2 ME

O - HAL—

Z|X| 2FZ(Not submitted), 2| 1= (Not an issue) EE&= & A§F 0|4 (Accurate anomaly) &l L|C}.

SHRIE Ol $4F U 2 29l 27|

DLIHE BFE F AWS HI8 #HE EX| 7|50l &= XIE2 I7HELICH Helg g3 7|8 - et
24 A2k O|LHO| L& =4S AlZfE & Q&LICH

OlHY L&A oj&f S e

1. MBE o4 Z X0l E7|(View in Anomaly Detection)
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AWS H|g zH2| AEXt7tol=

2. Ol4 M5 HE(Anomaly details) H O|X|of M 0|4 o] 2 &2 §Qlnt H|E F&E2 = += U&LICH

3. (M= AbE) Cost Explorerol A 27[& MBS HI W&ol CHEt AlAIY 22 E & & UEL
Ct.

4, (MEHALE) 42 =2 MM Z2E ¢l Zod 28 §el 2|8 MElstH 22 folHz T3
E AAYE Iz E = = U&Lct

5. (MEf ALE) B X|E O|4 0| EZ0| EIR&LIT? HE Lo Bt MES ME{stH T|=8 S K|
35t BX| W& /M5t ol =0l Eulct

Z£0|M o|4 #&E 224 AWS Billing and Cost Management

1. https://console.aws.amazon.com/costmanagement/home 0{ A AWS Billing and Cost
Management 2& & iL|C}.

2. ErM Eo|M H|& 0|4 B X|(Cost Anomaly Detection)& =4 & LICT

3. (MEY AR BFX| 7|5 R0l A PP S M85t BIX|E Ol SES EHE HFEFE = U
&LICH AF8XI7F MEHEN 4= Qe HE = MZ T (Severity), B7HAssessment), AH|A(Service), Al
M ID(Account ID), AFHE & (Usage type), 2lT(Region) E£& 2 LIE{ §&(Monitor type) &ILIC}.

4. (MELALE) EHoldo MR HEE He{H B X| dmE MEE Lt
O|&t M5 HE (Anomaly details) H O|X[0]A O|&f o] 22 §HQIT HI &2 & =+ U&LICH

6. (ME{ALE) HIS GEol CHet A|AE Jei= & B0 Eeet 22 lo|HE o AtAls| Am{EE{H
Cost Explorerofl A 278 MEAEFL|CH

7. (MEIALE) A2 =2 TR ZE ¥ Eod 22 el 27| MEstH 22 RIEE EE R
EAAYE I ZE = = U&Lct

8. (M= AME) B X|E! O

Amazon SNS F=A|0f|A{ O|Ar S HiE4{H

7Hed 2k 2lo] Qe H|8 ZLIE{of CHEH A Ad8t Amazon SNS FHE LSS E AEZQAEE A
MLt XFMIEH LI 2 Amazon Simple Notification Service 7Hgt &} OFLHA{0| A Amazon SNS
= PSS AT -
HEZOQIETL Amazon SNS FXH|2] HAIX|E 418t & HIAIX|E Y1 anomalyDetailsLinkURLS
o MA|R. Ot o= Amazon SNSE S8 AWS H|& & B X|of A ELH HIA[X|LCH.

{

"accountId": "123456789012",
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AWS HIE zHE|

"anomalyDetailsLink": "https://console.aws.amazon.com/cost-management/home#/
anomaly-detection/monitors/abcdef12-1234-4ea@-84cc-918a97d736ef/anomalies/12345678-

abcd-ef12-3456-987654321a12",
"anomalyEndDate": "2021-05-25T00:00:00Z",
"anomalyId": "12345678-abcd-efl12-3456-987654321a12",

"anomalyScore": {
"currentScore": 0.47,

"maxScore": 0.47

+
"anomalyStartDate": "2021-05-25T00:00:00Z2",

"dimensionalValue": "ServiceName",

"impact": {
"maxImpact": 151,
"totalActualSpend": 1301,
"totalExpectedSpend": 300,

"totalImpact": 1001,
"totalImpactPercentage": 333.67

iy

"monitorArn": "arn:aws:ce::123456789012:anomalymonitor/

abcdef12-1234-4ea@-84cc-918a97d736ef",

"rootCauses": [

{
"linkedAccount": "AnomalousLinkedAccount",
"linkedAccountName": "AnomalouslLinkedAccountName",

"region": "AnomalousRegionName",
"service": "AnomalousServiceName",
"usageType": "AnomalousUsageType"
}
1,
"subscriptionId": "874cl@0c-59a6-4abb-al@a-4682cc3f2d69",
"subscriptionName": "alertSubscription"
}
3. # EE2X{0{M anomalyDetailsLinkURLE ¥LICt. URLE 2|5t &2 o] M[F HE m o[ x|
2 o|s&ELct. o] Wo|X|= ol el 22 ¥l 245t HIE0| O|xl= &S 2o{ELIC
BLEH R

e MEIE £ Ql&LCh #HX MBS &l ZUE 8

AY 7220 e ZLIE 82 MY
* AWS MH|A - LHF ZEOILL B EHE X|E2 72 ER7I s 82 0l ZLIHE M83t= X
Y AEsteE ZE 5ol o|do| X HIHELICH

ol #&LICt ol B ZLIE{= 742l0] AWS AH
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AWS H|g zH2| ARt 7H0l=

WS MH[AAMH|A0| O|4f o] UK E7t

AWS AMH|A M MH|AE FItstE ELIE7EAIS2Z M A
= £33z 7Y E2T &L

ot7| AEELICH o[ H ot dH

® Note
ZE| A8ol= AWS MH|A Z2LIE 1712 AL R X8 2LE (A2 A8, HIS &9 Eia
HIS W) & 20 500717t x| 88 4 Aond & 501CH0) o9l BLIE7} g + el
Ch. HH A8oll= AWS AH[A Z2LE{of CHEF AA|A #HEHEHO] Q& LT

- GZ AW - ol ZLIEIE JHYE B AY EE W AT 282 & XIE S "WItELC ol 2UEE
SHE ZEIM IS AME e AH OECZ Mo|st Bl XM|E, MH|A EE= #HEHE X|EE &6
OF 5t= B0 & LIC 2LEOtCE MEdE = Ql= Z|CH 44 H™E == 107 LCt

- HIE HF-H|8 HFE A83l04 XIE2 7 FstD #aElsts B2 Ol ZLIEHE M83ste WOl £&
LI} o] 2LIE{ R tLtQ| key:valueH0{Z A|SHELICH.

o g 7g

8 €Y Bl - O] ZLIEHE A4 AED HIRELICH &, M&, MHIA s B EEE XIES
OF st= 82 O] ZLIE{7t REFLICL O] ZLIEH RB2 stLtel 7|2 MEtEX|EF o] 2L 2 518
g LICh 2L[E{otct MEfE = Q= Z|0H 2f == 1071 LCH.

of2f BLIEf RS 02 DLIEIE M445Hx| o 20| &L 0|2 2Is) F5E KIE0| Bt
T ESE R0l LMY £ AsLIC

Amazon SNS F=A| Mo CHEt REAIEH LES 2 of A 2 2lE 2|8t Amazon SNS FA| M AIEH
SHMI2.

S

fjo

mO

F2| 7|§ /él

02
g
A

Zoo A HI8 ZLIEQ g8 #+52 ™Y = U&LICH AWS Billing and Cost Management .

HIE ZLIEE HEsted™

1. https://console.aws.amazon.com/costmanagement/home M| A AWS Billing and Cost
Management 2 &2 JL|C}.

=AM 2o M HIZ 0|4 EFX|(Cost Anomaly Detection)E MEAEFL|C},

H|€ 2 L|E{(Cost monitors) S MEHEFL|C}.
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https://console.aws.amazon.com/costmanagement/home

AWS H|g zH2| AEXt7tol=

- (CHeh 7HHE 2LIE| O|§ S MEfgLICE
- ZL|E| HE(Edit monitor)S MEHEFLICE

6. ZL|E{ HZ Ho|X|ofM 2 LIE] O|& (monitor name)t AAZAEl & 7] T 5 (attached alert
subscriptions )9_I MEE HEF LI

7. B3 #ElE MEisto ZLIEo| El2E F7t WE EE AMHELCH

8. M&E S MEfgfLICH

o P=g M52

1. https://console.aws.amazon.com/costmanagement/nome 0| A AWS Billing and Cost
Management 2 &2 JL|C}.

2. B FoM H|& 0|4 B X|(Cost Anomaly Detection)& AEHEHLICY.

3. & F=(Alert subscriptions) B2 MEHEFL|C}

4. HHE F=S MEAFLICH

5. HWES MEgLC

6. = F= HE(Edit alert subscription) H O|X|0| A T+ = O|& (subscription name), &2t
(threshold), 2! = (frequency), == &!X}(recipients) EE= H|& 2 L|E{(cost monitors)2| M&H & HAEE
L|Ct.

7. Ei7 ZelE MEistod ZLIEof Bl E F7t WE EE= AM7HELCH

8. XMZS MEfgLICH

of|AF 2212 2|8 Amazon SNS FA| A Ad

Amazon Simple Notification Service(Amazon SNS) A2 222 ELHE 0|4 B X| ZLIE{E M5t

= 42 7|Z Amazon SNS F|7} Q7L AH2 BHS04of ErLICH Amazon SNS FA|IE AF235109 O|H|
o 9|01IE SNSE S35l &&I2 Bl = Q&LICH AWS HIE o Q| B x|ol= F Ao g3I2 B £+ Q)
= ™ol Qlo{of &fL|Ct.

Amazon SNS & & FX| Mo gl HEt

rok
i

04

1. AWS Management Console £ 1215}t 11 https://console.aws.amazon.com/sns/v3/home 0| A
Amazon SNS 2&2 dLct.
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AWS H|g zH2| AEXt7tol=

A FHo M =X
A

2
3
4.
5.
6
7

AWS H|2 0iQ| &= EFX| MH|ATF Amazon SNS X0l HAISIEE {25tc{H OIS HEES
ASHAAIR.

{
"Sid": "E.g., AWSAnomalyDetectionSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "costalerts.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "your topic ARN"
}

AWS HIS 09| 82 Ex| MHIATE S HES CHAISHAE Amazon SNS A0l HAISHES 3

[
SotciH O S BHES AISsHAAIL.

{
"Sid": "E.g., AWSAnomalyDetectionSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "costalerts.amazonaws.com"
3,
"Action": "SNS:Publish",
"Resource": "your topic ARN",
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"account-ID"
]
}
}
}

2|8t Amazon SNS FA| 2444 133
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® Note
O] FA| H2tojMeE 52| H™ IDE aws:SourceAccountXE7d o2 l2dgtL|Ct. Of
ZHAME #+52 258 AHol cHalf 22 s> 2 AWS Cost Anomaly Detection
0| Amazon SNS FX||e} &5 &
EH 52 iAlsto Y2 =

5 Ex|E MEtE =

FMAIL.

gholl CHEF RFMIEE LHE

aws:SourceArng &

s O SHE TR A E2SIEE AWS H|2 042
ws :SourceArnX712 At

lI|>
r
n
o O
jy
N
ol
A
ra
I
Pl
oA
12
10
o J

M AP MMl aws: SourceAccountedgr 204 2! 7

8
FoHAIL.

i JSi O oo 1
ol

L

=

FA A Lo O 2 S HHR AL,

ror

|

« (0d: AWSAnomalyDetectionSNSPublishingPermissions) & BEAIYEZ HIFAA|Q. XY
LHoll M Sid= TRsHok & Lct.
« topic-arng Amazon SNS FX|2| Amazon 2lAA O|§(ARN)2 Z HIEL|CE

« aws:SourceAccount Z710| Z & E MHE A5t B Account-IDE F5E 4
S8t A& IDE HFR A A|2. Amazon SNS FX|0f CHE A& e| 50| o] 7] UE B
aws:SourceAccountX=710 042 A|H IDE F7I5HAAI2.

9. FM dgS MEFLICHL

O|M| #=X[7t A m|olx[e] =X SFo| EAIELICH

ot2|0| /= O|A EfX| ZLIE|E MAE = Amazon SNS L 2T MASHoF &FL|Ct 2 Zlo] & E|ed
™ Amazon SNS ¢ & FXA|oi CHEt 252 =3l oF g LICt.

el T50| £ EIER| HOI5tHLE S 20 O|HYS AT 5HE{E Amazon SNS 2&2 AR #

LICF.

ot 2] AFEH

22 Y Felst o & £l ojHdE RS LI

1]
e

1. AWS Management Console 2 1215}t 11 https://console.aws.amazon.com/sns/v3/home 0| A
Amazon SNS 2&2 dLct.
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AWS H|E ZtE| MNEX 70|=

3. LZUO| HEHE HQUFLICH FEE FES L =QISHK| b2 ZA &EH of2Hof
PendingConfirmationO| L}EFZLICH,
4, (MEAME) EQI QES TS E{H &R ER 52 #52 MEst T &0l 2 (Request
I.

=4
confirmation)2 MEHEILICt. Amazon SNS7} & = I ZQIEof &l @HE EHiLICt

FaHoF &f LICH.

\OII

2 A= ZQIE ARKITL O|HYUS WO TS 20l YA E Mefstol LS T4

SSEZ £4l Amazon SNS 0|4 EfX| Z1 O|0O|E{E B 551 AWS KMS
M 5 25 3HSSE)E AR5t L5 3HE FRI0IM BIZE CIOIE{E T 4+ QaLICH SSEE

AWS Key Management Service (AWS KMS)0{| A & 2|Zl= 7|& AF8 35101 Amazon SNS HIA|XIE &£

AWS Management Console == AWS SDKE At&35t0{ SSEE #2/5t24™ Amazon B
A A|EF OHLHA Q] Amazon SNS FA||of| CHet ME & 5 5} (SSE) 25 E FTSHAAIR.

£ A235t04 AWS CloudFormationd £ 3HE! FANE MMSIE{H ALE MBHME FHZT5HAAI2. AWS

CloudFormation

Amazon SNS7} HIA|X|& =415t SSE7F HIAIXIE SA| ¢t fLIc HIAIXI=E 535 &EI2E X
A E|H, 4 Alol T Amazon SNSE AL235l0d 55 3HE/LICE.

AWS KMS ™8t 7144

L

MH & ¢t 53} (SSE) £ AH83H2{T™ HA AWS KMS 7| g 743l ofF BHLICH o] A4S AH8 36
2 t= W o= HAIXIE 535, |55+E = U&LICH AWS KMS HEhof CHEF &t
PAWS KMS StLHM Ol API TEh: 21Qd Sl Z|AaA BT E A AI2.AWS Key

%
[¢)
<.
Q
()

HMEZ ALS5to{ AWS KMS 7| Hetg 22" = J&LCh RMEH HE = AWS KMSOo| IAM
=

(® Note
Amazon SNSO|AM HIA|X|E ELHD BE = = 2 2H HEtE 78E = JU&LICt sHx|gt
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"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Principal": {

"Service": "costalerts.amazonaws.com

iy

"Action": [
"kms:GenerateDataKey*",

"kms:Decrypt"
1,

"Resource":
1]
}

"y
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"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Principal": {

"Service": "costalerts.amazonaws.com

iy

"Action": [
"kms:GenerateDataKey*",

"kms:Decrypt"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"account-ID"

1
}
}
1]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/cost-optimization-
hub.bcm.amazonaws.com/AWSServiceRoleForCostOptimizationHub",
"Condition": {"StringlLike": {"iam:AWSServiceName": "cost-optimization-
hub.bcm.amazonaws.com"}}
.

{
"Effect": "Allow",

"Action": "iam:PutRolePolicy",
"Resource": "arn:aws:iam::*:role/aws-service-role/cost-optimization-
hub.bcm.amazonaws.com/AWSServiceRoleForCostOptimizationHub"

iy

{
"Effect": "Allow",
"Action": "cost-optimization-hub:UpdateEnrollmentStatus",

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid":
"Effect": "Allow",
"Action": [

"cost-optimization-hub:
"cost-optimization-hub:
"cost-optimization-hub:

"cost-optimization-hub
"cost-optimization-hub
"cost-optimization-hub

A= 0| Cost Optimization Huboll S EQI5t11

"CostOptimizationHubAdminAccess",

ListEnrollmentStatuses",
UpdateEnrollmentStatus",
GetPreferences",

:UpdatePreferences"”,
:GetRecommendation",
:ListRecommendations",
"cost-optimization-hub:

ListRecommendationSummaries",

"organizations:EnableAWSServiceAccess"

1,

"Resource": "*"

"Sid":
"Effect": "Allow",
"Action": [

"AllowCreationOfServicelLinkedRoleForCostOptimizationHub",

"iam:CreateServicelLinkedRole"

15
"Resource": [
"arn:aws:iam:

:*:role/aws-service-role/cost-optimization-

hub.bcm.amazonaws.com/AWSServiceRoleForCostOptimizationHub"

15
"Condition": {
"StringLike": {

"iam:AWSServiceName":

"Sid":
"Effect": "Allow",
"Action": [

"AllowAWSServiceAccessForCostOptimizationHub",

M| Aof CHEF HA| AMA H

"cost-optimization-hub.bcm.amazonaws.

com
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"organizations:EnableAWSServiceAccess"

1,

"Resource":

"Condition": {
"StringlLike": {

"
’

"organizations:ServicePrincipal": [

"cost-optimization-hub.bcm.amazonaws.com"

]
}
}
}
]
}
sled A
O| 22 M 50| Cost Optimization Hub0l| CHEF MR HM[A HEHE 2= O 28 HEE M3
grLCt.
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "CostOptimizationHubAdminAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses",
"cost-optimization-hub:UpdateEnrollmentStatus",
"cost-optimization-hub:GetPreferences",
"cost-optimization-hub:UpdatePreferences",
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",

197


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS H|g zH2| AEXt7tol=

iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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AWS of A ZX|E E 85109 ofAtol| CHEH TA| HMAE 5{2ELICH

#2l8 YA 0|F: AwSBudgetsActionsWithAWSResourceControlAccess

o ZrZ|d HH2 MEXoAH =HE HF T er, HolE 2ds A™dE = U= HEHS AWS o &t
of 204& = QU= MM HEto| UA=x| ZHelghot PN

B TR HAM|A HEHS KB 5to] HA & F
gtLICk. AWS Management Console

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"budgets:*"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "budgets.amazonaws.com"
}
}
},
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"Effect": "Allow",

"Action": [
"aws-portal:ModifyBilling",
"ec2:DescribeInstances",
"iam:ListGroups",
"iam:ListPolicies",
"iam:ListRoles",
"iam:ListUsers",
"organizations:ListAccounts",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListPolicies",
"organizations:ListRoots",
"rds:DescribeDBInstances",
"sns:ListTopics"

1,

"Resource": "*"

2|8 HA 0|F: AwSBudgetsActions_RolePolicyForResourceAdministrationWithSSM

ol 2|y HA2 EH 242 2tE € [ AWS Budgets7t AHEXHE CHAISIO &St S 2ol
Mg SLICh ol WM AWS E|AAE Mo{g HEHE Fo{F LI ol S0,
)

S35 Systems Manager
(SSM) 23 ZEE Al3l5t0{ Amazon EC2 =& Amazon RDS QIAEIA S A|XtE}

S
1 SX[gLCH.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",

"ec2:StopInstances",
"rds:DescribeDBInstances",
"rds:StartDBInstance",

"rds:StopDBInstance"
1,

"Resource": "*",
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"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"'ssm.amazonaws.com"
]
}
}
.
{

"Effect": "Allow",

"Action": [
"ssm:StartAutomationExecution"

1,

"Resource": [
"arn:aws:ssm:*:*:automation-definition/AWS-StartEC2Instance:*",
"arn:aws:ssm:*:*:automation-definition/AWS-StopEC2Instance:*",
"arn:aws:ssm:*:*:automation-definition/AWS-StartRdsInstance:*",
"arn:aws:ssm:*:*:automation-definition/AWS-StopRdsInstance:*"

]

}
]
}
HI® %58 5127} MH|A &S0l TR MHIAE 358 + UL
2|8 M* 0|5: CostOptimizationHubServiceRolePolicy
Cost Optimization Hub7t 2% HE & ZAMst 1 %245 2t7 O|o|E & HEIHIO|EHE =&E = U
g gt
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AwsOrgsAccess",

"Effect": "Allow",

"Action": [

"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListParents",
"organizations:DescribeOrganizationalUnit"

1,
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"Resource": [
T
]
.
{
"Sid": "CostExplorerAccess",
"Effect": "Allow",
"Action": [
"ce:ListCostAllocationTags"
1,
"Resource": [
T
]
}

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "CostOptimizationHubReadOnlyAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses",
"cost-optimization-hub:GetPreferences",
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

1,

"Resource": "*"

}
]
}
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"2012-10-17",

"Statement": [

{

At A

|
A
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3t o201 CHEF HAM& H

O|&: CostOptimizationHubAdminAccess

"Sid": "CostOptimizationHubAdminAccess",

"Effect":

"Action": [

]I

"Resource":

"Sid": "AllowCreationOfServicelLinkedRoleForCostOptimizationHub",
"Effect":

"cost-optimization-hub:
"cost-optimization-hub:
"cost-optimization-hub:
"cost-optimization-hub:
"cost-optimization-hub:
"cost-optimization-hub:
"cost-optimization-hub:

"Allow",

ListEnrollmentStatuses",
UpdateEnrollmentStatus",

GetPreferences",

UpdatePreferences",
GetRecommendation",

ListRecommendations",
ListRecommendationSummaries",

"organizations:EnableAWSServiceAccess"

i

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": [

"arn:aws:iam::*:role/aws-service-role/cost-optimization-

"Allow",

hub.bcm.amazonaws.com/AWSServiceRoleForCostOptimizationHub"

]I

"Condition": {

"Sid":
"Effect":

"StringlLike": {

"iam:AWSServiceName": "cost-optimization-hub.bcm.amazonaws.com"

"Action": [

"AllowAWSServiceAccessForCostOptimizationHub",
"Allow",

HIE ZEIE I8 IAM EX AL AWS
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"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"organizations:ServicePrincipal": [
"cost-optimization-hub.bcm.amazonaws.com"

-

MH|A 2 S0l 228t & MH[A00 HIE €S HOIEHE EE€E + U&LICH

2l H2 0|&: SplitCostAllocationDataServiceRolePolicy

Mot 22 28 HI® &Y HI0|E{E S35l AWS Organizations HEE AAMSt 1 1240 MEHSH 2
g H|8 &Y dIO|E MH|A0] CHEE 4 2A HIO|HE =&E = JU&LIch

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AwsOrganizationsAccess",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "AmazonManagedServiceForPrometheusAccess",
"Effect": "Allow",
"Action": [
"aps:ListWorkspaces",
"aps:QueryMetrics"
1,

"Resource": "*"
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KEMIEH L8 2 EE HIS &9 Clo[E{of CHEF MH[A 214 HE S HEsHAAIL.

m

CllolEe A X ETJL CHE MH|AN HHAE = UL F HSFLICH AWS
ZHe2ls XA 0|F: AWSBCMDataExportsServiceRolePolicy

E||0|E-| LHELHZ|7} AF RFE CHAI8H04 Cost Optimization Hub S 2| CHE AWS MH|A 0] HAMAE 4
—I o.IQ.oFL_lEI-

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "CostOptimizationRecommendationAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses",
"cost-optimization-hub:ListRecommendations"

1,

"Resource": "*"

}
]
}
KMt L2 Oo|H LHELWZ|E @[3t AMH[A 917 g2 XS AL,

AWS 22|33 X=Hof| CHEF AWS H|2 2| HO|0|E

Ol AfHIA0IM OIEHEH #173 AFEHE F5{57| AISHEH O|% 2443 AWS Cost Management2| AWS &
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https://docs.aws.amazon.com/cost-management/latest/userguide/split-cost-allocation-data-SLR.html
https://docs.aws.amazon.com/cost-management/latest/userguide/data-exports-SLR.html
https://docs.aws.amazon.com/cost-management/latest/userguide/doc-history.html
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https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#date-exports-managedIAM
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#date-exports-managedIAM
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#split-cost-allocation-data-managedIAM
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#split-cost-allocation-data-managedIAM
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#budget-managedIAM-SSM
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#budget-managedIAM-SSM
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#budget-managedIAM-SSM
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https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#cost-optimization-hub-read-only
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#cost-optimization-hub-read-only
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#cost-optimization-hub-admin
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#cost-optimization-hub-admin
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#cost-optimization-hub-managedIAM
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#cost-optimization-hub-managedIAM
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-iam-permissions.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-iam-mapping-reference.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/changes-to-aws-billing-cost-management-and-account-consoles-permissions/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-example-policies.html
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https://portal.aws.amazon.com/billing/home#/account
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "aws-portal:*",
"Resource": "*"
}
]
}
U Aol CHEH AWS 22 HIS L AR QIR AMA HE

A E M HEe| H|E L A& O|O|E{o]| CHEF HMAE M|THetEd™ BE|(X[Z Q) AEE A& 35tod
Cost Explorer 7|2 A7 0] HAMASHT 42 A HAM| A (Linked Account Access)E MEH F[AEL
Ct. O|= 7| otT HE HEHo| AR EE= HE 0| =& st= IAM Fof 27810 Cost Explorer (AWS
Cost Management) 22, Cost Explorer APl & AWS £2£& FH|0|X|2]| H|& L AT {Xof M HIS
S AMS ClO|E{o]| CHEF M| AT HEELICE.

ST ALSA U B0l CHEF AWS 22 HIS U ALST 9N AN A 7=
S ALSR U ofEtol CHE AWS 22 HIS U ALS T 91T HMIAES HE 52T of2f HEt WM A
S3tMl.
@ Note
AR} EE= dEto] o] HAME F715HH AFEXE7| Cost Explorer (AWS H|E ZE|) 2& &
Cost Explorer AP104| M| A& 4= QA ELICEH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "ce:*",
"Resource": "*"
}
]
}
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AWS MH[A0] CHEF MA| M| A= 318 35HXIBF Billing and Cost Management 2 & 04| CH
gt ALE R AMAE HE

Billing and Cost Management 2& 2| Z & =0 CHEF IAM AL Xt2| HMAE 74—'?’-3PE4‘:'._=| Cte &2
2 MEELICH 0| B AFEA7H AM HE & =7 0i| CHEt HBHAE Aofets HREol| HAMAE &= ¢
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"aws-portal:*",
"iam:*"
1,
"Resource": "*"
}
]
}

HAE MHEE A5t IAM AF8 X7} Billing and Cost Management 2£2 € = UL S
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o
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O] HZ2 Payments Method & Reports 2& H O|X|& H|R & 2 & Billing 2 Cost Management &
off CHEt 217 M8 HMAE {83 XIBH Account Settings H O] X|0f| CHEF HMAE HESFE2ZZE HH H]
2HS ofEtx{ HE 2 2ot MEo| EEEuUct
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "aws-portal:View*",
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"Resource": "*"

.

{
"Effect": "Deny",
"Action": "aws-portal:*Account",
"Resource": "*"

}

]
}
IAM AFS XL AR HEE S 4 UTE 518

IAM AF& X}7} Billing and Cost Management 2£0|AM HHE Z2X HEE +=HE £+ UTE 51835
20 1AM AL X7 AR HEE = & UE S 518510 FLCt CHE A of| Al= IAM AFEAEIE
-

Consolidated Billing, Preferences, Credits 2& H|O|X|& £HE &= UL F ST LICH £ IAM AS
Xt7} CHE Billing and Cost Management 2 H|O|X|& E&= AT S &LCt.
« CHAIEE

» Cost Explorer
- HTAM
« Orders and invoices(F=& ! QIE 0|A)

RN =

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "aws-portal:*Billing",
"Resource": "*"

}

]
}
IAM AtEXE7L ofl&F 2 MHE = ULE 58

A& Xt7t Billing and Cost Management 2 & 04| A 0| &HS MAdeh = UH| Sted™H AL A7 HF HEE
E 1, CloudWatch ZE E M3l 1, Amazon SNS 22 MM& £~ QT E {5l of gLich Che ™
Mool M= AL XE7E ol & 2& HO|X|E +Het =& S{SFLCh.
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [

"y n

"Sid": "Stmtl1435216514000",
"Effect": "Allow",
"Action": [

"cloudwatch:*"

1,

"Resource": [

"y n

"Sid": "Stmtl435216552000",
"Effect": "Allow",
"Action": [
"sns:*"
1,
"Resource": [
"arn:aws:sns:us-east-1::"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aws-portal:*Billing",
"aws-portal:*Usage",
"aws-portal:*PaymentMethods"

1,

"Resource": "*"

.
{

"Effect": "Deny",

"Action": "aws-portal:*Account",

"Resource": "*"

}
]
}

Che A2 AFRAF7F AWS BT Amazon S3 %8 25 AR5l 1 9= ¥ Billing and Cost
ManagementOllA A& AWS HTAHE Amazon S3 HZI0ol| K& 5= A 6-|9-3*‘L,|L'_|- £F o] MAe

AMEXL7F ofL|2t Amazon S3 HHZ!0l| & [o{ofF BfL|Ct & A& XL 7|8 A 0| ofL2t 2|44 7|8t
BH9ILIch. 37 Mol HNAZ B27t gt ABRIOIHE BIZ0l CHEt AIB A} QIMIAE A aloF &
L|Ct.

bucketnameg& HZ! O|§ 2 £ HIEL|CE

RtMIEH LH& 2 Amazon Simple Storage Service AFE DB M| HZ! A S AFEX HH ALE2 & X
StMIR.

"Version": "2012-10-17",
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https://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "billingreports.amazonaws.com"
.
"Action": [
"s3:GetBucketAcl",
"s3:GetBucketPolicy"
1,
"Resource": "arn:aws:s3:::bucketname"
.
{
"Effect": "Allow",
"Principal": {
"Service": "billingreports.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucketname/*"
}
]

HIE X AISE 27|

A&XE7F AWS Cost Explorer APIE A8 = UL 535t Ot HAM S AFE5H0{ AA|A HE

2 R0t MAI2.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ce:*"

1,

"Resource": [

nin
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"ce:UpdatePreferences"

1,
"Resource": "*"
}
]
}
CHS HH2 IAM AR}t Cost Explorerg 2 & U= S 5185tEl 7|2 ™ HOIX|E 2L HEY
& e Hate ML
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [

"aws-portal:ViewBilling"

1,
"Resource": "*"

},

{

"Sid": "VisualEditorl",
"Effect": "Deny",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
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"ce:GetPreferences",
"ce:UpdatePreferences"

1,
"Resource": "*"
}
]
}
CtS HA2 IAM AFE X7} Cost Explorerg & = UL 5185t 7|2 ME Ho|X|E HEE = Ue
Het2 HE gL
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling"
1,
"Resource": "*"
.
{
"Sid": "VisualEditorl",
"Effect": "Deny",
"Action": [
"ce:UpdatePreferences"
1,
"Resource": "*"
}
]
}

Cost Explorer 2114 HO|X|E AF235l04 T3] MM AH|0|E L AKX

O &2 |AM AL X}7} Cost Explorer E11A HO|X|E E11, MAst0, AUC|o|EStD, AXE £
g &t
{

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"ce:CreateReport",
"ce:UpdateReport",
"ce:DeleteReport"

1,
"Resource": "*"
}
]
}
CtZ HA2 |IAM AF&XE7t Cost Explorerg € = UL S 5185tk 210 A H0|X|E E7AHL HEE £
A HEt2 HEELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling"
1,
"Resource": "*"
},
{
"Sid": "VisualEditorl",
"Effect": "Deny",
"Action": [
"ce:DescribeReport",
"ce:CreateReport",
"ce:UpdateReport",
"ce:DeleteReport"
1,
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling

1,

"Resource": "*"

"Sid": "VisualEditorl",

"Effect": "Deny",

"Action":
"ce:CreateReport",
"ce:UpdateReport",
"ce:DeleteReport"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling",
"ce:CreateNotificationSubscription",
"ce:UpdateNotificationSubscription",
"ce:DeleteNotificationSubscription"
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-ris.html
https://docs.aws.amazon.com/savingsplans/latest/userguide/sp-overview.html#sp-alert
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iF
"Resource": "*"
}
]
}
CtS HA2 IAM AFE X7} Cost Explorer 2 = UEE 3{&5tE| 0| 2F Bt 2 2 &|(Reservation

Expiration Alerts) & HZd £3 &2 H0|X|§ EHL HEE = U= HetS HFE Lo

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [

"aws-portal:ViewBilling"

1,

"Resource": "*"

.
{

"Sid": "VisualEditorl",

"Effect": "Deny",

"Action": [
"ce:DescribeNotificationSubscription",
"ce:CreateNotificationSubscription",
"ce:UpdateNotificationSubscription",
"ce:DeleteNotificationSubscription"

1,

"Resource": "*"

}
]
}

Ch= E&2 IAM AL A7 Cost Explorer 2 = U5 5{&3HE/ ofleF otz r2l 2 MZHsd Z 2 of &
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@o",
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"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling"

1,

"Resource": "*"

"Sid": "VisualEditorl",

"Effect": "Deny",

"Action": [
"ce:CreateNotificationSubscription",
"ce:UpdateNotificationSubscription",
"ce:DeleteNotificationSubscription"

1,

"Resource": "*"
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Lk,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ce:Get*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:AttachGroupPolicy",

iam:AttachRolePolicy",

iam:AttachUserPolicy",

iam:DetachGroupPolicy",

iam:DetachRolePolicy",
"iam:DetachUserPolicy",
"organizations:AttachPolicy",
"organizations:DetachPolicy"

1,

"Resource": "*"
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A A
(® Note
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Service": "budgets.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:budgets::123456789012:budget/*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}

)
ro
02
12

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
ec2:StopInstances"”,
iam:AttachGroupPolicy",
iam:AttachRolePolicy",
"iam:AttachUserPolicy",

iam:DetachGroupPolicy",

iam:DetachRolePolicy",
"iam:DetachUserPolicy",
"organizations:AttachPolicy",
"organizations:DetachPolicy",
"rds:DescribeDBInstances",
"rds:StartDBInstance",

"rds:StopDBInstance",

1,

"Resource": "*"

ssm:StartAutomationExecution"
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ARAgLCt.

 aws-portal HAmHoO|A
* purchase-orders:ViewPurchaseOrders

* purchase-orders:ModifyPurchaseOrders
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* aws-portal:ViewAccount

* aws-portal:ViewBilling

* aws-portal:ViewPaymentMethods

* aws-portal:ViewUsage

* aws-portal:ModifyAccount

* aws-portal:ModifyBilling

* aws-portal:ModifyPaymentMethods
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https://console.aws.amazon.com/cost-management/home#/
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:GetCostCategories
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GetTags
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DescribeReport
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AWS Budgets
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IAM %}

I

ce:CreateReport

ce:DescribeReport

ce:DeleteReport

budgets:ViewBudget

budgets:DescribeBu
dgetActionsForBudg
et

budgets:DescribeBu
dgetAction

budgets:DescribeBu
dgetActionsForAcco
unt

budgets:DescribeBu
dgetActionHistories
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IAM %}

I

budgets:CreateBudg
etAction

budgets:ExecuteBud
getAction

budgets:DeleteBudg
etAction

budgets:UpdateBudg
etAction

budgets:ModifyBudget
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IAM %}

I

ce:GetDimensionVal
ues

ce:GetCostAndUsage

ce:CreateAnomalyMo
nitor

ce:GetAnomalyMonit
ors

ce:UpdateAnomalyMo
nitor

ce:DeleteAnomalyMo
nitor

ce:CreateAnomalySu
bscription

ce:GetAnomalySubsc
riptions

ce:UpdateAnomalySu
bscription

ce:DeleteAnomalySu
bscription

ce:GetAnomalies

ce:ProvideAnomalyF
eedback

Ad404
=o

Cost Anomaly Detection H O]
XlolMd E7], o, A 2 A
ClIOIEE == U= AHERH HEt

£ 518 stHLE HF LI

HAM|A AMof oto|z 20| M5t 7|

237


https://console.aws.amazon.com/cost-management/home#/anomaly-detection
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ce:GetTags

ce:GetRightsizingR
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ce:GetSavingsPlans
UtilizationDetails

ce:GetSavingsPlans
PurchaseRecommenda
tion

ce:DescribeNotific
ationSubscription

ce:CreateNotificat
ionSubscription

ce:UpdateNotificat
ionSubscription

ce:DeleteNotificat
ionSubscription

savingsplans:Descr
ibeSavingsPlans

ce:GetSavingsPlans
UtilizationDetails
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ationGeneration
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dationGeneration

savingsplans:Descr
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ce:DescribeReport

ce:GetSavingsPlans
Utilization

ce:GetSavingsPlans
UtilizationDetails

ce:GetDimensionVal
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https://console.aws.amazon.com/cost-management/home#/ri/dashboard
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ce:GetReservationC
overage

ce:GetReservationP
urchaseRecommendat
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ce:DescribeReport
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ce:GetCostCategories

ce:CreateReport

ce:GetPreferences
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-iam-mapping-reference.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/changes-to-aws-billing-cost-management-and-account-consoles-permissions/
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* aws-portal:GetConsoleActionSetEnforced

« aws-portal:UpdateConsoleActionSetEnforced

« ce:GetConsoleActionSetEnforced

» ce:UpdateConsoleActionSetEnforced

* purchase-orders:GetConsoleActionSetEnforced

* purchase-orders:UpdateConsoleActionSetEnforced
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Example 0i|: IAM 2 0| 2! 0%

CtZ IAM H2oi= 0|™ aws-portal:ViewPaymentMethods & 40| /& LICt.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"aws-portal:ViewPaymentMethods"

HAM|A AMof oto|z 20| M5t 7| 245


https://aws.amazon.com/blogs/aws-cloud-financial-management/changes-to-aws-billing-cost-management-and-account-consoles-permissions/#How-to-toggle-accounts-between-new-fine-grained-actions-or-existing-IAM-Actions
https://aws.amazon.com/blogs/aws-cloud-financial-management/changes-to-aws-billing-cost-management-and-account-consoles-permissions/#How-to-toggle-accounts-between-new-fine-grained-actions-or-existing-IAM-Actions
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"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aws-portal:ViewPaymentMethods"

1,

"Resource": "*"

3,
{

"Sid": "AffectedPoliciesMigrator@",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation",
"invoicing:GetInvoicePDF",
"payments:GetPaymentInstrument",
"payments:GetPaymentStatus",
"payments:ListPaymentPreferences"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_sid.html
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"Effect": "Allow",
"Action": [
"iam:UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/bcm-data-exports.amazonaws.com/
AwWSServiceRoleForBCMDataExports",

"Condition": {"StringlLike": {"iam:AWSServiceName": "bcm-data-
exports.amazonaws.com"}}

}
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"eventVersion":"1.08",
"userIdentity":{
"accountId":"111122223333",
"accessKeyId":"AIDACKCEVSQ6C2EXAMPLE™
.
"eventTime":"2022-05-24T722:38:517",
"eventSource":'"ce.amazonaws.com",
"eventName":"GetCostandUsage",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.100.10.10",
"requestParameters":{
"TimePeriod":{
"Start":"2022-01-01",
"End":"2022-01-31"
.
"Metrics":[
"UnblendedCost",
"UsageQuantity"
1,
"Granularity":"MONTHLY",
"GroupBy": [
{
"Type":"DIMENSION",
"Key":"SERVICE"

.
"responsekElements":null,
"requestID":"3295c994-063e-44ac-80fb-b4@exampledf",
"eventID":"5923c499-063e-44ac-80fb-b40exampledf",
"readOnly":true,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"1111-2222-3333",
"eventCategory":"Management",
"tlsDetails":{
"tlsVersion":"TLSv1l.2",
"clientProvidedHostHeader":"ce.us-east-1.amazonaws.com"
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« Throttling Exception
« HMA HE 0o 2
-« APl &4

« ListEnrollmentf EH

» ListRecommendations

 ListRecommendation2 2f

+ GetRecommendation

« UpdateEnroliment4EH

» UpdatePreferences

Throttling Exception
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
arn": "arn:aws:iam::111122223333:role/Admin",
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"accountId": "111122223333",
"john-doe": "Admin"

},

"attributes": {
"creationDate": "2023-10-14T00:48:50Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-14TQ1:16:45Z",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListEnrollmentStatuses",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"errorCode": "ThrottlingException",
"requestParameters": null,
"responseElements": null,
"requestID": "cc@4aal0-7417-4c46-bleb-EXAMPLE1df2b",
"eventID": "754a3aad-1b54-456a-aclf-EXAMPLEQe9c3",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "localhost:8080"

AMA HEF oL

C}S ol AccessDenied 0f|2|0f CHEt 2 =8 EoiFLICE.

"eventVersion": "1.09",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FTKD2BZKUK:john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {

arn": "arn:aws:sts::111122223333:assumed-role/ReadOnly/john-doe"
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"type": "Role",
"principalld": "EXAMPLEAIZSFTKD2BZKUK",
"arn": "arn:aws:iam::111122223333:role/ReadOnly",
"accountId": "111122223333",
"john-doe": "ReadOnly"
I
"attributes": {
"creationDate": "2023-10-16T19:08:36Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-16T19:11:042",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListEnrollmentStatuses",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "PostmanRuntime/7.28.3",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:sts::111122223333:assumed-role/ReadOnly/john-
doe is not authorized to perform: cost-optimization-hub:ListEnrollmentStatuses
on resource: * because no identity-based policy allows the cost-optimization-
hub:ListEnrollmentStatuses action",

"requestParameters": null,

"responseElements": null,

"requestID": "le@2d84a-b04a-4b71-8615-EXAMPLEdcda7",

"eventID": "71c86695-d4ec-4caa-al06-EXAMPLEe@d94",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "localhost:8080"

ListEnrollment4} EH
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"eventVersion": "1.09",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",

"arn": "arn:aws:iam::111122223333:role/Admin",

"accountId": "111122223333",
"john-doe": "Admin"

},

"attributes": {
"creationDate": "2023-10-14T00:48:50Z7",
"mfaAuthenticated": "false"

}
iy
"eventTime": "2023-10-14T01:16:43Z",

"eventSource": "cost-optimization-hub.amazonaws.com",

"eventName": "ListEnrollmentStatuses",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "PostmanRuntime/7.28.3",

"requestParameters": {
"includeOrganizationInfo": false

.

"responseElements": null,

"requestID": "cba87aa3-4678-41b8-a840-EXAMPLEaf3b8",

"eventID": "57f04d0e-61f7-4c@f-805c-EXAMPLEbbbf5",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "localhost:8080"

ListRecommendations
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arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC: john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
},
"attributes": {
"creationDate": "2023-10-16T23:47:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-17T00:45:297",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListRecommendations",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {
"filter": {
"resourceldentifiers": [
"arn:aws:ecs:us-east-1:111122223333:service/

EXAMPLEAccountsIntegrationService-EcsCluster-ClusterEBO@386A7-7fsvP2MMmxZ5/
EXAMPLEAccountsIntegrationService-EcsService-Service9571FDD8-Dgm4mPMLstDn"

]

},

"includeAllRecommendations": false
},
"responseElements": null,
"requestID": "a5b2df72-2cfd-4628-8a72-EXAMPLE7560a",
"eventID": "a73befl3-6af7-4cll1-a708-EXAMPLE6af5c",
"readOnly": true,
"eventType": "AwsApiCall",

arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
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"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "cost-optimization-hub.us-east-1.amazonaws.com"
}

ListRecommendation2 &f
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2023-10-16T23:47:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-17T00:46:16Z7",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListRecommendationSummaries",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {

"groupBy": "ResourceType"

iy

"responseElements": null,
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"requestID": "ab54e6ad-72fe-48fe-82e9-EXAMPLEa6dle",
"eventID": "9288d9fa-939d-4e5f-a49a-EXAMPLEebl4b",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management",

"tlsDetails": {

"clientProvidedHostHeader": "cost-optimization-hub.us-east-1.amazonaws.com"

GetRecommendation

CHS o Xl= GetRecommendation APl 2Hdof CHet 21 &= EoiFL|Ct.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",

"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
1,
"attributes": {
"creationDate": "2023-10-16T23:47:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-17T0Q0:47:48Z",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "GetRecommendation",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
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"requestParameters": {
"recommendationId":

"EXAMPLEwWMZEwODU5XzQyNTFhNGE4LWZKkZDItNDUyZilhMjY4LWRkOTFKOTALMTc1MA=="

I

"responseElements": null,

"requestID": "e289a76a-182c-4bc9-8093-EXAMPLEbed0e",

"eventID": "fled7ee6-871c-41fd-bb27-EXAMPLE24b64",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "cost-optimization-hub.us-east-1.amazonaws.com"
}

UpdateEnroliment &} E}

CH2 oAM= UpdateEnrollmentStatus APl 2Fdof| CHSH 21 &5 2oi&LICt

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
I
"attributes": {
"creationDate": "2023-10-16T19:11:30Z",
"mfaAuthenticated": "false"

}

.
"eventTime": "2023-10-16T19:12:35Z7",
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"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "UpdateEnrollmentStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {

"status": "Inactive"
iy
"responseElements": {
"status": "Inactive"
iy

"requestID": "6bf@c8a3-af53-4c4e-8f50-EXAMPLE477f0",
"eventID": "d2bfa850-ef3d-4317-8ac4-EXAMPLEc16bl",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "localhost:8080"

UpdatePreferences

CH2 oAM= UpdatePreferences API 2t doi CHSt 21 &5 & Eo{ELICH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
I
"attributes": {
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"creationDate": "2023-10-16T19:11:30Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-16T19:16:00Z",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "UpdatePreferences",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {

"costMetricsType": "AfterDiscounts"
},
"responseElements": {
"costMetricsType": "AfterDiscounts",
"memberAccountDiscountVisibility": "None"
},

"requestID": "@le56ca3-47af-45f0-85aa-EXAMPLE30Qb42",
"eventID": "7350ff23-35f5-4760-98b2-EXAMPLE61f13",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "localhost:8080"
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