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// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();

C#/ .NET

var discoveryFilter = new DiscoveryFilter

{
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List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.buildexr()
.name (" compoundBeaconName")
.split(".")
.signed(signedPartList)
.constructors(constructorList)

.build();
compoundBeaconList.add(exampleCompoundBeacon);

HIZ HEH ol

CHS ol E HIZ HEM HBE #& S5 9oz YolgLich HIZ HE eolof chet xt
Mt LIE2 HIZ A8 2 HZsHAAI2.

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)

.version(1l) // MUST be 1

.keyStore(keyStore)

.keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

A ZE ME: csE FE5HAA|2. BeaconConfig
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var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);
HIZ B H2

CHS GlAE HIZ HEWM MBE F& S5 d9dez YolgLich HIZ HX Heolof Chet xt
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var beaconVersions = new List<BeaconVersion>
{

new BeaconVersion

{

StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = keyStore,

KeySource = new BeaconKeySource

{

Single = new SingleKeyStore
{
KeyId = branchKeylId,
CacheTTL = 6000
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Java

List<SignedPart> signedPartList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);

C#/ NET

var signedPartslList = new List<SignedPart>

{
new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
i
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Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

1EFAOM BHE dEX R EE AL8sto] MEE HITE 28 + Us 7tsE ZE doll &

£ YYRE BELCH

0€ £0{Fieldl.Field2.Field3 & Field4.Field2.Field30 CH3H #2I5t2{™ F 74
O MMXIE BrE 040k EfLICH Fieldl & Field42 F 7ol HE MMXIof Holg|o] )lem
EECHELE £ JUsLIcH
Java

// Create a list for Fieldl.Field2.Field3 queries

List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl23ConstructorPartList.add(fieldlConstructorPart);
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fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries

List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();

field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,

field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,

field2ConstructorPart, fieldlConstructorPart }
lig
3. 2CHAH|M BHE 2 E MHEXIE ZEots M8 S5 thEL o

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor)
constructorList.add(field421Constructor)

C#/ .NET

var constructorList = new List<Constructor>
{
fieldl23Constructor,
field421Constructor

28
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyArn)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/ NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

{
Generator = kmsKeyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};

IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
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var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

{

Generator = multiRegionKeyArn,
KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter
};

var decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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Java

// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();

// Create the discovery keyring

CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
1
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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2 7tAseLICH =2/ 7| AE0{ O|§2 DynamoDB E|O|& O|F1 Z2 &= UXIT HIEA| ZE
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M DynamoDB EloI= 2 % #i5t % kx| 7] AZ0] o|g0| HHE 2, ABH 7I120| Laix |
AE0{0]| A& HMAE = JUEF =2|1X 7| 2E04 0|F0| x| DynamoDB E|0|& O|&0i OH

ZELch

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(

KeyStoreConfig.buildexr()

.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)

.build())
.build()).build();

C#/ .NET

var kmsConfig = new KMSConfiguration { KmsKeyArn

var keystoreConfig = new KeyStoreConfig

= kmsKeyArn };
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{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
};

var keystore

new KeyStore(keystoreConfig);

2CHH: CreateKeyStore S£2 S8 ERliX| 7| &AL M
Cls &S 85t HAlR| 7|18 |XIstD ES8 HMR| 7| AE0{7 MM ELICH.
Java
keystore.CreateKeyStore(CreateKeyStoreInput.builder().build());
C#/ .NET
var createKeyStoreOutput = keystore.CreateKeyStore(new CreateKeyStoreInput());
CreateKeyStore 2 dE s&stH 1EA M X|Het E|O|= 0| CHE = 42 A8 5H0d
DynamoDB E|O|£ 0| M ElL|C}.
ItE|M 7 S
7|8 Elolg branch-key-id type
(® Note
s MEsteE Cial 27| 7| £2E0{ Q&S 5t= DynamoDB Efl0|2 2 #8522 ddd
= UELICH CreateKeyStore EEIX| 7| AE0{E 822 dEstV|= MEE B2 1t
El 3 H& 7|0l ChZ EXHY 242 xIgst ok gfLict.
- ItE|M 7|: branch-key-id
+ Sort key: type
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o
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3CHH: CreateKey S E£2 S8 M M 23X 7| MM
CtE U2 1EHAIM X|EHE KMS 7|& AH85tod M &M 27| 7|18 M5t D 2B Ao A 2445t
DynamoDB E|O|E0i & 27| 7|E FIteFLct.
CreateKeyE S &£ M Ot 22 MEHXN 7t 2 XIHSIE S MEfE = /J&LCH.
« branchKeyIdentifier: AF&X} X g
A&XF X branch-key-idE HE24™ encryptionContext TFZtOIE{0f F7} & 53| 71
AET ZESHoF gLt

« encryptionContext: kms: S£0i Xl 53 ZAEHAE | F7I 215 C|0|E (AAD) E A
.I

Sot= MEIA HIH|E 7]-2f W MIEE |8t LICt GenerateDataKeyWithoutPlaintext

Ol &7t &3t HHAEE aws-crypto-ec: HFAe EAIELICH

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(

CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL
.build()).branchKeyIdentifiex();

C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL

EncryptionContext = additionalEncryptionContext // OPTIONAL
1);

X, CreateKey U2 C+3 242 MELICH
+ branch-key-id2| H7 4 Universally Unique Identifier(UUID)(AF& At K| branch-key-id&
X|H5Hx| et 2 E2).

LS -
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AWS CI|O|E{H|O|A & 33 SDK
- BHEix| 7| Q| A 4 UUID
S MIAAI(UTC)L] ISO 8601 E#k 2! A|ZF 25AI0| timestamp
2 M83%t0d kms: & EE&LICH

54X
=Ho

x4

(=)

J2{™ CreateKey U2 CIZ 2
GenerateDataKeyWithoutPlaintext

{
"EncryptionContext": {

"branch-key-id" : "branch-key-id"

"type" : "type",

"create-time "timestamp"

"logical-key-store-name "the logical table name for your branch key store

"kms-arn" the KMS key ARN,

"hierarchy-version" : "1",

aws-crypto-ec:contextKey": "contextValue

"the KMS key ARN you specified in Step 1"

1,
"KeyId":
"NumberOfBytes": "32"

}
(@ Note
CIO[E{HO|AE AM 7t 5 S 3tE FHSHK| AT EHE CreateKey XS & stH
g 5HAX| 7]t H|A 7|71 S E!LIEP F 7| 25 E&liX| 7| AE0{0of KZELICH XiA|
SIS ZM ThisE 2B 518 QB HST 7|2 4SS HEGMR
O CHS CreateKey 22 ReEncryptkms: £ £&35+01 &35} ZHEHIAEE AO|0|ESI0 &
7lol chet & BZEE dEeLIC
OFX|2f 2 2 CreateKey X2 TransactWriteltemsddb: £ & &304 2EH A0l A BHE Ef[0]E 0]
71 718 KX M 52 deLo gSols o E £4d0| A&LCt
{
"branch-key-id" : branch-key-id,
"type" : "branch:ACTIVE",
"enc" the branch key returned by the GenerateDataKeyWithoutPlaintext call
version": "branch:version:the branch key version UUID",
create-time "timestamp",
"kms-arn "the KMS key ARN you specified in Step 1",
58 718
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"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
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Java

final MaterialProviders matProv = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();

final Keyring hierarchicalKeyring =

matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600

1

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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ma

branch-key-idE HZAL|X| &t &LICH VersionKeyE S & [ 34X M 22k 7|18 AHS =
branch-key-id& K|35l 0F &LICH.

Java

keystore.VersionKey(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()

);
C#/ .NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});
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SéPO# HE|E|'HE C|O|E{H|0|AE X[HE = JU&LICH J22{™ HSEX 7|~20|
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HEEH|HE A8 et AISX™ 7|32 Z7I(56te{™ HX Z B Eo| CiEh E21X| 7|E M
g5t HRiX| 7| ID SZAHE MAdsHor & LICH 7] 7] ID 3Z A= €235 ZAEHAEof X
HE ZLEE ANE5l{ YZEE SHSote O HRSHE|HES| 27| 7I1E A™ELICH 718X
O mE|M 2 X34 7|0t ot 551 HEIAE O ZEHELICH K| ¢ 55 i Al 35104
SIGN _AND INCLUDE IN ENCRYPTION CONTEXT &535t ZHEIAEON F7t ZEE Zde 4= &L
Ct.
® Note
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTY &3} =2 Al25ted
2 AWS O|O|E{H| 0| A & 53| SDK B{71 3.3 O|A S At23&Hof §LiCct =& E|T
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£ HlolE 22 S HO0|ESHT| ol ZE SRHH M HES HiZSHMAIL.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

= x| 7| ID 22 X2 S5 HIIIE0| branch-key-id %= 0|§& &7 &ol2 £ branch-
key-ids UL E £I5dt 0|2 BHE &= UELICE O E E0{ ZI5Et 0|2 AIE S EHEX| 7|1E

b3f61619- 4d35 48ad-a275-050f87e15122 CHAl tenantl2 EXEE £ Ql&LICH
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HA] AP 74 ™HREO| 1EHAIQF 2B A E IHEM . OH CHE, CHS HXE AI835104 Z HIHE
x| 7|1 MME5tn, 22| 7| ID S2AE MM T, HEHHE A E {8 Al5™ 7|28 =718+
1EH7A|: O|O|E{H|O| A0 M Zt B\ Eof CHE 23 x| 7| MM

Cllo|E{H|o|A 9| 2t B/ E o CHE CreateKeyE ZEELICEH

ChS &2 7| AE0{ MHIAE dde M X|HE KMS 7|1& AHE36tod & 72| 27| 71§ ddst

1, 271718 87| 7| AE0{R ALE3517| {5l 48 DynamoDB H|O|E 0] F7I&L|CH S Y&
KMS 7|2 R E E&ix| 7|& ES3loF &LCt.
Java

CreateKeyOutput branchKeyIdl =
keystore.CreateKey(CreateKeyInput.builder().build());

CreateKeyOutput branchKeyId2 =
keystore.CreateKey(CreateKeyInput.builder().build());

C#/ .NET

var branchKeyIdl
var branchKeyId2

keystore.CreateKey(new CreateKeyInput());
keystore.CreateKey(new CreateKeyInput());

2EH7A|: BRIX| 7| ID S2X

o

CIS oAM= 1EHAHI0AM MA8H F THe| 27| F|olM RI=8t
Z2l0|¢1E 8 AWS H|O|E{H|0|A =35} SDKE AL 35}0d

CreateDynamoDbEncryptionBranchKeyIdSupplier

-H)

|I§2 M43t DynamoDB
7| 7| ID 3SXtE

et S EEFLICL

o; HII
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Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;

}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.builder()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSuppliex();

C#/ .NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{

DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-ID-
tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;
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3EHA|: EBX| 7| ID SEXE Soll AEH 7|18 =7|=HELICH
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Z.S7|2}°E" I ZHA| -ﬁ-cgu_} 32 F

WAl &2 28 DS Mol AEM 7|22 HE|H|HE C|O|E{H 0| A E X|&Hst= Al
74K| FHAl 72! Default,, & MBELICE MultiThreaded StormTracking

T

FHAIE Rt X| o™ HBEH 7|22 RS2 7|2 Al REE A8t &= TS 1,000

o=z MdygfLct

Default (Recommended)

CHEE AFEALe| B2 7|8 FHAIR ARE F Arg 2 SFFLULCH 7|8 7HAlE HE[ARE

7 B2 EE8 XY E HALIRELCH 27| 7| AtR &€ S0| BHRE[MH 7|2 A= 27|
7| XAI2 50| B2 E[7] 10X Hof| & A= Y222 042 ABETFAWS KMS E &£ &
X ot 5 FLICH O|ZEH 5t stLte| ABEDE FHA| M2 TR QFE 2 AWS KMS E- &=
&LCt.

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/.NET

CacheType defaultCache = new CacheType

)

Default = new nn'F:n'I'I-{';trhn{l:n'l--ryr;\p;\r-i'l-y = 10)0)}
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};
7|2 StormTracking 7HAIQ FHA|E S ABT RS X|EHRITH 7|2 FHAIS AR 5104
ABHM 7IZE Z7I5tetedH ™ SF L x|HstH FHUICH FHAIE O MEstA ALS R X

524 FHAIE AF8 3 AIL. StormTracking
MultiThreaded

MultiThreaded 7HA|= HE|AME B-E0|A] St 5
(o]

DynamoDB £ & & %|A&tetE 7152 A
IR |H SAl 2E A2 20 Id

=
KMS Z£0| ofgq ' dh g = U&LICH

MultiThreaded FHA|E AIE35l0{ AIS ™ 7|2l = 7|8t5tE{H C}
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Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()

.entryCapacity(100)
.entryPruningTailSize(1)
.build())

C#/.NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};

StormTracking

StormTracking FHAl= HE|ABIEJt B2 &3S XY =S MAEIRIGLICH E4X| 7| &t
2 20| Bt2E|™ StormTracking A= 8t AB|=0i = E._H | 7| 4 24 E=0| Btz E
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[l O|2| g2d ofz] ABE7H AWS KMS 2 &£35HE A2 YX[ELICH o|E A 6™ kLt
ADEDFHA| M2 TE QHES AWS KMS B &= &Lt
StormTracking FHA|E At&35to HEX 7|2 E = 7|5t6tE{H CHS 22 RIHt A AR,

- 5 8F: 2L A MEE £+ Qe HEX| 7| XAIE §=9o| 8 AMEHELct

- 5 ™el Y 27| & Hol| Helg 231k| 7] K2 §50| £8 ™HolgftLct
ZlEat: &5 174

- R0 7|z ERAX| 7| AIRE ME X[z A7t BF2E[Z7HX]| AEl= Alzh(E)2 Holf
L|Ct.
7|22k 10=

- R0 ZtA: HARX| 7| RIRo| M2 I HE AlE 2tE(X)E ™olgfLct.
7128k 1=

- HotR: HHMX| 7| AIRE ME ITEH = U= SAI AR H+E HolgL ot
7|82k 203] Al

« ME FX| AlZHTTL): B3R 7| RI2E ME T Xl2d= A7t A Alzt Z=aHE w7zt x| 2
AlZHE)E HOolgrLICt. GetCacheEntryol CHEF SE 22 FH A7} NoSuchEntryE Pt
g motct Y 2 X[ 7|= PutCache 851 S8 717t Z7ISE WX S 52l R
2 ZHFEC
7|22k 20

« M7 fanOut =1+ A| A E7I M HEE RX[El= AlZh(E)S HolgLct
7|22k 202ElE

Java

.cache(CacheType.builder()

.StormTracking(StormTrackingCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)

.gracelnterval(1l)

.fanOut(20)

.inFlightTTL(20)

.sleepMilli(20)
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.build())

C#/.NET

CacheType stormTrackingCache = new CacheType

{

StormTracking = new StormTrackingCache
{

EntryCapacity = 100,

EntryPruningTailSize = 1,

FanOut = 20,

Gracelnterval = 1,

GracePeriod = 10,

InFlightTTL = 20,

SleepMilli = 20
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E Soll AIEH 7122l KMS 7|oi| CHet HMAE K|ofstE <2 ZIZE =713
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=
Qe ZE Het Foi EEZS M3stof &Lch

CHS oKX= 2Bt A M8 27| 7] ID SZ2AE AFE35H04d AE 7I12E Z7I8HstD, FHA| Mg
TLL2 600Z= 0|1, Z[CH FHA| Z7|= 1000 LIC}. O] 0d|A|= DynamoDB Z2+0|E & O|O|E{H| O]
A AWS &5 31 SDKE At35t0 HE™ 7|2l =788},

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

.build();
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final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 100 }

i

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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7| AE0{ CreateKey U2 ERX| 7|2 H[ZH 7|E 25 HHE
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HEx| 7|2t H|Z 7|= 7| AE0{ MH|AE e [ AWS KMS key X|H35t= [dot S HAlo2
23 ELICH CreateKey X oM ERX| 7| 2 S AWS KMS GenerateDataKeyWithoutPlaintext £
E8 F kmsE F HMZE 5 &5l0{ S RE S AHE5t0{ HIZ 7|18 &t

{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your branch key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1

},
"KeyId": "the KMS key ARN",
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JHeER 7Hol=
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"NumberOfBytes": "32"

}
£ 7|18 25 M8 & CreateKey 22 TransactWriteltemsddb: & £ &35t0{ EEHX| 7| AE 040
HX| 7[2t HIZ 7|8 RXIE F 7He| M &= 2 FMELICH

3} SDK7 27| 7| AEOM HIZ 7|& #H2IgL|ct 1

EZ HIZE 745t AWS HI0|E{H[0]A &t &
= Ch2 HMAC 7|8t extract-and-expand 7| =& &< (HKDF) & At83t0o4 HIZ 7|8 & HIZ 2| 0
St Zgstod X[-El HIZof Cigt HMAC 71§ A gfLich

x| 7|19t &2l 23 %| 7| AE0{0|= branch-key-idY H|Zd 7| HHT0| StLMA B Q& LICEH HIZA

ZH
£ Mo WA= K| ef &L

|Z19| H|ZAH tHK*E Molg = H|Ad 7I1E€ AlgEstn HIZ 7| Ab=ofl CHEE FHA| X8 =
Bl o| 2Z FHA|0f| MEEIL|C} 2 AL

| E[HE E||0|E-|H-||0| 9= keySourceE Moldt= HHE EoiELICH HZEE branch-

key-idof |8t H|ZA 7|2 H|AH 7|§ AlHEELICt.

keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())
.build())

C#/ .NET

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
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HE|E|'HE C|o|E{H[0] &2 HIH A4 HOl

HE|E|'ZE HO|E{H[0|AE A8 8tE B2 keySourceE & i CHZ 2/ 2 XIHsloF &LILCE.

keyFieldName

XEE HHAE CiEh H|ZdE ddst= ol AFEE | 7[2 branch-key-id #&#E ZEE N
5lE HEo| 0|§ 8 HolgtLICh keyFieldName &lo|o| BRI 4 QI X|2t Cf|O|E{H| O] A
o|CtE 2 E ZEof ngalof gLICt HIO|EHHO|AM M BZEE M= B2 i Bl|Z=0f CH
gt "I Mdste= ol AH8El= HIH 7|18 A85t= branch-key-id7t O] 2=0i| A& ELICH.
H|Z4 #{2|0of o] 2HEE Z st H|ZA2 RAH[AHSHE O 2 Ft MAE H|ZH 7| AIRE A3t of
LICH RtMIEt ME = HE[HHE H|0|E{H0|A S| HIZH HE[S FXESHAMIR.

cacheTTL

A= AlZh(E) &Lt of Zt2

24 H|ZH Al LHe| HIZ 7| Rt 2 &= 0| B2 E|7| ol AFSE £
FHAIAM A HE LICt.

O Ch 7{of B LICH FHA| MBH TTLO| BHEE|H ST &=0| 24
(M= A FHA

9HA| s =|OII-P Ea* 5’HAI01I MEE = As BRR| 7| A2 5 +& A8 X[PsiedH 7|72
2 KI%

SHEEMI2
Al 82 AdY Z=2E HolgLct HEX 7|32 HE[HHE C|O|EH0|AE X[5t= Al
7t x| FH Al R (Default,,) 2 M3 &LICH MultiThreaded StormTracking
FHAIE R|H5tK| toM HEXM 7|22 AS2E 7|8 Al 82 AI85t1 &5 8F 2 1,000

o2 MAErL|Ct.

Default (Recommended)

CHEE AL XIS B 7I&2 FHAIR ABY QLT AFE 2 SFFLC 718 7lA = HEIABE
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Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/.NET

CacheType defaultCache = new CacheType
{

Default = new DefaultCache{EntryCapacity = 100}
};

7|2 StormTracking 7HAI2F FHA|E SUSH AT REE X[HEHX|DH 7|2 FHAIE AFHE 5104
AE™ 7|28 7|5 5t2{H @l2d 220+ |5t ZL|ct FHAIS o MLUsHA AFE A X ™
StEdH FHA|E AL S A|2. StormTracking

MultiThreaded

MultiThreaded 7HA|= HE|AD|E BZ0IM FH5HAH AHEE = AU X|BF Amazon AWS KMS
DynamoDB 2 &8 £|435t5t= 7|52 M3B5HR| f&LICt et 23| 7| Xt=2 =240|
D2 LM SAl0| 2 ABER L 0| MESELICH O|2 QI 7HA| M2 T FEE 98 AWS
KMS £&0| 042 g ghligh £

MultiThreaded 7HA|E At&5t0{ HIEH 7|2 & £7I3tetedH Ot
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- ¥ HEHY FY| &5 EF0| TEE 22 Helg &5 8 HalgtLlct
Java
.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)
.build())
C#/.NET

CacheType multithreadedCache = new CacheType
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{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};
StormTracking
StormTracking FHAl= HE|ABEJt B2 &3S XY =S MAEIRIGLICH EX| 7| &t
Z g50| BF2 £|™ StormTracking FHAl= & A =0] EE._H | 7| 7+ 4 &S0| B2 E
[l Ol2| ged oft] ABIET7H AWS KMS 2 &5t A2 S X[ELICE o|ZF A &tH stLtol
APEDFHA| MHZ2 TR QHEE AWS KMS 2 = Ql&LCh
StormTracking FHAIE AM&35t0{ AE XM 7|21 £ 7|3 5te{H CH 2 22 XIESH AL,
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Z182gk 1=
- Hol2: EER| 7| AR E ME ITE £ U= SAl Al H+E HolgfLch
7122f: 2038 Al
« M& QK| AIZHTTL): E3R| 7| RIRE MZ D RIedE A7t AMEH AlZh ZoHE wikR| 2l
AlZHZE)E "HolgtLCt. GetCacheEntryol CHEF SE 22 FH A7} NoSuchEntryE dtet
g mjotct siE ERx| 71= PutCache &=21 S8 7|71 7I2E WK T& &2l Hde
2 ZtFELct
7|22k 20
« MT: fanOut =1t Al AB|=7 HX SEfE RX|EE Algh(E)E Holghot
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Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(20)
.sleepMilli(20)
.build())

C#H/.NET

CacheType stormTrackingCache = new CacheType

{

StormTracking = new StormTrackingCache
{

EntryCapacity = 100,

EntryPruningTailSize = 1,

FanOut = 20,

Gracelnterval = 1,

GracePeriod = 10,

InFlightTTL = 20,

SleepMilli = 20

1Y

ChS Mo E 2B Aol M et B7] 7] ID SZXHE AHEst0od AE 7|2 =7(3tst T, FHA| A
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
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.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());

var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 1000 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

AWS KMS ECDH 7|&

Zplo|YME = 2535} 2to|E 2 2|= OIO|E{H|0|A 255 SDKE 0| 0| BB E|A& LICH AWS O]
FHet xF QLA E 09715] DynamoDB Encryption Clientodl CH8t HE & MS&Lict.

/A Important
AWS KMS ECDH 7|22 MZ M3X 2tolE842| H 1.5.00 Bt AFEE &= Q&LICE.

AWS KMS ECDH 7|22 HICHE 7| A2 S At835tod & TALAL 2ol 3/E CHE 2iE 71§ AWS
KMS keysE £E8FLICH HX] 7|22 Eb =4 Diffie-Hellman (ECDH) 7| A

|of TE|ES AFSstod &
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// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey/(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();
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// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildex()
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.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();
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Java

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

C#/.NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.

// In production, use key material from a secure source.

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);
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Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
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.build();
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);
C#/ NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.OAEP_SHA512 MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);
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* EphemeralPrivateKeyToStaticPublicKey

* PublickeyDiscovery

RawPrivateKeyToStaticPublicKey

RawPrivateKeyToStaticPublicKeyZ| H|2f AZ|0E AFE3t0{ 7|20l W AIXES| 7HR! 7| =
Ao B4 7|1 HMo 2 R MHE = U&LICE O] 7| AL AF|Ot= HIZEE YE&tetT HiSE =

A& LICH

RawPrivateKeyToStaticPublicKey7| H2f AZ7|OHE AL&3t01 HA| ECDH 7|12l = 7|5t 5t2{H
Ctg 22 M3stAAIR.

« gAXtol 7Hel 7|

RFC 595801 "Ho|El CHZ g AlX}o] PEM Q1T 7121 7| (PKCS #8 PrivateKeylnfo 7 Z=) & XS 35l
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RFC 528001 Ho|El CHZ £4IX}o| DERZ Q13T El X.509 &7 7| SubjectPublicKeyInfo
(SPKI) 2t &) E A3 sHok huct.
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CHS Java (Al RawPrivateKeyToStaticPublicKey 7| A2k AF|0FE AFE 504 & AR}
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private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
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MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey/(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
)
.build()
).build();

final IKeyring staticKeyring =

materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

EphemeralPrivateKeyToStaticPublicKey
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7| Alef A7|0HE ALE5tod HA|ECDH 7|2E 7|36t CH S 42 MBSt A2,
EphemeralPrivateKeyToStaticPublicKey

« sAXel S 7

RFC 528001 HOo|El CHE ~4IX}o| DERZ 21 EEl X.509 &7 7| SubjectPublicKeyInfo
(SPKI) 2t &) & A3 sHof gt

HICHE! 7| A2t KMS 7| Hlofel TE 2| 7| T QoM MAE 7| Holol HES 718 XIWE + U
&LICH. AWS

- HE ALY

A S3 Al 7|2 RIHE S0 A 7| A2 MMSHT M 712l 7(eF XIHE Sl 7|18 AH85101 37
ciE 7|8 mhldghLict.
K EFHZL ECC_NIST_P256, ECC_NIS_P384, ECC_NIST _P512

Java

CHS Aol M= 7| A A7|0HE AHE35t04 YA ECDH 7|21 4d§tLct.
EphemeralPrivateKeyToStaticPublicKey 233t A|l 7|22 X|HE ECC_NIST_P256 J4
ol EZZE M 7| 4 dggict

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
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EphemeralPrivateKeyToStaticPublicKeyInput.buildex()
.recipientPublicKey(recipientPublicKey)
.build()
)
.build()
).build();

final IKeyring ephemeralKeyring =

materialProviders.CreateRawEcdhKeyring(ephemerallnput);

}

PublicKeyDiscovery
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private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);
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O AERLCH 7|32 ChE 7|20 X[HE &eMO2 SEELICH 28 7| 3o 2E 77 &5 sHE o
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CHE 7|22 pHEod™ THX 52 7|12E QUAEASISIM L. O] tA[oAME AWS KMS 7|21 Raw

AES 7|32 AFESHX|TE X|EEl= 7|22 CHE 7172 A-E &= J&Lch

Java

// 1. Create the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
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IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/.NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

{

KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

OHCHS COFS 7132 HtED MY7| 713(UE ER)2 KIHELICE o] Ao E ZIZ2lo] M7 7|
20|11 AES AWS KMS 7|2l0| 519 Z|=lel HE| 7|22 MMEHLICT

Java

Java CreateMultiKeyringInput HM&AIE AFE5tH M|L4clolE 7|2t 5t 7|- 2 Hal
UA&LICH 2T} createMultiKeyringInput Z&l|E BZE8E 4 giaLIcH

sk

final CreateMultiKeyringInput createMultiKeyringInput =

CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
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.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/.NET

NET CreateMultiKeyringInput MAXIE P%ﬁ‘:‘d M7| 7|30 xHA] 7|12E HY
&LICH AT} CreateMultiKeyringInput ZH&l|le= H4E

var createMultiKeyringInput = new CreateMultiKeyringInput

{

Generator = awsKmsMrkMultiKeyring,
ChildKeyrings = new List<IKeyring> { rawAesKeyring }
};

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

O|M| CtE 7|212 AL83to{ LIOIEE 2538 A SE35te + U&LICH
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{
"EmployeeID": 101,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}
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LastName 2 FirstName ZEE 53} £rd1t ZH0| ENCRYPT_AND_SIGN2 Z E A8t B O|2{&t
Zeo| 72 Clo|EHo|AM YZEE|7| Mol 2EHZE & SSHELULICH YEER = 2S5 3HE O|lo|EH =
kX5 FA (S| ClO|E{HIo|A = O| CIIO|E{E E & CHA 2 2 QIAISHK| of&L|Ct QI o]
E{ =230k B XL &, Clo[EHIo|A0 MNZE MEElE BlZEE Chsa 20| EY = /JU&Lct

{
"PersonID": 101,
"LastName": "1d76e94a2063578637d51371b363c9682bad926cbd",
"FirstName": "21d6d54b@aaabc411e9f9b34b6d53aa4ef3b@a3s",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

OlO|E{H|O| A0 M LastName EE7} Hat 5| UX|5t= K| # 2I5H0F 5t= A< LastName EEO| 7|5
£l et A E Zh2 Clo[EH|oj&0l X El f S 2HEl 210l D& st = LastNameOl2tE & HIZTE
T4 EhLict.

O| HIZ12 LastName ZEO| Rt HIAE 7S 7Pt 2 HMACE HAHEHLICH ZF HMAC &332 e
MO o4 et A E Zfut ME3| UX|SHK| E&LICH 6 & 04, JonesOl CHEF Al 3 A2t &2l 5
AleCctS2t Zol B =

A A
22a4e9b404c68182562bbec761fccab306de527826a69468885e59dc36d0c3f824bdd44cab4s5526f

HEl oAl

b35099d408c833

Io

E & HIZAE 748 & LastName EEOM S8 AME &8 = U&LICH o & £04, Jonesol| CH
ol AMStEd= AR LastName H|Z1E AE50{ CHS 2E|IE - L

i
A

LastName = Jones
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H|Z

2tol=2{als AWS HlO|E{H0l4 2 £ 3t SDKE 0|5 0| HZE LI Of
B

[IEl
C ok [n

of 7|15 & det HAE 2t o|o[E{H[o] &0 MMz MEE & Z3HE 2f Atole| HE W™
Al Z718F HIAIX| 2185 2 =(HMAC) Ef 2 ILICH HIZA2 EHEo| A5 3HE EfE HESK
Zo| et HAE Zhol| el HMACE AHl&tstod & 2 3hE gf 0t B7H MEE
Y EHeo| ir A E ZH0 ArHY(1:1) LRI LICH o424 74 €
HMAC Ef10f OHEE|=5 HMAC £3j0| & ZlL|Ct. O]
£ Adste Hetol gie A8 Xtel S3E MEeHELICH.
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O_NOTHINGEZ EA|E ZE2 &= H|HE 748 £ giaLct
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EZF HZS M8%t0{ dE35tE TE = 7t oo CHall SSE AME =d8E = U&LICH &E

= SE HIZ2 795t04 f ST & CIO|E{H|0|A 2 g +~&ste O ArEE =& U&LICH AWS
Database Encryption SDK= E& HIZ2E 785D #Elgd = UL S EZ HIZ2o 8L E Holst=
S0t 22 MEiX HIE AELE MBELUCH RHMEH LHE2 HIZ AEY HO|E HASIMAIR

2Z3tE HY HEo| Cial S8 AME s™sts EE MUSE HEHU 7t HEE 44stod 04,
ENCRYPT_AND_SIGNSIGN_ONLY, 2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT EE2|

Zol sl 55 AME sdste & MEE & & U&LUICH

Ity EHe
He BEE Sl olyel aa HER PHE AT BEQLIL 7Y BES YU MAso
M EZE7}F 7|5 EX|E &L ch 7Hd E=E Ho|EHoja0 BAMez MY EX| pf&LICH £
HIZ FEolM HEo| SH MOIHEE AEsts U £ 8lZE o] of] HEE 2Z504 &
g F2lE sYsts Lol oHEr X[&IE "ol MBSt ol AFSELICH 7Hy EEolE stLt ol
ol ez stEl HEJH H LT
(® Note

Cl2 oNls 7}AF ZiE 2 &8st &
Mol oMol ALSE ox EEE H
5I'X| ole A Olal__“:l_.

LS 2 T AA

|£ £01, FirstName Z! LastName ZEQ| ¢i40{| Cia S5 HME s&sleis B CS 7H4
= & SHLIE Ot & &Lt

« FirstName ZEO| & Hmi EXt2t 1 Fof LastName 2E7I 2= 7H4 NameTag EE(2F &
=

ZXHLICH o] 7h4t £ AM836tH NameTag=mjones2 #zlg 4 Q&LICH.

. LastName ZEet O Fof FirstName EEZ M E 7H4 LastFirst EEQILICH O] 7h4a &
A&3tH LastFirst=JonesMary2 #2l& & A&LICH

Ei g EsE Woo SH MIUEIM 55 HME £¥siEE Fe AEisHs MIHEE A
Hohs Jh4 WES BEMR.

OIE S011P F20 X& M MIHEE AFS5Hod 28T IPAddress HEE HEI5HHH O
Jha FEE BrELIC

EE HH 90
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« Segments(‘.’, 0, 3)E FME 7t&f IPSegment EE. O| 7t4 HEE AHES5HH
IPSegment=192.0.22 #HZ|& = U&LICH. 2= IPAddress 240] “192.0.2"2 Al& st &2
E dlZ =& dtetgict

7t4 HE= DRGSOk BLICH HEfs| SUs AA EHER F U9 7ta HEE FEE == &L

=g |7

SE 2 el 952 4 AI7|D o S8 Clo|EH0|A 22 +38E = U S QIHAE MY
LICH =& HIHS AH85104 EIEHE it HIAE EXAME0 E&E H|IHS 2AEstod S5 E Iz =
CHall S &8 Hel(o: B QHEAM MECOHE F HZE fRE2 6 HL E-E 7|12 HE XE2
elets 8)8 T8 = UAaUCH SF |74 £F M oilxlof CHEt RtMISH &2 HIZH R MEIZ &
ZAML.

SEHHIES EZ HIZ £ EZ HIZD MYE HEo| Z3fo2 FHY + aLt 22 5

EozZ FTMEELICH R E 5% H|ZHol= H|Zdol Z&E ENCRYPT_AND_SIGN ZEE A5
EodsstE 28 S50| 2 T|ofof &L|CI 2 E ENCRYPT_AND_SIGN EEE EZE H|ZH2

2 AEE|ofof ELICH o SEEt 5§ HIZof= HI2o| =& E U8 BMAE SIGN_ONLY =
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ZHEE AlHS = MYEE £ 2 S50 S8 HIZ0|
LEE ZEE s U 7St ZE UHS AdEs = M8A B2 S50| 288 =& A&t

(® Note
EE 2t AWS Database Encryption SDKE i HIAEQL ZIE 2 M| Y = /e MEE
HIZ2& X|&L|Ct SIGN_ONLY SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT MEE
HZ2 &35 EX| o2 MEE TEE MG T SEE 2|8 =85t S HIEZo dF
ol
= o

LICH RtM[Et 2= MEE HIZ BFE7|8 B Z2stHL.

Sg HHE FYsts Yol et +>E + e Fel R0l AHELUCE o E S0, Y5 2 E35tE
T MBE FES M Aoz Y60 AEe RdE =Y & USLICH S& H|Ho| = =
A= 2| w0l CHEr REMEH LIE2 HIZ F2| MME B EStAMR
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| ot % 3} 2to|= 42| 2] 0|5 0| AWS Database Encryption SDKZ HZ E|Q&LICEH O
it Xt oL M= 04715] DynamoDB Encryption Cliento Ciet HE & &S &tL|Ct.

HIZA2 I R[X| &2 M HIOIE{H[O|A 0 FHEE=F HAHZIRI&LICE 7|ZE C|o|EH| o|A0 &
H|IZ42 ClolEHio|&0l 7|S & M B Z =B ofEELICH HIZd2 =9 At A E Zhof M Al
ILICH et of 33t 2(f HIZ0| 7|E HIO|HE mHEE YHo| &Lt HiZez M BZEE 5
HIZdo| 7 8& UHIO|EE + i&LICH ot X2 B2 =0l F7tst= A E=of Ciall A HIZA

M M58 AE5HE T3SHE{TH AWS KMS A5 7128 AH85tod BlZE E5of Ar8 = CIO|E
71& 4, A= A S350k BLICH RHAEF LIS2 AM 7SEt A SSHE Qe ASM 72 M S
Mg BRSMR

AM 7tsE &5 3HE fIE HIZE Fdstei™ MM &35t 27 AME, ClIO[E{H| 0| A HA|A mHE &
e 22 S AE5to Clo|E{H|ol A0 74 M et £FM4E ZFsH ok LT

TYotE HIZ R0 mat S + e #E2 R0 ZEEUD 2& HIH FEolM xIEstE HI
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o« AA ECETL7|E EE H|ZHD AX|leE 7t EHEE THEX| OHM[2.

CHE BZ B BEE O ALSE 44 WEJL ZHE 714 HeolM BEE HIZE T46H £ b
719| Hoto| K3tE 4 Lt

REMEt L8 2 7ty ZEof CHEF EoF e At MMAE HZshM 2.

HE|E|AE O|O|E{H|O|A 1124 AFE

HE[HHE O|o|E{H|0|A0f| FMHE HIZAIE FElsteiH HZEE =388 ElHdEQ #7E branch-
key-idE FE[ol XM st E=E ZF ook gLIch HIZ 7| A4S Folg i ol 2=E HolghLct
el d3stti™ ol E=2| Zto| HIZAE MA M stE ol et MHet H|IH 7| AI2E AlEaloF &L
Ct.

HIZAg Fdst7| Mol #2|2] branch-key-idoil H|IZdE o{EH| Zefetx| ZHsHoF gLICt FHE|of
branch-key-idE Z&& + QU= CHEeh Yol CiEh RtAMlEH L8 2 HE|E|'HE C|O|E{H|0|A 2| H
A Fe MEE HxctA 2.

B o

x

HIZ1 R M

—_

| ot S 3l 2ol B{2|l= AWS H|O|E{H|O|A 53l SDKE O|& 0| HALIU&LICEH O]
2t X OHLH M= 04715] DynamoDB Encryption Clientol| CHet HE & XS gHL|C.

HIZAE F5t7| Tof| =&isliok st= #2|l RS AEstD A== ol E&LCH HIZIE FE8 &
S stEl WEE HMste{H HA] ZF "ol Cigt 2 X QIHAE FMdatjof &L Ct XtMEH ME = H|ZH
S A8 EZE oA M2 HASME

HIZd2 EHeof 7|5 & Lt ’IAE Zio of|o|[EH|o|A0] AXZE MEE LE35HE 2F Alo|o| g BHE
LIch £ EZ HiZiol SU3 7|2 Uyt HAET} THE(0f YCIBHE F EE HIZAO g2 HITE £E

UBLICH T el EF HITIS SUSH Upr HAE Zhol Cish M2 CHE F JHO| HMAC EALE 4493t
LICH 2t EZE HIZH2 TS #HEIE sdE &= alsLict

* beaconl = beacon2

« beaconl IN (beaconZ2)

* value IN (beaconl, beacon2, ...)
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* CONTAINS(beaconl, beacon2)

=8 HiZio] MHE 222 HlTsts BR0IE 9o HalE £8E £ UaLCh T, 23 bl B
AS5hod ZEHE HIZ0 ZEE 5 5HEI7LE MEE WEo| MR 22 AlME 4 Qs CONTAINS ©
APRF= o QIQULICH MBEE HES H|mst [} MEHMO 2 of 5 515 HEo| MEALS T s & Qlx|ot
ool B stE Zhe TEY 4 YAl BE U S8 HIZ0| S8Y & ol A2 Kol Chet KAl
gt LIE2 HIZ FIE[E HZ AL,

CtZ oAM= Z2EHM Al-o] CHEt AA C|O|EHHE& FX35t= UnitInspectionZt= OlF

O| Ci[O|E{H|O|AE T L|Ct. CIO|E{H|0|A S| ZF B|Z=0i= work_id, inspection_date,
inspector_id_last4, 2 unit2le EE7| U&LICH ™A AAHZ] IDE 0~99,999,999 ALO|o| =
Arduct. 5K HIO|EHME7 #U5tH BEEZ =5 57| ?/5H inspector_id_last40l= HAY|
IDe| Ot x|ak 4Xt2[2F & E LICt Clo|EHo|A S| ZF HE = Z2t0|HE| 7| work_idZE AHEELICH
inspector_id_last4 Y unit EE&= 53} 2210 A ENCRYPT_AND_SIGNS ZE E A|ELICEH

CtZ & UnitInspection C|O|E{H|O|A Q| At HIAE T F9O| of &ILICEH
{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450
}
HlZEo| B &S 35HE EHE 3
inspector_id_last4 EEE &3}l 0F 5t X|EF HE S| A x|st=X| e[t of 5t B2
inspector_id_last4 EEOM E& HIZAS MEELICH OHCIS & H|ZHS M88t0{ EX
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7HA ZE g

7HAF ZE &= StLF O|& 9| AA EHEZ THEI JIEM TeEQL|CH A S3HE HEOS| EY MOIHEO CH
3 88 AME 85I 7HLE o] HEo| 440 CHall S8 AME sdsied™ 714 EEoM E&E HIA
g FTEELICH 2E 714 EEE= 5L O|4 90| A S SHEl AA EEE ZESHoF EHLCt.

ol |

Ct= o Ml= Employees Cl|O|E{HIO|A
QUEFEIAE HIE=9| ofML|Ct.

{
"EmployeeID": 101,
"SSN": 000-00-0000,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}
ot % 512 Te o MaHE )
Of of&loi| M= SSN EE7t & = SHELICEH

Ot 4K} 2| E AL

O| 7t¢ HEE BIELICH OHS

&tof SSN HEE FZ[etedH R2lsttdies MaAHEE Al™st

Last4SSNE A E 7H4 Suffix(4) EEE A5 Last4SSN=0000E #HE|E = JU&LIct
O| 714 EHEE AF23l0d E& H|ZAE FEELICH OH CHS EZ HIZHE AF25t0{ EX QHAE
OrELICH Ol EX QIHIAE AF85H04 714 HEE 2|8 £+ YUSLICEH o] #2le XI-HEt OFx|ef 4
K2l X2 BLF= SSN 22 71T 2E BZEE gHerehLct

oI 7 E O
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of2] WeEof o1z Azl

(® Note
Ch2 ofRlE 7H WEE 438 4 ol HEt U 22| fHS HoiFLct ofZ 27040l
M ol oflxol| AtEE oM EE= H|Zdof CHE Hi 2 & & 24| 1/d HE AEE EF
otX| BiE =+ A&LCh

FirstName 2! LastName ZE 4201 CHoll S HME +Astie= B FirstName HEQ|
| X2t 1 ol 2= LastName EE(ZF AEXHE FELlE 714 NameTag ZEE 44
= QU&LICH O] 7t EEE A85to] EF H|7d2 L EffLCH OH O g E& H|ZH2 AFS5H0d
Z QIHAZ OtELIC O] EX QIHAE ALE6104 7HAF ZEof CHEF NameTag=mjonesE #HEIg
A
T

oy

T ™

A& LICH
HE ZE J 5Lt o|4 2 25550k #LICH FirstName = LastName & & StLIE &35
3l5t7HL} = CF &5 58 = 9 I} PE QUHFEIAE AA ZIEE= OS5 &AM EE 2

ooy
nw

IGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

L

7t 2E Y 7Y HEE A8Ste HIZE Fdste Ol =20| E2s5tH 7ty ZE BHE7|8& XA

=g -l
SE HH2 7|82 g HAE BXAn & H[T0M QHAE ddsto] SEE Olo[EH oA &
e A LICH S HIZHE ASstod TS 32 A+ AGLict

o
A
|>
2

Crel QIS Aol M S EEHE BE TE S IO SHE ZR, Y EEHE 2 BEof Cfsh TAEE MY E
ZF W72 ZasHo B QAR HAdsHs S8 HITIS BHELIC

S8 HITIS TAE Fols S HIZIS TEIM 712 RIS eS| Uzl HEISE S HEHHL HY 7|
S A8 50{ O] BEE HEIE Yot HE QIHAE OIS £ LI B8 HITS B 7|2 K|
She EE QAL Hats| Ylshs AEloH B0t XESE S YDE 2B £ AsL

o[ A

CtS MM E Z2=HM AM| Ci$t ZAL ClO|IE{& F£X3t= UnitInspectiongts Ol&
O| d|o|EHIO|AE med§LCt HIo|EHIolA S| ZF B|Z E0i= work_id, inspection_date,
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JHeER 7Hol=

inspector_id_last4, ¥ unit2te EE7I JU&LICE A HALZ| IDE 0~99,999,999 AtO|Q| =
RtL|ct. et X[Et CIOIEHME Tt 2 U5t H B EEE

5 57| @8l inspector_id_last40E AAL|
IDe| Ot x|2k 4Xt 2|2 M ELICt Clo|EHo|A L] Zt HE= Z2t0|HE| 7| work_idE AHEELICEH
inspector_id_last4 Y unit EE= ¥ 535 52404 A ENCRYPT_AND_SIGNSZ E A|ELI|CEH
CtZ & UnitInspection C|O|E{H|O|A Q| At HIAE T F 0| of &ILICEH
{
"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450
}
o5 518 LWE 3ol 55 AM 4

inspector_id_last4.unitOllAM & %I "EilﬁPE
2|5tz HA inspector id_lasts Yu L
HLOIS F e E& HIZASZ 5§ H|HS oHELUCH

=

=g UnitInspection Gi|O|E{t|O|A0
=

=
of Chslf T REF EZ HIZHS BHELICE O

’S'?J F 5S¢ "2 mE[M 7|12 x| -Hst =
nspector_id_last4.unito CH3H =S

== 7FE
HIZAE F2Istod HALZ|7H &7 B 2lol Cisl +=&e HAF =52 &

04, 0
gzl He ZEof s SEE el =

@ ot
1o
+

o 2
_I—'

inspector_id_last4 & inspector_id_last4.unitOlA UnitInspection CIlO|E{H|O|A
£ 2 2|5t2d MK inspector_id_last4 R unit E=oi CHs 1 f38F & HIZHES BtELICH
JAHCHE F7lel E& HIZASE 5§ H|HS thELCh

—_= L=

—_—_— - T —

=2 Un1tInspect10n ClO|E{HO|A0f #ElStHL §H
| 2E x| S5 2 Clo|E{HIo|A0] RE[E = U&LICH

AN EH
HE 3| Yxlshe AMS 28T 4T aLich

23 H|7HE TAIE & 23 H|FHS A 9|§ X|Ast= X QIHIAZE Ot=L|CH O] EX QIEA
= 7
=

\?JHJ

B ol AolM k2 otEl HEor Uit A E EE & T Estod F2lsloF st B9 7iE & H|Zn
U HAE EeE Affotod T QA E Fdste S& HIHE BELICH SE HIZE 786
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Ol A2 E|e Uit EIAE ZlE = HHE A SIGN_ONLY EA|E|7HLE &5 3} &Fedof =& z|o{ok & L|ct.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

CtS Ao = 22 =M AlMol| CHEt ZAF DIO|E{E F£X35t= UnitInspectiongl= OI&

O| d|o|EHHIO|AE 1edffLCt dIo|EHIolA S| Zt B|Z E0i= work_id, inspection_date,
inspector_id_last4, H unitgte EETF U&LICEH ™A HAHZ| IDE 0~99,999,999 ALO[2 =
RHALICH ot x|2F HIOIBMIET 2 UstH B E|= 5 ot7] -rloH inspector_id_last40l= ZHALY
IDO| OFX|2} 4Kt 2[et K& ElLICt dIo|E{H|o|AS| ZF HE= ZZ2I0|HE| 7| work_idZE AIHELICE.
inspector_id_last4 2 unit EE= 2535} Zr2{0|A{ ENCRYPT_AND_SIGNS Z E A|E/L|C}.

CtZ 2 UnitInspection Cl|O|E{H|O|A Q| At HIAE T 50| of &ILICEH

"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,

"unit": 229304973450

12}
I
P
ok
S
_>r_

=55 74 AH
S S

o AArEo| B Imbof AlAIEH AALo CH3H UnitInspection Cl|O|E{H|O|AE 2 2|5t2{HH ™
inspector_id_last4 EEO| CHEF £& H|ZA2 BHELICH O| inspector_id_last4 ZEE&=
Z 3} 2f240 ENCRYPT_AND_SIGNZ EA|ELICH &= 3tE ZE R E0l= A& & HIZi0| E

gHLICt inspection_date E=E&= SIGN_ONLYE E A7} £E[0{ IS E& H|ZH0| ER3tX]| @
LICH. CH2 2 2, inspection_date EE9%} inspector_id_lasts E& H|Z10|MH 5§ HIA
[m]

el

S3 H|IZAE 7 He & S8 H|HS TEIM 7|2 X|HSts EX QIHAE BHELICEH O] EX QlHA
E AE73510 ClO|E{HIO|A MM E AALZ| L AAF et MES| x|l dIZEE #EE
QISLICE 0| S0, ID7} 87442 BLIE AAIZ|7I EX Iifof AAISH ZE ZHAAI S2€ H|0|E
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List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon
{
Name = "beaconName",
Length = 10
};

standardBeaconList.Add(exampleStandardBeacon);
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new ArraylList<>();

MA ZE oAl javas & Z3SHAA|L. VirtualBeaconSearchableEncryptionExample
List<VirtualPart> virtualPartlList

Java


https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption/VirtualBeaconSearchableEncryptionExample.java

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

virtualPartList.add(sourceFieldl);
virtualPartlList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.builder()
.name("virtualFieldName")
.parts(virtualPartlList)
.build();

List<VirtualField> virtualFieldlList = new ArraylList<>();
virtualFieldlList.add(virtualFieldName);

C#/ .NET

MA ZE oAl & =: .cs VirtualBeaconSearchableEncryptionExample

var virtualPartList = new List<VirtualPart> { sourceFieldl, sourceField2 };
var virtualFieldName = new VirtualField
Name = "virtualFieldName",

Parts = virtualPartList

var virtualFieldList = new List<VirtualField> { virtualFieldName };
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/VirtualBeaconSearchableEncryptionExample.cs
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CH= AM3Ho| 221 32 Beacon2= Beacon1} Beacon22| 292 25 S K|gfLC}.

= o

0jo
ook

N = (Beaconl length)/2
=l

N > (Beacon2 length)/2
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|2 AEtUE F7tet7| Mol 2E ElHo] M HEE HiZ ot 2.

PartOnly
2 HOl|El EF HIEZ2 SE H|20| 23351 E 222 Holshe HlEt A8 E Partonly 4 U&L
Cl. PartOnlyEZ& H|IEZ2 2 #H2l® =+ & Lch
Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
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StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.partOnly(PartOnly.buildexr().build())
.build()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
PartOnly = new PartOnly()
}
}
Shared
78Mo2 RE EF HIEZ2 HIE ANt 98t 1)8 HMAC 7|12 MAELICE HetA] 5 712l 7K
o EF HIZ0IM % 55HE Toof Chs S5 AMS 28 ¢ gaLich 2 MolE EF vl of
B EZ H|Z2 HMAC 7|& Alttol Shared AFEELICEH

0 & S04 beaconl ZEE L9 H|W3HOF 5t= A< beacon2 Shared H4Hol HMAC 7| & At
235l= beacon2 HI2Z22 2 HMHO|5tAMA|L. beaconl

(@ Note
HIZg 74357 Mol 22t X d&5 27 AFg2 1245tHR. Shared SharedH|Z2 H|0|
M E 20l CHal AEE = e SH HEo| ¥ B7HAIA & U&LICH olE S04 0
TSR Heol SYE it HAE 2f0] ZE k(o] JEX]| HUF = A&LCH
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Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()

.shared(Shared.builder().other("beaconl").build())
.build()

)
.build();

standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
Shared = new Shared { Other = "beaconl" }
}
}
AsSet
7Moo =2 ZE Zio| 2Eel A2 AWS HIO|EH|o|A 535t SDK= &Eol CHet B & HIZ
2 AHMELCt et 25 35HE o ZETFCONTAINS(a, :value) Ue B2 #HElE 8 =
gLt 2 HolEl EF HIZ2 MEQ| ZH 7HE 40f CHEr 7HE E&E H|Z 22 AsSet H|4tH5104
20| HIZ Zt2 MEZ XM&EHLct o|Z A 52 AWS C|0|E{H|O|A &5 35 SDKOIM #2IE £+
et = U&LICH CONTAINS(a, :value)
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Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.asSet(AsSet.builder().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
AsSet = new AsSet()
}
}
SharedSet
2 Ho|El & HIZ2 Shared & AsSet &+ & SharedSet Z&35t04 &gt ZEO| &f S 5}F
ol CHsl S8 AME s&8E = UL S gLct o|Z A 5124 AWS Database Encryption SDK7t #
CIE +8iE £ AU&LICH CONTAINS(a, b) 0d7|M a = 458t Zgo|n ZHeEs 453 E » &
celuct
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Ch.

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();

StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")

.length(beaconLengthInBits)
.style(
BeaconStyle.builder()

.sharedSet(SharedSet.builder().other("beaconl").build())
.build()

)
.build();

standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
SharedSet = new SharedSet { Other = "beaconl" }
}
}

S HIH2 7|2 U HIAE BEXEN & H|AS AF5tod B QIHAMM MECHE F
IR B2 E f¥Ee #HelstHL HE 7|12 2E X§ 2 #Helste S S8 Ho|EH| oA &
e +&lsiLICt =& HIZ2ENCRYPT_AND_SIGN,SIGN_ONLY, Ec=2 A& £ Q&Lct.
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SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT £% H|Zdof =& & 2 E 45 351E Teof CiS

EF H|IZAE BFSo4ok gfLCt.

(® Note
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Java
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HIZ 74

CHS ofolM= S& HIZ 78 UolM g s8tzln MEE 28 S5 24z HolgLoh

T

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList)
.constructors(constructorlList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

HIZ HE ol

AL

CHS oA E HIZ HTM 52T A2 S5 dYMo =2 HolgLch HIZ HEH ™

ofoi| CHEr RtMIEH LIE2 HIZ ALEE HZ

=
=

F&IA

olr 0

fO D

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartList)
.signedParts(signedPartlList)

.version(1l) // MUST be 1
.keyStore(keyStore)
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.keySource(BeaconKeySource.builder()
.single(SingleKeyStore.buildexr()
.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);

C#/ .NET

>
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&1 Al2. BeaconConfig
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M

74

5t
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ChS oo ME 28 HIZ 74 Lol M Y3 8HE|T A

var compoundBeaconList
var exampleCompoundBeacon

{

Name = "compoundBeaconName",
Split = ".",

Encrypted = encryptedPartlList,
Signed = signedPartlList,

Constructors constructorlList

};

HE

compoundBeaconList.Add(exampleCompoundBeacon);
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var beaconVersions new List<BeaconVersion>

=
T

T

=2
=

new List<CompoundBeacon>();
new CompoundBeacon

{

new BeaconVersion

{
StandardBeacons = standardBeaconlList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
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branchKeyId,

new BeaconKeySource

new SingleKeyStore

keyStore,

CacheTTL = 6000
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Single
KeyId

KeyStore
KeySource
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=3 H|7Zdo Z& E ENCRYPT_AND_SIGN ZEE AlgEgL|ct,
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&Lict
Java
List<EncryptedPart> encryptedPartList = new ArraylList<>);
EncryptedPart encryptedPartExample = EncryptedPart.builder()
.name("standardBeaconName")
.prefix("E-")
.build();
encryptedPartlList.add(encryptedPartExample);
C#/ .NET
var encryptedPartList = new List<EncryptedPart>();
var encryptedPartExample = new EncryptedPart
{
Name = "compoundBeaconName",
Prefix = "E-"
};
encryptedPartList.Add(encryptedPartExample);
MEE 2& =5
=3 HiZol ZEE MBE TEE Mg
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List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("S-")

.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartslList = new List<SignedPart>

{
new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },

new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
i
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.name("Fieldl")

.required(true)
.build();
C#/ .NET
var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };
2. 1EAHOIM BtE X REE ALE5tod S8 HIZHE ZEE = UESF 7iset ZE Yo &

£ Y-RE BELCH

o & £0{ Fieldl.Field2.Field3 % Field4.Field2.Field30i CHSH #|2I5t24H F 7H
9 *”“XPE BHE0{of ELICH Fieldl & Field42 F 7He| H: d/EXtof HolE|of ieE

ZECOEY = A&LICH

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
field123ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartlList.add(field2ConstructorPart);
field123ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421lConstructorPartlList = new ArraylList<>();
field421ConstructorPartlList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
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i
// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
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Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

C#/ .NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor

4. SE HIES 0HE constructorList M & X[ AAIL.
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. =8 H|T

M| Yx|St=X| inspector_id_last4 EEE FZIstEAH CHE F4E AL835to{ & H|ZdE Bt

= 0
ELch.
Java
List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(exampleStandardBeacon);
C#/ .NET
var standardBeaconlList = new List<StandardBeacon>>);
StandardBeacon exampleStandardBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
};
standardBeaconList.Add(exampleStandardBeacon);
=g -[HA

inspector_id_last4 Rinspector_id_last4.unit 0A UnitInspection GIO|E{H|O|AE
FolstedH Chg FHo 2 5§ H|7d2 otELC o] =& HIZHol= 255t E 220 2ot

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
List<StandardBeacon> standardBeaconlList = new ArraylList<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()

.name("inspector_id_last4")

.length(beaconLengthInBits)

.build();
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standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();
encryptedPartList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.buildexr()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)
.build();

C#/ .NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon

{

Name = "inspector_id_last4",

g9l o
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Length = 10
I
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
I

standardBeaconList.Add(unitBeacon);

// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
};
encryptedPartlList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart
{
Name = "unit",
Prefix = "U-"
I
encryptedPartList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,
// and list of encrypted parts

var compoundBeaconList = new List<CompoundBeacon>>);

var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);
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Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartsList)
.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ NET

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
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HZ& #d85t= O AF8El= CHE 2 EEos == EA|7F lo{oF & L|CH SIGN_ONLY
SIGN_AND INCLUDE_IN_ENCRYPTION_CONTEXT

5. AWS CI[O|E{H|0|A &= 35l SDK E2I0|HE 74
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« CONTAINS(a), 047|M a= =ElE =& H|Zdof| & & HeEo| ™MA| gt grFerL|Ct CONTAINS &
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HE|E|LE O OlE{HI0|A 0] HIT! HAS Holsh s 748 DE EF HIZ S8, 2N DE =5

g H|Zd =58, H|Zd H™ 2 keySource2 X|HELICH HIZ 7| AAE MultiKeyStoreZ Ho|5tD
keyFieldName= Z & 3li0F 5tH, 24 H[Z4 7| FHAlof| CHEF FHA| =Hot 24 H|Z4 7| FHAlof| CHEE 2|
CH ZHAl 2.7|1& Z&sHok B LICt.

MEE HZdE et B2 i H|5’40|compoundBeaconLlst of &t k|oqof gLict MEE H
Z2 U Zoof cis SEE #elE =5t s¥ste S8 HIZ e UBLICH SIGN_ONLY

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()

.multi(MultiKeyStore.builder()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)

.build())

.build())
.build()
)i

C#/ .NET

var beaconVersions = new List<BeaconVersion>

{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,

EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

HE[E|E o|o|E{H|0|AE et AM 7HsE A=
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Multi = new MultiKeyStore

{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10
}
}
}
};
keyFieldName
keyFieldName= X|HE EIHE| CHEt HIZAE YEstE Ol A E HIH 7|2t 2&El branch-
key-id& M%st= HEL| 0|2 HolgfLICH

EI|0|E-|H1|0|/\01| MBZEE M E2 T B2 =0 CHEr HIZHE 885t ol A8El= I 7|
£ Al¥EE branch-key-id7F Ol Z=of & ELICH

MEEX| ete 7HEA HEQLICH AWS
Database Encryption SDKE AtZ A Qe ¢ §P5| CloIH Z|E AlYdsto S8 HIZ0 MEE
HIZ20M & X8 &= UEE INHXO 2 keyField Z2t2 MEELICH branch-key-id At2 A

S MEE 0|2 2 I keyFieldS MEE SEOZ ZHEELIC

712X 2 = keyField= O|O|E{H| O] A0 BA|X
o}

}olI |O

£F40f SIGN_ONLY or SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT EEZ Z &35}
{ ZC 2 Clo[E{H 0|20 WAIK o R K{EE &5 ULLICH keyField O/ZH 53 Clo|E{H|o]
FEE # motct keyFielddp 822 branch-key-idE Z & A|7{0F & LICH.
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keyField2 Z&alof BLICt B2 EQ| HIZA2 MM stE Ol AFRE|= HIZH 7|9t Z#El branch-
i

H|Zd
key-id2 X|H&HoF LIt E21x| 7] ID 22 AHQ| EI'FIE branch-key-idE AE5HE £t O
S2 XY = gt o3 22 4Ho = 32(0f keyFieldES ZEAIZ = UELICH
ST

HlZE0] keyField2 S
EkeyField2 AYH XA = 2 §L|E|' keyFleld A‘|D =l
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& £0{, Z= 2702t encryptedField 2! signedFieldE AtE35t0{ S& H|A
compoundBeaconE ME5tei™ keyFieldE MBE FE2o = Zfdlof gL|Ct o= A &t
compoundBeaconO|AM CtF #HE|E +E = U&LICH

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id

MBE HH

u}

AWS CO|E{H|O|A& f 5t SDKE E& X =& HIZE M3stod AN 7ts &5t £F4M
SELICH ol2{gh HIHol= stLt olg o ¥ ESHEl HETL

E{to|A &t =3 SDKE At HAEQL HEZ 2| 7 EY = U MBEHIZL XIHELICH
SIGN_ONLY SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

EHHZHS HU REOR FYE £ UELICH keyFieldE BZ =0 BAM2ZE MYSHE X

ﬁxl oI E, keyFieldo|AM MEE H|Z1E M35t O|E AFE5t0{ keyField MEE H|Z4of Y

F2|E CHE H|Zd & stutoll cHEt 2le ZEste S8 #2lE BtE = U&LICH olE o Tt
-?JEl e = A&LC

o r°l- 0 _>L

keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

MBE HIZHE Fdste Ol =20| E2stH MBE H|Z BrE7| dES XS

keyField0olM % 22|57

&S 3} keyField &0l keyFieldE X|HstI BlZE0i| ZEE BA|MoE HEE F<, H
ol Z{z2|et H|71e| H2|E AEste 57 HelE e = J&LIch E& d|72 Helstide 89
keyFieldOAM &Y 2S5 MEHY = U&LICH o & S0{OHE FHEIE o = A&Lch

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
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AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

|2 £0{ 0| &S0iE example L test 40| ZEELIC

'example': 'data',

'test': 'test-value',
example £82 A S 35X test SHE 535K fo™ Ant= CtEot Z&LICH ZE 3t
example &4 Zt2 =Xt0| otil Ol | O|E{ I LICE.

'example': Binary(b"'b\x933\x9a+s\xf1l\xd6a\xc5\xd5\x1aZ\xed\xd6\xce\xe9X\xfOT\xcb\x9fY
A\X9F\xF3\xc9C\x83\r\xbb\\"),
'test': 'test-value'
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MAM ZE ME (java) 2 T E5HAAIL. VirtualBeaconSearchableEncryptionExample

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();
vf.put("stateAndHasTestResult", "CAt");

assert resolveOutput.VirtualFields().equals(vf);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption/VirtualBeaconSearchableEncryptionExample.java
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C#/.NET

MA ZE ME FXE: cs VirtualBeaconSearchableEncryptionExample

// Create item with hasTestResult=true

var itemWithHasTestResult = new Dictionary<String, AttributeValue>

{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" },
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }

};

// Create item with hasTestResult=false

var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>

{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }

I

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = itemWithHasTestResult,
Version = 1

};

var resolveOutput = trans.ResolveAttributes(resolvelnput);

// Verify that VirtualFields has the expected value
Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveQutput.VirtualFields["stateAndHasTestResult"]

== "CAt");
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/VirtualBeaconSearchableEncryptionExample.cs
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// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cdl62ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©011899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()

.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()

.TableName(ddbTableName)
.Item(item)

.Version(1)

.build();

final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Map<String, String> cbs = new HashMap<>();

cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption/CompoundBeaconSearchableEncryptionExample.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/CompoundBeaconSearchableEncryptionExample.cs
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// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl162ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue("011899988199")

};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

I

var resolveOutput = trans.ResolveAttributes(resolvelnput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon
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Ct.
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

Java 7 B3

Java 8 O|&t0| Z8fL|Ct. Oracle & AFO|EO||A{ Java SE CIR2EEZ 0|58 CH2 Java SE
Development Kit(JDK)& Ct2 2 =504 x| LICEH

Oracle JDKE At&3st= A< Java Cryptography Extension(JCE) Unlimited Strength Jurisdiction
Policy File CHR2 2 E35t04 Ax|5{oF &L|Ct,
AWS SDK for Java 2.x

DynamoDB& AWS Ci|O|E{H|O|A & =3} SDKO= 2| DynamoDB &4 & ZE2t0|E S0 EHe
grLict. AWS SDK for Java 2. xTA| SDKE A x|5t 7Lt O] 2E0F Mx[& &+ U&Lct

H™ YOOl Eof CHEt REA|EF LHE 2 BT 1.x0| A AWS SDK for Java 2.x=2 2| O0to|1gf|o|MHME &
5 A2, AWS SDK for Java

Apache AWS SDK for Java Maveng &35 At & £ U&LICH ™A AWS SDK for JavalE= 2 &
of CHet &M E Mede = U&LICt dynamodb-enhanced

Apache Maven2 AWS SDK for Java AF& 35104 AX|5HAIA|L.

« T AWS SDK for JavagE SEHSE 7K 284M pom. xml T MRAGHMIR.

. AWS SDK for Java0llA{ Amazon DynamoDB 2 =01 CHEHAPt & HS MMHste{H EE EE
X|Hst= X|ES WELICH groupIdE software.amazon.awssdkZ, artifactIDE
dynamodb-enhanced2 A& &L|CH.

(® Note

AWS KMS 7|2 EE= AWS KMS HIEX 7|22 AI85ts B ZE0i| CieH 5
M BtE040F FLICH. AWS KMS groupIdE software.amazon.awssdké,
artifactIDE kmsZ A& &LICT

Mx|

CHS W8S 2 DynamoDB& Java ECt0|HES & 535} 2to|E 2 T 3.xB HXIE = U&LICH

Apache Maven AHZ

JF)

Amazon DynamoDB Encryption Client for Java= Ctg& 544 & 2|9t & 7H Apache Maveng &3l

A8 =+ &Lt
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://maven.apache.org/

JHeER 7Hol=

AWS Ci[O|E{H| 0| A 255 SDK

<dependency>
<groupId>software.amazon.cryptography</groupIld>
<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>

<version>version-number</version>

</dependency>

Gradle Kotlin AF2

Gradle2 AI251™ Gradle Z2ME Q| S& 4 MM 7+5t04 Java® Amazon

DynamoDB Encryption Client0l] CiEt &

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")

RIxA
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2to|E2H2|E M X|5HE{H -dynamodb EIZX|EE|IE S|

DynamoDB& Java 2ct0|¢MES ¢S5 3|
St7HLE CH2 2 E5H A Al 2. aws-database-encryption-sdk GitHub

SDKE Mx|gt 20i= 0| 7l0|=2| ofX| ZE 2} -dynamodb E|EZX|EE|2| Java MKME HT{E T A[Ef

5t A Al2. aws-database-encryption-sdk GitHub
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O| #X|0{ A= DynamoDB& Java 2EI0|HEE =35} 2to|2e{E| HH 3.xe| UF 7|51 i S
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S35t 2lol2E{2|E A28t =2 e 2lofl CHEH REAMIEH LHE
5t & A|2. aws-database-encryption-sdk

DynamoDB& Java 22I0|1E & ¢
2 Java Mi|All, -dynamodb Z|ZX|E 2|9 Java IMIE & X

GitHub
=

- BEASSET

+ DynamoDB-& AWS H|O|E{H|O|A ¢f £ 3} SDKO| &4 = ¢d
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https://gradle.org/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

- AWS Database Encryption SDK for DynamoDB2| &f & 3} 7
« O|O|E{HIO|A AWS & S5t SDKZ &5 OI0|E

. MTE T oS B

DynamoDB& AWS Ci|O|E{#|0|A & 53} SDKO| A2 &5 o535l 7|_lLICt DynamoDB& Java £
CIOIE SR 4535} 2to|EEE T 3.x & AFE5tod OS2 Z 2 WS = DynamoDB E||O|E =2

ot 55t M, ol W EEstY £ AaLICH

DynamoDB Enhanced Client

DynamoDbEncryptionInterceptorE At&3t04 DynamoDB PutItem 0] 2t E2I0|AE
E20M =2 A2 &3 355t MBS = DynamoDB Enhanced Client& 43

Ct. DynamoDB Enhanced Clientol A= F=440| 2 &l Cl|0[E ZEHAE AIE35t0 £ &S Hold
£ Ql&LICt 7Hs 8 DynamoDB Enhanced ClientE AF2 8= Zd0| E& LI

i
ol
o

DynamoDB Enhanced Client= A4 7 S8t & S 3H& XI5t K| et &LiCt.

@ Note
AWS | O|E{H|O|A &5 3} SDKE SHE &40 Cist F=Ad
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2| =& DynamoDB API
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DynamoDbEncryptionInterceptor& At&3t04 DynamoDB PutItem 0] 2t E2I0|AE

E0M &SS NS E 4556t MBS 5t2 =& DynamoDB APIE 788 =+ /A &Lt
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A 7t A& stedH 62| =& DynamoDB APIE At&3lok g LICt,
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2| =& DynamoDbItemEncryptor

ol

52l % DynamoDbItemEncryptorOAE DynamoDBE 3 &3IX| 1T E0o|8 &52 =
A33tetT ME == 535386t 0 & QIELICH DynamoDB PutItem BEE £ GetItem 2 E K|
ot&LICH 02 S04 512l & DynamoDbItemEncryptor2 AF&38to{ 0o|0| ZHA4St DynamoDB
=2 AY 5535t5t1 2Hol" = s

5l =& DynamoDbItemEncryptor2 ZAM J7ts8h & 518 X|SHX| et&LICt
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

DynamoDB& AWS G O|E{H|O|A &F 53t SDKS| £4 2]

S U2 dE3ED MBEE 59 gL AMBE Ele &4 7 MBE|D 535 ZHEAEN L
= 548 U FAEeE 4 4SS 2-E oL
@ Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTR =35} Z4E AF235led

™ AWS C|O|E{H| 0| A & 538l SDK H{%1 3.3 O| &2 AL25HoF & LCt =& ez
& Olo|e RS AO0|ESHZ| Mol ZE SAHA A HTEH S HHZFHA AL,
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

=
Mo| ¥ 2l Clo|Ef Eei4E A&8st= Z0| E&LICH 40| E2 Ho|H 248 A

.
She 72 S B We 2@ sted S

i
2
A

@ Note
54 AUE Holtt 2ol MEAM Meled £4d2 Holsof &L LIS MBEIX| §f2
MEde O &H F7He = JUESE MBEX| §I2 S48 AlEg nRe HFAKO: ":1)E M
EfSt= Z30] E&LICH DynamoDB A 7|02t &4d 2He4g Z 0|8k [ DO_NOTHINGE EA|E 2
= 540 £ o|Foi o]l dFAE ZEeLch

ZFAMo| 22 Ho|E| SEiA M8

=Mo| gl Cl|o|E| E2eiAE A& 304 DynamoDB Enhanced Client &
DynamoDbEncryptionInterceptordA £4 24 X[HELICH. AWS Database Encryption SDK
for DynamoDBE &4 &8 & MOl E& DynamoDB &4 FME AI&35l01 £42 E5 5 &Y
2 d-guUct 7|28 2 7|8 F|(MBEX|E S SHE|X| A F)E MRlstIe BRE £0| 55
MEEL|CE.

® Note
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTY %3} &S Al23ted
2 AWS Oi|O|E{H| 0| A & 53| SDK B{F1 3.3 O|A & At23&Hof §Lict =& E|T

Java 153


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

£ O|o|ef 2 YUO|0|EsH7| Mol ZE S0 M S HIESHAAIL.
STIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

DynamoDB &4 &l Z2}0|21E FA0f GitHub CHEH AFM|EH X|E2 aws-database-encryption-sdk -
dynamodb SimpleClassZ|Z X|E2|9| javaE & XA,

7|2He g2 ZEto|HE| 7| £ MBEXIBH 33t X[= L2 H(SIGN_ONLY) Ct
EDE&SE2 d338tE|T MEELICHENCRYPT_AND_SIGN). 42 2 Holste 4

2 mtE[M STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT %! Mz £4 T Cl21}

Zrotok B L|CH. SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT 0{2|E X|&5l24H
DynamoDB& Java 22t0|1EE ¢t 535} 2to|E2E2|ol HolEl &5 3 A8 AFSE L

Ct ol & £01, 5§ Mol MHLt 2 & 5t2{™ @DynamoDbEncryptionSignOnly &

ME ASELICH 8§ £488 MB350 55 HEHAEN ZEA|F[E{H E ASSHAA]
2@DynamoDbEncryptionSignAndIncludeInEncryptionContext. £ &40 MBEEHL} ¢f
S 3tE|X| &t =5 5t2{24(DO_NOTHING) @DynamoDbEncryptionDoNothing &A1& AM& &rLICtH

0

® Note

AWS H|O|E{H[0|A& &t = 3t SDKE SHE £d0i CHet 442 XIstHX| et&LICH

CH2 o M= ENCRYPT_AND_SIGNSIGN_ONLY, 2! &M =eig HMo|stE ol Ar8 &l
F=AMg Ho{ELIC DO_NOTHING Ho|5t= Ol ASE FME H0oiF = oi|Ml= 4.java
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT £ & =3} 4| A|2SimpleClass.

I-II

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;

private String attributel;
private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

}
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
return this.attribute2;

public void setAttribute2(String attribute2) {
this.attribute2 = attribute2;

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;

@DynamoDbAttribute(value = ":attribute3")
public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;
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AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

FMO| 22l OIo|E| EcHAE AM25I0{ L2 T E ZZHo|| EAIE! ZdX= TableSchemaS AMAIstL|C}H.

b

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

SY HUS +S2 2 x|HetedH 0|F-2f Ho{7t &4 o|F X|HE 2 UE LIEIHLHE Map 2~ E B
=

EME 4535t MESIE = ENCRYPT_AND_SIGNS X|MHEfLICH M2 MHSHE &
535 K| == SIGN_ONLYS R|™HEHLICH &40 H 6&1 1E &S5 ZHAEIAED|

ot S 3l Sial—llzr. ’q’g% TA|0|'_|_§ DO_NOTHING% X|&ghLct

ItE|M 2 M2 £ 42 SIGN_ONLY EE= 040F &L
CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. M2 2
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT MO|5l= B9 mE|M L HE £4T ChS0H
OfoF gHL|CFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

@® Note
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTY Z3} 2t A2 35tES
M AWS O|O|E{H|0|A 255l SDK H{A1 3.3 O|& 2 A58l ok L
£ Hlole 22 S HO|0|E S| ol 2 SXH0|H M HEHE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

=]
HHE%P’.;!AIS.’_.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attributes4", CryptoAction.DO_NOTHING);
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AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

AWS Database Encryption SDK for DynamoDB2| &f & 3} 714

AWS Ci|O|E{H|0|A ¢ 5 3} SDKE AL & = DynamoDB E0|E2] &3} A4S BAIMHoZ Ho|
SHok BrLICH 53t Fol ZRdt 72 &4 &Hs 822 HolFe=X| otL|™ =AM 0| £ 2l H|0|H
ZeHAE AL 350 HolReX|of et Bk & LIt

CH2 AL|Z'2 DynamoDB Enhanced Client TableSchema® A2 t= DynamoDB E|0|2 53| 7
Mg Holstn 1R8 HFEAME HolE MYEX| fe 42 &gt

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(1l) // MUST be 1
.versions(beaconVersions)
.build())
.build());

=cl* 0| ol&

DynamoDB E|0|& 2| =2Z[X H|0|& 0I|E.

=c|™ E{|0|€ O|E2 H|o|20| MEE 2E OIo|E{0] &3 2 HIQIZ E|0 DynamoDB S& Y&
ZtAstetLct 58 284S XS Holg i DynamoDB E|O|E€ 0| S =2|™M Ef|o|2 0|E2 2
X|Hsts do| E&LICEH &4 22 =2|IH E|o|2 o|§ & xI™H3Hof gLICt 55 35t0| d35te4H
=c|™ E{|0|€ o|&0| ¢ E35toi X|IHE ol UxI5HOF EFLICH ¥H40{ A DynamoDB E|O|E2 =
&t ¥ DynamoDB E||0|2 0|&§0| HAL|CEt: =2|X El|0|= O|§ 2 ME83IH 5535 2dolM
ElO|2 & & QlAlE £+ Q&L|Ct

H2E FAHE SN
&A1 2240 DO_NOTHINGE EA|E &4,

SEE FME HBoM M el=l=
ol MEo| ZfE|o] ok 7+
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M2 Zoto|HEH YEdELICH 2EI0|UME=CIE ZE &
LICH 2 CIS BlZES S35351E M Ecto|MEE &olslo
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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O MElE RE 482 BAMSR LIY¥3sl= allowedUnsignedAttributes HIZES F#+A4E
T UELICH HEA| 28 Z0E {8 E MBEX| gi2 S48 BAHSZE Holslok gLct.

A T (MR AR

AM 7tser s EE MEE HIZAE AHEsttd™ SearchConfigE XIHsH ok & LICH.

algorithmSuiteId2 AWS Database Encryption SDK7} AH235tE & 1E|& MEZ S HolgL
Ct.

CHAl o2& MEZ S BAIMoE X|H5H K| §i= & AWS ClO|EHI0|A & 53t SDKE Z7|&
gduzZ|E MEZS MSEULC 712 dael& MEZ2 7| &, CIXIE ME 2 7| HS o &A
AES-GCM & J_El AP%E*LIEP. 7|2 g1nel& MEZ0o| EH%EBI O Z 2|70 Mof| ME & 7S
MOl EX|2HOHA| 1 2&E MERS MEE £ UELICH 68 S04, YT AZ| 2ES C|X[E A
Ho| Qi Lnel&d xﬂEE 2 S2E = U&LICH AWS H|o|E{H0|A & =3t SDK7t X|#St=
2nel&E MEZO CHEt REMIEH LI 2 2 FESHAAI2. AWS CO|E{H|0|A 2 53t SDKO|AM K|

HEls gd2lE MER

0

ECDSA C|X|E MHO| 1= AES-GCM ¥ T E|& MEZE MENSIE{H El0|2 ¢35 Mol CHS
ALIZE ZESIMR.

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
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final MaterialProviders matProv = MaterialProviders.builder()
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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CHE oiMoiME F440| & Clo|e E2iAE AF&35t04 TableSchema& BHELIC

ol oflol e FMo| &2l Cl|o|Ef SejA &l &40 xHQd

210|.javaE ALE5t0 HOolE(RICtT 7 gt L|Ct
SimpleClass &4 2t 4ol F£44g ch= gdod| Cist xXhMlEt X|&2 F440| H 2l Ho[E ZEiA Al
%% xI-X°|.A-||

@ Note
AWS Ci|O|E{H|O|A & S5t SDKE SHE £40f CHEt =4

SHTZ T O

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);
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final String unsignedAttrPrefix = ":";
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L}EILHE tableConfigs BiE Xo|gtL|Ct.
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XELICH ¢33 22 X2
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

5E7|: DynamoDbEncryptionInterceptor &4

CHZ oMol M= 4EHH 2| tableConfigsE AF& 304 A
DynamoDbEncryptionInterceptor2 BHELICIH

final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

6EHAl: Ml AWS SDK DynamoDB 2 2+0|1E A4

Ct= Mo M= 5EHAH el BHEES AFE510] interceptor A AWS SDK DynamoDB £ 20
Mdgfuct.

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();
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7EHAl: DynamoDB Enhanced Client 243 &l Ef|o|2 M4

Ct= oAM= 6EHAI0| M 24448 AWS SDK DynamoDB clientE AH& 304 DynamoDB Enhanced
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final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()

.dynamoDbClient(ddb)

.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,

tableSchema);
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2 DynamoDBE M&E|7| Mol E2t0|MESAM LE 5| MBEELICE.

final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");

item.setSortKey(0);
item.setAttributel("encrypt and sign me!");

item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);
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final MaterialProviders matProv = MaterialProviders.builder()

Java 163


https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/BasicPutGetExample.java
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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(® Note
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SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
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&35 OF 2 L|CFSTGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY

attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

BEMA!: AlZLMAM Melgd &4 HelgfLo.
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final String unsignedAttrPrefix = ":";
ATt7|: DynamoDB E|O|2 ¥ 53} 74 HO|
CtZ oAM= 0| DynamoDB H|O|E 2| 2f =35t 442 LIEtLH= tableConfigs Y& HolgLICt.
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
tableConfigs.put(ddbTableName, config);

5E7|: DynamoDbEncryptionInterceptor A4

CtZ ollXl= 4EHAH Q| tableConfigsE A& 304 DynamoDbEncryptionInterceptors 4
grLct.
=

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
Lbuild();

6t Hl: AH AWS SDK DynamoDB £20|HE MM

CHS oMol M= 5EHAIS] HE AF8 3104 interceptor M AWS SDK DynamoDB 22+0|1EE
MAAELICH

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
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.addExecutionInterceptor(interceptor)
.build())
.build();
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final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("0").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);

CH oMl= AWS KMS Z7|210] /= 3t =& DynamoDbItemEncryptor2 AF&3t04 HIO|E2 &=
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KMS StLHE At835t= 20| E&LICEH
® Note

52| ==& DynamoDbItemEncryptor2 M 7ts8t &S5 E XIGHK| L &LICH ot =&
DynamoDB API2} & 74 DynamoDbEncryptionInterceptor AF&5t0{ M 718t ¢t S
SIE AL E = U&LCt

MA ZE MES javaE HZE5HAAIL. ltemEncryptDecryptExample
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/itemencryptor/ItemEncryptDecryptExample.java
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2 A E5tH 7|20l B 2| 7|9t CHE 2T 718 25 SHtEA MelE = J&LIch

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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WS HolgfLct.
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CHZ ol MeE offd 8T 2 HO|5H K| f&LCt.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEAME X|Hsl= 42 LEIM 2 Y&
&M X250k BHLICFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);
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final String unsignedAttrPrefix = ":";
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final DynamoDbItemEncryptorConfig config =
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

DynamoDbItemEncryptorConfig.builder()

5CH7|: DynamoDbItemEncryptor 244

Ctg oAM= 4Bt A 2| configE At&3St04 Af DynamoDbItemEncryptore BHELICE

—

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();
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final Map<String, AttributeValue> originalltem = new HashMap<>();
originallItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalltem.put("sort_key", AttributeValue.builder().n("@").build());
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originalItem.put("attributel”, AttributeValue.builder().s("encrypt and sign

me!").build());
originalltem.put("attribute2", AttributeValue.builder().s("sign me!").build());

originallItem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalItem)
.build()
).encryptedItem();
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
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final String unsignedAttrPrefix = ":";
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
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tableConfigs.put(ddbTableName, config);

5. DynamoDbEncryptionInterceptor &4
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= .

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

DynamoDbEncryptionInterceptor T+439| Yt HIAE MM A0/ E 504 E
StE|T MBE =S £ = USE F{SELICH Chs HE MES HiZ5tH 22H0|¢HE = 1EHA0| A

—

oo

Im for 03 T
oot ¥ pim

> 0 ¥
Jo 4 omee |
mo ox ro |m

aws_dbe_head & aws_dbe_foot 42 Z&stX| &= ZE 52 HAlSt

CHe oflAlS 1B 72l B0l 228 742 UHO|EFLICH Uy HAE QnEtol=E
FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXTZ O|O|E3lOF B LICH O] HAE2

Uit HMAE $2S AL UK YSSE FBS 9D & 4T AL UCOEE THUS

=
DynamoDbEncryptionInterceptor At&5to Af & =2 HMEL|CttableConfigs.

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
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.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName, int

sortReadValue) {

// 1. Create a Keyring.

// This example creates an AWS KMS Keyring that specifies the

// same kmsKeyId previously used in the version 2.x configuration.

// It uses the 'CreateMrkMultiKeyring' method to create the

// keyring, so that the keyring can correctly handle both single

// region and Multi-Region KMS Keys.

// Note that this example uses the AWS SDK for Java v2 KMS client.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb GitHub repository.

// All primary key attributes must be signed but not encrypted
// and by default all non-primary key attributes

// are encrypted and signed (ENCRYPT_AND_SIGN).

// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =

TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded

// from the signature when reading items.

// This value represents all unsigned attributes across the entire

// dataset.

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.
final Map<String, CryptoAction> legacyActions = new HashMap<>();
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legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in

// the previous steps. For Legacy Policy, use
// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read
// and write items using the old format, but will be able to read
// items written in the new format as soon as they appear.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 7. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);
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// 8. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 7.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 9. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client

// created in Step 8, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildex()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
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public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
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// 1. Continue to configure your keyring, table schema, legacy

// attribute actions, allowedUnsignedAttributes, and

// DynamoDBEncryptor as you did in Step 1.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new
// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This

policy
// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()

);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();

tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
Lbuild();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}
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var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The
partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort
attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
[":attribute4"] = CryptoAction.DO_NOTHING

};
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Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: SearchConfig only required if you use beacons

Search = new SearchConfig

{

WriteVersion = 1, // MUST be 1
Versions = beaconVersions

13
tableConfigs.Add(ddbTableName, config);
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/net/src
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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CHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTSME X|MHetE B mE|M 4 &3
S MT X|H5Hok & LICFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING

};

NET 189


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/BasicPutGetExample.cs
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const String unsignAttrPrefix = ":";
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Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();

DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix

};
tableConfigs.Add(ddbTableName, config);

5E-AHl: M AWS SDK DynamoDB £2}0|HE MM

o

Ct oMol M= 4EHH 2| E AFE 5104 TableEncryptionConfigs M AWS SDK DynamoDB £
2tO|MEE MdgfLct.

var ddb = new Client.DynamoDbClient(
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new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

toh

6Et7|: DynamoDB E|O|& &= &t &35t & HH

CtZ oAl ME HO|E &=2 LIEILA= item APME Ho5t 1 sHE & =S DynamoDB E|0|&
off HiX[&fLICH =2 DynamoDBZ T&E|7| ol 2EI0IHPEFH0|M & E5tE|T MBELICE

var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

};

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/itemencryptor/ItemEncryptDecryptExample.cs
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEAME X|Hsl= 4 LE|M 2 H&
&M X|Z5Hok ELICFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING

};
SEA:: Al MlE &4 HolghLCt.
CHE oMo = 2= DO_NOTHING £80| I REF MFAI":“E S|ECID 7I1HstD Ol HFAIE
A3 B E MEBE[X| 2 g Ho IE*I—IEL ZCI0|MEE HFA7I": "2 2E &4 0|8
Ol MHEWM MRIECtT 7FHELICH RIMIS HEE {2 E FAHE S48 TAML.

String unsignAttrPrefix = ":";
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CHS oMol A= DynamoDbItemEncryptorl| 71AIE Mo|gtLct

0| of|A|0 A= DynamoDB El|0|& O|§2 =E[* El|0|= 0|22 K| L AEE FEE XS
’”0|°F [l DynamoDB Ei|0|E O|§ & =2|X H|0|8 O|§2 & X|™st= W0| E&LICE XH'||°._ oS
H &= AWS Database Encryption SDK for DynamoDB2| & 33 142 HZESHML.

var config = new DynamoDbItemEncryptorConfig
{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};

5Et7|: DynamoDbItemEncryptor 44
Ctg oAM= 4EH 2| configE At&3St04 Af DynamoDbItemEncryptor2 BHELICEH
var itemEncryptor = new DynamoDbItemEncryptor(config);

6EtA: Elolg =52 Y &

ok

gtoto MEELICEH

CtS oMol DynamoDbItemEncryptorE A& 5H04
DynamoDbItemEncryptor= DynamoDB E|O|E0 &

var originalltem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('"sign me!"),
[":attribute3"] = new AttributeValue("ignore me!'")

%

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalltem }
).EncryptedItem;
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AWS Database Encryption SDK for DynamoDBE AF2 3L S 7|& DynamoDB E|0|2
T

7% 32 AFSELICH x DynamoDBE& NET 22I0|HES ¢33 2lo|22{2| & 2CI0|¢HES &
%352 I8l 7|& Amazon DynamoDB E|O|E2 T8& 4 Ql&LICE ol FAoME AT 7|&E
DynamoDB E| 0|80l T 3.xE F7t+3t7| {Ia &30k 5he Al 7tX| EHAlof Ciet x|&lS MSE L
Ct.

154 S 3tEl &= 27| A M7 ZH|

AWS C|O|E{H|O|A 2535t SDK EEI0|METVI &St 58 o1 £ = UL E &H|ste{H S &
HE R AN CFS HAMSE S HlZ 3 2oL Z2EI0|MEE AlSsiM Ut HIAE S22 2|1
#LICH E|o|Ed| 7IFRE M =2 2536t HLE MESHR|= A X2 S 5HE &= 0| LIEILIE FA|
S33e ‘BAQLIEP Olgst HHBS 2 25l ECI0|UEE= M| & =F9o| A SSHE AIZE £ &L|CH
CHS A2 EI”sH7| Moil 2 2|0l CtS ¥E LH& 2 b Z3sHoF & L|Ct.
1. 54 2] Ho|
A RS HE5t04 S StetT MEE o gf, MEO e &4 7, FAIE &9 42 HolaL
Ct.
7I@Mez ZEto|HE| 7| £92 MBEIX|E A SSHE[X|E L2 H(SIGN_ONLY) CHE 2E &9
2 a5 3tE|1 MHEELICHENCRYPT_AND_SIGN).
£M4E 4385t n MY TS ENCRYPT_AND_SIGNS X|HELICH £48 M
HStE| 253561 K| &L= 5 SIGN_ONLYS X|HELICH ME 2 M2 X|™HG D
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT =3} iﬂ'agoﬂ 23S

5t x| o M2 A5 5E £ QIALICH SMH2 FABIES

8t M= = AWS Database Encryption SDK for DynamoDB 2| £ 44 *?:':'% xS,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT&AME X|MHsl= ZR mE|M 2l 32
&S ME K|[ZSHoF ELICISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{

["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
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["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
};

2. MEollA KQIE #4482 HolgtLich.

CHS oAM= 2 E DO_NOTHING £40| 1 )8t MFAL":“E B Rstcln 71™Hsln I HSFAE
MB350 HBE MYBL|X| oIS 48 HolgiLIC SECI0|MEE HFAZF": "2 ZE £ 0|8
2 MHM MRIE HeZ ZtFEILICH RIMEr HEE 2 E FMHE S48 ’E.*E_%WI&.

const String unsignAttrPrefix = ":";

o

e

3. 7|

0

CHE oMol M= AWS KMS Z7|2g A EdRfLic AWS KMS 7|22 TS &= 3F BE= HICHE AWS
KMS keys RSAE AIE35t04 ClIO|E{ 7|1 dd, 53 & |53 8Lt

)

Of of&|oi M= CreateMrkMultiKeyringE A& 6t0{ CHE f =38 KSM 7|E Z &8t AWS KMS
7|22 MHBLICE O] CreateAwsKmsMrkMultiKeyring 282 A& SHH
ot CtE 2T 7|1E BF SHIEA XMElE &= U&LICH

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. DynamoDB H|O|& &3} 74 X 9|
CtZ oAM= O] DynamoDB E|O|E2| & =38t 4 & LIEILHE= tableConfigs W& HMo|gLICt

O of &0 A= DynamoDB E|O|E O|§2 =c2|X H0|E O|F2E X|H™
MOo|g i DynamoDB E|O|2 0|2 =cIX H|0|2 O|§2Z X|™Hsl= 20

FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT2 it HIAE QH{ZIO|EE X|Z5HOF

)
BLICH O] A2 ASHHA Ut HAE H22 9fn MT, AT #2297, BaH0IAET} ¢
B5E ¥Se 4 4 TS FalATL

HO|Z =3 F+dof =& E gfof CHEt RtMIEt 82 8 FX=5tAAI2. AWS Database
Encryption SDK for DynamoDB2| & &3} 74
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Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

5. M AWS SDK DynamoDB Z¢c}0|21E MM

CtZ oMol M= 4EHH o] ZIEE AH&3104 TableEncryptionConfigs A AWS SDK
DynamoDB Z2ZI0|AEE Mgt

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

SEOIMIETL S B e D MBE HSS MY £+ YT S El0lE Y55 T4 Ut HAE MG
AUCIOIESHAIAIR. THE HZ A S HHE5HEY 2EH0IQIE S 1B 01 TAIEH £43 ZHdg lute
=2 Uit n MBELICH 22H0IQIES U HAE 20} 2 55HED MHE H2S S

3CHH| 2 TS5l 7| ®Mof| E|0|E9| 7|&E UBt HAE 322 25 45 356t0 MYsHok ghlct 7|&
Ut EHAE SSS HEA Y5357 s A = Us B X|EL FE2l= e A|AH

of 74 HEst TRHAS ARSHAHL. OB S0f, ElO|2 S HHS| ATE T HolE &4 T

L ot5 5t T2 AH85I0{ ESS LA ME HIST7| Z2MAE AFSE £ QU&LICH Elo[29] Y

Ht EHIAE 52 A%5 248 AWS Database Encryption SDK7F & 238l 3! ME Al & Fof 76
aws_dbe_foot £ aws_dbe_head & £4E Z&5HX| e 2E &5 AAMSte Dol E&LICH

CHE A= 1EHAH ] Ef0o|E 255t 7S UOO|EELICH Yt HIAE QHEIOIEE

FORBID _WRITE_PLAINTEXT_ALLOW_READ PLAINTEXTZ dClo|EsHof gL|Ct. o] MHaie st &

AE 58 HE HXBH SEEE S5 o1 & £ USLICH YC|0|EE AIE5104 M AWS SDK
ad

DynamoDB Z2I0|HEE MMELICt TableEncryptionConfigs
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Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

E g2 428stn MHE S0l 220/QIET S SHED MHYE FRT D & £ AT S &
0l gfa st 7440 Ut HAE RHOIE AUCIOIESHAAIR. CHE HZE AFRIE BT 51Rd B2toliE

CHE ofdl= 2Bt A2 Elo|g & =3t 712 Uolo|EgLICH

o
HLp oM it FIAE HAME MHE = J&GLICH ZE20[HEE J7|[2He 2 455t MY
E gs0keln ALCH HE|o|EE AF8 3504 M AWS SDK DynamoDB Z2+0|21EE MLt
TableEncryptionConfigs

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);
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2|74 A| DynamoDB Encryption Client

20234 62 92o]| 2zlo|olE &
&LICH. AWS AWS EIIOIE-IH-|IOIé 3
grLict ol WA &M HEE 2

53 2lo|22{2le] o|§o| Cllo|E{Ho|A 253l SDKE HA LA
8l SDKE 7|Z& DynamoDB & 53} Z210|ME HZF2 A% K|
CHOIMES & S35t 2to|ERq2(Q| oft] B &0 CHEt RtAIEH LIS
2 Amazon DynamoDB Encryption Client O|& #HZ MME & XM L.

=t
= (=

o
=
oFf

=

DynamoDB& Java 20| ES 2535t 2tolE22{2|o] Z|&l HHTS 2 0to|2a0|M5tE4T BT 3.x
E oto|ago|Md MME FEFML.

=
« AWS DynamoDB HHZ& X| ¢ ¢|3t Ol O|E{H|0|A 2 & 3} SDK

» DynamoDB Encryption Client2| &t & gt 4]

» Amazon DynamoDB Encryption Client 7H'&
- &S5 AE BZX

+ Amazon DynamoDB Encryption Clientol A AF& & = Q= Z 2322 10

- ol 2 #HF

+ DynamoDB Encryption Client OiZ 2|7 0|AM 9| 2X| 5 &

AWS DynamoDB H{A x| & <|&t C|O|E{H|O|A & 3 SDK

B[ 74 Al & o] =0 A= DynamoDB Encryption Client for Java HH™ 1.x~2.x2} DynamoDB Encryption
Client for Python H{%1 1.x~3.x 0l CH&t HEE M SghLct.

C}2 Eol= Amazon DynamoDBOM SE2I0|HE X 2453512 x|2stE 210 2 T O] LI} Q&L
Ct.
Z2 2y 2dod 7 SDK M|O|X T &= F7| B
AHl
Java 7 1.x X B= EHA|, 20224 768
SIESESS
Java & 2.x it 7tEE(GA)
Java 7™ 3.x bk 718 H(GA)
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Python 7 1.x X|H = BHAH, 20224 7857
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Python 7 2.x X B2 BA, 20224 788
S ESES

Python 7 3.x Uk 718 H(GA)

DynamoDB Encryption Client2| &t & 2 4]

@ Note
Zzlo|ME & ¢ 53} 2lo|=E{2l9] 0| 0| AWS Database Encryption SDKZ 473 |
&LIC} Chg Ao ME Java& DynamoDB Encryption Client {7 1.x~2.x 2t Python%
DynamoDB Encryption Client HH& 1.x~3.x0| Cigt HEE S & Lct RtAM[E LHE2 AWS
Database Encryption SDK for DynamoDB & X| &2 #E5HMI2.

DynamoDB Encryption Client= DynamoDBO{| X% ét= HIO|EE E 36t 5 §Hs| HdAHEU}&LICH
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0| &A= Amazon DynamoDB Encryption Client0ll A AFE £ 7HE1 ooi CHa A-EEH LIt

DynamoDB Encryption Client2| 714 @ A7t o7 &5 2&35t=%[0f s ot 24 DynamoDB
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A& LICH
S2R2E0iE 2 Al M HTS| CMPE d'dst M T 7|E HE S grergfLich 8t sl At
=YH olEo| & HM HE T BHEELICE 0|8 Sall LEAE SEA AE0{0| 2FE + U= M H

DynamoDB Encryption Client0{= DynamoDBO| X% £/ L& DynamoDB Encryption ClientE At&
sto 23 3tE 7|2 B EE CMPE dHst=s S=2A 2E042] MetaStore7t Z & E|0{ U&LICH.

KEMIS| ot 7 I:

Z At AE04: Java, Python
» MetaStore: Java, Python

gE3 A2 SSAE

(® Note

Zelo|E & 53 2to|=E 2|2 0| 0] AWS Database Encryption SDKZ 173 |
&LICt CtE FX|0l| M= Java& DynamoDB Encryption Client H& 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgt HE & M S & LICH RHA[EF LHE 2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ &HZEFHAMIL.
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/store/ProviderStore.html
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/src/dynamodb_encryption_sdk/material_providers/store/__init__.py
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/store/MetaStore.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/materials_providers/metastore.html#module-dynamodb_encryption_sdk.material_providers.store.meta

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

DynamoDB Encryption Client& AFE e [l LiE40F 5t= 71 SR8 2™ & stute 2538 AlE 32
AHCMP)E MEHSH= HAULICEH CMP= 2335t AHEE ZE5H01 &5 453t =Fof ghetgh(ct. =t
=3t U ME 70| MM W, 2t F=ol CHoH MER 7| At R E HMSHHLE RHAAS E X| 018, AHE
=53 U ME dne|EE 2™ELcH

DynamoDB Encryption Client 2t 0|2 2{2[0f| K|S E F2H0i|MH CMPE MBS HLE £ 8t 7t S8 AFS X}
X|H CMPE 75& #= U&LICE CMP MEI2 At8st= =222 2dofof et EEtE == UEL

Ct.

O Moz 7He bl
Ol Bl H 7tX[ =4 E MS gL

Direct KMS Materials Provider

Direct KMS Materials Provider= AWS Key Management Service(AWS KMS)E & 3 &tk|X
AEZ FE AWS KMS keyof| [IH2} E1|0|E =2 ESELICH o EE2(F 0| Mof| M & =3 Rt
HMSHALE 2tElg 27t & LICH AWS KMS keyE AFE 350 ZF &= 0tC T R8F 253 2 M
H7|E YHSIEE 0| S=Xt=s =2 %§_§Po+7-|l-+ =35 5}& mjolck AWS KMSE & &fLc.

AWS KMSE AM23t0H o Z 2|71 0| Mol M EAMDtCt 8 BH19] AWS KMS £&0]| 7ts8 E<2, O
S=At7F Mgrghck.

KEMIEH L2 2 Direct KMS Materials Provider M2 2 X 5HM|2.
2 E X2 SZAHEHEE CMP)

ZE X2 ZZXHEHEE CMP)= DynamoDB Encryption Client 2|20l B & 2! MY 7|2 A4

J

CcC
4

o

= g 8 718 MEELICH MetA 2fE L ME 7|9| dd - 2 5o TREX|E
= MALS E[=XIE AHELICH BiEE CMPE AWS KMSE ALE5tX| o &3 At2E H
StAH el = U ofEE(FH 0| dZ2 /e Direct KMS Provider| k18t CHILICE

—~

BHZE CMPE 2t 820l CHal TR e %25t 7|8 MAISLICH I3 CHS ALSAITE MIB 8 BT
(o] [m]

r

REMIEH L& 2 Wrapped Materials Provider AlME 2 X 5HA| 2.

Most Recent Provider

Most Recent Provider= 22 At AE 02 &7 S5t E MHE 453 A= ‘T":LXHCMP)O'L—'
Ct. 32X AE0{0|MH CMPE 7HX{21 CMPOHA-I HF?_?_ ot S 3l AHZ2E 7FKAZLIC} Most Recent
Provider= BtX O 2 ZtZtO| CMPE AI85H04 & 535t A2 0f| CHE o] RS SFSHX|EH S

-, O
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS H|O|E{H|O|A & 5 3t SDK IR} 7Ho|=
2x AE0{0| 7|58 AFR 5104 RHE | RIAFR H9IE FMlostD, CMP A BIZ & ZA%5HD, Most
H 745 K| 7%

A
HZISHR| T AFBEIE CMP REE HZ

Recent Provider&

SeEls ZE 35 A AE0{0 M Most Recent Providerg At&E == /&L|Ct. DynamoDB
Encryption Clientoi|= 2{&E CMPE Er&tstE 3= A AE 012! MetaStore7t Z & ELICH.

Most Recent Provider= 221 &3} AA st= OHEEZ|7o|Ma} B
2o Sk

= & H & ;
ot T AEE flttetx| foHM UF A E 3 AIRE MAISE & = ol EE(71 o]0l Here
I.

LICt o & B0 &S 2 gE3ststH{L S5 5tE IHOICH AWS KMSE2 E£56HK| 2l = AWS Key
Management Service(AWS KMS)2| AWS KMS keyO et 255t AIZE ES8 4+ A&LICH
KEMIEH L2 2 Most Recent Provider MM 2 X stMI2

Static Materials Provider
Static Materials Providere EHIAE, 718 §F o2 2 HHAl = “é' EMo 2 MAELIR}&LICH 2
=0 Cisl] nest =35 AEE MMSHK|= ot&LICH =48t 40 SUSH 2235 2 ME 7|2
dtetstd, oleddt 7= Ellolg &5 ¢=23 553 2 MY = HI Y A ELICH

(@ Note
Java 2tO|E2{2/9| Asymmetric Static Provider= Static ProviderZ} OF=lLICt Et&=3
Wrapped CMPO{| CHEt CHA| MMXIE MSE #ALICH Z2HM g Zol M= b5 x|gt
7ts3st™ e EE CMPE & AL 5Hof & LICH.

A
* Direct KMS Materials Provider

» Wrapped Materials Provider

* Most Recent Provider

» Static Materials Provider

Direct KMS Materials Provider

(® Note
Z2cto|ME & ¢f 535} 2to|=222]2] 0|& 0| AWS Database Encryption SDKZ #4724 |}
&LICt Ct2 M0 M= Java& DynamoDB Encryption Client EH& 1.x~2.x 2 Python&
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/AsymmetricStaticProvider.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

DynamoDB Encryption Client HH& 1.x~3.x0l Cist HEE M3 g LICk RtMIE LHE 2 AWS
Database Encryption SDK for DynamoDB HHH X| &2 HE5HMIR.

Direct KMS Materials Provider(Direct KMS Provider)= AWS Key Management Service (AWS KMS)
g 453 x|X| °£S MENZ FXIGHK] &t= AWS KMS keyol 2t EO|l8 €52 ESELICH ol &=

3t AI2 Z22X= ZHH|0O|E gSof Cia n1Rst 4535 7| U ME 7|12 gHetetLict 0|12 Y&l &5
S35t HLE S5 8HE iotc AWS KMSE S &8

DynamoDB &S52 =2 B9 CHHE 2 X |5+E AWS KMS =& 2% A|et2 Z1tstod %2
X|9do| eh et &~ Ql&L|Ct A|EtE =15l of 5t= & WS Support ME{0{| A AtE|E MM EFLICEH
Most Recent Provider@} Zt0| 7| RAFZ 0| A|EHE! ¢ §_§F AE BSSKE MBte A 12{s € =

A& LICH

-

Direct KMS Providerg At&3ste{t S &R0 A & 7He| AWS A, |4 3t 7H2| AWS KMS key, AWS
KMS keyOll M GenerateDataKey & Decrypt 242 &8 =+ U= HEto| *lo{of gLICt AWS KMS
key= CHE 233} 7|o{of °*I—IEP DynamoDB Encryption Client= H|CHE & 2 3H& X|§5HX| St &L
Ct. DynamoDB 22 EHO|E 2 A3t F< AWS KMS CHE 2| 7|18 X|™Hsts 20| E2&Lct A
M LIS Al dhed A-IIA=|° XML

(@ Note
Direct KMS ProviderE At&3tH Z2t0|HE| 7| 42| o|§1 20l AWS KMS &5 3 Z4E]
AE 3 724 AWS KMS % 49| AWS CloudTrail 220 Yt HIAE=Z E AIELICH J2{Lt
DynamoDB Encryption Client= 223t 0{iH &M ZIE bt HIAEZ &5 K| L &LICH

T

Direct KMS Provider= DynamoDB Encryption Client7} X|#dst= 0424 & 23t At = S 2 XH(CMP) &
StLELICH Z|EF CMPO| CHE REMIBH LIS 2 255t AtE SZA AME HEFHAM L.

oM ZEE= CHES HXstAAIR.

0|l

+ Java: AwsKmsEncryptedltem

* Python: aws-kms-encrypted-table, aws-kms-encrypted-item

A
A8 EH

>

12

Ol |olo
0L |0
1> [rE

i)
fol
19I_
>
Hu
OH
il
>

209


https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html#requests-per-second
https://console.aws.amazon.com/support/home
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py

AWS Ci[O|E{H| 0| A 255 SDK LR 7Hol=

AE Y

Direct KMS ProviderE 435t248 7| ID ml2tO|E{E A& 304 AHHoll CHE & 53t KMS 7|8 X|HE
LIk 711D metolEf2l 242 AWS KMS key2l 71 ID, 7| ARN, 83 0|§ &=

& ARNY = &L
Ch. 7| Aldxtoll CHet XEMISH LI 2 AWS Key Management Service &t X} 740|= 0] 7| Al2HxIE &

M.

Direct KMS Provideroll= CHE 225t KMS 7|7t ZRELICH HICHE KMS 7|1E M8 + HAQI—IEP
Jedut oS 2l KMS 71, 7HX2 7| RE27F /s KMS 7| EE= AFE A XIH 7| AE 019K

28 4 U&LICH KMS 7|0i CHet kms:GenerateDataKey 2! kms:Decrypt T 8H0| 2040
MAWS ZE|Y = AWS ARE KMS 7|7t ot 1z 22|38 7|2 AFS 38l oF BhLCh.

Python& DynamoDB Encryption Client= 7| ID Tt2t0|E gf(Z & & d<2)2| /™ol AWS KMSE
(R

S£% 2IMg ZA™ELICH K| ofom AWS KMS 22H0|HE o] Z|HM(X| -t A)2 A omu
AWS SDK for Python (Boto3)0l 438+ 2|2 AFSFLICE Pythonl| 2|7 AMEHof| CHEF XEMIEH LIS

AWS SDK for Python(Boto3) APl X 9| 7148 XML,

Java& DynamoDB Encryption Client= X|&gt Z2t0|HE0] 2|T10| Z&El B2 AWS KMS ZE+0|2A
EQo| Z|HolM AWS KMSE £ & 2Ig A™ELICH O%X| ef2™ AWS SDK for Javaoll A T8t
2|T1E ALSELICH AWS SDK for Javaoil 42| 2|7 MEHof CHEF RHA[EH LI& 2 AWS SDK for Java 7H

gEXF OFLHA 2] AWS E|F MEHE R XFHAMI2.

Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

CHS oflolME ARN 712 AL 35H0o{ AWS KMS keyZE XI&ELICH 7| Algdxtol AWS 2IF7F 28 E|
x| et2 &< DynamoDB Encryption Client= 7 43E! Botocore MM (= ZE<) EE= Boto 7|2740d
MEl™dg 7k E L

# Replace the example key ID with a valid value
kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/java-dg-region-selection.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

Amazon DynamoDB 22 E|0[=2 & A& dt= G AWSKMS CHE 2 7|2 E||0|E'| &= 5t5t=
[0l EgUct OF8 2™ 7|1= SYEt 71 IDQ 7| 7+ QA E 7HX7] 2o MZE WEte AASE =
A= CHEEH AWS E2[712| AWS KMS keysLICH AtAIEH LHE S 2 otE E{H AWS Key Management
Service WAt QHLHMO| CFHE 2T 7| AHE 2 FHASM L.

o 1o

® Note
=2 H|0|E KT 2017.11.298 MEst= B2 ollofEl SA HEJH & 5 8tE|HL HBEIX|
S £ NYs dgslor gLICh RME L2 o|H B =24 E0|= #8 =X MM
2 ¥ZstMl=

DynamoDB Encryption Clientoil M CtE 2| 7|& AHE5tE{H CHE 2™ 7|E 4d3sto{ of E 2|7 0|
o] Al&iz|= 2|™oll SAMELICt 2™ CFHS DynamoDB Encryption Client7t AWS KMS2 2 &5t 2l
Mol Ct& 2I1™ 7|8 AH8 35 Direct KMS Providerg T#4&LICtH

Ctg oMol M= oFE 2™ 7|8 AH835t0d O|1F SH(HXILIOF 55 )(us-east-1) 22| CIO|EE &5
stst O|= MB(2oE)(us-west-2) E|T0{ M 0|& = =35t =5 DynamoDB Encryption ClientE T
Aot
Java

Ol 0f A0 A DynamoDB Encryption Client= AWS KMS Z20|HE 9| 2|0l AWS KMSE £ &
ot7| et 2IME 7FMSLICH O] keyArn Zt2 S 2Xo| OHE 2| 7|18 A-EELICH

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

// Replace the example key ARN and Region with valid values for your application
final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

0| od| Aol A DynamoDB Encryption Client= 7| ARN2| i 2T AWS KMSE £&8 2™
7tx4Z Lt

mo

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2

# Replace the example key ID with a valid value

us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

F HE Al

o

A
ol

Direct KMS Provider= CtZ CHO[o{ 2R MAE ALS A7 XH 8= AWS KMS keyol| 2|5 25 &=
gz5 L ME 7|E HHEtELICH
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AWS Ll O|E{H|0]A 2f 55 SDK N R 7hol=

Direct KMS Provider

Direct KMS Provider
Iltem encryptor

Application
‘ KMS key ID ’7"[ GE”ErEtEDﬂtEKE?] Plaintext data ke -derive- | | |[Encryption key

¥ * | signing key
Encrypted data key — | Encrypted data key
Encryption algorithms

r

KMS Key 1D ‘

KMS P

AWS KMS key

- &5 A2 E MA57| /80 Direct KMS Provider= AFEXE7F X| &8 AWS KMS keyE AH2 3504
zt gt=0f CHst TRt CO|E| 7|2 MASIEE AWS KMSO| 2 M 8tL|Ct o] 3Z2XH= Cl0olE{ 7|9
= 59| &tz Y 4o MEE

o AE SAROIN BBo 5t U M 7|8 2B O3

stEl Olole 7|2t &M =5 & ME 7|E gHetgfLCt

o2

g2 Aqd537s 255 2 MHHE FIE AE5I04 7HsE & el HIZ 20 255 2 ME 7|2 K|
gLt ot ME I Io|E 7|2 &S 3lE SAIE0H &5 51E g =0i XEHELICE

. 253 X2 E MA57| 25l Direct KMS Provider= AWS KMSO{| & 53t El C|0|E] 7|2 235355t
oo Q™ELICH O ChE Yt A E |0 7[0d A 3—.*0._| UMHEFIE FESF{ET LSS
Tof grEtsrLCt.
g2 A5V 52 &0lstn Eolol MB35t 2SS E 2t 558 ELIcH O O 7tsE
| 2 2|0 712 MHELICE

o535l X2 7HX{L 7|

Ol thploMe &5 2535t TToM E33t AtZ 2% =41 Al Direct KMS Provider2| /24, £21 4

2|0 CHal REA|S| AZEEhL|Ct.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#data-keys

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

« AWS KMS key2| 7| ID/LI|C}.

AR AHE MT: Ol2{E gte SEHOIKIET HRof £7bste AR MY

ot 5 8t 7|( Ukt HYAE)
M 7|

goll MEELCt.

=2 O _J_‘I\_ o
amzn-ddb-env-key: AWS KMS key0d| 2|5l & =3} &l Baseb4 2 QIZZE C|O[H 7|
amzn-ddb-env-alg: & £3t & 1 2|&, 7|22/ 2 AES/256

amzn-ddb-sig-alg: ME L1 2|&, 7[&22f2 HmacSHA256/256

« amzn-ddb-wrap-alg: kms

el

1.

Direct KMS Provider= X|'HE AWS KMS key2 AI&35+04 & =0 CHEt 725 ClO|E 7|& 45t
Ete 23S AWS KMSofl EHLICH 0] 22 bt ElAE 7|9t AWS KMS key 2 2 S 3HEl EAHE
£ gteteoict ol Xt 2 & =7| 7| Atz2t guct

Ol 2HS AWS KMS 53t ZIEHIAE | CHS gt LBt HIAEZ T EELICH o|248t HIZ O] of
e dSstE M| s HAC R HIRIEEIEZ 5535 A SUSH 53 ZHHAET EHRF
LIC}. O] Zt2 AL 3504 AWS CloudTrail 210 AWS KMSO| CHE &2 Alddst £~ Q)& L|Ct

« amzn-ddb-env-alg - ¥ 53} &1 2|&F, 7|24t 2 AES/256

« amzn-ddb-sig-alg - M& & 1 2|&, 7|22f2 HmacSHA256/256

Ol

o (MEY AME) aws-kms-table — ### ##

0

o (MEHAVEY g # ## - ### # #(OIT! 22 Base64 2 QI E)

o (MEHALE) ## # ##-## # #(O|T 2L 2 Baseb4 = Q1IF Y E)

=4

Direct KMS Provider= & =01 Ci$t DynamoDB & £ 3} ZA{EIA E oA AWS KMS &35 ZAEIAE
k€ 7kXZLCt DynamoDB & 2 3t ?_‘“E"*Eﬂ Ello|2 O|§ Z2 22 Z&36IX| = 4= e
O|E-7Zt Ho{7} AWS KMS & 5 5 ZAEIAE of A M2FE|L|C},
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https://csrc.nist.gov/projects/cryptographic-standards-and-guidelines/archived-crypto-projects/aes-development
https://en.wikipedia.org/wiki/HMAC
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-overview.html
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2. Direct KMS Provider= Cl[O|E{ 7|0l CHA! & 53 7| U M F|1E FEELICH 7|EX O 2 Secure
Hash Algorithm(SHA) 256 3 REC5869 HMAC 7|t 7| & &8 A 8h01 256HI AES CHE &f

53} 7| & 256H|E HMAC-SHA-256 M3E 7|& &Lt

B

of XIME S48 AT MY 718 AL 5t0d MR A2 A
HELICH THS B B WEl HZalolM Ykt HAE 7|8 HH
Lict,

53535 2 7K
O] EHloME &5 253t TFoA S53t A2 2% 41 A| Direct KMS Provider2| /24, £24 gl
O

o =
MelE RHMls| dEELICH.

2/24(oH & /7| 0440 M)

« AWS KMS key2| 7| IDILIC}.

7| 1DQ| Z2t2 AWS KMS key2| 7| ID, 7| ARN, HZ& O|§ E= HE ARNY = J&LCt 21Tat 2
Ol 7| IDOY| Z & E|X| 2 2 E Zf2 AWS HHE T2 Lo A AL J0{0F EFL|Ct 7| ARN2
HAWS KMSM ER 2 st= 2 E g2 MSghLict

[
)

A
e

0
>

el
1. Direct KMS Provider= 22 3tEl 52| Atz 8 £H0|M &f 3 3HE H0|H 7|8 7K SLICt

2. 93 51 ClO|E| 718 =331517] SlaH XIRE AWS KMS keyE AFR & g AWS KMSOl| 238
LIt of hde it &
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https://en.wikipedia.org/wiki/SHA-2
https://en.wikipedia.org/wiki/SHA-2
https://tools.ietf.org/html/rfc5869
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

Ol 22 ol 7|& &8 & & 353tst= O AEE Wt S AWS KMS 55 ZHEAEE A

SoffoF gfLICt.

* aws-kms-table — ### ##

o #h# # ##—###t # #(O|T! 2L Base64E QA HE)

o (MEH AR ## # ##—## # #(OIT! 22 Base64Z QIAEE)
« amzn-ddb-env-alg - ¥ &3} &1 2|F, 7|24t AES/256

« amzn-ddb-sig-alg - M& L1 2|&, 7|2 2L2 HmacSHA256/256
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&LICt chg XM= Java& DynamoDB Encryption Client HH& 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgt HE & XS & LICH RHA[EF LHE =2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5HMI2.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://en.wikipedia.org/wiki/SHA-2
https://tools.ietf.org/html/rfc5869
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BIZE CMPE SHE3H THOIH %25t AR E BEIY £ s OHE 21 010l 3t M=t

2i& & CMP= DynamoDB Encryption Client7t X|¢5t= 042 2535t A2 32 XHCMP) & StLt L
Ct. ZIEF CMPO]| CHE REMIBH LHE 2 S35t At E SZA MME FHASAM L.

[e]]]

oAl ZE= OhES HZsHAAL.

« Java: AsymmetricEncryptedltem

» Python: wrapped-rsa-encrypted-table, wrapped-symmetric-encrypted-table

|

0%
T

0%
1=

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),
wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys
wrapping_key
signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AsymmetricEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_rsa_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_symmetric_encrypted_table.py

AWS Ci[O|E{H| 0| A 255 SDK

JHEER} 70| =

unwrapping_key=wrapping_key,
signing_key=signing_key

EHEE CMP= ZE 5ol CHol M &= 2= 3t 7|& Mgt oS cholo{ 2240t ZHo| AHS ATt
MBS 2, 2 SR L MY 718 AT LIC
Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
iwrap key

Wrapping key »Wrapped encryption key » Wrapped encryption key

Unwrapping key

Signing key » Sighing key

Encryption algorithms

ots 35t RIE 72 7|

O| EFRoME &E3 Atz 28 4l Al 2iEE Rtz S=KHEH
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- 2i¥ 7|: Advanced Encryption Standard(AES) CHE 7| EE= RSA HE2! 7|. £4 2I0| &=
? Eeulct OEX| fom™ MEH AFE 0|0 FAIFELICH.
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https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/RSA_(cryptosystem)
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https://tools.ietf.org/html/rfc3394.html
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/RSA_(cryptosystem)
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Most Recent Provider

(® Note
Z2cto|¢E & £ 35| 2tolE2{2l9| 0|& 0] AWS Database Encryption SDKZ BB E[A
& LICt ChE Ao H= Java& DynamoDB Encryption Client HHZ 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0| CHet HE & XS LICH XpMEH LHE =2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5tMI2.

Most Recent Provider= 3= At AE 049t 74 2 SstEF MH =
ZEZX AE0{0|A CMPE 7IX{2 1 CMPOI|A{ Ht&tEH oF
E M835to ¢35t At=of CHEN 042 ™2 SFFLICH
27t MHALE El= HRIE AMoistn 7
StX| ot AF85tE CMP 82 HAY £ QlaLch

33t XAH 2 S 2 AHCMP)LCE

7tKZLCtH YRt 2 ZF CMP
A AEO0{9] 7|5 A& 35Ho{ Rt
, Most Recent ProviderE 4723
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(@ Note
Most Recent Provider@| MostRecentProvider 7|52 QigtEl I E= T2 MA =& S¢t
%53 AIZE M2 2o HEE £~ U&LICH &AL O] 0|4 AFE HEHo| Qi 718 AFE St
EE HEH =k /U&LCH
MostRecentProvider 7|E & X|#E|= O|& HHZ 2| DynamoDB Encryption Clientof| A 4
O|& AFEE[X| et B 2.0.00 M M7HEIRI&LICt CachingMostRecentProvider 7|Z

LS —

2 OHA|IELIc RFMIBE LI 2 Most Recent Provider 2H[0|E MME & X5HAM2.

Most Recent Provider= S=2At AE0{ & #& 2535} AA0] CHEF S ES %[A35H0F 5t= oHE 2|7
O|M1} EOot Q7 ALEE & gt AI2E MAIEE = U= ofE 2|7 o|Mof A
ZELICH o E B0 ES2 Z5te mfotct AWS KMSE £ &5HX| 281 AWS Key
Management Service(AW et s AAI2E 258 = A&LICH
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MESHE Z2 X 2E0{= Most Recent Providerol M At&5t= CMP /&3t Ml CMPE 7tX2= Bl
g ZEHLCH ALSRI7F HAHE ALER Hel S22 XHE A& Z 7604 Most Recent ProwderQP s
Cle ZE 32X AEHE MY = U&LICH

DynamoDB Encryption Clientol= i E &l A= SZAHEEE CMP)E M5t ghEtste=
MetaStore7t Z & £|01 Q& LICH MetaStore= 438 2fEE CMPL| 0{2 HT™Z LHE DynamoDB E|
O|20i| X{%& 3t DynamoDB Encryption Client2| L{F QIAEAE S8t ZCI0|HE & A S3HE 0|8

235 gct.

AWS KMS key2 B3 k|= 2535t AI2E 44 5t= Direct KMS Provider, Ar& X7t M3 st= e & &
ME 7|8 AE5t= el EE CMP EE= AFEXI7F dAI5tHE 28 7HS 8 AFE AL X[ CMPE Z #5104
EHO|Zo| XAtRE ES57| flal ZE RE2| LIF CMPE A&t MetaStoreE 78 = A&

» Java: MostRecentEncryptedltem

« Python: most_recent_provider_encrypted_table
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/MostRecentEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/most_recent_provider_encrypted_table.py
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« Most Recent Provider O|0|E

AE Y

Most Recent ProviderE MAd5ttd™ 22X &AL
Most Recent ProviderE 2434&f{of &L|C}.

ARE-IEYE

rok

Ct= oMo M= MetaStore% AFESH1 Direct KMS Provider2| &5 3l At2 2 LIS DynamoDB
Ef|0|2 2| XS E 5 8l = Most Recent ProviderE M5l 2 E Hod{ELICE O] oA ME
CachingMostRecentProvider 7|28 AFS&LICEH

Z Most Recent Provider0ll= MetaStore E|0|20{ A CMPE Al#3HE= 0|5, time-to-live(TTL) AH,

FOHS S2X 2E0{E AI8ste

7N

A7t ERE = Ue &5 & @Hste 1Al 7] dHo| J&LICH o oA ME FHAl 27I1E &5

1,000702F TTL & 7HE 60Zx = HHELICH

Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
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// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)

# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_tt1=60.0,
cache_size=1000
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O|2 &= CtA| g=&t e 27t laLct
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Static Materials Provider

(® Note

22l0|HE & ¢ 53} 2to|=E{2/9] 0|& 0l AWS Database Encryption SDKZ 173 |}
& LI|Ct CHE FAI0 M= Javad& DynamoDB Encryption Client HH 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| C8t HE & M S g LICH RHA[EF LIS 2 AWS

Database Encryption SDK for DynamoDB HH7& K| 2 & E5tM .

Static Materials Provider(3% CMP)= HIAE, 7i'd Y o2 L Bi[7HA| &S {ft ol ZHES
of 5 5l Xt2 2= XHCMP)JLIC}.

Static CMPE Al25t0{ Ho|E g5 ¢

ot 3 35242 Advanced Encryption Standard(AES) CHE &5
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® Note
Java 2}0|E 22|28 Asymmetric Static Provider= Static Provider7} oF2lL|C} Et&=3]
Wrapped CMPO{| CHE CHA d&XHE M3 #Lic Z2HM gtFoMe trsHXR|E 7ts
5t e EE CMPE &Y ArE &t oF gLt

%™ CMP& DynamoDB Encryption Client7} X|¢45t= 048] 2 53t Xt2 SZXHCMP) & StLtILICEH
7|EF CMPO| CHEH REMIBH LI 2 &5 5} Al2 22 A MMHE & XML
oA Z=E= CIE 2 FXTstAAIR.

« Java: SymmetricEncryptedltem

|

0%
It

0%
1=

= 7l Hoiet ME 7| EE= 7| Ho{E MSELICH Elol2 &5
™ 7| Xtz & MSsHokF gLict

// To encrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = ...; // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/AsymmetricStaticProvider.html
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/SymmetricEncryptedItem.java
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encryption_key = ...,
signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ...,
verification_key = ...

static_cmp = StaticCryptographicMaterialsProvidex(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

)
KHE b Al
1To O T
UM S2Ate 85 258 =70 ASstes dE5 U ME 7|8 MEELIchEEs 2 MY 717t E|
Ol &= &E3 I MBSt Ol 2 ASE ER). 2 &=of tiéll CHE 7I1E MB5HX| ot & 2
E &30l st 7174 AL ELC
Static CMP
Application | » AESencryption key - » Item encryptor
Signing key/pair

ot5 3} AR 72 7|

o] BHloiHE 2535t At 2 2% 441 A| Static Materials Provider(Z3% CMP)2| 124, &2 3! X{Z|o]
CHSH RtAIS| A EfLlct.
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« 253} 7| - Advanced Encryption Standard(AES) 7|2+ Z+2 CH&l 7|o{of &hL|Ch.
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« &5 3%} 7| - Advanced Encryption Standard(AES) 7|2+ Z-2 CH&! 7|odoF &tL|Ch.

ME 7| -0l E 7| == HICHE 7] Ho{Y = U&LIct

Amazon DynamoDB Encryption Client0l A AFE & = Il T2 3212 104

(® Note

Zcto|HES 255} 2to|=2{2|2] 0|& 0l AWS Database Encryption SDKZ B E|R}
&LICt Ct2 M0 M= Java& DynamoDB Encryption Client HHE 1.x~2.x 2 Python&

ZZIeH3 104 234


https://tools.ietf.org/html/rfc3394.html

AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

DynamoDB Encryption Client B 1.x~3.x01| CH
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* Amazon DynamoDB Encryption Client for Java

* DynamoDB Encryption Client for Python

Amazon DynamoDB Encryption Client for Java

(® Note
Zcto|ES 255} 2to|22{2|2] 0|& 0l AWS Database Encryption SDKZ B E|R}
&LCt S R0 A= Java& DynamoDB Encryption Client HH& 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHet HE & XS LIch RHA[EF LHE=2 AWS
Database Encryption SDK for DynamoDB HH7 X|#H& & ESIM|2.

HteHS AMO45}
=

0| &X|0{ A= Amazon DynamoDB Encryption Client for JavagE Mx|5t1 AI = 2 MY E

LICt DynamoDB 223} Z20[MEE A8t T2 2ol CHE REMIEH LHE 2 Java 04X, E[Z K|
E 29| GitHub o A| 3 DynamoDB 2 =3 Z2}0|21E & JavadocE & E 5t &AL, aws-dynamodb-

encryption-java

® Note
7 1. x. AtHHE DynamoDB & & AHE x7t 2022H 7€ S E EHAMHo 2 A[RELIC
end-of-support . 7t S8+ & @ 2| A HHMSZ a8 0|ESHAMIL.
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
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- MAX|

« DynamoDB Encryption Client for Java A&

« DynamoDB Encryption Client for Java2| Xl 2 E

e

A
4 =7

Amazon DynamoDB Encryption Client for Javag A x|5t7| Toi CtS A Z7H0| SFEIJI=X] =0l
grLict
= .

Java 7l &4

Java 8 0|2 0| E B LICt Oracle & AFO|EO|AM Java SE Ct2 2= 2 0|S# CtS Java SE
Development Kit(JDK)E CI2 2 =504 A x|&LICEH

Oracle JDKE At&3st= 4 Java Cryptography Extension(JCE) Unlimited Strength Jurisdiction
Policy Filek Ct2 2 =35t04 4 X|5H{oF & L|Ct.
AWS SDK for Java

OHZ 2|7 0| 40| DynamoDB&} 45 E 25} X| of= ZAR 0= DynamoDB &= & 22I0|HEoE
9| DynamoDB AWS SDK for Java 2= 0| 2 & L|Ct. ™A SDKE M x|5t7Lt O] 2 &0 MX|E

=1y

£ Ql&LICH Maveng AF835tE A< pom.xml IO aws-java-sdk-dynamodb2 F7HEL
Ct.

Mx| 2 o] CHEE REM[EH LHE 2 € & Z5HAAI2. AWS SDK for JavaAWS SDK for Java

CtS1 22 &2 2 Amazon DynamoDB Encryption Client for Javag Mx|& 4 U&LICH

Java& Amazon DynamoDB &3t Z2I0|HEE MEX|5i2iH 2|ZX|EEIE FHstHU CHREE
5t & Al2. aws-dynamodb-encryption-java GitHub
Apache Maven A&

Amazon DynamoDB Encryption Client for Java= Ctg& 4% & 2|9t & 7H Apache Maveng &3l
ArEE = U&LICH

<dependency>
<groupId>com.amazonaws</groupIld>
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
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<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>
</dependency>

0| 7to|=9| oAl F =2t JavadocH| 4= DynamoDB 2535t 2EI0|QUEE A TH{E

DynamoDB Encryption Client for Java A&

(® Note
Zelo|dEZS &5 3| 2lolEe{2l2] 0|& 0] AWS Database Encryption SDKZ B3|
&LICH CtS &Aoo M= Java® DynamoDB Encryption Client HHE 1.x~2.x 2} Python&
DynamoDB Encryption Client HHZ 1.x~3.x01| CHel HE & XM S &fLIct XFAIEH L2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ &HZE5HAMIL.

O FAolMe= CHE =22 o] M= FE & 8= Javall DynamoDB Encryption Client
7l & A2 E MEFLICL.

E ME8st Z2Ial|Tod| CHt XEAIEH LIS 2 Java 0iAl, of of| x| &
& Javadoc2 & A5t A2, aws-dynamodb-encryption-java

rep051tory GitHub
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« 5 &5 35}17|: AttributeEncryptor 2! DynamodBenCryptor
- MY S5 74

« Javal| £4 &

- H|O|Z 0|5 A{H 2|

g5 23 317|: AttributeEncryptor 2 DynamodBenCryptor

Javal| DynamoDB 2 &3 ZEI0|AE = F 7ol &5 A 53577t [ELICE StLt= 5t =&

to
DynamodBenCryptoO|1 CtE 5tLt= AttributeEncryptor

AttributeEncryptor DynamoDB & 23 22t0|1E 0| A AWS SDK for Java
DynamoDBMapperE At&3dt= Ol £&0| £l= =<0 F2{A2LICt DynamoDB Encryptor
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https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
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DynamoDBMapper@t &7 AttributeEncryptorE AFS5tH ALSAI €52 MEE M 52 At
=N EE71| et ststn MAEFLICEH 8 ALK E S 2

AttrlbuteEncryptor | DynamoDBMapperE AF&5t0{ MEEE AUHL 4535 L MBE £40] A
= H 0|2 =2 F7IstHU nAE £ U&LICH 0|2{8t o] B Ct=F o2t 20| PUT X% S&
2 M8 8 F4st= WOl EgUct JEX| ASHO|O|EHE 5536t X| RE = USLICH

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

Elo|g &S0 RRIE SH0 LHI0|ESE 7|1 ME SEHE AR5l 42 ZRZLX| A2 &
Me MHo| ZTEE|X| tomM E 0|2 A7|of ol HdAL|R| et&L|ch Wt RRIZIE|X

ZESHR| 7| E LIS ZE S48 o2 M MHEO| HBZ|X| ef&LCt

Ak A2 2 H|EASSH T E|o|Eo SHE S
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MY 27 E UXx|57| 28 DynamoDB Encryption Client= AttributeEncryptorE XM& SZH0|
CLOBBER =& PUTZ T E|X| &2 DynamoDBMapper®t &7 ALS35tE S HEFY o Q]

7I|_||:_|.

= .

O| =7t of|xlofl MEE HAE EiedH of EIXZX|EE|M U= java HME R ESHAA|
2 DynamoDBMapper AF&. AwsKmsEncryptedObject aws-dynamodb-encryption-java GitHub
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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DynamoDBMapper0il CHEt &4 Zrd

DynamoDBMapper & AttributeEncryptorE AI835tE B2 FAM2 AFE5t0{ 4 22 XIHE
L|Ct. DynamoDB Encryption Client= &4 82 Holst D
&AM2 HS 5= e ZAXstLC 7|EXMo 2 J|E K

2E f4do| ¢E3t & MEELICH

(@ Note
@DynamoDB VersionAttribute 412 AL&6t0o4 £ gfS L= 3t6tX| OtMAI. B, HEE
= U MEsHoF FLICH 2K to™ siE gt AL88t= 20| o|=5tX| o2 FE e 0O

&|AH ELlct

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

o RI& X[YstedH

5 DynamoDB Encryption Client for Javadl o|&El &35t £M S AFSELICH E2ilA
&0 M x[HE5HH

s Ztol Zea el 7[#2fol Eulct.

rl:l rl:l

// Sign only
@DoNotEncrypt

// Do nothing; not encrypted or signed

@DoNotTouch
0 & E04 0|28 A2 PublicationYear &40l MHES X 2 S5}5HK|= ofom ISBN &M 2t
2 g3 3stotHLE MBS 2f& Lt

// Sign only (override the default)
@DoNotEncrypt

@DynamoDBAttribute(attributeName="PublicationYear")

// Do nothing (override the default)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Annotations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.OptimisticLocking.html
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@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

DynamoDBEncryptor0i| CHEF <49 =4

DynamoDBEncryptor& X% Al&dt= E2? &8 MY S xI'¥stedH 0|§-2f W07t $d ol H |
7

Mt 2tdg E38HE HashMap ZAIE BHELICEH

£ 2o R&8 442 EncryptionFlags €7 RS2 Holk|o] U&LICH ENCRYPT & SIGNSt
870 A5t LE SIGN BFS 02 A& 3t7HLE S Ch M2Het £ QIALICH 5HX|BF ENCRYPT BHS 22 At
&5t= 32 DynamoDB Encryption Clientoil A 27 7 24 EHL|CH MBSHX| §I2 £42 LdE55He
elgLct
ENCRYPT
SIGN
/A Warning
718 7| 42 &5356HK| O AA|2. Lt BIAE 2 7] F04{0F DynamoDBO M & Ef|o|&
AZME AASHX| oL SHiY =2 & e = UsLch

A3 HEAENAM Z2to|HE| 7|18 XI™st LiM ZEto|HEl 7] 8ol Cheh &4 Zredof A
H

ENCRYPTE X|H3l= Z<S DynamoDB Encryption Clientof| A 04| 2|7} gk A&k |C}.

0 € E04, C}S Java IEE =50 D E M2 455
gFLICt record MEEZIAX|EH
oI2 test 42 o L|Ct.

T actions HashMap AMESHE ANS A4
L HHE 7| &M U MBEHL S S3HE[K]

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName: // no break; falls through to next case
case sortKeyName:

// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
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break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

3% CHS DynamoDBEncryptor®| encryptRecord &2 S E& [ M2 attributeFlags mtzto|
E{9| ZtS 2 X|™ELIC o & £01, encryptRecordd| CHEF O

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

Elo|E o|& xiE2l

DynamoDB Encryption Client0l A DynamoDB Ei|0|£2| O|§2 ¢33t & 555 HMEH HE L
e )

=
DynamoDB %% FE’*E“AEOI owuq E1|0|% g=g 7L MEE i Eflo|E 0|BS =
otz decrypt 2 &Hoi| M E
E:

E
HEAE ot UR|SHX| f2

== —$— [
DynamoDB & % 3} iE—.ﬁE F encrypt & 1| E':E*E.J DynamoDB &% %
™ 53535 50| AufghLct.

EO|E & W45t 7LE point-in-time ST & & [Het Z 0| HIO|E 0|§0| HEEl= A7t JU&LIct
olost & =0l MES S5 3t6t{LE Qg mf ¥l Elo|E o|§2 E&stod =2 g538istn MY
st Ol AFEEl Jdut S DynamoDB & 53t ZARAEE TESHOF & LICH 34X EHIO|2 0|2 E2
St X| et&Lct.

DynamoDBEncryptorE A&35te= DynamoDB ¥ %3t ZHRHAEE =522 ZAgELICH O
£iL} DynamoDBMapperE AL ﬂf a8 AttrlbuteEncryptor XY EO|E O|§ & Z & stod
DynamoDB & &35} ZARIAEE OHEL|CH AttributeEncryptorOiA CHE E|O|E OIES R &5 5
HEIAEE DFEE £ X|X 6124 EncryptionContextOverrideOperatorE AFE&FLICt

& E0{CtE ZEO|ME CMP(Z &3 Xt 2 32Xt & DynamoDBEncryptorl| QIAEIAE Ot
SL|Ct 327 CH2 DynamoDBEncryptorf| setEncryptionContextOverrideOperator MIA]
E S E&Lct stLtel E|o|2 o|&§2 A 2l5t= overrideEncryptionContextTableName
ARLE AL ELICH o] o2 M E|MH AttributeEncryptor & oldTableName CH

Z2O2f3 @10 41


https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html#encryptRecord-java.util.Map-java.util.Map-com.amazonaws.services.dynamodbv2.datamodeling.encryption.EncryptionContext-
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

Al newTableName2 Z&35l= DynamoDB 23t ZHHIAEE ’éﬁ"&'iﬂ—ﬂj. A o &=
=
=

EncryptionContextOverridesWithDynamoDBMapper.java

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor

oldTableName, newTableName));

CE S&£% M Y2l Eo|E olE g KM

tQI5t= DynamoDBMapper 2| load HHMEE

ok

=3535t5tn

d
I

=2
=

L

o ook
I1 1o

mapper.load(itemClass, DynamoDBMapperConfig.builder()
withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl

.build());

ol M’E2|st= overrideEncryptionContextTableNameUsingMap Q44tAE At

-
o

ne

I
) 118

Iy ©
T o
I o

oo 2

ElO|E O|§ MHo| odftxt= et o 2 H|0|EE 55385t MY
2t 53t 2 MH Al DynamoDB &
AU&LICt

DynamoDBEncryptorE At |
ElO|E O|ECZ 53 HEHAEE HET 5353 HA =0 MES

DynamoDB Encryption Client for JavaQ| 0i|A| 2=

(@ Note
Zzlo|HES 253 2lol=2 2122l 0|& 0] AWS Database Encryption SDKZ 4 £|9

&LICH O FH| o HE Java& DynamoDB Encryption Client HHE 1.x~2.x 2t Python%
DynamoDB Encryption Client HHT 1.x~3.x0ll CHet HE & XS LICt XpMEH LHE =2 AWS
Database Encryption SDK for DynamoDB HH& X| 2 & ZE5tM .

CH2 od| Aol A= DynamoDB Encryption Client for Javag AH& 3104 ol £ 2|71|0]|M0{ A DynamoDB E|
04& LICt. aws-dynamodb-encryption-java2| ZX|E 2|2 oi|Al| C|HE

olg =2 Bast wHS B

EloM o B2 oM E 21 Y 7048 4 GitHub U&LICH
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« DynamoDBEncryptor AF&

« DynamoDBMapper A&

DynamoDBEncryptor A&

O| of|M|of M= Direct KMS Provider2t &7H 3t =& DynamoDBEncryptorE At&st= WS E0{&
L|Ct. Direct KMS —T'—:LKP= AEXR7E XI'EEH AWS KMS keyin AWS Key Management Service (AWS

KMS) of [}2t &S5 At R E Mdstm ES g LCt.
52 IS8 2ZE CMP (X538 At2 SZAH) E oF &8 A8 E & Q2 mMbynamoDBEncryptor,
Direct KMS 32 XAHE & o &7H A8 = U&LICH DynamoDBMapper AttributeEncryptor

MA ZE HES javaE FESHA AL, AwsKmsEncryptedltem

=1= 10

AFZ35t0] AWS KMS Z2H0I1E QIAEIAS MASBHLICH 23 o AE 2l

XEE X¥eg = 2!
ABIAE AE35104 H5HE AWS KMS keyZ Direct KMS ProviderQ| QIAEIA S MM |C}

O| od| Mol M= Amazon 2|4 A O|F (ARN) 2 AF&35t0 2 A5 X|BF AWS KMS key, &8 7|
AR EHE OF R HLE AFSE = /U&LICH

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2EHA 5 MY

o] Mol E ME E|0|2 &=2 record HashMap LIEFHLHE aE Ho|gtL|Ct.

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortkKeyName, new AttributeValue().withN("55"));
record.put("example", new AttributeValue().withS("data"));
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,
0x01, 0x02})));

record.put("test", new AttributeValue().withS("test-value"));

3EHAl: DynamoDBEncryptor 4444

Direct KMS ProviderE AF&310{ DynamoDBEncryptor QIAEA S MAMsHL|CH

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);
ATHA: DynamoDB ¥ 335 ZAEHAE M4
DynamoDB 2 £ 3 ZIEAE o= E|0l& X2t 33t & ME Ao gt H

eIt
LIC}. DynamoDBMapper & A3t 4< AttrlbuteEncryptoroﬂA‘I sz of
E 4ot

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Buildexr()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

S8 U2 435 U MBL = 5 &Y, MBI 7|CSte £, &35 2 MBE[X| e S8
74
=

JavaOl M= &4 &S XIH5t7| I5H &4 O|& T EncryptionFlags gt 4= Mdghct
HashMap

& £E0{, C}S Java ZEE MHEE|UKX|E 55 E|X| ot mhE|M 7| L &3 7| $4900 MBE| A
LI 45 3tc|X| ot 2 M8 MRSt record 52| D E test 42 ¢3536l1 MHESI=E ZE
£ Mgt actions HashMap

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();
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for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Neither encrypted nor signed
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

[a

2 o535t A 5242 DynamoDBEncryptor 2| QIAEIAO|AM encryptRecord
2 &S (record), 8 H(actions) L 53 HEHAE
XIEg .

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

7E7|: DynamoDB Ef|0|20f &= 7|

Ofx|ato 2 &t &35l |1 MHE

og

=2 DynamoDB E|O|E0i g&LCt.

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

DynamoDBMapper A&

CHZ odloll M= Direct KMS Provider@t & 74l DynamoDB O = 0| 2EHAE AI835le YHE Eod

& LICt. Direct KMS Provider= AF& X7t x| 8t AWS Key Management Service (AWS KMS)2| AWS
KMS keyZ 253t Atz & &d & E5FLICH

DynamoDBMapper®t &7 2t 7ts3t 253t A2 SZ2XHCMP)E MEE += /U2
DynamoDBEncryptor2 &7 Direct KMS ProviderE AF& £ Q& LICH.
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MAM ZE ME FZE: java AwsKmsEncryptedObject

1E+7|: Direct KMS Provider 4443

X HEl |92 AFR 35104 AWS KMS 2210|91E QIAEAE MASHL|Ct O e Z2H0|YHE 2l
ABRAE ALE3104 5= AWS KMS key 2 Direct KMS Provider2| QIAEIAE MAMEHLICI

O| (M|l A= Amazon E|& A O|& (ARN) 2 AF&35104 2 AE5HX|TF AWS KMS key, &8 7|
AEXIEHEH OFF AL AFSE = JU&LICH

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2t A|: DynamoDB Encryptor 2 DynamoDBMapper 2HE 7|

0| EHAH 0|l M 44 et Direct KMS ProviderE A& 3t04 DynamoDB Encryptor2| IAHAE 4
grLICt. DynamoDB Mapperg& A& 35tE{H 5t =& 2| DynamoDB Encryptorg 1A EAS}5HOf
gruct.

1% CFE DynamoDB O|O|E{H|O|A QIAEIAQ DI 42 BtE 1 O|E A& 35t0{ DynamoDB
MapperQ| QIAEIAE BHEL|CH

/A Important
DynamoDBMapper% Ar83stod MBE(EEe L3535t U MBE) &5 2 FItstHLE HESt
= SR CF oe Z0| 2E §488 X Sle PUTRH 22 XME SEE MESEE 7 8F
LIct 2% X| foH o|o|EHE |5 36X 2 = U&LICH

LS —

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =

AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();

DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));
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3E7|: DynamoDB Ef|0|2 ZH 2|

CHE2 22 DynamoDB E|O|E& HolEtLICt FAE ME50 £ 2 g XI™E LI o] ofX|od M
£ DynamoDB E|0|Z, ExampleTable %! E|O|Z =& LIEILi= DataPoJo 224 E BFHELICL

O| MZ H|o|EoMHe 7|2 7| £40| MBE[X|¢H & Z st E|X|= i&LICt Ol=
@DynamoDBHashKey &A40| &2l partition_attribute & @DynamoDBRangeKey FA40| &
2l sort_attributed| M8 ELICH

@DynamoDBAttribute 40| & &l £4(0d: some numbers)2 ¥=3F L MHEELICH
= @DoNotTouch(&
{leave me &40

DynamoDB Encryption Client0{ A 23 2|3t @DoNotEncrypt(7|Z B i)
S EE MECHE) LES FAS At SH2 oflLICH KE &

ot
@DoNotTouch F£40| e =22 A FStE|7HLE MEE|X| of&LICH

FH )|.

o

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String example;
private long someNumbers;
private byte[] someBinary;
private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
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return example;

public void setExample(String example) {
this.example = example;

@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
return someNumbers;

public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
@DoNotTouch
public String getlLeaveMe() {

return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +
"1
}
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4EHA: ElO|2 B2 53l U x{E

O|AM| Bl|0]& =& BHE 1 DynamoDB MapperE At&36t04 K& stH & =0| B|0|Z2 0 F7HE|7]
Mol KtsSe 2 =81 MBEELICH

O] oMol MHE recordetes E|0|% %*5% HolgfLct. E|o|=20i MEE|Z| o 5H
& £42 DataPolo EcHAQ FME J|Hto 2 5 tE| T MHEELICEH O] B
PartitionAttribute, SortAttribute 2! LeaveMeE ANQISt ZE SMH2 &3

LIC} PartitionAttribute & SortAttributes= MEEF ElLICH LeaveMe £42 &S 35}
L MEE|X| b &Lch

record &5 L =36t MEE CHS ExampleTable0l| £7+6t2424 DynamoDBMapper Z2H4
HMEE &8 LICH DynamoDB Mappers PUT M& Si2 A5t E LA E|o] Qe
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DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

mapper.save(record);

DynamoDB Encryption Client for Python

@ Note

22l0|HESE 253t 2to|=22{2|2Q| 0[F 0l AWS Database Encryption SDKZ #HZ |7
&LIC} Chg Ao ME Java& DynamoDB Encryption Client {7 1.x~2.x 2t Python%
DynamoDB Encryption Client HH& 1.x~3.x0| Cigt HEE S & Lct RtAM[EH LHE2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5HMI2.

0| X0 A& DynamoDB Encryption Client for PythoE AX|5t 1 AFE 5t WS MHE
aws-dynamodb-encryption-python2| ZX|EZ|0|M ZEE &S £+ QU&LICH o7]ol= AlZE
20| £l ™St HAEE MEZ I =7 TEE|0] UELICH GitHub
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« DynamoDB Encryption Client for Python At&

DynamoDB Encryption Client for Python2| 0{|Al| 2 E
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Amazon DynamoDB Encryption Client for PythonE& M x|5t7| Mol CtS AFH =740| SF &
It

K| E|E= Python HHT

22I0|HE 0l = Python 3.8 O|4t0| =8t

Python E{7 3.3.0 0|&& Amazon DynamoDB & 2 3} 2
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L|Ct. Python2 CF2ZE324H Python CH2 2
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0™ % 2| Amazon DynamoDB Encryption Client for Pythoni= Python 2.7 & Python 3.4 O|& 2
K| 43 X|2F %A T 2] DynamoDB Encryption ClientE AF&35t= Z30| E4&LICH

Python& pip x| =7

Python 3.6 0|4} 0{= pip7t i°*5|0-| AX[BFdaBo|E7t HeE s J&LICH pip daElol=
= MXlof cHet REM[EH LIE 2 pip dBML| HX[E HZstM L.

CH2 oAt Z 0l pipE AHE 304 Amazon DynamoDB Encryption Client for PythonZ M x| gL|C},
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b

pip install dynamodb-encryption-sdk
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DynamoDB Encryption Client& &x[8t & 0| 7}0|=2| Python Z= OXME A T{E D A|ESHA L.

DynamoDB Encryption Client for Python A&

@ Note
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https://packaging.python.org/tutorials/installing-packages/
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https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
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DO_NOTHING = 0
SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2
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actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'"PublicationYear': CryptoAction.SIGN_ONLY
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actions = AttributeActions(

default_action=CryptoAction.ENCRYPT_AND_SIGN,
)

actions.set_index_keys(*table_info.protected_index_keys())
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table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)
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kms_key_id="arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)
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partition_attribute': 'valuel',
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'binary': Binary(b'\x00\x01\x02'),

'"test': 'test-value'
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table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)
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kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

refresh_indexed_attributesMA =& DescribeTableDynamoDB 2212 TableInfo AtS
5toq El|o|=0f| CHEF HE e AAIZE HEE 7HKSLICE of7|ol= Z2to|He| 7|9t 242 2 22
gHElLICH S EX0{|7| DescribeTableg S E£E &= U= TEHO| Qlo{oF & LIC}.

=

HZx OlH A7} ZEHE

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)
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index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)
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actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
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attribute_actions={'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())
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crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions
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plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data',

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),

'test': 'test-value'
}
OHCHS 25386t T MBELICH encrypt_python_item &#0lE CryptoConfig 743 ZH&|
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encrypted_item = encrypt_python_item(plaintext_item, crypto_config)
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table.put_item(Item=encrypted_item)
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encrypted_item = table.get_item(Key=partition_key)['Item']
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A S 5HEl 4 72t2 O[Tl Clo|EULICt Z2to|HE| 7] f4d(partition_attribute &
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sort_attribute)Q| O|ED} Zf L test £H2 U HIAEZ RX|ELIC O] E32 A‘l%‘(*amzn-

ddb-map-sig*)2 Z&st= 80 A2 AY £4(*amzn-ddb-map-desc*)2 E0{&FLIC}.

{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\xe0\xee\xee\xee\x1eamzn-ddb-env-a’
\Xx00\x00\x00\xe@AQEBAHNA84wnXjEIdBbBBY1RUFcZZK2j7xwh6UyLoL28nQ
+OFAAAAHAWTAYIKOZIhvcNAQCGOoG8wWbQIBADBoBgkghkiGOwe@BBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydmc
izY1OROCAM7WAKGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x00\x00\x00\x11/CBC/PKCSSPadding\x00\x00\x00\x10amzn-ddb-sig-alg\x00\x00\x00\x0eHrn
\xee\xee\xee\xefaws-kms-ec-attr\xee\xee\xee\xe6*keys*"'),

'*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1lY\xea\xe4d. | *\xbd\xdf"

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1¢

‘example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xedX\xfoT\>

"'numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\x1le\xb9-f!\xbo\xb8\x8a\x1laT\xbag\x’

'partition_attribute': 'valuel',

'sort_attribute': 55,
"test': 'test-value'
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Java DynamoDB Mapper

DynamoDB Mapper %! AttributeEncryptorg AI83te AR 7IBEMo R 7|2 F|(MBE X0t
S I|X| 2)E MelstnE ZE 540 458 L MBELICH MB S =g x|H5HeH

@DoNotEncrypt FA2 AMS & LICH

Ol of Mol MHE M 1ink &40 CHEF @DoNotEncrypt FAE AFEELICH.

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}
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public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

public void setLink(String link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

52| ==& DynamoDB & 33t =0 Z+ &4Jof CHet =hedg M soF & LCt o] A= 7|
=240] encryptAndSign@! switch E2 AI&5tH, THE|IM 7|, HE 7| & A 1ink &0i CHEHM
= o7t XIS ELICH O] tMo M B3 £ I =T AFS 7| ol 5| HHZE|X| 22 F<2 &
3 582 U8 o E2AOIMAM =8 ElT MHBE|X|BE CHE o EE2[AH oMol e MERH ElL

Ct.
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f

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName:
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// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

Python

DynamoDB Encryption Client for Pythondl M= 2 & £40i CHEH 7|2 2tdg XI-E O S olelE

XEg + A&Lo

Python 2ZI0|HE &1 2
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O| oMo A= SIGN_ONLY 22 7t = M 1ink &0l CHEt o 2I& XIFELICH.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY
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https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html
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https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-kms-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-kms-ecdh-keyring.html
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https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-raw-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-raw-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/ddb-net.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/ddb-java.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/DDBEC-rename.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/DDBEC-rename.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/DDBEC-rename.html
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https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/direct-kms-provider.html
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/direct-kms-provider.html#provider-kms-how-to-use
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/java-examples.html#java-example-dynamodb-mapper
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/python.html
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/
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