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* Amazon Kinesis
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"



https://aws.amazon.com/devops-guru/pricing/
https://docs.aws.amazon.com/devops-guru/latest/userguide/getting-started-enable-service.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/getting-started-enable-service.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-topic.html
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1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",

"AWS:SourceAccount": "topic-owner-account-id"

}
}
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* pi:GetResourceMetrics
* pi:DescribeDimensionKeys

* pi:GetDimensionKeyDetails
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Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db 678  dmmeeTT Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongaing

Likely performance impact.
ol MM2 CtE E= & ZEefLIC
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Primary metric .
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Wait events v Last 6 hours

Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs) 30

24 (6x spike) info 25

I annG G
Typically: DB load up to 4 15 III III III III II
AR RN RN RAR AR
14:32
6:0 :0C

Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 °C Mar7 15:00 Mar 7 16:00 Mar 7 17:00
Time (UTC)
B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load
[] High severity anomaly Max vCPUs
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PostgreSQL.Tuning.html
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Related metrics (2)

When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue.

Q 1 &

Timeline (UTC)

5m 30m 1h 6h 12h 24h  Custom

Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100
50
o I
= CPU running tasks [ High severity anomaly

CPU utilization L
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%

- 75%
Contributing to: :

CPU capacity exceeded 50%

= CPU utilization [] High severity anomaly
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Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions « CPU
(AAS). This was 90% of the total DB View troubleshooting doc [
oad. « io/table/sql/handler
Why is this a problem? View troubleshooting doc E
Investigate the following SQL IDs:
+ F19D34565WMLP345
View Top 50L in Performance Insights E
CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL IDs: SQL statement asks.running.avg)
processes. CPU utilization exceeded 97%. + F19D34565WMLP345 Jtilization.total.avg)
. delete from authors where id < ( select * from (select
12AASF98001090001  max(id) - 30 from authors) a ) and id > ( select * from
to reduce CPU usage, ¢ [select max(id) - 500 from authors) b )
the instance type to NG cuse w1 o
capacity.
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/ams-waits.waitio.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/metrics-reference.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/metrics-reference.html
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"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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"source" : "aws.devops-guru",
"account" : "123456789012",
"time" : "2021-11-01T17:06:10Z",
"region" : "us-east-1",
"resources" : [ 1,
"detail" : {
"insightSeverity" : "high",
"insightDescription" : "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" : "REACTIVE",
"anomalies" : [
{
"startTime" : "1635786000000",
"id" : "AL41JIDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiISIWMeFCbHY_XXXX",
"sourceDetails" : [
{
"dataSource" : "CW_METRICS",
"dataldentifiers" : {
"period" : "60",
"stat" : "Average",
"unit" : "None",
"name" : "S5XXError",
"namespace" : "AWS/ApiGateway",
"dimensions" : [
{
"name" : "ApiName",
"value" : "Test API Service"

"name" : "Stage",
"value" : "prod"

1,
"accountId" : "123456789012",

"messageType" : "NEW_INSIGHT",

"insightUrl" : "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/
reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWecsTIbLUQ7EZ7XXXX",

"startTime" : "1635786120000",

"insightId" : "AIYH6JxdbgkcG@xJImypilL4MAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",

"region" : "us-east-1"

DevOpsGuruf® QIAIO|E 2 Z O|HIE 63



olobE DevOps TE7H MEX 7t0|E

MZZIL E2 M QIALOIEE 913t ALS X KIT Ol Al O[HIE THE

HIE HEE A Estod O|HEE MEfstn O o2 0| Bt YELICH ChE2 & DevOps

"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
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https://docs.aws.amazon.com/devops-guru/latest/userguide/getting-started-enable-service.html
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Amazon SNS FX||l= AWS Identity and Access Management (IAM) ElAA HME &5t 2lAA L
LICt 07| M FXE X[H5HH DevOps Gurue i 2|44 HMof ctgat 22 HetS F7HELc

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"
1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-

id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"
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{
"MessageType":["NEW_ ASSOCIATION"]
}

Amazon DevOps Guru®| CH8F Amazon SNS &2 ZIE{ZIEl of

Ct=22 ZE ™A0| Q= Amazon SNS FX|2| Amazon Simple Notification Service(Amazon SNS) &
2lofl CH8t 0| LICH MessageTypeOl(7F) NEW_ASSOCIATION(R)ZE MHE|o o= Z QIALO|E0
MMER ola &50| Z4x|E met =g -t

"accountId": "123456789012",

"region": "us-east-1",

"messageType": "NEW_ASSOCIATION",

"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",

Amazon SNS 75 ZEf Y2 ALge &3] ZEE 70


https://docs.aws.amazon.com/sns/latest/dg/sns-subscription-filter-policies.html
https://docs.aws.amazon.com/sns/latest/dg/sns-subscription-filter-policies.html
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"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO0": "2023-03-29T722:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69ZSdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeIS0": "2023-03-29T722:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"

}
]I

"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"
]
}
1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

Amazon SNS 22 ZE{ZIE of 71
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
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0
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N
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application

CanaryCommonResources-123456789101-LogAnomaly-4",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

"insightType":"REACTIVE",

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps

"insightSeverity":"medium",
"startTime": 1680148920000,

Guru treats repeated insights as 'Low Severity'.",

"startTimeISO": "2023-03-30T04:02:00Z",

"anomalies":[

{

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"startTime

": 1680148800000,

"startTimeISO": "2023-03-30T04:00:00Z",
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

1,
"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

SZE QAMO|Eof CiEr S BolE Chant 22 HE7F 2 ELCH
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"accountId":"123456789101",
"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,
"startTimeISO0": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,
"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,
"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,
"closeTimeISO": "2023-03-28T09:00:00Z",
"description":"Empty receives while messages are available",
"anomalyResources": [
{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,
"associatedResourceArn": [
"arn:aws:sqs:us-east-1:123456789101:SampleQueue"
]
}

]I

"resourceCollection":{
"cloudFormation":{
"stackNames": [
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"SampleApplication"

[
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{
"accountId":"123456789101",

"region":"eu-west-1",

"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of
invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly
caused by the Lambda function invocation increase. DevOps Guru has detected this is a
repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",

"startTime": 1680127200000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies":[

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime":1672945500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"
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{

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps

Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days."

"insightSeverity":"high",
"startTime": 1680127320000,
"startTimeISO0": "2023-03-29T722:02:00Z",
"resourceCollection": {
"cloudFormation":{
"stackNames": [
"SampleApplication"

-
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
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"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
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"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{
"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
},
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource" : "*"
}
]
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html#what-is-privatelink
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

OtOHE DevOps ME 7t AEX 7H0|E

. AZAAE HHA - 1AM AEE A

F&stoq CHE AEHe| AFSRHAZIE + e 2o FA)7H LA™
o| 2lAA0f °”A1I/\oh'.:_§ SHE8Y = UGLICH A2 HAHE 7F HMAE Foiste 7|1EH SHY
LICH 2Lt 7 AWS MH|AZ 0= degE ZF Az ArSste il HHME 2laaol Y HF
g UELICH T2A AE HMAE et FL T 2|laA 7|8 HE o[ XHo|7M 2 2 otE BT IAM A

8 dBM| 1AM g 2|l 7[gEF HAOo X O|& A EsHAMIR.

. MHIA ZHHMA — URE CHE AW

0= A—II:IIAOHA-I SES #%*%PE' et

%)
=5
|>
x
=5
|>
\_0

7158 AWS MH|A APQ%*L—IEP OI?_ 0

CH,
AlSH
EEO

2
Do x
Hu
e}
0
Z
T
|>
Ir
]

s
©]
5
m
Q
N
2
x|
o
:I:
III
w
0
2
F

Q'I_
_I_
_l:
>
3
Q
N
(@]
-]
0)]
w
2
R
mlm
Rl
03
1]
-
x
T
> 0
rr
fok
M
oh T
rr
i
e
M
:E
g
_>,'_
ol
d
1
Il
X
T

|>
19
ok
fjo
>
00
9'_|
X
-
hq
rr
x
o
|>
5%
[N
19
ok
fjo
Pl
00
Q'I_-
hod
o
12
2
s Mo
-I>
gll:l
ok
4>
30
1>
rC
o

C
-
]
-
o)
=

DF W0 U 3 A
[

rm| B

MlA MM (FAS) — IAM Ab

FELICH Y MHIAS ALS =
o) Aucr FASE TetE 71t FAlo| Hetg
> _

o

Olo
Pal
A

o'?
oot

20

0
|:o 4 Y

OJI:I
> 1> 1o fu o

k>

o EI:I F
igel o§_ 280| Eet 2HE HHIA7P =4t Z<oi2h o|Fo{ElL|Ct O
X X

Ha
4n
4%
o
ok
4%
20
rr
-
ro
o
20
2
o
o
r
[ul
M
>
wn
kO
ot o
02
12
=
4
02
HL
rr
>
e
12 =
= 0
|>
=
B
mo .

g'l_l
x
FO

19

HE [mor >
i
[
n
> W
<
Ik
x U

Kt S A
IAM AtE X} A SUHQI AWS A-II:II/\Oﬂ CHer MetsS QIHE Hg o

o
HIAE ASTHE Chlatod Bolg #8857 | Sidl of2E 428 + RaLich MHlA iz ogre
AHSRHOIZ AWS HIE EAIEIH ST MHIATE ARELICH IAM B2IRHs MulA 23 Hgo| M
C

o A _ |l s A Ay
e 2 4 UKD HES ¥ £ sl

» Amazon EC20{ M A E[= O EE[FH 0] — IAM F& S AtE 6104 EC2 QIAEANM AME[T API
QEE AWS CLI ot= ofEE|7|o| M| HA[ XHH BEE &2l & U&LICH AWS 0| EC2 214
B4 Lol AAA 71§ XHEE M HEE= SHUL Za
£ OHZE[70l oM ALSE & A stedH QlAH
AHA Z2Oteol= HE 0| ZEE(0{ {lem

52 ¥2 4+ AsLICH AHME HEE A
o T

bl
i
ol
2
jo
ofm
ro
O
()]

94


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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|

* AmazonDevOpsGuruFullAccess

» AmazonDevOpsGuruConsoleFullAccess

» AmazonDevOpsGuruReadOnlyAccess

« AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess— Amazon SNS &M1& M3t 11, Amazon CloudWatch X|Z 0 H
MAStD, AWS CloudFormation ABHO]| HA|AE o= Q= HEHE E 2510 DevOps Guruoil CHEH TA|
MM A MBS MSELICH Guruo] CHEt 2 E HEHE Foiste{s BElXt =& ALS Ao H 2t M S5t 4
Al2. DevOps

AmazonDevOpsGuruFullAccess H&ol= CtSot 22 20| Z& /0] J&LCt.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruFullAccess",

"Effect": "Allow",

"Action": [

"devops-guru:*"

1,

"Resource": "*"

I
{

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

},
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

]I
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"Resource": "*"

iy
{

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"sns:Subscribe",

"sns:Publish"

]I

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
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},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess— Amazon SNS £M|E 445t 17, Amazon CloudWatch
K| ZE o HAM AT, AWS CloudFormation AEBH0]| M| AE = Q= HEHE ZE5H04 DevOps Guruod|
CHEF TIA| HA|A HEHE MBS ELICH o] HHol= F7F &5 QlALO|

E HEto| ez E2£0iM H|-HA
X40O1 Amazon RDS Aurora DB QUAEIA QL HHEI ME EME 2 £+ USLICH Guruol CHEF R E HEH

2 Foislti= HEIRt =& AERI0|AH B HE 5 M AI2. DevOps

AmazonDevOpsGuruConsoleFullAccess H&Mol= Ot 22 20| Z&E[of U&LICEH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"
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]I

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"sns:Subscribe",

"sns:Publish"

]I

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
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"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": '"devops-guru.amazonaws.com"
}
}
},
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys"
1,
"Resource": "*"
I
{

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
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"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis":

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess— DevOps Guru &
M AN A HEHE2 FogLct AWS

X &3l Zl DevOps Gurul| £

=
2 e

2ol CHet UHI0|E= ot x| DAL,

AmazonDevOpsGuruReadOnlyAccess

{

"Version":
"Statement":

{

"Sid":
"Effect":

"2012-10-17",
[

"Action": [

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:

Mol CHa T 22

"DevOpsGuruReadOnlyAccess",
"Allow",

DescribeAccountHealth",
DescribeAccountOverview",
DescribeAnomaly",

=
=

DescribeEventSourcesConfig",

DescribeFeedback",
DescribelInsight",

"true"

ol ZgftElo]

DescribeResourceCollectionHealth",
DescribeServiceIntegration",

GetCostEstimation",
GetResourceCollection",
ListAnomaliesForInsight",
ListEvents",
ListInsights",
ListAnomalousLogGroups",
ListMonitoredResources",
ListNotificationChannels",
ListRecommendations",
SearchInsights",

SHEEE = = JUc HEE Fofstiis ALSAoAH o] H %
| Z7|, Amazon SNS FA| EE= Systems Manager OpsCenter &

1 CIE MH|A Q| 23 2|A A0 EH%F ol
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"devops-guru:StartCostEstimation"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

iF
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

iF
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,
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"Resource": "*"
.
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess— =& #Z|Xtof|AH =& L} DevOps Guru CHS A™
HIlof cigt M A HEtE MBELICH =X L] Gurud] CHEF A HMA HetE Hoidtedis =X 9
ZE|xt £ F AL X0l A o] HAE X6t AA|2. DevOps O] a2 =Elo| 22| A™H Guruel /Y
E #elRF A" M8& £ U&LICt DevOps 0| HEE AmazonDevOpsGuruReadOnlyAccess &
35t7{Lt o] 2ol F7}510{ AmazonDevOpsGuruFullAccess GuruOl CHEF 17| M8 L& M| A
M& HetE M3E &= U&LICH DevOps

OH

ro

AmazonDevOpsGuruOrganizationsAccess HAol= Ct20 Z

ot

20| &[] A&LICH

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDevOpsGuruOrganizationsAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeOrganizationHealth",
"devops-guru:DescribeOrganizationResourceCollectionHealth",
"devops-guru:DescribeOrganizationOverview",
"devops-guru:ListOrganizationInsights",
"devops-guru:SearchOrganizationInsights"

]I
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"Resource": "*"

1,
{

"Sid": "OrganizationsDataAccess",

"Effect": "Allow",

"Action": [

"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*

1,
{

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [
"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"devops-guru.amazonaws.com"

Gurug 28t AMH[|A 2448 U ALE DevOps
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
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"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments"”,
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqgs:GetQueueAttributes",
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes"”,
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
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"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListStoragelLensConfigurations",
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"

1,

"Resource": "*"

I

{

"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule"

]I

"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"

},
{
"Sid": "AllowCreateOpsItem",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"
1,
"Resource": "*"
},
{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource"
1,
"Resource": "arn:aws:ssm:*:*:opsitem/*"
},
{
"Sid": "AllowAccessOpsItem",
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
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"ssm:UpdateOpsItem"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
}
}
},
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
},

{
"Sid": "AllowTagBasedFilterLogEvents",
"Effect": "Allow",
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"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

}
.

{

"Sid": "AllowAPIGatewayGetIntegrations",
"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [

"arn:aws:apigateway:*::/restapis/????7???7??",
"arn:aws:apigateway:* ../restapls/*/resources ,
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

Gurug {8t MH[A o1 UE i+d DevOps

MH|A &3 de2 =502 Mg eIt gi&Lct. AWS Management Console AWS CLI, EE&=
AWS API0{| A CIAIO|E E M415l P4 DevOps Guru7t MH|A 44 d&t2 xtsoZ MAdstL|ch

/A Important
O| MH|A 044 et o] & ol X|Hst= 7|52 AHE5t= CHE MH|A0M &S 22 E
7 A ™of LIEt 4= /& LICH 0|2 S04, DevOps GurusS XA A0f F£7I8H ZL 0| & 0|

EAE & U&LICH. AWS CodeCommit

Gurul| MH|A o1 dg TE| DevOps

DevOpsGurutl M= AH|A 0142 &8 HMEE & & LICtH AWSServiceRoleForDevOpsGuru A
HIA 2l3 odste MAISH Sof= CHOFst THR|7} Q1B S At X8 £ 9)7| mSof 248t 0|22 HZs &
A&LICH SHX|BH IAME AF835t0{ & o| dEE HEE = U

24 LICH REAM|SH LHE 2 IAM AFE M
Mo| MH|A 474 st HEIS EHXSIAMI2.

[[|>
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REPSEECEYY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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Gurul| MH|A o178 o3& AFK| DevOps

MHIA 947 40| W JIs Es MuIATHH 014 TR 9 BP0l ST o
ol Z&LIC mEtM IO R BUERIS L RXISHK| 8= OIAHS AEIEI} i
x| B BIZXIE2I9H0] ¢S Zofok £SO AXE £ ABLICH

(@ Note

BlAAE AMSHET & I DevOps Guru MHIATH HEES AR SHE B2 ARIZH MIHE 4 &
SLICH Of 2XI7H A48 B & 7|CHACH} 5Hedg CHAl AZ3HAIR.

IAM2 AF250] £5 02 MH|A 9174 oder2 At 5t2{™

M 22 AWS CLI, == AWS APIE AI8310 AWSServiceRoleForDevOpsGuru AH|A @173
g2 MXISHAAIL. XM LI IAM AFE B MOl ME|A 944 28 AXE & Z6HML.

Amazon DevOps Guru T8 & =

DevOpsGuru HH0| M AWS-wide Z71 7|& AF&350d T2 EFE = UELICH SE2 1AM AFE

AMEAMO| IAM JSON &2 9 A EH X E X XSHAAIL.

>
e
bl
=
[e)

MOl Action HEO| 2 YE X[HELICH U2 X|H5t2{H devops-guru: HF AL CHEol API &
A O|E 2 AL ELICHOl: devops-guru:SearchInsights % devops-guru:ListAnomalies).
=% stLtol ofd 2 E x| HsteiH 2 EE FEELICKHOI: "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ]).

Aol Resource HEO| 2|A&A ZIo 2 FUEFIE BRH(*)E ASSHHLE AL SHX| 2812 Amazon
2lAA O|F(ARN)Z X|IHELICt LUEFIEE AFE5t0{ 042 &Y = 2Z|AAE X|HE = USL
Ct. 6l & £04, devops-guru:* & ZE DevOps Guru 22 X|H5t0 ST HO{Z2 A|ZStE 2
DevOps Guru 242 devops-guru:List* X|™HLICt List Ct& 0| Al= 12345(2)2 A|&5t

Hg T8 AEXUUID)7 s BE QIMOIEE FEELICH

=
=
=
[

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%
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A 50| A2 =+ JUE AH SEE SEF 218 & M| Het HM(RH 53 7|H EM)E 48
I CtS 28 &E22 ASY = &L

DevOpsGuru API 294 &I Zfodof| & & T3t
AddNotificationChannel
&td: devops-guru:AddNotificationChannel

DevOpsGuru2| & | L|Ch &
of CHer WE7I =& & SEHES MHE M 0§ &el= ol AFSELICH

BAA: *
RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

DevOpsGurutllA & & Md2 AN7H5t= O L|Ch &
Hofl CHEt HE7I &€l SE=2 Mye i 0| &i2l= ol ASELICEH

2lAA: *
ListNotificationChannels
%t devops-guru:ListNotificationChannels

DevOpsGuruE L2 & Y&l A F
GuruZt 24 7§ ghtof cHet WEIt =

Il= g3 8 & stL= Amazon Simple Notification Service (Amazon SNS)&! L_IEP.

S
9]

2lAA: *

UpdateResourceCollectionFilter
&td: devops-guru:UpdateResourceCollectionFilter

Gurudi| M 28t H & o AWS BIAAE XM= O] AF2E|= AWS CloudFormation ABH SE22
Udo|Est= O f A HuE JMEE O AFSE = e HE

o
UE + lalich E¢ o] Y At
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GetResourceCollectionFilter

&' devops-guru:GetResourceCollectionFilter

= -
Guruol M A& Aol AWS E|AAE X|™HSH= o AF2 &= AWS CloudFormation A8 S£&
Htetste Ol & =3

-

)
ZIQFLICH DevOps EM2 Sall 28 Gt & ddste Ol A8 E + U= T A
| o

_|_

24 K&, 28 o|HET ZEEl 2IAtO
2lAA: *

ListInsights
Xt devops-guru:ListInsights

Aol QIAO|E S22 retsts of TRELICH AWS AIE AlZh 4El(ongoingE Eany), R

b M B — Ry

(reactivefEEpredictive) 7|E 22 BHEtE|= CIAIO|EE XIHE £ U&LICH

DescribeInsight
&t devops-guru:DescribeInsight
e IDE At&stod x| e QIAIO|Eof CHE MF HEE gheétet= ol 2R ELCH
2lAA: *

SearchInsights

ZQd: devops-guru:SearchInsights

(reactivet

>
S
wn
N
o
lo
1%
>
o
1
mo
e
o
g'l_l
rr
in}
K
FO
o
r
[l
>
1A
>
[~}
1]
,5”—
02':

2lAA: *
ListAnomalies
ZQd: devops-guru:ListAnomalies

siE IDE A8 3stod X|'4EF QIMO|EN| &ot= ol &5 S52 tterste ol 2Lt
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DescribeAnomaly
&td: devops-guru:DescribeAnomaly
e IDE At&stod X|Her old &=of gt M7 HEE gHEtst= o 2L
glAA: *

ListEvents

%t d: devops-guru:ListEvents

DevOpsGuru7t B7het Bl4 2004 LAE O/HE S5 vretets o IRELICH TEIS ALS S
of YHEtElE OHIEE XIHE £ AsLICH

D AA: *

ListRecommendations

&d: devops-guru:ListRecommendations
X|HE QlALO|ES| HE AHY S5& thetste ol ZELICH 2 Y Atgols HE ATt 2Had
EIX|E 22 U oHE 2=20| ZEELIC}
Sl
DescribeAccountHealth
2 : devops-guru:DescribeAccountHealth
QE E|HE|IE QIMO|E =, 2E 0 F QMO|E =, HHM 2ME X|E & HHtsts ol 2F

LICE. AWS O] =X|& AL83dto] AlH el 2Y HEIE FHstM2. AWS

2lAA: *

DescribeAccountOverview

%t devops-guru:DescribeAccountOverview

0%
X
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S QIAIOIE =, WHE 0|2 &Elo| o= QIAIOIE &, SHE RE
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DescribeResourceCollectionHealthOverview
&td: devops-guru:DescribeResourceCollectionHealthOverview

Guruo X|&El Zt AWS CloudFormation AEH0]| CHEt 2 & QIALO|E0f lZHﬁH JHEEE o & QIAIO|E
& QE C|HE|H QAIO|IE £, HH 57 AlZH (MTTR) € BHEtste ol 2 & LICH DevOps

DAA: *

DescribeIntegratedService
%t: devops-guru:DescribeIntegratedService

Guruet S&e =+ ‘BAE MH|A 90| E8 MEHE dtatst
A AZE ME| Z

2 =
otLt= dHEE Zf QIAIO|EE ddstE O AP%%* —1‘— A= Opsltem A-II:II&

UpdateIntegratedServiceConfig

2td: devops-guru:UpdateIntegratedServiceConfig

DevOpsGuru2t S&E = U= MH|A2to| S§ 2 &/ 835t5tHLE I dstst= ol 2 FLct
DevOpsGuru2t S&& &= U= MH|AE Systems ManagerZ, A& El 2t 2IALO|E0i Opsltem CH

in|

3t MEHE MAMSI= O AR E £ Q&L Ct

Amazon SNS FX|[o CHEt T8t

Amazon DevOps Guru0i| A CHE AWS H 50| £ 78t Amazon SNS FA[of &2 MEFEE 74
2iE Z0fT o]l FA|o HEE AFESHAAIL.

P

of

DevOpsGuruZ} CHE A 0| AR 8 Amazon SNS FA|0f & 2lE & 3524 DevOps Guruol| 7| &l
g Bl HetE 2odst= 2SS Amazon SNS FA|of| 718l ok & L|Ct DevOpsGurudil AFEstE A
ot S Ut HH0| 2R e Amazon SNS FA||of| 2 EZ ME L= DevOps GuruE T 435t DevOps
GuruZt FH|of| HEg FItehL|ct,

CHE A™O| Amazon SNS FA|of CiEt HetE 7ddte ERME dE8 F DevOps Guru0l A Amazon
SNS FAM|E F7Ie 4= Q&LIch 22! Mt &7 Amazon SNS HAHE H|0|ESto] Eot2 Z&lE
AT OlA

TE AAEH L’|E|--
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® Note
DevOpsGurue=

rOl'
2
1]
Ral
e
o
T
n

S otk x|l ABE A 7+ HAA

ZA
o CIE 7|0 A Amazon SNS FXA|of| CHEF HEF 244617
« CIE A% 2| Amazon SNS FXl| =7}

- LB MLS AL Amazon SNS A UH|O|E(HE)

CHE A 20l A Amazon SNS FX|of CHet Het 743517

IAM &&t2 23018t & CI2 A& 2| Amazon SNS FHN|E Al236I2{H, AF25t2{E Amazon SNS &
Ko Hzig o445l oF gHLICH IAM &2 AF85HE S92 CHE A 2| Amazon SNS FA[of HAHE
ZsteiH 1AM dgto| AR 2 ST A 2lAA0] CHEH Ct2nt Ze HEto] Qlo{of gfLCt.

» sns: CreateTopic
+ sns: GetTopicAttributes

 sns: SetTopicAttributes

» sns:Publish

At&35ted= Amazon SNS FA|of| ChE1t Z2 HHME A5 M AR, Resource7|2] B2 FX| AR %t
O| A ID, topic-sender-account-id DevOpsGuruE A& st AL XR| A ID, 2HEAE! 71 A
X9l IAM devops-guru-roled& LIC} topic-owner-account-id region-id (o) & &

MAE Zto 2 CHA|SHoF & LICt us-west-2 my-topic-name

"Version": "2012-10-17",
"Statement": [{

"Sid": "EnableDevOpsGuruServicePrincipal",

"Action": "sns:Publish",

"Effect": "Allow",

"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",

"Principal": {
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"Service": "region-id.devops-guru.amazonaws.com"

.
"Condition": {
"StringEquals": {

"AWS:SourceAccount": "topic-sender-account-id"
}
}
1,
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]
}
}

IAM A ERZ M HEF F7F F7t

CHE AE 2| Amazon SNS FHMIE IAM AL AHE A& 5tE{H ALE38tEdE Amazon SNS FA|of CHS
MAMZ HAZASH A2, Resource?|2| B2 FAM &A% Xte| A ID, topic-sender-account-id
DevOpsGurug M et Ar&Xte| A1 ID, »EEl 7HE IAM devops-guru-user-nameAHE A ILICEH
topic-owner-account-id region-id (0i:) & & X8t 2t 2 CHA|SHOF & LI us-west-2
my-topic-name

(® Note
JtSstH s A HAA F|o ZE2 &Y X ZHO| U= IAM ASKHE M5t CHAI A
A ZHE AF&3st= 20| Z2&LIC IAMS| 28 Atadlof CHEt REAIEH LI 2 IAM AL ™
Mol IAMO| Eot B AEIE XS AAIL

"Version": "2012-10-17",

"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
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"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},
"Condition": {
"StringEquals": {

"AWS :SourceAccount": "topic-sender-account-id"
}
}
},
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"]
}
}
]
}

Ct2 A% 2| Amazon SNS A F7}

CHE HHo| A Amazon SNS F=A[of CHEE HEt2 798t F SHE Amazon SNS FX|E DevOps Guru

of 2| Mol £71E £ Q&LICH AWS CLI EE £ DevOps Guru 2 A2 38104 Amazon SNS FXIE

FIte = J&Lch

- 2ES MEE W, CHE AEe| FXE AE352{H SNS X ARNZ Ar&35tod 7|E T XI1H M
2 MEdsof FLlct

« AWS CLI 24 & add-notification-channelAt& & IHE NotificationChannelConfig ZHA
TopicArn LHol & X|%5HoF & LICH.

2L AE2504 CHE A 2| Amazon SNS F=A| £}

https://console.aws.amazon.com/devops-guru/ 0l A Amazon DevOps Guru 2& & JLILC}.

&2 U1 A FolM MEE MBI

-

N
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= =
2| MMo 2 0|55t09 EIS MEHEHLICY,

w
[~
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
https://console.aws.amazon.com/devops-guru/
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4. SNS FAH| F7+8 MEiEL|C
5. SNS FA| ARNZ AFE3tod 7|&E FA| X|He MEighL|CE.

6. AF83I24E= Amazon SNS FA|2| ARNS Q238tL|C} A g o1Z45l0d 0| FAlofl CHE #Hetg of
O 7t &=Hofok ghrLct.

ot 2] M%0il Amazon SNS FAE F£7}5H DevOps Gurue HE FHE AFE35104 Af QIAIO|E 7} A
7 E

= =
gkl 2 ¢2 s o Lot

a2 AMEE ALEEH Amazon SNS H2H ALl 0| E(HE)

FHME FItet 2ol FA7F & E DevOps Guru L 2! &'oil CHEH 0 X|X5l04 HAHo| Hots

dststE Qo E&LCH

o 2| 'S AR50 Amazon SNS FX| 2 0| 0| E(HE)

1. 222 HLigdE A™o|M 1list-notification-channels DevOps Guru AWS CLI H&io{E
AlE LI

aws devops-guru list-notification-channels

2. list-notification-channels SEO0{|A Amazon SNS FXA|2| ARNO| Z &=l x| IDE 7|2

 FAAIL. A IDE guidLICEH

o€ £04, ol2iel SE oM arn:aws:sns:region-id:111122223333: topic-name ARNO]|
Qe FXof Cist ' ID= e89be5F7-989d-4c4c-blfe-e7145037e531 LT

"Channels": [
{

"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",

"Config": {

"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"

},

"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH'", "MEDIUM"]
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3. the section called “CHE A0l A Amazon SNS FA|of| CHe HEt M 7"l F=A| AR ID
E ME35t0{ CHE HA™HO|M BHE HAMo = 0|SELICH HA9O| Condition & 0d SourceArng
XHste €2 FI7I5HAAI2. ARNOE X[ ID (:us-east-1), A & AXFO| AWS HH HE,
M2 s A ID7F ZEELICH

Uolo|EE Condition E&2 ChS Z&LCt.

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be517-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}

AddNotificationChannelO| SNS F=AME F7II& + e 42, IAM HHof CIS HEHo| U =X| &
QIS AIA|2.

0

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DevOpsGuruTopicPermissions",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes",
"sns:Publish"
1,
"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"
]
}
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X4t Amazon SNS FX|i= AWS Key Management ServiceOf| Q_I%H & EZtE = U&ELICH
DevOpsGuru7t 2 23tEl FHE CHR LS 518 sttdH HX & Y-8 OHE KMS 7| Aol chg BE
2& F7IsHoF g LICH AWS KMS key AEAIEH LI =2 AWS KMS% %3P04 Amazon SNSO{| H A|El
HAIX| & &5t AHE DB Q| 7| AER} Keyld () & Amazon Ehe= 2| MH[A JHEAL OFLHA 9| T O]

{
"Version": "2012-10-17",
"Id": "your-kms-key-policy",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"

1,

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

}
]
}
(® Note

DevOpsGurue $4KH Bt HI& LM AFRE 4= Q= o
oM & E3HE FXE AL8StE W2 B E KIRst

Amazon DevOps Guru A3 8 L HMA ZX| SHZE
CtE HEE APo 51T DevOps Guru & IAMS 2 2 de [ el &= Q= URt™el BA|E TIEst o

c ASToAl Zzaeid Yooz HMA HEHE Fofstn A&LICH
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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18t H&LICh

ol

« LHAWS H™E Q29| Ar& X7} LH DevOps Guru EIAA0]| HAM|AE = AT S

ME GurudlM Y S +>E Hetol gi&LICH DevOps

ztodg +&s #eto| gicHE AWS Management Console HIA|X|7F EAIZ|H HERAH 222 2F
atiof & LCt.

mateojackson AtEXI7t Z2&£E ALEsto] 7H4 my example-widget B|AA0|

CHE oAl 2 /7=
HE 2e{1 3t X|2 7t4 aws: GetWidget T48H0| Q2 [ S g L|Ct.

CHEH MI&

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

ateo= my-example-widget B2 AL& 35104 aws: GetWidget ElAAN VMAJIES
&85t WA g YOo|EStetn #E|Rto|AH & gLt

AEROI T2 IpH wAloR HAlA HES Roistn AaLth
ALEAE7HAWS 2|F ALSAtet &% 2 85lcie 9 T2 YAlof AMAT HELICH AWS
Management ConsoleZ 2 12 g Alo] M| A HEtS HoistE LS BHASIE AFS A S

(et CHELICH AWS

MERHA Z2aeH e YA AMA HEtE Fo{stedH Chs M & stLE MEFELICH

TR A UM AT E To HM|A HEHE HE0oi5tE AFS
Qe AR FFQUIIR? Xt
xted Q124 |D AUA| R4 SHE AL 5l0q MB35t X 5t QE{mH 0| A0

AWS CLI, AWS SDK == APl CH8t X|&S WELICt

(IAM Identity Center7t 21213t oy rpst z 25 a49) o= o.|| A ]

= AL R} DHa & olaL|Ch AW * AWS CLI of CHEt LIS 2 At
2 MBEMO|AWS CLIAIE S
AWS IAM Identity Center<|
g M E AESHAAI AW
S Command Line Interface
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListEvents.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"

.
"webIdFederationData": {3},
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z7"

}

}
.
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

g n

]
}
}
.
"responseElements": null,
"requestID": " cb8c167e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

1,

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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