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"2012-10-17",

"Statement": [

{

"Sid":
"Effect":

"Allow",

"Action": [

1,

"Resource":

—

"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:

"codestar-notifications
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"AWSCodeStarNotificationsFullAccess",

CreateNotificationRule",
DeleteNotificationRule",
DescribeNotificationRule",
ListNotificationRules",
UpdateNotificationRule",
Subscribe",

Unsubscribe",

:DeleteTarget",
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:

ListTargets",
ListTagsforResource",
TagResource",
UntagResource"
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"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

{
"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS™ . "M

},

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

}
},

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
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"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"
}
]
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type

Choose the level of detail you want in notifications. Learn more about notifications and security [4

Basic

Includes only information provided in resource events.

O Full

Includes any supplemental information about events
provided by the resource or the notifications feature.

Events that trigger notifications Select none I | Select all

Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

TR =7 2£2 ALESH7LE AWS CLIE AH835t04 23 &g e & 2tElg = A&
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HEE iS22 At 8sted™ 7= 8 BHE7| Mol s 2Et0[AEE BHS0{0F BLICH RHAIEH LIS
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1.  https://console.aws.amazon.com/codesuite/settings/notificationsHlA AWS JHY Xt EF7 E£€2 A
L|C}.

2. BHMZSE MEsIo] E|AAZ O|SELICH

« CodeBuilde| B< [ZE(Build)]& MEistD,
Z2MEE MEFLCH

« CodeCommite| A< [&2A(Source)]E MEHSHD, [2| X X|EEl(Repositories)|& MEAEH CHS 2
EZX|EEE MEfgL|CH

« CodeDeploy2| Z< [0HZ 2|710|M(Applications)| 2 MEISt D OHZE|A|0|MS MEHErL|CH

« CodePipeline2| A< [ZO|Z 2}t Ql(Pipeline)]2 MEi5t D, [TtO|Z 2 2l(Pipelines)|& ME{E CHS
mto|Zztele MEAELC.

3. CElA&A HO|X|0A Notify(Z &) E MEHSI T Create notification rule(¥ & 72! M4)2 MEIEHL|
Ch. 2lAAo0] CHEF M HO|X|2 0|5 35t, &3 &= Notification rules(2 & 722 0|88 CHS
Create notification rule(2 & 72| 4M)2

4. &3 o|Fol &0 CHEt ol 2 LT LICH

5. 2 Zof Z&E Amazon EventBridgedl M3 & HEE Hote E2 [MF HE F(Detail type)]ofl
M [7|8(Basic)|2 MEHEFLICE. Amazon EventBridgeOll M3 E HEQl BlAA MHIA £ 23
BEXHMSE = U HEE Z&6ttds 4 [TA(Full))E MEdF L Ct.
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LR =7 2L MEX 7t0|E

7.

CH

CodeBuild: 2l= = 2™ E o| o2l F=lof CiEr O|HE
'I_'IL

CodeCommit: 2| ZX|EE|o| & Z

CodeDeploy: HiZ o Z2|7i[0|4e| L E 7= O[HIE

CodePipeline: Tt0|Z 2} Q10| 22l 7 =]of CHEF O|HIE

oM CHE & stLIE S ELICH

ot A AL E BlAAE o|0] B A2 Uiy 3 MEo

WS Chatbot(Slack), AWS Chatbot(Microsoft Teams) E== SNS FX|E MEHEILICH CHA

MEHO M Z2t0|2AE 2| O|F(AWS Chatbot0 743E! Slack EE= Microsoft Teams Z20[1E
| Z%) EE= Amazon SNS FA[2| Amazon 2|44 O|&(ARN)(Z 2ol 228t MAMo =2 o|0|

T /dEl Amazon SNS FXl|e| d)2 MEHEL|CE

ol B AEE BIAAE FHEHK| b2 B Create target(CHA MA)E ME4SH CHS SNS
ZFMIE MEESHLICE codestar-notifications- F0ll £Xl| O|§ € 248t CI = MM 2 MEHSHL|CT

!
>

® Note
. 22l F2lg BrE = B0l M Amazon SNS FXIE AAdsted @2l 7|5 0] Fxlof o]
EE HAE £ AT S 51835t HM0| MSHLICH L7 R0 Chs MAT FHIE
A& 3Hed o] 214 oglg u +

= |
£0f CiEh S EIS HTVIE HeteE ASKE 75 + U&LICH
A
T

o 2| 7= MM o= AWS Chatbot E2I0|MIEE MM
Chatbot(Slack) == AWS Chatbot(Microsoft Teams)2 ME45E AWS Chatbot0d|
M ZEI0|AEE FHSEE X|A|5t= HHEO| EA|ELICE o] SME MESHEH AWS
Chatbot 2&0| GZ&ILICt REMIBH LI 2 Slack #'= 0| CHEF AWS Chatbot E2H0|HE

T8 MEE HESM L.

+ 7|& Amazon SNS FAN|E CHA S Z AE35ted™ sHE FA|of CHa EXHE = U= CHE
ZH 9|0i| AWS CodeStar Notifications0ll Z 8t M=
o a2

x4 =
o
= 20 CHEt Amazon SNS =4 7 2 &8 ZRIX 3 2ot O[] MME HZ5HA|
o
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E 04| M create-notification rule HE S AlgH510{ JSON AZBES M

aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

st D2 T OIB S XIHE £ ABLICH 0] Aol ME rule. json2 2 T+ OIS I3

oH

HE 7|0 JSON o2 41 #=]of cial &st= 244, O|HE 3, Amazon

Ct= o= ID7F 12345678901221 AWS H'E 9| MyDemoRepotte E2lZ X|EE|0f CHEt

MyNotificationRuleO|ZtE && #EIE EoiELICH MA MEF Y& R B2 HE

Ef27} ME i MyNotificationTopicOl2tE Amazon SNS M2 M&ELICH

O

"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": '"SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}
1,
"Status": "ENABLED",
"DetailType": "FULL"
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=
0|'d == P2IZE0i M create-notification-rule WS CHA| A&istod Z2 M HESH IS Al
A

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. EBE B2 HHOIM OIS T KA L7 FE0| ARNS gHEHefLICH
{
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}
22 o o|HIE REE LIFSZ{HH(AWS CLI)
1. EOE E= Y TEZE0|M list-event-types HHEES AMMELICIH --filters SME AIE 5104
SEH2 Ed oA RYO|U CHE SHo 2 NEHE = &Lt 0|l 01, CHE2 CodeDeploy
OHEZz|7o|Mel OHE RYE =52 dretghLct

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME, Value=CodeDeploy

2. CIEoHIR

ror
M

2{0| MAELICH

{
"EventTypes": [

{
"EventTypelId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

b

{
"EventTypelId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

A FEHAS 30
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1,
{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"
}

o2l F2lof Ef1E F7I5H24dHH(AWS CLI)

SEEITEE

=3 I
TeamO|2t= O|& 1

-_—

S L E0i|A tag-resource BHEE MAELICE o & E0{ LIS BHEES ME5H0]
Li_Juan gtO| = B 7|-2f Wo{E FItELict.

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

{
IlTagSII {
"Team": "Li_Juan"
}
}
o2 73 27|
LR =7 2€ EE= AWS CLIE AFE35H04 AWS 20l /s B E SlAA0| CHE L&l Elg 25
= & UELICH 24 L2 RO ME HEL = = USLICH L& &S dM5te 2 MA EEl 2
ALA0] CHE 2|AA HO|X|2 O|SE E7t gLt
o2l FEg BE{w(2)

-_—

https://console.aws.amazon.com/codesuite/settings/notifications0ll A AWS 7HE X =7 E2£8 Y
L|CF.

2. EM oM M-S MEISE CHS Notification rules(2 & 21 E MENEHLICH
3. Notification rules(2 2 &)l 24xH 22218t AWS E[F 2| AWS A|
ME A2 S5 dEFLICH MEI7|E AHE5t0 AWS 21T HEE
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(AWS CLI)

& Z E 0| M list-notification-rules WS Al&5lo4 X|HE AWS Z2|T10d| CHEt

-_—

aws codestar-notifications list-notification-rules --region us-east-1

Ol B M CHSTH KASHA| AWS 2I710] ZF 2l F ol CHEH ID U ARNS herst

L|Ct.
{
"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}

o2l Fxlo| HE HEE Ha{BAWS CLI)

1. E{0|d &= M3 = E T E0f| M describe-notification-rule &2 AlgHisto] &2 F=I0] ARNS X|
x4stL|C}
oH .

aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. o|xF040|A4

20| §3 ot ChS1t Hlx et £340| BretELICH
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"EventTypes": [

{

"ServiceName": "CodeCommit",

"EventTypeName": "Branches and tags: Created",

"ResourceType": "Repository",

"EventTypeId": "codecommit-repository-branches-and-tags-created"
}

1,
"Status": "ENABLED",

"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE",
"Targets": [
{
"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"

]I

"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

o2 o Cist el S 82 E24HAWS CLI)

2

1. EBO|d EE= B = E = E0j M list-tags-for-resource WHS Ao X|HE 22 732 ARNO]
et 2 & el E SLict

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. 0| BHo| d&stH Ch51t HIxE £3{o] gratELIct

"Tags": {
"Team": "Li_Juan"

of2| 7= AR 33
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1.  https://console.aws.amazon.com/codesuite/settings/notifications0ll A AWS JHE At =7 2&2
L|C.

2. ErM Ho|M MEg MEfSE CFS Notification rules(Y & #2)E MEiSHLICEH

3. Notification rules( & T=&)0|A X 22218 AWS E2[T2| A
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2. update-notification rule W& S A35104 JSON AZYES HM5t T otU=Z XEFLICH

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

Hot= CHE Tt 0|2 RIHE &= U&LCt o] Hlo M= update. json THLLICEH
3. YEtEIAE HET|0|M JSON TS WD 7FE|g HAF LI
Ctg o= ID7t 1234567890122 AWS H"H 2| MyDemoRepotte E|ZX|EE[o CHE

MyNotificationRuleO|2t= 23 H#E& EoiELICH LE2 E x| L Ef2T7) Ao
E M MyNotificationTopicO|2tE Amazon SNS X2 M&E LTt 7% 0|F§O0|
MyNewNotificationRule2 HZELIC.

"Name": "MyNewNotificationRule",
"EventTypelds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [

T A AR 34
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"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}
1,
"Status": "ENABLED",
"DetailType": "FULL"

0
OI'IJ
m

& 0] M update-notification-rule B S CHA| Al
8l & 732 Yolo|EgLIct.

0%

stod =& ™

H

|
=

aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

238t B BHOM CI20 fAFEF €&l #3|2] Amazon 2|44 O|F(ARN)S BHEtEMLICEH

e
_t':l
e
fjo

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/

dc82df7a-EXAMPLE"
3

2 A M cHa 2 & 7{5t2dH(AWS CLI)

1. EOEd Ee= HE ZEZE0|M untag-resource BHES MMBILICEH 0 2 S0 CtS HH2
TeamO|2t= O|& 2| B2 E M|7{ELICH

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. 93 B2 0| BH2 ofF AT gtetstx| ef&LICt

ChE AME T XSt

- 2l FElof CHE CHA F7HEE= AMA

. 22| FEjofl Ci3t AB A FE A B
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https://console.aws.amazon.com/codesuite/settings/notifications 0| A AWS JH Xt =7 2&

> A

3. Notification rules( & T E)o| M X 22218 AWS 2|2l AWS HHo| = 2l A0 CHE +
ME 722 AEEFLICH MENT|E AF85H0 AWS EIME HEEL

=
4. LB TS ME CHS ANE MBI

1. E{O|d =& W = E x E0f M delete-notification-rule B2 A3 sto{ &2 F20] ARNS X|H
gruict
= -

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. H3t B2 BHolM CtS FAE M| El &3 729 ARNS BHErEfLiCH

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

U TR CIA AR
A R M2 LB FEo O|HE Z740| SFE M &S ELHTX 5t= |IXIE Holdt SHRIY
LIC}. Amazon SNS FX|2} &2 &= Microsoft Teams MAB 22 F A E AWS Chatbot 2210|HE
S0l M MEHE £~ QlaLIC L2 72 MM F Amazon SNS FHE CHASZ OHE £ Q&LICHHE).
of 2| 7=t 52Ut AWS X[ 2| 7|&E Amazon SNS FA|E MEHE £ QIX|OF 4 HMoZ F M5
OF &fLICH. AWS Chatbot 22}0|1EE CHA S 2 AF&35I24M THX{ ChatbotollAM SliiE ECI0|HEE
A5Hok B LICH AWS

o
(@]

0 ﬂl|>

of2| HQE &t35l2{s 2R € 2/0| Amazon Chime CHEtH o 2 ME KT E 2213 AWS Chatbot
o] B8 g 502 FMHE £+ l&LICt O3 Cl2 siE AWS Chatbot 2CI0|¢1IEE0 2 74
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El Amazon SNS F=A|E 22 20| CHY 2 MEHE £ QI&LICH XHMEH HE = AWS Chatbot &
Amazon Chimel} & &l2 Stste{HE & E5HA

YR EF 2 £ E ALSs5to] 22 cHe 2 el = JU&LICH AWS CLI 2& = E ALE510d

Amazon SNS #&A| & AWS Chatbot EE|'O|9_§§ Chay L |' = U&LICH AWS CLI

Lt CHat o 2 448 Amazon SNS FAl|2F AWS Chatbot 9_| %ﬂ% T+ = &LIct o|=EA 3t

™ Amazon Chime A2 S0l L 22 B = ?A'Q L|Ct REA oF 2|1} AWS Chatbot Z+2| S8t
Mg XML,
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. 22 TA|O] CHEH Cha F 7t = HIA
. T ChY AR

OHE A ChY MY EE 7Y

HX{ AWS Chatbot 2 2}0|ME S MAdsliof BL|CH 22 F%l9]

CHAF© 2 AWS Chatbot 220|d EHSI Slack &= Microsoft Teams AME 2 L2l EU= O
Lottt mE Mg Zaso] siiE AWS A Z2+0|A4Eof CHSH Amazon SNS FA|I7F AIELICH.
AWS Chatbot 22}0|1E0f CHEt 7|E Amazon SNS FTHIE e L7t gisLCt

=0 = Soo= = = ‘E“/é\‘ | 1 Amazon SNS % 7_5| H I-% Jél)-l/é—)l%al- ‘/I\‘ (/?Alﬁl— L—-l'. 6H
% FH2 YEE 2 2SS S84 0| MBI, o] weis YR FA S WY
= 7t& |2 S L|ch AtME HE= 2R 7 E dHE FESHA L.

7|Z& Amazon SNS FHNE AtE3dte 82 2227 Y FHof LES B = UL E SHE5Hs Al
A HMZ ALES0d FHE F/gatoF gLict o Al= L Eloi CHEF Amazon SNS A FEEHRE & X

StM 2.

(® Note
M =S MMst= thieal 7|& Amazon SNS B S 2 ALE5t2{H [CH & (Targets)] ol M 3112 ARN
£ MEHSFLICH FRof Mt HMA HHO| U=X| o7 F SR S5Fof 2|40 ChEH ™
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AR 7H0|E

ot 2| A<, CodeCommit AWS CodeStar & 2lof =
et 'E'?JI'—P: Ei '?;'EF% ZesteE HAIE ;'I%%PE A | ELICH ol2{#t FX= ALS
StX| et= ol E&LICH sHE 4 &stcd™ o|0l ExMst= L& H
A |CH. XEA[E LHE 2 Y Elod| CHE

L.

ot2 HR|E & sttdes B 220l Amazon Chime EH§FE'> O M&E|EE 223 AWS Chatbot ZH
O| S 822 e &= U&LICH RHMIEH LI 2 CHA 2 AWS Chatbot 2! Amazon Chimellt &
22 E&5todH MME A X SHML

7|Z& Amazon SNS F=X|E F4J5to] L #& CHE S E AS5E{HESE)

1. AWS Management Console 21215}t 11 https://console.aws.amazon.com/sns/v3/home 0| A
Amazon SNS 2&2 dLct.

2. BM ZF0|M [Topics]E ME{EILICH FHME MEE Chg HES MEFLICH

3. Access policy(HAMA HEE &3 Ctg 122 MENFLICH

4. JSON HEZ[M CIg dHES HAof FIHErLICEH

52 ZEsM.
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
1,
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
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{
"Sid": "__default_statement_ID",
"Effect": "Allow",
"Principal": {
IIAWSII : nmn
iy

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource":

MyTopicForNotificationRules",
"Condition": {
"StringEquals": {
"AWS:SourceOwner": "123456789012"
}
I

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
.
"Action": "SNS:Publish",
"Resource":

MyTopicForNotificationRules"

—

"arn:aws:sns:us-east-2:123456789012:codestar-notifications-

"arn:aws:sns:us-east-2:123456789012:codestar-notifications-
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® Note

Amazon SNS FX||E M8t £0{= AWS Chatbot 22} 0|MHE M ST F=HAIE |75 K|
O A A2, O|Z A 584 Microsoft TeamsZ 2 2|0| MSE| K| of& LICt.

>

0{ AWS X[ L 2 E Z|AA0 CHEt ZE &
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1.  https://console.aws.amazon.com/codesuite/settings/notifications 0lAM AWS 7He X =7 E2£ &
o4 |ctH

2. ErM Ho|M MHEg MEfEE CFS Notification rules(Y & #2)E MEiSHLICEH

3. 2E AE HYAM SR 23218 AWS 2 fIX|e] Y& HE/0| AA85t= CHY SE2 HESHA
A2 AWS A . MEHT|E AFE510] AWS B2 HEELICH CHeY HEi7t HAE8E = QIScE &
AZ|™ ZAZF EHQE = &LICH XME HE= 2X sHE 8 &M L.

A= A O S5S E2{HAWS CLI)

1. HOId = BY ZEZE0|M list-targets BES A5H04 XIHE AWS 2|Tof Cigt 2& &
TR Oy SE2 SLCh

2. g35tH ol HHE2 CS Ot & 7HRIZ sHY AWS X|dof ZF & & #3]of CHEH ID & ARNS EHet
grct.
{
"Targets": [
{
"TargetAddress": "arn:aws:sns:us-

east-2:123456789012:MySNSTopicForNotificationRules",
"TargetType": '"SNS",
"TargetStatus": "ACTIVE"
.

2B 7Y AE 42
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"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/
slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"
1,
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",
"TargetType": "SNS",
"TargetStatus": "ACTIVE"

1. https://console.aws.amazon.com/codesuite/settings/notifications 0lAM AWS e Xt = 2 &2
ALct

2. EtM HoM Mg MEfSE CFS Notification rules(Y & 7#2)E ME4SHLICTH

3. 3 FEoM #HAH 2218t AWS AHO| E|AAN CHEl FHE 72 S5 ZES AL
AWS 2| MEIT|E AFE 50 AWS B E BHE LT

4. TEIE MEE O HES MEIELICE

5 OHeoM CtE & StLIE =T LICH

- CHE CHA S F7I524H [Add Target] 2 MEHE CHS S50 M F7t5H24= Amazon SNS A

EE= AWS 32 (Slack) EE = Chatbot AWS (Microsoft Teams) 22H0|1EE MEHEFLICH SNS

A MAE MEstol FHE MAST CINSR FHE £ YBLICH 27 FAl0 iy

CH 107074 X ERE 4+ A&LICH

2 M 735t24™ MHSt At 5t e dod = Remove target(CHA X 7H{)S MEAEFLICE.
A

|
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743t 24TH(AWS CLI)

E{Ol'd E= BE ZEZE0i|AM subscribe BB S al&istod CHe 2 FIHefLICH 0§ S0{ TS B
B2 Amazon SNS =XE L& #Eo| ez FIHELICH

-_—

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. 83t B2 BHoM OIS RALE HOO|EE LB 729 ARNS gHEHEFLICEH

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

o2 FE|of M CHa S A7HsHE{HAWS CLI)

1. EOld = H™ T EZE0|M unsubscribe B S A&Stod CHA S MHELICH o & E0{ LIS
H22 o2 F=lo| CHA 22 Amazon SNS FA|E A 7{EfL|Ct.
aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic
2. 43t 4% BHoM 3o FAE Mool EE &3] #Eo| ARNIF M7= CHa 2tEd HEE gt
ghgfLct.
{
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"
}
ChS A E B XML
. otE FA HE

TE A Y AFS -
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1. https://console.aws.amazon.com/codesuite/settings/notifications 0lA AWS JHE A} =3 E£E

2. M FolM MRS MEE T} Notification rules(2 2l 7 )8 MetstLic
3. LB T CHAOIAM BRH 2205 AWS ATl BlaA0] Chel AT CH S22 HESAAIL.
AWS I ME47|8 A 3104 AWS EITIS W BHLICE

4. LT FE CHAS MENE CHS ALK|E MENSHLICH

o 2| 7% CHAFS AP 5HEBI(AWS CLI)
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EOl'd E= BE ZEZ E0i|A delete-target BHES Al&5tod CHa 2| ARNE X|HELICEH o E
E0{ CtZ BHE2 Amazon SNS F=H|E At&st= CHANE AMA|EFLICH.

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. 83t B2 0| BH2 ofF A Hhetstx] iﬁL—IEP Anldt 32 ol BH2 L7 E vrEreLich
7t LMl @ F= FXTF oLt old o 2 & &0l CiEr Cy ol == ALt

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.
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23 2 HEE! AP ?.-’E'Sgl T2 AE ERO|AT} OILIBER EYH &= ME EAIL[X]| et&LICH
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AWSServiceRoleForCodeStarNotifications0i| A 2f A4 &F &~ Ql&L|CtH
{
"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
},
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]}"
I

"responseElements": {
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"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/

awscodestarnotifications-rule"
},
"requestID": "ff1f309a-EXAMPLE",
"eventID": "93c82b07-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
},
"eventTime": "2019-10-07T21:34:412Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{

arn
"id": "codestar-notifications-events-target"

]I

"rule": "awscodestarnotifications-rule"
b
"responseElements": {
"failedEntryCount": 0,
"failedEntries": []
b
"requestID": "9466cbda-EXAMPLE",
"eventID": "2f79fdad-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",

"arn:aws:codestar-notifications:us-east-1:::",

AWS CloudTrail& AF& 304 AWS CodeStar Notifications APl £& 22
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CI5tXR| et &LICH HMAE = Qe BlAA0 &Et RIS £AISHE A2 7tsEuct 2™ MHE &=
RE A2 Oj4o 5 SEM MHIEE QHSIAAIL.
Amazon SNS 20| £ AIL|X| &I S
Amazon SNS X &t2d 2X|E sH4dstedH CI2 S = QlgL|ct
« Amazon SNS FA|7} &2 #&1 S Ut AWS Z2|T0|M MM E|F=X| EelghL|ct
- O|HIY HEo| Z2HIE FXE 551 +52 EHQIM=X] &laoF ELICH RHMEH LIE2 2= x
PIEE Amazon SNS FAN|of| 25 MAE XML,
« =X 20| AWS CodeStar NotificationsOll A sHE FAl|of| CHEE L& FAIE FHEsIEE HEZN
X| &QlgrL|Ct o] &AM HAHof CtS1t A 20| £ & Z|o{oF T L|Ct

{
"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",

"Condition": {

"StringEquals": {

"aws:SourceAccount": "123456789012"
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AR 7H0|E

Cloud
Provider type?

Installed
h 4

Create host
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https://docs.aws.amazon.com/codewhisperer/latest/userguide/customizations-admin-customize.html
https://aws.amazon.com/sagemaker/
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://aws.amazon.com/apprunner/
https://docs.aws.amazon.com/apprunner/latest/dg/service-source-code.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codebuild/latest/userguide/connections-gitlab.html
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https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://aws.amazon.com/codestar/
https://docs.aws.amazon.com/codestar/latest/userguide/console-tutorial.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://aws.amazon.com/proton/
https://docs.aws.amazon.com/proton/latest/userguide/ag-create-repo.html
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1. https://portal.aws.amazon.com/billing/signup2 0{AM| 2.

2. 2O XA AIEE [MEAM L.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
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IAM Identity CenterE & A3}t grLICt

X|&2 AWS IAM Identity Center AtE MEHAM 2| AWS IAM Identity Centerdd &S &= 5HML.

IAM Identity Center0i| M AF&XHo|H| 2| HMA HEHS Fo{FLIC

E ID 2AAR A8t Yo CHEt AiEME AFS BB MO 7|2 222 1AM Identity Center C|2
EZIAFS A HMA T2 FHESHAAI2. IAM Identity Center C|ZE{Z] AWS IAM Identity Center

| A& HEHO| QI ALRRFR 20
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E MEE 232/ URLE M8 E Lt
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IAM Identity Center AFHZ
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IAM Identity Center0f| M |4 HFt M ZH AL2|E [E = HEH MEE MMFLICH

2AWS IAM Identity Center At& AE X 2| Create a permission setg& & A5HAL.
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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1. 0l AWS Management Console 210!
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2. 2lZol Ehal Ao M Mg Meystict
HMME Mo E MEistEs 42 #eld E& L7 Ho[X|7}F LIEFH LICE Al%FSHT|E
3. HO|X| oM HAH MMZ MESSHL|CEH
4. A HAE|T7| MMM JSON SMES MEIELICT
5. C}Z JSON MM EME =ELIct
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection"

1,

"Resource": [

"

]

}
]
}
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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ZdQlL|ct mo|z2tRlg AA (o) of ZStEd™H AWS AA XtQdo 2 mo|zztele sl of B
CodeCommit 2L} Q|8 B|ZX|EZ|7} Q= AR B|ZX|EEIE THo|ZatQla (4ZA5t= o448 AlM
&oF &L|C}. 0| Rk& Mol Me Bitbucket 2| ZX|E2| 2! To|Z2tQInto| @432 A&IsHL|Ct.

ol MAMollAs ChBof CHE HES AFBELICH

N

« AWS CodePipeline: 0| Et7|0{ = Bitbucket 2|ZX|EE|E TtO|ZEtQI AA R AFESH0{ IHO|Z B}
QIS dMAMFLICH.

« Amazon CodeGuru 2|504: C} 2 2 Z Bitbucket 2| ZX|EE|E Z|H0{o| I|=t Al BEA4 =0
CodeGuru @348&rLC}.

|

AlZH5E7| ol Mo BHAIE 2t 2 EHofF BFLICH AWS MH|A0] @45t A4S S3lf Q15 S &Elst:
E 5235I2{= EIAF AA BIZXECE ZRSILICH 6E S50 AA B|ZX|EE|IQF E8 &= AWS AH|
A0 Bitbucket 2|ZX|EE|E @14Q5tD A2 &= USLICH

« Bitbucket A 2 £ Bitbucket Z|ZX|EC|E MAEHELICE
« Bitbucket AtZd SH2 EH|&LICH E AFE35H0{ @122 A% 35H™ Bitbucket A3 EH 2 2215}
2t HIAIX|7F E AIEILICEH AWS Management Console
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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1. Bitbucket E|ZX|EE[0 2QI5t T [& (Source)] MEHSHL|C,

2. README.md ItE MEHS T I O|X| & EHo M [TE(Edit)| 2 MEHEILICH 7|& RIAEE AFK|5t
T ChE HAEE FIHELICH

This is a Bitbucket repository!

2CHA|: oto|Z= 22l 44

O| o= CHS 2t 2 Sall oto|=2tele Mgt

« Bitbucket 2IZX|E 2| & Zrdof CHEF 40| U= AA EHAQILICEH
. HlE Q40| L &=l AWS CodeBuild 1= EHA.

OFHAIE AFESH0{ mho|Z 2ol MAI5HE{H

1. https://console.aws.amazon.com/codepipeline/ 0| CodePipeline &0 21218 L|C}.

2. Welcome(A|Z) T 0| K|, A|Zt3t7| HO|X| EE= Pipelines(ZHO|Z 2} Q1) I O] X|o| A O = 2}Q1 A4
Mg MEdgrL|CE.

1EtA: otol= 2Rl A% MEio| mlo|=Z 2@l O|F 0l MyBitbucketPipeline2 2R LICtH

4. Service role(AMH|A 2380l A New service role(Al MH|A 38h) S MEAEFL|CY,

(@ Note
7|Z CodePipeline AH|A 218t CHAl AL 524 MH|A 3%t

!
EX|

!

240
FOISHMIR. MH|A 3
A|2. CodePipeline

0

codeconnections:UseConnection IAM H&tE2 F7IH
ofl CHE+ X|&l2 CodePipeline AMH|A A&of HEt F7IE FH X6

> J

5. 12 MHMolM 7|2Zt2 2 ELICt [OlE|HE A E 0{(Artifact store)]ol A [71&2 2| X|(Default
location)] & 1EH5t0{ IHO|ZEtRlof CHaH ME4SH 2|Tof mtol|=Z 2telol CHEH 7|2t 2 XI™El
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https://console.aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services
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7}(Step 2: Add source stage)] H O|X[0| A &4 EHAHE FIHELICE

a. [A& Z2XHSource provider)]ol A [Bitbucket]& MEHELICE,

b. [21Z(Connection)]oi| A [Bitbucket0ll 24Z(Connect to Bitbucket)]= AMEAEFL|C}.

c. [Bitbucketol 21Z(Connect to Bitbucket)] H O X|0{|A] [21Z2 O|F (Connection name)] 0| 28445t
o= 2Z49| 0|2 YUZELICE o|F0of 0| 0|2 Sall 0| @2 AHE £+ JU&LCt
[Bitbucket (Bitbucket apps)]0lA [M & A X|(Install a new app)|E ME4ELICEH

d. & Ax| mlo|x[oilAM ol Bitbucket A0l AAE A=t RCHE HAIX|7F E A[ELICH
AWS CodeStar [Grant access( M| A et £04)|E MEAETLICH MIAE & ._oP Lt
Bitbucketl| ZIZX|EZ|7} HME|H, 0|2 BlAAN HAAFEE MEHE 2~ QI&LICH AWS

2

=
e. M Ax|e| ¢4 ID7} E AIEILICE. Complete connection(1Z &t2)2 MEHEILICH E£2 &
Ot7+AH| ElLICt CodePipeline

f. [BIZX|E2| O|F(Repository name)]0llA Bitbucket 2|ZX|E 22| O|F2 ME4RILICE.

g. [E@X| 0|&(Branch name)]oM E|ZX|EE[S| ERMX|E MEAEfLICE.

h. 4 FE #HF Al Dho|Z 2l AR SME ME{ELICH
i. E® otE[HE FA0|M Chg & otLtE MEELICE CodePipeline 7| &

» CodePipeline I} O|ZZ} Q12| OLE|HE Ol 7|2 zip FAE AEotedH 7[2gf2 M= gfLICh

- molzetele| ote|HE 2|2 X|E 2|0 CHEt Git HIEIC|O|E{E Z &stdt M| SXME HH
g LICt. Ol= CodeBuild 2444012k x| 24FEL|CH.

Add build stage(HE AH|O|X| F7H0IM &E AH|O|X|E F7IELICE.
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a. 4= ZZX0AM AWS CodeBuildE ME{gFLICEH 2|T0| mto|=Z 2@l 2|H2Z 7|
L
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b.

C.

0 |0|X| 22| MEIEFLICE. [Operating system]0| A [Ubuntu] S MEHEHLICEH
Al™ AlZHoM &S MEHFFLICE 0|0 X[l A aws/codebuild/standard:5.02 B4} L|C}.
A 238Ho{| A New service role(Al MH|A @3&h) g MENSHLICH

[Buildspec]2| [ZE ALF(Build specifications)] 0| M [2E BZE £ (Insert build commands)]
£ MEigHLICt & 7|2 ™EH(Switch to editor)2 MEHSI T [ElE B (Build commands)]ofl
CtE2S 201 E&Lct

version: 0.2

phases:
install:
#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
# name: version
#commands:
# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes
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#base-directory: location
#cache:

#paths:

# - paths
h. [H&] 2 MEIELICH CodePipeline. Z12{™ CodePipeline £ 2 E0t7t1 742 {8 2=

H2IS AFR 5= CodeBuild TE2MEJF BHEO{ZIL|CH YE T2 ME = MH|A Q&2 AR
5t0§ AWS MH|A HEHE ZtElgfLict o]l EFAls E 2ol 43 & /U&LIch

10.

CHE S MEfEhLICH

ATHA: HiZ EHA| F7¢ Jl1|0|7<|01|k| Skip deploy stage(HH 3= EtAH| ZAL45|7|)& MBS CFS Skip(H
L5 7[)S CHA| «1E48t0] B0 HIAIX|E =EfefL|Ct Ch2 S MEfgLICH

5Bl AE HO|X|of| M mtolz 2Rl S MEHRFLICE

molzzelo] d3Mez Wk nto|zetRl Aol AlEFELICE

@ Source Succeeded
Pipeline execution ID: 961f7d94-d798-

Source 6]
Bitbucket

@ Succeeded - 2 days ago
7098464e

7898464e [4 Source: README.md edited online with Bitbucket

l | Disable transition

@ Build succeeded

Pipeline execution I1D: 961f7d94-d798-/

Build ®

AWS CodeBuild

® Succeeded - 2 days ago
Details

7098464e [4 Source: README.md edited online with Bitbucket

Bxoz 2 Fl e BHAoAM [MIE HE (Details)|S A4 LICH.
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This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51 Phase complete: PRE_BUILD State: SUCCEEDED
[Container] 2028/86/85 19:14:51 Phase context status code: Message:

[Container] 2020/86/05 19:14:51 Phase complete: BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

[Container] 2026/06/85 19:14:51 Phase complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

3EtA: E|ZX|EE[E CodeGuru 2|70t 4Z

g OHE Fole Y A2 S Ao ZE AWS ElAAN AFSE £+ U&LICH oE E
0{ I}O|Z2}2!9| CodePipeline 2 A A1t CodeGuru Reviewer2| 2|Z X|E 2| 73! EMof| St

(o]
—_
Bitbucket OI_7E=|% Al'%oal- ‘JI\‘ Isl\g ||:|'

1. 2|Ho{ 2£0f CodeGuru 22 91&FL|C}.

2. CodeGuru 2R 0{0|M 2|ZX|EE| IZE S MEIELICE

& I|O|X|2 FE ObARZF LRILICE.
3. [&A SZXF MEH(Select source provider)]2 MEHSt 1 [Bitbucket]2 MEHEHLICE.
4. Bitbucketo] 21 (with AWS CodeConnections) 0| A TtO|Z 2 QIS 2 BHE HAZAS MEAFHLICY
5. [BIZX|E2| f|x|(Repository location)]0l| M Bitbucket Z|ZX|EE|2] 0|2 MEAS T @14

(Associate)|2 MEAFLICEH

Olo{M ZE HAEE MHE £ U&LICH RHM[EH LI 2 Amazon CodeGuru CodeGuru Reviewer
A2 MH%E Mo Bitbucketol| 2425104 E|ZX|EE|E 2|5 0|2} ¢1ZAstE MME B XS AAIL.

O
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A2 AWS E|AAE Q¥ I Z|ZX|E|of 45t Ol AFE El= FHYLCt ZH 24742 Bitbucket
2 EAL |2 X|E 2|0 AWS CodePipeline 123t 7| 213l MHIAM MBS E &= U= 2lAA LT
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/create-bitbucket-association.html
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7t = A&LICH GitHub Enterprise Server®t 22 MX[E MSA &0l AWS E|AAE e =

=
A& LICH.

of|: GitHub Enterprise Server) of Cigt @12E Mddttie 8 2&0M EAE
= 3= A7 AR[E MHE LIEHLY 7| @lel ddste 2lAA LI &t

HEs dE = 2 £2| 0HHALE ALE 5104 EtAL S At A 42 HE XISt 0| M 440
AZEELICH o|0l HE HX[et B2 7IE HE ALY &+ UA&LICH

Ol BT e RH(Yetic) BT LY HZBS KIHBLICL ME THE| MBI AtOIE0] HAlE
O CHE B2l 9173 XIYISHE 7IE ATHs WoHULIC 0] ¢S Mx|3HH M= mHE| MBS
#7} O EITOIME MulAS CIOIEIE BRE 4 U Mite Hoish| EIH H K7 stod
AIMER| Mete #AE 4 et

BITS BAd85tR| Lo AfHIA0M CIOIEIE REI5tHLE MEHsHR| St&LICE O] 2T &

g5t OB E Melstn MY = Us "I‘._4°._F0| MH[A0i FoFLICH.

2ol 28X ATt 2|HE Mol MR|E ez RX|ZH ME THE| XS A7t A
HA2 HO[EHE S/E + U222 2[TE HIE T Fols AS X7HsHoF & LICE XHAIE
L2 Bl £ 83 E AxstMR

odZ40] CHet REAIBH LH2 2 AWS CodeConnections AP| 2 = £ & X 5l 41 A| 2. Bitbucket2]
CodePipeline 24 ZHdo]| CHEH XHAM[EH L& 2 AWS CodePipeline AHE MEME R XSHAMAIL
CodestarConnectionSource.

HZEE AE5te ol Eet Heto| Z& & HAMZ M5t 7HLE IAM AFEAL EE= g0l 125

M 2 FHZ3HAAIL. AWS Identity and Access Management AWS CodeConnections "H?J H=xE

CodePipeIin MH|A edgto| A=l Al7|of 2t X[ AWS CodeConnections 2l #et2 4O o]
E3fof & £ U&LICH X|E S AWS CodePipeline AH2 MMM MH|A 248 H|0|EE & X SHA
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html
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o Q14 MM
+ BitbucketO| CHF 2174 M A
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. ol CHEH KIS MAdaHAIA

2. GitHub
o GitHub E{Z2}0|= Ab{0d| CHEh 2442 A
o Of CHEt A2 M3 AAI2. GitLab
+ GitLabXtAl| 22| d4E MESHHIR
- HF 501 0dd HOI0|E
o A LA
o 4 AK|
o« 44 BlAA BT XY
- A NS HE H7|
A M
CHE ME otE| 32X 0] Ciet A4S dde = U&LICH
+ Bitbucket0l| CHEF 21742 44524 Bitbucket0l| CHEF 9472 M4 MME T SHMI2.
+ GitHub IE{Z2}0|= FetR =0 CHet A2 S Md35te{H GitHub € & XA

M AIL. GitHub .

« SAE BlAA MMg 2 EEH04 GitHub Enterprise Serveroll CH8H (42 A5

2 GitHub IE{Z2t0|& AEHol| CHEF 244 M.

. IZAS Gitlab MR S HESHAAI0] CHEH ¢S A

MM A2, GitLab .

(® Note
X 242 A835t04 28 MAEH Z|AA ARNO| ZEAEL 24Z40| U= ElAA D MME
LICH. ARNO{| @12 MH|A HF AL QU= EIAAE MAMSE{ CLI, SDK == CFNE AIE 3§}
AL, F MHIA HFEAL 25 28 E 2lasEsE 280 AlS EAELUCH

Bitbucket0l CH&t 44 Mo

AWS Management Console = AWS Command Line Interface (AWS CLI) &
oM ZAE E|ZX|E2o] AEE & JU&LICH

FAEEE
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5104 bitbucket.org
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AlEfst7] T

« Bitbucket 7|%30| 0|0 A+ E[o{ RJ0{0F &FLILCt.
- bitbucket.org0ll 2= 2|ZX|EE|7} 0|0O| M4dx|o] Qlo{ofF &rL|C}.

(@ Note
Bitbucket Cloud 2|Z X|E2[0o]| CHEF eddE e = U&LICE Bitbucket Server2t 22 A
%|El Bitbucket B2 At &2 K| E|X| et&LICH. AWS CodeConnections X|HEE MEY

MY HHE RS,

(@ Note
A2 oddE e = O AL E H™Ho| &A% E EIZX|EE|0] CHEF KM A F4EHDE XIS ' LICH.
Bitbucket WorkSpace0l| O Z 2[71|0|ME M x|st= F< 2 2IXt WorkSpace T&t0| 2B L
Ct. 3| et 42 o x| SM0| EAIE[X| et&LCH.

A
« Bitbucketod C

H%|- o474 )él;lA—i(_E_z.E\_)
- Bitbucket0l| CHEF 2474 M4J(CLI)

—_ - =

BitbucketO CHEF o422 MM (E &)

Z£E Ar&3st0q Bitbucketol| CHEF A4S BHE = U&LICH

(® Note
K| 242 AI25lo A2 MAstH B|AA ARNO| ZEAEL HAZ0| YE SIAADE MME
5 7} AE MAM5E{H CLI, SDK EE= CEN2 A2 5t
AE

=&0f AL EAFLICH

1EHAH: AZE e

1. 0l AWS Management Console 219!t 11 0l AWS 7HE R} =7 242 044 A2, https:/
console.aws.amazon.com/codesuite/settings/connections
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

LRt ET 2
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AR 7H0|E

2. [A%(Settings)] > [21Z&(Connections)]S 41EH
C}.

rob

Ct

Ojo

[21Zd M 4d(Create connection)]2 ME4EFL]

3. Bitbucket 2|Z X|E2[0f CHE HAZE S Md5tEd™ [S =Xt HEH(Select a provider)]0il A [Bitbucket]
2 MEfgrL|ct [244 O|F(Connection name)]oll Mdstzd= 142l O|F2 =g LCt

= U= (== =

[Bitbucket0fl 21Z3(Connect to Bitbucket)|& ME{S T 2EHA 2 TIZ4EHLICY.

—_o -

Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

2EHA|: Bitbucketof 44
1. [Bitbucket0ll 21Z4(Connect to Bitbucket)] A4 m|0|X|ofl 244 O|E 0| E AIEILIC}.
[Bitbucket (Bitbucket apps)]0lA & A x|E MEHSHHLE [AH & MX|(Install a new app)]= AME4S}

—_ =
of A2 Mz EHEL|CH

(® Note

Zt Bitbucket WorkSpace == A& 0tCH 42 8 f1PF A X| & LIC}. Bitbucket 242 o|0O| A
X8 22 Y2 MEiStD o] MMof Ot k(9 HHAHZ Ho{Zh Lt
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

t= 5 MEErL(CH

ol

Bitbucket2| 22 Q1 W|O|X|7} ZA|Z[H X} Bz =208 OHE 7H&

2.

3. ¢ Ax| Ho|x|oM ¥O| Bitbucket H[Z0l| @122 Al st UCt= HIAIX[7F ZEAIELICH AWS
CodeStar
Bitbucket WorkSpaceE A8 3t= Z3< Authorization for(T8 £04 CHA) S M E WorkSpaceZ
AFLIcH 2| HEHo| U= WorkSpaceBh E A|ELICEH
[Grant access(Y M| A e £04)|E MEHELICE

o g By 82
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. [Bitbucket (Bitbucket apps)|=2 MEAStH A Ax|o| @142 ID7I EA[EILICE 12 S MEfgFL|Ct
MEE HAZo| odd SEo| EAIELICEH

Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.
Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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Bitoucketo| CHEF 2474 M A(CLI)
AWS Command Line Interface (AWS CLI) & AI&35t0{ @122 BtE £ Q&LC}.

O|Z Al &l24™ create-connection WS Al &hLLC}.

/A Important
ORE =35 MAEl AWS CloudFormation 132 7|E*x
CLIE AFS3l0d 73S Mast = Za 2 AL3tod i
CloudFormationAVAILABLE

O Z PENDING M EHQILICH. AWS CLI
£ MZEI5to] AENE M™ELICH AWS

Bitbucket0ll CHEH 44 S MM 5le{H

0| (Linux, macOS, Unix) £= @H T &I E(Windows)E LICH. AWS CLI & AH& 35104
é‘s --connection-name 8t --provider-type & € X|%3l09 create-connection
HE eIt Of oMo A EtAF SZ At O|F 2 BitbucketO|Z X|HE A4 O|F2

MyConnection®{LIC}.

02 FR_._

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

O| BFEO| Moz M= S} HIR

rok
Y
>
P
Z
0
HL
N
re
o
il
r
[l

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f"
}

£2 M 85lo{ S 2 EEfLICE AtME HEE E7 52 4 YO|0|EE2 HEstAM L.

N
rH
fjo

of CHEF 22 MMM A2, GitHub

AWS Management Console E== AWS Command Line Interface (AWS CLI) & AI&3t0{ A& BtE
= GitHub JU&LICt.

INESRS A S E

OII

- o o]0 AdE H-7Ho{oF FLICH GitHub.

>
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- ME mE| ZE 2|EZX|EZ|7} o|O| MAIAx|o{ Qlo40oF &FL|C}.

® Note

0142 OH=E P4 GitHub =& AL K}o{oF BFL|CH =X A<0| ot 2|ZEX|E2|C| B2 2|ZX|

AES
E 2| &5 Rtoqof gfLCt.

|

* GitHub(Z%) ofl Cier 214 Br=7|

- GitHub(CLI) ofl CH&t 0473 A

GitHub(Z &) of CHet 14 BrE 7|

ZE£E A8sto] EE Y =+ GitHub JU&LICH
(@ Note
R 2&2 AH85to{ A2 MMEHH 2lAA ARNO| REAE HZ0| UE ElAAD MM
LIk ARNOY| @424 MH|A HFARZE Q MAY5} 24T CLI SDK = CFNS AM27}

14 5 g
AL, F MH|IA HFAZE 25 L3 Z &0l AE ZAIFELICH

1. 0f AWS Management Console2 1215t oM JHE At =7 E2£2 044 A|2. https:/
console.aws.amazon.com/codesuite/settings/connections

2. [H%™(Settings)] > [21Z(Connections)|& MEIEH Ct& [24Z2 4 4d(Create connection)]2 MEHE L
Ct.

3. GitHub EE= GitHub Enterprise Cloud 2|ZX|E 2|0 CiEr 142 M d5t2{™ SZ A MEHof| M
O

o
£ MENSHLICH GitHub. [21Z2 O|&(Connection name)]0ll 2 A5t24= A2 0|5 S &l=4&tLCH
Connect to GitHub (212 CH4&) & MEfSt D 2EAHZ TI—EELICEH
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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Create a connection i

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

Create GitHub App connection

Connection name

githubc-connection

Connect to GitHub

1. GitHub 2128 oM A4 o|F2 & o|&o| EAIELICE [Connect to GitHub]E ME{ELICH
BMA 23 mO|X|7F EAIELICH
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AWS Connector for GitHub by Amazon Web
Services would like permission to:

(O\ Verify your GitHub identity ( )
D Know which resources you can access

-/\/- Act on your behalf

AWS Connector for GitHub has not been installed on any accounts you have access to.

Learn more about AWS Connector for GitHub

Authorize AWS Connector for

e GitHub

Authorizing will redirect to
https://redirect.codestar.aws

.

2. AWS FH4E| Q15 S MEIEILICH GitHub €12 m 0| X|0oi GitHub Y Z =7} EA|T|T EA|ELICH

Connect to GitHub

GitHub connection settings info

Connection name

githubc-connection

GitHub Apps
GitHub Apps create a link for your connection with GitHub. To start, install a new app and save this connection.
Q or Install a new app ‘
3. YoM GitHub & MX|E ME4SHHLE M 4 MXIE ME4SI0] A S MM ELICH
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HLR =T 2E
® Note
S 3Rl it

ConnectorE 0|0|
4. AWS FH4EE M

adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note
A2 GitHub HIEE & HEF ARIFfLICE o|Hol S HRIE B2 #EE M
StHLE FI2Z HE S A8t 2&2 sotd + AU&LCh

xle] = Ho|x|Z Ol

5. AWS ZHHE Mx| GitHub HO| x|l 7|
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I
)

aws

Install AWS Connector for GitHub

Install on your personal account

@ All repositories
This applies to all current and future repositories owned by the resource owner.
Also includes public repositories (read-only).

() Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

v Read access to issues and metadata

v Read and write access to administration, code, and pull requests

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

O| EFAI7t ELIH Yol|o|EE Het 0| X|7} o] ZAIE + GitHub U&LICH

6. AWS Connector for GitHub appil CH3lf CI|O|EE #MEH0| USS E0iF = HO|X|7t EA|Z|H
M B $2tg deBLIc
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FI'I

The — . app by is requesting updated
permissions

Read-only access to Metadata MNow request
Read and write access to Commit statuses Mew request
M0W Fequines access 10 0Ne of More repositories

® Al repositories
o all current an

This aj

Also includes public re

O Only select repositories
Select i one repository

Developer note

The ' app will retain its current permissions if you choose not to

7. Connect to GitHub H|O|X|2 SotZfL|Ct. M2 Mx|8t 2¢4Z ID7} GitHub{ol| EA|EIL|Ct 422
MEASHLICE.

Developer Tools > Connections
Connections Hests
Connections infs C " Create connection
Q 1> @
Connection name Provider Status ARN
armcaws:codestar-connections:us-west-
fthub-connection GitHub @ Available 23

GitHub(CLI) il CH&H 0473 A4

AWS Command Line Interface (AWS CLI) & AF&35104 GitHub 122 MM& 4+ l&L|ch
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O|= 7| 5t24™ create-connection WS AL EFLICE.

/A Important
ORE S35l M=l AWS CloudFormation @122 7|2X 2= PENDING ArE{RIL|Ct. AWS CLI
CLIE AI235l0d e et &F 2£2 ME35lod A4S RS0 HEHE MMELICH AWS

CloudFormationAVAILABLE

Hu
o

1A E MASHEd{™ GitHub

E{0|'d(Linux, macOS, Unix) £= Hd@ T /= E(Wlndows)% LICF. AWS CLI & At&3to4 244
0l --connection-name CH3H --provider-type & & X|%35104 create-connection WHES Al
efLct. o] Mol A EtAF 32X Ol 2 GitHubO|Z X|HEl 244 O|§2 MyConnection®lL|
Ct.

—

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

O| BH0| M2 A™YE|™ ChE 1 Hlx et 42 ARN HE 7} #heHEL

0
rok

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

£2 M E5lo{ HAS 2tEEfLICE RtME HEE 27 52 64 YO|0|ES FHESHAMIL.

fjo
ol

N
rH

GitHub IE{Z 20| = MEHoq| CHE 242 &

L2 AE5to{ AWS E|aAE EHAN 2| ZX|EE2IQF AAZ g LICH AWS Management Console B &=
AWS Command Line Interface (AWS CLI) & A& 3109 GitHub AE{Z2}0|= ME{ol| AE 4= Q&L

A2 oA MY Al ¥ MxIE &215tE= Ol AFH& El= GitHub Enterprise Server 40| A ® 8t 2|Z X|
E2|of cHEt AM AR M S ELICH GitHub
AlEsH7| ™

« GitHub SIE{Z2}0|= Mb{ QIAEIAQl 1 Otof 2|ZK|E 2|7} olO| Qlo{of &FLC},
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AE B|AAE 4-5E{H GitHub Enterprise

ok

« O| MMoi EAIE CHZ GitHub S MAstT
Server QIAEIA O| EH2|X}o{0F B LICE.

/A Important
GitHub Enterprise Server& §_ HlO|E{o CHEF VPC A= ZQ
7t RS2 2 HEELICH 2020 | ag% OtE 1 VPC PrivateLink 2
A A=EQEE AS5tE{™ '.:'_'|7<-| SAEE MXECIE M SAEE ddslok & Lct.
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|

. GitHubIE{Z 30| = M 473 MM (22)

e GitHubQIE{Z2t0|= ME{ (CLI) 0i| CHEF 047 47

GitHub IE{ZE}O|= M 1A S Hdsted™ AE{ZElo|= M7t EX[El fIXlof| CiEt HEE HS
St GitHub GitHub QUE{Z2}O[= A}Z

@® Note
M 242 Al25t0 A2 MASHH B|AA ARNO| ZEAEL ¢4Z40| QlE ElAADH MAME
LICEH ARNO{| @43 MH|A HF A} Qe BAAE MASE{T™ CLI, SDK == CFN2 A8 5}
AR, F MHIA HFAZI 25 T8 E 2lAAE 2800 AlS EAIELICH
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
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1.

2,
3.
4.

5.
6.

7.

AEE dYsitd™

0=

ol AWS Management Console2 19151 0l A AWS FHE Rt =7 2£2 L|Chhttps://
console.aws.amazon.com/codesuite/settings/connections.

[

ok

A E(Hosts)] 0l [EAE MA(Create host)]&

=
A E 0| (Host name)|ol EAE| AL & 0|5 S &l245LCH

o

S= A MEolM Chs & StLHE MEELICH

e GitHub AE{Z2}0|= AMH
« GitLab A& 22|E
[URL]0| SZA7F dx|El QlZto| AEXZQIEE U=IgLCt

| AME|o] Q= VPCEH 2475t 2{E R [VPC AFZ(Use a VPC)]

mo

MB{7} Amazon VPC L
MEdsh|CE J=X| ¢f

FIO =-=
.I.L
'2
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O
%0
{0
mo &
i
il
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C
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Amazon VPCZ QIAEIAE A|EEH & VPCO| 4524 <2 [VPC AF&(Use a VPC)|2 AEHS|
Ct22 &t &Uct

a. [VPC ID]IA VPC IDE MEHEIL|CEH QIARATL MX|E Q=
E = Direct ConnectE &3l QIAE AN HHAE = U= VP

b. Z2t0|8! VPC7I #ME|04 AT I{EEZ!0| otd QIF 7[2HE AI835H0{ TLS AEE s H
QIAEAE FHE 2 TLS QIE A0l 21E M IDE IS LICE TLS @IE M 22 QIE A9
H=2! 7Lt

[EAE MM(Create host)|S ME{EFLICH.

SAE ME HE Ho|X|7l EAIE £, SAE 7} MMEO W2 SAE AMEN7F HFRILICE

® Note
SAE MY VPC FHO| ZEE AR 3AE HERQT 74 RQAE Z2H|X{Fst=
HE HE dguct.
SAEJHER F(Pending)] &fEN7t & M7t K| 7|CHEl Chg DX[E 228 LICH XtMe HEE £
7 50 3AE M2 FEGMR.
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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@ Successfully created MyHost X

(@ After your host reaches Pending status, choose set up host. b4
Developer Tools Hosts MyHost-e8b08e 2c
[ouse | TN

MyHost-e8b08e2c

Host info

Haost name Product Endpaoint Setup status

MyHost GitHubEnterpriseServer https://test- @) Pending

dev/ 8

2EHA|: GitHub QIE{Z2l0|= M Y44 BHE7] (

rH

%)

1. OlAM FHEH X} =7 E£0{ AWS Management Console 212151 L|Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [M%(Settings)] > [23Z&(Connections)]2 MENSH CF [21Z2 4 4d(Create connection)]S
Ct.

3. MXIE GitHub AIE{ZE}0|= M 2|ZX[E2|0f ZASEAH GitHub AE{Z2I0|= MH
L|ch.

GitHub IE{Z2t0|= Mol 244

1. [®1Z O|&(Connection name)]0l| 212 O|& S =3&rLICt.

A
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AR 7H0|E

Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub

Connection Settings Info

Connection name
Give your connection a name.

connection-ghes

URL
T

e endpoint of the server to connect to

https://myserver.dev/

Use a VPC

If your GitHub Enterprise Server is only accessible in a VPC, configure details here.

skip this step.

Complete these steps in the same AWS Region as your VPC

Cancel

[URL]Ol MEHe| AEZQIES Q|248tL|C}

@ Note

M3E URLEZ o|O0| Ak835to{ G
ClEof CHaH O|Tof| MMEF A

—

22 9
==

gtEgrLCt

o

VPC EE= VPN EE= Direct Connect&
£+ Q= VPCE ME43HoF & L|CH.

b. [MEL ID(Subnet ID)|E ME45tT [F7
g MEU IDE MEfErLICH MEU

[VPC ID]0Il A VPC IDE MEASLIC} GitHub QIE{Z2H0|= Mt QIAEIATL A
&ofl GitHub AE{Z2I0|= M QUAE A HM|AE

HAdd)|S MEdEHL L S Z
2 =|cH 107477t K| MHEf g =~ QI&LICH.

©Q GitHub Enterprise Server

Otherwise,

Connect to GitHub Enterprise Server

GitHub Enterprise Server 2142 A&t 42 e =z
E E2|&A ARNZ MEiSIEHE HIAIX|I7L &

F AIELICEH

ME4 AFE) Amazon VPCE MEHE AlEFEE & VPCO| @1485tE = B VPC A S MBSt C

e

7';|E| O|EE|.R

ZCOM ZEAEN A
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AR 7H0|E

[ GitHub QIE{Z 20| = AMHol| 94Z4] & MEHEtL|C
AELICH AL8RI7E MB 8 M HEE AR

GitHub Enterprise Server QIAF AT} A X|El QIZE} O MEUE MENSHI{LE VPN =
Direct ConnectE 38l Mx|E GitHub Enterprise Server QIAEIA 0| HMAE £ Qs MHEL!

2 A—| EHS OHOI: °|'L||:|'

—

H ot I & ID(Security group IDs)]0lA [ 7HAdd)] S AEHEHL
S 2ot OIS MEEhCH 2ot JE2 Z|CH 10707 K| MEHE == JU&LCt

GitHub Enterprise Server QUIARATL M|l Ql=Zzto| Hot OE 2 MEHSHHLE VPN EE&
Direct ConnectE 35l Mx|E GitHub Enterprise Server QIAEIA O] HAMAE £ Ql= HOH
E= MEistof gLCt

Z2to|8! VPCE T4t HIBTH QIE 7| S AH&36t0{ TLS HAE 2 &5t = GitHub
Enterprise Server QIABHAE T MH8F AR TLS QIS Mol QIS M IDE U=ELICE TLS 215

M Zk2 el Me| HE3 7lodoF & Lict

VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X

Subnet IDs

Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.

Subnet ID

Add

Security group IDs

Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional
If you have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
certificate here.

4

OII
-
(@)
. .
rR -

A oIt ZAE BlAATL MMEILICH 34

ocooHdH

E O|ESZ URLO| AF2=/LIC}.

5. (28

30l 9122 YO|0|E(Update pending connection)]& A1E4 8 L|C}.
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@ Connection connection-ghes created successfully

Developer Tools Connections S17f67b0-0457-4463-
connection-ghes | Edit |
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. : .

Learn more [5

Connection settings

Name Status Arn
connection-ghes @ Pending armcaws:codestar-connections-us-west-
Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@ Pending

6. MAIX|7} EAIZIH GitHub HIE{Z2t0|= 222! H 0| X|0| M GitHub PIE{ZEl0|= At ZEHo =2
2218 |C}.

7. GitHub & BFE7| H|O|X|of M &4 O|F S ME4TLICE.

Create GitHub App

GitHub App name

AWS

Create GitHub App for

8. GitHub <app-name>2l& H| 0| X|0{| M Authorize (HEH £04) & ME4EFLICY.

re
1
=
H
]
s
bal
bal
o)
bl

97

r
r
il
I



AR 7H0|E

my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. ¢ x| "lolx|ol|M FHUE S HRIE EHI7t =[CHE HIAX|7F ZAIELICH ofg ZE0| U=
a2 A IR =X MEfstets HAIXIZE EAIE & J}&LICH

Install my-app1
Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. 244 H|O|X|of| ME HAZO| [AFE 7tS(Available)] & EHE E A|ELICE.

GitHUbE{Z 2} 0|= MEH (CLI) ofl CHEF 242 M

- -_-= O
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/A Important
ORE &3l 44dEl AWS CloudFormation @122 7|22 S 2 PENDING & EHRILICt. AWS CLI
CLIE AI835l0d A2 et & 2£2 M835l0d HAS TR0 HEHE M™ELICH AWS

CloudFormationAVAILABLE

1EHA|: GitHub AIE{Z2}0|= ME{ (CLI) & ZAEE PHEE{™

1. E{O]'9(Linux, macOS, Unix) FF £ H¥& T = Z E(Windows)Z LICt. AWS CLI & AtE35lo4 @i
0 --name--provider-type, & --prov1der endpoint & X|%35}04 create-host BEZ 4l
etLict. o]l MM ME THE| SZ X O|&2 GitHubEnterpriseServerO|l AIEEXZQIEE

my-instance.dev®L|Ct.

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

S AE Amazon 2|44 O|F(ARN) HE 7t ghetElL|Ct

>
o

1} Hi

Ojo

O] BHO| McHz AMY=H Cf

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

2. —E—%% A835l01 ZAE MY E Rt SAEE Available &fEHE MEHEFLICH RhAl[EH H

2 A 2L0M 2R S 34E 4H

1. 0l AWS Management Console 21 215t1 0| A YAt EF 2£&2 JLIChttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. E2£8 M85lod SAE MHE 225l SAEE Available HENZE MEtgLICH EF &2 =
AE MHE HESHHR
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YR 7 28 AEX Hol=

3EA|: GitHub IE{ZE}0[= AME] (CLI) off CHEr 4= 2t

mn

o4

1. E0O]&(Linux, macOS, Unix) £= @H T &I E(Windows)E LICt. AWS CLI € At&3t04 44
£ --connection-name &8t --host-arn & € X|Z35}09 create-connection HE & AZEL|

Ct.

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

O| BHO| A= Al ChZ 1t H|x 8t 212 ARN HE 7} ghtElL(Ct
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}
2. 2&2 A0l 2R 5O H7S MHHLICH XAH HEE 25 501 ¢4 AlolES M X6
ke

ATHA|: 2401 M GitHub AIE{Z 20| = M 422 2= 5tp{™

1. oM 7HE R} =7 2£0i AWS Management Console 21 Q1511 3L |Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. Z&£S ME5lod EF 32 HAS HHet F Available &EE HAZAS ™EELICH REME H
HE 27 32 ¢9Z UCI0|ES HEstMIR.

of CHEF 22 MMM A2, GitLab

AWS Management Console &= AWS Command Line Interface (AWS CLI) & A& 3}04 gitlab.com|
M 3 ARE|E E|ZX[EE[0f CHEr 1A S e & A&LCH

(® Note
ol M GitLab O] 2 Mx|E &Ql5tH MH|A0| HIOIE{E XMEIE + e THete Boiste X
O|H o Z 2|70l 2 M7{sto HMEX| HEtS 4 E == A&LICH
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- of o|0| AEE ddglo{ok B LICH GitLab

HE2 HES prEn HEE Foiste Ol AFSE AEol CHEr HAMlA HEFEF S ELICH

(@ Note
AR HEO| U QUX[o| HES CHE CHS OIS0 22 2lAAT U MHE
A28 & CodePipeline !&LICH GitLab 2 & L E|ZX|EE[C] Z? & 4
T Euc

ol 122
At7} ofL|od

2l
21
P b

|

* GitLab(2%) of CHer 44 dd

- GitLab(CLI) 0f| CHEF 473 A8

GitLab(2&) off CHEF A4 &

ZE£S MEslo] dds ddE + A&LIch

@® Note
Al E& S AH85t0 A2 MMHSEIH 2lAA ARNO| ZEAEL 91Z0| UE ElaAbh MAE
LICH ARNO| @12 MH|A HFALTL /e BlAAE 4495t2{H CLI, SDK = CFNZ A&t
MAR. & MHIA HFAZL 25 ZEE 2lass 2801 Al EAIFUCH

AH A4
oo

1EHA: o

I

1. o 23¢elgt Chg oA AWS JHE Rt EF 2& 2 YLICh AWS Management Consolehttps:/
console.aws.amazon.com/codesuite/settings/connections

GitLab. [M4Z4 O|&

3. GitLab 2|ZX[E2|0] CHEt HEE W HstcdH SZAF MBI & MENFLICH G
CHa 2 MEHSFLICH GitLab.

(Connection name)]0l| +dsted= 22| O|F2 =T LICt [ME

r J

ke

e
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. 9| 21921 HO|X|7} GitLab EAIL|H A}H SHo =2 21018 LS 21218 MEAELICE

74
5. GitLab HH AMAE 2|2 HZE &2l 2= HAIX| 874 &2 HO[X|7F EAIELICH

AuthorizeE ME4EFLICEH
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

HE| X7t A4 £ Ho|X|2 SotLIct GitLab 212 BHE7(2| 44 o|Fofl M dZ0| EAIE
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H XME= o174 MA i 0| X|o| L2t

A0 §EHMe 2 WEr|H d3 7t ZAIELICH A2 ME H 214
A& LICH

GitLab(CLI) of| CHEF 242 M4
AWS Command Line Interface (AWS CLI) & A

O|= 7| 5t24™ create-connection WS AL EFL|LCE.

/A Important
ORE &3l 4El AWS CloudFormation @122 7|22 S 2 PENDING &EHRILICt. AWS CLI
12 S HEISIod A EE MHELICEH AWS

CLIE AI83dto A et = 2&£2 A8dto] HZ

CloudFormationAVAILABLE

442 DF=P4™ Gitlab

E{0/'=(Linux, macOS, Unix) & @& T & X E(Windows)E LI|Ct. AWS CLI & AF&35tod 944
0fl --connection-name CH3H - -provider-type & £ X|Z5}09 create-connection BHES Al
st o] ool M EFAF 22X O|E 2 GitLabOl1 X|HEl 9973 0|2 MyConnection®lL]

Ct.

—

aws codeconnections create-connection --provider-type GitlLab --connection-name

MyConnection

LICH

>
ro
%
Y
>
X
Z
0
HT
N
e
ok
i

O| BF0| M2 A-lT|™ ChE 1t Hi

{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}
2. EE&2 AMN3stoiddS EELICH AIME HEE EF 50/ 012 YHO|EE HAEFAMR
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GitLabXtAl| 22[SE idE ddstM L.

o o

A& 2218 Mx|E S35l GitLab YIE{Z 20| = ollC|M E= GitLab 7R LIE| olC|Ad0]| CHEF 4ZH S A

o
g8 + A&Lich

AWS Management Console E== AWS Command Line Interface (AWS CLI) & A& 3504 GitLab A+HA]|

= A
HE|I8 HE A FAEE B E = JU&LCH

@® Note
GitLab A}l 2 2[of A o] 912 ofZ 2|7 0| &015tH AMH|A0 TIO|EE Aa|E HEts 8
0i5t= JAo & ZtF K|, ofE 27| 0|ME M7{5t0 ANMEX| HEHE F4E = JU&LICH

GitLab 2 Z OHLIX|= HZAES WHst7| Tof Ot S EAHo| MBE CHE AL AIEE ZLAEE BHE0]
Al

7
OF BfL|Ct Mx|E BZAIe| SAE MM I Z 20| CHE 7THRE SAE
2 MME FXFMAL.

>
|m
L]
3 b

AO| HEQA L vPC 0] CHEH REAIEH LI =2
_EE Amazon VPC 7t &l SAEQ|VPC M B

« ofM o|0| HIHE GitLab MMM 1 XAl 21 Mx|7F Z&El GitLab Enterprise Edition &=
GitLab Community EditionO| A4 % | |04 R40{0F ELICH RtAIEH LI https.//docs.g|tIab.com/ee/

subscriptions/self_ managed/2 E X8 &A|2.
@ Note
A2 A4S DtED HEHE Foists Ol ALSE! A %ol CHEF M| A FEHRE MS =L(C.
@ Note
FA HE 0| U= ME Lo CHEt 142 OHE CFF GitLab, Ol 122 CE0t 22
CodePlpellne CIAACQ 8 A2 E £+ U&LICH O8 W 2|ZXEC|Ie] B & AKRK7}

ofL|o{= ElL|C}.
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AR 7H0|E

YR =7 2

= o|0] Y dHofoF gfLICt: api. AFA[EH

O O AA

GitLab 7H2! HMA EZ (PAT) 2
%} g|.A A|o ﬂI-E|7(|.

- HR7t FAE HetE e
[ R Y

2 https://docs.gitlab.com/ee/user/profile/personal_access_tokens.htmlZ

A8E & A&LICH

L8
OF PATE BtHET

® Note
PATE 24EE 01535t Ol A8 EIH Aol HEl MY EHL ABEIX| f&LITH SAE
MYStEAH YA PATE HHE OHS 3 AEE MY £ PATE AMAISHH ELICH

=X
A4

* GitLab AtA| 2| (<€) of Cheh 62 ¢ -

« GitLab&Fxl| #2[% (CLI) off CHEt A2 MM

GitLab At&l| 22 (2&) oil CHer A2 4

£0{ M GitLab AtA| 22l SAEH HAZEE = U
A

CHE HHE AH8350] ZAEE 485t 2
VPCOIM SAEE HEE W] 1E{5H0F & Aol CHEF AhM|EF LHE2 (M= ME) AT 27 A E: &
Ze 28t HERIF E= Amazon VPC 748 MM FHESHAAIL.

(@ Note
M 2E£E A85t0 HAS WS 2lAA ARNO| ZEAE (0| U= 2IAARH HHE
LICE ARNOY| @42 MH|A HFAZL UE BlAAE dY5tE{H CLI, SDK EE CFNE A& st
AR, F MH|A HFAIL 25 ZHE 2laas F2£0f S EAIELCHL
(® Note
Tr GitLab AHA| 22| MX|IE et SAEE UHE CFS o8 ZAEO CHE StLE 0|42
GitLab At&l| 22| A2 S #E[E + A&

1EHA: SAE MM

of 22l CtZ ol AWS JHE At =7 2&£ 2 YLICH. AWS Management Consolehttps://

1.
console.aws.amazon.com/codesuite/settings/connections
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[EAE(Hosts)] MM [EAE 4 (Create host)|2 MEHEILICE

[EAE O|&(Host name)]oll SAEN AHSE Ol 2 Y=g LCH

S =AU MEHof| M GitLab AHA| 222 MEiELICEH

[URL]O SZX7F Mx|El elZ2to| AEZQIEE U=iFLICE

ME 7t Amazon VPC Liof| 72 dE|o4 Q=0 VPCet 24435t Ed= B [VPC AF&(Use a VPC)|2
MEfSFLICH O K| §f2 A< [VPC gig]S MEIFLICH

(M= AHE) Amazon VPCEZ ZAEE AREH 2 VPCO| 2ZstEd=E B2 VPC A2 =5}
Ctg2 =t2gLch.

o

a. [VPC ID]OM VPC IDE MEHEILICH SAETJF MX|El QIZEIO| VPCE MEHSHHLE VPN &
= Direct ConnectE Sdl| QIAE A HMAE £~ s VPCE MEHSHOF B LIC
b. ZZt0o|8! VPC7I A E|0] D IHE=ZIO| ol Q1B 7|EE AR50 TLS HEE sH-SIES
SAEE 2 MEt A2 TLS IS Mo @15 M IDE U=zIELICE TLS QIS AM gt 25 A2 1
£2] 7|L|Ct
[EAE MM(Create host)|2 ME4EFLIC,
SAE ME ME HO|X|7I EAEl £ SAEV MM=Eo 2t EAE AEN7}F HERLICH
® Note
SAE MHo| VPC £MHO| Z&E EBR SAE HERTI 7TH 24AE ZTZH|X{LsIE O
HE MT ZELC}
SAETJLER F(Pending)] &EN7t E WH7H K| ZICHEl CHE HXIE 22 LICH AtMEH HEE &
T SR EAE HHE HESHMR.
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Developer Tools » Hosts » dkhost-f7af82a

Delete Edit Set up host

host-f7af82a . _

Host info

Host name Product Setup status

host GitLab self-managed @ Pending

Arn Endpoint

am: https://us-west-

1:4¢ @

Edit

Value

Key

No results

There are no results to display

Add tag

2. host_name A7 W O|X|7} ZAIELICH 7HQIE HMA EZ XMS0iA GitLab PATOf CHE 2t Z2
0

Hel A HEEHA|

O o

SHAAI. api

(® Note

TE[REF PATE BHET A8 E + J&LICH
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Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

o | NG

3. ZAEJIMENMOE SEL|HFSAE HNE HE HO|X|7} LIEILID SAE HEWT}AIE 7l

(Available)|2 2 EAI.E:')I_IEP.
o] (e ]

glhost-!

Host info

Host name Product Setup status
iglhost GitLab self-managed & Available
Arn Endpoint

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.

1 &
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AR 7H0|E

AH A4
oo

3EHA: o

I

1. o 23l CtZ oM AWS JHEH A} =7 E2£& & QL Chhttps://console.aws.amazon.com/
codesuite/settings/connections. AWS Management Console

2. MIES MEi3 CHE 9Z3S MEELIC 917 MAS MeBHLIC

-

3. GitLab 2IZX|E2|0oi| CiEt AAS M 5t2{™ SF AL MEH0| M GitLab AHAl| 228 MEIFHLICEH
[21Z2 O|&(Connection name)]ol| 4stEi= 4ZE2| O|F 2 U=FLICH

1o

Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Brtbucket GitHub GitHub Entérpride Sérver

Gitlab D Gitlab 's.l.'l-'--'l'l.::".l?:l.'d

Connection Settings

Connection name

URL

4. [URL]O| MEHe| A= xQIEE Q2{EfLCH.

=

5. Amazon VPCE MH{E A|E 8t = VPCO| @1Za35IEd= B [VPC A& (Use a VPC)|2 MEHSIT
CtSE 2= &Lt

a. [VPCID]MIM VPC IDE MEdELICH SAETI Mk|El QIZE}o| VPCE MEHGILE VPN &
* Hok &

= Direct ConnectE Sall ZAEN| HHAE = = VPCE HE4SHOF & LICT
L

b. [MEY ID(SubnetID)|E ME4E T [%"—ﬂ(Add)]%*EH%F Ct. s EE0MH SAEM ALS
|

& MEY IDE MEFLICH MEYS
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}OI'

AEJ Mx|El QlEatol MEUIE 42"%}74!-} VPN EE = Direct ConnectE S8l Mx|E
E o]

c. [E9 & ID(Security group IDs)]0 M [F7HAD)]E MEHELICH SHE EHEOM SAEN A
o

S8 Hot 5 S MEAELICH EoF 252 Z[CH 10707HR| MEHE &~ U&LICH
SAEJ MXIE Ql=Zeto Hot O &5 & MEHSIZ{LE VPN == Direct ConnectE S3dl A x|E
SAEN HHAE £ Qe HOt D52 MEHSHOF EHL|CH.

d. ZZlo|al VPC7} + k[0 Q1 THER|O| ot QB 7| E AFES5H0{ TLS AS S s SIS
SAEE FME AR TLS QIZ Mo @215 A IDE UBIEFLICE TLS QIS M 2 215 Mo I
£2| 7|0{0F &L|Ct

6. [GitLab XF&l| 213 AARIO| @17 2 MEHELICH. 1Z42 [CH7| B(Pending)] AEHZ E

Y ox
mo ox
4o

gt ZAE BlAAT WHEELICH 34

—

= 1
AEILICH AFERI7F MZ8 M HEE Al835t0d &
E O|ESZ URLO| AF2 =L}

0|l

7. [EF 352 944 U0l E(Update pending connection)]S MEHEHLICEH
8. o 212! HO|X|7} GitLab EA|E|H XtA ZHoZ 2018 CHF 2012 MEHFLIC.

74
9. GitLab H™H HMAE e HZE 52l Y= HAIXI &7 & HOIX|7F £ A|ELICH.

AuthorizeE& MEHEIL|CH,

10. EEfRX7I ¢4 22& H|0o|X|Z SotZrLICt GitLab @14 BEFE 7|0 A 44 O|F0ll Af 1Z0| EA|
ElL|CH
=

11. [GitLab At&l| 22| A|AH 0| 48] S MEHEFLICH

A0 §EHo 2 Wdr|H dF 7t EAIELICH A2 MEF HEE HZE AdH m|o|x[of Liet
A& LICt

GitLabXt&| ZH2[& (CLI) off CHEF 242 M4

AWS Command Line Interface (AWS CLI) & AF&35104 Xl A| 22| GitLab SAEQ} HAS MAME £
A& LICH

O|= A| 5t24™ create-host 2! create-connection W2 AL &HL|CT.
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1E-A|: GitLab XA 22/ (CLI) &
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1.

Z PENDING & EHRIL|C}. AWS CLI

Important
HZ7de J|=Exio
A2 HEstod HEE MA™ELICE AWS

ORE E35l M4 El AWS CloudFormation 212
CLIE AI835l0d A2 et & 2£2 M85l A

CloudFormationAVAILABLE

E{0/'=(Linux, macOS, Unix) £& B& T &I E(Windows)E LICt. AWS CLI & A+&35}+04 o
ol 15109 create-host H&2

-pr ov1der-endp01nt— INES

Z0i --name--provider-type, &
£ GitLabSelfManagedO|1

AlsistL|CH o] Mol AHE THE| 22 xr

instance.dev&lL|C}.

AQEZRIE= my-

aws codeconnections create-host --name MyHost --provider-type GitlLabSelfManaged --

provider-endpoint "https://my-instance.dev

S AE Amazon ZlAA

>
i

1} H

Ojo

O] BHO| McHz AMY=H Cf

{
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

[

E £ PENDING AEHQIL|CE.

Ol EHAI7} ELIHE 5 A
i EE Available &EHZ MEFEHL

FAE HYE tmotn oS HAHMM 54

2. 2£8 AM835to E
Ch.

28 2L0MH ER S 5 4E MY

1. 0l AWS Management Console 21 215t1 0| A YAt EF 2£&2 JLIChttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. EL£2 M85l0{ 3AE HMME AR5 T ZAEE Available AEHZ MEELICH EF S92
AE AHEE HESMA2

O|Z(ARN) M 7} ghetElL|C}

ok
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3EHA|: GitLab AHA| 22/ (CLI) @ide PtEed™

1.

1.

N
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o

=2= =

E{0/'"(Linux, macOS, Unix) EE = H =

BY T EZ E(Windows)E QLICH AWS CLI & AH&35tod @14
£ --connection-name &8t --host-arn & € X|Z35}09 create-connection HE & AZEL|
Ct.

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

O] BLZO| McHz MY =™ Cf

Ojo

i =]

o
ok

b 244 ARN HE 7t BHEHEILICH

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

ZE£E MEsto{ TS HAHMM EF

o AWS Management Console 212151 | M JHL At =7 2&2 YLICH. https:/
console.aws.amazon.com/codesuite/settings/connections

ZE£2 ME85to{ EF 50l A2 MHEH F{ Available #EHE Q1S TEHELICE KtAIEH
HeE EF 2 92 Y0|EE H XM

% 591 97 Yool
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S AE5te{H™
1. OM AWS ZHer Rt =7 &2 Y LChhttps://console.aws.amazon.com/codesuite/settings/
connections.
2. [AH(Settings)] > [21Z(Connections)|S MEHEL|CE.
AWS A&t edAEl 2E 49| O[F 0| EA|ELICY.
3. O|BEMMUdolEE ER/ S¢l ¢dZo| o|F= MEfgfLICH
[E&F &2l ¢4 400l E(Update a pending connection)|£ [EF &(Pending)] 4Eio| S M
EHSHHH g dshE L Ch
4. [EF B2 AZAE YdlI0o|E(Update a pending connection)] S ME{EFLICE
5. [Bitbucket0il 21Z(Connect to Bitbucket)] H 0| X|2| [23Z O|F(Connection name)]0lA 14 O|&
= Felgrct
[Bitbucket 2(Bitbucket apps)]ollA & A X|E MERSHHLE [AH & A X[(Install a new app)]E ME4S}
of HZ M=ZE BHELICH.
Connect to Bitbucket
Bitbucket connection settings info
Connection name
a-connection
Bkt DS o vour connection with Bitbucket. To start. instaila new ao0m and <ave this comnection
Q . or Install a new app
| Connect
6. & Mx| mo|x[ofA 0| Bitbucket H'H0l| 1AE A5t UCt= HIA|IXIZF EAIELICH AWS

CodeStar [Grant access(2iA|A T8t -=|'-0=|)]§ MESSHL|CEH
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LR =7 2L MEX 7t0|E

dWsSs €

AWS CodeStar requests access
This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e

7. M &x[e| A& ID7t EAIELICE Complete connection(PZ &t =)

ffo

MEdgfLCH

HZ Lt
7Het R} =7 & =& AWS Command Line Interface (AWS CLI) Q] list-connections E& S A& 5104
HYEol A 55 2 &= AsLIct

1.  https://console.aws.amazon.com/codesuite/settings/connectionsOllA 7t A} =7 2&2 L|ch

2. [A™(Settings)] > [23Z(Connections)]|S AMEHEFLICY.
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44 LEE(CLI)

I. GitHub Enterprise

E M235I0{ EtAI 2 E 2|EZX|EC|of CHEt 44E AWS CLI L Q
= 2 SAE ARNS F7IE gretg

Server0f CHEF @441} ZH0| S AE E|AA0]

LICE.

L4y
20
I
C
[l

Rm
N
AL

O|= 7| 5t24™ list-connections 23S A2 &FL|C}.

L2 Ldste{™
- E{0|'Ed (Linux, macOS EE&= Unix) £= BYH T E I E (Windows) & &1 AWS CLI E AH&35104
HHE 2 AAELICEH list-connections

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

{
"Connections": [

{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/

aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",

"OwnerAccountId": "account_id"

b

{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/

aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerAccountId": "account_id"
b
1,
"NextToken": "next-token"
}
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1. https://console.aws.amazon.com/codesuite/settings/connectionsOll A i A =7 2& 2 Lt

2. [A™(Settings)] > [2AZ(Connections)|S ME4EFLICT.
3. CiZ O|F0iA &XE HZA9| Ol S MEAFLICE

4. AN E MHE4FLICH
5

ZE0i deleteE U=stod & QIEH =, AXE MEHEFLICEH

/A Important

O|= 7| 5}24™ delete-connection HWZIS A2 ErL|C}H

/A Important
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«  E{0I'9(Linux, macOS, Unix) £ & H2d L2 I E(Windows)E LICH AWS CLI £ At 5}0d
delete-connection @A A&5t 1 AMK|SlEd= 2442 ARNS K|HELICE

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

O| B2 ol F A HtEtsI K| ot &L Ct.
o174 2|AA B X|™

Ela= AFEXRI7F EEE AWS E|AA0 AWS &2 5t= AFEAF X[ &7 2llo|2 ILICt 2 AWS Ef 20

£ F FE0| &Lt

- Ef 7|(d: CostCenter, Environment 2= Project). Ei1 7|= CH/AEXE FHEELICH

« Ef Z4(0d: 111122223333, Production == B O|§)2 2 Lot MEX T EfT 2t M=
Ste A2 Bl EXtPEE Ar85te Wt Z&LIch Ef O 7IM™E BN 2E2 CH/AZRHE T ghLICH

Ef 7|t Ef gf2 &S ZI|-2f mlo{2km gFLCt.

22£ = CLIE AH235104 2|AAN Bl E XIHE &= U&LICH

AWSO|M CtZ El&A R0l B2 E X|EeE = U&LICH CodeConnections.
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. BAE

Ol EtA M= olOl =&l HHEHE AWS CLI DXL 34X HE S 2 AC|o|ERHCH D 7S LICEH At

MIst L8 S 2otE 28 AWS Command Line Interface AF& A} 7FO|= 0 M AWS CLIA%|E & = 5HAl

o

EiO2 BlAAE A FM 2 FM5E AW oz, Ef2 21 AWS Identity and Access Management
(IAM) HE S AH83510 E[AAE ET 45 X88F = s ASKE Mo = &Lt Efa 7|“* Y

o
ol El1E AF23t04 AWS CodeConnections E2|A A0 CHEF HMAE Mo{EFL|CH B
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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2laAo] EHZ(EL)

Z&£2 M835to o4 2lA A0l CiEt N8 F7H, HOIOIE &= MHE = JU&LIct
=H

- 4 glaAol Ela FIHES)

- 4 2laAQ B O BI(EE)

- 4 glaAo Bl HE(EE)

. Oi7 BlAAOM BT RMHEL)

® Note
GitHubEnterprise Server®t Z2 M x|El S 2 X0l CHEF HAZAS HMH5tT SAE BlAAT &}
5oz MAME|H MA = e} 27t HZ0l8 FIHELICE WekM A 2470l 3AEE KA 52
E ER 22AE0| HT 2 BHZE = &L SAEN YO8 FItsteAH OHS HAHE IMHE

LICH
4ol cHet Y2 & F7tsted™
1. &0 2algfLch B Fod dES MEfgLC

[Ad7%(Settings)]0ll A [21Z(Connections)]|& ME{SFLICH 9173 B2 AMEdStL|CT

JERLES

fjo

MENSHL|CH 947 M HO|X|7F EA|EL|CH

A woN
o [H

174 El1(Connection tags)]olA [T &!(Edit)]& MEIENLICEH [94Z2 Efl 2 T &l(Edit Connection
tags)] HIO|X[7} E A|ELICEH

o

5. 7|2 gt Heo FItE Zt efa MEof cht 7| Ho{g§ =AFLICt. (7
0 & =01 7/0d Project2 =T LICt. Zt0l= ProjectAS I=FLICH
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Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and

secure your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

AEOf CHet Ef2E FIt5tEH

1. Z&0| 2aQlgfLch B ZolMd dE8s MEfELICH
2. [A%(Settings)]0ll A [21Z(Connections)|2 MEAEILICH [E A E(Hosts)] B2 MEHELICY.
3. WY ZAEE MEHELICH SAE MY HO|X|7F EAIELICH
4. [EAE EjO(Host tags)|HIAM [HE(Edit)|2 MEHEILICEH [EAE EiI(Host tags)] HO|X[7F E A
ElLICH
5. 7l g Heol F7te Z e MEol i 7| Ho{E UFLICH (2 E== M= AP L))
0 € =01 7/0i| ProjectE LT LICt. Zt0l= ProjectAE =FLICH
Edit Host tags
Host tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
Secure your resources or to help track costs.
Key Value - optional
Remove tag
Add tag
Cancel m
6. (M= ALY [Ei F7HAdd tag)]% MElislo] S FItetn SAEO CHsl Ef2E of I=238tLch.
7. MES HEELUCH Blo=s SAE M otgfol| LhEELIC
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2. [AH(Settings)]ollAM [2AZ(Connections)|S MEHEILICEH HAZ EHE MENSHL|CH

3. EAE AZS MEiFLICH 42 MY mo|X|7t EAIELICE.

4. [4 Ef2(Connection tags)]ol M [7](Key)] & [2k(Value)] & ofz2Holl @730 CHEr EH 27t EAIEL
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£of 2 IFLICH B FoflM Mg MEHEFLICE
% (Settings)]0i| A [21Z(Connections)|2 MEASLICH [E AE(Hosts)] B2 MEHELICY.
ANE ZAEE MEIELICH

[EAE EiZ(Host tags)]ol A [ZI(Key)] & [gL(Value)] & ool S AE0f CHEH ENZ7F AL
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Hext &7 28 A& 7tolE
1. Z2&0| 2Lt A Fold d™S MEELCH

2. [MZ(Settings)]HA [21Z(Connections)|2 MEHEILICEH [E A E(Hosts)] B2 ME4ELICEH

3. HEE ZAEE MEELICH SAE & HO|X|7t EAIELICH

4. [EAE EjTO(Host tags)|olAM [THE(Edit)|S MEHEILICEH [EAE El I (Host tags)] HIO|X[7F E A

o
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IAE
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o

colM Zeol wet Zt Z=o| ZH2 AUO|o|ERLICE o€ S04 Project 72| ZtoilA
Pro'ect £ ProjectBZ HZAELICH

2L B} MH(EE)

S ME35l0d HAZA EAANMEIIE MHE £+ U&LicH AZE S|AAM EYZE FN7{5HEH EY
APN|IE LICE.

40| E{1E M|745t2{H

Z&ol 2Ol B FolM dEs MEfELICH

[*é’éé(Settings)]Oilkl [24Z(Connections)| 2 MEHELICt 44 BY S MEHFILICH

HEE HAZE2 MEfgfLIch 4 M o o[ X|7F EAIFELICH

[24Z Ell 2 (Connection tags)]oll A [H &(Edit)]2 M4 EFL|Ct. [24Z Efl 2 (Connection tags)] H O X|
7F EAIELICH

AE 2 efaol 7|ot 2F ol = Bl M7HE MESELICE

Ol Ej2E X|H35te4H™
=Z&0| 2a0lg|ct BM Folq 8-ES MEfsi|ct
[Ad & (Settings)]l A [23Z(Connections)|2 MEIRILICH [E A E(Hosts)] B2 MEiEILICE

[EAE Ef(Host tags)| ol A [T &l(Edit)]& MEHELICEH [EAE E{ I (Host tags)] T O|X|7F E A

AAE Zh e ol 712t gf ol U= Bl MHE MEFLICH
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CLIE At835to] 48 2laA0f CHE NI E EA|, F7I, HUOI0IE = MHE £ U&Lct
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- 914 BlaAo0i EfT F7HCLI)

« 947 2|AAQ| E|lT E7|(CLI)

- 44 2|4 A9 Bl HE(CLI

o o7 2|AA0A Ef 2 R 7H(CLI)

o474 BlAa Aol Ej FIHCL)

E M504 ¢4Z4o| AWS CLI 2|A A0 Ef2E K| 4 &L,

E{O/do|Lt BHEEAM Ef2E FIIHE B|AA 9| Amazon ElAA O|S(ARN)ZF F7HE Ef19| 7|9} 2t
2 X|ZH35t0q tag-resource BES AAMTLICH 274 O|4 2| EHOE FIHE &= J&LICt

A€ol gt i1 & FTtsted™

2| AAOS| ARNS 7HA{SLICH @12 Lo L2t U= list-connections B E AF& 3104 2172 ARN
£ 7tMSLch

-_—

2. EOld == Y EO|XM tag-resource B S A&ELICH

#H# HH#, HE HHEH HEHH H HE HEH HE HHEH HEH HHEH, ## #H ProjectA# Project##
#H AR HH A true# #H #H #HH #A##H. ReadOnly

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

HSE 42 ol FE2 ofF AT gretetx| gh&Lict
ZAEO Cigt Y2 E FIhetedH

fok
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1. BI|AAOSARNE 7IMELC 3 AE LFof L2t Q)= list-hosts S AFR 5104
7S LC).

2. EO|d == HYHEO|XM tag-resource B2 A&ELICH
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HE H#E BHE BHHE BARHE BHEH HH 2#, ## ## ProjectA# Project ## #, ## ## true#

#H# ##t #Had #####. IscontainerBased

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true
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ME35to] A4 E|AAO|AWS EHIE & + U&LICH AWS CLI Ef 27}t F7HEIX| oh2 AL gt
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A& LICH
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1ol CHEr e & EedH
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g 7tXZ L.

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bcs44lf

L S
SE2 d|o] Y&LICt list-tags-for-resource BB AI&5t0{ 12 = SAEN FIIE EHOE =

-

=
o

|

2| AAOS| ARNE 7HA{SLICH @14 Lo L2t U= list-connections B E AF& 3104 244 ARN

Ol BH2 2lAAQ AZEI EfIE vteterLCt o] ool M= o] CHsH BtetEl & 7|-gf Ho{E
sof &ELct.
{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
.
{
"Key": "ReadOnly",
"Value": "true"
}
]
o me &y
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SAEO CHStEOE EB{H
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EIAAO ARNE 7 SLICH SAE LG LI2E U= list-hosts HE S A& 5101 SAE ARN

7tRE LIt

E{0|d =& H2IZE 0l M list-tags-for-resource

Had2 ASHEHLICH o S0{ SAEO CHSHE
7| Qe 2t 2= Hoiw oS TS SuE L

—_l

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

Ol BH2 2lAAQ AZE BT E pteterLICt o] oMz ZEAEO CHsH BtetEl &= 7]-2F Hoq
E 2o Lt
{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
.
{
"Key": "Project",
"Value": "ProjectA"
}
]
}

E AL 835t0{ ElAAO EHOE HEE = JU&LICH AWS CLI 7|E 7|9 gt8 HEsHL O E 7I1E F
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A EiZ &M7H(CLI)
504 2|AAMM Ef2E N|7HE L.
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tAofl 2} AWS CLI E A2
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7ot Ef 27t AFA|IE LICH

LR =7 2 A2 R
Aol Ciet el & HESHE
2[AAOS| ARNZ 7tAZLICH Q172 Lol Ltet /U= list-connections BHEE AL&3+01 212 ARN
7bKZLct.
2. EO|d == HYBEO|XM tag-resource BH S A&ELICH
O| of&|ol| M= Project 7| 2t0| ProjectBE A ELICH
aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4slf --
tags Key=Project,Value=ProjectB
3ot B2 0| HH2 o} F AW BHEHSHX| et &LCt o120t AAE Ef 0§ & QISE{H list-tags-
for-resource BES A&ELICH
SAEO CHEt B2 E HESHEH
2|A~AC ARNE 7K ELICH ZAE LEYE0]| Lt /U E list-hosts BEE ALE 8101 ZEAE ARNS
7F XS Lct.
2. EO|ld = HHE0|M tag-resource BHHS AeHsrL|C
O| of&|oi| M= Project 7| 2t0| ProjectBE A ELICH
aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB
O| BHE o} F UL PHEtstx| et&LCH SAEQ ZAE EfOE &0l5HEd™ list-
THES ALt
1ZAEl B|AANMEIZE A
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aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s4lf --tag-
keys Project ReadOnly

38t B2 0| BAH2 ofF A vretst x| et &LICt 2laAaer AZAE EfOE 221524 ™ list-tags-for-
resource HHEE AAELICI £392 2 & Ef27} MAHEIRUS S E0o{ELICE
{
"TagS" []
}
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1. https://console.aws.amazon.com/codesuite/settings/connections0l A 7HEf A} =7 E2£ & JLCt

[Ad&(Settings)] > [21Z(Connections)|2 AMEHEILIC}.

HE{E 9 ool I HES MEE O F [MF BE E7|(View details)| & H=HELICEH
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections

« GitHubEnterprise Server@} 22 Mx|El S Z Aol CHAH| HAZES MMHSH F2 o480 H#RE A
E HE.

« GitHubEnterprise Server2t Z2 MX|E SZAto] CHal 12 S Mdet B2 HES flsll Z2E
ol A AdEZQIE MHE

> I
Q20| [E &/ B (Pending)] &EHQI B2 212 t=25le{H [EF S 2 UO|0|E(Update
pending connection)| & MEASILICE XtA[EF 182 E7 S0 912 YUCI0[EE FHX5HM L.

£ Ho{H(CLI)

EOlE = B E 0l M get-connection BHES AMFHLICEH 04 & S0 ARN 7£0]
arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441fQl 940 CHE MF HEE Ee{H CIZ2 =8
%I-L_||:|.

=] N

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

HHEO| HMSE 2 HAZE ME HE7 gtergu]ct
Bitbucket ¢1Z22| £24 o
{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub ©4Z401| CH&t of| x| =24:

"Connection": {
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"ConnectionName": "MyGitHubConnection",

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
ebcd4al3-EXAMPLE",

"ProviderType": "GitHub",

"OwnerAccountId": "account_id",

"ConnectionStatus": "AVAILABLE"

}
}
GitHub AE{Z2}0|= MB{ 22| £3 01
{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",
"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"
}
}
SAE K
GitHub Enterprise Server2t 22 x| SZA o it HZES Mdstei™H HAH AWS
Management Console2 AtE5t0]1 SAEE MEEILICH SAEE SZA7L HX[|E QI=Z2tE LPEPLH
7| ol dM8stE ElAAULICH O CHE Y SAEE AFE5H0{ A2 A/ dshL|ct. RtAlEH LIE

017 EHEd Ao MME AT AR,

OfE 501 QIZatE Liehd TTR ME THE| AS SSY 4 YT 9HS YISt SAEE MAEL
Ch BEA REUE Lol SAEE MM O] T ZIA K0 CHE BE 9Z T 2AE

£ & AL&304 GitHub Enterprise Serveret Z 2 MX|E SZA 30l Uigh 22 d&8E B2, 2
S22 SAE BlAaAE HEELU
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AWS Management Console E= = AWS Command Line Interface (AWS CLI) & AF&3t0o{ @1z 2of M
X|E EtAF ZE XMHE A0 CiEt 1S BHE = UELICH 0|l & E01 Amazon EC2 QIAEIAO| M 7H4t
M2 M™-E[= GitHub AIE{ZEHO|E M7t U2 &= U&LICH GitHub YIE{ZE}0|= Mol o1&

ot7| ol AZ0| AEE SAEE W HFLICH

OH

ZXe ZAE MY I EZ0 UEH 7HQE SAE M = AO0|E Y TEE2 MME

Al2.

o %

B>t
ok rin

|l

INESES ARk
o (MEALE) VPCE ZAEE M/St2{™ W E R L& Virtual Private Cloud(VPC)7} 0|0 M E|
04 QJ0{oF gFLCt.

« QlAaRATE 0|0 M E[of Rlo{ok 5trH, VPCet 1AstE{E B VPCE SAEE A|REH &E{0{0}
gfLCk.

(® Note

Zt VPC= & Hoi| stLto| S AEQRF HAZAE = Q&L

£ MMt 1 GitHub Enterprise Server0l| 9135124 € & XA A2 GitHub
CHO|=E MHH 42 M (EE). 2E0| RS2SR SAEE MMELICH

QlEf
Zag AHR510] SAEE M5 T GitLab XA BHEIH o142 AR 2 XL GitLabXl
x| 2Els oiZe MAMsIAR. 20| RECE 3AEE MBI
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(4= AL

0%

) A QF AR HAZ 2 I HERIT == Amazon VPC 778

RQEZI7t HERT HERE 78E 42 ol MME HUHE = U&LICH

VPCHMEt ZAEN| HHAE = U= BRCIE VPC 2T AIE S 2D A& RIAELICH
VPC Q7 AHE

VPCE SAEE MM3I7|2 MEHS £~ Ql&LICH CFIS 2 Mx|of CHaH A& st vPCol [HE YEHE Q|
VPC 27T AtgtelL|ct

T8 4 &Lt 718 CIDR 258 £ A
o

ASEE TSI =5 GitHub Enterprise
ME | SsHoF & LICt.

ES| SAETI MAME|H %-Jl—?—ELQ_I VPC YIEXZQIE (PrivateLink) 7} RS2 2 MM EILICH A}
=] 2l QIE{H|0|A VPC YHE ZQIE ()AWS PrivateLinkS & Z= 51 All
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=
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I'Q

» GitHub Enterprise Server QIAE A0 HAAE Eot I & (
Sofl MMHE HERT QAEHOo|AE S8 QlHt2E 2 of
78

° VPC A‘lé%gt |7§-|O| Aig l:l'E = = [= R
MY E TOIE BN =S M BelE BURLIC 2 duite T
o
X

o ZRHSHOF 3D, 0 YA A of

VPC & MEU xrdof CHEF AEMIEH LIE 2 Amazon VPC AHE B AMOIM IPv42| B2, VPC 2 AHE

2AE M 98 MBste VPC HE

CIS EFAHIM 4220 SAE B|lAAE MMSHI| CI=2E2 X256l 0F & LCt.
« VPC ID: YIE{ZEI0|&E MH QIAE AT MX|E MH2| VPC ID EE= VPN E &= Direct ConnectE &

sl A xIE GitHub GitHub AIE{Z2}I0|& M QAR A0 HMAE £ Q= vPCol IDYILICH

S AE &Y 131


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
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« ME4! D EE£= ID: GitHub Enterprise Server QIAE A7 Mx|El M| MEY ID E= VPN £
Direct ConnectE &35l AX[E GitHub AIE{ZE}O|E M QUAE AN HHAE = U= HEHQ|ID

LICt.

- EOF O &: GitHub Enterprise Server QIAEHA T} MX|El MHO| EOt OF & E=
ConnectE S35l A %|El GitHub Enterprise Server QIAEIA 0] HMAE £ Qe EoF AFQILICE

« QEXQIE: M AEXQIEE FH|5tD OIS BHAHZE A& TI-ELICEH

<
jv)
o
i
rr
ol
>
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e
x
Mo
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i
g|=l
[
Q'I_l
rr
on

Of REMEF LI 2

ol

£~E9| VPC 74 2H 7 MM &

SAE MME ZZMAS UEZ AFEXE CHAGH] U ELRT 2| AAE AWS CodeConnections 24435}
04 VPC 214 &o|stA &LICh o47|olE A E Q| |0|E{E AWS CodeConnections # I8t 7| I8t
HE23 QIE{H0|A, Z3AEJ} ¥ 32 S48l PrivateLink®ZZ0]| O|HIE H|0|E{E M&stE VPC 2l

CZQIE F= VPC AEZQIEJ} ZEEILICE O|lz{8t HERA BIAAE MASIE{H SAEE MM
st 4&tof Chs #Etol loqof &hct.

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

VPCO| Hét EFE SAE 44 BX|E A5t Ol CHEr AHMISE L2 S AE Q| VPC 7+ EAl sl &
pS|

=3 VPC A=ZQIE0 CHEr XFAMIEH LI8 2 AWS CodeConnections 2! QIE{H|0|A VPC = Z Q!
E (JAWS PrivateLink MM & Z=5HA 2.

=M
- OIZAZ Q8 SAE MMED)
« HAAZS It SAE MAM(CLI)
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Adg 2IEt ZAE MY (EE)

GitHub Enterprise Server 2= GitLab XA 22| M 22 MR8 Ao B SAEE A&
04 EtAt 3ZFAH7H Ax|El Ql=Zeto| A= ZIEE LIEFHL|CE.

® Note

A 2L AI2510{ 9122 MASHH 2|AA ARNO| ZEAEL ¢4Z40| Q= 2|AADH MA =]
L|C}. ARNoﬂ 1 HHIA LS P

AA15tE40H CLI, SDK EE= CFN2 AF2 5}
Z2&0f Als EAIELICH

VPC AES MHE 1) TEfsHoF B AEHON CHE RFMIEH LIS GitLabAHal BEI3 A4S MAI5HA|
2. MM FAETHML

EE 443t 1 GitHub Enterprise Servertf @1Z25t24H 2 T3 AL GitHub
EHO|= M 2 MM (2E). 20| AIS2E SAEE MMFLICH

o2 8 HESHAAIR Gitlabxt

® Note

GitHub IE{Z2}0|= MHB{ EE = GitLab RHAl| 22| AIEG §t HOF SAE S MME = Q&L

— o
Ct £ GitHub AIE{Z2}0|= M = GitLab AFX| 22| 7AIHof Chét Z E @2 SYst
AEE A8

o474

=

mo

et ZAE MAM(CLI)

AWS Command Line Interface (AWS CLI) & AI35l04 Mx|E 20| AISEE SAEE TOHE
L|Ct.

@ Note
GitHub QIE{Z2}0|= Mu{ #H|I&E 5+ 2ot

— = O =
2tO|= M H"Hof CHE 2 E HA2 SR SAEE AFSELICH

fol
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BAEE N850 M= THE| SZR7F HX[E QlEZEto| AM=EXZQIEE LIEFHLICEH CLIE Sdll &
AEE My sram create-host S AFRELICH SAE Mg 225D LM SAET} (2R 5
(Pending)] &EHQILICEH O2{H SAEE M50 [AFHE 7HS(Available)] AEHZ HMEHELICH SAEES
AEE £ UH /M HdAE ddsie HAHE 2t=&Lct
/A Important

£ S5 MMEIAWS CLI ZAEE 7|EXO 2 Pending A EHQILICE CLIE AF5l0{ SAE

E Myttt ¥ Z&£2 Soll SAEE M5t SAEE HEfE AvailableE TEHELIC.
2£2 M85t SAEE M5 GitHub Enterprise Server0l| 1235124 € & X5 A AL GitHub
AEZZIO[E M 212 Y (2L). 2£0| AS2E2 ZAEE Mg ct
ZEE M85l0] 3AEE MMt T GitLab AHA| 22| HZES YWHsed™ & H XA GitLabXl
A EEE HEE dUESNR. 2E0| AISeRE SAEE Moen
HE 50l 3AE MY

AWS Command Line Interface(AWS CLI) £= SDKE &35
EfILICH 2&, AWS CLI EEE SDKE M 830 S W et & 242 Soll Z2EE dYstod &

EfE AvailableZ HEHEFLILCE.

ZAE7T}o|0] Y E[o] Rlofok BfLICH XfM[EH LIE2 SAE HES HZTsHMR.

MAMEl 5 AEE [E8 F(Pending)] AEHRILICH ZAEE [E5 &(Pending)] AEH0IX [AFR 7ts
(Available)] ArE| 2 MEtsl2{H CF2 HHAHE 22 8fLIct o] ZZMAMME ME THE| 22 At2to| #H
CMO|ZE +&5l0d ZAEN AWS 912 ¢S SE&LICH

1. ZAE7| Pending(EF &) &EiE TEE & AWS I Xt =7 24 0] A Set up host(ZAE A
X El

2. GitLab XtA| HE[E ZAEE BtEE A2 A% HO|X[7F EAIELICE 7HRIE AMA EE HMBof
M GitLab PATO]| CtE13t Z2 He| 4 HEtQl api Bt MSsHAAIL.

3. ME mtE| Mx| Z A 2321 I 0| X|(0d|: GitHub Enterprise Server 2121 T 0| X])0{| A HIA|X|7}
EAEMHAEKE HoZ 2318

4, M Mx| mHo|x|2 [GitHub ¥ O|Z(GitHub App name)|oll ZAE 82 Z MK
gHLICH [GitHub ¥4 2444 (Create GitHub App)]S MEHEILIC.
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HUR =T 2&
5. ZAEJI ESMoE S8EHFAE MF HE HO[X|7 LIEtLID S AE HEf7HME 7ts
(Available)]2 2 E A|ElLIC}
@ Host successfully set up b4
Developer Tools Hosts MyHost-eBb08e2c
MyHost-e8b08e2c -
Host info
Host name Product Endpaint
MyHost GitHubEnterpriseServer https://test
dev/ 3
SAEE NSE 4 U7 ST, OloiM HZS M & UsLich 4B hLAAM [ A
MEABHL|CH [24Z MM (Create a connection)|9| B AHIE & & LICH

o

(Create connection)]

AWS Command Line Interface (AWS CLI)2| list-connections & AF& 3104

F

SAE LY
LR =T E2E EE
HEel A 558 = = U&LICH
SAE L}Y(22)
FAEE LIQE5E{H
1. https://console.aws.amazon.com/codesuite/settings/connectionsHl A 7HEE Xt =5 2 &2 AdLCH
2 (Hosts)] B2 MEASILICH SAEQ| O|F, &Ef, ARNZ SLICH
SAE LIY(CLI)
E A835t0 MX|E EtA SZXF HAZES AWS CLI SAEE LIYEE = gLt
Ol | 324 list-hosts B S AFSELICH.
SAEE LGS E{H
«  EOJ'd (Linux, macOS &= Unix) E= B ZFEIZE (Windows) € €Y1 AWS CLI & AtE5t0d
BHS AMELICE. list-hosts
aws codeconnections list-hosts
S 135

fol


https://console.aws.amazon.com/codesuite/settings/connections

LR =7 2L MEX 7t0|E

O| BH2 Cts £ grererLich

{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"
}
]
}

Pending &EiQI ZEAEQ| SAE MYE WHE + U&LICH EAE 0|F, URL £E= VPC 71 EE H

e+ gLt

(® Note
VPC SAEE MME | n2{sloF & ArEroll CHEr REMIEH LIS 2 (MEH AP AFH @ 7 ALEd
A L8t HIER3A EEE Amazon VPC 74 MIME2 B X SHAMIR.

1. https://console.aws.amazon.com/codesuite/settings/connections0il A 7HEf A} =7 2 £ JLCt
2. [A™(Settings)] > [23Z(Connections)]S MEHEFLICY.
3. [EAE(Hosts)] B2 MEiELICE

AWS A Xof edZAx| 1 MEHSH AWS 2|Ho]| MAEl S AE T EAIELICEH
4. B AE O|§2 HEStE{™ [0lF(Name)]oll AMf Zt2 =dFLICt
CZQIEE WEISEA™ [URL]O M 2t &J=d8tLCt.

TAg HEsE{H [VPC IDJoll M 2t gL

o
ol
>
m
<
S
O
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https://console.aws.amazon.com/codesuite/settings/connections

=
8. OO|EE Mol EAIELICH [EF 2 SAE 4% (Set up Pending host)]2 MEHEHLICH,
SAE A
N R =7 &£ EE= AWS Command Line Interface (AWS CLI)2| delete-host WS AFE35101 34
EE AXNE = UA&LICH

1. https://console.aws.amazon.com/codesuite/settings/connectionslA 7H X =3 2 &£ dL|CH
2. [EAE(Hosts)] B2 ME4EFLICE [O|&(Name)]olM A XME SAEQ| 0|2 MEHELICH
3. ANE MEAFLICE
4. EEo0| deleteE 2A5t0{ & QIEt &, A& MEAFLICE
/A Important
O Zhej2 A™E FIAE = eigLct

SAE AE|(CLI)
AWS Command Line Interface (AWS CLI) £ A+ 3}04

Ol H| 5t2{™ delete-host BHES AtS e LICt

/A Important
SAEE MASIE{H HA SAEQ HAEI RE HAZAS Ax|sHok & LCt.
BEE ddotH TAET AXELICH &l OhE &Xts ZA|IZIX| ef &L

137



https://console.aws.amazon.com/codesuite/settings/connections

Ab&3}0d
K& gLk,

(Windows)& LICt. AWS CLI E

TETE
M5t D AK|SHEdE EAE S| Amazon ElAA O|F (ARN) 2

T E2
SAEE AX|StE{H
- E{O/'&(Linux, macOS, Unix) EE= HH
delete-host HHE S Al
aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"
O HHE2 ofF A Bttt x| ef&LCh,
SAEME HE 27|
IR =7 2& &= AWS Command Line Interface (AWS CLI)2| get-host BHEE ALE5t0§ SAE
O|ME HEE & = U&LICH
SAE MR HEES 2EHES)
1. AWS Management Console 0fl 22215} 11 https://console.aws.amazon.com/codesuite/settings/
connectionsO| M 7HY A} =7 2 £ LIC}.
2. [M7Z(Settings)] > [21Z(Connections)|2 MEHS CHS [E A E(Hosts)] B2 ME4SILICEH
3. EiiE 32AE Qo U= HES MENE OIS [MEF EE E7|(View details)|E MERFLICE.
4. ZAEO CHEH Ct2at 22 EE2 7t LIEFE LICEH
« SAE QO|E
- IO IEX -
« SSATF AX[E QEgto| AEXQIE
« SAEO| MY HE AZ AIEE EHI7I B EAEE [AI8 71S(Available)] & EIZ EA|IE L
Ct SAET HEERXRIPE MX[7F R E|X| Ot 2 B SAETCIE dE Y = &L
ME T7tSE dEl= OS2 Z &L Ct
« PENDING-3AEJ} MM AZE|UOMH SAEN Z2A Y S=510 M2 A|EHe FH|
7t EIA&LCE
« AVAILABLE - SAE7I MM 3 MY 22 IO AN AL E &= U&LICH
« ERROR-ZAE ME EE S8 50| 2F 7 & MA&LICH
« VPC_CONFIG_VPC_INITIALIZING - 3AEQ|VPC - S MMs= SLICH
EPN=gTT 138


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

1

LRt ET 2E A2 X
« VPC_CONFIG_VPC_FAILED_INITIALIZATION - ZAE Q| VPC /&0 2F 7} & M5t0d
A& LICEH
« VPC_CONFIG_VPC_AVAILABLE - EAEQ|VPC 7/40| HH AZEIUNCMH AEE = UE
LICH
« VPC_CONFIG_VPC_DELETING - EAEQ|VPC T+’ d& A X|5l= SLICH.
Developer Tools Hosts MyHost-e8b08e2c
MyHost-e8b08e2c i
Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available
dev/ [
5. ZAEE MX|5t2{™ [AfX(Delete)] & MEHEFLICE.
6. ZAEJI[EFR S(Pending)] 4ER! A2 dME 2 EE{H [EAE M (Set up host)|S MEHF
LICH RtMIBE 182 EF S0 S AE A MME HASHAM L.
M(CLI)
HHE ZFEZE (Windows) € &1 MF HEE Edie =
A ELICH AWS CLI

A

o
E{0/E (Linux, macOS E£ Unix) E£&
AE 9| Amazon 2|4 A O|& (ARN) 2 X|H5t04 get-host BHE2
aws codeconnections get-host --host-arn arn:aws:codeconnections:us-

west-2:account_id:host/My-Host-28aef605

n
’

ol WL ot

{
"Name": "MyHost",
"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer
"ProviderEndpoint": "https://test-instance-1.dev/"

L
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YR £ 28 AEX Hol=

AZE E|ZX|EE|Q ST/ 7E Y

0f A= AWS CodeConnections 22 F 5o AWS 2|AAE EtAF E[ZX[E 2| (04]: Bitbucket
Cloud, GitHub Enterprise Server &) off 22 L|Ct. GitHub GitLab CFN_STACK_SYNCS 7|3t &2
A3 Git ZIZX|E2|e] 2EIXE AWS S7(35101 X|HE AWS ZIAAE HOOIEE £+ UE S
7|53 82 ohE = A &LICH AWS CloudFormation 2421t S |22 Git syncE AFE35101 S71%
St= HZE M A HES! 2 oi7i He U E el = U&LICH

42 MMt & 9474 CLI EE= AWS CloudFormation 2£ 2 AF25t0 2| ZX|E2| &3 2 57|58 3
g ddg £ sl

2IZXEZ 23 2|ZXER = AF2A 14D o8 Git 2|ZX|ER| Zte| &3 £ MAEL|Ct.
2IZX|E2| A3 E Sdl Git 5713t XIHE Git 2|ZX|EC|Q W HA AL E ZLIEHES D 57|

st &= U&LCH

- S7|31 M S7|3 7+ HE AFE5l0q Git 2IZX|EE|e| 2EIXE S7|8t5t01 X|IHE AWS E|AAE
oiC||o|E gt LC},

KEAIEH LI 2 AWS CodeConnections APl 2 E £ 2 X5 A AL,

AWS CloudFormation 2& 2 AF236l04 AWS CloudFormation AEHO]| CHEF S7|3F A2 ':‘._FEE e

2 2tist= A& A= AF8 CloudFormation 44 A{ 2| AWS CloudFormation Git sync At
AAIL.

0F0
[0
>t
N
ol

|

. BlEx|EE 213 T
X

- S713H 78 HY

2|ZX|EE| &3 &

SIZX|EC| I E ALK} 440 9|8 Git 2|ZX|EE| Zte 213 8 MAEtLICt 2|ZX|ES| 23E E
&l Git syncE X|IHE Git 2l ZX|E2|o| It HZA AlE 2 RLIE|RISt T ABH0| S7|3He £+ Q&LICH.
AWS CloudFormation

2|ZX|EE| 230 cit REA[EH L2 2 AWS CodeConnections AP X & & X SIAAI2.

ol

|
- EIZXEE B3 ¥
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/Welcome.html

LRt ET 2E

ALERE7H0|=
- B ZXEZ T3 YHIO|E
- B ZXEZ 3 LA
« B|ZEX|EC| 3 AK
- BIZEXIEC 3 ME HE 27|

ZIZXEZ 23 MM

AWS Command Line Interface (AWS CLI) 2| create-repository-link @22 AI&3lod 41} S7(3HE
Q|f XE A Atolof &I E BHE = U&Lch

MEA 23 E ptEo{™ HX EFAL S At A 2[F XMEAE o|0| Mok & LICH (o) GitHub.
2l ZX|EE| B3 E ddsteiH
1. E0O|E(Linux, macOS, Unix) L= BH T FE I E(Windows)E YLICt. E AWS CLI A& 35104

i O

create-repository-link & E AlRUELICt 234 49| ARN, &2 %At ID, 2lZX[EE[ 0| S XIH
ot
= .

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/001f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. O] FH2CIS £H

o
e
i
o
C
o

{
"RepositoryLinkInfo": {
"ConnectionArn": "arn:aws:codeconnections:us-east-1l:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf",
"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1link/be8f2017-b016-4a77-87b4-608054Ff70e77",

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryName": "MyRepo",

"Tags": []

HEE ElZXIEE|el 715 7 HY 141
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ElZx|E2| 83 HH0|E

AWS Command Line Interface (AWS CLI) 2| update-repository-link WS AL 35t04 X|HE HE A
I E YOO|EE =+ AU&LICH.

elZX|E2| 30l CHet S HEE HOlO|EE &+ /U&LICH

e --connection-arn
e --owner-id

* --repository-name

CIZX|EC|et #RiE HdAg HE5 e R 2lZX|EC @38 UUlo|EE &= U&LCH
2 ME5lE4H 292 ARNS X|ZaHof &fLICH 212 ARNSE E= B AE A M8 HE H7(8 & X5
M.

Sl ZX|EE @3 E Yolo|E5te{™

1. EO|'&(Linux, macOS, Unix) £= BHE T FZ E(Windows)E ¥LICt. AWS CLI & At&35}0d
update-repository-link BES A&5t T ME A 30 chal| HoIO|EE g2 XIHELICH HE =
o CtZ BB Z|ZX|EE| 23 IDQ & E HAZEE YH|O|EELICE. --connection t2tO|E
E AF835t0 M @42 ARNS X|HEFLICEH

kook

i

aws codestar-connections update-repository-link --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefch2167",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173"
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []
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AWS Command Line Interface (AWS CLI) 2| list-repository-links W& AI&35t04 HHS| ME A &3

£ LtgE + &Lt

2lZXEE I E Lt QsiedH

1. E{0|'2(Linux, macOS, Unix) L= BH I &I E(Windows)E LICt. & AWS CLI A+& 310 list-
repository-links Y2 ASELIC

_

aws codeconnections list-repository-links

2. O] FH2CIE &H

mo
e
i
o
r
n

{
"RepositorylLinks": [
{
"ConnectionArn": "arn:aws:codestar-connections:us-
east-l:account_id:connection/0@1f5be2-a661-46a4-b96b-4d277cac8bbe",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

2EZX|EZ &3 AR

AWS Command Line Interface (AWS CLI) 2| delete-repository-link &2 AF235t0 T A I E 4
Mg = JsLct

E|ZX|EE| B3 E AMAsted B 2|Z2X[EE| B3t 2HE ZE S7[3 FES AXof ok gLt
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/A Important
o| FHES ’é‘%‘ér'?_ c|ZX|EE| 3Tt AMELICH &l Chet #xteE EAIRX| f&LICH M
E|ZX|EE| B3 E M8 = QX2 Amazon 2|4 A O|F(ARN)2 RALS E|X| ef&LCH.

2l ZX|E2| 23 E AAete{H

-« E{0]'&(Linux, macOS, Unix) &

IF= ¥ TE T E(Windows)E ¥LICH AWS CLI & AF235}04
delete-repository-link B Al

St AMAE MY A 32 IDE XIHELICH

0% rir

aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

o] BHE otF AW HFEt&tX| ek &LICH.

ZIZXEZ 23 HE HE 27|

AWS Command Line Interface (AWS CLI) 2| get-repository-link B2 A& 304 K& A 230 CiEt

N&F HEE 2 = &Lt

ZIZX|EZ 2T M HEE 2™

1. E0O/'E(Linux, macOS, Unix) £& BH T & X E(Windows)E LICt. AWS CLI € AH&35109 get-
repository-link @& Adstn M4 3 IDE RIHELIC

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2. 0] =4

rlo
n
Ojo

E3g greteiuch

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
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"RepositoryName": "MyRepo",

"Tags": []
}
}
5705t 74 zheS
S7153t 72 XIHE 2lZX|E2|e o142 7to| 23 E MHFLICH VI8 #4842 AF83H Git 2| XX [E
glo] EHIXE 57135104 X|HE AWS B|AAE UOIO|ESHMIR

Ao CHEk REMIEH LIE 2 AWS CodeConnections APl & X & E XA A2,

A

- S7IE 8 W

. 57|83 74 grfole
. 57|58 T4 Lhos
. 57|18 T4 A

- S7EHFE MR EE BT

S713 7 4

AWS Command Line Interface (AWS CLI) 2| create-repository-link @22 A& 3lod 41} S7|3HE
O|F B|ZX|E2| AtOlof| &I E BtE £ Q&LICEH

S7|3 T dE dgstedt B ALS A 8 ME THE| 2| ZX|E2| Zhol 2|2 X|EE| 23 & o|0|
sflok grLICH

S7I5t 742 Mist

1. E{0I'g(Linux, macOS, Unix) E£& B2 Z & E(Windows)E ¥LICH & AWS CLI AF&5}0d
create-repository-link BHE S AMELICH &7 HAZS[ ARN, &2/t ID, E|ZX|EE| 0|2 XIH
gtL|Ct. C2 H232 AWS CloudFormation| 2lA A0 CHEt S713F K82 Al5t0d 57|58t 74
g MMetL|Ct 8t 2|ZX|EE|e ElZX|EE B3 x| & M ntde x[AELICt o oFoM 2
AAE mystackO|2tE O|§ 9| ABMQILICE
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aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

S7|3 74 Hoo|E

AWS Command Line Interface (AWS CLI)0ll A update-sync-configuration @& 2 At&35t0 X|HE S
718t 48 HOlo|EE™ = U&LCH

S713t ol CHEt CHe HEE HHI0|EE + A&LICH

* --branch

+ --config-file

* --repository-link-id
s --resource-name

e --role-arn

S7|3 782 Yo|o|E st

1. EOl'E(Linux, macOS, Unix) £& FE ZFZE(Windows)E LICt. AWS CLI & AHE35}04 2|
A 0| 2 S7(8 /3 &/ Udo|EE 2t 2 K| 5t04 update-sync-configuration FHES A
gL ol & 504, Ot BB --branch TtEIO|EE AH&35t0{ S7(8F 790t 2 E EEi x|
g8 dolo|EgLch.

>

CE|
o
=}

o 0%
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aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

S7|& T4 L

AWS Command Line Interface (AWS CLI)0{l M list-sync-configurations &2 AF&35t0d A& ol 2=

XEE B3 E LY &+ A&LICh
2lZX[EE 23 E LIY¥ste{H

1. E{OI'd(Linux, macOS, Unix) E&= ¥ T FZ E(Windows)E LICt. AWS CLI & ALS
sync-configurations @& AstT S7(|3 R0 2|ZX|EE2| B3 IDE X[HELC.

aws codeconnections list-sync-configurations --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. ol WL ChS HS HErEIC
{
"SyncConfigurations": [
{
"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

5104 list-

HEE ElZXIEE|e STIF 7 HHY
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"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
}
]
}

S7I3 74 A

AWS Command Line Interface (AWS CLI)0{ A delete-sync-configuration HEE Al 35t0{ X|HE =
718t + 2 AAE = U&LICH.

/A Important
BEE dstH S7[=t FE0| AMELICE =2l Thst &xt= EATIX] E&LICEH M S713
THg Mg £ URIE Amazon ElA A O|F(ARN)2 A E|X| f&LCH

57/ 2N Axst

«  E{OI'd(Linux, macOS, Unix) FE £ H2 ZE Z E(Windows)E LICt. AWS CLI £ A& 8}0d
delete-sync-configuration B A5t T Af|stEi= S7I3F 42 S7I8 R 2|44 0|F
2 XI-Egch

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

O| BF2 otF U gretstx| E&LICH.

—

S718 74 MF HE 27|

AWS Command Line Interface (AWS CLI) 2| get-sync-configuration B2 A& 35104 7|3t 79|

MNE EEE 2 & U&Lich
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S713F T dof CHet MF CSEE EedH

1. E{0|€(Linux, macOS, Unix) EE& B

B T EIZE(Windows)E ¥LICH AWS CLI & AtE35t0q get-
sync-configuration @& A™5tD B[XZX|E

2| 213 IDE X|™~ELct.

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

{
"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
}
}

£ AWS CodeConnections AF& 35104 API & EZ AWS CloudTralil

AWS CodeConnections AF2 X} AWS CloudTrail, &g tE&= A‘IHl 7t =&E 20| 7|82 M5 e

AWS MH|A 2 SR EILICE CloudTrail € &0l CHEt ZE API 2 £2 O|HER X LICH HHAMEI=
SE0E WUR =7 2L0M =-8E =E 1 AWS CodeConnections APl 240 Ciet 2= 5 Z0|
X e ELIC.

Efge Y5t &2l CloudTrail O|HIEE Z & 5t0{ Amazon Simple Storage Service (Amazon S3)
HZSZ O[HIEE XSO E MEE &= UELICH EBYS 785tK| &L otE CloudTrail & 2| Ol'ﬂI
E 7|50M 7tE %2 O|HEE A& 2 = U&LICH oA =& Bt CloudTrail S22 & AI&35t0d RS
H4r2 AFZF AWS CodeConnections, 288t IP T4, Q™EH AlEH @3 Al7| & 7|EF M8 HEE &0l
g = ULt

REMIEH LHE 2 AWS CloudTrail AL HdEME HZESHAR.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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AWS CodeConnections M2 = CtE1F Z&LICH CloudTrail

CloudTrail A€ Ot [ AWS H| 20| A & *o§} IL|C}. ol A AWS CodeConnections & S 0| 2t A &t
™ i &S0 CloudTrail O|HE 7|§o| CtE AWS MH|A O[HIE S} &7 O[HIE 7|SE LICH AWS
A XM %2 OHIEE B 11, ZHMstD }—S—EEQ = &LICH REAIEH LI 2 AWS CloudTrail AFHE
MHAMO| CloudTrail O|HIE 7|EJ_'—F °*771| O|HIE H7|E X3 AAIL.

off CHer O|HIEE 2 E5t0 AWS HHH M Tl 52l o|HIE QS| 7|8 E24™H AWS CodeConnections
Efde MMSIAAIR. EBYUES AFHE35HH CloudTrail Amazon S3 HZI 2 21 IS MMEE
AUELICH Z2E0A XS MAMeIH 7|E2Xo2 BE AWS Z2|xof F£xo| M2EL|CH EfYe
AWS THE|Mof 9l 2 E X|o| o|HEE 7|26t 1 X|&8t Amazon S3 HZIC2 21 Ifelg ¥
L|C}. EE8F CloudTrail 220AM £ ZE €l o|HIE HIO|EE F7I2 EAstD olof et =XIE FetE =
CHE AWS MHIAE THE = J&LICH

REMIEH LIZ 2AWS CloudTrail AHR MMM CHE THIE & XA,

 CloudTrail X|¥E|= MH|A 2l St

« 0f CH8F Amazon SNS 22! 7244 CloudTrail

« 0424 X|240{| M CloudTrail 21 T} £=4
o 048] AXM o ZEE| CloudTrail 21 TIH! g 7|

& E AWS CodeConnections 2212 AWS CodeConnections API & Z= 01 2|3 CloudTrail 7| |1 &
M3BHEILICH 0 € E0{CreateConnection, 0 CHEt & DeleteConnection Z! GetConnection
X412 CloudTrail 21 Tt o] &= MAMehL|CT
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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EfYde X|&HE Amazon S3 HHZ!of| O|HIEE 21 nlYUZ MEE 4= e T HYLICE CloudTrail 2
OOt 5L Ol o 2O =2 T LICH O/HEE ZE AAQ|EU QHEE LIEHH 2HE
A A oIt L AIZE Q7 o7 B Sof et HEE Z & ELICH CloudTrail 21 T2 7K
APl S £0| HHEI AE EFO|AT} ofLIEE EH &=ME EAIL[X| f&LICt

CreateConnection 0K

CS oNMlE CreateConnection Z2YE H04F = CloudTrail 21 & =8 EoiELICt

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-09T23:03:08Z7",
"mfaAuthenticated": "false"

}I
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"eventTime": "2024-01-09T23:13:467",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
},
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

CreateHost O X

CHS oXl= 22 H04F = CloudTrail 21 & =2 2 04&LICt CreateHost

"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"EventName": "CreateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

" "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"
"accountId": "123456789012",
"userName": "Admin"

arn :

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:43:06Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": '"Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
},

"responseElements": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"

}I

"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",

"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
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"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateSyncConfiguration OiX]

CtZ odlAl= 2YE E0{F = CloudTrail 21 & E0{&LICt CreateSyncConfiguration

"EventId": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-24T17:38:30Z2",
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"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

I

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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DeleteConnection OfA

CHS A= & U2 H04F = CloudTrail 21 &= 2 04&L|Ct DeleteConnection

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",
"requestParameters": {
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"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

DeleteHost OiA
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"EventId": "6018ba5c-6f24-4a30-b201-16ec19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",

4 U API & 22 CloudTrail 157



LRt ET 2E

"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-11T20:56:477",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-host",

"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"

},

"responseElements": null,

"requestID": "1b244528-143a-4028-b9%a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteSyncConfiguration Oi|X
Ctg oAM= &S E0{F = CloudTrail 21 &= E04ELICt DeleteSyncConfiguration
"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",

"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
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"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com"
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
" "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn :

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:55Z7",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:41:597",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/

offcommand/codeconnections.delete-sync-configuration",

"requestParameters": {

"syncType": "CFN_STACK_SYNC",

"resourceName": "mystack"
1,
"responseElements": null,
"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-a906-7bb72bcf4438",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection Oi X
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"EventId": "672837cd-f977-4fe2-95¢c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"
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}
},
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.

"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",

"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "001919387613",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

GetHost O A
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"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

" "arn:aws:iam: :123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn :

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

},

"eventTime": "2024-01-11T20:44:347Z",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "GetHost",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.get-host",

"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"

iy
"responseElements": null,
"requestID": "Qad6lbb6-f88f-4f96-92fe-997f017ec2bb",

"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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GetRepositoryLink OiX]
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"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads”,
"EventName": "GetRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T@2:58:527",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T02:59:287",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
command/codeconnections.get-repository-1link",

"requestParameters": {

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

.

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4sads”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"
}

GetRepositorySyncStatus OiX]|
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"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
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"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

" "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
Iltypell: IIROlell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn :

iy
"webIdFederationData": {3},
"attributes": {

"creationDate": "2024-01-25T@2:56:5572",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-25T03:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",

"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6

Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
codeconnections.get-repository-sync-status",

"errorCode": "ResourceNotFoundException",

command/

"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",

"requestParameters": {
"branch": "feature-branch",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"syncType": "CFN_STACK_SYNC"
iy

"responseElements": null,
"requestID": "e@cee3ee-31e8-4ef5-b749-96cdcabbe36f",

"eventID": "3el1l83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus OfA
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"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"
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}

}
},
"eventTime": "2024-01-25T0Q3:44:11Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": null,
"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

GetSyncBlockerSummary OiA
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"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": {
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

arn":
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-25T03:03:02Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
.
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []

iy
"requestID": "04240091-eb25-4138-840d-776f8e5375b4",

"eventID": "c16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

command/
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"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

GetSyncConfiguration OiX]
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"EventId":

£ H0{F £ CloudTrail 21 &= &2 E04&LICH GetSyncConfiguration

"bab9aal6-4553-4206-alea-88219233dd25",

"EventName": "GetSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username"

: "Mary_Major",

"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",

"userI

dentity": {

"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

Ila
Ila
Ila

rn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
ccountId": "123456789012",
ccessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"
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}

.

"eventTime": "2024-01-24T17:40:40Z2",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "GetSyncConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.142",

"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
.
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "Qaa8e43a-6e34-4d8f-89fb-5c2d01964b35",
"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListConnections Oi X
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"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z2",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-08T22:11:23Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",
"requestParameters": {
"maxResults": 50
},

"responseElements": null,
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"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",
"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListHosts OiAl
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"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-11T20:09:35Z2",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.list-hosts",

"requestParameters": {
"maxResults": 50
.
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListRepositorylLinks OiX]
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"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24TQ1:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],
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"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}I

"eventTime": "2024-01-24T0Q1:57:297",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",

"requestParameters": {

"maxResults": 50
.
"responseElements": {
"repositorylLinks": [
{

"connectionArn": "arn:aws:codeconnections:us-

connection/@01f5be2-a661-46a4-b96b-4d277cac8bbe",
"ownerId": "123456789012",
"providerType": "GitHub",

east-1:123456789012:

"repositoryLinkArn": "arn:aws:codeconnections:us-
repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

east-1:123456789012:
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"repositoryName": "MyGitHubRepo"

I
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

I

"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681ec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorySyncDefinitions 0iA
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"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
},
"responseElements": {
"repositorySyncDefinitions": []
.
"requestID": "df31d11d-5dc7-459b-9a8f-396b4769cdd9"
"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

’
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"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations 0iX]
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"EventId": "aa4ae557-ec31-4151-8d21-9e74dd@1344c",
"EventName": "ListSyncConfigurations",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com"
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-24T17:42:06Z",
"eventSource": "codeconnections.amazonaws.com",
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"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfigurations": [
{
"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "dkstacksync",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

I

"requestID": "7dd220b5-fc@f-4023-aaa@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListTagsForResource OiA
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"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn":
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-25T16:43:037",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-25T17:16:56Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
codeconnections.list-tags-for-resource",
"requestParameters": {
"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

command/
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},

"responseElements": null,

"requestID": "994584a3-4807-47f2-bblb-a64f0@af6c250",
"eventID": "fc501054-d68a-4325-824c-0e34062ef040",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

TagResource 04X
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"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@l1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-11T20:22:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.tag-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

"key": "Demol",
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a01l1fl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

UnTagResource O A
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"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-11T20:31:14Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.untag-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
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"Project",
"ReadOnly"

.

"responseElements": null,

"requestID": "@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

UpdateHost Oi A
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"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": "eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin"
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"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {

"creationDate": "2024-01-11T20:09:35Z",

"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.update-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/

Demol-34e70ecb",

"providerEndpoint": "https://54.218.245.167"

iy

"responseElements": null,

"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink OfA

CIS oAM= 2 YE E0{F &= CloudTrail 21 & 52 2 0{ELIC}. UpdateRepositoryLink

"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositoryLink",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T02:03:2472",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int .x86_64exe/x86_64.amzn
offcommand/codeconnections.update-repository-1link",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
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"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

}
.
"additionalEventData": {

"providerAction": "UpdateRepositorylLink"
},

"requestID": "eQleee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

UpdateSyncBlocker OfA

CIS odlMlE &2 E0{F &= CloudTrail 21 &5 & E04&ELIC} UpdateSyncBlocker

"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

" "arn:aws:iam: :123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn :

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6

Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {
"id": "ID",
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"
},
"responseElements": null,
"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:40:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
1,
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

+
"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",

"eventID": "d961c94f-1881-4fe8-83bf-d@4cb9f22577",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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{
"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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3. [BtB(Environment)] M40 [MH|A 23& (Service role)] B3 E MEAEILICEH T2{H AWS
Identity and Access Management (IAM) 2&0| 2|1, 0| 2&0i M 0] CHEF MAM|A HEHS
2ot M HME FIHE £ JU&LCh
o

4. 1AM 2201 M Attach policies(H2 917)

M
ri

EH5t 0 Create policy(Z 2 MHA)E MEHELICEH

m»-

ClS MZ Mz HIZSI2 AL EFLICE CFS olQF 20| Resource ZE0f 943 ARNS F7tHE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "insert connection ARN here"
}
]
}

5. YM ZAEE MEHgrL|CE 2 O|&(0d: connection-permissions)2 235t ¥ Create
H

A4 2Al sHE 195



AR 7H0|E

AT

=1
=

ra
10

oj

w

o

1Z(Attach Permissions)] H|O|X|2 S0}7I M HH S5 M=E

O
[

7t A& ThsEr &ENTF obELIC

AE

o]

E M (Set up host)]2 M

M A K] 7F

=
[

S AE7J} Available AE{7} ofLzt

AEE Available

__o._

F

A
o

™ Pending

5]

HHE 2=

g
stedE 2aold BAES

L{C. REAl

F

S
=

3l OF

e

SHES

A&
= o

ol

0

Kl
ol

1

@ Note

HEE =+ lgLich

EE Pending

to A

5

AWS CLIE At

{0
-~

7|2 GitHub 2 A

LICt.

F

aijof &

CHAl 4

o

T

N

3l

U

H

Hl

T

N

&l

ok

|

{|

__o._

o

|

N

Toll

760

<k

ol

)

wr

o[

Ujo

m

0

Z0

~N

__A._

0

N

ﬁ -

1wy
o 3

3 .ﬁ_
- 0

RO iz

By

i
£ %0
()]

Q [IE

3l of

LICE.

=_
110

760

__o._

Ka
ol

4
20
|

il
ol

LHE2 ChS

&t

« EAE7J} AVAILABLE AE{QILICEH RFA

LICE.

I.

=
=

b 2|70l 4 x[o] Rlofok

1S
[l

oll

196

i
=
1o

i[]
Ul
&l



YR 7 28 AEX Hol=
SAEQ|VPC 7 X sHZA
B AE B|AAE MAME M GitHub Enterprise Server QIAEA 7L Mx|E Ql=Z2lof CHEH HEQT 944
= VPC HEE M33loF & LCH SAEQ|VPC EEE MEY 7 BX|E sHZE5HE{™ 0470 Lt
U= VPC HEO| 0 E EXFHM2.

(® Note

O] MMof| = Amazon VPC LH2| GitHub YIE{ZEI0|= M EAE 7
=

e = USLICH VPCE webhook AEZQIEE ASSIEE TAHE A- & 22X i
PrivateLink () 2 2 HZst &AL, AIEZEIO|X M HEE 9|8 HF3 VPC AE=ZQIE

PrivateLink () GitHub A 31 Z&

Ol o Al E CHg Z2MAE A& 804 GitHub RIE{ZEI0|E A QIABAE MDX|E VPCLRE AH
g FdgfLch

I'IF

1. VPCE MM gtLICt RIAM|I8H M E = https://docs.aws.amazon.com/vpc/latest/userguide/working-
with-vpcs.html#Create-VPC2 HZE3HMI2.
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
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Instance: l i-0b4441c7242dfdB6T (GitHub Enterprise)

Description Status Checks

Instance 1D

Instance state
Instance type
Finding

Private DNS

Private IPs

Secondary private IPs

VPCID

Subnet 1D
Metwork interfaces
1AM role

GitHub AE{Z2t0|= A 240l VPCE ME

OF BfL|Ct.

« VPCID: @IE{Z2}0|& M QIAEIA T} A

Instance ID

-0bd441cT242dfd86T

Elastic 1P: NI

Monitoring Tags
i-0bd441cT242didBET

running

m&.xlarge

Opt-in to AWS Compute Optimizer for
recommendations. Learn more
i 5 -

east-2.compute.internal

vpc-al4933ch

subnet-75350e0f
ath0

ghe-EC2InstanceRole-
1OHLRWYXR1RHR

===

Instance Type -

mb.xlarge

Public DNS (IPvd)

IPv4 Public IP
IPvE IPs
Elastic IPs

Availability zone

Security groups

Scheduled events

AMIID

Platform details
Usage operation

Source/dest. check

SAEE MHE )

Availability Zone - Instance State - Status Ci

us-east-2b @ running @ 22¢h
_ N =]

8c2: us-

©ast-2.compute.amazonaws.com

I

I

us-east-2b

ghe-InstanceSecurityGroup-
1IEZ3GYA4DVNG. view inbound rules.
view outbound rules

No scheduled events

GitHub Enterprise Server 2.20.9
I
Linux/UNIX

Runinstances

True

o
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A 7| ZEE BESHAML.

M x| El GitHub QlIE{= EF | =

A x| El GitHub Enterprise Server

FZH|st1 ChHS

M

ARATE EX[E MBe| MEY E= VPN
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MX|E MEHO| EoF O & &= VPN E & Direct
QUAEAN HMAE = Q= Eot A LCh
EAZE AL FIgELICE

lzEtof CHEE XS sH

%€l M Q| VPC &= VPN EE = Direct ConnectE S 5H

2 Amazon VPC AL& ™M IPv42| ZH<2, VPC 2 MHE

A

- E7 SCYEHO| SAEE JIXE = Q8
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

S AE7} VPC_CONFIG_FAILED_INITIALIZATION A Ej2 M&tz|M ol S AE| CH3H MEHSH VPC,
MYl E= Hot I 20 2X7F 7| HEY 4 Ql&L|Ct
- VPC, MEY Eot 122 B S AEE MAMsE A™O| &80k gt

- M3t A4 MEU2 Mz CHE 718 S0l Q{o{oF gfLct
- S2EE Wdst= AL R0l H IAM TEto| R{oof rLCH

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints

ec2:DescribeVpcEndpoints

S AE0] CHEt CodeConnections & MHE tR2 & = i 8 VPC 4 EE&= GitHub Enterprise
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AWS CodeConnections SAEQ| ¥£3 VPC AEZQIE EIO|ZAIO|E S 2T LICH AEZQIEE
AX|Sted™ S S AE 2|AAE AKX oF B LICY.

« 0 A A48t CodeConnections &%

g+ AEULCH +52=2= AME

VPC Y= ZQIE PrivateLink () £ EAEE A5 0FEF AFA]|

molI

« 0| A% CI= H8to| Qlo{of &rLct.

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
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SAET}2020'A 112 24 O|™of| MM E|F=0| EAE0 CHEF CodeConnections & A%
2= QiCHH VPC 7 &= GitHub Enterprise Server QIAE A0 EX|7} U7 HIEY &= A&
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GitHubEnterprise Server ¢!

AEAT HZIE RIE SA HERT EBEE TS = U28{H VPC
ol NAT H|O|E®j0] (E= OFR 2l

OIE{Lll QHA|A) 7F B EHLICH GltHub
2|EZX|E2[of CHEF 22 MME == ASLICE GitHub
2

GitHub 2|Z X|E2| 21Z0l= AWS Connector 8410| AIEE|22 HZAS oHED{M SIEZX|E2|of CHEt
GitHub =& AQ Xl M8t £ = 22|kt HEto| EH e},

7ts 8 S22 & GitHub 2lZX|EB|9| HEH =Fof Ciet RFMIEH LI 2 https://docs.github.com/en/
free-pro-team @latest /github/ -/setting-up-and-managing-ation2 & Z 35t & A|2. organizations-and-

teams permission-levels-for-an

AE{Z2l0o|= MH 243 o HEF GitHub T Z!

2020 128 232 == 11 0|Foi GitHub Enterprise Server& 2 Mx|st A< 7|& FEHAA 27|
M HMA HEtS Holl RFoddtjor & = U&LICH GitHub Y AR KOl B2 CHS EHA et 3AE
7t SEE m AXIE Yol MEtS HESHAAIL.
(® Note
GitHub Enterprise Server QIAEI A0 O] EHAHIE 2t 2 35H0F 5t GitHub & 4 Xto{oF &f L
Ct.

1. GitHub Enterprise Server| 2 ZZZl ALZIO| EFCI2 S MM MHEHE MEIRLICH

2. WA MHEE MEHEE OFHS GitHub S MEdEFLICE

3. W ESFoM AZ0 AHSE Y| O|F 2 MEAF CIF M st M [HEH I O] E (Permissions
and events)E MEHELICEH,

4. ZZ| HgH(Organization permissions) 02 2| B (Members)oll U= YA (Access) EECH2 O
M 217| & (Read-only)S MEHEFL|C}
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
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QOrganization permissions

Members (i)

) Access: Read-only
If-\”:'l.ll]l.’.lrli:.'] membpers and teams.

Select an access level
Administration (3

. No access
lanage access to an organization

~ Read-only

Webhooks (3)

» ) ] Read & write
lanage the post-receive hooks for an organization

Access: No access ~

Plan (©

organization's plan

5. [AEXto|H HIE F7HAd a note to users)]oll G0 E 0|0l CHEh B S FI7HefLICH 83 A
& X{EHE MEHSHL|CH

OoO=2 L-—"1Hd

BN 7F MRS LICH HEFR Kol £F|7F E Ml Elo] UE
x| —.*.J%WIS}_.” L= “5&' A A7 GitHub 42 A x|sHoF §rL|ct.”

GitHub 2|Z X|E 2|0 CHEF 2122 BHEE{™ GitHub & A X040 & L|CH =& 4A%0]| ot 2|2 K|
£2lol B2 BIZXIEE] ARK0{0F BLICH EX| AKX} OH CHE ALZHO| A2 MASHH Z& £

==
10
f Aol CHE 30| S8 CHE 2F & otLt7t R AIELICH

A problem occurred, make sure cookies are enabled in your browser(2 A7} g M &LICH HE2F K
oM 7|71 #dst|o] U=X| EHRISHMAIR))

OR
X E A7t GitHub e Mx|aHof & L|C}.

JHs 8 a7 Wi £ 5 ) BIEXIE 2| B GitHub X ARXL7L BIZX|E S0l CE 91ZE BHE0f
OF BrLICt. GitHub =& £ %0 ot 2|ZX|E2|e| A% E|ZX|EE| &K Kto{0fF ghL|Ct.
IAM HH S 2lsl E|AA0| 94 MH[A HFAIE YO|O|EsfoF & 4~ AUA&LICH

20247 32 290i| AMH|A O|& 0| ConnectionsHlAM CtS 2 2 HAE|II& LICH AWS CodeStar AWS
CodeConnections 2024'd 5% 142 E 2&2 2|4 A ARNIHO| codeconnections (A2 MAME
LICH & MH|A HFA 25 28 E 2laA s 2&0 AS EAIELICH 2£2 AF85t0{ dyEt 2
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AAO| MH|A HFAE LIC codeconnections BlAA ARNOIAM ZE 4742 AL2610{ Af SDK/
CLI ElAA7F HSHELICH HMHE Blaros RSS2 M MH|A HF A 2&LICH

0llA AWS CodeConnections MM E|E E|lAAE CtSO Z&LICt

L]
2
X

fok
|>
m

2

ARNOIAM ZEAEL HAZZ MAME lAAE B|AA ARNS| M MH|A HFALR O|EO0| RIS 2
HIF R ef&LICH M BIAAE MAESHH 44 MH|A HFAZF U 2lAA7E HEELICH s x|gt
codestar-connections AH|A MFAIE AI25HE IAM MR M MH|A HFAZL JIE BlAA0E &

S E|x| et&LIct

7St HZ Wl 2laAo] CHEt HAMA = HE EXME YX|stE{M O S &2 2t 25tM.
o M MH|A HF A CHEH IAM HAE OO0 ESHAMAIR. 2 K| ¢t 0|F 0| E[AHL N E
ElAAE IAM HAMZ ALSE = gLt
« 24 T = CLI/CDK/ICFNZ At&35t0{ A AMH|A HF ALl CHEt 2|AAE 450 YOOl E'LICH
80| B, BlaA W RS M UCIOIESHAAIL. TH o AlIME F MHIA HMF A 250
CHEt Resource EE7 UO|O|EE|RF&LICH
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
15
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
]
}
}
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https://console.aws.amazon.com/support/v1#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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2 220 F7}5tM L. O|= Al 5HH GitHub BitbucketZ} Z 2 &2

CIS Eole AWS S|IXEZ TR =7 24 9]

@ Note

INEE
05 ME(22I=)(us-west-2)

0= S8 (HX|L|ot =58 )(us-east-1)

It

(Ol LZHE ) (eu-west-1)

=0

O

Al
ofn

£ (23t0|2)(us-east-2)

OFA|O} EHE Q¥ (A7} Z 2 )(ap-southeast-1)
Ot Alot EHE (A= L])(ap-southeast-2)
Of Alo} EHE (= 2 )(ap-northeast-1)

2

ST

o

[3]

H
+H

ZE E)(eu-central-1)
Ot Alot EHE (M2 )(ap-northeast-2)

OFAlo} E{'H F(FHtOl)(ap-south-1)

‘e OtH| 2|7} (& Tt 2 F)(sa-east-1)

FHLtCHE 5 )(ca-central-1)

o474
—_==

i

|8t IP FATt LEEE|0] AU&LICH

HoF AL & 4 U LI REMIE LIS S 2Ind 24

IP 324

35.160.210.199, 54.71.206.108, 54.71.36.205
3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151, 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86, 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91
18.196.145.164, 3.121.252.59, 52.59.104.195
13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.152, 13.235.29.220, 35.154.23
0.124

18.229.77.26, 54.233.226.52, 54.233.207.69

15.222.219.210, 35.182.166.138, 99.79.111
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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SH(LE L) (eu-south-1)

AWS GovCloud (0|7 S5)

(&ZEZ8)(eu-north-1)

3.9.97.205, 35.177.150.185, 35.177.200.225
52.52.16.175, 52.8.63.87

35.181.127.138, 35.181.145.22, 35.181.20.200
13.48.66.148, 13.48.8.79, 13.53.78.182
18.102.28.105, 18.102.35.130, 18.102.8.116

18.252.168.157, 18.252.207.77, 18.253.18
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html
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GitPush
%+Q1: codeconnections:GitPush
GitE AI235l04 2|ZX|E2|0| A= Of ZeFL|Ct

2lAA:arn:aws:codeconnections:region:account-id:connection/connection-id

GitPull
X}Q1: codeconnections:GitPull
GitE AI235l04 2|ZX|E2|0AM = Ol T gfLct.

2lA&A:arn:aws:codeconnections:region:account-id:connection/connection-id

GetUploadArchiveToS3 AH|O|E{A
&: codeconnections:GetUploadArchiveToS3Status

StartUploadArchiveToS30| A A|ZfEt YEE o AEf(E 2F HIA|IX| Z&)ol| HAMASH= O
Z gt

2lAA:arn:aws:codeconnections:region:account-id:connection/connection-id

CreatePullRequestDiffComment
&td: codeconnections:CreatePullRequestDiffComment
Z0{27| Qo ciet Mo HMASH=E O 2ELCY.

2lA&A:arn:aws:codeconnections:region:account-id:connection/connection-id

GetPullRequest
&: codeconnections:GetPullRequest
2| ZX[EC|of CHEt BoIR7| R¥E E= o ZR g Lot

2l4&A:arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranchCommits

Ztd: codeconnections:ListBranchCommits
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|Z~A:arn:aws:codeconnections:region:account-id:connection/connection-id
ListCommitFiles
&tQd: codeconnections:ListCommitFiles
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2lAA:arn:aws:codeconnections:region:account-id:connection/connection-id
ListPullRequestComments

Xt1: codeconnections:ListPullRequestComments

To{2y| 3ol tift 4¥ S8 2= o WL

2lAA:arn:aws:codeconnections:region:account-id:connection/connection-id
ListPullRequestCommits

®d: codeconnections:ListPullRequestCommits

&t
A
Zol7| ¥ OiEt HA 552 E= ol 2L

2lAA:arn:aws:codeconnections:region:account-id:connection/connection-id

A4 2[4 EfZo] ol X[ El= Het
A 2laAo EfZE M CHS 1AM XS AFSELICH
codeconnections:ListTagsForResource

codeconnections:TagResource
codeconnections:UntagResource

EAPN

rot

AWS CodeConnections 213 E|AA0| E{1E X|Hst=E Ol 2R

ListTagsForResource

&td: codeconnections:ListTagsForResource
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2l4&A:arn:aws:codeconnections:region:account-id:connection/connection-id,
arn:aws:codeconnections:region:account-id:host/host-id

TagResource

&td: codeconnections:TagResource

2|4 A:arn:aws:codeconnections:region:account-id:connection/connection-id,
arn:aws:codeconnections:region:account-id:host/host-id

UntagResource
%td: codeconnections:UntagResource
A4 2|la20M Ef 2 E M7Hste ol 2Lt

2|lA&A:arn:aws:codeconnections:region:account-id:connection/connection-id,
arn:aws:codeconnections:region:account-id:host/host-id

ZIZX|E2 &30 o442 Mt

713t FE0M B2 X|EE] BT MSElE B2 AERAH 2|2 X|EE| @3 ARN/E|A201 CHE

codeconnections:PassRepository #eto| Qlofok &L Ct.
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AWS CodeConnections 2172 FEo]| T

PassRepository
£tQ4: codeconnections:PassRepository
ElZX|EE| 23 E VI3 7ol MEst= ol 2Lt

2|2 A:arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id

 codeconnections:PassedToService
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710l X|2HEl= %

7| RES Y =X
codeconnections:PassedToService * cloudformation.sync.codecon

nections.amazonaws.com

2|ZXEE 230 XHE = = 7|
SIZXEE 33 U S7I8 7 2laA0 CHEt U2 Chs =7 7|18 S5l XIHELICH
 codeconnections:Branch

QHENAM MY = HEMX| 0|EE 7|EC 2 HMNAE TE{2EL]Ct.

=4 700l X|HElE HY

7| SEL
codeconnections:Branch ol &4 7|ol= CtS &Yo| X|HELIC.

+ CreateSyncConfiguration
» UpdateSyncConfiguration
* GetRepositorySyncStatus

A B 7(8 HA of Al
7|BM2=, == AWS CodePipeline ME & #2|8 G2 & stLHE 71T IAM ALER & A
2 ol HHo| o|rof 3= A, L= A &3 =0l CHE AWS CodeCommit#H et 7HEILICH

AWS CodeBuild AWS CodeDeploytl| & £0{ | HAA A (AWSCodeCommitFullAccess,,
£ = AWSCodePipeline_FullAccess) & 5tLE7F M El IAM AFS A} L& Ao Y
Mu|A 9| BlAAo0] CHa M El &3l D b3l 7 =lof CHEE TR HAMA HEHO| U&Lct
AWSCodeBuildAdminAccessAWSCodeDeployFullAccess

X} 4l edstof = AWS CodeStar &2 2! AWS CodeConnections E|AAE MA5HHLE
O| ei&LICt. EEEF AWS Management Console AWS CLI, EE= AWS APIE A& 510 &

o
Sots 4 giaLich IAM BEIRHE XIME 2lAA0IA APl Rig £8E 4 Qls e ABXIS
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g3 dE 3 o= AWS CodeStar ¥ 22 &tE|stE Ol ==0| 2 = JU&LICH

TH HMA B2 WMo o 2D BRAE Ht
AWSCodeCommitFullAccess, AWSCodeBuildAdminAccessAWSCodeDeployFullAccess, &
AWSCodePipeline_FullAccessZ 2/& HAol|= TR =7 Z2E£0|A L Elof CHEt A HMAE &
Edts O3 BB E0| X E/of YU&LICH o|2{Er e/l EHM F %F L7t MEE AHE R L=l ChE
Amazon SNS FXH|E M 2 #2|stn, FX|of CHsH AFSKHE oI5 A, g2 =0 Cf
do=2 MElg FHE LIEY =X U&LICH

(® Note

22|18 MAMo|M =74 7| codestar-notifications:NotificationsForResources
MH|A QS| BlAA Q0| EXMEH IS A ELICE o|E S04, 2| A HAMA HEHo| M ZF2 L

Clarn:aws:codecommit : *. CodeCommit

{

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{
"Sid": "CodeStarNotificationsListAccess",

ez
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"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"
},
{

"Sid": "CodeStarNotificationsSNSTopicCreateAccess",

"Effect": "Allow",

"Action": [

"sns:CreateTopic",
"sns:SetTopicAttributes"”
1,
"Resource": "arn:aws:sns:*:*:codestar-notifications*"
.
{

"Sid": "SNSTopiclListAccess",

"Effect": "Allow",

"Action": [

"sns:ListTopics"

1,

"Resource": "*"

.
{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

1,
"Resource": "*"
}
917| M8 Bals Mol oeln pEiE Het

AWSCodeCommitReadOnlyAccess,
AWSCodeBuildReadOnlyAccessAWSCodeDeployReadOnlyAccess, &!
AWSCodePipeline_ReadOnlyAccess# 2|8 HAof= L 2lof Ciet 27| ™
HHEZ0| ZEELICE o|E S0 LR =7 2E0M E[AL0 CHEE 2 E
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® Note
22|18 MAMol|M = 7| codestar-notifications:NotificationsForResources
MH|A Q| BlAA | EHE 42 X&LICH o|E £0, o A HAHA HAoM Zf 2 U

Clarn:aws:codecommit : *. CodeCommit

"Sid": "CodeStarNotificationsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:DescribeNotificationRule"
1,
"Resource": "*",
"Condition" : {
"StringLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}

}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"

}
CHE 22l MAo| of Ent ptEdEl HEt

AWSCodeCommitPowerUser, AWSCodeBuildDeveloperAccess, &
AWSCodeBuildDeveloperAccess# 2l& HAof|= O|zq8h 22l & & stLHE MEF 7RIt &
g MY B U P £ QTS st Oh2 WHE0| THELCH Y- FHS ARSI 2laa

0 oo
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® Note

22|18 MAMol|AM = 7| codestar-notifications:NotificationsForResourceE
MH|A Q| BlAA S&0| EXEH S ZELICH o S04, o HA| HMA HAo|M 2t CHS

o} Zr&L|Clarn: aws : codecommit : *. CodeCommit

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications
"codestar-notifications
"codestar-notifications
"codestar-notifications
"codestar-notifications

1,

"Resource": "*",

"Condition" : {

:CreateNotificationRule",
:DescribeNotificationRule",
:UpdateNotificationRule",
:Subscribe",

:Unsubscribe"

"StringLike" : {"codestar-notifications:NotificationsForResource"

"arn:aws:<vendor-code>:*"}

}
}I
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications
"codestar-notifications
"codestar-notifications
"codestar-notifications

1,

"Resource": "*"

"Sid": "SNSTopiclListAccess"

"Effect": "Allow",

"Action": [
"sns:ListTopics"

1,

"Resource": "*"

:ListNotificationRules",
:ListTargets",
:ListTagsforResource",
:ListEventTypes"

’
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{
"Sid": "CodeStarNotificationsChatbotAccess",
"Effect": "Allow",
"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"
1,
"Resource": "*"
}
of: = HEIE et BEIRI =& 2| 2 AWS CodeStar
Ol ol Alo M= AWS H"E 2| IAM AFE REof| AH| *Fréloil CHEF TIX| HAM| A HEHS F048t04 AL AEIEAWS
CodeStar 22| /0| MIF MEE ZHESD 22 T3, TH4, O/HIE RS LIYE 4 UTS 51341
gL Bt AT SR HEE FTL °*E+IOI 9l AK|SHE 2 5{85H24 T BHLICH ol= T HA|

A Mo 2 AWSCodeBuildAdminAccessAWSCodeCommitFullAccessAWSCodeDeployFullAccess,

2 AWSCodePipeline_FullAccess# 2|8 2ol 5= ot E 47 HEtnt SURLICE O|2HF #E|
& G OHE7ERIZ AWS AlE iAol LB A o7 Aol CHER TA 22| HMA HEro] e
IAM AFE X, & = Aol ol2{et 7o EA dBE FIsHof FLch
® Note
O| H*of= CreateNotificationRule 3{&0| Z& =|0{ J&LICH IAM AR} EE= AE
ol o]l Mg ME% ZE AL8AtE aiE El4A0 CHEF AAMA HEHO| QiIEtE AWS HIE
o| gr&fo| X|MstE E': 2lAA Rl CiEt AWS CodeStar 22! #3218 WME £ UaL

Ct. 0 E £S04 o] HAE A ESIE= FQ'XP_ CodeCommit At 2104 AH| 2H M| A

CodeCommit A& A0 CHEH L2 AEIS M = U&LCh

g HEro| gloi:

Adst
OE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
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"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"

of: & & AFEof CHEt 7|04kt =& 2| H=H AWS CodeStar

o] 01|A|01IA-|

HF

AT M I A5 242 AWS CodeStar & 2! day-to-day At&0]| C
Foistn &3 FA EE Oy Aot 22 o MRl 2Fdol= HMASHR| efaed hLCt.

t. ol=
AWSCodeBu|IdDeveIoperAccess AWSCodeDeployDeveloperAccess, # 2|18 HAo|M NS5t

MIA 2 AWSCodeCommitPowerUsers & gfL|C}.

(® Note

O| HA0f= CreateNotificationRule 3{1&0| L& k|0 JU&LICH IAM AFE X} EE= A
of o| MAE M8t DE AZKe Y 2lAA0 CHEF BAMA HEHO| QICIEHE AWS HIH
o| &2lo| X|HtE ZE BlAA 8ol CiSt AWS CodeStar 22 H2I2 MAIs £ Q&L
Ct. 0o & E01 0| Y2 E AR 3tE AL RH= CodeCommit AHAIOH| HM|AE HEHO| glo{ =
CodeCommit M& A0] CHEt 43 728 dM8E = A&t

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
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"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

0i: AWS CodeStar 22| AFE read-only-level 234

Ol ool M= AIHO| IAM AL RHOI| Al AWS A& o| 2] 7 =] CHA 71 ™
MM A MBS F0od5ted BLCt O] ofM|oiA= ol2{8t &5 2 7|E 585t ¥Mg Y
£ e WS BodELICH 0l AWSCodeBuildReadOnlyAccess, AWSCodeCommitReadOnly,
AWSCodePipeline_ReadOnlyAccess# 2|& HAo| UF = Z et El Heta SLgfLct

{
"Version": "2012-10-17",
"Id": "CodeNotification__ReadOnly",
"Statement": [
{

"Sid": "Reads_API_Access",

"Effect": "Allow",

"Action": [
"CodeNotification:DescribeNotificationRule",
"CodeNotification:ListNotificationRules",
"CodeNotification:ListTargets",
"CodeNotification:ListEventTypes"

1,

"Resource": "*"

}
]
}
48 2! 04]: AWS CodeConnections
ClSo| M= MH1 of = AWS CodeConnectionsE #2|5te= Ol =20| 2 £ &Lt
Ol2{2t oAl JSON E% 2ME ALS5t01 IAM K2 B 7|uh A2 A5 Weof Chat XFMISH Ly
22 IAM AL AT Mol JSON EHojlAf 4 MAS AESHMEL
0il: AWS CodeConnections CLIZ 24435t 1 2 &0 E 7| @8 &34

IE= SDKE AF835t0o{ pd22 &0l MY
A= Ct21 22 Heto 2 A|Hz|oqofF &FLCt.
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

| -
[a

=

of: 248 AWS CodeConnections S8 244 X4 =H

}

F

ZE0M HEE BEGIEE XIHE HE L= MA8X0HE 2&0M HEE rEstD UXIE BE
£ Ol 228 Heto] R{o{of ELICH o{7[olE SZXoAH }MEM 0|2 HEHE Fofst ALSE 2470
MRIE e ol ZEHELICH 2&£0M HAZEE A8 E 4 Q=5 UseConnectionT &7}

£ AL, A5t AL, B Est 7L, EiZ st 7ALE, AtAstedH Chs EHE

{
"Version": "2012-10-17",
"Statement": [
EZEST= LTS T TN 243
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"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": [

"

of: Zt2|E et BeElXE =& 2| HA AWS CodeConnections

Of ofAlol M= AWS HIHO| IAM ALE At H 2 & HAM|A FHEHE F 04501 AL X7t @1AE F7, A
O|E % 4tX[& == CodeConnections AT = 5t241 & LICt. O|= AWSCodePipeline_FullAccessZ Z|
S M S U TA| HAMA HERULICEH B2|1™ HAD OrEH 7R 2 AWS A MR o] edZod| ChEt
TR 2E| YMA HEHO| WREHIAM AR R T8 Ei ol o3 SRO MM MBS Mo}
gl
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConnectionsFullAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
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"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:GetIndividualAccessToken",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

of: Ar& 2 {I&F 704Xt =& 2| & AWS CodeConnections
O| | Aol M= 122 day-to-day AFS (Of: 42 Mo LU ME HE E7|) ol HMA HEtE Foista,
014 AtA|Qt Zh2 O mo|XQl X dol= HMASHK| otoe{ & LICH CodeConnections

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:ListTagsForResource"

]I

"Resource": "*"

At2d B 7|8 & of Al 245



LR =7 2L MEX 7t0|E

0d: At& 0l CHEF read-only-level 3% AWS CodeConnections

Ol oAl ME HIEHL| IAM ALS REOI[H| A LH 4201 CHEr 27| S HMA HEHS Foistedn &L
CHAWS . O ofA|ol ME oledet =2l E7[E 5{&8stes Mg d8E + U= WS EodELIC

"Version": "2012-10-17",

"Id": "Connections__ReadOnly",

"Statement": [

{

"Sid": "Reads_API_Access",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"

:]I

"Resource": "*"
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection:3dee99b9-172f-4ebe-
a257-722365a39557",
"Condition": {"ForAllValues:StringEquals": {"codeconnections:FullRepositoryId":
"myrepoowner/myreponame"}}

}
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:PassConnection"

1,

"Resource": "arn:aws:codeconnections:us-west-2:connection/

aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f",
"Condition": {"ForAllValues:StringEquals": {"codeconnections:PassedToService":

"codepipeline.amazonaws.com"}}

}

of: Ct=2 1} Zr2 Bitbucket 217| 2210 CodeBuild AH|A 23& AF2 AWS CodeConnections

ChS o mMolM n 242 2|2 X|E2let 42¢10] CodeBuild AH|2 2180] Bitbucketoll A 47| Ztdg %
#5t7|E ELICH CodeBuild AH|A 2ghof CHEH &Y

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"Condition": {"ForAllValues:StringEquals":
{"codeconnections:ProviderPermissionsRequired": "read_only"}}

}
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0i: CodeBuild AMH|A &0l Clgat &
CodeConnections

C+ ool M 742 CodeBuild MH|A d&to| ChS it ZHe &g +dste g ¢xlstzin
CreateRepository & L|C}t CodeBuild MH|A 23&toi C

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

]I

"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f",
"Condition": {"ForAllValues:StringNotEquals":
{"codeconnections:ProviderAction": "CreateRepository"}}

}

Ef2E AF235+04 AWS CodeConnections 22 A0 CHEF HHAE K|0{EHL|
C}.

2lAA| Ef27F AZE|HL BT X|™HE X|5t= MH[A0 C
CodeConnectionsOlAHE E|AAN Ef27} US = UoH UE 7‘—.*?:101|E EHZL
IAM EHAE M5t H EfO =7 7|8 AF85104 CHE 2 MofE = &L

CHE ol Al= AWS CodeConnections AFRAFE I8 HAMO|M Ejl2 ZHE X Hse S Eo{EL
Ct.

Example 1: @& 9| 1 7|8t 2] 51&
CHS HAH2 ALE X0 A edds MM e HEHE AWS CodeConnections F048FLIC}

Ot 2tzdsto] YA 2 230l ProjectA 240l Z& El Project Ef2E X|HslE B2
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P
CreateConnection 2! TagResource &2 SHEELICt aws:RequestTag =71 7|= IAM 28
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oM MEE &= Q= EfIE Mo{st= Ol A& ELIC aws:TagKeys 2742 Ef 7| CH/AEXHE T
2ruict
[ = | .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/Project": "ProjectA"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

Example 2: 2lAA BT 7[8F 2] 5

CHS S 2 M-SR 2lA20 CHE 2 S st 2|aA0l Ciet YEE HE = Us TEre

AWS CodeConnections 04l L|C}.

O|Qt 2+245t0o4 A2 mO|=Z2t2l0f ProjectA 240l & El Project E{7t U2 F &7 2 S &
32rLICH aws:RequestTag 271 71E IAM 20| MEE £ 9= B8 MoistE ol AR EL
Ch. aws:TagKeys ZZ2 E{ 7| CH/AEXIE FEELICH.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:ListConnections"
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]I

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

.
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

}
}
}
]
}
ZE0M LB L AL ME

o BE2 LA =7 Z£2| CodeBuild A7 B M E A[ZE Kbl T ofLet, 2&0T 72
CodePipeline MZElLIC}. CodeCommit CodeDeploy E£ 2| & 2lofl HAMASHE{T ST MH|A0
CHEE 22l HA F 5tLt7F M EIRHLE 2|4 HEE &0l 4040k &FL|Ct. o248t HEt2 S8l Al
M| AWS CodeStar & & &' AWS CodeConnections ZIAA0 CHEH MIE HEE LIYStT 2 £
AWS {lo{of BfL|Ct Z|4 E MEECH O MEHAQ1 2ot 21F 7|vt WS ptEMH 2£0| aiE
Aol 4ZE! JHAN(IAM AFR X} FE= o380 CHaH O CHE XS5t &| &t&LICH AWS CodeBuild, AWS
CodeCommit AWS CodeDeploy AWS CodePlpellne, EL' Z&0] CHE HM A HEHE Fodst= L (H
= Z&0] CHEF HAMA MEH ZF) off CHEF XHAMIEH LIS R TS 52 HESIMAIR.

CodeBuild: ID 7|gt Z4=H A2 CodeBuild
« CodeCommit: ID 7|gt &2 AL CHA CodeCommit
AWS CodeDeploy: ID & M| A 22| CHAF AWS CodeDeploy

CodePipeline: IAM H2 2 S5F M AM[A X0

AWS CodeStar & 2l0i= AWS Zr2|& H2o| glaLIch g3 7|sof chet HMAE NS ste{H ol
LIEE ME|A & 3F Liofl CHal 22I1™ H™ & StLIE M 5tLE, AF& Xt == QIE{E|of| £ 045t X}
St= et =&F0| ZEE HHMg HMECHE g HEto| 2Rt AL I8 = dol o
afiof BLCt XtMIBH LDt oll= CHE 2 HESHMR.

- of: & #HE|E {Ft 2elxt =F 2| HE AWS CodeStar

- Of: 22 AFEod| CHEt 7oAt =& 2| 2= AWS CodeStar

« Of: AWS CodeStar & & AHE read-only-level 2334,
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https://docs.aws.amazon.com/codebuild/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security-iam.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/access-control.html
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« 0f: 2t2|E I8 BeElxt =& 2] HAE AWS CodeConnections

o 0f: AFBE I8t 7|04K} =& 2] HE AWS CodeConnections

« 0f: AF&0i CHEt read-only-level =324 AWS CodeConnections

AWS CLI == AWS APIZt S &35t AFEXH0|7| 2& THEHE 88 He = giaLch o o, =
st2de API 20t LRX|SHE 2ol Bt HMAE = =5 FLIC

O| of|Al= IAM AFERI7L RFAIO| AP A XHZE SHof| AZAE Qlgtel L 22| Mg 8 = ULE 5
ot HME MM s WHE HoiELICH o] HAHo= E£0|A AWS CLI £ AWS APIE AFE St
o ZE oY WAlo=Z O] 2fes EE £+ QUe HEto| ZEELICH

{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"

o
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CHE AFEHO| AWS CodeStar 2 2I0] HMAE = JUT T 5t2{ HMATF 2 7HQl EE= o Z 2|7
o|Mof CHEr IAM RUE[E| (AFEAF EE= AT E M35l oF & LICt. AWS CodeConnections CHE AHE X}
E2 T AE|E|of CHEE 2Ot Q152 AFS 8l AWSO| HAMAEHLICEH 23 CHS AWS CodeStar 22! &
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AWS CodeStar & 20| CHEF XtM[EH LI 2 2 XA AI2AWS CodeStar & 2l0f| CHer H 8t 2 od| Al

Amazon SNS Z=A|E MAsT 0
HYS x| 25t USLICH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html

AR 7H0|E

YR =7 2L
« Amazon SNS FA|7} &2 7=t S AWS X[o] UEX| EHOQISHAMAIL.
- O|HY HEO| 2HE FHoll 25TE HEfO|H, F=52 &R =X| Il oF g LICE RHAIE LIS
A= X QIEE Amazon SNS FA|of 25 MAHE HZ5HAM
- 220 SHE FXl0] AWS CodeStar & &2 FAIE = UL E FH| HAO| +HEIR=X| = l5H4
Al2. o] &M Mo CtZot FALSH 20| Z & E[o{oF &L[Ct.
{
"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
i
"Action": "SNS:Publish",
"Resource'": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"

KMt HE = EE HZshM L.

O| AF2X}7F LH AWS CodeStar 2 2! 2! AWS CodeConnections 2|4

L AWS A Q|
A0 HMAE = UTF SHEst D H&LICH
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https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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©1: CloudWatch Event rules that are named awscodestar-notifications-*0i CH
PutRule

o ot

©1: CloudWatch Event rules that are named awscodestar-notifications-*0i CH
DescribeRule

o ot

©4: CloudWatch Event rules that are named awscodestar-notifications-*0i CH

rok

=
PutTargets

A

Fd: create Amazon SNS topics for use with AWS CodeStar Notifications with
the prefix CodeStarNotifications-3t= CreateTopic

« &4: 311l comments on all pull requests in all CodeCommit repositories in
the AWS accountOl CiEt GetCommentsForPullRequests

« & all comments on all commits in all CodeCommit repositories in the AWS
accountO CHEF GetCommentsForComparedCommit

« %94f: 311 commits in all CodeCommit repositories in the AWS accountOd CHEt
GetDifferences

« ZQ4: 31l comments on all commits in all CodeCommit repositories in the AWS
accountO CHE GetCommentsForComparedCommit

« &1: 311 commits in all CodeCommit repositories in the AWS accountOi CHEF
GetDifferences

« EQ1: 311 AWS Chatbot clients in the AWS accountOi CHst
DescribeSlackChannelConfigurations

« 2d: 31l AWS Chatbot clients in the AWS accountOd CHEt
UpdateSlackChannelConfiguration

« ZQ4: 311 actions in all pipelines in the AWS accountO CHEt
ListActionExecutions

« %311 files in all CodeCommit repositories in the AWS account unless
otherwise taggedoil CHE GetFile

AWSServiceRoleForCodeStarNotifications AH|A 174 4§t o| A M0 M O|24EH 2 S & Qlst

= A&LIch

"Version": "2012-10-17",
"Statement": [
{
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"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"

"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"

"Action": [
"codecommit:GetCommentsForPullRequest",
"codecommit:GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration",
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"codecommit:GetFile"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceTag/ExcludeFileContentFromNotifications": "true"

iy
"Effect": "Allow"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/codesuite/settings/notifications/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessGitRepos",

"Effect": "Allow",

"Action": [

"codestar-connections:UseConnection",
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1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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https://aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestarconnections-connection.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-hosts-workflow.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-hosts-workflow.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/syncconfigurations.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/syncconfigurations.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-GitHub-organization-owner.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
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https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
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