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Windows Server2022 STIG B{™ 1 2 2|A 1
O|H ZIZ|A 0= Windows 2 ®IA|of| CHst CtE 2| STIG ™o =& EL|C}.

V-254247, V-254265, V-254269, V-254270, V-254271, VV-254272, V-254273, \-254274, VV-254276,
V-254277, V-254278, V-254285, V-254286, V-254287, VV-254288, V-254289, V-254290, V-254291,
V-254292, V-254293, V-254300, V-254301, V-254302, V-254303, V-254304, VV-254305, V-254306,
V-254307, V-254308, V-254309, V-254310, V-254311, V-254312, V-254313, V-254314, V-254315,
V-254316, V-254317, V-254318, V-254319, V-254320, V-254321, V-254322, VV-254323, V-254324,
V-254325, V-254326, V-254327, V-254328, V-254329, V-254330, V-254331, V-254332, V-254333,
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V-254334, V-254335, V-254336, V-254337, V-254338, V-254339, V-254341,
V-254345, V-254346, V-254347, V-254348, V-254349, V-254350, V-254351,
V-254354, V-254355, V-254356, V-254357, V-254358, V-254359, V-254360,
V-254363, V-254364, V-254365, V-254366, V-254367, V-254368, V-254369,
V-254372, V-254373, V-254374, VV-254375, V-254376, VV-254377, V-254378,
V-254381, V-254382, V-254383, V-254431, V-254432, V-254433, V-254434,
V-254438, V-254439, V-254442, V-254443, V-254444, \/-254445, V-254446,
V-254451, V-254452, V-254453, V-254454, V-254455, VV-254456, V-254459,
V-254462, V-254463, V-254464, V-254465, V-254466, V-254467, V-254468,
V-254471, V-254472, V-254473, V-254474, V-254475, VV-254476, V-254477,
V-254480, V-254481, V-254482, V-254483, V-254484, VV-254485, V-254486,
V-254489, V-254490, V-254493, V-254494, V-254495, V-254497, V-254499,
V-254502, V-254503, V-254504, V-254505, V-254507, V-254508, V-254509,

V-254342, V-254344,
V-254352, V-254353,
V-254361, V-254362,
V-254370, V-254371,
V-254379, V-254380,
V-254435, V-254436,
V-254449, V-254450,
V-254460, V-254461,
V-254469, V-254470,
V-254478, V-254479,
V-254487, V-254488,
V-254500, V-254501,
V-254510, V-254511,

V-254512
Windows Server2019 STIG HH{A 2 ElI2|A 5
o|H Zl2|A 0= Windows 24 AA|oi| CHE CH=2 2| STIG A 0| & E LICE.

V-205625, V-205626, V-205627, V-205628, V-205629, V-205630, V-205631, V-205632, V-205633,
V-205634, V-205635, V-205636, V-205637, V-205638, V-205639, V-205640, V-205641, V-205642,
V-205643, V-205644, V-205645, V-205646, V-205647, V-205648, V-205649, V-205650, V-205651,
V-205652, V-205653, V-205654, V-205655, V-205656, V-205657, V-205658, V-205659, V-205660,
V-205661, V-205662, V-205663, V-205664, V-205665, V-205666, V-205667, V-205668, V-205669,
V-205670, V-205671, V-205672, V-205673, V-205674, V-205675, V-205676, V-205677, V-205678,
V-205679, V-205680, V-205681, V-205682, V-205683, V-205684, V-205685, V-205686, V-205687,
V-205688, V-205689, V-205690, V-205691, V-205692, V-205693, V-205694, V-205695, V-205696,
V-205697, V-205698, V-205699, V-205700, V-205701, V-205702, V-205703, V-205704, V-205705,
V-205706, V-205707, V-205708, V-205709, V-205710, V-205711, V-205712, V-205713, V-205714,
V-205715, V-205716, V-205717, V-205718, V-205719, V-205720, V-205721, V-205722, V-205723,
V-205724, V-205725, V-205726, V-205727, V-205728, V-205729, V-205730, V-205731, V-205732,
V-205733, V-205734, V-205735, V-205736, V-205737, V-205738, V-205739, V-205740, V-205741,
V-205742, V-205743, V-205744, VV-205745, V-205746, V-205747, V-205748, VV-205749, V-205750,
V-205751, V-205752, V-205753, V-205754, V-205755, V-205756, V-205757, V-205758, V-205759,
V-205760, V-205761, V-205762, V-205763, V-205764, V-205765, V-205766, V-205767, V-205768,
V-205769, V-205770, V-205771, V-205772, V-205773, V-205774, V-205775, V-205776, V-205777,
V-205778, V-205779, V-205780, V-205781, V-205782, V-205783, V-205784, VV-205785, V-205786,
V-205787, V-205788, V-205789, V-205790, V-205791, V-205792, V-205793, V-205794, V-205795,
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V-205796, V-205797, V-205798, V-205799, V-205800, V-205801, V-205802,
V-205805, V-205806, V-205807, V-205808, V-205809, V-205810, V-205811,
V-205814, V-205815, V-205816, V-205817, V-205818, V-205819, V-205820,
V-205823, V-205824, V-205825, V-205826, V-205827, V-205828, V-205829,
V-205833, V-205834, V-205835, V-205836, V-205837, V-205838, V-205839,
V-205842, V-205843, V-205844, V-205845, V-205846, V-205847, V-205848,
V-205851, V-205852, V-205853, V-205854, V-205855, V-205858, V-205859,
V-205862, V-205863, V-205865, V-205866, V-205867, V-205868, V-205869,
V-205872, V-205873, V-205874, V-205875, V-205876, V-205877, V-205882,
V-205885, V-205886, V-205887, V-205888, V-205890, V-205892, V-205893,
V-205896, V-205897, V-205898, V-205899, V-205900, V-205901, V-205902,
V-205906, V-205907, V-205908, V-205909, V-205910, V-205911, V-205912,
V-205915, V-205916, V-205917, V-205918, V-205919, V-205920, V-205921,

V-205803, V-205804,
V-205812, V-205813,
V-205821, V-205822,
V-205830, V-205832,
V-205840, V-205841,
V-205849, V-205850,
V-205860, V-205861,
V-205870, V-205871,
V-205883, V-205884,
V-205894, V-205895,
V-205903, V-205904,
V-205913, V-205914,
V-205922, V-205923,

V-205924, VV-205925, V-214936 ! V-236001
Windows Server2016 STIG HH{&X 2 2I2|A 5
o|H Zl2|A 0= Windows 24 AA|oi| CHE CH=2 2| STIG A 0| & E LICE.

V-224828, V-224832, V-224833, V-224834, V-224835, V-224850, V-224851, VV-224852, V-224853,
V-224854, V-224855, V-224856, V-224857, V-224858, V-224859, V-224866, V-224867, V-224868,
V-224869, V-224870, V-224871, V-224872, V-224873, V-224874, V-224877, \-224878, V-224879,
V-224880, V-224881, V-224882, V-224883, V-224884, \VV-224885, V-224886, VV-224887, V-224888,
V-224889, V-224890, V-224891, V-224892, V-224893, V-224894, V-224895, V-224896, V-224897,
V-224898, V-224899, V-224900, V-224901, V-224902, V-224903, V-224904, VV-224905, V-224906,
V-224907, V-224908, V-224909, V-224910, V-224911, V-224912, V-224913, V-224914, V-224915,
V-224916, V-224917, V-224918, V-224919, V-224920, V-224922, V-224924, \/-224925, V-224926,
V-224927, V-224928, V-224929, V-224930, V-224931, V-224932, V-224933, V-224934, V-224935,
V-224936, V-224937, V-224938, V-224939, V-224940, V-224941, V-224942, \/-224943, V-224944,
V-224945, V-224946, V-224947, V-224948, V-224949, V-224951, V-224952, VV-224953, V-224954,
V-224955, V-224956, V-224957, V-224958, V-224959, V-224960, V-224961, V-224962, V-224963,
V-225010, V-225013, V-225014, V-225015, V-225016, V-225017, V-225018, V-225019, V-225020,
V-225021, V-225022, V-225023, V-225024, V-225025, V-225028, V-225029, V-225030, V-225031,
V-225032, V-225033, V-225034, V-225035, V-225038, V-225039, V-225040, V-225041, V-225042,
V-225043, V-225044, V-225045, V-225046, V-225047, VV-225048, V-225049, V-225050, V-225051,
V-225052, V-225053, V-225054, V-225055, V-225056, V-225057, V-225058, V-225060, V-225061,
V-225062, V-225063, V-225064, V-225065, V-225066, V-225067, V-225068, V-225069, V-225070,
V-225071, V-225072, V-225073, V-225074, V-225076, V-225077, V-225078, V-225079, V-225080,
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V-225081, V-225082, V-225083, V-225084, V-225085, V-225086, V-225087, V-225088, V-225089,

V-225091, V-225092, V-225093 Z! V-236000
Windows Server2012 R2 MS STIG HX 3 ElI2|A 5

o|H 22|A 0= Windows 24 A|Aof CHEF ChZ 9| STIG Dol & ELICH

V-225574, V-225573, V-225572, VV-225571, V-225570, V-225569, V-225568, V-225567, V-225566,
V-225565, V-225564, V-225563, V-225562, V-225561, V-225560, V-225559, V-225558, V-225557,
V-225556, V-225555, V-225554, VV-225553, V-225552, V-225551, V-225550, V-225549, V-225548,
V-225547, V-225546, V-225545, V-225544, V-225543, VV-225542, V-225541, V/-225540, V-225539,
V-225538, V-225537, V-225536, V-225535, V-225534, VV-225533, V-225532, V-225531, V-225530,
V-225529, V-225528, V-225527, VV-225526, V-225525, VV-225524, V-225523, VV-225522, V-225521,
V-225520, V-225519, V-225518, V-225517, V-225516, V-225515, V-225514, VV-225513, V-225512,
V-225511, V-225510, V-225509, V-225508, V-225507, V-225506, V-225505, V-225504, V-225503,
V-225502, V-225501, V-225500, V-225499, V-225498, V-225497, V-225496, V-225495, V-225494,
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Windows_Server-2022-German-Full-Base-2021.08.25
Windows_Server-2022-Hungarian-Full-Base-2021.08.25
Windows_Server-2022-Italian-Full-Base-2021.08.25
Windows_Server-2022-Japanese-Full-Base-2021.08.25
Windows_Server-2022-Korean-Full-Base-2021.08.25
Windows_Server-2022-Polish-Full-Base-2021.08.25
Windows_Server-2022-Portuguese_Brazil-Full-Base-2021.08.25

Windows_Server-2022-Portuguese_Portugal-Full-Base-2021.08.25
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AWS =2 AMIs

ST ES

2

Windows_Server-2022-Russian-Full-Base-2021.08.25

Windows_Server-2022-Spanish-Full-Base-2021.08.25

Windows_Server-2022-Swedish-Full-Base-2021.08.25

Windows_Server-2022-Turkish-Full-Base-2021.08.25

Windows Server20220= 7|2Xo 2 ZeH=L|Ct. AMIs EC2Launch v2 AHA|
Bt LI 2 EC2Launch v27HL E & ZESHAAI2L.

EC2Launch v1V2_Z 2|5 AMIs

EC2Launch v2E{7 2.0.592

2021 58 12 0o|™ H{F 2] Amazon0ll A AWSWindows AMIs 238t 0|7
HAS H|ZIHE MEE|IS LICE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2-overview.html

AWS 2= AMIs BlHEHA

ala 7

2021.08.11
25 AMIs

Windows2021'4 8% 10477t K| 2| £ ot HOl|o|E
AWS Tools for Windows PowerShell HH% 3.15.13571
EC2Launch v1EH{7 1.3.2003411

SSMHE{Z 3.0.1181.0

SQL ServerCUs&x|E!:

SQL_2019: CU11

EC2Launch v1V2_Z 2|5 AMIs

EC2Launch v2E{7& 2.0.548

2021 42 14 0o|™ H{F 2] Amazon0ll A AWSWindows AMIs 238t 0|7
HAS H|Z 2 ™EtE|d& LIt
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AWS #IE2 AMIs

ST ES

2021.07.14

2021.07.07

HE

25 AMIs

Windows2021': 72 137t X[ E9t H|0|E
AWS Tools for Windows PowerShell HH% 3.15.1350
EC2Launch v1EHH7 1.3.2003364

SQL ServerCUs&x|E!:

SQL_2017: CU24

25 AMIs

of| A =201 ut-of-band AMI & A8t 72! out-of-band £t YH|0|EE CVE
-345270] CHet =71 &3} Microsoft Z%| 2 ME5l= 22|AlL|Ct.

(® Note
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft
\Windows NT\Printers\PointAndPrint AWSWindows

AMIsMIZ Al Ho|Z|X| eE & (712 AWSEEN).

KtMEH LHE 2 T2 S HZshM .

https://msrc.microsoft.com/update-guide/E| 24/ CVE -2021-34527

2021 32 10 0| H{F 2] Amazon0dll A AWSWindows AMIs 238t 0|7

HT2 HISHZ ME=RA&LICH
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

AWS #IE2 AMIs

HEIPS 7

2021.06.09
25 AMIs

Windows2021'H 68 877} x| 22t M0 E

AWS Tools for Windows PowerShell {7 3.15.1326

SSME{Z 3.0.1124.0

Windows ServerRTM2012/2012 R2 AMIs

EC2ConfigtHZ 4.9.4419

2024'A 27 AMI HCl0|E (RN R])

115



AWS #IE2 AMIs BlHEHA

HEIPS 7

2021.05.12
25 AMIs

Windows2021H 52 1147t X|o| E¢F 2H|0|E
AWS Tools for Windows PowerShell BHX 3.15.1302
EC2Launch v1E{% 1.3.2003312

SQL ServerCUsM x| E!:

SQL_2019:0 CU1

ofOFE 0| A AWSWindows AMIs HlA|8t 20214 2& 10 O|™ BT 2| O
HAS H|Z 2 ™EtE|A& LIt

Windows Server2012/2012 R2 RTM AMIs

EC2ConfigtH7 4.9.4381

SSME{Z 3.0.529.0

NVIDIA GPU AMis

GRIDH{ %1 462.31

Tesla HH™ 462.31

22 GPU AMIs

Radeon {7 20.10.25.04

2024'A 27 AMI HCl0|E (RN R]) 116



AWS =2 AMIs

ST ES

2021.04.14

25 AMIs

Windows2021H 42 137t x| 2| E9oF 0| E
AWS Tools for Windows PowerShell {7 3.15.1280
AWS PV H{%18.4.0

cfn-init & 2.0.6. O] I{ 7| X|0f|= Microsoft Visual C++ 2015-2019 X{HH=Z 7}
S HH7T 14.28.29913.00| S3&Ho =2 E & E|0{ U&LICH

AWS ENAB{T 2.2.3
EC2Launch v1EHH7 1.3.2003284
SQL ServerCUs&x|E!:
SQL_2017: CU23
2021 12 13 0| T 2| Amazon0i A AWSWindows AMIs | A|Et O

T2 HISIHE HEEIRAE LI

(® Note

Windows Server1909'A42 2021 5% 1120 X[ =0l ==&
Ct. CHS ol0|X[e] 2 & 37 HE2 20214 52 110f HISHZ ™
EH=ILICH Windows Server1909 7|8h A& AR 9| 7|& QUAEIA 4
AMEXRt XM o|0|X|= ¥&E EX| k& LT Windows Server1909
of CHEt HAM|A HEHE FXISHE{™ 20210 58 11 0|Tdof| A& ol
AEXE X|’E O|0|X|E M AMAIL.

Windows_Server-1909-English-Core-Base
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AWS #IE2 AMIs

EE|E|A Hy 74

AT AMHB{-1909-8041-F 041- ContainersLatest

EC2Launch v1V2_Z 2|5 AMIs

EC2Launch v2H{7 2.0.285
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AWS #IE2 AMIs

ST ES

2021.03.11

H
(e

2

79
o

= AMIs

Windows2021H 38 977} x| o] E ot {H|0|E
AWS Tools for Windows PowerShell BH 3.15.1248

cfn-init B4 2.0.5. 0] I} 7| X|0f|= Microsoft Visual C++ 2015-2019 X{HH=Z 7}
S HH7T 14.28.29910.00| S3&Ho =2 E & E|0{ U&LICH

EC2Launch v1E{%1 1.3.2003236
SSM AgentH{Z 3.0.529.0
NVIDIAGRIDE{%1 461.33

SQL ServerCUs&x|E

SQL2016_SP2: CU16

SQL2019H: CU9

KB4577586 2 & sl o|O|X|ofl A%|E! Adobe Flash PlayerE X|745} 7| -‘?—I%F
4O O|E (2 & 0/0|X|0dl Adobe Flash Player7t 7|2XMo 2 &/443tE[o] Q!

Xz et3).

@ Note
Amazon CAs Root7} AE[" = = FE QIE 7|8 Q&M AE0{0]
25 FILE[RELICIAMIs. REM|EH LHE 2 https://www.amazontrust.co
m/repository/#rootcas 2 EESHAAIL.
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https://www.amazontrust.com/repository/#rootcas
https://www.amazontrust.com/repository/#rootcas

AWS 2= AMIs BlHEHA

HEIPS 7

Windows Server2016':41F 201913 AMIs

7|22l M HHIO|EL|RIELICH NETEZH YT HEE HEH 4.82

Windows ServerRTM2012/2012 R2 AMIs

EC2ConfigtH7? 4.9.4326

SSM AgenttZ 3.0.431.0
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AWS #IE2 AMIs

ST ES

2021.02.10

Hy 74
[ )

25 AMIs

Windows2021H 28 977} x| o] E ot {H|0|E

AWS Tools for Windows PowerShell EH7 3.15.1224

NVIDIAGRIDH{% 461.09

2021'A 3EEE| 215 M AE040{ Amazon CAs RootE AWS Z & & o 2 M
2021'Ad 3¢ 232 Z o 4 El S3 2 CloudFront @15 A{ Oto|22io|M2 2 28t
A SEHE 245 = UELICH AWSWindows AMIs AHAIEH L& 2 Tt
ANEE FASMR.

https://aws.amazon.com/blogs/= 2t/ - -/how-to-prepare-foraws-move-to-itso

wn-certificate-authority

https://forums.aws.amazon.com/ann.jspa?annlD=7541

EE 8k, AWSWindows AMIs 30| 2 & AFEXEoY| A “o{=H| ZeHA| Z&{0[o{ A|
74 Y| 0|E" (KB4577586) & X83501 20201 128 31of X|#d0| Z2E
LHZE o= H| ZeiA| Z22I0[0{E M 7HE AWS o HL|Ct AHS Abeflol LHE
Adobe Flash Player7} T8t 4 2021.02.10 O|& HME 7|HIS 2 AMIs AF
&%t X4 o|O|x|& BtE= Z0| E&LIC} Adobe Flash Player2| X|¢ S =0f
CHE XEAM[EH LHE 2 Cte 2 HASHA L.

https://blogs.windows.com/msedgedev/2020/09/04/ -X| ¥4/ update-adobe-
flash-end

https://www.adobe.com/products/flashplayer/end-of-life.html
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https://aws.amazon.com/blogs/security/how-to-prepare-for-aws-move-to-its-own-certificate-authority/
https://aws.amazon.com/blogs/security/how-to-prepare-for-aws-move-to-its-own-certificate-authority/
https://forums.aws.amazon.com/ann.jspa?annID=7541
https://blogs.windows.com/msedgedev/2020/09/04/update-adobe-flash-end-support/
https://blogs.windows.com/msedgedev/2020/09/04/update-adobe-flash-end-support/
https://www.adobe.com/products/flashplayer/end-of-life.html

AWS =2 AMIs BlHEHA

HEIPS 7

EC2Launch v1V2_Z 2|5 AMIs

EC2Launch v2E{Z 2.0.207

MZEL2 7|5 AWSWindows AMIs

BT MH{-2016-YE04-Z- _2019_QE{Z2}0|=-2021.02.10 SQL
2 MH-2016-€=0{-&- _2019_ABRMCIE=-2021.02.10 SQL

- _2019_%-2021.02.10 SQL

H_O
-Io
_>L
E
I\)
=
CD
IIHH

BT MH{-2019-2E04-Z- _2019_QE{Z2}0|=-2021.02.10 SQL

BER_ MH{-2019-YE04-ZF- 2019 _AFEHCIE-2021.02.10 SQL

2021.01.13
25 AMIs

Windows2021H 12 1247t X|o| E¢F 2|0 E
AWS Tools for Windows PowerShell BH7 3.15.1204
AWS ENAH{Z 2.2.2

EC2Launch viv1 EH{% 1.3.2003210

Windows ServerSAC/2019/2016 AMIs

SSM AgenttH{Z1 3.0.431.0
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AWS #IE2 AMIs

20204 ¥7F 4|0 E AMI

MicrosoftCl|O|Eof CHEF XFAIBH LHE 2 20207 AZ E Q0] UH|0|E MH|A A% 2l ZEIx
Windows Server IC|O|E MH|A HE LIS X

2lg|A HA
2020.12.09
MA AMIs

Windows2020'A 122 87 X|2| EoF AH|0|E

AWS Tools for Windows PowerShell %1 3.15.1181

D E SQL Server AE{ZEO|=, EF & Hol= AMIs O CHS A X[ O|C|o

7 LEHEILICH SQL Server C:\SQLServerSetup

EC2Launch viv1 HHZ 1.3.2003189

ofotE ol AWSWindows AMIs &8st 2020'A 92 9 O|T B{Z 2| 0]

HHE2 "SIz et EA& LT

Windows Server2012/2012 R2 AMIs

EC2Configt{ = 4.9.4279

SSM Agentt{ZX 2.3.871.0

EC2Launch v1V2_Z 2|5 AMIs

EC2Launch v2E{7 2.0.160

2020.11.11
25 AMIs

™

2024'A 27 AMI HCl0|E (RN R])

123


https://support.microsoft.com/en-us/help/4602108/software-update-services-and-windows-server-update-services-2020
https://support.microsoft.com/en-us/help/4602108/software-update-services-and-windows-server-update-services-2020

AWS 1= 2 AMIs HHHA

HEIPS 7

Windows2020'- 112 10477t X|2] 2ot ¢H|0|E
AWS Tools for Windows PowerShell EH7 3.15.1160

SQL ServerCUs M x| E!:

SQL2016SP2: CU15

SQL2017: CU22

SQL2019HA: CcU8
SSM Agentl:l-lx.j 2.3.1644.0
EC2Launch v2EZ 2|7 : 8™ 2.0.153 AMIs EC2Launch v1

otOtE ofl A AWSWindows AMIs &2 et 2020' 88 12 0| 2| o
HT2 HIS/HZE et }&LICH

M AZ AWSWindows AMIs

Windows_Server-20H2-English-Core-Base-2020.11.11

T MB{-20H2- 2 2|4]-F 04- -2020.11.11 ContainersLatest
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AWS 2= AMIs oA

ala 7

2020.10.14
25 AMIs

Windows2020'A 102 1377t X[2| 2ot A4O|0|E

AWS Tools for Windows PowerShell HH% 3.15.1140
NVIDIAGRIDE{%1 452.39

EC2Launch v2EZ 2|5FAMIs: {7 2.0.146 EC2Launch v1
AWS ENAH{T 2.2.1

cfn-init %1 1.4.34

otOtE ol A AWSWindows AMIs &8t 2020' 72 15 0| 2l o[
HA2 HISHE ™t} LCh
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AWS #IE2 AMIs

BlmEA

1=

ST ES

2020.9.25

Hy 74
[ )

SQL Server2019'd M7t 2020.09.2521 otOtE 4l o|0|X|2| A HTIO| &
AE[A&LICE o] 22|A0l= 0| EE[A (2020.09.09) of STt AZES)
0 78 AT ZEE|X|2 C|o|E{H0|A AMHAF T7|S 0| oH ot BHREl &
24 %l Microsoft 2| £ lsH |2 S7Hol|AM A 2|El sSQL 20192 Z& X
CU7 2f&Lct. AtM[EH LHE 2 CHS Microsoft 22 HAAIES & ESHA A
2: sql-server/=* 40| 0| E-7- -2019-rtm-removed/ba-p/1629317. https://t
echcommunity.microsoft.com/t5/ for-sql-server

M AZ AWSWindows AMIs

2 _MH-2016-04-

MHH

- _2019_%llE{Z 2t0]|=-2020.09.25 SQL

T2 MH-2016-F0{-TiA|- 2019 A ZLp{|A-2020.09.25 SQL

[0

T2 MH-2016-F0{-TiA|- _2019_AEHCH=-2020.09.25 SQL

[0

T2 AMEH-2016-804-HA|- _2019_21-2020.09.25 SQL
BE2 MHE{-2019-Bo{-MA|- _2019_QME{Z2}0|=-2020.09.25 SQL
BER MH{-2019-B0{-MA|- _2019_2A L Ei|A-2020.09.25 SQL

T2 MH-2019-F0o{-TA|- _2019_AEHCH=-2020.09.25 SQL

[0

T2 AMEH-2019-804-HA|- _2019_21-2020.09.25 SQL

EC2Launch v1V2_Z 2|5 AMIs

EC2Launch v1V2_ZEZ|R-B =2 _AMH-2019-B0{-TIA[- _2019_AZ 2|
£-2020.09.25 SQL

2024'A 27 AMI HCl0|E (RN R])

126


https://techcommunity.microsoft.com/t5/sql-server/cumulative-update-7-for-sql-server-2019-rtm-removed/ba-p/1629317
https://techcommunity.microsoft.com/t5/sql-server/cumulative-update-7-for-sql-server-2019-rtm-removed/ba-p/1629317
https://techcommunity.microsoft.com/t5/sql-server/cumulative-update-7-for-sql-server-2019-rtm-removed/ba-p/1629317

AWS #IE2 AMIs

ST ES

2020.9.9

79
o

25 AMIs

Windows2020':4 9% 87t X|2| E ot 4|0l E
AWS PV E2}0|HH {71 8.3.4

AWS ENA BHZ 2.2.0

AWS Tools for Windows PowerShell HH% 3.15.1110
SQL ServerCUs & x| E|R{&LICt

SQL_2016_SP2: CU14

SQL_2019: CU7

OtOF& 0 A AWSWindows AMIs &gt 2020 68 10 0| BT o] O

T2 HISIHE ™EHEIRA&LICH

Windows Server2016/2019/1809/1903/1909/2004 AMIs

EC2Launch v1EH{Z 1.3.2003155

SSM AgentEHZ& 2.3.1319.0

EC2Launch v1V2_Z 2|5 AMIs

EC2Launch v2H{%1 2.0.124
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AWS 1= 2 AMIs BlHEHA

HEIPS 7

2020.8.12
25 AMIs

Windows2020'4 82 1147t X| o] £ ot dCl|o|E

AWS Tools for Windows PowerShell H{7 3.15.1084
G3: {7 451.48 AMIs NVIDIA GRID

EC2Launch v2EZ 2|57 AMIs: {7 2.0.104 EC2Launch v1
SQLCUsAx|H

SQL_2019: CU6

otOhE ol A AWSWindows AMIs &2 et 2020' 58 13 0| B2l o
HM2 HISHZE dEEI[&LICH

2020.7.15
25 AMIs

Windows2020'H 72 1447t X|o| E¢F 2|0 E

AWS Tools for Windows PowerShell EH7 3.15.1064

ENAEHHZ 2.1.5

SQL ServerCUs A x| =

SQL_2017: CU21

SQL_2019: CU5

ofOFE ol A AWSWindows AMIs &&ligh 2020 42 15 0| H{T 2| O
HT2 HISHZ ™EtER& LI
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AWS =2 AMIs

ST ES

2020.7.01

2

Amazon Machine Image(AMI)2| A HHZ10| 2l2|AE[A&LICt. ol2{§t o|O|
X|= €3l EC2Launch v2 AWS ZH0i| AWSWindows AMIs 34X M= 2
= MEo| M AHx| oo|MEY} 7|1BMo 2 Z&E|7| Hof Af Fx| o0|HEE
sto e 7|s2 0|2l 2 = U= 7IsYLICt. EC2Image Builder2t 2
|2 SSM 2M & 54 MH|A Q| B2 EC2 Launch v2& X|&5tE{™ 4H|Of
7t Hed = A&LCt o|z{et UO0|Ex o2 2 F oo ZI-EE o
L|Ct. o|2{et o|0|X|= ZEEHM etZo M= AF85HX| et XWo| E&L
C2Launch v2https://aws.amazon.com/about-aws/whats-new/2020/07/
ec2-launch-v2- /& A4St E A8 35104 QIABIA S F4J5t= BhEof CHEt
AEMEE 82 =olg = & LICE simplify-customizing-windows-instances
WindowsEC2Launch v2 Windows ServerAMIs& £ & 7H2 S0 $4xl AIZf of
olFE ECZConflg (A'lH-I 2012 RTM = 2012 R2) = v (A 2016 0|4
2 H3Es5tK| et Z[&l 0| A& MSE LICH EC2Launch v 7H77H2
Zreioll Windows Server AMIs 3R MBE|= 2 & 70| EC2Launch v2 7|&
Mo = bt 2EE|Ao| URE AESHE S 0ro|2el|o|ME AWS od - LTt

ook

—_

T2 Im ne Hrn

.°=.
.E

EC2Launch v1AMIsV2_Previews 02 OIO|EZ|0H O] OFO|2&y|0|AH 0] &4

& MRl A& AL E & A&LICH

AT AWSWindows AMIs

EC2Launch v1V2_Z2|F-2= 9 _A{H{-2004-501-3 0{-1| 0| £-2020.06.30

[3]

= E2_MH-2019-301-EH|0]£-2020.06.30

3
H_O

EC2Launch v1V2_

[3]

=] £ 2 _MH-2019-30{-2.0{-1| 0| A-2020.06.30

3
H_O

EC2Launch v1V2_

[3]

= T2 MH-2016-F0{-Z H|0|A-2020.06.30

3
H_O

EC2Launch v1V2_

[3]

T 2_AH-2016-B04-204-H|0|A-2020.06.30

o

2l8-

EC2Launch v1V2_

[3]

=2 AMH-2012_R2_RTM -Z0{-ZH|0|A-

o

2l8-

EC2Launch v1V2_
2020.06.30

EC2Launch v1V2_ZZ|FR-BTE 2 AMH{-2012_R2_-¥0{-Z0{ RTM H|O|
£-2020.06.30
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https://aws.amazon.com/about-aws/whats-new/2020/07/introducing-ec2-launch-v2-simplify-customizing-windows-instances/
https://aws.amazon.com/about-aws/whats-new/2020/07/introducing-ec2-launch-v2-simplify-customizing-windows-instances/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html

AWS 1= 2 AMIs oA

ala 3

rII

o
EC2Launch v1V2 Z2|H-21E 2 AMH-2012 RTM -QG0{-EH|O|A-
2020.06.30
EC2Launch v1V2 Z2|H-2IE 2 AMH{-2019-¥04{-E- 2019 A=
£-2020.06.30 SQL
EC2Launch viV2_Z2|H-AE2 AMH-2016-F0{-HXl|- 2017 A =g
£-2020.06.30 SQL
2020.6.10
25 AMIs
Windows2020'H 6& 977} x| 2ot M0l E
AWS Tools for Windows PowerShell EH7 3.15.1034
cfn-init 4™ 1.4.33
SQLAX|El CU: _2016_: SQL SP2 CU13
2020.5.27 B
M HMZF AWSWindows AMls
Windows_Server-2004-English-Core-Base-2020.05.27
IE 2 AMH-2004-L 2 2|4]-F 04- -2020.05.27 ContainersLatest
2020.5.13

25 AMIs

Windows2020'H 52 124771 X|2| E o AH|0|E

AWS Tools for Windows PowerShell BHHX 3.15.1013

EC2Launch v1E{% 1.3.2003150
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AWS =2 AMIs

ST ES

2020.4.15

2020.3.18

Hy 74
[ )

25 AMIs

Windows2020'd 4& 1447 X|2| 2o A4O|0|E
AWS Tools for Windows PowerShell {7 3.15.998
EC2ConfigtH7 4.9.4222

EC2Launch v1EH{7 1.3.2003040

SSM AgenttHZ1 2.3.842.0

SQL ServerCUs& x|

SQL_2017: CU 20

SQL_2019: CU 4

Windows Server2019 AMIs

2020.3.11 EE2[A0M HHAE 2HH™MOl EXZ, =7 0s #E = Waet2
QEE|TME ME MH|A (BITS) 7} 0d| & AlZE LHof| A= =[] efob AlZh =t
7t

ol

I:II-

HE 27 @F ot 7| 828 £ #HE &1 224E cmdlet BITS 27 7} &l
Mst £~ ol= B 7t s ZE & LICE BITS CHE Windows Server AMIs A& 2
ol X2 HtX| otoH %|Al T2 2020.03.112 S X|E/LI|C}.

051 r
0ok
mo >
n
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AWS =2 AMIs

ST ES

2020.3.11

79
o

25 AMIs

Windows2020' 3% 10477t K| o] E¢F Arl|olE
AWS Tools for Windows PowerShell H7 3.15.969
EC2ConfigtH7 4.9.4122

EC2Launch v1E{%1 1.3.2002730

SSM AgenttH{Z1 2.3.814.0

SQL ServerCUs M x| E!:

SQL_2016_SP2: CU 12

SQL_2017: CU 19

SQL_2019: oflo|MEof &%l EXMZ 2lsl CU 27t MEE|X| f& SQL

M| 201 1909 ! 190301| CHEF CHO | £ oF G0 E (KB4551762) 7}
-2020-07962 2t3t5t7| ?/sH M EI{&LICt CVE CHE {2 Windows
Server O| X2 F& =S &t X| f&LICt AtAM|EH LHE 2 https:/portal.msr
c.microsoft.com/en-US/E 9t CVE X|&l/T 11/ -2020-07962 & =AM AIL.
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0796
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0796

AWS 2= AMIs HHHA

HEIPS 7

2020.2.12
25 AMIs

Windows2020'H 22 1147t X|o| E¢F |0 E

AWS Tools for Windows PowerShell {7 3.15.945

Q= E2}0[H |Oo|E SRIOV

2019/1903/1909: HH™ 2.1.185.0

2016/1809: HH%12.1.186.0

2012 R2: H{%11.2.199.0

SQL ServerCUsA x|

SQL_2019: CU 1

SQL_2017: CU 18

SQL_2016_SP2: CU 11
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https://docs.microsoft.com/en-us/windows-server/get-started/nano-in-semi-annual-channel
https://docs.microsoft.com/en-us/windows-server/get-started/nano-in-semi-annual-channel
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/set-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/set-time.html
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https://aws.amazon.com/about-aws/whats-new/2018/05/amazon-ec2-now-offers-windows-server-version-1709-and-1803-amis/
https://aws.amazon.com/about-aws/whats-new/2018/05/amazon-ec2-now-offers-windows-server-version-1709-and-1803-amis/
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https://support.microsoft.com/en-us/help/4073007/description-of-software-update-services-and-windows-server-update-serv
https://support.microsoft.com/en-us/help/4073007/description-of-software-update-services-and-windows-server-update-serv
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https://aws.amazon.com/blogs/mt/query-for-the-latest-windows-ami-using-systems-manager-parameter-store/
https://aws.amazon.com/blogs/mt/query-for-the-latest-windows-ami-using-systems-manager-parameter-store/

AWS 2= AMIs BlHEHA

HEIPS 7

2017.10.13
25 AMIs

Microsoft2017': 102 117t x|2| 2ot ¢HI0|E
EC2Configt{™ 4.9.2188

SSM Agent2.2.30.0

AWS CloudFormation Bl EZ! 1.4.24

Elastic Network Adapter (ENA)=2}0[H] 1.2.2. (Windows Server2008 R25
E{ 20167} X|[Windows Server)

2024'A 27 AMI HCl0|E (RN R]) 163



AWS 1= 2 AMIs HHHA

EEES 3

H
(e

2017.10.04
Microsoft SQL Server

Windows Server2016':A5 E{ Microsoft SQL Server AMIs 2017 A7 X|= O|A|
DE X|¥olM SIHELICE

[0

2 _AH-2016-B0{-&- _2017_2ME{Z2}0|=-2017.10.04 SQL

[0

T2 MH-2016-F0o{-TA|- _2017_AEHCH=-2017.10.04 SQL

[0

T2 MH-2016-F0o{-TA|- _2017_%-2017.10.04 SQL

PR _AH-2016-G04{-&- _2017_AZ | A-2017.10.04 SQL

Microsoft SQL Server20172 CtS1t Z2 7|s

mjo
A
o
o
r
[l

Python(ML Z! Al) 2! R @104 X|2/0| Z &=l Machine Learning AMH|A
A& Clo|EH|o|A T
SHAEHE|IA Y a8

Red Hat QIE{Z2}0| = 2|54 (RHEL), SUSE 2l5 A IE{Z 20X MH
(SLES), REFo|M AMELICE RFAM|IEH LHE 2 CHE Microsoft EME ’é.*.’E
stAA|I2. SQL ServerLinux® A x| X|Z&. Amazon Linux0lHE= X[ X| &
&Lt

Windows-Linux cross-OS O+O|Z1gy|0|M

CHAl Al%F 7hs e 222l QIElA CHA| 2=

J2fz o|ole X[

2024'A 27 AMI HCl0|E (RN R])

164


https://docs.microsoft.com/en-us/sql/linux/sql-server-linux-setup
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https://support.microsoft.com/en-us/help/4020459/privilege-not-held-error-with-powershell-stop-computer-command-and-pow
https://support.microsoft.com/en-us/help/4020459/privilege-not-held-error-with-powershell-stop-computer-command-and-pow
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https://msrc.microsoft.com/blog/2017/02/february-2017-security-update-release/
https://msrc.microsoft.com/blog/2017/02/february-2017-security-update-release/
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https://support.microsoft.com/en-us/help/3215781/description-of-software-update-services-and-windows-server-update-serv
https://support.microsoft.com/en-us/help/3215781/description-of-software-update-services-and-windows-server-update-serv
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2config-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2config-service.html
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https://msdn.microsoft.com/en-us/library/bb500435.aspx
https://msdn.microsoft.com/en-us/library/bb500435.aspx
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