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4. [Targets]& MEAStD QIABATL FH|E[RA=K| ERIFLICH QIARA MEfT} initial Rl B of
L QIARA SEO| ™ F0|HLE Moo= 7HFE BHEt 2|4 HE) &0l M8 So5HR| 2RI
HEY 7t580| =&LICt 5Lt |4 o] QIARIA & Ei7thealthyO{of 2EC WHAME EHAEE
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EfM Fol 2C WHAMM 2E WHME MEIFLICH
MZ Myt 2 WHME MElFFL|CH

7. MNHE MEiSID 2= WEH A 9| DNS O|& (0d: my-load-balancer -1234567890abcdef. elb.us-

east-2.amazonaws.com) 2 S AL LICt. DNS O|&§2 QIE{Hof| AZAE & HelRKe| F4 EHE

of 2odd&Lict 2E 20| & & Sst=s B Eete XMl M 7|2 H 0[X[7} EA|IELICE.

8. (MEAY) FI EIALHE HolstedH 72 F7I HHHE BESAL.

SEHAl: (MEY AHE) ZE WE M AFK

EC WHME AEE = U = FH Aol XI&E= 0§ AlZt B9l EEE 602 DIBHS| Azt B RIZ
HIEO0| HTELICH o 0|4 2= WM e IS W= 0l& AT = UELICH 2= WHMI} 4
MEH O ZA 27 Ydo| SX|ELICHL 2 HWHME MHSHE ZE WHMO| SSE cHdols &
&2 0|xIX| et&LICh o E S0{EC2 QIARAE 0| 7I0|=E0M MMHE ZE WHME AXSH 2ol

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 £ & LIC}.

2. HAFol 2 WHAWM 2= WHME MEIFLICE

3. ErC HEHMoi cHet EelgtEg MEfE F ZFd(Actions), &FK|(Delete) & MEAELICEH
4

2Ol H|A|X|7} LIEFLEE Yes, Delete(0d], Mg LICHE MEHEFLICE,

SEFA|: (M AbE) 2E @AM ALK 9


https://console.aws.amazon.com/ec2/
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Ol ‘t&MolME & Sall olEEIF 0| =& WHME X7 ATHELICEH AWS CLI

aws elbv2 help

elbv27} S &8t MEHO| OfL|EtE @ F MHIAIX|7F EAIZ|E AWS CLIE HO|0|ESHAA|I2. REAM|EH LY
&2 AWS Command Line Interface AF& AH 0| A AWS Command Line Interfaced x| & & =3t
M.

« Virtual Private Cloud(VPC)0iAM EC2 QIAE . O|F QIAaE A0 Ot 2ot &0 2l
Al ZE 3 ME] =0l ZEO|M HMAE 31%3PEXI 2elgtLct. 7<HHI°F L2 CHa 2ot O &
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« IPv4 EE FUAE 2 =
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™ |Pv6 O ZEIF0|M EE = FUAER MEU S9| IPv6E AI3HE WMAl= CHA D SAIE & &L
Ct.

« Zt EC2 RQIAEIAO]| Apache EE= IIS(RIEHH HE MH|A)oF 22 & MHE MxISt o & LCt Ol
QIAEAAO] CHE Eot I F 0| ZE 800 HTTP HMAE S Est=X| & IFLICH

1. create-load-balancerB™HEE At 510 2= WHAME HHELICH SLE 718 P92l HEHIo] of
2712 MELlE X[-Eslok gfLict
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
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aws elbv2 create-load-balancer --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE

create-load-balancer@Z & Al235104 dualstack 2E HHME AMAIEFL|CE.

aws elbv2 create-load-balancer --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50FfEXAMPLE --ip-address-type dualstack
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o

S0l O+ HAID

[ 22 W2 M2 Amazon ElAA O|F(ARN)O| Z & ElL|CH.

i

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/app/my-load-
balancer/1234567890123456

2. create-target-group @S AL25104 CHA 1 E2 THE D EC2 QIAE A AFR 8 740t S8t
VPCE X|™EgLICH.

ol

Pv4 X IP S 2 T R |
= CHy ot S4letn JEfE & Qlst= ol AFEE IP 0| 2H

SO AEH 2 Ui A Q} 9435t |
A {0 e 2EE dEH A7} el

Lot

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

AL

£330l Ch3 A &7 ol 21& 2l ARNO| Z&HELICEH

arn:aws:elasticloadbalancing:us-east-2:123456789012:taxgetgroup/my-
targets/1234567890123456

3. CtZ1 Z0|register-targets BHEE AFE5t0{ QLIABAE e O Fo SSFELICH

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-0abcdef1234567890 1d=i-1234567890abcdef0

4. C}=21t ZH0| create-listener WS AR
S A0f| CHEE SHLt O & o] BIALHE

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \

== guM 48 K


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
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--protocol HTTP --port 80 \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

2ol = ChE SA &7 2lAL2 ARNO| B ELICH

T
rr

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenexr/app/my-1load-
balancer/1234567890123456/1234567890123456

FO|

—

ot

5. (ME ALY) OIS BBS MEsto{ Oy I50| SSE O EiE g & A&LICH

| oo=

describe-target-health

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

HTTPS 2|&L4 F7t
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2C WHMO| HTTPS 2lALE 75t
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1. O

- AWS Certificate Manager (ACM) 2 Al&3t04 QIZME A5t 7Lt 7FX{ZLICH AbMIE LHE2
AWS Certificate Manager At& ABEMO| 2IEM 2 RIBEM 7IM2 7|8 FESHA L.

S 3
« AWS Identity and Access Management (IAM) 2 AF85t04 QIS MHE U2 =g LICH RHAIEH LHS

2 IAM A8 HBMOIM A IS M 2 UE B XM,

2. create-listener BHE AI&5t0 LS tha 280 Y St= 7|2 7 E0| Rl= stLt olaf el 2la
HE ddgrL|ch HTTPS E|AL{E BHE [ SSL QIBME X8 of g LICt --ssl-policy &4

ooH

£ A83tod 7|22t olelel ssL HME X|HE + AU&LICH

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTPS --port 443 \

--certificates CertificateArn=certificate-arn \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

HTTPS 2lA&L4 F7


https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
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1. create-target-groupBHEE ALE5t0 CHY O ES AHFLICH

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE

2. CtZI 20| register-targets BHEE AFE5t0{ QIABIAE e O Fol SSELICH

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-Qabcdef1234567890 1d=i-1234567890abcdef0

3. URLO| X|ZE HHEH0| 2= B2 CHE T 20| create-rule BHE ArS3104 28 Ch 280
=23t A2 2laof| FIHELIC

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattexrn,Values='/img/*' \
--actions Type=forward, TargetGroupArn=targetgroup-arn

-
L

C ol 2= WM L CHy 50| Zeetx| FoM S 20| AME = AU&LICH

[0

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn

AR 7|8t 2t RE £} 13


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
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RIARA RH 4l 37| EBS =&(GB)
c5/chd

large 50
xlarge 50
2xlarge 50
4xlarge 100
m5/m&d

large 50
xlarge 50
2xlarge 10074
4xlarge 100
r5/r5d

large 50
xlarge 10074
2xlarge 10074
4xlarge 100
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Elastic Load Balancing
= x| 2 2lsH ok

otct 2ot 3§ 73
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2 YWEHMT} 25 4™
active_impaired

=2 Bt ESHRIT &7

2L WHMIt EBfE

failed
2L WHME ™Y + glaLitt
N
ZEE HEM &Y

access_logs.s3.enabled
| o4 & LIEFHLICE 7|

Amazon S32| HMA ZOE MHEEX
access_logs.s3.bucket
MM A 2304 CHEF Amazon S3 HZ! O|F &ILICE O] £ HMA 271 HEEl F<0l EH
CHE EZSIMR

BLICH REMIEH LI8 2 M4 27 S5t B

access_logs.s3.prefix

Amazon S3 H{Z!o| 2| x|oi CHet T AL L|Ct
client_keep_alive.seconds
x B2, 7|222 3600% LCt.

Z2to|ME ZHEtolE 2 (X B2

deletion_protection.enabled
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idle_timeout.timeout_seconds

7 Met Al 2(x). 7242 60 Lct

ipv6e.deny_all_igw_traffic

E{! 7O|EQ0|E S5l LHF 2= WMol CiSt ol 5t K| 2 M AT LK REIESE 2
HZH A of CHEF QIE{S! HO|ELOI(IGW) HMAE RHEFEILICE QIE{H 012 2= g Ao CHaH
ME falseZ, LHE 2= WEH Mol CHSHME trueZ MM ELICH O] 42 IGW7I ofl QIE{L!
HM|A (0f: |0, Transit Gateway ) & AtEHSHX| eE&LICt. AWS Direct Connect AWS VPN

OlE
|_
(=

routing.http.desync_mitigation_mode

OHEE|7|o|Mof| 2ot 2[HE Zele &= U= LTS EE YWHMoM MeElste WS Z™ELICtH
o |. 7

7}t Zt2 monitor, defensive 2! strictest &L |2Zt2 defensiveL|Ct.

routing.http.drop_invalid_header_fields.enabled

S ZHEJ UE HTTP SIHE 22 YW M(true)E S5l MHE K| L& CHif(false)2 2 EIRE
& X| {8 E LIEFHLICEH 7|82t falseLIC Elastic Load Balancingdl M= S &8 HTTP il
O|Z20| HTTP ZE 0|E HIX|IAEZ|of MHE Hiet ZHo| M7 EfHAl [-A-Za-20-9]+2 E58lok
gLct Z O|F2 A<xAt EE= SHO|ES 2 74 |ofof BfLICH Ol EHE E36HK| 2= HTTP 3
HE QM M7Hst2dE B trueE MEHFLICEH

routing.http.preserve_host_header.enabled

Application Load Balancer7t HTTP 2&0i Host SICHE E &5t 843 gi0| CH&rof & 38HoF 5t
X| 048 E LIEFHLICE 78 22 truelt falseQlLICH 7|22 falseQIL|CH

routing.http.x_amzn_tls_version_and_cipher_suite.enabled

S E TLS HAt of 5 J5of cHet HEE Z&ste F sl(x-amzn-tls-version & x-
amzn-tls-cipher-suite)7t CH&f o MEE|7| Toi ZE2I0|ME N FIHE[=X| iR E LIE
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Ch. Z7|2gt2 falseLICt

routing.http.xff_client_port.enabled
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Xl o8 E LERHLICE 7158t 242 truedt falseQLICH 7|22 falselL|Ct.
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routing.http.xff_header_processing.mode

O|& AF&35l04, Application Load Balancer7t CHA O 23 ELH7| Hol HTTP 29| X-
Forward-For SlEHE +%, E& E= MNAHY = UA&LUICt 7t58 22 append, preserve &
remove ILICt 7|22f2 appendLILCt.

b1
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routing.http2.enabled

HTTP/27t & J&t IR =XIE LIEFLICH 7|22t 2 truedLICH

waf.fail_open.enabled
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2. EfA
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4. 2l&

Application Load Balancer 2lAA M= 7122t HI'H A CHA #o|2le F 7HX| E7|E A 8E = 9
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fixed-response 20| =M sl 2}t 2|C[2M CHA S| URLO| HAHA 20i 7S E L
Ch XEAISH LI 2 HMA 2 &5 CHAE R TSR, 438 fixed-response 2| T+ E
HTTP_Fixed_Response_Count X|E0| 2D ELICH XtM[EF LI 2 Application Load Balancer X| &
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create-rule & modify-rule &

tode xIHE + UaLIch XHME LIS
L—
X -

|HE e 22 HAIX| 220 U

[
{
"Type'": "fixed-response",
"FixedResponseConfig": {
"StatusCode": "200",
"ContentType": "text/plain",
"MessageBody": "Hello world"
}
}
]
X CF Xto4
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CORS(Cross-Origin Resource Sharing) L782| 242 182 &+d3l5t24™ SameSite=None;
Secure?l Z & L|C}H 0] AL Elastic Load Balancing2 § | £7|& MAMsi=0
AWSALBTGCORS, 0| Z7|0ofl= ¢le 184 F 7|2t SUet WE ol 0] SameSite £ Het HE 7t
ZEELICH EEI0IIEE & 7|8 2F AL CH

TAE BEHL =EE M 22 XI-EY = UA&LICH REMEH LIE 2 create-rule & modify-rule B3
£ HZsHL. OhHE U2 EE XIYE Y 252 MEELICH

[
{
"Type'": "forwaxd",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]
Example & 72| 7}& CHa 2&0| /e T 2ol of
Ot Y2 Z ChHd 59| 7IBXIE 7IECRE KIHE F oy 280l 238 HEFLIc
[
{

"Type'": "forwaxd",
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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Elastic Load Balancing

"ForwardConfig": {
"TargetGroups": [

{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/green-targets/09966783158cda59",
"Weight": 20
}
]
}
}
]
Example 10| &gt E Y 29| of
CH&f 2 & 0] of] 7HR) ME &0l I stLt of&fef el a &0l 1 Ml4d0] &3t zlo] /o Ol
AN OE NS gAstslor Lt
CHe X2 CH4 28 18 7158 A5t 23S XINE T iy 21§02 MPELICL 1% 77|
7t ZEREIX| A2 2FH2 7 oy 2&2| 7tExlof wet et E LIt
[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/green-targets/09966783158cda59",
"Weight": 20
}

1,

"TargetGroupStickinessConfig": {
"Enabled": true,
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"DurationSeconds": 1000
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Action types

‘ (C) Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ ) Return fixed response

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port

To retain the original port enter #{port}.

‘ HTTPS ¥ | 40443 ‘

1-65535

[ Custom host, path, query

Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Status code

301 - Permanently moved v
Cte mE2 Yl Z2EZE, ZE, SAE 0|F, #2l Iet0|eHE Z&stsE URLES ¥+ 2|C|E
ME dHst, #{path} 7|HMEE AIE5to =HE B2EE MIELICH O 82 "#{protocol}://

i
#{host}:#{port}/new/#{path}?#{query}"'2t S L& LIC}.
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Action types

‘ () Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL  Info

Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

‘ #{protocol} v | #{port} ‘

1-65535

Custom host, path, query

Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

#{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -,;
and wildcards (* and 2). At least one “." is required. Only alphabetical characters are allowed after the final ".” character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

[fnew/#{path}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: _-.%/~""@:+;
& (using &amp;); and wildcards (* and ?2).

Query - optional
Specify a guery or retain the original guery by using #{guery}. Not case sensitive.

‘ #{query} ‘

Maximum 128 characters.

Status code

‘ 301 - Permanently moved v ‘

Example 0f CHEt 2[C|24 2Fd 9| 0f]: AWS CLI
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"Type": "redirect",

"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"

L

2t QXO| SAE O|ES 7|HIOE BIREEILICH RIMEH LIS SAE ZH S FEFAL.

Q™ HTTPIIHE 7Pt 2 BIREELICH AHAIEH LHE 2 HTTP 5l £74 EhHE & ZE5HA|

http-request-method

2t QMO HTTP 2™ HMEE 7|82 Bt FLICH RHMIE LISR HTTP 28 HME Z=ZA &
HE HZSAR.

path-pattern
RYEURLE Z2 HEHE 7|HIC 2 IR ELICH RAtME L1882 T2 21 HEHE B ZTstM 2.
query-string
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source-ip
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Zt FElole MEIX O 2 host-header, http-request-method, path-pattern % source-ip
ZH B otLt ole2 Z&eE = Aot £t ZF #EolE MEIMO 2 http-header & query-
string 274 & stLt O|& 2 Z&EE £ U&LICH

Z=UT Zz|oh 3702] Lx| It 2t :
HTTP &l gkt Bl & %0 3712l EXtEE XISE + U&UTh. EArd & stk HTTP sl g
LA[StH =70l SFEUCH 2= SXL0| ARGt | 27 5tedH UA| Btotch =7 5tLhE 2

L|C.

TR 2o 5700 Y WIS KIME 4 UALICH o8 S0f 27 574 ZZholl Lzl B shLbA 2

MO

http-header, host-header, path-pattern, query-string Z742| x| B7toi tLUEFIE
AHE ZEAIE = AsLch #3E dUEFE EX= 5702 AIBHE L CY.

HTTP Sl 218 AF85t01 REO  HTTP SIHE 7|Ee 2 2 ¥ ct*Esie Aig 788 = /Ua
LiCH E& £= ASKH XY HTTP sl HEQ| 0|2 X1 £ UA&LICH
CH/A2AHE FE6HK| ef&UCH B EXtEol M= *(07H olg 2l EXt YxI)

OHS L 2 HE 1) 2742 KIHE 4+ ASLICH RMIE LIS create-rule X modify-rule B
X & sfLiol YxI5He User-Agent SICI7H 2= 280l ol

[
{
"Field": "http-headexr",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]

HTTP &l =7 58


https://exampleloadbalancer.com/advanced_request_routing_demo.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify_rule.html

Elastic Load Balancing Application Load Balancers

HTTP 28 HME =7

HTTP 2% HME 2718 AL85t0f 2Ol HTTP 28 HMEE J|#oZ oM sleelss Talg
T & QlaLCh EE TE ASX XIE HTTP HAESE XIE & olaLich Uz BIts ti/AR
AHE TEHLIC Uests 2R XIMEX| o0 2 HAME olEo| HEs| Yxlsob gLic

GET & HEAD R8s sde §42 = BteYsts X0l F&LICH HEAD Lol THEt SEO| H&E
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Example of| CHEt HTTP HIME Z=749| o AWS CLI

TAE BEHL =HE I U XIEY £ UA&LICH REMEH LIE 2 create-rule & modify-rule B3
g XM g 22 XIHE HAMEE AI8sts 230l ols SFELICH
[
{
"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
}
}
]
SAE XA
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{
"Field": "source-ip",
"SourceIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
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Version: 3 (0x2)
Serial Number: 01
Signature Algorithm: ecdsa-with-SHA384

Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Validity
Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 ©00:57:57 2029 GMT

Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
00:01:02:03:04:05:06:07:08
ASN1 OID: secp384ril
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

2. 0924 215 M (PEM 212 ).

# comments

Base64-encoded certificate
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X-Amzn-Mtls-Clientcert-Serial-Number: @3A5B1
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X-Amzn-Mtls-Clientcert-Issuer:
CN=rootcamtls.com,OU=rootCA,0=mTLS,L=Seattle, ST=Washington, C=US

X-Aman-Mtls-Clientcert-Subject
Ol sllc{oll= F#|el 1] O|& (DN) 2 LIEIL= RFC2253 EAtE 0| & k|0 /A& LICH.
&l 281X oAl
X-Amzn-Mtls-Clientcert-Subject: CN=client_.com,0U=client-3,0=mTLS,ST=Washington, C=US
X-Aman-Mtls-2 20| E QUM 54
O] 3ol = 1S08601 Ao B2 M7t £ 8 E|0] QELICH notBefore notAfter
3l 2EI= oAl

X-Amzn-Mtls-Clientcert-Validity:
NotBefore=2023-09-21T01:50:17Z;NotAfter=2024-09-20T01:50:17Z

X-Aman-Mtls-ClientCert-Leaf
0| sll{of= Xt EXI2 EA|IE 2|=Z Q15 MO URLE Q1A Z = PEM &@4l0| 50{ 9&LICH +=/

sl 2EI= of| Al

X-Amzn-Mtls-Clientcert-Leaf: ----- BEGIN%2QCERTIFICATE----- %OAMIIG<...reduced...>NmrUlw
%OA----- END%2QCERTIFICATE----- %0A
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--conditions Field=path-pattern,Values="/login" --actions file://actions.json
Ct2 2 authenticate-oidc ¢ 2! forward 242 |oof_ actions.json IO of AL
Ct. AuthenticationRequestExtraParams= QI8 &S¢0t IdPOf| &7t metO|EE MEE = ULSE
SHBELICt X|#Els HEQIX| #lsieiH X8 88 35 XUP M3ste dBME HZESMR

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
},
"OnUnauthenticatedRequest": "deny"
},
"Order": 1
},
{

"Type": "forward",

"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",

"Order": 2
1]

CHH2 2 actions.json ¢ 2! authenticate-cognito XS X|HStE forward T O| of L]
Ct.

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
idll’

"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
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"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,

"Scope": "email",

"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"

},
"OnUnauthenticatedRequest": "deny"
},
"Order": 1
},
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
]
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& 37|17 11K HIO|EE Z15tH 2E WHM = Z20|HEN|AH HTTP 500 2 FE dtetsto

9. Application Load Balancer7t #7|& A& 5t A& At HEE X-AMZN-0IDC-* HTTP &l M E
|

ooz MEELICH AiMet HE= ALSAH SaiY Q15T 2 ME &0lg &Rt .

10. CHAF2 Application Load Balancer0l| SE& ™M&&rLICH
=

11. Application Load Balancer7t |5 &2 AFEXto{| A &S & LICH.

2EM

QES 1~1MEHE HxIH £4 QB2 o~1MEHE HELUCH &, 2E 24 282 Z7|7t &
2L|X| o2 &t

OEtA|0| A A|ZHEILICE.

AWSALBAuthNonce #7|= AM&Xt7t IdPOIM 2158t & R sllHol| FIHELICEH Application Load
Balancer7t IdPO|M 2IC|EM @S ®E|sts WAl2 HEE|X| k& LCt

IdP7} ID E20M &2t M2 DE EZE MSdte 49 Ec WHMHMes ME IE EEE XM
MM AMBt AlZtol Z=OHE|7{Lt IdP AHE2 D& 0| A& 77t R| M A EZO| BF2E miotct o E
ArE35to AHEX 22 ME TEILICEH AFEX7F 23026 M2 T E 0| Alufst £
E ASXHE IdP Mt 20 A=EZQIER B|C|HMELICE O|ZEH St AFXI7F 23018 £ 2=
HEA ML MME SEE & USLICH RIMISE HEE MM A AlZHE & XFHMIL.

(® Note
FI7| 2= Q15 AM B2t ChELICEH 7| B E 7|9 £40|0H 722 MYELICH 2IE
MMeo| A Zol= 215 7|5 2| Application Load Balanceroll A A&l M4 &8 Alztod| et
ZA™MELICE o] MM XMBH AlZH2 OHEHIHRIZ & 35tH6t 1F 77| gtoll =& E Lct

AR BRI Q1Y U M =l
EC WHME MEXIE UBHoE QB E £ |dPolM s AIE AHE R 2EIYUS Chafof & &L
EC WHME ofZ2|7|0| M0l MBS Elstn Zoiol 2= WHMM HEEISS & =
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£ AER SelHoll MBELICH

EC #MHME= ChE HTTP SIC{E F7tELICt
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x-amzn-oidc-identity

>

12X ME A= ZQIEO| K2 TS (sub), Ukt HAE,

o1 -

o ote Soide &Y MEXE Mdsts 7HE £2 YHelLich

X-amzn-oidc-data

ArE X 28, JSON & EZIWT) 4.

HMA EE LU AISK 282 ID EE20 CHELICH HMA EE L AFSK 22 HH 2lAA0
CHEH HM AR 3{&5HK|TH | E—E—% MEBXE 2IE5H7| -‘?—?_F MEE
Load Balancer= AIEXIE
SR ID EE HEE EE*%PXI EFSL—IEP.

g 2t L|Ct. Application
EZu 20 sHll=of ™

O[2{Et EEE JWT 4= WEX|THID EZ0] ob Ut JWT B 4ol = base64 URL 422 Q13
SE FH, Ho|Z2E L MHEOo| T E|1 Zof miE EX7F ZEELICH Application Load Balancer=
ES256(P-256 2! SHA2562 AF235t= ECDSA)E AF&35H04 JWT MBS Mgt

JWT sll= CHS 2271 = JSON A L|Ct.

{
"alg": "algorithm",
"kid": "12345678-1234-1234-1234-123456789012",
"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",
"iss": "url",
"client": "client-id",
"exp": "expiration"
}
JWT HO|Z2E= IdP AHEX HE AEZQIENM = AlE ASX 20| ZE E|= JSON 2 L
Ct.
{
"sub": "1234567890",
"name": "name",
"email": "alias@example.com",
}
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RS WHAE NSX FAUS YL 54X 87| T20| HTTPSE HSHTS iy 2
740l Z&LICH HTTPE AFRSIE 8 CHY 182 748t B9 HEA| 2ot 1
2 2= WRME lc|MsHok B

ot2 Q5 Z U 7|dto 2 HEt Ho{E L35ty
I:01| 0f| 4 Application Load Balancer ARNO| Z &t £|0

HEE 7|8 7tXedH JWT slHolAM 7] IDE 7121 o] HEE A&t A= ZRIENAM HEE
£ Z3[gfLIC ZF Aws 2[Tol CHet A= ZIEE= Chst Z&LCh

https://public-keys.auth.elb.region.amazonaws.com/key-id

9| AWS GovCloud (US)Z® A=xQlE &= STt Z4&Lch

https://s3-us-gov-west-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-west-1/key-id
https://s3-us-gov-east-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-east-1/key-id

CHE ool A= Python 3.x2 HEE| 7|& 7IX2E Y-S 2oiELICH

import jwt
import requests
impoxt base64
import json

# Step 1: Validate the signer
expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id'

encoded_jwt headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headexrs)
received_alb_arn = decoded_json['signer']

assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from JIWT headers (the kid field)
kid = decoded_json['kid']

# Step 3: Get the public key from regional endpoint

AER 28Y 12T A MY
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C

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)
pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

rr

= oo M= Python 2.72 THHEE| 7|18 7KL

g HoiELICh

import jwt
import requests
impoxt base64
import json

# Step 1: Validate the signer

expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/

app/load-balancer-name/load-balancer-id'

encoded_jwt headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_json = json.loads(decoded_jwt_headers)
received_alb_arn = decoded_json['signer']

assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from JIWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])
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- EZ 2tolEB{2lE JWT & A9| Application Load Balancer 215 E20i Z& & mi2nt S &E|X| o
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LIAMO MHEE LOGOUT AEZQIE)Z

- |dPO| 220t AEXZQIET} R B2
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HtE)E FEELCt HTTP
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H HEZE HTTP SIHE= X- Forwarded MTAIE

X-Forwarded 3l|C{& X[HErL|C}.
HTTP @3Zoi CHEt REAMIEH LK

X-Forwarded &l

e X-Forwarded-For

» X-Forwarded-Proto
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e X-Forwarded-Port

X-Forwarded-For

X-Forwarded-For Q% SI{E= HTTP EE= HTTPS Z2E YHAME AI8E M ECI0|HES| IP F
AE AMYEst= O E82 &L 22 WH M7 22I0[MELQ M 7He| EEfEE JIEA 7| IHE

ol M HMA ZT0] 2 HHMO| IP FAD 2 EILICH Z2I0|MEQ| IP FAE &Ql5HE{H
routing.http.xff_header_processing.mode £ AFE3IAAIR. O] S AI& 35104,
Application Load Balancer7} CHA Ol 22 ELHZ| ol HTTP 2% 2] X-Forwarded-For SHE +
M EE E= MHE = JU&LICH o] £Moi AH8 7ts#t 242 append, preserve & remove &LIC}.
O] Mol 7|22t2 appendLICt.

/A Important
X-Forwarded-ForsiHE 2o Q80| L &g + ez FolsiM ALEstok &LICH HE
/3 Lol M MHst A EZ &l AAHEM 52 FItet 0t ollE 52 A =+ Ues

Hoz 7t5x8 + A&L

Append

718X 2, Application Load Balancer= X-Forwarded-For % slC{oll 22I0|M1EQ| IP FAE
XMESE D o] SeHE MHZE MEELICH X-Forwarded-For 8 SlC{7} #E& @™o 28 E|X| of
2 42, 2C YWHME SC0|UE IP FTAE QF UC 2 AH&3510{ StLIE M/ ggLIch %X e
™2 WHM7I FCH0IUE IP FLE 7IE &llCfo|l F7IE o g ol sIHE MHE MEELICH X-
Forwarded-For23 dl|lHol= €lE2 22T 042 IP FA7I Z&E = JU&LICH

r

X-Forwarded-For 8 dlHo| &¥Ale ct2n &Lt

X-Forwarded-For: client-ip-address

ct

1jo

2IPFA71203.0.113.72 2EI0|HE Q| X-Forwarded-For 273 | L|C}.

X-Forwarded-For: 203.0.113.7

CI=S2 IPv6 TA 7} X-Forwarded-For®l 22}0|HEC
2001:DB8: :21f:5bff:febf:ce22:8a2e L& sl L|Ct.
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X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

Z2I0|ME ZE BE £ (routing.http.xff_client_port.enabled)0| 2E Sz A0 &
M3etEl B2, X-Forwarded-For & 3|HMl= client-ip-addressO F7tE|= client-port-

number2(E) ZEELICHEERSE T&). 0|F dlE{el EAI2 2 Z &L

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

IPv62| B ZE WHM7t client-ip-address2(8) 7IE€ s F7I5tH FAE CHEEZE F&
LIC}.
CIS22 IPv4 £A7112.34.56.780|1 5 7} 808021 E2I0|HE Q| X-Forwarded-For 28

Sl LICE
X-Forwarded-For: 12.34.56.78:8080

2 IPv6 47} 2001 :db8:85a3:8d3:1319:8a2e:370:73480|11 L E 15 7} 8080¢2! Z2}0|
O| X-Forwarded-For % dll{lL|Ct.

o
Cr=
1E

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve
%89 preserve ZEE 2= MEE|7| ™| HTTP 22| X-Forwarded-For &7} 04 &
Aoz £ME|X| AT E &hLCt.

Remove

&9 remove EE= CHY 2 MEE|7| o HTTP 232l X-Forwarded-For &l|lEHE A 7{EL
Ct.

(® Note
Zol0|ME X E B & £/4(routing.http.xff_client_port.enabled)2 E43ststn
routing.http.xff_header_processing.mode &£40{ preserve EE= remov

[0)
fjo
—~
M
N—
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AI_-|EH%I- Z:

= 2o el CHEd S 2

LICH.

Application Load Balancer=
M&E|7| Foll X-Forwarded-For &l|lC{7} B4ZAE|X|

El‘Ollo_'iE XTE H |=|—7l<— —/ﬁl\—A-|c> XHK.IO'E

CHZ Zof append, preserve, £ remove ZE & 5tLIE MENE [} CHA O]

For &lCi2| o X|7t LEet R&LICE O] oiM|od| A OFX[E Zo| IP F4A

20| XFF &l
2l o424 Zzjo|H
EIPFAE X
& 5tod MSEL
Ct.

27 oA

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4,
127.0.0.8

XFF(append &2

E)

X-Forward
ed-For:
127.0.0.1

X-Forward
ed-For:
127.0.0.4,
127.0.0.1

X-Forward
ed-For:
127.0.0.4,
127.0.0.8,
127.0.0.1

X-Forward
ed-For:
127.0.0.4

X-Forward
ed-For:
127.0.0.4,
127.0.0.8
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242 AME8H X-Forwarded-For 8l £, §X| EE= X7

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LICt.

£ ol 2E WRINE MeELCH
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X
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™
o
rllIo
_L
:I:
ok
r
_lTl_

£ A&3t04 X-Forwarded-For S|HE =74, E& E£= XM7{5t2{™ AWS CLI

routing.http.xff_header_processing.mode &1t &7 modify-load-balancer-attributes &
HE AL ELICH

X-Forwarded-Proto

X-Forwarded-Proto 28 dl|{= Z2t0|AEJ EE WHM HZ0| AI8E ZEEZHTTP E&
HTTPS)2 AlHste Ol =2 ELICH ME{ HAMA 2ET0= M 2= WA ZHol AHEE EEE
S0 23 E|o] IS, ECI0[HES 2= WHM 7Hol| AASE T2 EZ0of CHet HE = Z &[0 UXK|
f&LICH EEt0|iES ZE WRHM ZHo| AFSE Z2EZ 2 & 0Q15t2{M X-Forwarded-Proto 52’8'
SIHE A8 3HAA|2. Elastic Load Balancing2 X-Forwarded-Proto 238 dlHoi E2t0[|iES 2
E WHM 7Ho| AE8E ZEEZE S ME ST AHHE SIHE M ELICE

OHZ 2|7 0|MOo|Lt & AFO|EE X-Forwarded-Proto & S| XHEE Z2EZ S AI235}10q &
URLEZ 80| 2lC|HM £|= 5§ §hLct.

X-Forwarded-Proto 3 dlHe| ¥AI2 CtS1t Z&LCt.

X-Forwarded-Proto: originatingProtocol

CHe ollRlol= HTTPS &2 M 22+0|ME0l M AIRHEl 220l CHEH X-Forwarded-Proto 2%
SIEA7t & Elo] USLICH

X-Forwarded-Proto: https
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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X-Forwarded-Port

-Forwarded-Port 28 iz 2CI0|VUETI 2= WA od40| AFRE CHA T EE AHES = O
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5.

6.

ElT B0 Ef 2t 2|E MEHSHL|CY.

b. EH1E YOO|EStEdE 2lALHE MEIELICE
2lAL] BelE MEfE CHS, el 22lE MEfELICEH

c. Ef1 o /= HAEE MEHFI0{ BT RO M 2lA L M8 HE H0|X[E LIC}.
Ef 2|8 MEdEFLICE.

Ei 22| H O|X[0| A StLt O|& o] 2fds ~&-FHAAIL.

a. E1E HOIo|EStEd™ 7| & 2ol Aj Zf2 =dghLCt

b. Ef3E FI}sted™ M Eil2 F7IE MENSt D 7| & Zhof| Zf2 =dghLct

c. EHIE AXlstcd™ e 22| MHE MEYFLICH

ok

Ef1 AUCIO|EE O 73 Abeh X{Z(Save changes)2 AE4&FL|C}.

£ A83tod 2lAaLHe| Ef 2§ C|o|EstE{E AWS CLI

add-tags 2! remove-tags HHE AFSELIC}
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aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=false

{
"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "false"
by
]
}
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{
"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "true"
},
]
}
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stickiness.enabled 2! stickiness.lb_cookie.duration_seconds &3t &7H modify-
target-group-attributes BES AFS & LICH.

CHS BEE A8stod 71z 7|8t 18 g E-dstErLict

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true
Key=stickiness.lb_cookie.duration_seconds,Value=time-in-seconds

CHS ol 2t RALStAH &3 |ofof grLCt:

{
"Attributes": [
{
"Key": "stickiness.enabled",
"Value": "true"
3y
{
"Key": "stickiness.lb_cookie.duration_seconds",
"Value": "86500"
1,
]
}
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a LSS
b. 1 FEA ofZ2|70|M 7|8t FF|E MEHFILICY.
c. [Stickiness duration]ollA 1= 0A 7 Ato|2] Zt2 R ELIC

F 7| O|§0l= AWSALB, AWSALBAPP = AWSALBTGS(E) AF83tX| OtMIR. O] Ho{z= EE
WHMHM ALSSHE S of|2FE|0] RU&LICH
e. HIAY MYE MEFLICH

2 AR 5t0f OfZ2I70IM 718 TRAS EAdst52{H AWS CLI

[=1—]

modify-target-group-attributes WEE CtS &40t 74 AFSELICH.

* stickiness.enabled
* stickiness.type
* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds
OHEZZ|7o|M 7|8t T HE & 835tsioi™ Ot2 BE2 AFSELICH

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true Key=stickiness.type,Value=app_cookie
Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name
Key=stickiness.app_cookie.duration_seconds,Value=time-in-seconds

CHZ o2t fAtStH £23E|o{oF BLICH:

{
"Attributes": [

{
"Key": "stickiness.enabled",
"Value": "true"

1,

{
"Key": "stickiness.app_cookie.cookie_name",
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
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"Value": "MyCookie"

I
{
"Key": "stickiness.type",
"Value": "app_cookie"
I
{
"Key": "stickiness.app_cookie.duration_seconds",
"Value": "86500"
I
]
}
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
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AWS Management Console2 AtE304 CHY O &S M5t Lambda & +E SSE5tH ZE2 ME
XHE CHAIGEO s HEHS Lambda & = Aol F7HELICH O] eto ™, C4 %
A83to] B8 S5 ¥ add-permission BHE AFE3510{ Lambda &2 S &£E
Load Balancing T&t2 £ 043l 0F gfL|Ck. AWS CLlaws : SourceAccount %! aws:SourceArn &7
7|18 M85t &+ 2ES |§>5._| CH& DE S 2 MEtets 2ol E&LCt AFAMEH LIS IAM AFE A
PHMel EsE OElAt &

aws lambda add-permission \

--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \

--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \

--source-arn target-group-arn \

--source-account target-group-account-id
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https://exampleloadbalancer.com/lambda_demo.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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2. EM Zo| 2 g Al(Load Balancing) OF2H0|A CHAY 1 & (Target Groups)2 MEHELICE

3. [CH& & ‘d4d(Create target group)]= MEHEFLICE

4. CHY RE|A Lambda &8 MEHELICE.

5. [CH& & O|&(Target group name)]oll CHA & 2| 0|2 U=&rLICt

6. (MEH ALE) AEH 2 Q12 EAd3t5ted™H AEH & Ql(Health checks) MM 0l M & 43}t (Enable)E &4
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https://docs.aws.amazon.com/lambda/latest/dg/versioning-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-traffic-shifting-using-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/resource-model.html
https://docs.aws.amazon.com/lambda/latest/dg/limits.html
https://console.aws.amazon.com/ec2/
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create-target-group 2! register-targets WS AL EFLIC}.

EE WEHM0|A O|HE 41

2 WHME HTTP L HTTPSE S8 Q&0 CHst Lambda &€ x|'°r_§. LICt 2E YHME=
JSON Ao 2 O|HEE ME&ELICH 22 WHME X-Amzn-Trace-1d, X-Forwarded-For, X-
Forwarded-Port 2 X-Forwarded-Proto sIHHE 2 E 2% —’Fﬂﬂl—lq.

content-encoding SIE{7} Qo™ ZE WHME EE S Base64Z QAT ST
isBase64EncodedE trueZ Mg LICH

content-encoding dl{7t @124 Base64 212 E 2 2HEX R ‘|| k2t CHELIC
text/*, application/json, application/javascript & application/xmI¢! 3

M& 51 isBase64EncodedE falseZ A™ELICH 2FHX| 95*9':‘5 2EC HE”.E;'A‘IE =T 2 Base64
2 913 Y35l 1 isBase64EncodedE trueE AMELICY.

CE2 OHE oi| M| JLCt.

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doect831eec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)"
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

},

"isBaseb64Encoded": false,

"body": "request_body"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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LICH 2= WHME 2= E C|ZF5t0q Hio|L{2 2&

A8 50157 0l ZHAE HTT

EC HHME= EEE 2 hop-by- hop SIHHE £33 5tK| et&LICt Connection Transfer-
CtO|AEO| &S| Mof| 2= WAHMIF HFESH7| MZ0i Content-Length

EH
m|0
i

ClS AFE 2 nodejs 7|8t Lambda & 42| & o M| L|C}.

{
"isBaseb4Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
b
"body": "Hello from Lambda (optional)"
}

Application Load BalancerEF At &S 5t= Lambda &= & 2!0d| CH3H M= github2| application-load-
balancer-serverless-app2 X M. OtL|T Lambda 2£ 2 ¥ o E 2|7 0|4M, o Z2(AH 0| M
Mg MEfS CHS ol AWS Serverless Application Repository & 3tLIES MEEFL|CY.

- ALB-ZC}-EtZU-S3 UploadFileto
- ALB-ZCt-EtZU- BinaryResponse
* ALB-ZCt-EtZU-IP WhatisMy

Z2to|UE S| 2 E= Lambda & 2| SE0f CtE 2f0| U= a7t Z& E|7HLE, S YE 5l 7t o
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https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://console.aws.amazon.com/lambda
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http://www.example.com?&myKey=vall&myKey=val2

72 EA2 AEY Ef EE YWHME ZEI0|MEM HSE OHX[ 2fE M85t

queryStringParameters& At&3dt0o{ HZ| EAtY ut2tOlE{7t Z&E O|HEE ™MEELICH CFHS

o2 EHESAAL.

"queryStringParameters": { "myKey": "val2"},

op
rn
n
X
lo
N
N
jo
Ha
qn
>
oo
9'|_|
kl

CHE 2L SIHE M8E B2 2E WHME ZC0|HENAM ™ 2
multiValueQueryStringParametersE& AtE&5t04 22| EAtE ut2tO|E{7t Z&El O|HIEE ™S
ZLICH CHS & HZESHAAIRL.

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] },
OFEH7ERIE, EE2H0IAET S0l 77| F 707t /e REE ME et 7 Ehct

"cookie": "namel=valuel",
"cookie": "name2=value2",
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Elastic Load Balancing

"headers": {
"cookie": "name2=value2",
1,
CtE U SIHE AME8E B2 2E WHME ZEI0|UENM MESE F 7o F7|E 2F ME5t1
multiValueHeaders& At&35t0{ 3|7t L& & O|HIEE MEFLICH CFS ol E HASIMAIL.
"multiValueHeaders": {
"cookie": ["namel=valuel", '"name2=value2"],
1,
2| ot2t0/E7F URL QI2 S El 49 2E W M= siE mt2t0|EE Cl|2E5HX| et &LICH AL AE7L
2ot ol 2 clzEstof FLCt.
Ct& 24 slc7t /e 8
SCiol A El= EE OIE2 Uiy O&2| ttE & sl E gdstst=X] ofRof et EHetELc o3
7k ] ! headersE & 438 B2 multiValueHeadersE AF&3HoF & LICH
72 LS ASE FR Y FIIE KIHE = UA&LICH
{
"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly
"Content-Type": "application/json"
1,
}
CtE gt SIHE gd3te 2« o321 20| ode] F7|E X|%-dsHok gfLct.
{
"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8

2019"],
["application/json"]

"Content-Type":
1,
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https://console.aws.amazon.com/ec2/H| A Amazon EC2 £ & ¥LIC}.
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2. ErA &9|Load Balancing Ot2H|AM CH&f 2§ S MEHELIC.
3. O OE2o| 0|2 MEISo| MF HE Ho|X|E HLCt.

4, & NF HE =Ho| K4 Mol HES MEHEFLICE

5. OE 2t SIHE MEHSEHLE MEH F|AEL(Ct

6. HZEAE MEE MEHELICH

£ AMEstod OhE 2t sIHHE & d3tetc{™ AWS CLI

lambda.multi_value_headers.enabled &4t &7 modify-target-group-attributes BEE AtE
glct.
=]

FO|

—

S Ef *

Jtok
futor
0x

3t

7|8%o 2 ME| EQl2 1ambda 8ol CHA O E0f CiaH H|&H A4S EILICH. Amazon Route 538 A2

5t04 DNS & Ol =X|E F345t7| @I AE &olg &-Hste = U&LICEH Lambda &= AEf &2l

O’Soﬂ °':*0P7| o F-E— EZ MH|AQ| HEHE &QlE &= U&LICH Lambda & +2| SEO| AEY
=

H ol *'MH7P Route 5301 S ELICH 2] ofZ (70| ARz T
I.

CHHS 2 Lambda &0l TS E[= &Ef £l 0] A P 2l ofH
017 & = Qlstcd™ ALS Xt oll0|THE EE0o| g2 S QIEtLICH &Elf & lo| AAEX} of0|HE

HealthChecker/2.0lL|C}.

"requestContext": {
"elb": {
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https://console.aws.amazon.com/ec2/
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"targetGroupArn":
"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
+
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

},
||body||: n ||’
"isBaseb64Encoded": false
}
ZE2 A8sto{ CHa D& o 4 el EQlZ g3}t
1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
2. EfM &9||oad Balancing Ot2{oil M CH& &2 ME4FHLICE
3. O 182l 0| MEsto] MR HE HO|X[E ¥t
4. I8 M5 HE Bo| e =ol dd MMM HES MEeigLIct
5. &E| EHlo|M Ed3tE MEELICE
6. WG AE MEE MEELICH

£ AE85to{ A T Eof CHEr AEl & ele & d35t5te{™ AWS CLI

--health-check-enabled M1} &7H modify-target-group HHEE AFZ EHLICE.

Lambda &+ S5§ F|A

EZHEE Lambd

&
Lambda & +2| S8

Q

Lambda & <E HIP2{H M CHa 282 MMst D, A &
TE & 0
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group.html
https://console.aws.amazon.com/ec2/
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forward - 2 YWHME & 40| X|IHE CHE cHol| e8He MEFHELICE

redirect - EE WHME= & M0 X|HE CI2 ™8 CHE URLE Z[C[EMEF&LICEH

waf - ZE YHHME QHEE Y S =2 ME SO St=EX| 048 E Z2HSH7| I AWS WAF 2 2HE
MEMELICE o|Ho| 2|85 =x[2 42 &2 HE 5l oF Bt AWS WAF EHEFRHE LI
waf-failed— ZE WEHM7I} QHEE of MEsiedn A|EZX|TH O] T2 MATF AT &LICEH
AWS WAF

ZO| RFC 72302 £ 5tX| &= B 2 WHME HMA 29| classification_reason Z =0 C}
I J SHLFE KEELICH REAIEH LI 2 Desync Mitigation Mode EHdE R 5HAIAIL.

Ic =l Classification

AmbiguousUri R URIo| ®o{ 2Xt7 Z & E[0{ U&LICEH B35

BadConten Content-Length 3|0l #+& 2498 = 7L &zt

tLength K& XL otil Zrol 2|0 RU&LICE

BadHeader &0l null 2&t EE= FHE|X| 2[E 0] Z & E[0] =Sk
AU&LICH

BadTransf Transfer-Encoding &l|CH0f| 2= &l Z2{0| Z & E| &z

erEncoding o{ A&LILCt.

BadUri Q™ URIM null 2x+ &= FHE|X| 2|E0| 27 oz

Tlof U&LIcH

BadMethod LE HAMES| FAlo| #ZE/R&LICEH oz
BadVersion LY Mo HAlo| EEIRA&LICEH &z
BothTeClPresent 2 Aoi| Transfer-Encoding 342} Content-L 23

ength SIC{7} 25 E & E|o] U&Lct
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Ic =L Classification
Duplicate Zt0o| Yt Content-Length SlIH7F o042 7H Q! 23
ContentLength &LCt.
EmptyHeader SICA7t Hlof UL et Rl £0| /&Lt 23
GetHeadZe GET == HEAD 2&oi CHBt 240]| 02! Content- & 7ts
roContent Length SIC{7F Q& LIC}.
Length
MultipleC Zto| MZ C}E Content-Length 3llC{7F o2 7 AlZt
ontentLength A& LIt
MultipleT 0424 Transfer-EncodingO| & L|C}: chunked &z
ransferEn il .
codingChunked
NonCompli &llHoil H| ASCIl EE= Ao X7 ZEEl01 ) HE 7ts
antHeader &Lt
NonCompli LY HHol| 2 E Zto]l Z& |0 &LCt. HE 7t
antVersion
SpaceInUri 2% URIO| URLO| QIR E|X| of2 ZeHo| = HE 7t
2 |of U&LICH.
Suspiciou UH QI A E H s 7|2 AF&5t0d 23
sHeader Transfer-Encoding &= Content-Length2 &1
steh = U= sle7t /&Lt
Undefined GET &= HEAD 2%oi| cisll H2|& Content-L. 23
ContentLe ength 37t Q& LICEH
ngthSemantics
Undefined GET EE= HEAD 8o Cigt Ho|& Transfer- 2%
TransferE Encoding 3ll47t {4 & LICt.
ncodingSe
mantics

2
x
[>
Hu
]
0
I
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o

MA 23

AuthInval
idCookie

AuthInval
idGrantErroxr

AuthInval
idIdToken

AuthInval
idStateParam

AuthInval
idTokenRe
sponse

AuthInval
idUserinf
oResponse

AuthMissi
ngCodeParam

AuthMissi
ngHostHeader

AuthMissi
ngStateParam

15 F7|7t &5t K| E&LICH

et o A=ZQIE Q| 01T SE 0 ‘code’2tE
{2l mtetOle7t & Lo

o
=

Q

2T

E

In 4r
o
o
0l
0lo
AL
2
fok
|>
|m
O:II

04
7t

C M
o o

! rﬂ'
o> |m

HEt 2of A= ZQIE 0| Q15 SHof ‘state’2He
22| oet0lE{7h gleLich,

o 9| error_reason E=0f| C}
2 |ZE &7} AIZILICE CloudWatch AFHA|
ALE Xt 21 EHHE BZXSHMAIR.

Al

I

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthError

ELBAuthFailure
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Sil=, =k 5|
AuthToken EEAEXZQIENM 2F SEHE@XX otE)0| % ELBAuthError
EpRequest &Lt

Failed

AuthToken EEWHMIIEZ A= ZQIER SAIE = Q! ELBAuthError
EpRequest &LCt.

Timeout

AuthUnhan EC WHMO| M2lg = i o7t &hdME  ELBAuthError
dledException L[CF.

AuthUseri IdP AFE A HE AEXZQIENM 2F SEH(2XX ELBAuthError
nfoEpRequ ot=)ol AU&LICH.

estFailed

AuthUseri 2C WAHMI}L IdP AH8XF HE AIEXZQIEQL & ELBAuthError
nfoEpRequ 2 = elgLich

estTimeout

AuthUseri IdPOil A BHEHEH 2ol 3 7(17H 11K HIO|[EE  ELBAuthUs
nfoRespon Zot&Lct erClaimsS
seSizeExceeded izeExceeded

7t Oie &0l cieh "ol AmfstH 2E WAME OIS 27F ZE § otLIE HMA 239

error_reason Z =0 A& grL|Ct.

ac M

AWSALBTGCookieInva 7tE % cha a0 &7 AH8 El= AWSALBTG #7|= |2 6tK|

lid A&LICH o E B0, 2= W M= F7| 40| URLE QI EE
[ O] 2L/ E HrEtErLICH

WeightedTargetGrou EC WHM| ME[g = e o7t wzi&LC

psUnhandledExcepti

on
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Lambda & 0] CHEt 0| ATt 2= WM HAM|A 29| 2F O|f HEO| CIZ 0lf 2
E & StLE MEELICH 8t 22 WRHME siE X|EE S7FAIZILICE CloudWatch RHAISH LIE 2
Lambda 2 & &S XML
= =22 Z 3%
LambdaAcc 2C WHAME Lambda &4+ 558 HEH0| LambdaUserError
essDenied A&L|Ct.
LambdaBad ZI0|HE o:‘g Sl == 2 20i UTF-8 24t LambdaUserError
Request oF Z3HE|o] QK| 2LoF Lambda &0 Al
&LiCt.
LambdaCon 2 HH A0 A Lambdadl ¢1Z2E £ &L LambdaInt
nectionError C}. ernalError
LambdaCon Lambda0fl @1Z25t2d= A= 7F AlZH Z0HEI}E  Lambdalnt
nectionTimeout LIC}. ernalError
LambdaEC2 Amazon EC27} & =7|38} & Lambdaol CHEt LambdaUserError
AccessDen HMAE HEZNE&LICE
iedException
LambdaEC2 Amazon EC27} & =7|3} & LambdaZ Mgt LambdaUserError
Throttled HeLCt
Exception
LambdaEC2 Amazon EC20{M &= 7|3t & o 7| x| & LambdaUserError
Unexpecte 0|7} MR &LICEH
dException
LambdaENI Lambdas WE2/3 QIE{HO|A0 CHEF MEE  LambdaUserError
LimitReac ZAsH7| 201 Lambda & 42| 440 X| X E
hedException VPCHM HES|T QIE{H0|AE Mg +=
&L|C}.
LambdaInv Lambda &=2o| E0| &2 E EA0|7{L} E4+ LambdaUserError
alidResponse LEJL FEE[ARELIC.
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=

LambdaInv
alidRunti
meException

LambdalInv
alidSecur
ityGroupl
DException

LambdaInv
alidSubne
tIDException

Lambdalnv
alidZipFi
leException

LambdakKMS
AccessDen
iedException

LambdakKMS
DisabledE
xception

LambdaKMS
InvalidSt
ateException

LambdakKMS
NotFoundE
xception

A4 04
= o

X|HE ™ 2| Lambda HEFO| X|HE| K| &
LIC}.

Lambda & 2| 40 X|™HE 2o O& ID7}
o]

Lambda &2 Mo X|HE HEY D7} &
(o]

LambdaOiAd X|HE &= zip US| FE E

= &L

KMS 7|0 CHet HMATF HEE|Q 7| I E0f|
LambdaOflA B4 Bdo| A S 31 E SHAIE =
AELICH Lambda & +2| KMS &S = Qlst
AMAI2.

X|HE KMS 7(7t HIEAHSHE[R 7] HZ o
LambdaOi|A{ &4 '.='_=|—’|‘—9| gS5E SHME =
gi&LICt Lambda
SHAMAIL.

u°l'
12
x I
<
w
N
nx
oA
mo
1
o

LambdaOiiM &4 Ho| A S5 E
o3& LICt Lambda &
SHAA|.

ESEN

I

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError
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LambdaReq
uestToolLarge

LambdaRes
ourceNotFound

LambdaRes
ponseToolLarge

LambdaSer
viceException

LambdaSub
netIPAddr
essLimitR
eachedExc
eption

LambdaThr
ottling

LambdaUnhandled

LambdaUnh
andledExc
eption

LambdaWweb
socketNot
Supported

Y =E2 37|17 IMBE =& LICH.

gcto| 37|17 1MBE F & L|Ct.

Lambda0l M LR @ {7t Ll &L|Ct

StL} O|&to| MEUIof| AF2 7ts8HIP A7 9

© 2 2 Lambda0l A Lambda & 01 CHEt VPC

HMAE HEE + &L

QHO| LT 7| 20 Lambda &7} A&t

A& LI

Lambda & £0i M 2|& 4= Qe 0d |7} LA

&Lt

ZE WHMo| ME2[E 4 els et Y&
LICE.

WebSockets LambdadliMH = K| HE| K| E&L

ESEN

I

LambdaUserError

LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaInt
ernalError

LambdaUserError

Ehst AWS WAFIH QF 7F er M St HA|A 2729 error_reason ZE0 CH2
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3= =k

WAFConnectionError EE WHMzE dAZAE = ol&LICH AWS WAF
WAFConnectionTimeout 4 AWS WAF A|ZHO| =1t E[RA& LICEH
WAFResponseReadTim AWS WAF Etlot2 3.

eout

WAFServiceError AWS WAF 5XX 27/ 7} dtetE|Qi& LICt.
WAFUnhandledExcept 2L WHMH| M2lg = e o7t 2hMRELICH
ion

27 &= oA

ChE2 23 E52| oM LIch 2ot 47| =5 BMAETL ofg] E0i| LIEH LT

ajo

HTTP &= oA

CH2 2 HTTP E|AL{(ZE 800IA ZE 80)E {3t 21 &= ofld|lLiCh.

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

Q 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "200" "-" "-"

HTTPS &5 ol

CHS 2 HTTPS ElAL(ZE 4430{M ZE 80)E Iet 21 &= oA LiCtH

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.086 0.048 0.037 200 200 @ 57

"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067
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"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-

east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02T722:22:48.364000Z "authenticate,forward" "-" "-" "10.0.0.1:80" "200" "-"
"-" TID_123456

HTTP/2 &= oiA

CHE2 HTTP2 2EZE fIEt 21 5 of | Lict

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" -

of|A| &= WebSockets

CF= 2 WebSockets ¢1301 CHSt of|A| 21 &= QlL|Ct.

ws 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 101 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1l@1" "-" "-"

of: 29 WebSockets &=

CIS 2 B2 WebSockets 91404 CHSt oA 22 S L|Ct.

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"
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1 2018-07-02722:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "1@1" "-" "-"

Lambda & =01 CHEH of|X| & =

Ct

0jo

2 MZ5t Lambda &4 &0l CHEt oAl 21 &= Quct.

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "-" ntorononon_non_n

Cl22 A3t Lambda &4 3ol chEt oAl 22 &=L},

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse" "-" "-" "._fm ©_»

CHM|A 21 Tl %2

CHAMIA 211
=z

HE7t

H AMO|ENM 20| B2 AR0lles 25 WEHM7L == 7[7IHIO|ECQ| LIO|EHE 21O TtUS Mg =
A& LICH line-by-line Z2 M| & E AF&3t04 O|H A Bt 2 22| L|O|EE & EI5HK] %% =T &L
2t EE Mel £F M2 M3ste BM 78 AF88lof & = &Lt ol & S0, Cist 22 2
METE AIE5to HMA ZOE A U MEF = JUsL ot

« Amazon Athenat= EZ SQLE AFE 3l Amazon S301 K& El C|O|E{E ZHHEIH 28 & Qe
shAl 2I2] MH|AL|C REMISH LI 2 Amazon Athena AF2 AR A O] Application Load Balancer
23 He| P2 FTSAR.

* Loggly

* Splunk

« Sumo Logic
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https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
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Application Load Balancer @M|A 21 &435}

2T WAHMo| CHe HMA 205 &M5te e 22 WHMII 232 XEE S
HafoF Bl HZlol M A 22 E ME Elastic Load Balancing ™82 04
Zloj| QloqoF &rL|Ct.

Tasks

« 1EHAH: S3 HZ! MM

« 2CHA!: S3 HAlo| H& 44
« 3EHA: HMA 2T 74

o ATHA| HZA! HE Eel

- =M siZd

1EFAl: 83 HA! 4

HMA 22 &M5HE e HFE Al HAMA 220] CHEF S3 BHZ!S K| &5l oF &Lic 7|& BHZlE A
5L HMA 2O M HIE MHE = UELICH HII2 OIS 2 F A2 &F56!oF &LCt.
Q7 AME
- HIIE 2= WAL ZH2 2o lo{of gfL|Ct MZ CHE A™EM B2l 22 SHHME AR E
A OlA
T AAI=||’|EI-

Amazon S3 2& 8 AI&35t0{ S3 HHZ!o| EHE MMdsie{™

1. https://console.aws.amazon.com/s3/0 A Amazon S3 &2 LICt.

2. HABETIE MEELICH

3. [Create a bucket] H|O|X|0{| M CtZot 20| AELICt

a. [Bucket Name]olAM HHZ! 0|52 =4§fL|ct. MEHSH O|E 2 Amazon S30i = ofHH 7|E H
Fl 0|20t E E25|X| otofof BHL|CH UL Z|MoA S HZ! 0|20 CHEt =7} AM|Bto| 9lg £
A& LICt XEMIBH LI 2 Amazon Simple Storage Service AFHE M A 2| Bucket restrictions
and limitations2 & X 35HAM|2.

b. AWS Z|7o| 4 2 WHME Y3t 2|dE MEFLICH

0
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
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c. 7|2 &330iA Amazon S3 #E|& 7|(SSE-S3)E MEHEFLICH

2EHA|: S3 B{Zlof| 22 44

>

HHZlol HMA 2 E M= Elastic Load Balancing H8H2 £045t= HZ! 20| S3 HHZ!oi| {00k
LICH HHZ! H22 HZAof CHEE AM[A HEHS Holst 7| @l HMA HA o2 2 El JSON E 2
gt ZF Boll= B Hstof CHE HE ot 7ol QA E 0| ZEE|0] U&LICH.

Yol ol0| e 7IE HAE A8 3= Elastic Load Balancing A& 204 CiEt 28 MY
off &7te 4= A&LIC 227 sts FR, ATl HM|A HEF EEe Totstod siiE &Eol M4
230i cHEF HZ! ol AM|A 3Ok 5= AFSREOI| A 2 e HEFRIX| & elste Zdo| E&LICH

A8 7 HME ¥t U ROl mhet cHEUICH AWS 21

0|8 7ts¢8t BI™(2022' 8& O|F 7|&)

ol &2 X|YE 23 ™M& MHl2of HEFE Fo{FLICH o WS OIS Mo 78 SY XL =2H Y
ofo| ZE YA AFSSHAIL.

« OFA|o} Ef B (5t O|CEHHE)
« OtAlo} EH B (HHE)
H7 D

« FHLICH ME
e

. S~

(
)
- FHEF2I5])

. |AE|-°‘"(E"O|-I:I||=|)

- S3(UAE)

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
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iy
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

0|8 7ts8t 2l™(2022'H 8¢ O|™ 7I&E)

O| H&2 X|'HEl Elastic Load Balancing 7|3 ID0{| H&t2 Fo4gfLICt. o] HA2 ot SEof 7| =
2|70 718 B £ 24 PHo| 2= WHAM| AHSSHAIL.
{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"

},

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}

elb-account-id# slie X|242| AWS 7| Elastic Load Balancing& ID£ HI & A|2.

HX|L|o} S 8) - 127311923021
23+0|2) - 033677994240
ZE|ZL|oF S5) - 027434742980
B E) - 797873946194
. OFZZ|FHFO|ZEIR) - 098369216593
£ ) - 754344448648

| 2 E}) — 589379963580
S HbOl) - 718504428378
QAFF}) - 383597477331
M&) - 600734575887
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- OLA|O} EHEQH(AIZLZE 2) - 114774131450
. OfAlo} ERTQH(AIE L) - 783225319266
- OfAlO} ENTQH(E R) — 582318560864

5 - 985666609251

0%

oF

« FHLICHE

. ZYIFEEE) - 054676820928
. ofLBME) — 156460612806

. 2

HE) - 652711504416
Slat) - 635631232127
I} 2]) - 009996457667
AEEE)- 897822967062

Ql)y - 076674570225
FOFHIZIZH A T2 F) — 507241528517

L oM 40 40 d0 d0 d0 o
O

1]

my-s3-arng HMA 23 QXIS ARNSZ HIF AL, X|H5H= ARN2 3EHA M HMA ZOE A
LS UYE M FALE XIHE H=IQIX| o{2of et CHELICH

i
qn
>
N
30
rir
>
Y
Z
lo
2

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

« MF A7} 8= ARNS] of

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

AE Al™EE2 O

rlo
0jo

1 Z-&LICt. NotPrincipalEffectDeny

Amazon S3 HZ! & 4"°—'.*01|)K‘| of2H Deny 02} NotPrincipal Z 0| Z{2 At
5t Effect Z& 5t B2 s &=0| Service S50i & (o]

logdelivery.elasticloadbalancing.amazonaws.com U=X| EQISHAAIL.

{
"Effect": "Deny",
"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
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"example.com"
]
}
I

AWS GovCloud (US) Regions

O H&2 x|’ El Elastic Load Balancing /"8 IDM| H&t2 S o{FLICt ofe SFof U= AWS
GovCloud (US) X|42| 718 ¥ == Local Zone0ll = ZE WMol O] HAES AL AAIL.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws-us-gov:iam::elb-account-id:root"
},
"Action": "s3:PutObject",
"Resource": "my-s3-arn"
}
]
}

elb-account-id# i X[242| AWS A|™H Elastic Load Balancing& ID2 Ht & A|2. AWS
GovCloud (US)

« AWS GovCloud (O|= M%) — 048591011584
« AWS GovCloud (O|= S%) — 190560391635

my-s3-arn@ UMA 2 QIxS] ARNSZ HFRAIL. X|E5Hs ARNE 3EHHOIA HAA 2O A
25T E MYE | MSFAIE X|HE HEIQIX| o{8of 2t Cf S L C}.

arn:aws-us-gov:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

« MEAL = ARNS| o

arn:aws-us-gov:s3:::bucket-name/AWSLogs/aws-account-id/*
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Outposts ¥

Che M XIHE 20 ©S MulA0f HEHS So48LICH Outposts Yol 2E WaiMof o] HHg
ArE3HMR
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/your-aws-account-id/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
}
}
}
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OHEE X5t 21 ItUE S3 HZ!H| MESHE 8 ChS 242 MRHof et HHA 238 488
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QT AE

HA2 1EAHof dEE @F A E SFsHof 5t 287 o] dHof| w2t HZA! M2 S dZsHok & LCt
MFALE XHsle @9 " AL ES 288 = A& LICH AWSLogs

ZE&2 AL85t0] 2= W Mof CHEF HMA 23 E gdststed™

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
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https://console.aws.amazon.com/ec2/
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>

2. i 20f| M [Load Balancers]& £ 2|gfLIC}.

HHAM O|F 2 MEHGI0] ME

M (Attributes) B0l A HHE(Edit)2 MEHELICH
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ZLEZM HMA 2EOE AL}

J+> hu oo
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4.
5
6

S3URIZ 21 mt29| S3 URIE LAEFLICE X|H3tE= URIE HFAF AL o2 of 2t Eer &L

5 A= 5t0{ AL 28 B
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modify-load-balancer-attributes &2 AL EfLICEH

HM|A 270 CHsH S3 HZlS &talstedH

HNA ZOZOE FHE HAZ AX[SHT| ol HMA 2T E HIFMHS6HoF g LICt O|F A 5tX| &
o™ 0|§0| 5LEt ME2 A0 A I“._F Zest HZ! HAo| CHE AWS H™E off M El B2, Elastic
Load BalancingO| L} 2= M O| HAHA ETE O] MMER HZIH| & = U&LICH

4|:|-7:|| |:|.|7I -‘rL St E_IFO|

— - —

_I_

2T WHMo| CHE HMA 27} & A48 E|™ Elastic Load Balancingdl M= S3 HZlE A
ZI Mo M E HEHE X|HetEX| &QlstE BHIAE ThUS MAMSFLICH Amazon S3 242 Af%éf

01 E|AE 1m0 *”*"Eli’if | Zroleh = AU&LICH HAE md2 AN HMA 27 ot 0o| ofL|mH,
oMl MlZ=7F T E|of UX| ek&LCt.
S3 HHZ!0f| A Elastic Load BalancingO| E|AE It A& M7 =X| & Qlstti™

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 Y L|C}.

2. HAA 20i CHEH X|XIEH 0| 0|2 S MESSHL|CY.

3. EH|IAE Il ELBAccessLogTestFileZ O|S & LICt {IxlE HFA AL {20 2t EEHE!
L|CF.

« MFAT} UE /Xl my-bucket/prefix/AWSLogs/123456789012/
ELBAccesslLogTestFile
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://console.aws.amazon.com/s3/
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« HFA7} RE Xl my-bucket/AWSLogs/123456789012/ELBAccessLogTestFile

AMA HE 277 ddst B2, 7hsE 2el2 ohent 24Ut

« HZ! GHMo| HZlof| HMA 2O E MEF 5{ESHE Elastic Load Balancing HEHE F 045 X| Bf& L
Ch 2ol SHHE HA EHME ASstn JeX| HUFLICH AMA 228 S45te M XIYE X
I St HZA 0IF S ElA2 ARNOIM A}%% =X| &el oM‘Ilo. ML 2T E HISHE W HFA
E XIYSHR| gt 2 B2 2lhA ARNO| MFAZE Z 3 E|of UX| §f2 K| &QlgtLct.

- HAO| X[HEIX| te= MH & 2535 & 3&tLICt 20| Amazon S3 #2IE 7I(SSE-S3)
At&sHiof ghL|Ct.

I
jo
x

Application Load Balancer A& 21 H|E A3}

HMEX| 2= WMol CHEE HA|A 2O E HIEHSE = QU&LICH HMA 2O E HIZEHSH6tH
HNA 2= AAERZE ATXIE M77EK] S3 BHZ!of| Zot L& LICH REAMIEH LEE 2 Amazon Simple

Storage Service AF& B Q| HZ! 242 HASHAM L.

B4
=

ol

ZE£E MEs0 AMA 2O E H|EE3}

P

rr
0%

https://console.aws.amazon.com/ec2/H| A Amazon EC2 &8 L|C}.
Ef A A0l A [Load Balancers]& 2 2!&fL|C}.

EC WHM O|§ S M=4stod ME ME H0|X|E JLCh.

% (Attributes) B0l A TE(Edit)S MEIEFLICEH

ZLEZAM HMA 2EOE ZL Y.

HE A MY E MEELICH

o a0 bk~ wbh =
E

E Ar8stod AMA 2 E H|EHEstE{H AWS CLI

modify-load-balancer-attributes &2 AL &FL|CH.

Application Load Balancer®| @12 21

Elastic Load Balancing2 ZE WHMZ MEE Q- CHEt ME HEE Zx{sts ¢iZ2 ZaE A
gLch Zt 230i= 220|MELS[IPFA U ZE BAH ZE ASETLS &

HMA 27 HIFGE 230


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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HEMO[Z K| AlZt, 14 ¢El, Zcto|UE AUBM MF 2 Sol SE7F 2o E LIt olefet A4

= -4 o
2OE MEctod 2F IEE EMstn EXE siiae = A&LICH

>

@1Z 2= Elastic Load Balancing2| MEi™ 7|50|H 7|22 2 H|E M5 k|0 U&LICH 2= W
Mo CHe 44 235 & 445} 58 Elastic Load Balancing2 218 Z4%{5t0{ X|&& Amazon S3 H
Zof| &= DU 2 XMEELICH 914 2= HAMERX| HIZHeE = JU&Lct

ol 0

Amazon S32| AEE|X| H|E2 HTE|X|2t, Amazon S3E 21 IS T& 57| 2|5l Elastic Load
Balancingoilkl Ar&dteE CHEEof CHsiME RF 0| RE|X| ef&LICH AEE[X]| HISoi| cHEt REA[EH
LI 2 Amazon S3 222 XA L.

LHE

- ¢ 21 mel

- HEEOES

- 23 S oA

- HEET I Y ™ME|

- Application Load Balancer?| 912 23 & &MLt

=
- Application Load Balancer®| 91724 2 1 & H|& 3} g LIC}.

iy 21 mel

Elastic Load Balancing® 5&0fCt Zt 2= S A h:':01| CHet 23 oA AAIgLCH 23 MER
Zuto| dtdo| U&LICH 22 WHMeE 22 7|2t ¢ odtf 7ol 2RO E& TEE =+ U&LICH ol
B JE2 28 MO|Eoi| EEi=Eo| B2 Fo wrlgflct

18 210| Ut O|E2 CtF FAIZ AFSELICH
bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/

conn_log.aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-
address_random-string.log.gz

bucket

S3 HZ!o| O|E.

MEA
(ME4 AFEH HZI | MFAHEEI™ AHAIE 2X)LICH X|HsE HSFAolE EXAHY AWSLogs 7 E
ZEIX| ofotofF BfLICE RtMIEH LHE 2 HFALE AHE 8 ZA #48 #FXstMl

HE 2o oy 231


https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html
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AwSLogs

AWSLogs 2 A|%fst= o O|& 2| YR 7t X|'Hst= HA O|&1 MBI MF AL Fof FIHELICEH
aws-account-id

A Xtel AWS AH ID.

region

2o WM 2 S3 IS I8 alTYLict
yyyy/mm/dd

27t HEE IRt

load-balancer-id

2. WHMO| 2|AA IDYLICH 2lAA DO ZEE|o] /e 2 Al() 7t OFE

X ()2 CHAIELCH
end-time
2Z 7tH0| BLt= Mot AlZHILICE o & 01 & Al7t0] 20140215T2340Z0|8 UTC E&=
Zulu A|ZFS 2 23:3511 23:40 AtO|o| 2o CHEr &= o] =& ELIct
ip-address

QME XMt 2EE WHM L EO| IP TAQLICH LR 2
LIC}.

random-string

A|AEIO| M MAI=Zl 2lo| 2 X}

ct

0jo
rlo

MEAZE Qe 23 utl 0|2 9| of L},

s3://my-bucket/my-prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

ct

il
rlo

MEAL Qe 21 0t 0|29 of UL},

s3://my-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz
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st 71ZHetE BZlol 21 0Ue KMEE 4 Lo 22{Lt Amazon S3 £ F7| 72 Hol
5tod AtS o2 21 TS EE5tAL AFME == U&LICH XFMEH LI& 2 Amazon Simple Storage
Service AHE MBMO| x| =T F=7| ZE|E HXSHAML.

AL ZEI &=F

7t 17 AT 91 21 nhol #S0| aLich 2210|9E 230 MEEE YA XI&H EE
HIX[&™ o440 2t 2™ ElLICt HIX[&SH °d7='01|'— B 20| U2, o|= sl HMA =39
¢ZE 20| B &=0| MEELICH ST ¢dZol= 2E 0| o4 7| =2 HMHA 270 ofz] &
0| MME|T ¢HZ 20l YU #=0 g*galucr.

LHE

. =2

- QR O|R ZE

T=

HE 20 F=E o Eilg A8EUL

[timestamp] [client_ip] [client_port] [listener_port] [tls_protocol] [tls_cipher]
[tls_handshake_latency] [leaf_client_cert_subject] [leaf_client_cert_validity]
[leaf_client_cert_serial_number] [tls_verify_status]

Cte EME G2 20 59| ZEE =MUE UYELICH 2E EeEs 3o =2 FEELICH M
Zeyt ElEH 20 5 2of F7HELICH o8 5tR| RF}E LACRE 20 =0/ BHHZE ZE
E F AlsHoF gLct.

zc MH

Ef AR T B WHMII 43Mo 2 A8 ™ HL idS MYEHR| 28 ATt

2 1S0 8601 BAIS 2 F AlRFLICH
client_ip RLEE st= EEt0|YMEQ| IP FALICH
ZCl0|9E X E 2™ Zelo|HES| LEQILICE
ESE 4= ZCl0|HE &g s 2E WHM Z|AL{9| ZEQ|L|CH
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https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
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1= A

tls_protocol [HTTPS Z|l& L] BHEM|0[3 ol AA&kl= SSL/TLS Z2EEZQlLICE O]
Zlc = H| SSL/TLS 2&9o| 22 2 M™ELIC -

tls_cipher [HTTPS El&aL]] iIEAM0|3 S0l A8 == SSL/TLS Z2ZEZL|C}. 0
Zlc = H| SSL/TLS 30| B2 2 M™ELICH -

tls_handshake_late [HTTPS ElAL{] IEMO|ZE HMEMoz2 MHS= S0 ZutEl & AlZt

ncy (X) € Le|x B2 LIEPHLICEH o]l EE= ChS1 242 Z<2ol MYE
LICt. -
o &4 23S SSL/TLS 30| oblLct.
. HEMO|Z I MEXMoB MAE|R| et LICH

2l=z_Zzlo|odE_©Ql [HTTPS 2lAL] 2|= Z2I0|ME QB Mol F&| o|FLICH o] EE&

SM_M5 CtSo 22 Zdol M™ELCH -

o A 23 SSL/TLS 30| otELct.
2= Welk BlALE mTLS7H 48T MEl2 T AIElo] U oL

2lZ_Z2to|odE_ Q1 [HTTPS E2laU] 2= 2E+0IME QAB A RE M (1ISO 8601 EAl not -
M 8= before % &4l 7|&not-after ). 0| ZEE=CISI 22 R0 MH
Eluct. -
o =4 2% SSL/TLS 2% 0] obelLct.
. 2E WA BlALE mTLSTH 2AI5HE ME12 TAElo] UKl AL

. M7t BIZ SE0I9IE QIZME 2E/mAY 4 AL

¥
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(=

2lz_gztoletE ol
B M_Al2id el

tls_verify_status

conn_trace_id

ClientCerx
tMaxChain
DepthExceeded

ClientCerx
tMaxSizeE
xceeded

ClientCer
tCrlHit

nx
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o T 22 SSUTLS 20| of=Lct.
=

= WM ElALE mTLSTH B AIsHEl AEl2 TAIEI0f /K| b

[HTTPS ZlALd] 9173 23X 9] O |
Moz MHHYEE Zeuct iAol Aulst 32 4f2 YLICtFailed: $e
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Sil=, a4
ClientCer CRL M2l 2F
tCrlProce
ssingError
ClientCer ZC0|E QIS ME AE[E = igLCt.
tUntrusted
ClientCer Z2I0|HE QB M7} ot & REFHK| L& LICEH
tNotYetValid
ClientCer Z2I0|E QIS M7t BFR K& LCH.
tExpired
ClientCer 20| E QB M 0| X|HEIX| f&LICt
tTypeUnsu
pported
ClientCer 20| E QIS M7 RE3HX| eE&LICH
tInvalid
ClientCer MEX XE MH R=d AAOM ZEIH0|E
tRejected UBE M7t HEEIRIE LICE.
UnmappedC OHE X I2 HEIH HAE 2 F
onnectionError

271 8= oA

C22 2 23 59| o A|LCt.

CHE2 X E 4430 M &5 TLS =l 2ETJ} /435t E 2EHOIM HTTPS 2lAL{2+2e] -H324Ql edZo]
CHEr oA 22 &= lL|C}.

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSvl.2 ECDHE-RSA-AES128-GCM-
SHA256 4.036 "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:217Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4 Success
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CI2S ZE 44301A A3 TLS 20l I =7} 2A431E AtEfol A HTTPS 2lAL{9te| @473 Almiol| CH 3t
x| 21 &=Lct. :

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-

GCM-SHA256 - "CN=amazondomains.com,0O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:217;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4
Failed:ClientCertUntrusted

HE 21 ot &

o1 21 T Y0l YEELICH Amazon S3 222 AF25H0f THYUS HE Tjo| YEE|X| ofm HE I}
EAIELICH IHUg CheEcsts B0l 252 Mol HEE 2 £ aLl

2 AFO|E0IAM 280| B2 Zols 2E W7}l £ 7|76 0|2 0| ClOJE|Z 21 TiYg MAE &
Q)& LICH line-by-line TZA|AlS AR 5104 O[Z | B2 2ol CIOEIE A5t 28 $E UaLICH
watA HH #E 22 M2 KBse BA 7B ALRaloF # 4 JALICH oIS Soi T8 BM ET
£ A23tod o7 218 BMstn A2lE £ UaLich

 Amazon Athenac EZ& SQLZ AF&35H Amazon S30i| ME & CIO|EE ZtHsHH 2448 &= U= Oh
stAl {2 MH[A]LICH

* Loggly

. Splunk

« Sumo Logic

x

Application Load Balancer®| @12 21 & & dst&fL|Ct.

2C WMol cist dd 2=
SHOF EfLICH HHZlof| HMA 2
of Jo{of erL|C}.

Jdate e 22 WM 2O8 MEE S
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o

54
& ME Elastic Load Balancing H8HE £0

Tasks

« 1EHAH: S3 HZA! MM

« 2EHA|: S3 HZlof| HAH 014
« A KA RO T

o 4EHA!: HZ! HEF E Ol
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https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
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1EFA|: S3 HZ! 4

71& HAE M8stHL HE =

0174 218 HA5HE mis o7 270l S3 B XIKsof BLICH

18 BiZIe ANE 4 AL HZIS 08 27 A8 2 BEsoF BLICt

27 AbE

. HZ2 2C WEiMe 22 BTl 2lofok BLICH A2 CHE AFIM AL 22 YHME AR
+ Lt

- X|HElE fUst MH & 2 Z 3 SM2 Amazon S3 HEI™ FI(SSE-S3)AULICH RHAMIE LSS
= 3

Amazon S3 242 AI83104 S3 ol EEE MAM5e{H

1. https://console.aws.amazon.com/s3/0{l A Amazon S3 2&& LCt.

2. HABE7|E ME4gfLICH

3. [Create a bucket] HO|X|0{| A CtS 1+ 20| Al&ELIC.

a. [Bucket Name]ollA{ HHZ! O|& % 2248t L|C} MEHBH 0|§ 2 Amazon S301 /= oH 7|&E H
Z o|§tE Z=E[X| gfotof Lt L2 oAM= HA OI%OH IZH°F =7t Mgtol /U =
A&LICH KEAIBH L& 2 Amazon Simple Storage Service AFHE A A Q| Bucket restrictions
and limitations2 & X 35HAML.

b. AWS E|Fo| 42 2= WHME &t 2|TS MEiFLCt
c. 7|8 &3Z3loAH Amazon S3 Z2I& 7|(SSE-S3)& MENELIC
d. HA ddS MHEiFLICH

2EHA|: S3 B{Zlof| 22 44

S3 HZlollE 244 238 HZlol £ 4 U= Elastic Load Balancing H&H2 £043t= HZ! H=Ho| Q!
0{0F B LIC}. HZ! M2 HZlo] CHEF HM|A HEHS HOolstT| IaH HMA HA 2102 =M E JSON
2o| ZErlLct Zt 2oi= BEFY HEtol CHEt HEQF Y749 QA EO| L& E|o{ U&LICEH

o|0| AZE HAO| U= 7I&E HAE AESt= B2 Elastic Load Balancing 42 210 CHet A
Yol F7HE & U&LICH O A st B2, Zdut Het ZetE BItstod 2 2 & fls HZlo A
MiastiofF st= ALE RO H ME etx| & lstE 0| E&LICH
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
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ArEE HZA A2 9 AWS 2™ I fof et chELCH

0|8 7Hs 3t 21720221 8% 0% 7|F)

ol &2 X|YE 23 ™M& MH[2of HEFE Fo{EfLIC o HHMES OIS M 718 SY L =2H Y
o] 2= WHAMO| AFE M2,

[0)

- OfAlo} E{E
« O} A|O} EfH

o
. fH(AHQ)

—

F(3tololztulE)
F(HEHHE)

© 0

0

- FE(FE[5])
. O|AZIA(HolH|E)
- SS(UAE)

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}
]
}

0|8 7ts8t 2l1™(2022'H 8¢ O|™ Z7I&E)

O| H&2 X|'HEl Elastic Load Balancing 7|2 ID0{| H&t2 S o4& LICt. o] HA2 ot S50 7| =
2o 78 W = 24 Aol 2= WHAMO| AFESHMI2.
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
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iy
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

elb-account-id# sl X[ AWS H|’™H Elastic Load Balancing&

- 0|3 S8 (HXILIOF 5&) -127311923021
- 0= S5 (230]|2) - 033677994240
- O|F ME(AE|ZELIoF §5) - 027434742980

- OtZZ|FHZHO|ZEI2) - 098369216593
K& Z) - 754344448648
(Rt7t2E}) - 589379963580
(= HFOl) - 718504428378
(LA} — 383597477331
F(ME) - 600734575887
(A7FEZ 2) - 114774131450
« OFA|O} EfH(A|=L]) — 783225319266
Lok 3) - 582318560864
H) _ 985666609251
( E = E)- 054676820928
(o} UZHE) — 156460612806
(AH) - 652711504416
(d

(

0

nI

o

t) - 635631232127
— 009996457667
) — 897822967062
— 076674570225
2 8) - 507241528517

=
U]

1>
Jm
rO |'[||0||

0x

on ¥ % o o o ¥
i

o 4 40 o o 4

GCIE
- =otHIZIZH

FII
« AWS GovCloud (O|= A%) — 048591011584
- AWS GovCloud (O|= &%) — 190560391635
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HE 2O gdst
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my-s3-arn# ## 271 X2 ARNSZ HI L AA|2. X|&Et= ARNS 3EHA0 M 9173 2 12 23|
g HFALE XIHg AERIX| o2 of| a2t EatELCh.

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

whenZ NotPrincipal AtE3IH Effect ELICt Deny

Amazon S3 HHZ! H&0{ A of2H Deny 042 NotPrincipal ZO| Zt2 At
5t Effect Z&5te B s &=0| Service S5F0i & (o]
logdelivery.elasticloadbalancing.amazonaws.com AU EX| EQIGIAIA|IR

{
"Effect": "Deny",

"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
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Example 0i: CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
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},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName":"us-west-2b"}

1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1loadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
]

I

"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",

"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"

Example 0i|: DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
1,
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
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"sourceIPAddress": "198.51.100.1",

"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",

"requestParameters": {

"loadBalancerArn": "arn:aws:elasticloadbalancing:us-

west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d@"

I

"responseElements": null,

"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",

"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"
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