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Elastic Load Balancing ALZ%t 7H0|=

AWS CLIZ(E) AP%3P04 Gateway Load Balancerg ‘4445t24{™ Gateway Load Balancer At HH
Mol AWS CLIZ(E) AH8310{ Gateway Load Balancer A|Z5H7|8 & ZE5HMIR.

Classic Load Balancer 244

AWS Management Console2 A& 3104 Classic Load BalancerE 4433l2{ Classic Load Balancer
M MM 9| Classic Load Balancer 2432 & XML

Classic Load Balancer 244 14


https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started-cli.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Elastic Load Balancing NE=IN ] o] )=

A E R0 H AWS HIE EAIE|H siE MB[A7F AR ELICH IAM ZE[RtE MH[A 33 Hgo| |

S I o
e = 4 XiE HAR ¥ 4+ giaLc

> B
:
I

=
+ Amazon EC20{ M M- E[= O Z2[7H0|M — IAM Q&S AL& 5104 EC2 QIARIA MM ARME[T API
QEE AWS CLI st= O EE[7H[0|MHe| YA Xt BEE 2eld + 2
A Lol AMA 7|E XMHEE ] HY == YHULICH EC2
7

E o Z 2|7 0| Mol AFSE &= U stE{H QIAH O )

ABA ZZ2OlolE o] ZTEE|0] QoM EC2 QAAEHANM ASiElE T2 a240] (Al EOF QI
2 Y2 = UELICH RHAEH HE= IAM AL HB M| IAM & S AFE 5104 Amazon EC2 Q1A
HAM A-E[= o E (A 0| Mof HEt £0{E R Z ML

>
=
2
ok
mjo
>.
00
ok
Ral
tR
rr
>
=
>
()
P2l
i
>
()
ok
Ral
i
e
o
HL
A
iz
>
=
>
ol
P2l
Mz
0F
x
lo
>
=
12
ok
>
()

YHg dH5 0 0|E AWS ID EEE 2|AA0 AWS AZ5t0{ ANAE KMo{E = A&LICH 2D
EE glaset AZE M AWS BT HEFS Holshe AMAULICH AWS FEXL (ALERE, FE ASA
EE A M) 7t 2EE M ol2et WAME FIHYLICH B0l Hete 20| SIS &AL HR L
£ K| ZA™E Lt cif 22l HH2 JSON EMEZ AWS M ELICH JSON HA Mol 7xot 2H
=of| et ZhMIEH HE = IAM AHE HEBMO| JSON BH 72 & FZ=5HM|2.

ZE[XH= AWS JSON HHE Ar&3t0 F71 Folof HMAE £ QJEX| XIEE £+ J&LICH F, o
Hot FH7F o™ E|AA 2 o ZHM 2 YE +E = JUSXIE XIEE = U&LICH

ZIgMez, AERIS AEolE ofifer Het: Si&LICH ALS KA AAERI7H EREF BlAA0A &
S s TS Foi5ted™ IAM 2[RIt IAM B g ddstwd ElL|ch a7 ChE 2[RIt IAM
YAE Aol FIlstn, MER7E A E +HE = U&LICH

IAM SR 2 2 +-stT| /s ArSstE Y & 2relo] Zrdol cHer HEhs HolgLict ol E

ID 7|8 HA

D 7I8h M2 IAM SR, AFSR 18 EE I 22 K2 SHO| 948Y £ 2l JSON HEt
QILICE. OlEf8t BAS AL R} ©IEHO| Of

= = —

£ MofELich Xt BT 7|8 GME ddst= Y-S ot
o

=



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

Elastic Load Balancing ALZ%t 7H0|=

A2 B 7/H HM2 Qlatel MR i BEY HMOR 3E O BREY £ AALICH QIEt WAL

Crl AL A 18 Ei ofEol BN ZEELICH BEIE HAL L) o A8, 18 U Fof i1y
& ol S BAULICH AWS AT EIH HHols AWS ZEIE HAD 17 2a% Hajo| L at

ELICH ZEIE WA E Qlatel HAS Msts WHS YOLEHT IAM AL MBAMO| BHEl HA
I} 913t01 BRYo| MENS AT MR

ElAA J[Hh HAM2 2[AA0 ASHE JSON HA dPMULICH 2las 7|8 HHo| of = IAM &
&Z| A Amazon S3 HHZ! EHMLICH ElaA J|8 Y@M E X| st MH[A0M MH[A BERHE
olc{et HME A8 sto] 57 Ela2o0f CHE AMAE SKME = A&LICH YMo| AZE 2|a40| F
2 BHE X|BE 2o FATt g ElAaAet o 20| ofiH [rHE +-E = Us XE B2l
LICh 2laa 7[H YoM 2ot FHE x|Fslok ELICH Eot FAHIE A, ALK}, HE, A8 A
&t So| Z&E = A&LICH AWS AH[A

olas 7[E M2 siE ML e kel A LICH IAMS| AWS ZHE|8 B2 2las 7|4
BHo| AHEE + glgLt

HAM|A Ao{ == (ACLs)

M A KMo SH(ACLs)2 ofH EoF FH|(HE HEH, AFSAF EEE HE) 7t Elasof HMAE = U=
Heh2 7kX|1 U= XIE MOo{FLICH ACLs= JSON HA M HAIZ ALE5tX| L X|2H 2|4 Z[gh
G FAFEFLICH

ACLE X|Het= AMH|A 2| o 2= otOhE S32F otOhE VPCTIH U&LICH AWS WAF ACLOY| EHSH REA
5| 2ot 24T Amazon Simple Storage Service 7 A} OFLIA{Q| HA|A Ko SF(ACL) 7HRLE & A
SHMI2.

7|Et EH B

AWS LEHMO|X| 2 F7F HH S X|MEfLICH o213 HH Bt el2 o LRl H2 Etlod ot
2t ALEXtol A Foixl= z|0) HEFE dEE = A&LICH

st

ol
AN

H - Het ZAls

Ao HEte M-stE

2 M= HEFS QE{E| 9| AHA
_7[!_

HL
re
0
Ol
N
=
i

S&ofl 2t IAM AE{E|(IAM At Xt 2= ol F04E
elLict JHAol CHEt HEt BHIE UYE + A&LUch 2 ZE
&% 7|gt yM O Heh Aol w LT Principal HE
2 Xgste 2las T Y2 Het ZAHE Sofl MEtEX| gt |
.|

>
i oy

0>|
ol
or

- =

oA AFSXAILE g E 2oF

cr Ol2fet B & stLtoll ZoE BAY HEE 5{&2 MERfLICE Het ZAof CHEF REAIE &
= IAM AL X B Q| IAM IE{E[of| CHEF HEH ZAHE FEELICH

R4RH
o=

mjo

NEFIETPN

rH

=] 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

Elastic Load Balancing ALZ%t 7H0|=

. MH|A ®Mo{ &= (SCP) - SCPE= X &| = & EHQ| (OU) ofl CHEH 2| HEte X|&st= JSON
HMARIL|Ct. AWS Organizations AWS Organlzatlons MAX T 253 o] AWS A™E THE O &
ststn SollA ZElstHs MBI2QILICH ZEl0IM 2ZE 7158 E45HE B2 MH|A Ko B
(SCP)2 olo| £ RE Aol M8F £ U&LICH SCPE Z #58 Zatstod T AL

MetefLIcH AWS HE £ E AL AR ZE 3 SCPoi| CHEF RtM[EF HE=AWS

_|_
o I

ol

P

fjo
ol

AE|E|of| CHEF HEHS
Organizations A& MM O| SCP & HAIS R XML,

o MM HE_ MHM Y2 odF E= IEE ALS Aol e Al MME T2 e WAoo 2 My
[ THt0|E{2 MY ste 13 DML ZoMHo R U Mo HEH2 M8 E= 9 XA &
2 7[et HAo| Rt L MM HAL|Ct B HEHE 24 A T8 WM™ K2 =L U&LIc
Olgdet W& & stLtofl Z&E BAXM HE= 5182 MYl LICH RHA[E HE = IAM AFE X MEH
Mol MM Halg T =ghlct

o SEELICH of2] BA fEol &
HE{H AM AL MM O] &

R4AH I
=1 o

Elastic Load BalancingO| IAM2} 2 S 3t= gF 4]

IAMZ A& 3104 Elastic Load Balancing0l| CHeh HMAE & 2[3t7| T0i| Elastic Load Balancingl A
MEE = AE IAM 7|52 Lot=LCt

Elastic Load BalancingZt 74 At & == U= IAM 7|S

IAM &4 Elastic Load Balancing2| X|®
ID 7|8t &334 ol

2|AA 7|8 =Y ofL|

A 3y ol

EEET ol

A R F|(MH[A ) off

ACLs ofL|

Elastic Load BalancingO| IAMZ} &S 35t= &4 23


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Elastic Load Balancing ALZ%t 7H0|=

IAM & Elastic Load Balancing2| X|®
ABAC(’SAH 0| Ef ) o

Al 2ot 2IF o

ot =& M o

MH|A oi%t otL|R

MH|A 213 o4&t of

Elastic Load Balancing®| A}74 5 7|8t H4

ID 7|k 42 X|§ of
A4 5 7| M2 |AM AF2AL, AF2AF 38 £ e 242 A2 SHof| ¢44E 4+ Q= JSON
T8t M2 EMQULICEH Ole{Et HAMS AL R 48 0| o 2|AALF O ZZ04 M o g =3
g £ Ue XIE MOo{ELICH R 5 7|HF HAg MMSE WS LotEe{™ IAM AFE MHA 9|
IAM 22 M-S FH XA

IAM R4 B 7|8t g = 3 e 20| 518 &7
Lt HREE 2HE XIEE = 2 % LICt. XP# 58 7Igh HHoME 2ot FAMTF AL E MR EE
ofstof MREO2 Hot = M8t ZE 40 CHE ot

H{H IAM AFE M-E M 2| IAM JSON ’éi";*' sa_/.: 7.'5*35% X XML

>
0o
Q'I_l
i
0lo
m
el
[l
el
_|
il
|
Jal
2
to
L]
>
[>

Elastic Load Balancing Ll 2|4 A 7|8F 224

=

2laA 7|8 -2 X[ otL|2

2lAaA 7|dt HME2 glAA0] ¢1Z45HE JSON HA EMRULICH 2lAA 7|8t HEO| o = IAM 3E Al
2| A0 Amazon S3 H{Z! HAQLICH 2|AA 7|8 MM S X|@ete MH|A0M AMH|A B E|XH= O]
Bt HME AL25t0d EH BlAA CHEF HMAE SME = USLICH HEo| HAAE Z|AA0| FR
Mo XHE EHot A7 Y 2lAALt ofiH MM o{iH Edg = -E = Ue XIE HolFL

F Aol 20 FHE K|l ofF giLICh EoF FRols AME, AL A} 48 018 AFE
SO| Z&E = U&LCt AWS MH[A

Elastic Load BalancingO| IAMZ} &S 35t= &4 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Elastic Load Balancing ALZ%t 7H0|=

A 7 HMAE BAEE s 29 T AROILE CHE Aol IAV AEIEIE 2l44 7|8 Aol 1
oF |2 X|HE = UELICE 2lAaA 7|8 HMol| I 2A HY EoF FHME FIIsts A2 EHAE
A MEo| Mutsto] £|X| §i=Cts A2 REsHMIR. 2ot FA|e 2|AATFCHE AWS A™ZER A
Z[g = e AEel 1AM Z2[Rt= 2o FA JHA (AFEAF E= g of|A| 2lA A0 HAM[AE &= U
= HetT 20450k ELICt 7HAol XtF 5F 7[8F HAZ edZAsto] HebE Fo{gfLct. X2 (A
£ 7leh 80l B2 ABS| Wt Frlol HHAS Rofshs 2% 271312 3 Jle a0l Bash
x| t&LICh RtMIBH HE = IAM AL B MOl IAM &t 2[AA 7|8t HEo| Xt 0|&§ & ZsHMl2
Elastic Load Balancing2| 2324 =t

HA 2 X|H o
ZE[Xt= AWS JSON HAME AFE5H04 F71 FoIof| HM|AE = JU=X] X[HE = J&LIC &, o{H
Ot FHTE O BIAAS OfEH FTONA HUS SHE & EXIS KIHE 4 YTt

JSON &2l Action@4 = HMoIM AUNAE S1857LE HEsHe Ol ALY 4+ U elAaE o
HELICH &M shole Qubtio@ BHed AWS AP AT} 0|5 0| Z LI URlsHs API AHio] gis
s T = auict

| =
HEH IS 5 2 B x| Q| QB LICH BAMolM od2d Bedo] W F 7Hx| B
27} 5¢ig Yo B4 srefolztm BLIch

HAZAE Ztg £EE £ Qe 2 Bodsty| I8t Mol Zhde ZESHAAL.
Elastic Load Balancing 2 S &8 224 AMH|A M 04 F X 9| Elastic Load Balancing0i|A{ & 2]
g A2 AZTStA L.

"Action": [
"elasticloadbalancing:actionl",
"elasticloadbalancing:action2"

]
ALUEIFIE()E A83t0] 01X S XI'EE == QI&LICH ol & §01, Describeit= EO12 A% 5t
= ZE BlA3E XIYsteiHM O S EfA3 & ZEBLICH

Elastic Load BalancingO| IAMZ} &S 35t= &4 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_elasticloadbalancingv2.html#elasticloadbalancingv2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_elasticloadbalancingv2.html#elasticloadbalancingv2-actions-as-permissions

Elastic Load Balancing ALZ%t 7H0|=

"Action": "elasticloadbalancing:Describe*"

rlo

Elastic Load BalancingE <8t API o] ™&| S 52 ¢t

0jo

A4 04 A—l

SES FZshM2.

M
ikl

« Application Load Balancer, Network Load Balancer %! Gateway Load Balancer - AP| & = H{7
2015-12-01

 Classic Load Balancer - API &%= H{71 2012-06-01

Zt
A

Elastic Load Balancing % d's <= #&toi| CHet AFM|Et LHE 2 Elastic Load Balancing API #8t Al
Mg ZZFAML.

Elastic Load Balancing2| %t 2|AA

=

Sl ge

AA K|

e
2

ZrE[XH= AWS JSON HHZ AL&5to] 71 Flof HMAE £ QJEX| XIEE += A&LICH F, o
Hot FA7F o 2lAAt ofH ZZM A S +~AE & JEX| XIEE + J&LICH

Resource JSON M @ A= 240| = StLt O|& 9| FHAME XIHELICH E& o=
ResourcefE+= NotResourceL A7} HFE A| &7} £|o{ofF &fL|Ct. =] Aad|of 2} Amazon 2|AA
O|&(ARN)Z At &35t0q E2|AAE X[HEHELICH Bl =& HEto|2tn st & Elaa B S X3

—_ oH
st shedoll ChaH Of AHlg £ 3E 4 UALICH

A Lt Zo| 2laA =& HEFS X|HGHK| ot Aol FR, AUEFEME ALE5H04 T =0
2E 2AaA0 MEEEZ LIEFL|CE
"Resource": "*"

O|= Elastic Load Balancing APl @12 048] Z|AAE X|HEL|C B 2oM o] 2|AAE X|H
5toiH ARNS 2lE 2 FEFLICH

"Resource": [
"resourcel",
"resource2"

Elastic Load BalancingO| IAMZ} 2 S35 = & A 26


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

Elastic Load Balancing ALZ%t 7H0|=

Elastic Load Balancing 2|44 R I 1T ARNS| S5 2t AMd|A HEt 20 & ZE 2| Elastic
Load Balancing0ll M Z9|8t E|AAE XML, 2 ElAAS ARNS X|HE £ QIE 22 Yot

= |
2{™ Elastic Load Balancing0l A 20|58t &d2 & ESHM .

Elastic Load Balancing0ll AF2 £l HA =74 7
MH|AY H2 =74 7| X|H of

E|X= AWS JSON HAE AL235H0d &7 &2
Hot =R|7} ot 2| A A9 o =AM =Y

—_

Condition 4(E= Condition E5)E AFE5tH HMO| Y& k= ZHE X[HE = JU&LICH
Condition 24 & SMLICH Z 7L 30 22 =7 QMALE ALE 50 HAO| R4S Q9

ot dRAZIE z2dAME dEe = &L

3 204 M 048] ConditionQAE X|&M5tHL B2 Condition2 A0IA 02 7|
AWS £ =C|X ANDEHA T E AF85H04 WoLEFLICH B =4 7|of o 2t X|Hsle B2 = =2
X QR QNS AFB5H0d ZZHE AWS TWILELICH HEo| HEHE Fo{d 7| Tof| 2 0
st|Ch
= -

M
Ral
02
Q'I_l
rr
ox
40

0

rin
P
B
fjo
Of
1
gl__l

zdg X8 W X2 EAKL HEE AL E s J&LICEH o S04, IAM ALEXLOI|H| IAM AL R}
Ol§e = et X|IHE ZBR0i2 2|0 HMAEY £+ = HEHE Fo{E &= U&LICH RHAMEF HE
£ 1AM ALE dEML| IAM EA 24 B+ S Ef I & HESHMR

AWS Z2E2H ZH 7| Y MH|AHE T 7|E X|HELICH 2E AWS 22H X7 7|1E E2{HH IAM At
_|

Elastic Load Balancing Z71 7| S8 & E240 MH|A #8F 204 & %X 9| Elastic Load Balancing2| &= 74
7|1& BZXsMle. = 7I1E A8 E = e A E|[aAE 2 otE E{H Elastic Load Balancing0i| A
Holgh 21 S HESHMR.

elasticloadbalancing:ResourceTag 71 7|
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* AddTags

* CreatelListenerx
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* CreateloadBalancer

* DeleteloadBalancer

* DeleteTargetGroup

* DeregisterTargets

* ModifyLoadBalancerAttributes
* ModifyTargetGroup

* ModifyTargetGroupAttributes
* RegisterTargets

* RemoveTags

* SetIpAddressType

* SetSecurityGroups

 SetSubnets

API {7 2012-06-01

* AddTags

* ApplySecurityGroupsToLoadBalancer

» AttachLoadBalancersToSubnets

* ConfigureHealthCheck

* CreateAppCookieStickinessPolicy

* CreatelLBCookieStickinessPolicy

* CreateloadBalancer

* CreateloadBalancerListeners

* CreatelLoadBalancerPolicy

* DeleteloadBalancer

* DeletelLoadBalancerListeners

* DeletelLoadBalancerPolicy

* DeregisterInstancesFromLoadBalancer
* DetachLoadBalancersFromSubnets

* DisableAvailabilityZonesForLoadBalancer

* EnableAvailabilityZonesForLoadBalancer

HE Al
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rr

Elastic Load BalancingO| IAMZ} %} S &}



Elastic Load Balancing ALZ%t 7H0|=

* ModifylLoadBalancerAttributes

* RegisterInstancesWithLoadBalancer

* RemoveTags

* SetlLoadBalancerListenerSSLCertificate

* SetLoadBalancerPoliciesForBackendServer

e SetLoadBalancerPoliciesOfListener

elasticloadbalancing:ListenerProtocol =71 7|

0%
fjo

elasticloadbalancing:ListenerProtocolZ7d 7|= M40 AIE £ Q= A R
HolgteE T AF8E £ &aLCt CH2 U2 ol A 7|18 K|ELICH.

APl BHZ 2015-12-01

* CreatelListenerx

* ModifylListener

API {7 2012-06-01

e CreateLoadBalancer

» CreateLoadBalancerlListeners

O] Y2 ol ZC|F0|M 2= WA, HES 2= WM, B2id 2=
Ch CtE2 ALEA7E &0l Chs X[EE Z2EE & StLIE MEHE =+

. TCP
- SSL
- TLS
- UDP
- TCP/UDP
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"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*"

"Condition": {
"StringEquals":{

"elasticloadbalancing:ListenerProtocol": [
"HTTPS",

"TLS"

]

4

+

elasticloadbalancing:SecurityPolicy =71 7|

elasticloadbalancing:SecurityPolicyZX7d 7|& 2ZE WHAMo| EX 290
M8ste 2T A E = JU&LICH OIS U2 0| =H 7

API EH 2015-12-01

* CreatelListener

* ModifylListener

API EHZ 2012-06-01

+ CreateloadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

ol A ofZ A 0IM 2E Wik, EXD 2E Walk W 2HA 2= WMo ASE £ AU
Lich. Ch2 2 AFSRI7E 22 WElMol Chal XIGE 2ok B8 5 shLbpt Meig 4 QT = st ofx| &

"Resource": [
"Version": "2015-12-01",
"Statement": {"Effect": "Allow",
"Action": [
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"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:SecurityPolicy": [

"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

iy

elasticloadbalancing:Scheme =71 7|

elasticloadbalancing:SchemeZX7d 7|= EE WM M Sof| MEHY = U= MHE Halst=
|

Z0 A Y =+ J&LICH ChE X2 ol =¢ 7|8 X[HELICH
API EH 2015-12-01

» CreateLoadBalancer

AP| {7 2012-06-01

* CreateLoadBalancer

O W2 o Z2|70lM 2= WM, HEXI 2= WM, F2ei4! 2 WHMO| ASE = A&
Ch Ct&2 A8A7F 2E WMol hal| X|HE #AH| & stLteh M=fE - Q=S she oM U

CH.

"Version": "2015-12-01",

"Statement": {"Effect": "Allow",
"Action":"elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",

"Condition": {
"StringEquals":{
"elasticloadbalancing:Scheme": "internal"

}I
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elasticloadbalancing:Subnet =71 7|

/A Important

Elastic Load Balancing2 MEY IDS| 2 & CHEXHE & LICt 5t XIEH 6| & E0{ CHAE X}
E T EotX| ete MAHet =7 QMR E AFE38HoF & LICt StringEqualsIgnoreCase

elasticloadbalancing:SubnetZ7d 7| A5
ot 2O AFSE += U&LICH CHE Hd2 o] = 7|

API A 2015-12-01

» CreateLoadBalancer

 SetSubnets

API EHZ 2012-06-01

* CreatelLoadBalancer

» AttachLoadBalancerToSubnets

M, HO|ESo| 2= WMHM I 4 EE
.l

O| M2 ojZZ|70|M ZE WHRHAM, HEQZ ZE YWE Al
i ol CHa XIHE MEY & StLtpt MEfE

Wi ifol ST 4 UBLICH OS2 ALKV 2E

T UALE 58t oM HA LI

EL i

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:Subnet": [
"subnet-01234567890Qabcdef",
"subnet-01234567890abcdeg "

}I
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}

elasticloadbalancing:SecurityGroup =71 7|

/A Important

Elastic Load Balancing® 2 IDE EH—-—XPE E7/g = &LCt SecurityGroup of
X2t o & SE0{ CHAEXIE T ESHK| b= MAE 7 ALKE AFESHoF gFLct

StringEqualsIgnoreCase

elasticloadbalancing:SecurityGroupZ?7d 7|&= BEE
OlstE U0 A = J&LICH O AY2 0| ZH FIE X

APl {7 2015-12-01

* CreatelLoadBalancer

* SetSecurityGroups

API EH 2012-06-01

« CreateLoadBalancer

* ApplySecurityGroupsTolLoadBalancer

0| 22 ofZ2|7|0|M BEE HH M, HEQT 2E gizdq 4l
LIC}H CFS 2 AFEX7F 2E giH Mo CHEH X|HE Eor 08 &
olL|Ct,

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase":{

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
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"sg-51530144",
"sg-51530139"

iy

Elastic Load Balancing2| ACL

ACL X|& otL|R

UM A& Mo EF(ACLs)2 o 2o FA(HE ", AASA L= HE)7t 2|20 AMLE = U=
TEtg 7tx|1 l= XIS Mo{FfLIC ACLsE JSON & M #Alg AHE5tX| ofX|EH 2lAA |8t
G 7 AFEFLICE

Elastic Load Balancing2 A&t ABAC

ABAC X|3H(H& 2| EfT) ofl

ABAC(Z4d 71kt A~ Rof)s £AI2 7|#to = HEtS Holste M8t Hof MEFLULITH AWSOIA
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rol =& 0l ELch.

Ei2E 7|9to 2 HMAE AN0o{5t2{™ aws :ResourceTag/key-name, aws :RequestTag/key-
name L= aws:TagKeys 274 7|8 At835t04 HAo| =7 40| E{O HEE M3 FLICh.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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LAl Rt ZEE Ar& 50 M AT = AWSRUELICEH AWS & 7| HMA 7[E AHE5t= CHA Al &t
A BHS SHMoE HHE W2 HEFLICH XM HE= IAMO| (IA| Eof 915 MME XML,
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MY AMA MM(FAS) x| ol

AM AHB R S OfE 2 ALS 301 TIUS S AWSTS Hot FHE ZFTLICH U MHIAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Elastic Load Balancing API T8t

A& Xtoi|AH| E 2 Bt Elastic Load Balancing APl 242 S £& & Q= HEH2 Fo4aliofF &LICH E&
& Elastic Load Balancing 22 2|5 Amazon EC2 APIOM § 22 S EF = U= HE2 Al

EXHof| Al FodstioF LIt

o

2015-12-01 APIQ| T4 M

2015-12-01 APIOYA| CHS &9lg 3 &8 O XITE g 3 &Y + U Here ARl Loisl
OF &t
CreatelLoadBalancer
* elasticloadbalancing:CreatelLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribeAddresses
* ec2:DescribelnternetGateways
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
* ec2:DescribeVpcs
 iam:CreateServicelinkedRole
CreateTargetGroup
* elasticloadbalancing:CreateTargetGroup
* ec2:DescribelnternetGateways
* ec2:DescribeVpcs
RegisterTargets

 elasticloadbalancing:RegisterTargets
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 ec2:DescribeInstances

* ec2:DescribelnternetGateways

» ec2:DescribeSubnets

* ec2:DescribeVpcs

SetIpAddressType
* elasticloadbalancing:SetIpAddressType
* ec2:DescribeSubnets
SetSubnets
* elasticloadbalancing:SetSubnets
* ec2:DescribeSubnets
2012-06-01 AP19| B~ &t
2012-06-01 APIOAM CIS &S =8l R|& = =]

OF gfLICt.

ApplySecurityGroupsToLoadBalancer

§

2 AEXtof| A Foqsh

« elasticloadbalancing:ApplySecurityGroupsToLoadBalancer

 ec2:DescribeAccountAttributes

* ec2:DescribeSecurityGroups

AttachLoadBalancerToSubnets

* elasticloadbalancing:AttachLoadBalancerToSubnets

 ec2:DescribeSubnets

CreateLoadBalancer

+ elasticloadbalancing:CreatelLoadBalancer

s ec2
* ec2
* ec2
* ec2
s ec2

* ec2

:CreateSecurityGroup
:DescribeAccountAttributes
:DescribelnternetGateways
:DescribeSecurityGroups
:DescribeSubnets

:DescribeVpcs

API Bt
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 iam:CreateServicelinkedRole
DeregisterInstancesFromLoadBalancer
* elasticloadbalancing:DeregisterInstancesFromLoadBalancer
* ec2:DescribeClassiclLinkInstances
* ec2:Describelnstances
DescribeInstanceHealth
* elasticloadbalancing:DescribelInstanceHealth
* ec2:DescribeClassiclLinkInstances
* ec2:DescribeInstances
DescribeloadBalancers
 elasticloadbalancing:DescribelLoadBalancers
* ec2:DescribeSecurityGroups
DisableAvailabilityZonesForLoadBalancer
 elasticloadbalancing:DisableAvailabilityZonesForLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways
* ec2:DescribeVpcs
EnableAvailabilityZonesForLoadBalancer
* elasticloadbalancing:EnableAvailabilityZonesForLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways
* ec2:DescribeSubnets
* ec2:DescribeVpcs
RegisterInstancesWithLoadBalancer
« elasticloadbalancing:RegisterInstancesWithLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribeClassiclLinkInstances
* ec2:DescribeInstances

* ec2:DescribeVpcClassiclLink
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MM Al 2lAA Bl X|Hod| CHSt Elastic Load Balancing API Tt

ASAE7E HM Al B[AAN EIOE XIHE = USBH EAAE Hdste HUS ALE

& MEto| QloqoF ELICHO: elasticloadbalancing:CreatelLoadBalancer EE&
elasticloadbalancing:CreateTargetGroup). ElA&A M4 {0 M E{2 7} K|

HE|H ALK H ElaATt dYEElE SeE 18 MY HEHo| A=K =Hlst7| 25H
elasticloadbalancing:AddTags &40l F7F Mt 2047} HELICH 2t AFERt=
elasticloadbalancing:AddTags X2 AFS & HA|A MEtL 7+X|1 Qlo{oF & LCt.

elasticloadbalancing:AddTags Zrdof CHEH IAM & & olof
M elasticloadbalancing:CreateAction 271 7|2t 7 Condition

£ ddste ol Bl x| HetE Fo{FLICt
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CHS ollxlef HA2 Al
=2

a2 XM= 7

A7t CHe 2ES dH5tD dH =
S A= °'| s

gL AERE 7|1E 2
(elasticloadbalancing:AddTags 22 &

=2
(=)
=
(=)

"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"

:]I

"Resource": "*"

"Effect": "Allow",
"Action": [

"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"elasticloadbalancing:CreateAction" : "CreateTargetGroup"
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OrE7ER| 2 CHE A2 AR 22 WHME ddstn dH =8 a8 M8st= AE 188 L
X

|& 2laAo| EfOE X|HE + gl&LICHelasticloadbalancing:AddTags S
o4

"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"

elasticloadbalancing:AddTags X2 2lAA MM 2] =5 EjO7} ME L= ZBA0]
HWotEuch et 2l AAE ddgg Mol e ASXHE 2

oAlM ENZ7t RIHEIX| o2 B2, elasticloadbalancing:AddTags &¢d
Q5 R| et&LCh HR|BH AFE X7 EH 28 M85t0] ElAA MEE ATstE
elasticloadbalancing:AddTags &2 AF&E HeH0| QICtH @2 AlufghL|ct
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A
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Elastic Load Balancing A{H|A @472 3&t

Elastic Load Balancing2 CH& AWS MHIAE XIS 2 3 &5t= O 23 HEtof cia MH|A A
e S AFSELICH REAIEH LHE 2 IAM AFE B M| AMH|A 9174 e A8 2 FXRFHAAIRL.

MEIA 2473 o180l ofsH FodE Met

Elastic Load Balancing2 O|&0| X4 &l MH|A A &S AE5t0] ALSXIE
AWSServiceRoleForElasticLoadBalancingCH 41504 CHS &g 5 &8tLIC}.
* ec2:AssignIpv6Addresses

* ec2:AssignPrivatelpAddresses

* ec2:AssociateAddress

* ec2:AttachNetworkInterface

* ec2:AuthorizeSecurityGroupIngress
* ec2:CreateNetworkInterface

+ ec2:CreateSecurityGroup

* ec2:DeleteNetworkInterface

* ec2:DescribeAccountAttributes

* ec2:DescribeAddresses

* ec2:DescribeClassicLinkInstances
* ec2:DescribeCoipPools

* ec2:Describelnstances

* ec2:DescribeInternetGateways

* ec2:DescribeNetworkInterfaces

* ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

* ec2:DescribeVpcClassiclLink

* ec2:DescribeVpcPeeringConnections
» ec2:DescribeVpcs

» ec2:DetachNetworkInterface

» ec2:DisassociateAddress

MEI= o2 oIF


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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* ec2:GetCoipPoolUsage

* ec2:ModifyNetworkInterfaceAttribute
* ec2:ReleaseAddress

* ec2:UnassignIpv6bAddresses

* logs:CreatelLogDelivery

* logs:DeletelLogDelivery

* logs:GetLogDelivery
 logs:ListlLogDeliveries

* logs:UpdatelLogDelivery

* outposts:GetOutpostInstanceTypes

AWSServiceRoleForElasticLoadBalancingelasticloadbalancing.amazonaws.comA{H|A 7} &3
g2 22 Ao 2 AME[FLCEH

AH Ad

MH|A 0474 o35t MA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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AWS ZH 2|3 H3: AWSElasticLoadBalancingClassicServiceRolePolicy

0| & 0fl= Elastic Load Balancing (Classic Load Balancer) O| AF& Xt CHAI5H04 CHE AWS AMH|A
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2, &8 £ AXE 4 eiaLich

HL

0| A=Hol| CHBH MBHS Hpdod AWS B3 &z

AWSElasticLoadBalancingClassicServiceRolePolicy® = 9| L2 &=

[

mo
9'|_|
>
>
o)

AWS 2|3 H3: AWSElasticLoadBalancingServiceRolePolicy
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-delete.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-delete.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-delete.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSElasticLoadBalancingClassicServiceRolePolicy.html
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ElasticLoadBalancingFullAccess.

AWS # 2|8 H: ElasticLoadBalancingReadOnly
O| M2 Elastic Load Balancing & &% MH|A0| CHEF 17| & HM|A HEHE MBS ELICH.

O| Z=of CHEF HEtS Eoit AWS 22l MM FEE HESAAR

ElasticLoadBalancingReadOnly.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ElasticLoadBalancingFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ElasticLoadBalancingReadOnly.html

Elastic Load Balancing ALZ%t 7H0|=

HE AE ME =R
zonal-shift:ListManagedResources
2 arc-zonal-shift:ListZonalSh
ifts API 231 gtEE|of U&LICH
AWS 22|38 A4 AWSElasti  Elastic Load BalancingO| I|0{2! @1ZAE ALS 20214 10
cLoadBalancingServ g HetE Roiste MER EHUS FIIRE 1M1
iceRolePolicy - 7|& E&of i  L|Ct. O] X442 Elastic Load Balancing |04
st AdclolE Zoielof CHEF MH|A 44 AFE HAol| =7t
E|A&LICH Ol ec2:DescribeVpcPee
ringConnections APl 24D}t #zdE[o] QU
&LCt.
AWS 2|8 AU ElasticLo Elastic Load BalancingO| I|0{2 914E Al 20214 102
adBalancingFullAccess - 7|& & TEt2 2oist= MER Y2 FIiaU 11
Ao cHEt Yool E C}t. O] 242 Elastic Load Balancing T1&| Al
A HHMof| FIHEIIELICH O|= ec2:Descr
ibeVpcPeeringConnections  API 2%
ot gtEdz|oq &L Ct.
AWS £t2|% &2 AWSElasti  Elastic Load BalancingO| Classic Load 2019'4 10

cLoadBalancingClassicServic ~ Balancer0i| CHEt AH|A @178 48 MHAM(Ko1 ¥  7¢
eRolePolicy - 7|& o] CH A gted)2 FIIELICH ol YH0|E= HA 2

3t dolo|E of MEELIch(Z|22)).
AWS 2 2|3 ZAH: ElasticLo Elastic Load Balancing & &% AMH|A0f CH$t 2018 9&
adBalancingReadOnly Q17| M HAMA HEt2 MSLCH olde 20

1ol HEELICHZIEZ).

Elastic Load BalancingO| 897  Elastic Load Balancing2 AWS #Z|& M2 9| 20214 7€
EME A HE MEE FX5HT| AEREGLICH 23

Elastic Load Balancing '8 &+ 4%



https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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