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Experiment template A

Targets

Specific EC2 instances

Experiment template B

Actions Action 1 Action 2
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CloudWatch alarm
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(MEHALE) AR I E 3 JSONE 24T
LHELH7| Big MEABtLICH CHE @ OIFd 24 Ao A] 44498 JSON of I lLict.
{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"
iF
"selectionMode": "ALL"
Iy
"oneRandomInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"
iF
"selectionMode": "COUNT(1)"
}
1,
"actions": {
"stopBothInstances": {
"actionId": "aws:ec2:stop-instances",
Y REEEEEEY
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"parameters": {
"startInstancesAfterDuration": "PT3M"
},
"targets": {
"Instances": "bothInstances"

I
"startAfter": [
"stopOneInstance"

iy

"stopOneInstance": {

"actionId": "aws:ec2:stop-instances",
"parameters": {

"startInstancesAfterDuration": "PT3M"

},
"targets": {
"Instances": "oneRandomInstance"
}
}
.
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISEC2Actions",
"tags": {}

> 0=
% oo
o po
>
2oy
ol
-  0Z
i0x
re
HU
Q'I_l
e
o
11
Pl
0o
Q'I_l
Aol
>
oo
fjo
>
Bl
g'l_n
4>
o
o>
r
[ul

—

310] MR A2 HOIXIZ O|SaHok BrLIC IHK| o A HEXS M

=
29| IDE MEsto] MF HE HOo|X|E YLCh.

inip
> Oo 2

oo m>

o o
i} p®

o o

N
>
ne!
il
mo
x
i
]
r
n

w
x
o
>
0ok

>
oo

of {3 & F7tetedH M B F=7HE MBSt T BT 7|9t e 2L S =L

4
m

r
J

=H
HEFLICH =l HIAIX|7F LIEHLHHE startS 26t D AR AR S MEHFLICH

= T

I
>
oo
>
2
fjo
>

20 A A AlE



AR 7H0|E

H71

o]

K+

[0
<0

==

K]

|

1]
<l

F

F

=

3EHA:

F

H

Lck 3

F

Hok &

<]

o| MF €& Ho|X|Z 0|F

&to4 M|F HE mo|X|E LCt.

|

10!
<
ol

-

Kl

ra
10

0

o
K
il

o
= =

AlSd AFE

82

5

S
[t}

IStML. KFAl

= ol
=

oM & EHE

)

o
=

0
Pl
o

L

o
=

LICH

F

o
=

|L|CH Amazon EC2 E&).

74 =]
o=

4

—

H

o|H CtE EHZ ol

E= & 0] hitps://console.aws.amazon.com/ec2/0| A Amazon EC2 Z2&2
oM EXIESZ

-

I Amazon EC2 2£01M A& ZotE EHA AWS FIS 2£01AM

EH C
=

©

of

4

[=]
e |

Al

=

M 22K
24

4|
of ACHE A
Ct. Of

T,

Ly

7

T

o]
Ko
=0
<l
i

__o_|
I
™

l

5EHA: Hel

ol
—r
[ITe)

k0
M

<
ol

12

https://console.aws.amazon.com/ec2/H|A Amazon EC2 & & L|c}.

1.



https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

N
Jiok
0

=2
>
Ral
N
-
m
-
2
Ot
Hu
M
rx
gl
o
r
[ul

1.  https://console.aws.amazon.com/fis/0lA AWS FIS &2 JL|Ct
2. EM oM AY HESIS MEiEhC

3. MY EHZSIZ MEiFT EHQY AR EHIZ S AK|E MENSHL|CE

4. HAMAIXIZELIEILITH deleteE YR CHE ¥ HER 4XE M= LG

K& M: AWS FISE AF2510{ QIAEIAO|AM CPU AEB|A AlSH

AWS Fault Injection Service(AWS FIS)E A F04 OHEZ 2|7 0|M0| CPU AERAE XElst= &
2 HAEE = J&LIC Ol RHEME ALS oP EHAO|M CPU AERAE A&SHE A T2 E

SSM 2 AME Al™s7| fIs AWS FISE APoﬁPE ’é‘?:.* HEZ2g ot &= J&LIch o] (ks MHME

QIAEAO[CPU A E0| 8T AAHIZS Zte B2 BX| =2 AE5to{ AlEE SEHELICEH

_l.l_ o||

KEAIEt AHE the section called “AF 2 E AWS FIS SSM EA” MM E FHESHMI2.

A =

AWS FISE AL&3dt01 CPU AEL|AE Mste{™ HX OIS A ZHE 2r= oM.

odstg2 MASHT AWS FIS7H AF2 X} CHAl aws:ssm:send-command X2 A28 £~ QIEE St
MRS MESFIM L. AFMEF MBS AWS FIS A&l2 |8t IAM 28 MME 2 X5HMIR.

AWS FISOi| CHEt M| A HeH &0l

AWS FIS HA|A HEHO| 040k BFLICH REM|EH LIS YotE 2 AWS FIS HA of| M| & & ZFHMIL.

E|AE EC2 QIAEA ZFH|

« At T E SSM EMe| 7o 2t Amazon Linux 2 EEE& UbuntuE A& 36104 EC2 QIARIAE Al
I-é |__||_—_|.
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https://console.aws.amazon.com/fis/

A= SSMOZE 2[5l oF BLICH QIAEATL SSMeZ #E|E/=X| &#Qlstz{™ £ 'EF =R
QIAEATI SSMOZ BE|E|X| &t= B SSM HO|METE MR|E|0] Q1 QIAEA
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El SsSs
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Amazon Linux 2

yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

. QIAEIAO] CHEH M BLIEIZIS BASBLICH %71 HIS S X250 CIOIEIE 12 J[2te 2 A8
& 4 QlaLICh QABAS Mestn Sted, DUIEY U 2X| 17, MR ZLIE BElS ML

.

n

CPU MEE0| x| HAHZE Ztste B2 ABE SEHE = UL S CloudWatch ZE2E T35t
Al ChE Hits Oy QAAEAO|CPU AL E 50% 2 A IZE HEELICH REMEF 4B X X

2. BN oM AABHAE MEHRTLICE

3. CHY QIAEIAE MBSt 5, 2LIEZ & 24X s ZE, CloudWatch Z2 #2|§ MEigfLICH
4. ZE LM EZE AHE510{ Amazon SNS € &S HLICL.

5. ZBE Aol B2 oS dEE ASstAl

7|1&E: =|CHEL

0x
Mk
N
I
! L°£

0x
MK

4|0|E{ R&: CPU AL E

El
rx

N
s

1 Minute
6. ZE FMo| 2= E|H MM2 MEHSHL|C}H

18HA): X =0 chet A= M’ CloudWatch 14



https://console.aws.amazon.com/systems-manager/managed-instances
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et AWSFISaws:ssm:send-command/ -run-cpu-stress.
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https://console.aws.amazon.com/fis/lA AWS FIS 2& 2 L|C}.

f.

g.
CH

oM A HESIS MEqEhL|CH
HEZES MYE MEiELICH

el FIHE MEIEFLICH
40| O|E 2 =ELICt o & E™ runCpuStressE 23ELICt

X4 f& 2 2 = aws:ssm:send-command/ -run-cpu-stress= MEHEHL|C}H. AWSFIS 2124™
SSM £X2| ARNO| A ARNO| RH S22 F7HE L|CH

CHe o] B9 AWS FIS7H &8¢t Cie & 02 RK[StAMI2.

E'I-?;’I EI‘EI-E”E-I; _E_A-I El'El'DlE'IO‘" L__I-%% =5 =|I%=II-|__|L—_I_

{"DurationSeconds":"120"}
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Ct
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7. MH|A HMAS AL 7[E IAM HE A8 S MEfEH O O At Mel AFH 2740l dEEOE
et IAM &2 MEfgFLICH o] EAEX| e B2 siY Geol 2t AlZ[ #H 7t A=K
EQISHM L. REMIEH A2 the section called “Al3d @& MM XA

8. BX|z=7el B2 1HH M M8t CloudWatch A2 & MEHELICH

9. (MEHAME)ElTS AR MED FI7HE MEHSIT EfT 7|9 BT 2L 2 RI™ELICH F7IE EfO=
HEZ2 AE5to] A™-E= ARO0| ot et Ay RHERo MEFLICE

10. A HIES HYS MEHELICE

= O O -

LHELH7] §2 MedEhLich ChS 2 Ol 24 HAolA 438 JSON oA Lict

{
"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",

"resourceArns": [

"arn:aws:ec2:region:123456789012:instance/instance_id"

1,

"selectionMode": "ALL"

I,
"actions": {
"runCpuStress": {

"actionId": "aws:ssm:send-command",
"parameters": {

"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",

"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"

},
"targets": {
"Instances": "testlInstance"
}
}
.
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-

GreaterThanOrEqualToThreshold-CPUUtilization"
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"arn:aws:iam: :123456789012:ro0le/AllowFISSSMActions",

"roleArn":
"tagS": {}
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A% ADE oI5t
1. BX| = ES MEELICH sME|FEIQ s A3 EA| 0l0|22 BEo| 7| HEN7I KRS
LIEHLICH wEH M2 ZE UIZES LHERLICH Of REAIEE DT 8 25t QI3 ol ollA] 2
CHE AEHghLICH
) awsec2--09bd623950839e91c-Gre. . 2d i
Enlarge
100.00 Refresh
o _ . _ View in metrics [A
50.00 CPUlization == 50 for 1 datapoints within 1 mi...
View in resource health [
View logs [A
. View in alarms [A
19:00 20000 21:00
2. CPUAIZEO| A ZIE =1tst™ SR = E'.*_O_I thh 7+ M E| 2|t W7t =21 E of0|20| BE
AEf7F ALARME HAERAZ S LIEHHLICH MF HE FoMe ™ 47t SXIE L AEf
E MEistH “SX| o et Aol SEHEN0I2t= HIAIX|7F EAIELICEH
ﬁ\ aL-'SEEE—i—DQDdEESQEDESQEQ1E—GreaterThanOrEq...E
100.00
50.00 CPUUtilization == 50 for 1 datapoints within 1 mi...
]
20:30 20045 21:00 2115
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3. CPUAIZ2E0| YAHZL olc2 ZASIH SME T2 M X3 EA| ofo|22 ZE ME|7I 0KE

£ LIEFLICE

2AF HFolM BEM EVIE
LK

EHSHL|C} 22{™ CloudWatch 2£0) ZE M8 o
H m|o|X|7} Y21 AEo chst RFA|IE 2
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82 #HolstHL B2 48 HHE + J&Lch

https://console.aws.amazon.com/ec2/H| A Amazon EC2 &8 L|C}.

SHA4 BHof M QIAEIAE MEHFLICH

1
2
3. |_:_.||é§ o_l&g_—l&% A—lE;II-Ig|. 71 O| AE{A AI-|_=_|.| O|AE{A gg% A—|EH%I-|__||_-_|._
4

2l HAIXKI7F LIEHLIHE S2 & MEiFLICH

1. https://console.aws.amazon.com/fis/0| Al AWS FIS & dL|Ct
2. EAMFoM AYRERS MENELICH
3. AHEEZIS MENST A, Al HES! AXE MEFLICH
4. QI HAIX[7F LIEILITY deleteE 2238 Ol A- HES AXE MEFLICH

= T =
K& M: AWS FISE AF28H ATHQIARA SEHE|AE
AT QIARAE 2C|IMHE Q21 H|w35t0o{ Z|CH 90% ERIEl 7t 4o 2 M3 El= 0’| EC2 &2 Al
S LICh OB Amazon EC2= 0| CHA| 2R & M AT QIARAE FSHE = J&LIc A%
RQAHAE MEE e T 7Hs/dod CHHIS ok & LICH REMIEH LHE 2 Amazon EC2 AHE A9
ATHQIARA BSHE FXFAML

AWS Fault Injection Service(AWS FIS)E At&35t04 OfZ2[AH|0|M0| AT QIARA FEHE 2|6t
= HE EHAEE = U&LICH O] A& Ao dHE AWS FIS aws'ec2'send-spot-1nstance-
interruptions S AFE5t04 AT CIARA F 5tLHE SHsts A HERE BE = UEL

Ct.
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html

AWS ZoH 2 MH[A AEXt7tol=

= Amazon EC2 2£ & AM85t04 AR S Al&3SIE{T Amazon EC2 AFE MHEMO| AT QIAEA B
CF A o

AWS FISE At838to] AT QIARIAE SEHSIEM HY COHE A 2 E 2= 6tAMI2.

st 2 MMt 0 AWS FIS7H AL CHAl aws:ec2:send-spot-instance-interruptions &¢]
2 TdE = ULSE St YHME HESAMR. AtAEH MBE2 AWS FIS A2 8 IAM g MME

2. AWS FISOf| CH3EH HMA 5t 20l

AWS FIS HAM|A HEHO| 10{0F BFLICH REM|EH LIS YotE 2 AWS FIS HA of| M| & & ZFHIR

3. (MEH AL AT QIAEIA Q7 M

o] Alglof| M AT CIAEAAE AF25I2{™ run-instances WS A2 510] AT QIAEIAE QAFHA

Q.7IEUS SHE AT AUARHAE ZF 5= AQULICH SE SEE stopR MYHsE F? /R8T

persistent® A3l oF ELIC} O] AAHEMUME 2O E™ 2E ZZ2MATF FA AIRMEZE SH
] I

SZr2 hibernateZ MXSIX| OIMIR2.

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

CHH2 2 spot-options.json T+ Q| o RIL|C}.

"MarketType": "spot",

"SpotOptions": {
"SpotInstanceType": "persistent",
"InstancelnterruptionBehavior": "stop"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
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aws ec2 create-tags \
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=Name, Value=interruptMe

--tags Key
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/fis/

f. XMEsS MEiE

C

|CF.

=H
6. CHYOIM CHSS s>ELICH

a. AWSFIS7} O™ EHAHIM RS2 2 M8t cHefol| cHs HEIS MEfgLICH
b. 7|2 0|§2 & ] 0|all5t7| /2 O|E2 2 HFAM|R. 0l & & oneSpotInstanceE
gt
c. ElAA R%0|aws:ec2:spot-instance@!X| EQIGHAIL.
d. CH& HIMEQS| B2 2|44 Ef, EE|, utt0|EE Mg LCt
e. Cla2 EiTol s M BT F7HE HE4st D E 2 719 i 2f2 YUBELICE O] R& A2
AT T AL dBE CHE AT QAR A FItEHEHOE AHE5H0 BHSIMR.
f. ClAA ZEo A M ZH F7IE MEstT ZZ 2 State.Name, 222 runningES &2
gt
g. M ZEOME J+E MHFLICH BlaA 0 18 LUHE LT
h. XM&ES MEIgL(CH
7. MH|A HMAS| B 7[E IAM Q& A8 S MEIE CHZ O] A& M| A Z7Ho| HEE CHE M
Mt IAM HE S MEIEFLICH FE0| EAILX| gte B2 Y Ggo| Eost Az 2H 7t UeX|
EOISHM 2. REMIEH M2 the section called “AlE] 238 MME & XFIMQ
8. (ME{AIE) ElTol ZER MElD FJIE ME4stD E T 7o BT 22 KI™FELICH Fotet Efas
HEXE ALS5tod Adk|l= Algo| oLzt A HEX o MSELICH
9. AHHES MYS MEdELICH 2l HAIX|7t LIEILIEH create2 225D AIF RSS! MHE

LHELHZ| B MEHELICE OS2 ol 2& HAtol M Y- g JSON o M LICH

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
},
"filters": [
{

1EHA|: A ’E3! BHET|

22



"path": "State.Name",
"values": [
"running"

15
"selectionMode": "COUNT(1)"

1,
"actions": {
"interruptSpotInstance": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
},
"targets": {
"SpotInstances": "oneSpotInstance"
}
}
I
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "arn:aws:iam::123456789012:r0le/AllowFISSpotInterruptionActions",
"tags": {
"Name": "my-template"
}
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/

2.

A w0 b

cancel-spot-instance-requests @& AF&35t0] AT QIARA @FHE F|AFLICH

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

CIAEIAE EZ352{™ terminate-instances WA A 5HM| 2.
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--- s3.us-west-2.amazonaws.com ping statistics ---
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rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms
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ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
1,
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
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"targets": {
"resource_type": "resource_name"
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ul2}0|E

« alarmArns - ZE2 9| ARNSZ, &l

=
« alarmStates - A& MEHZ, X2 H
INSUFFICIENT DATA?: LIC}.
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—

ror

* cloudwatch:DescribeAlarms

2 1SO 8601 49| EXtE Y

EHjl 7£||'O-|
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AWS Fof = MH[A AR
Amazon DynamoDB % ¢
AWS FIS = CH2 1 Z'2 Amazon DynamoDB 242 x| ghict
aws:dynamodb:global-table-pause-replication
2 =7 60|20 CHEF Amazon DynamoDB 224 E02 =HE YA| ZXIELIC 5He10| AIZHE
= z|Ci 52 S¢et Ho|E0| A& SHE = U&LICh
CtE WY E0| L4 DynamoDB 22X H|0|E2| HAo| S22 FIHELICH
{
"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX"

"Principal":{

"AWS":"arn:aws:iam: :123456789012:role/aws-service-role/

"Effect":"Deny",
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

iy
"Action":[
"dynamodb:GetItem",

"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteIltem",
"dynamodb:DescribeTable",
"dynamodb:UpdateTable",
"dynamodb:Scan",
"dynamodb:DescribeTimeTolLive",
"dynamodb:UpdateTimeTolLive"
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",

1,
"2024-04-10T09:51:41.511272"

"Condition": {
"DateLessThan": {

"aws:CurrentTime":

}
}
}
]
}
Ctg WY 20| L4 DynamoDB 22 E|0|E 2| AEZ| HHo| SO =Z FIHELICH
Amazon DynamoDB %4



"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX"
"Effect":"Deny",
"Principal":{
"AWS":"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

.

"Action": [
"dynamodb:GetRecords",
"dynamodb:DescribeStream",
"dynamodb:GetShardIterator"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/
stream/2023-08-31T09:50:24.025",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T@09:51:41.511z7"

}

+ aws:dynamodb:global-table

ul2}0|E

« duration— AWS FIS APIO{ A Zt2 I1SO 8601 & 4lo| EXtQlLICt 0 E S0f, PTIM2 128 LIE}
HLICH AWS FIS 2420 M X, 2 E= AlZt2 248t ct

3t

* dynamodb:PutResourcePolicy

Amazon DynamoDB %} ¢4 42



AWS ZoH 2 MH[A AEXt7tol=

» dynamodb:DeleteResourcePolicy

dynamodb:GetResourcePolicy

* dynamodb:DescribeTable

tag:GetResources

-

Amazon EBS &tQ

I

AWS FIS £ Ct21t Z2 Amazon EBS 242 K| gFLICt.
aws:.ebs:pause-volume-io

&2/ 1/0 Zde LAl SXIFLICH CHY EE2 5L
(o]

Amazon EC2 2&£ &2 AF83510{ A& S AlE5E{™ Amazon EC2 AFE MH A 2| Amazon EBSO{|A{2]
R E|AEE XML

* aws:ec2:ebs-volume

ut2to|E

« duration - 22 A|ZF2 1Z 0l M 12A|ZHULICEH AWS FIS AP0 M 242 1ISO 8601 Al XL

Ct. o2 E0{ PTIM2 18, PT5SE 5%, PT6HE 6A|7HE LIEFHLICH AWS FIS 220M X, B &
AlZtg d2dgtLiC X% Alzto] o (of: PT5S) XI™El 7|2 S 1/07F YAl S XIZIX|2H AE

X7|3t5t= Ol ZA2l= AlZH 2o A3o| 2 2E|= O AlZto| o @2 ZE £ QlaLch.

mo rir

#

—

rot

 ec2:DescribeVolumes
» ec2:PauseVolumeIO

* tag:GetResources
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html

AWS ZoH 2 MH[A AEXt7tol=

Amazon EC2 =]

AWS FIS = CI=21t Z'2 Amazon EC2 £Qi2 X|&FLCt.

Ao
=

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

» aws:ec2:reboot-instances

» aws:ec2:send-spot-instance-interruptions

» aws:ec2:stop-instances

* aws:ec2:terminate-instances

AWS FIS AWS Systems Manager SSM OO|MEE S¢t 2F T YU X[HELICt Systems
Manager= EC2 QAR A A™St= &S Holst= KA 2ME AL
5o ALEXL X|H LR E —’F—%!‘U—ILP AT THEISSM EME AISE £  KEMIEF HE = the
section called “SSM EAM AI&"2 & Z3HM|2.

aws:ec2:api-insufficient-instance-capacity-error

CHa IAM @& o] @ Moi CHEH InsufficientInstanceCapacity 2F SES A UELICH X|HE
= &2 Runlinstances,, CreateCapacityReservation Startinstances, CreateFleet £ & &!L|C}. 042
7+ YoolM 8 23S TEHstE 282 XIYUEIX| AL 0] TR Blas BiT, TE| EE

Ii2tO|E & Ar8stod T & Holste RAE Kl x| eE&LICH

e aws:iam:role

ul2}0|E

« duration— AWS FIS API0|AM Zt2 I1ISO 8601 & 4Alo| EXtEQILICE 0 2 E01, PTIM2 128 LIE}
HUICH AWS FIS 280 =, 2 £ AlZHS 2dstL|ct.

=
- availabilityzoneldentifiers - 2l E 2 T2 & A& 7t5 P F5. Y ID(0{: "usel-azl, usel-
az2") & ¥ed 0|F(04: "us-east-1a™)2 X|H

- percentage - LR E F 57| {et EE 2| HEE(1~100).
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« X717 ec2:FisActionId 2t0| aws:ec2:api-insufficient-instance-
capacity-error®2 M™ME ec2:InjectApiError &7 7|9 Bt IAM L& 2 MY E
ec2:FisTargetArns =7 7|7} !&LICH

MHM oAM= odl: ec2:InjectApiErrorl| 27 7| A2 EXFHAIL.

aws:ec2:asg-insufficient-instance-capacity-error

CHAF Auto Scaling & 2| 280l CH3H InsufficientInstanceCapacity 27 SES AFgLct
0| 22 Al "I Z2IS A 3= Auto Scaling 1= 0 X[ 2IBHLICH QIAEIA 2% 2E o Fof CHsH

KNS L otE 248 Amazon EC2 AF2 HMEEME BIESHAIL.

2liaa R

o2

+ aws:ec2:autoscaling-group

ut2tolE
- duration— AWS FIS API0|A Zt2 ISO 8601 & '9_| ExtGELct. ol S0{, PTIM2 128 LIE}
YHLICH AWS FIS 220(M %, B = AlZFe ¢

=
« availabilityzoneldentifiers - 2 E 2 FEE A& 7t ¥ =5, A ID(M|: "usel-azl, usel-
az2") & ¥ 0|F(0f: "us-east-1a")S K|HELICE
« percentage — MEH AFEHQILICH CHA Auto Scaling ZE 2| AR M & 2FE FUE H|
Lct Z1#22f2 100LCt.

(1~100)

Mo

st

« ec2:InjectApiErrorZ71 7| ec2: FisActionld Zf0| 2 aws:ec2:asg-insufficient-

instance-capacity-error A™E|1 ec2:FisTargetArns 271 7|7} Auto Scaling 2 &2 CH
Mo HMYE E2

* autoscaling:DescribeAutoScalingGroups

MM oAM= of: ec2:InjectApiErrorl| =74 7| A2 HZESHAML.

Amazon EC2 %4 45


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity

AWS ZoH 2 MH[A AEXt7tol=

aws:ec2:reboot-instances

CHAF EC2 Rebootinstances QIAEIA 0| A Amazon EC2 API 24 AlEL|Ct.

2lAA F

o2

* aws:ec2:instance

g ull=

* None

st

» ec2:RebootInstances

e ec2:DescribeInstances

AWS 2|3 &=

« AWSFaultinjectionSimulatorEC2Access

aws:ec2:send-spot-instance-interruptions

CHe AT QIABAE SHELICH Oy A% QIABAE JSHSI7| 28 ™o AT QIARHA FE Z
K& CHah AT QIAEAN| EHHLICH ST AlZH2 X|I'HEl 7|7t Beforelnterruption OH7HE4=~0i| [T} 2f
ZAMEILCH ST AR RE| 22 30 AT QA AL ST Sxtof et Z2EIHL SXIELICH
AWS FIS of o|all SX|E AT QIARAE CHA| A|ZHE H7HX| B X|E HEHE | X[E LICH

40| A|EHE 2E O QUABHAE EC2 QIARA ZNZEH HE ALE S $AIELICEH 7|2t
Beforelnterruption X|&eh Z9 MZEH HE A& D S 23 Atolof X[2d0] U2 = J&LICt.

REMIBH 2 = the section called “A % QIAEIA ZCHEHAES HASHAMR. = Amazon EC2 24
stod A

=
2 Ar85t0{ A=E AlE 2™ Amazon EC2 AHE MBAML| AT QIAEIA SE AR E HZ5HAMR.

>

4

2liaa R

0%

+ aws:ec2:spot-instance

Amazon EC2 & 46


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html

AWS ZoH 2 MH[A AEXt7tol=

u}2}0|E

« durationBeforelnterruption - 2IAEA SEFX| HE|l= CHZ| AlZH2~158). AWS FIS APIO| A 2f
2 1S0 8601 ZA|o| EXARILICE & E01, PT2M2 222 LIEFHLICH AWS FIS 2£0i A AlZt

(8) & Y=o

H

—

rot

« ec2:SendSpotInstancelnterruptions

* ec2:DescribeInstances

AWS izl HH

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:stop-instances

CH4 EC2 Stoplnstances QIAEIA 0| A Amazon EC2 API 2tlS AlgHstL|Ct

2las f

0%

* aws:ec2:instance

o2t0o|E

- startinstancesAfterDuration — A& AL IL[CH QIARIAE A|Z6t7| Mol CHZ |5t O ZEl= Al
Zh2 120l A 12A1ZFLICH AWS FIS APIOIA 2t2 I1ISO 8601 BAl2| 2Rt YLICH o & 0,
PTIM2 122 LIEFLICH AWS FIS 2£0M &, 8 £ = AlZHERR =XAHE U=dEhL|ct QIARA
of &3 EIEBS E80| UE BR 28 &= 35tE Ol AFEE KMS 70l AWS FIS HEHE Hod
St74LE KMS 7| H&ol| A3 & FItstofF &LICt.

- completelflnstancesTerminated — 4484 A& IL|CH true®! B 2|1
startInstancesAfterDurationk true@! B, CH& EC2 QIAEHATLFIS 2|F 9| HE 2Fo
O|5f Z=E |0 CHA| At = gl A0k O 22 AulistX| pi&LICt 0 & S04, Auto Scaling
JE2 0| 2ol =[] Mol i I &0| Mofst= SXIE EC2 QUABHAE ZFEE £ JU&LICH
7|82k 2 false LI}

Amazon EC2 =4 47


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html

AWS ZoH 2 MH[A AEXt7tol=

* ec2:StopInstances

* ec2:StartInstances

- ec2:DescribeInstances — MB A& ILICE 22 IfinstancesB R A| QIAEA HEHE =0Ql5tE]
™ Complete Terminated2} &7H &L

« kms:CreateGrant — ME AL QLICH A S3El EESE QUATAE CHA| A[ZF5E{H A%
InstancesAfter 7|Zt0t Bf7H 2 gLct.

AWS 22|38 Z=H

« AWSFaultlnjectionSimulatorEC2Access

aws:ec2:terminate-instances

CHAF EC2 Terminatelnstances QI AEIA 0| A Amazon EC2 API 24 AldistL|Ct.

2ol f

0%

* aws:ec2:instance

ot2t0o|E

* None

#

—

rot

e ec2:TerminateInstances

e ec2:DescribelInstances

AWS 2|5 =

« AWSFaultlnjectionSimulatorEC2Access

Amazon ECS &4

AWS FIS = Ct=213t Z'2 Amazon ECS &2 x|&t|ct.

Amazon ECS % ¢ 48


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_TerminateInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html

AWS ZoH 2 MH[A AEXt7tol=

xHod
1=

* aws:ecs:drain-container-instances

 aws:ecs:stop-task

* aws:ecs:task-cpu-stress

* aws:ecs:task-io-stress

» aws:ecs:task-kill-process

» aws:ecs:task-network-blackhole-port

» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances

Amazon ECS API 2 21& UpdateContainerlnstancesState Al815104 CH& S B{AE{0]| U= 7|E
Amazon EC2 QIAEA S| X|HE H|g2 H|ZLCH.

2lAA

o2

* aws:ecs:cluster

ul2}0|E

+ drainagePercentage - B £ £(1~100).

+ duration - 22 A|ZFH1E0IAM 12A[ZFH. AWS FIS APIOIA 72 1SO 8601 & 4Alo| EXFUQILICt o &€
S04, PTIM2 122 LIEFHLIC AWS FIS 2£0iM X, B FF= A7t l2dstL|C}.

* ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
e ecs:ListContainerInstances

* tag:GetResources

AWS 228 w2

* AWSFaultinjectionSimulatorECSAccess

Amazon ECS %4 49


https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateContainerInstancesState.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html

AWS ZoH 2 MH[A AEXt7tol=

aws:ecs:stop-task
Amazon ECS API 224 & StopTask&l&i5toq CH& & dS SKIFLICH

2lAaa R

0%

* aws:ecs:task

i gull=

* None

» ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

« AWSFaultinjectionSimulatorECSAccess

aws:ecs:task-cpu-stress

CHAF Zedofl CPU 2EBIAE A#ELICH AWSFIS-RUN-CPU-AEB|A SSM EME AFSEFLICH &
12 ol A 2|5Hok & LICE AWS Systems ManagerAtA|et MEE= ECS 2] 5% ALEE HXSIML
glAA f&

* aws:ecs:task

ul2}0|E

« duration - ISO 8601 &4l0| AEF|A HIAE 7|7HL|CEH

» percent — B AFFRILICH O(FF 5t 0l A 100(2t T F8h7H K| S Fot HWEE. 72242 100
L|ch.

Amazon ECS %4 50


https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopTask.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-CPU-Stress/description

AWS ZoH 2 MH[A AEXt7tol=

« workers - MEY AFZQLICH A8 E AER|A 010 QLI 7|22/2 00|H, 2E 2EB|A 22
= A8 gL

m

« installDependencies — 154 ALZIL|CH. O] 2£0| TrueO|™ Systems ManagerZt SSM 00| E 9
ALO|=5t ZE| 0|0l 2Rt &M S HRIFLICHOIE MXIZIX| 2 ER). 7282 TruedL

Ct. &M stress-ngQILIC}.

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-io-stress

CHA ZFdof 110 AERIAE AEBILICH AWSFIS-run-l0-stress SSM 2ME AFEEHLICH 242 0f A
ZE|5HoF B LICH. AWS Systems ManagerXtAl[gt ZE = ECS 2 S& A2 XM,

SEAESE S

0%

» aws:ecs:task

ul2}0|E

» duration - ISO 8601 &4|o| AEB|A HAE 7|ZHL|CH
- percent — ME4 A QLICH AEE|A HAE S0 ALSE T A|AR 9]
2t 2 80% L.
« workers — MEH AL QILICH Bt 4= HARt= =&, ol U HZ 2| tHEE 71/ 7] B, Z A
S718 U FHA| AXE EFSto =-FLICH 042 5t ZEMATH S Th Yol M ChFet 1/0 &
= |

Us et 7

(@]
=0

]

OK

Zt HIZ Lt 718

1
- installDependencies — 14 ALZHIL|Ct. O] 2t0| TrueO|™ Systems Manager7t SSM 01|0|HE 9|
AO|=7t ZAE| 0|0l 2R Ft &M S HRIFLICHOIE MXIZIX| 22 BR). 7282 Trued

Ct &2 stress-ng

C
[ul

#

—

rot

* ssm:SendCommand

Amazon ECS % ¢ 51


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description

AWS ZoH 2 MH[A AEXt7tol=

* ssm:ListCommands

* ssm:CancelCommand
aws:ecs:task-kill-process
killall 22232 A2 35104 &AM R|™H=E Z 2 MHAE SX|gL|Ct. AWSFIS-Run-Kill-Process SSM &

ME M8ELICH 2] H9|9| pidMode7t taskE M E|o{of ELICH 22 ol M B el3Hok g Lict.
AWS Systems ManagerXt A8t HE = ECS % S& AL 2 & ZsHM 2.

2lAaa R

0%

* aws:ecs:task

ul2}0|E

Argeduct BP0 §H MESE MELCt 7ts8 2E2 SIGTERM(F &R 7 F A5
= e )T SIGKILL(FAIE £ gl ah)duct 7|222 SIGTERMA LI

TrueO|? Systems Manager7t SSM 0| O|HE 9|

« installDependencies — 14 AF&HQIL|CE. O] ZtO|
rLCHotE] MRIE|X| g2 BR). 7|22 2 TrueL|

=H
AtO|E 3L ZAE|O|L{ol| st S4AMS Mx|
Ch S& 42 killall I LICH.

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-blackhole-port

XNME ZZ2ES U TEO| CYEt QIHIRE = o
Network-Blackhole-Port SSM £ AME A2l S
Ch. 242 of| A &t2lsHoF &FLICH. AWS Systems ManagerZX} 4

Mg + Ql&LICH RHME 2= ECS 2 SE AMES "‘*ZF_%HHIR.

t0
Q'I_l
r
[l
L
I
02
o
0\2
'U
Q_
=
(@]
o
D
_\,J_
+
Q)
V2]
u
nx
>I
.I_
I o
(@]
—te
=)
ok
r
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description

» aws:ecs:task

u}2}0|E

« duration - ISO 8601 & Alo| HHAE 7|7t

. port- ZE 5l |C},

°
T
inl

r
I
N

H-u —I—
Hm
ko
N
olr
F&"

ro
=
HO

1ngressQP egressL|C}.
2 tcplt udpLCt Z[22f2 tep L.

O| TrueO|™ Systems Manager?7} SSM 0{|O|HE 9
LICHOL & MRIEIX| &f2 BR). 7|22 TrueL|

o
« installDependencies — &4
AO|EZ} ZHE 0|0l TR Bt
Ct. &M atd, dig ! iptables

Ch =

. trafficType - EEHZ R3¢
* protocol — ME AFEFQIL
|

>
0%
I
L
_lT'_
iz E¥

ORM
1
z
mw
>||

12
Co
n

I

Ht

| — -

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-latency

EH AA0MM 27tE EBfEE XEISHE tc TTE AM85t04 HIERT QIE{m|O|A N X|d AlZ+Dt
X|E{E F7}gL|C. AWSFIS-Run-Network-Latency-Sources SSM EME A ELICEH Q] X o|9f
pidMode7}l taskE A% T|ofof BLICt &2 of| A ZrZ|&HoF & LICt. AWS Systems Manager®f &
Yoo M networkModeE bridgez MEY + ¢l&LICH RtME HE=E ECS HYU SH MEE HZ
StAl.

2liaa R

0%

» aws:ecs:task

ul2}0|E

AL

« duration - ISO 8601 &Al0| HIAE 7|ZHlL]LC}.

« interface — M=} AP LICH HIERZ QIE{H O[AJLICE 7|2 22 etho LT

Amazon ECS % ¢ 53


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description

AWS Eoff 2| AH|A AER Ttol=

delayMilliseconds — M1EH AL ILICEH 2| &= Ee|of X AlzhLct. 7[22f2 200 LTt

jitterMilliseconds — ME AbgtQlL|C} 22| = BHel|o] X[E{L|Ct 7|22t 10.

M@l O|F, DYNAMODB Z! S3QIL|Ct. DYNAMODB =& S3E& K| ™

0
« sources — MEH ALEQILICH €lEZE FEE AAQILICH 7ts8H 4f2 IPv4 T4
St = o

EiTh‘PJEOﬂEF MEL|CH 7|84 2E IPvd EBEID 2 k|5H= 0.0.0.0/0Q]L

installDependencies — 4154 A& lL|Ct. 0| Zt0| TrueO|™ Systems Manager?t SSM 01 0| M E 9]
ALO|E7} ZAEO|LHof| Het Z5ME MR|ELICHOorE MRIEIX| §f2 BR). 7[242 TruedL
Ct. 442 atd, dig, jq & teLICH

-

st

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-packet-loss

tc T E AI835t0{ HE ST QIE{m|o[A0l miZ! &4E FIHELICE AWSFIS-Run-Network-Packet-
Loss-Sources SSM EME AFEEFLICH 54 & 9|9| pidMode 7t taskZE A& E|o{of EFL|CH EH2
ofl A 2|3t oF ErLICH. AWS Systems Managert®d & 2|0 A networkMode & bridge2 M
& LICH AtMIEt HE = ECS 21 5% MEE XM L.

4> FI

2lAaa R

0%

* aws:ecs:task

u}2}0|E

« duration - ISO 8601 &Al0| HIAE 7|ZHlL|C}.
« interface — 4B AFEQILICH HERT QIE{HO|AQLICH 7|22 ethoILICE
« lossPercent — 1B AFEQILICH THZ! & AlO| HHEE.

=
» sources — ME4 ALY QILICH EHEZ FEE AAQL 42 1Pv4 F4,IPVACIDR 28, &
M/l O|F, DYNAMODB & S32/L|Ct. DYNAMODB =& e < ol & 2™l 2| ¢
CEQIE0E MBELICH 7|22 2 2 E IPv4 EEiZ YX|St= 0.0.0.0/0 LT
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS ZoH 2 MH[A AEXt7tol=

=

-

+ installDependencies — ME ALZILIC} O| 2L0| TrueO| Systems ManagerZt SSM O 0|THE 2
st
=

AtO|EZt ZAH|O|LHof| 2Tt B4 82 AXIFLICHoE MR|ZIX| &t BR). 7|22 TrueL|
Cl. 442 atd, dig, jg & tcLIC}.

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

-

Amazon EKS &tQ

I

AWS FIS = Ct23t Z2 Amazon EKS %4 & K| LCH

Xtod
=1 e

* aws:eks:inject-kubernetes-custom-resource

* aws:eks:pod-cpu-stress

» aws:eks:pod-delete

* aws:eks:pod-io-stress

* aws:.eks:pod-memory-stress

» aws:eks:pod-network-blackhole-port

* aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

* aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource

=l CHAF EB{AE{0]| M ChaosMesh EE £ Litmus A8g Al&siL|ct. CHA E2{AE{0 ChaosMesh B
= LitmusE A X|5HoF & L|C}.
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AWS ZoH 2 MH[A AEXt7tol=

A X|g ChaosMesh Ml 2428t ZIE| 0| HEIIS R[5l oF & LICI. Amazon EKS HHTH 1.238E 7|&
HE}F 10| Docker0ll A containerd2 BAZAE|F&LICH A 1.2458 E] Docker7} M7HEIQA& LICEH.

r
>

=0

ES

o2

* aws:eks:cluster

ul2}0|E

* kubernetesApiVersion — Kubernetes AtE At X8 2[AA 9| API HAZH. 7ts 8t 2k chaos-
mesh.org/vlalphal | litmuschaos.io/vlalphal.

+ kubernetesKind - Kubernetes AL Al X|H 2|AA BF. 282 API HTOf ek E2F&ILICH

- chaos-mesh.org/vlalphal - 7} &8t Zt: AWSChaos | DNSChaos | GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos |
PodChaos | PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | StressChaos
| TimeChaos |

« litmuschaos.io/vlalphal - 7}S %t gt: ChaosEngine.
« kubernetesNamespace — Kubernetes H| A H O A
« kubernetesSpec — JSON & 4|0 2 Fl Kubernetes AFFE A} XA E|AA 9| spec MM,

« maxDuration - At53} A0| &t 2 E|&= O] {2 El= Z|CH AlZEFR2 120 12A1Z2FL|CE. AWS FIS
APIO| M Zf2 1SO 8601 EAlo| EAIFELILICE o & E0{, PTIM2 128 LIEFELICH AWS FIS 2
£0|M X, B == AlZHE =L ct

Ol AWS Zoi= ID 2! Access Management (IAM) T8H0| 3t x| f&LICEH O] H S AL8St= O
LIt HEH2 RBAC 2152 A& 304 KubernetesOl| A A O{&FLICH AFMIEH LI 2 S A Kubernetes
E MO RBAC &2 Ar&2 EZESHMIL. Chaos Mesholl CHE AHA|EH LIE 2 34! Chaos Mesh EAME
XML Litmusol CHBt REA[EH LI 2 S 4] Litmus EAE X StMIR.

aws:eks:pod-cpu-stress

M.

o|-

CHe ZE0f CPU AEBAE A™EILICH RFME HEE= EKS ZE AU MES FX

=

b
=0

A

o2

» aws:eks:pod
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AWS ZoH 2 MH[A AEXt7tol=

:Il.l__l

2t0/E

duration - ISO 8601 &4|o| AEPF|A EHAE 7|ZHILICE.

percent — M4 ALEFQILICEH O(FE 80 100(R ™ £35H)HK|e] =& 235t HEE. 7[24t2 1008
L|C}.

workers — MEH AFEFQILICH AL E AERA Q19| £=lLct 7|22/2 00|H, ZE AERA 29I

2 A E L

kubernetesServiceAccount - Kubernetes AMH|A HH. H 8t HEto| CHe XEAM[EF LHE 2 the

section called “Kubernetes AMH|A HH F4" BHHE HX5HMIR.

fisPodContainerimage — 154 ALEQILICH @F QIME X EE ot = O AF8E ZdE| o[ o|O] K.
7|27t2 oM M3 AWS FISO|O|X|E AtE5te ZWLICH RtA|EH "HE = the section called “Z£ =

ZiE|o|L4 o|O|X|"E & EFHMIL.

maxErrorsPercent — B AL ULICH @F F 0| Alufst7| ol e = U= CHaof HIZ L

Ct. 7|2gt2 oLct.

fisPodLabels — M1E8 At ULICH FISHM M8t EE QLAAEDOM ZE0of HEE FHUIE|A

ol O|E.

fisPodAnnotations — ME{ ALZHIL[CEH FISOIM et ZE QAAED 0| Z=0f HEE FHU|

E|A ofEf 0| M.

fisPodSecurityPolicy — 4184 AFEFILICH FIS 2! &IA| ZAE|O|L{0|AM M st ZEE QLAAER| 0|M

Eo M8E FHUIEIA 2ot & HM privilegedbaselinerestricted7ts8h 22 & &

Ch Ol XY2 2 E M &0 St gL

rFkI

st

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS Z+Z[¥ M3

AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

CH

M EZCE ANELICH RIMIEF HE = EKS ZE &

2
>
00
mjo
ik
M
Q'I_l
=
FO
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AWS ZoH 2 MH[A AEXt7tol=

» aws:eks:pod

u2to|E
- gracePeriodSeconds — 4184 At ILICH ZE7} HA ™Mo 2 FE2E WHX| ZICt2le AlZHE) YL
Ch Ztol 00T 22 JA| ~&ErLICE Zhol nilel B ZE9| 7| |0 7|22 AFSELICH

* kubernetesServiceAccount - Kubernetes AMH[A A1, Ee8F #HEtol| CHEF XEMIEE LIE 2 the
section called “Kubernetes AMH|A 7 F4" EHHE HESHM .

- fisPodContainerimage — M&4 AFZ ILICt @7 CIME| ZEE BtE= O AFEEl Z4E|0[L1 O[Ol X].
7182t oM MSEt ol0|XIE AF8 3t AWS FISZARILICE RHA|EH HE = the section called “EE
ZiE|0[L4 o|0|X|"E & E3HAL.

« maxErrorsPercent — 41B4 AL QILICH @F F 0| Aulist7| Hoi AlzjE = = CHah ol Hig L
Ch. 7|22 odLlCH.

- fisPodLabels — 1B AFEQILICH FISOIM M8t ZE QAAEDY O|M ZE0 MEE FTHU|E|A
tlo|E.

+ fisPodAnnotations — 4184 AL ILICH FISO|M MAMSH Z2E QAAERO|M ZTEof HEE FHU|
E|A 0{-E{|O|M,

- fisPodSecurityPolicy — MEH ALEFILICH FIS 2 &IA| ZAE[O|L{0| M e ZEE QAAERO|ME X
Eof A8E FHUE|IA 2ot ZF MM privilegedbaselinerestricted7ts3t 22 & &L

O
—4
Ch O] {2 2 E M +=F5 SetELCH

st

» eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS Z+2[3 S

» AWSFaultinjectionSimulatorEKSAccess
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AWS FHof | AMH|A A8 7Hol=

aws:eks:pod-io-stress

CHa ZE0lM 110 2EBAE MEFtLICH RIS HEE EKS ZE 5 AL &ZEsHAMIR

Zlas /Y

» aws:eks:pod

ut2to|E

« duration - ISO 8601 &A|0| AEZA | Z|zZtdLCt.

 workers — M4 AFEFQILICH Z AR} =, 21Xt A Aol & HEE| oHEE e7|/Ar 7] =d, Z A
S713t Y FHA| A NE Z'sto] =-AELICEH o] 5t9l Z2MATI U Tkl M CHFer /0 &
U2 =>HELIcH 7|2 22 1Lch.

o percent— ME{ ALZQILICH AEBA HAE S0 ALSE Tt A|ARIS| 047 St HIEYLICE 7|2

4 X=2
HA L—

80% & LICt.

« kubernetesServiceAccount - Kubernetes AH|A 74|,
section called “Kubernetes AH|A H % 749" B

7|E7I-C>

— HA —

oM MSEr olOlXIE AFS
ZE[O|LA olOlx|"E & ZETAML.

HESHM 2.
« fisPodContainerlmage — M& A& L|Ct 2 F QA E o
st= AWS FISZd ¢

ZIQ§t HEtof CHEt REMIE LI 2 the

r°l-

>

t& &l Z1Ef|o|L o|O|x].
the section called “2£ =

ZLCE

LICH

« maxErrorsPercent — 1B AL QILICH @F F 0| Aulist7| Hof AlzjE = = CHah ol Hi2 L
Ch. 7|22 odLlCH

- fisPodLabels — 1B AFEQILICH FISOIM M8t ZE QAAERY O|M ZTE0 MEE FTHUIE|A
glo|E.

+ fisPodAnnotations — 4184 AL ILICH FISO|M MAMSH Z2E @AAERO|M ZTEof HEE FHU|
E|A O{Ef 0|,

» fisPodSecurityPolicy — 1EH AFEHQILICH FIS 2 /IA| ZAHIO|LH{MIM M8 ZE QAAEDOIM Z
ol A8 FHUE|A 2ot EF MHA privilegedbaselinerestricted7ts8t 2t2 & L
Ct. O] 22 2 E HM &1 S eHELICE.

* eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources
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AWS ZoH 2 MH[A AEXt7tol=

ZH
Ah

AWS

=]

=

o2
02

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-memory-stress

CHAY ZEo HZ2E 2EHAE A™MELICH RIMSH HE = EKS ZE 2 AL

mo
i
[
Q'I_I
=
FO

2

va
Jo

A

0%

» aws:eks:pod

ul2}0|E

« duration - ISO 8601 EAl9| AEF|A HAE 7|
« workers — ME4 AL QILICH AIEE AER A 22

« percent— ME AL QILICH AED A E|AE S0 AFSE
L|ct.

te HZ2|e| Hlg it 7222 80%

« kubernetesServiceAccount - Kubernetes AH|A . EHe 8t HEtol|l CHE AEAIEF LI 2 the
section called “Kubernetes AMH|A H|& 74" BHHE H XML,
bl a
_|

- fisPodContainerimage — 14 AFEQILICH 2F €I
7|27t 2 oM M3 ek o|0|X|E A& St= AWS FISX

)\I

ZiE|o|L4 o|O|x|"E A =5t L.

* maxErrorsPercent — M=4 AFZL|CH 2F Flo| Amlisty| Mol duig & = CHe el HIZ L
Ct. Z[22f2 oLch.

« fisPodLabels — M= AFS LI} FISOIM dEEH EE 2IA|AER 0|M ZE0i HFE FHUIE|A
cilo|=.

- fisPodAnnotations — A& AL QILIC}H FISOHIA MdEst Z2E QAAEY O|ME ZTEof HEE F U
E|A OfEf 0|,

- fisPodSecurityPolicy — 184 AFZHILICH FIS 2 (Al ZAH|O|L{0M MEE ZEE QAAEROIM E
. = "L

Eol Ar8E FHUE|A 2ot ZF HA privilegedbaselinerestricted7ts8t k2 & ¢
Ch ol 2 ZE HH =& s gL

#

—

rot

 eks:DescribeCluster
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AWS ZoH 2 MH[A AEXt7tol=

 ec2:DescribeSubnets

* tag:GetResources

AWS 2|3 5

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-blackhole-port

ZEO| CHEt QH2E EE= OFRHIR2E ESfE S AXFLCH FHUEIA 2o E

=—< E = = =
& MAor S eHEILICH privileged AHAM[EF HE = EKS ZE 21 A8 2 HZAHAM L.

» aws:eks:pod

i ull=

« duration - ISO 8601 &A!9| E|AE Z7|ZFILC.

« protocol - MES AL QILICH Z2EZE. 7S84/ 2 tep2t udpLICH 71222 tepRILICtH
- trafficType - EEHE K LICE 7t58 442 ingress®t egressL|Ct.

. port- ZE 5l |C},

* kubernetesServiceAccount - Kubernetes MH|A A1, E8F #HEtol| CHEF REMIEF LIS 2 the
section called “Kubernetes MH|A A F4" EHHEE HESHMR.

- fisPodContainerimage — A& AFEQILICEH 27 °._| IB{ ZE & BtE = O AFSE Z4El|o[Lq o|O]x|.

71222 oM XME35t= o|0|X|E Ar&5t= ZJdLICH. AWS FISKEA|EE M E & the section called “*
= ZHeE||o|L] o|O|X|"E & ZXFIML.

« maxErrorsPercent — 4B AL QILICH @F F 0| Aluist7| Tof| AlzjE = = CHar ol Hig L
Cl. 7|22ke oLct.

« fisPodLabels — M= AL QILICH FISOIM Y8t EE 2ALAER O|ME ZE20of MFE FHUE|A
cilo|=.

« fisPodAnnotations — 1B AL ILIC}H FISO|M MAMSH ZEE QAAEDO|M ZTEof HEE FHU|
E|A O E|O|M.
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 eks:DescribeCluster
* ec2:DescribeSubnets
* tag:GetResources
AWS 2|3 A

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-latency

12 MEIStE tc =T E AFE5H01 HIESR|T QIE{H|0|A0| X|2d AlZtD} X|
Hot E&E HAMNOr SRELICH privileged RHM[EF HE = EKS ZE

» aws:eks:pod

ul2}0|E

« duration - ISO 8601 &Al0| HIAE 7|ZHLC}.
* interface — MEH AL QILICH HERXT QIE{H O|ALICEH 7|42 ethoQlLICEH

C
« delayMilliseconds — MEH{ A

ol 2| & Blol X|9d AlzhelLct. 7|1EZte 2002]LC.

- jitterMilliseconds — A& AbEFQIL|CEH 2| X EH2{o| XIEILICE ZI&ZL2 10.

« sources — MEH AtEFQIL|CH £l E BE AAQILICH 7t5EH 42 IPv4 =4, IPVACIDREE, T
el 0|Z, DYNAMODB 2! S32IL|C}. DYNAMODB EE = S3E X|HstE 2L ol Al 2Ixie| 2[H ¢

EE?_'EOHPJ MgELCH 7|822 ZE IPv4 ERE D YX|SH= 0.0.0.0/0LICH.
* kubernetesServiceAccount - Kubernetes MH|A A1, E8F #HEtol| CHEF REMIEE LIS 2 the
section called “Kubernetes MH|A |1 74" BHHE XML
- fisPodContainerimage — 4184 AL QILICH @7 QIME 2 EE pte= o AFEE Z4E(0[LA o|O] K.

71222 oM AME35t= o|0|X|E AFE35tE ZdLICE AWS FISAEAM|EH HE = the section called “X%
= ZHe||o|L] o|O| k|’ & XFIML.

« maxErrorsPercent — 4B AL QILICH @F F 0| Aluist7| Tof| AlujE = = CHah ol Hi2 L
Cl. 7|22ke oLct.
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AWS ZoH 2 MH[A A-EXt

7t0|E

« fisPodLabels — MEH AFEFQILICH FISOIAM st ZE QFAAEY 0|M ZE0of MEE FH{UIE|
tjo|E.

A

+ fisPodAnnotations — 1B AL ILICH FISO|M MAMSH Z2E QAAERO|M ZTEof HEE FHU|

SESR L= [P SH

H

—

rot

 eks:DescribeCluster
* ec2:DescribeSubnets

* tag:GetResources

AWS 2|3 &=

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-packet-loss

tc T E AE350{ HE S| QE{mo|A0f T &4 FIHELICH FHUE|A Eot EF HAD
FEILICH privileged AHAMIE HEE EKS ZE 4 A8 2 A ZSHAQ.

ol

s

r

0%

u
>
>

o
aT

» aws:eks:pod

ut2to|E

« duration - ISO 8601 &A|9| E|AE 7|ZHILILCE.
* interface — MEH AL QILICH HERT QIE{HO|AQLICH 7|E8ZI2 ethoQILICEH
* lossPercent — 1B AL QILICH THZ! & AlO| HHE S J|EZI2 7% ILICTH

C

« sources — MEH ALEQILICH €l EZ2 FEE AAQIL
M2l O|&, DYNAMODB ! S3/L|C}. DYNAMODB EE= S3E
CXQIE P MEELICH 7242 2 E IPv4 EBf=ZIt 2 X|5H= 0.0.0.0/0&L|C}.

=
» kubernetesServiceAccount - Kubernetes AH|A H|d. EH 8t HEtol| CHE AEAIEF LI 2 the
section called “Kubernetes AMH|A |1 74" BHHE H XML,

H2k

b 7bs8t 22 IPv4 &4, IPVACIDR EE, T
X

|H5tE A< ol §XH 2ol 2|1 2
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AWS ZoH 2 MH[A AEXt7tol=

- fisPodContainerimage — ME4 AL ILICH @7 QIME|{ ZEE BtEE E|| A& El Z4El|o|LA o|O]x].
71242 oM MB35t O|0|X|E ArE5te LI AWS FISKEAM|EF HE & the section called “*
E ZiE|o|Lq o|O|x|"& & Z=FHM 2.

« maxErrorsPercent — MEH Al QILICH @ F 0| Alulfst7| Hof| Mg &~ = CHa el Hi2 L
Ch. 7|22 odLlCH.

« fisPodLabels — MEH ALEQILICEH FISOH|AM MMTH ZEE QAAEDO|M ZTEo| MEE ZHU|E|A
dlo|E.

- fisPodAnnotations — MEH ALEILICEH FISOIAM st ZEE QAAED OM ZEof MEE FH{U|
E|A O{Ef O],

» eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS Z+2[3 S

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:terminate-nodegroup-instances

L

Ha = 2 E 0| A Amazon EC2 APl Terminatelnstances®f i AldistL|C}.

ol PAES

k>

Jo
od

» aws:eks:nodegroup

ul2}0|E

« instanceTerminationPercentage - 32 & UAEAO| HHE £(1~100).

* ec2:DescribeInstances

e ec2:TerminateInstances
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AWS ZoH 2 MH[A AEXt7tol=

* eks:DescribeNodegroup

* tag:GetResources

» AWSFaultlnjectionSimulatorEKSAccess

otOFZE ElastiCache 244
AWS FIS C}S ElastiCache &2 X|4gfLCt.
aws:elasticache:interrupt-cluster-az-power
CH&F Redis S A 2 &0i CHsh X|HE 78 GHof /= Eo| HMHE SHELICH 7|8 =7} B
£|H S x[do] 7t M2 siE ¢i7| SAME0| ZElo|HE| mEE SAELICH X|HE 7184 B9
271 SXME nHe= o] 2ol TI™AE|= S AEEI=2E CHd SX O280| E2E0{E EF2E &H&SFL

Ct.

2lAA R

o2

+ aws:elasticache:redis-replicationgroup

ul2}0|E

o

« duration - 22 A|ZH1E0IM 12A|Z}H). AWS FIS API0IA] 22 1ISO 8601 & Alo| EXIPILICE o2
E0{, PTIM2 122 LIEIHLICH AWS FIS 2&0|AM X, B = AlZt2 &§ct

* elasticache:InterruptClusterAzPower
* elasticache:DescribeReplicationGroups

* tag:GetResources

HESZ &Y

AWS FISCIE HEX3 &g K|&EL|Ct.
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AWS ZoH 2 MH[A AEXt7tol=

xHod
1=

» aws:network:disrupt-connectivity

« aws:network:route-table-disrupt-cross-region-connectivity

« aws:network:transit-gateway-disrupt-cross-region-connectivity

aws:network:disrupt-connectivity

e MEH o2 o X|HE EiEE HEELICH HERF ACLE AFSELICH
2las f

* aws:ec2:subnet

ut2to|E

« scope - R E ECiZo| I LICH He|7t ot all B HERI ACLL| 2|CH &F == 2074
LIch 7tseh gf2 ch2a Z&Lct
- all- MEYoZ E0{2T LI7tE 2E Egj
HOoAE E0{T L
« availability-zone - CIE 78 Fdof
HEELICH VPCOH|M CHE S 2 X™E =
« dynamodb - ¥Al 2|72| DynamoDB 2| 2
« prefix-list - X|HE HFAI SESE E0{2
« s3-3XH 2I1™2] Amazon S3 2| HIEZQIER
« vpc-VPCE E0{21 L}7t= EciEE HEFLICH
+ duration - 22 A|ZH1E0IA] 12A]ZH. AWS FIS APIOIA] 7t ISO 8601 & Alo| 2XFQILICH o2
£04, PTIM2 122 LIEFHLICH AWS FIS 2£0|M £, 2 EE= AlZtE &

m
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- prefixListldentifier - B 7} prefix-1ist@l ZA< 1nZ40| &2l FE &
&, ID == ARNE X|Hg = JU&LICH MFA S50l z/ch 1

O
E
o
I
o
20
mjo
1
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L
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+ ec2:CreateNetworkAcl - managedByFIS=true Ef 1& At&35t0{ HIEQ|T ACLS 4AErLICt.
« ec2:CreateNetworkAclEntry - HIE 23 ACLOI managedByFIS=true E§17} Qlo{oF EL|C}.

 ec2:CreateTags

HE 3T &Hed 66

)



« ec2:DeleteNetworkAcl - HE 3 ACLM| managedByFIS=true E§17} 2{0{0F EtL|C}.
* ec2:DescribeManagedPrefixLists

* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

* ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

* ec2:ReplaceNetworkAclAssociation

AWS 228 w2

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity

CHA MEYIOIM AIEFStod X|HE EIMo 2 &5ts ECE 2 AHEELICH HAE|E X|¥o ZE B2
E x5t 2B HOIES M/ EELICH FISTt Ozt 2t E EIOIE 2 dHE = UES ote{H
Amazon VPC 8E & & routes per route table 25001 7|E 2t & HIO|EQ| B=E +~E 8+ 2t

e aws:ec2:subnet

ul2}0|E

. region - AZ|E 2|x1e| A= (0{: eu-west-1)LICH.

« duration - 20| X|&E|E A|ZFRILICH. AWS FIS APIOIA Zt2 ISO 8601 & Alo| 2 RFAQILICE.
o€ E0{, PTIM2 1£8 LIEIHLICH AWS FIS 220 =, 8 &= AlZtS d2dgtu|ct.

 ec2:AssociateRouteTable
* ec2:CreateManagedPrefixList t
« ec2:CreateNetworkInterface t

* ec2:CreateRoute t
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AWS ZoH 2 MH[A AEX

* ec2:CreateRouteTable t

* ec2:CreateTags t

» ec2:DeleteManagedPrefixList t

« ec2:DeleteNetworkInterface t

* ec2:DeleteRouteTable t

* ec2:DescribeManagedPrefixLists
» ec2:DescribeNetworkInterfaces

* ec2:DescribeRouteTables

* ec2:DescribeSubnets

* ec2:DescribeVpcPeeringConnections
* ec2:DescribeVpcs

* ec2:DisassociateRouteTable

* ec2:GetManagedPrefixListEntries
* ec2:ModifyManagedPrefixList t

* ec2:ModifyVpcEndpoint

 ec2:ReplaceRouteTableAssociation

1 managedByFIS=true E{ 1 & Al&35t0{ HL|E K| LICY.

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:transit-gateway-disrupt-cross-region-connectivity

XYE 2oz ot Ciy TS 7 0IES) 0] Lo T nhlo| EgiEE AEHRLICH
2las 8

« aws:ec2:transit-gateway

ut2to|E

« region - AZ|E 2|xe| A= (0 eu-west-1)LICH.

HE 3T &Hed
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html

AWS ZoH 2 MH[A

AR 7H0|E

« duration - 0| X|&E|= AlZFILICH AWS FIS APIO|A Z2f2 1SO 8601
0§ E04, PTIM2 122 LIEHHLICH AWS FIS 2&0IM X, & & Al

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS 228 w2

« AWSFaultinjectionSimulatorNetworkAccess

Amazon RDS &H¢d

AWS FIS = Ct213} Z'2 Amazon RDS 24 Xx|d8fL|ct.

Xtoq
=

» aws:rds:failover-db-cluster

» aws:rds:reboot-db-instances

aws:rds:failover-db-cluster

CHAF Aurora DB 2 A E{0l|A{ Amazon RDS API 2] FailoverDBCluster& &

ol PAFS

0%

o
aT

» aws:rds:cluster

ul2}0|E

 None

—
2 QB

Amazon RDS % ¢4
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_FailoverDBCluster.html

AWS ZoH 2 MH[A AEXt7tol=

3t

e rds:FailoverDBCluster
e rds:DescribeDBClusters

e tag:GetResources

» AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

CHA DB QIAEIA 0| A Amazon RDS API 24 RebootDBInstanceE A& stL|Ct.

0x

=]

>

A

0%

o
aT

* aws:rds:db

g ull=

« forceFailover — MEH AL&HQ]

2IL|C}. 2kl trueO| QIABIATFCHE AZQI B2, B 718 BoilM CHE
M8 d¥ez UM Toll =X

LICH 7|2Zf2 falseL|C}.
st

 rds:RebootDBInstance
 rds:DescribeDBInstances

* tag:GetResources

AWS 2 2% H2Y

» AWSFaultinjectionSimulatorRDSAccess

Amazon S3 &Hed

AWS FIS C}2 Amazon S3 2fedg x| &tL|ct.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_RebootDBInstance.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html

AWS ZoH 2 MH[A AEXt7tol=

xHod
1=

» aws:s3:bucket-pause-replication

aws:s3:bucket-pause-replication

CHE A4 HZ0M CHA HEIS 2 o] EXE YAl SXIFLICH CHA HAI2 CHE AWS 2|10 /ig £
T 1 HE HAD L 2™ Lol JE = U&LCE 7IE A= 2ol A=E & =|CH 1Azt
=Sot A& ExE £ olaL|ct o] Ztede e EFZIEIDE X|24EFL|CH Amazon S3 £ X|oi| CHaH XAl
5| 2Ot 4™ Amazon S3 AF2 AHME A XM L.

L]
b
>
=0
o

* aws:s3:bucket

= ul=
« duration - 22 A|ZH1E0IM 12A]Z}H. AWS FIS API0IA Zt2 1ISO 8601 & 4lo| EXIPILICE o2
£0{, PTIM2 12 LIEPHLICH AWS FIS 2£0M X, B == AlZtE Q2dghch.

« region - CH& HHZ!0| [x[EF AWS 2| LICt
« destinationBuckets — ME AFZQILICH €lE 2 A EE CH4 S3 HZ! S5 lLCH.

« prefixes — ME=H AL RULICH SA 73 HEolM &lE=2 FEE S3 A 7| WFAF SHLICH HF
AME 7oz st EE7E Qe Ty A2l SH #30] YAl SXIELICH

« X741 7|S3:IsReplicationPauseRequest7} TrueZ MHE
S3:PutReplicationConfiguration

« X7 7| S3:IsReplicationPauseRequest?} TrueZ MHE
S3:GetReplicationConfiguration

* S3:PauseReplication
* S3:ListAl1MyBuckets

* tag:GetResources

MH oAM= of: aws:s3:bucket-pause-replication® =71 7| AL E HZSIMIS.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html

AWS ZoH 2 MH[A AEXt7tol=

Systems Manager & ¢

AWS FIS £ Ct=1+ Z'2 Systems Manager 242 K| gHLICt.

Xtod
=1 e

e aws:ssm:send-command

* aws:ssm:start-automation-execution

aws:ssm:send-command

CHat EC2 RQIAEIA O A Systems Manager APl 242 SendCommand &3 & LICt. Systems Manager
ZM(SSM EAl)= Systems Manager7t QIARAO|M =St = 2dS HolgfLICH RHAMEH HE=
aws:ssm:send-command S ALE S A XML,

2liaa R

o2

* aws:ec2:instance

g ull=

« documentArn - £X12| Amazon Z|A A O|E(ARN)ILICH 2L 0M A 2 El AWS FIS SSM 2
M & stLtol|l 3iE5h= Action type 2t = ME4SIEH O| mhetO|E7F AHS S 2 2t FEL(ch
_I

» documentVersion — 4124 AL ILICE & MO HE LI H|o{ I B 7|82 ol = E Lt
F

0]
« documentParameters - 718, M0 L= B L ME4 oiet0|E. A2 7|7
Ol 2AtY tE= EXFY HHYE Q! JSON ZH&| L|Ch.

« duration - 22 A|ZH1E0IM 12A]Z}H. AWS FIS API0I A Zt2 1ISO 8601 & 4lo| EXIPILICE o2
£0{, PTIM2 12 LIEPHLICH AWS FIS 220M X, B == AlZt2 Q2dghct.
et

* ssm:SendCommand
 ssm:ListCommands

* ssm:CancelCommand
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_SendCommand.html

AWS ZoH 2 MH[A AEXt7tol=
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Ah
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» AWSFaultlnjectionSimulatorEC2Access

aws:ssm:start-automation-execution

Systems Manager API /¢ StartAutomation &8 2 ASigrL|C}.

2liaa R

o2

* None

ul2}0|E

« documentArn - A} 3 22| Amazon 2lAA O|E(ARN)LICEH

+ documentVersion — M AL ILICEH E MO HALICH H|o{ Ief 7|2 T o| A™ELICEH
« documentParameters - Z718. EM0| HE L= = L ME4 Oizt0|E. A2 7|7 EXQo|1 gt

O| EAtY = EArY HIE Rl JSON 24~ L |ct,

« maxDuration - At 3} A&0| 2t 2| O] SR L= ZICH A|ZE2 120 12AZHIL|CH AWS FIS
APIOM Zt2 1SO 8601 & Alo| EXIPEQILICE o€ E0{, PTIM2 128 LIEFHLICH AWS FIS 2
£ X, B £ AlZtS =4ELICt

st

* ssm:GetAutomationExecution
 ssm:StartAutomationExecution

* ssm:StopAutomationExecution

e
1
I°
C
ul

« iam:PassRole — ME4 ALEQILICH XS5 EM7F YEE Y= B2

» AWSFaultlnjectionSimulatorSSMAccess
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_StartAutomationExecution.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html

AWS ZoH 2 MH[A AEXt7tol=

FISQt &7 AWS Systems Manager SSM £ M ALE

AWS FISE= AWS Systems Manager SSM 0{|0|ME 2} FIS 2 S Sall AFEAF XY o RHE X|H
gHLICH AWS aws:ssm:send-command Q1 @7 Aol Tx|E MAMEE Ol AR E = U= AIE

TS5 El Systems Manager SSM XM (SSM AWS EAM) £ - HF AR A& stE S 242 M3 EU
Ct. AWSFIS

SSM O|O|ME &= Amazon EC2 RQIARA 2= |0|A M E= 7y HA(VM)of| x| & & =
2AE Amazon £ ZEQ||0{2IL|Ct. O|& S3li Systems Manager7} O|2HEF E|&AAE J"—FEIE - A&
Ct. o O] E = Systems Manager2| REE *Eletn ol X|HEl = A>AELICH XA SSM E M

E Z&5l0d A2 X H @FE A4 USHHL Amazon 2820 27 BEAM & SILIE &X& £ Ql&LCt

kO
>.

0¥

T Ab

,.
(o}

Yol 4« ChE2 #alalof gL

FiF

SSM Ol|0|ME 7} CH ol M Xt d S Allisliok 5

-« OO|MET} CHabofl Ax|Elof U&LICH SSM o O] E= L& Amazon Machine Images(AMI)Oi| 7|
=M 2 dx[EUrh 2FX| o B AAHA0| SSM of0|HE S HX|E + AUGLICH AHAME BE
£ AWS Systems Manager A& HABEAMO| EC2 QIARHAN =522 SSM 00|ME Mx|E &HZE5
Ne.

- Systems Manager0l|= QIATAMM 2UHE =S = U= HEHO| USLICH IAM QUARA Z2
It U AFE 610 HA|A HEHS Fof&LICt KFAISH LI 2 AWS Systems Manager AFHE AEA{ 2]
Systems Manager& IAM QIAEIA T 21l MM Al EC2 QIAE A0 IAM QIAEA T Z 1}l ¢
Z2 FZsthl L.

aws:ssm:send-command X2 Al

SSM &M= Systems Manager7t Z2|& QIAHANM AASH= &HE HolgLICt Systems
Manager0i= At M El 048] 2M7F ZE&E[0] U/ AEXI7E &Y BtE =& U&LICH SSM 2M
R pte = gbedof CHE REMIEH LIS 2 AWS Systems Manager A2 A A{2| Systems Manager
EM MM HESME. SSM M THtol CHEF REMIEH LI 2 AWS Systems Manager AH2 AW
M2l AWS Systems Manager EME & E5HA2.

AWS FISE At 7’9 El SSM 2 ME M3 gLt 2£& 2] 2 M (https://console.aws.amazon.com/
systems-manager/documents) 0 A At £ El SSM M E = = UELICH AWS Systems Manager
FIS Z2&0M At & OBt M SoM MEHE =2 U&LICH AWS RHAEE HE= AF 4 E

AWS FIS SSM EA 2 X 5tMIL2.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-profile.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-launch-managed-instance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-launch-managed-instance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/create-ssm-doc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/create-ssm-doc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://console.aws.amazon.com/systems-manager/documents
https://console.aws.amazon.com/systems-manager/documents

AWS Eoff 2| AH|A AER Ttol=

AWS FIS AE0|M SSM EME AtE5ted™ 22 AFESHH EILICH aws:ssm:send-command O] &f
42 CHA QUAEIAO|AM X|HE SSM BME 7HX{QF AldsL|Ct.

A BZ310lM aws:ssm:send-command X2 AL & e CH2 2 Z & 5H04 2ol Cish F7}
u}2t0|E{E K| 8fiok &rLCt.
- documentArn - E=QlL|CH SSM & A{2| Amazon 2|44 O|&(ARN)JLICH.

« documentParameters - Z715. SSM M0l HEElE T4+ L ME nigt0|E. A2 7|71 2RHE0|
I 70| EXY = EAMY HH Q! JSON ZHA| L.

« documentVersion — ME{ AL IL|CH A&E SSM EMO| T ILICE

Systems Manager 2& £= WEE2 AL835l0{ SSM EMof| et HE(EM mtetole Z8hE =2 =
A& LICH

Z£ 2 ME5H0{ SSM EMoi CHeF HEE & QletedH

-

https://console.aws.amazon.com/systems-manager/ 0| A AWS Systems Manager 2& 2 3L|C}.

2. EfAH 2oflA DocumentsS MEHSHL|CE.
3. BEME MESII ME HE §e MEiFLICt

HHEES AL85104 SSM E Mo CHEF YEE = elstedH

SSM describe-document &2 At 8L C},

A A AE AWS FIS SSM £ A

Al EHlZ 20| 24t &) A FAE AWS FIS SSM EME A28 4= Q&LICH aws:ssm:send-
command

0II

QT MY

« AWS FISHIM MBst= AT 2 HE SSM EME oS 2 AMIA|o| MEH X[ ELct
» Amazon Linux 2023, Amazon Linux 2, Amazon Linux
+ Ubuntu
« RHEL 7,8,9
+ Cent0S 7,8,9
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https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/cli/latest/reference/ssm/describe-document.html

AWS ZoH 2 MH[A AEXt7tol=

« AWS FISOIM XS5t AR

5]
H S, CHE 8ol 2aly

ZlL|ct 2=z 8|0|A A

rio

T MEI SSM EAME EC2 QIAE A0 AT K|
EoMe R|BEIXR| et&LICEH

I-I'r>|

0|218t SSM EME ECS 2] Al&of AF& 3524 s the section called “Amazon ECS 21" & ALE
StMIR. 6| & £01, aws:ecs:task-cpu-stress EF 40 = AWSFIS-Run-CPU-Stress A7} AF& ElLIC}.

24

* AWSFIS-Run-CPU-Stress

» AWSFIS-Run-Disk-Fill

* AWSFIS-Run-10-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

* AWSFIS-Run-Network-Blackhole-Port
* AWSFIS-Run-Network-Latency

* AWSFIS-Run-Network-Latency-Sources
* AWSFIS-Run-Network-Packet-Loss

* AWSFIS-Run-Network-Packet-Loss-Sources

AWSFIS-Run-CPU-Stress

stress-ng T E AFE35104 QIAEAO|M CPU AEDAE A™EL|CH -RUN-CPU-Stress SSM £ A
E A8gLICH AWSFIS

o
ST

0%

(2

MR

HE)
aws:ssm:send-command/AWSFIS-Run-CPU-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
A mietolE

« DurationSeconds - ZQlLIC}H CPU AEG|A HAEQ| X|& AlzZh(Z=)LICEH

« CPU- M= A lLICH AL8E CPU AER||A Q0lo| £2lL|Tt. 7|E7[2 00|H, 2& CPU 2 EL
A 2018 AHgFL
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-CPU-Stress/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-CPU-Stress/description

AWS ZoH 2 MH[A AEXt7tol=

« LoadPercent — ME{ AFEFILI|CE O(FESH0IAM 100(R™ Bat)tX|e] =& CPU £35t HHE2E. 7|2
k2 1004t
« InstallDependencies — ME A& QILIC} 20| TrueO|™ Systems Manager7t CHA QIAEA O] EHQ
Bt E45M2 MRIELICHOIE! MRIE|X| b2 AR). 7|27 TrueLICH S4 42 stress-ng L
Ct.

CI22 2&0 e2de = s X1l of lLCt.
{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

CIAEIAO| R E = —E—OH EI*EL 37tE gYoto ClaAT HMA LR E AlZ O[T LICH AWSFIS-

(o]]]

i SXIZ/M AWS FISE A~ 52/ SSM &
o OiE I Ol FHdo 2 QI8 ClATT}
SHR| R 4 aLiCh matd AxE SE
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i
g'l_l
x
i HH Hu

aws:ssm:send-command/AWSFIS-Run-Disk-Fill

ARN

arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill
EM m2tole

|t

« DurationSeconds - 2 ILICH ClAT AL 7| HIAE 9| X|& A|ZHE)ILICH
HI€L|Ct 7|22t 95%

 Percent— MEH ALEFQILICH ClAT RSP T| HAE Sof €& ClAaz9]
Lict.

« InstallDependencies — 214 AL IL[Ct. 2£0] TrueO|Pd Systems Manager7t CH& QIAEA O
Lot B5EE ARIFLCHOIR MRIEX| gf2 BR). 7|22 2 TruedLICH 3%
fallocate 2 L|Ct.

ox
rlo
)

a
Pl

CHE2 240 U3E = U= EXEL] ol Lch.
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Disk-Fill/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Disk-Fill/description

AWS ZoH 2 MH[A AEXt7tol=

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-lIO-Stress

stress-ng T E AFE5t0{ QIAEAONM 10 AEHAE AM™ELICEH -RUN-IO-stress SSM EME At
SELICh AWSFIS

o
stel 8

0%

=

g

HE)
aws:ssm:send-command/AWSFIS-Run-lO-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
E A mhetolE

« DurationSeconds - E4QIL|CH 10 AEB|A HAEO| X|& AlZHZE)QILICH.

« Workers — M4 AL LICH =4, ol & HZ 2 OHEE o17(/4 Q gl A
E Z&5to st R = o4 5t ZEMAT S THUoM CHESH /0 ZES =3 E
Lict. 7|8 2k 1ot

« Percent— ME4 AL ILICH 10 AEB|A EHIAE S0 AHSE o AARIO| 0] 37t H|2 LT
7|1822k2 80%LICt.

- InstallDependencies — A& AF&QIL|C} 70| True Ol Systems Manager7t CH& QIAEIAO EHE

ﬁ

ot FE5EE MRIFLICHOE AX|EX| &t BR). 7I24U2 TruedLICt 3L M2 stress-ng L
Ct.

CI22 2&0f e2de = e EX1Ee| o &lLCt.
{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process

killall WS Al25104 QIAEAONM X|HE T2 MAE SK|ELICH -H-Z-Z 2 HA SSM EME A
28tL|Ct AWSFIS

o
SEED

0%
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ME>

H8)

aws:ssm:send-command/AWSFIS-Run-Kill-Process
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description

arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process

EM metolE

* ProcessName - EQlLICt X[ Z2MA Q| O|FLICH.

* Signal - ME{ AbQILICH BHE &M M&E MSLICh 7hsE 242 SIGTERM(=&RE7L F AlSt
E5 MEfe £ Qe 2h) 1 SIGKILL(FAIE & eis 2h)uCh 7|2 242 SIGTERMILICE.

- InstallDependencies — M& AL ILIC}. 20| TrueO|™ Systems Manager7t CHaf QIAR AN EHQ
gt ZE5MH 2 IRIFLICHOE MRIEIX| 42 FR). 7IBAU2 TrueLCH &4 killallLICE.

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

stress-ng =T E AtE35104 QIARAN HZE AEDAE A™AELICEH AWSFIS-Z-HEZE[-AERHA
SSM 2ME ArSgfLct.

o
ST

0%
i

(2 T8)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
E A mietolE

« DurationSeconds - Z=QlL|Ct HZE| 2EBA E|AEQ| X[& AlZH(ZE)ILICH
» Workers — M= AFSILICH 74 HIEZE| AERA 2019 £ 7|& g2 1]Lch
* Percent- EQlLICH HE2E| AEBA HAE ol A€ 7ty HIZ 2|2 HIg LICH

« InstallDependencies — ~1&4 AL QILICE ZfOl True |24 Systems Manager7t CH& QIAEIAN EHQ

5t BE M2 MXIFLICHOE PXIE|X| o2 BR). 7|22 TrueRLICH 5582 stress-ng L
C}.
CI22 20 e = A= EAE 9| of Lt
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Memory-Stress/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Memory-Stress/description

{"Percent":"80@", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

iptables =7 E AFE5I0{ ZEEZ L ZEof CHEF QIHIRE = OIRHIRE ESfEE AXIELICH -
Run-Network-Blackhole-Port SSM EME AF2ELICt. AWSFIS

o
sl 9

o

(=

R

HE)
aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port

E A otek0lE

. Trafflc:Type—/‘._‘I ALt EEiE RFLICE 7tsS8t 22 ingresset egressLICH 7[&#
2 ingress&lL|Ct.

« DurationSeconds - LIt HES|Z E3E HAE AlZH(E)LICH

* InstallDependencies — #4158 At IL|Ct. 24 0| True O Systems Manager7t C
Qe BEEE AXIFLICHotE MRIEIX| et BR). 7242 TruedLICH 3582 atd, dig &

iptables & L|C}.

Ctee 2ao UE £ s 2ol oLt

{"Protocol":"tcp", "Port":"8080", "TrafficType":"egress", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency

tc T E AH835t0{ HES|T QIE{m| o|A0l X4 AlZHE FIFEILICH AWSFIS-Run-Network-Latency
SSM EME ALSELICh
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency/description

AWS ZoH 2 MH[A AEXt7tol=

aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency
E A mhetolE

* Interface — ME AL ILICH HE L3 QIE{m|O[ARILICH Z[2Z[2 ethoILICEH

- DelayMilliseconds — ME4 Ab&FIL|Ct 22| = EH{of X1 AlZHLICt Z[& 22 200]LICt.

« DurationSeconds - EIL|CH HIE R/ X1 A7t HIAE AlZh(ZE) LT

« InstallDependencies — ME A& QILIC} ZfO| TrueO|™ Systems Manager7t CHA QIAEIA O] EHE
8t Z&EMH 2 GRIELICHoE MRIZIX| &t 2 BR). 7|82 TruedLCH S4542 atd, dig & tc
L|CF.

OS2 &0l U3E £ e EXEL] of ALt

{"DelayMilliseconds":"200", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

EHE AAM 27t EBfEE XEI5tE tc TT7E AE5H0] HES 3 QIE{H| O|A0] X[ AlZha} X
E{& F7}&L|Ct AWSFIS-Run-Network-Latency-Sources SSM 2ME AFHS BFLICH,
Y FFEEE TY)

aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources
A mhetolE

* Interface — =4 AbSQILICH HE T QE{H[O|AILICH 7|E2t2 ethoLICH.

|Ct
- DelayMilliseconds — B4 AL IL|CH L2| = Ehe|of X|od AlZtLICH 71222 200 LTt

« JitterMilliseconds — ME4 AP IL|CH 22| = EHele] X[ELICH 7|22 10.
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description

AWS ZoH 2 MH[A AEXt7tol=

« Sources - ZFQILICH B2 FE2E AAQILICH 7tSE 42 IPv4 =4, IPv4 CIDR 25, = H¢!
O|Z, DYNAMODB 2! S3Q!/L|Ct. DYNAMODB EF = S3E X|™H5tE = A 2o 2| dEX
ClEof gt MEEILIC}.

M8 E
. TrafficType—A‘lEH At educt EelE UL 7tS8t 22 ingresset egress&lLICt 7|&
2 ingress&LC}.
« DurationSeconds - ZQILICH HER 3 X[ Azt EHIAE A[ZHZE)QILICEH
* InstallDependencies — 4154 AL LICH Zf0| TrueO|™ Systems Manager7t CHa QIAEIAN E2
Bt ZaAS MxIELICHOLE MXIZIX| &b AR). 7|22t TruelLICH 44 atd, dig, jqg &
tcJL|C}.

CHE2 2&0 U3E = s EXrEe| ol Lo

{"DelayMilliseconds":"200", "JitterMilliseconds":"15",
"Sources":"S3,www.example.com,72.21.198.67", "Interface":"etho",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss
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aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss

E A1 otek0(E

* Interface — MEH At QILICH HIELZ CIE{HO|ARILICH 7|24t2 ethoRILICEH
« LossPercent — MEH AP QILI|CEH DfZ! & Ao HIRE. 7|27t 7% LICY.
« DurationSeconds - EILICt HELZ mZ! &4 E|AE AlZHE)QLICE.

- InstallDependencies — ME AL& IL|C}. Z}0| True@! B Systems Managere CHa QIAE AN
Lot ZH4HE MRIELICH 7|BZ2 2 TrueLICH 5442 atd, dig & tcRILIC}.
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss/description
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{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources
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Y fEEE H8)

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources
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. TrafficType— MEd AL L|Ch EeHE fEULICE 7hs8t 242 ingress@t egress@lLCt 7|&
2 ingressL]C}.

« DurationSeconds - ZQIL|Ct HESL|IZ Z! &4 EHAE AlZHZE)ILIC

« InstallDependencies — 4B AF&IL|C} 2f0] True®l A< Systems Manager= CH& QIAEAO]
ZIost S&5Me Mx|ELICH 71222 TrueLICH 442 atd, dig, jg 2! tcJLICH.

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description
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» the section called “aws:ecs:task-cpu-stress”

* the section called “aws:ecs:task-io-stress”

» the section called “aws:ecs:task-kill-process”

» the section called “aws:ecs:task-network-blackhole-port”

+ the section called “aws:ecs:task-network-latency”

the section called “aws:ecs:task-network-packet-loss”
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https://console.aws.amazon.com/systems-manager/
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- CIZ U2 ABE £ gl&LICH AWS Fargate
» aws:ecs:task-kill-process
+ aws:ecs:task-network-blackhole-port
+ aws:ecs:task-network-latency
+ aws:ecs:task-network-packet-loss

« ECS Exec2 &d3tet 32, 0l 2 YUE A8 = U2t{H 0| 7|5 S BX| HIE H3tstioF ZLict

QT A

- AWS FIS &% g0 Ct& Hete FI7HEuch
* ssm:SendCommand
* ssm:ListCommands
* ssm:CancelCommand
- CtS MBS Amazon ECS 2 ¢ IAM @4gfoll F7HgFLict.

* ssm:CreateActivation
+ ssm:AddTagsToResource

« iam:PassRole
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonECSTaskExecutionRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonECSTaskExecutionRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
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"name": "amazon-ssm-agent",

"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": 0,

"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen,
"set -e; yum upgrade -y; yum install jq procps awscli -y; term_handler()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID
failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME 11; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|sa]us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]1];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-]+:[0-9]{12}:task/[a-zA-Z0-9_-]+/[a-zA-Z0-9]+$"'; if ! [[ $ECS_TASK_ARN
=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq
-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e
-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
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1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;

fi"
1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],
"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [1,
"dockerSecurityOptions": [],
"dockerLabels": {3},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []

o 27| 418 AJBIE KL the section called “A3ZE Q| 2 & HF"E & E M 2.

o

« aws:ecs:task-network-blackhole-port, aws:ecs:task-network-latency &
aws:ecs:task-network-packet-loss 2 AI835t= AR CtE M & StLIE A8 510
ECS % H2o|o| SsM of 0| E ZIH|0|L{E 0| E &l oF &fLIC.

« SM1-EH™ Linux 7|52 F7tgtuct.
"linuxParameters": {
"capabilities": {

"add": [
"NET_ADMIN"

}I

« SM2-2E Linux 7|58 F7tgfLct.

"privileged": true,
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* aws:ecs:task-kill-process, aws:ecs:task-network-blackhole-port,
aws:ecs:task-network-latency & aws:ecs:task-network-packet-loss &2 AIE
Stl= < ECS &¢d Holo| M pidModet task2 A E|0] RI0{0F & LICt.

AQBEO| &E A
e #Z80E 27 A Mol 2/ Of 947 4l tixlel A3 EQLI

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM
# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

yum upgrade -y
yum install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jq -e -r .ManagedInstancelID /var/lib/amazon/ssm/registration)
echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then

echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2

88



AWS ZoH 2 MH[A AEXt7tol=

fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]1] ; then

# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata"
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn]|eu|me|salus|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]{1}$"
if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX 1] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn:(aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]1+:[0-9]{12}:task/[a-
zA-7Z0-9_-1+/[a-zA-20-9]+$"'
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=$(aws ssm create-activation \
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--iam-role $MANAGED_INSTANCE_ROLE_NAME \

--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \

--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1

fi

else

echo "SSM agent is already running, exiting" 1>&2
exit 1

CHZ 2 the section called “aws:ecs:task-cpu-stress” 2 @40d| CHEt of| | A& B Z=1LICt

{
"description": "Run CPU stress on the target ECS tasks",
"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
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"arn:aws:ecs:us-east-1:111122223333:task/my-
cluster/09821742c0e24250b187dfed8EXAMPLE"
iF

"selectionMode": "ALL"

.
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

I
"targets": {
"Tasks": "myTasks"
}
}
},
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {3}

FIS aws:eks:pod HME AFSSHAAI2. AWS

1]
4»
I

1
20
>

aws:eks:pod 22 AF&5t0{ EKS SHHAE{M|AM M- E|= Kubernetes ZE0 27/
LiCt.

x+od
|

the section called “aws:eks:pod-cpu-stress”

the section called “aws:eks:pod-delete”

the section called “aws:eks:pod-io-stress”

the section called “aws:eks:pod-memory-stress”

”

the section called “aws:eks:pod-network-blackhole-port

the section called “aws:eks:pod-network-latency”
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« the section called “aws:eks:pod-network-packet-loss

- CI& ZX|= A8E £ gl&LICH AWS Fargate
+ aws:eks:pod-network-blackhole-port
+ aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

- O} =2 bridge HIEQIT ZEE X|HEHK| o&LICH

» aws:eks:pod-network-blackhole-port
« aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

o AHEZSI0|ME 2|AA ARN EEE 2lAA EiIE AF2510{ aws:eks:pod & 0| CHANS Aluds &
igLIch 2= 2lAA TEt0|EE Ar8 5o CHA S Algdalof &HLICt.

+ aws:eks:pod-network-latency 2! aws:eks:pod-network-packet-loss 2 S&t
ZCE gz HAEZE AASHM= o ELICH X[Z8t maxErrors TtEtO|E{ Q| Zhod| [t 20|

i — |
22 E= Al def2 SEE + UA&LICH
- maxErrorsPercent’} O(7|22t)0|™ %40 failed & EfZ SZELICIH
- JFX| to™ AIf7t maxErrorsPercent O &toll #AHEILICH Aufdt = 7 MSE
maxErrorsoi E&5tX| F oM 2do| 22 E HEf=E S=ELICH
- Ot ZEof FUE LAl ZE|O|Le| 20d M olEet ATHE AEE = U&LICH Exit Code:
162+ &7 Almigct.
 aws:eks:pod-network-blackhole-port 22 SUst T=EE CHASZ § 2
trafficType2 A5t CHE & n H-HE A™siMd= o St ME CHE ESlfEH RS M
g5t EE 2ol X|HELCH
+ FISE et Z=09| Zf0] 2 UEE Foltt ol = dEE ZLIEZE - Q)
securityContext readOnlyRootFilesystem: false O #40| Qi
Of AJuiEhL|ct.

QT AME

« AWS CLI AFEol MX[|5tAAIL. Ol= AWS CLI &
oot REMIE LH8 2 AWS CLIEX| == AC|0|E
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https://docs.aws.amazon.com/AmazonECS/latest/bestpracticesguide/networking-networkmode.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS ZoH 2 MH[A

AR 7H0|E

o HFE{0l| kubectiE AX|ELICI. Ol= EKS E2{AEQ &5 &

] &75t04 CH4 o E 2|7 0| M2
AU 2LEEst= B0l EFLICH REAIEH LIE 2 https://kubernetes.io/docs/tasks/tools/

XIMR.
o X X|HE|E E|A EKS HA2 1.23QL]Ct.

Kubernetes AMH|A HZ0i CHEH MH|A & A

MH[A gtz ASE IAM e S HEELICH RHMEH HE = the section called “ &

M.

Kubernetes MH|A | 74

K| &M=l Kubernetes HIZAH O|A Q| CHAIO 2 AlE2 AISGE = Kubernetes AMH|A HXHE 32
LICH CHS oMo ME[A AEE myserviceaccountO|ln WRAHO|AE ###lLICH 2D 2

defaulte= EZ Kubernetes WA H O|A & stLEQILICE.
Kubernetes MH|A AH™HE F445t2{H

1. O|&0|rbac.yaml@ It e BFET CHSE FIHELICH

kind: ServiceAccount
apiVersion: vl
metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:

namespace: default

name: role-experiments
rules:
- apiGroups: [""]

resources: ["configmaps"]

verbs: [ "get", "create", "patch", "delete"]
- apiGroups: [""]

resources: ["pods"]

verbs: ["create", "list", "get", "delete", "deletecollection"]

- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]

E?EII-
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https://kubernetes.io/docs/tasks/tools/
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verbs: ["update"]

- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]

- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

kubectl apply -f rbac.yaml
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eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster
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https://eksctl.io/usage/iam-identity-mappings/
https://eksctl.io/usage/iam-identity-mappings/
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051821878176 .dkr.

fis-pod:0.1

731367659002 . dkr.

fis-pod:0.1

080694859247 .dkr.

fis-pod:0.1

864386544765 .dkr.

fis-pod:0.1

056821267933.dkr.

aws-fis-pod:0.1

246405402639 .dkr.

fis-pod:0.1

524781661239.dkr.

aws-fis-pod:0.1

526524659354 . dkr.
.com/aws-fis-pod:

316401638346 .dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696.dkr.
.com/aws-fis-pod:

ecr.

ecr.

ecr.

ecr.

ecr

ecr.

ecr.

ecr.

0.1

ecr
0.1

ecr.

0.1

ecr
0.1

.ap-southeast-1.

.ap-northeast-1.

ok

us-east-2.amazonaws.com/aws-

us-east-1.amazonaws.com/aws-

us-west-1.amazonaws.com/aws-

us-west-2.amazonaws.com/aws-

.af-south-1.amazonaws.com/

ap-east-1.amazonaws.com/aws-
ap-south-1.amazonaws.com/

ap-northeast-2.amazonaws
amazonaws
ap-southeast-2.

amazonaws

amazonaws
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CtZ 2 the section called “aws:eks:pod-network-latency

o|O|X| URI

490658072207 .dkr.

aws-fis-pod:0.1

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

263175118295 .dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

767113787785 .dkr.

fis-pod:0.1

246533647532 .dkr.

aws-fis-pod:0.1

246529956514 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ca-central-1.amazonaws.com/

eu-central-1.amazonaws.com/

.eu-west-1.amazonaws.com/aws-

eu-west-2.amazonaws.com/aws-

.eu-south-1.amazonaws.com/

eu-west-3.amazonaws.com/aws-

.eu-north-1.amazonaws.com/

me-south-1.amazonaws.com/

.sa-east-1.amazonaws.com/aws-

us-gov-east-1.amazonaws.com/

.us-gov-west-1.amazonaws.com/
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{
"description": "Add latency and jitter to the network interface for
pods",
"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "mylabel=mytarget"
1,
"selectionMode": "COUNT(3)"
}
.
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
1,
"targets": {
"Pods": "myPods"
}
}
.
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {
"Name": "EksPodNetworkLatency"
}
}

the target EKS

97



CIS2 AI23510{ AWS FIS & LIYESHAIA|2. AWS CLI

AWS Command Line Interface (AWS CLI) & AFE3t0{ AWS FIS X| 3= &fdol CHSt HEE 2 &
A& LIt

M =

!

AWS CLI A&FE{oll & Mdx|gfLIct. AlZH3HE4T AWS Command Line Interface AF& MEME & x5

AMA|. o HZdof| CHEF AFAMIEH LI 2 AWS CLI & 2FZ MOl fisE & ZESHAA|I2. AWS FIS

of: 2E 22| o|& LI

CtZ 1t 20| list-actions BHES AFE5101 2 E 2ol O|F 2 LtEE =+ /U&Lich
aws fis list-actions --query "actions[*].[id]" --output text | sort

E£39| ofxl= CtS Z&Lch

aws:cloudwatch:assert-alarm-state

aws :dynamodb:global-table-pause-replication
aws:ebs:pause-volume-io
aws:ec2:api-insufficient-instance-capacity-error
aws:ec2:asg-insufficient-instance-capacity-error
aws:ec2:reboot-instances
aws:ec2:send-spot-instance-interruptions
aws:ec2:stop-instances
aws:ec2:terminate-instances
aws:ecs:drain-container-instances
aws:ecs:stop-task
aws:eks:inject-kubernetes-custom-resource
aws:eks:terminate-nodegroup-instances
aws:elasticache:interrupt-cluster-az-power
aws:fis:inject-api-internal-error
aws:fis:inject-api-throttle-error
aws:fis:inject-api-unavailable-error
aws:fis:wait

aws:network:disrupt-connectivity
aws:network:route-table-disrupt-cross-region-connectivity
aws:network:transit-gateway-disrupt-cross-region-connectivity
aws:rds:failover-db-cluster
aws:rds:reboot-db-instances
aws:s3:bucket-pause-replication
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/fis/index.html
https://docs.aws.amazon.com/cli/latest/reference/fis/list-actions.html

AWS Foff | MH|A ALERE7H0|=
aws :ssm:send-command
aws:ssm:start-automation-execution
of: Fdof CHEt HE 27|
51{0| 0|8 € LT LiE Che 3} 20| get-action HHES ALE 5tod BHedol L3t AR HEE £ + Us
L|Ct.

aws fis get-action --id aws:ec2:reboot-instances

£240| o M= CtS T Z &L

{
"action": {
"id": "aws:ec2:reboot-instances",
"description": "Reboot the specified EC2 instances.",
"targets": {
"Instances": {
"resourceType": "aws:ec2:instance"
}
.
"tags": {}
}
}
Fed Ltd

99


https://docs.aws.amazon.com/cli/latest/reference/fis/get-action.html
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AR 7H0|E

1,
"arn:aws:iam: :123456789012:role/AllowFISActions",

"string",
"experimentOptions":{},

{3,
{1},

"description":
"targets":
"actions":
"stopConditions":
"roleArn":
"tags": {}
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"aws:service:action-type",
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"action_name":

"actionId":
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AR 7H0|E

"description":

"string",

"parameters": {

"name" :

1,
"startAfter":

"targets": {

"resource_type":

[}

description
MEH(ME AL LICE
parameters

Ared m2to|E.
startAfter

"value"

["action_name",

o=
(=

LICt. emptyTargetResolutionMode A&

"]I

"target_name"
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actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

1,

"targets": {
"Instances": "targetInstances"
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o
targetSpotInstances 2% QUAEATL SEE WX 28 . 7|CHE LICH

"actions": {
"interruptSpotInstances": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {

"durationBeforeInterruption": "PT2M"

1,
"targets": {
"SpotInstances": "targetSpotInstances"
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"actions": {
"disruptAZConnectivity": {

"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
I
"targets": {
"Subnets": "targetSubnets"
}

of: EKS 2 Xt B2

CtS 242 O|F0| XIHE CHA 2 AH835to{ A E EKS 22{AE{Q|EC2 QIAEHA &
LIC}. targetNodeGroups

"actions": {
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"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
},
"targets": {

"Nodegroups": "targetNodeGroups"

AWS FIS CHA
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{
"targets": {
"target_name": {

"resourceType": "resource-type",

"resourceArns": [
"resource-arn"

1,

"resourceTags": {
"tag-key": "tag-value"

1,

"parameters": {
"parameter-name": "parameter-value"

.

"filters": [
{

"path": "path-string",
"values": ["value-string"]

}

1,

"selectionMode": "value"

}
}
}

target_name

CH& ol ol S L.

resourceType
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resourceTags
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filters
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- aws:dynamodb:=2 2 E| 0|2 — ot0+ZE DynamoDB 224 H|O|E
« aws:ec2:autoscaling-group — Amazon EC2 Auto Scaling 1 &

« aws:ec2:ebs-volume — Amazon EBS E&

- aws:ec2:instance — Amazon EC2 QIAFA

« aws:ec2:spot-instance — Amazon EC2 AT QIAEA

- aws:ec2:subnet — Amazon VPC MEU!

« aws:ec2:transit-gateway — & H 0| E9J 0]

- aws:ecs:cluster — Amazon ECS £2{AH

- aws:ecs:task - Amazon ECS EfA 3

- aws:eks:cluster — Amazon EKS E{AE

« aws:eks:nodegroup — Amazon EKS =E &

» aws:eks:pod — Kubernetes &=

« aws:AZFAE|IFHA|: BIC| & EX| 28 — ElastiCache tiC| & SX| 28
- aws:iam:role — IAM 4%t

- aws:rds:cluster — Amazon Aurora DB A H

« aws:rds:db — Amazon RDS DB @IAEIA

aws:s3:bucket — Amazon S3 H{Z!
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"filters": [

{
"path": "component.component.component",
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"values": [

"string"
1
}
1,

OIS Eolle 2 2lAA ST CHEF E& AEE 71 O A E = U= API 2 & AWS CLI
HZo| & E|0] YU&LICEH AWS FISE AFEXHE CHAISHO] O|24Et 2fd g Al&Stod X|[HE EEE
MBELICE sY MEMolz 7IBMe 2 Ao X8 E|= 2laAa7 MHE|o] UE&LICH o€ E0
Describelnstances MEMoll= %20 SR E QIAE AT Aol EAIE £+ UCt LEQF U&LICH

aws:ec2:autoscaling-group
aws:ec2:ebs-volume
aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:redis-repli
cationgroup

aws:iam:role
aws:rds:cluster
aws:rds:db

aws:s3:bucket

API 2t ¢4

DescribeAutoScalingGroups

AWS CL| &

describe-auto-scaling-groups

DescribeVVolumes

Describelnstances

DescribeSubnets

DescribeTransit 4| 0| E €| O]

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplication1&

ListRoles

DescribeDBClusters

DescribeDBInstances

ListBuckets

describe-volumes

describe-instances

describe-subnets

describe-transit-gateways

describe-clusters

describe-tasks

describe-clusters

describe-nodegroup

describe-replication-groups

list-roles

describe-db-clusters

describe-db-instances

list-buckets

109


https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/describe-auto-scaling-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-volumes.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
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aws:ec2:ebs-volume

- availabilityZonelIdentifier - CH& =&0| Z& & 7}& YA o] A= (04| us-east-1a) &L
CH.

aws:ec2:subnet

« availabilityZoneIdentifier - CH& MEUIO| ZEE 718 ¥4o| F =(04: us-east-1a) &
= AZ ID(04|: use1-az1) LILC}.

 vpc - CH& MEU0| & & VPCLICH H™Y tLt Ol o] VPCE X[etR| i &LICt.
aws:ecs:task

« cluster - CHA 24

+ service - CH& &
aws:eks:pod

« availabilityZoneIldentifier - M= At ILICt CHA ZE7} ZEHE

7
E E0{us-east-1deLIC}. ZEQ| SAE |Pe} 2AE MEYIQ| CIDRE H|mm5t0{ ZE 9|
78 d¥g A™ et

I

« clusterIdentifier - 2+ LICt CHA EKS E2{AE{Q| O|F EE= ARN.
« namespace - EIL|Ct CHY L E 9| Kubernetes WA H O A,

- selectorType - EQILICH MEHT| R™E. 758 242 labelSelector, deploymentName,
podName &/L|C}.

« selectorValue - Lt MEHT| ZERILICEH O] 2f2 selectorTypel| Ztoll 2t EatE
L|CF.

CHA 2lAA Al 110



AWS ZoH 2 MH[A AEXt7tol=

* targetContainerName — ME{ AFZQILICH ZE AbFol Ho|E CHY ZiE|o|L 2] o] F Lct.
7|2gk2 Zt o ZE Abefoll HeolE 3 #Hmf ZdE| ol ILCH.

aws:rds:cluster

o

- writerAvailabilityZonelIdentifiers - ME4 AF&QILICt DB E2{AE] 2t0|E2| 7t8 A&
ALICH 7tsEt A2 2 EE FEE 78 G AER =25, a1l

aws:rds:db

« availabilityZoneIdentifiers — B4 AFRQL|CH HES 22 DB QIARHAO[ 718 P
ULict 7tsE g2 AEE FEE 78 G AHEXt 58

aws:elasticache:redis-replicationgroup

 availabilityZonelIdentifier - EQLICt CHef =71 Z&E 7184 Fdo| I =(0d:
us-east-1a) == AZ ID(0: use1-az1) I LILCt.

ME} REE X|HEsto] MEE 2[AA0| HRE X|IHELICH AWSFISE CiExt 22 MEf 2EE X[H

ALL - B CHAbof CHal Btdg AlstgrLic).
« COUNT(n) - AIEE CHA O A 252
Sof, coumm)g AlHE Cia 5 BHL}

« PERCENT(n) - Al E CHA O M FEHL
E 501, PERCENT(ZS)E Al E CHA 9| 25% 5 MENEHLICH

2lAA 7 E4£0|1 50% £ XMt B AWS FISE B2 ZIEILICH 0 & S04 Amazon EC2 2IA
EAA 57HE A o2 F7I6t0 HRE 50% 2 MESIH AWS FISE QIAEIA 272 vt Zl8tL|C}. 2

AA 1IHECHE2 HIE S K™Y £ giaLICh 0 & £0{ Amazon EC2 QIAEIA 470 F7I5l10 HL
£ 5% 2 XN|8tstE B AWS FISE QIAEA S MEHS 4= oi&LCt

SUSHCHA ElAA REE AFE35l0{ 043 CHA S HO|StE AR AWS FISE 5YsH Z|AAE o] H

MEHSE £~ oA L|CH

ofid MEH B2 ALSSHE, XIS Helol 2laAvt GiE WO 2ol Ae Mmgc
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AR 7H0|E

of: X|ZE a7} = XIEE vPCe| QIAEA

O| oi|M|e| 7t s8t CHa 2 env=prod E27} Rl= XI'HE VPCL| Amazon EC2 Q1A
EoME AWS FIS7t O[2{8t CHA & SHLEE Io|Z2 MEfSIE & X|™HFLICt

{
"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
b
"filters": [
{
"path": "VpcId",
"values": [
"vpc-aabbccl11223344556"
]
}
1)
"selectionMode": "COUNT(1)"
}
}
}

of: X|&= oatnlE{7}t s e

al

AME3t= Amazon ECS
1EHSI =& K| ELct.

O| oiA|e| 7ts8t CHA 2 XIHE 2844
ol M= AWS FIS7} O|248t CHAN & 5Lt

mu T

40 ¥

MH|A
SHE

r> 1]

"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
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"cluster": "myCluster",
"service": "myService"
iy
"selectionMode": "COUNT(1)"
}
}
}
ZIE oA
o E S Ct3ot Z&Lct
of

of: EC2 QIAEIA

aws:ec2:instance 2|AA S 2 X|5t= &rdof CHEF ZEE X|Z 5 AWS FISE= Amazon EC2
describe-instances @2 A5t EEE M350 &S AlMEEL|CH

describe-instances &2 Zt QIAEIATJ} Instances Ol £ XQ1 JSON £33 dtgtstL|C}. .l
#upp 2R EAE HEE Z86le &2 £2-HQULICE o|28t 2EE AI85104 JSON £ R0 &4
ZZ E x|MHsl= odE NMZE L Ct

{
"Reservations": [
{
"Groups": [1,
"Instances": [
{

"ImageId": "ami-©00111111111111111",
"Instanceld": "i-@Qaaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",

"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {

"State": "disabled"
I,
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"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"
},
"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],
"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com",
"PublicIpAddress": "203.0.113.17",
"State": {
"Code": 16,
"Name": "running"
.
"StateTransitionReason": "",
"SubnetId": "subnet-aabbccl1223344556",
"VpcId": "vpc-00bbbbbbbbbbbbbbbbb",
},
{
}
1,

"OwnerId": "123456789012",
"ReservationId": "r-aaaaaabbbbbl111111"

iy
]
}
2lAA ZEIE AF85t0 §7H 7H8 Yo| QIAEAE MEHFE{M AvailabilityZone| &8 &
ot 7t BAHo| FEE IS E X|IHSIMR. o
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [ "us-east-1a" ]
}
1,
BlAA LEIE ARS0] 5 MEUO| QIAHAE M5 SubnetIdo £4 B9 MELO| ID
E 7o 2 X|YstM. o

ZIE of |
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"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl11223344556" ]

S QlAHA MEfof Y QIAHAS MHSIEIH Nameo| 44 2ol ChS 4Bl OIS & iLIE 2
o X

o
2 X|H3MIL. pending | running | shutting-down | terminated | stopping | stopped. Ofl:

"filters": [
{
"path": "State.Name",

"values": [ "running" ]

0il: Amazon RDS Z2{AE{(DB E2AH)

aws:rds:cluster 2|AA RSP E X|Hdte Yo Cist ZEE{E XI'H3HH FISE Amazon RDS describe-

db-clusters BHEE AWS Aot LEHE X Esto{ CHe S AEE LI

FLICH O
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describe-db-clusters 2323 BZ
#unn2 EAE ZEE X85l B8
ZE2E x|™HslE o XME NMZEhLict.
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"AllocatedStorage": 1,
"AvailabilityZones": [
"us-east-2a",
"us-east-2b",

"us-east-2c"

]I

"BackupRetentionPeriod": 7,
"DatabaseName": "",

"DBClusterIdentifier": "database-1",
"DBClusterParameterGroup": "default.aurora-postgresqlll",
"DBSubnetGroup": "default-vpc-01234567abcl23456",

"Status": "available",
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"EarliestRestorableTime": "2020-11-13T15:08:32.2117",

"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAz": false,

"Engine": "aurora-postgresql",

"EngineVersion": "11.7",

—

B SEIAEIEH HHEtots BlAA TEIE S SEM OHS oo 20l 44 3

45t ZI% aurora-postgresqlZ X|H3IMI2.

"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]

}
iF
EH 718 ¥¥o| DB E{AE T gHEtStE 2las EHEE MB3Sic{H OIS oot Zo| £ F=2et 7t
£ X"t
"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]
}
1,

AWS FISQ| MX| =7

AWS 27 T2 AMH|A (AWS FIS) £ KT ZE0|AM CtH5HAH A AdE & Qe Ao 2 7= Y
2 M3 ELIc AWS S X| 2742 Amazon CloudWatch ZE Z Ho|st A|gtol TEE 7B AgS

= o
Sohat=e MAHLIZQLICH A3 Sof| K| =740| EZ|HE|IH AWS FISE Al ot ct Sx|=

A2 e + &Lt

SX| zHe BrEcdH HY o Z2/70|M EE= AH|A 0| oY SEE HolstMe. 2HE dEf= ofEE|
?ﬂol*dol ZT‘-I’“P—I g5 dlete AI"*OE HIXL—I* = 7|-’£- X|E:= HolF LIt x| AlzZh CPU
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of ZEE B W4 HEIE S50l AHS BEY 4 2l CloudWatch ZEE 448 4 gLt
—

KEAIEH LHE 2 Amazon AF2 AT A{ Q| Amazon CloudWatch ZE A2 2 & X514 A|2. CloudWatch

APQXP 7=II7“01IE A ->ES X|EE = e EX| =W sof cHet 0| AGLICH RMEF HE
E

4

0>|
o

A3 ElZalg MAE M= AAEH CloudWatch ZEE XIH5t0d SX| Z742 5Lt 0|4k x| &hLIct.

{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

Chs o= Ay JER ol X =70| x|Ex(o] UX| =S LIEFHLICE

{
"stopConditions": [
{
"source": "none"
}
]
}

KEM|G| &otE 7|

CloudWatch &
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M CPU
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AWS FISO|M X5t BlAA S8 AFRE £+ = CloudWatch X|ZE0i| CHEH RFAM|EH LHE 2 CHS
HxESHAAL.

fjo

E M235l0f QAAERHAE DLIE{RIGH A A, CloudWatch
olo+E ECS MHIE 2] CloudWatch
£ A&735l04 Amazon RDS HE 2| 2 LIE{2&L|CI CloudWatch

CI2 2 AF85tod A HHE HEZE 2LIE{RIFLICE CloudWatch
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html

AWS ZoH 2 MH[A AEXt7tol=

AWS FIS A E 2|8t IAM &

AWS Identity and Access Management(IAM)2 & 2|Xt7F AWS E|A A0 CHEF HMAE HHSHA A|

ofgr = UL T X[Hdt= AWS MH[ARILICE AWS FISE A& 5t2{ AWS FIS7H A& XHE CH 415404
MEe MY £ UTS AWS FISO| LR B HEHS Roists IAM AHS MAIsHok BLICH A HE
312 MAE I ol AE HES AIWELICH B AN AEol 9 AR ofgtol THEH IAM HRS AH
B oI CHA 2 RIBE BIAAE £ 4 = HEtS Roisiof BLICH OHE AW MEol He
ME e @AM O/E] Aol 2t ChA Aol CHEH 1AM HES TS £ i MEHS Roisiol &
LIk, RPAIEH M2 CHE A% Alsioll ChEt #3t MMS REFME

AWS FISE B2 AISHE + =8 UH o1ES BE o XITE +
H
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LICH EE= XbA| Ql2tel HH EME BFE [ ol2{er HHE D= AE

TE

W Exa

SN A Y A I AWS Bl B Y
. M2 AE oE M4 T 2IBtRl HA 2 A £t

AlEHSEHZ| 7ol AWS CLIE dx|ot Eedt Az HAME gLt

AWS CLI Mx%|
AIEF5E7| ol AWS CLIZ(E) Mx|stm FAJ8LIch AWS CLIE 7445tH AWS EoF oIE HEE
22istelE HIAIXIZH 2 AIELICE o] Hite I oxolM= 7= EI"*': TEUCt T ThEELICH O
Xl otg 22 4 PO --region SM2 MEFLICH XtMEH LHE2 AWS CLI A x| EE= 0]
EHA

WS CLI & & ZEstM 2.
0

213 Agtol= AWS FIS MH[ATE gt E =E =

U 83t= AE #AH7t Qlofo
fis-role-trust-policy.jsontte BIAE mg QtEo{LC

;
tS AlZ| 24 EAME Fohefuo

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}

Zl CHE| R HIE—.—E-I S BES517] -?—|3F04 WS'SourceAccount 2l aws:SourceArn &
SAHO| AA ARN2 Ao ARNYILICEH

"Condition": {

"StringEquals": {

"aws:SourceAccount": "account_id"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"

CHE A Aol 2 QAAECDO|E HZo| CHA A «dgte ot
N i

o
= =
CtE oM E =5t0q QIR HWH B ME F715104 CHY HE &

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource":[
"arn:aws:iam::target_account_id:role/role_name"
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

N
>
ol
Ml

AE ol AWS FIS 2Fedof CHSH 2H2|™ HAHo| U=X| =lstMe. =X & R
B ME DFEo040fF &Lt KFAMIEH AHE the section called “AWS 2 2|3 HE MM 2 XM L.

2. [C}S create-role BEE ALEst0d AE S BHET A =40l et BHE AME| G S FIHEL/ch

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy. json

3. C}& attach-role-policyB3EE AL&36t0{ AWS ZE(HE HR S AZELICH

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

fis-policy-arn®lxle CtS & StLIQILICEH

« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorEC2Access
 arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorECSAccess
+ arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorEKSAccess
+ arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorSSMAccess

-

CHS create-role BHEE ALE5t0 HE S BFE T M 7ol et BFE A2 HAE FIHefLch

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

2. fis-role-permissions-policy.jsongt= HIAE T}elg BHS T M3t MAe ZbstLct
AMEXOoZ MRS £ Q= ofX= B0 Cl2 S &= 5HA|2.
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html

AWS ZoH 2 MH[A AEXt7tol=

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApilInternalError",
"fis:InjectApiThrottleError",
"fis:InjectApiUnavailableError"

1,

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

 Amazon EBS % - Ch5 GAol|l M A|E&fL/cH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
1,
"Resource": "arn:aws:ec2:*:*:volume/*"
}
]
}

+ Amazon EC2 Z x| — HAMEE| A& A|R2. AWSFaultinjectionSimulatorEC2Access

« Amazon ECS = x| — AWSFaultinjectionSimulatorECSAccess ™A EE{ A|EFEHAA|2.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS ZoH 2 MH[A

AR 7H0|E

- UEY3 &Y — AWSFaultinjectionSimulatorNetworkAccess & ZH0{| A{ A|ZF,

« Amazon RDS Z= x| — AWSFaultlnjectionSimulatorRDSAccess S0 M A|EF5HAA|L.
- Systems Manager 221 — AWSFaultinjectionSimulatorSSMAccess AR E{ A|EF5H4
3. LCtE put-role-policyEBE ALE50{ O|T™ EHAH|O|AM BHE et HAE FIteL(Ct

- —-L=- O =

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

AlS{ &

Al S M

Als] 2 M AlS{0f CHEH MEHR] MTIQILICH AlS] HIZESI0fA S5 A% SMS HMolg & UaLicH
Alsle AJRHetH 271 AlE S M0| AXELCH

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

{
"experimentOptions": {
"actionsMode": "run-all | skip-all"

MEe AEE o MY SMS XIHEHK| oM run-all 7|E2t0] ASELICH
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
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{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}

CHA A 742 BHE [ CHS 2 =3gLch.
accountld

CHA A& ol 12X2] AWS A& IDIL|CE.

roleArn
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aws fis create-experiment-template --cli-input-json file://my-template.json
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o CHA IAM &2 AF25104 EC2 QIAEI AN API 212 AEHSHMI 2.

« Kubernetes Z2c{AE L ZEO| CPU AERA HAE
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AE SKIELICH 28 Fof QARHAT} CHA] AIZFELICEH

"tags": {
"Name": "StopEC2InstancesWithFilters"
I
"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
" "prod"

env.:
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},
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]
.
{
"path": "State.Name",
"values": ["running"]
.
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}
1,

"selectionMode": "ALL"

I
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

},
"targets": {
"Instances": "myInstances"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

X|MHE £90| EC2 QIAEA S|

CHS oAM= XIEE Bfa7tE e O_ﬁ A 37HE SXIELICH AWS FISE SX(|g §H QIABAE
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{
"tags": {
"Name": "StopEC2InstancesByCount"
1,
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
.
"selectionMode": "COUNT(3)"
}
1,
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"
.
"targets": {
"Instances": "myInstances"
}
}
1,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/role-name"
}
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"Name": "CPUStress"

I
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
},

"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
},
"targets": {
"Instances": "myInstance"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
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"description": "Publish event through SNS",
"stopConditions": [

{
"source": '"none"
}
1,
"targets": {
I

"actions": {
"sendToSns": {
"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {
"documentArn": "arn:aws:ssm:us-east-1::document/AWS-
PublishSNSNotification",
"documentParameters": "{\'"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",
"maxDuration": "PTIM"

iy
"targets": {
}

}I

"roleArn": "arn:aws:iam::111122223333:role/role-name"
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AWS ol | MH|A AR 7H0|E
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"tags": {
"Name": "ThrottleEC2APIActions"
1,

"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {

"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"

}
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity
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},
"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribeInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"

},
"targets": {
"Roles": "myRole"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Kubernetes 22{AE L} ZEQ| CPU AEDHA EHAE
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{
"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"

]I

"selectionMode": "ALL"

iy

"actions": {

Kubernetes 22{AE| L ZE9| CPU AEHA HAE 138
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"TestCPUStress": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",

"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":
{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
I
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

CS o Al E LitmusE AF2 3104 Amazon EKS Kubernetes 2c{AE{Q| ZE CPUON| 18 St AE
HA HAEE AAIELICEH

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

1,
"actions": {
"MyAction": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {

"maxDuration": "PT2M",

"kubernetesApiVersion": "litmuschaos.io/vlalphal",

Kubernetes 22{AE| L ZE9| CPU AEHA HAE 139
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"kubernetesKind": "ChaosEngine",

"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\""PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[1}}],\"annotationCheck
\":\"false\"}"

},
"targets": {
"Cluster": "MyCluster"

iy
"stopConditions": [{
"source": "none"

11,

"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
1,
"Resource": "*"
b
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
1,
"Resource": "arn:aws:ec2:region:accountIdB:volume/*"
},
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}
]
}

2. ChHS o2 AW At tZ| 27|18 RtE= ME| WAME HE Bo| RIHELICH 3EHOIM 2HE AHE Aof
CHEH IAM 38t o| 0|22 MEiStL|CY.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
},

"Action": "sts:AssumeRole",
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"Condition": {
"StringlLike":{

"sts:Externalld": "arn:aws:fis:region:accountIdA:experiment/*"

.
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::accountIdA:role/role_name"
}
}
}
]
}

3. A AUIM IAM St HEELICE ol HE 0|2 2EHAH2| AZ| HAMof| M X8t g0t Lx|sH
OfF gfLICt. o] H™EE EIZAESIEdH QLAAELO|EAAH Z Jg S T2 £+ JUs HetE oL
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [

"arn:aws:iam::accountIdB:role/role_name"

]

}

]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": [
"fis.amazonaws.com"
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aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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aws fis list-target-account-configurations --experiment-template-id EXTXxXxXxxxXxXXX
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aws fis start-experiment --experiment-template-id EXTxxxxxxxxx
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aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"
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account-id 111122223333

CHA AE 74 A 148


https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/delete-target-account-configuration.html

AWS ZoH 2 MH[A AEXt7tol=

AWS FIS A|LtE|2 E}O]

i
i
L]

N
=

0 o

AlLtE| = ol ZE2[7i0] o] A™dElE H
EHAESH| ol HEY = U= OlHE

StH, Yetxel ol ZE(7 0l4 Zolol| Chal
L QIARIA 30% SXI)E MS3tod AH&st

om
iy
>
lo
O
i

N
o

| o Z2|7i|0| Mol =3
= AWSOI| M 2445t
ZR|(A: RS 27| =
fLICE.

242
=

3H
d

o

(=
a
x

0z I% m
A
1
T m

Hr M

AR
=
E=;

>

A
rr
T
!

02
ro 1o mjo

i T
o 0O

I =

1o

B0 T g
w

Tt
l?ﬂ

mo & -
ok

ol O -

m
A
2

A
« AWS FIS AL} 2|2 CIF 7|
. AlL}2|2 2tolEE42|2e] AWS FIS AlLLE|2

« AZ Availability: Power Interruption

» Cross-Region: Connectivity

™ Q 2to|=E 22§ Sl M3 =M AWS FIS AE HE3!S AH85to] ™
£ AL85to] S AAsiE{H 2to|ER{2ofM AILZIRE ME5tD I ZE MIF
L2t0/EE XI'G8 CohE Aol Y MEXSE MY LICH

=

- Alutzle 27

» AlLtEI2 A8

« ALEIQ LI LT

Alu2|2 27|
222 AR50 AlLIEI2 B

1. M AWS FIS 2&£2
2. Bt Hol M ALIZ|2 EHo|E 2| MEYELIC.

3. EY AlLtE|20i CiEt HEE 2T AlLE|2 FI=EE MBSt 2
= A8 #oiAM AlLt2|20i ciEt 2
ot AlLE|201 AHSE EIAAE EHISHY| I5H F|5Hof ste = X7t

CHEH Zt2FEt @9k &2 =+ USLICH OIX[AH 2 2 AlLt2|22o| CHe &

AlLtE|L =hed 149


https://console.aws.amazon.com/fis/

e

ol 834

|0

2 ME mo| o4 7|ZtE

r

Xrofof| CHEH Z7F MBSOt ofL|E} 7|2 Mo Z Al

it
>
gl_-
o
I3
u
lo
o
I
N
2

- HO|x| stEtel E& midol /U=

T HHE Ol2l 2 & A&LICH

M

Bl x EHOl M AlLIZ|0f M A4

- HO|X| 5tEte| B mido U= HIE HE B0l AlLtE| 73 Yol CHer RhAlISH M
C P

= =
= & AELICE of7|0l= AlLtE|22] 7HE EHE ZAtstst= Yol CHEr XHAIEH &7

=
ME glof & lasLich ohxltoz 2T A o

= = =

= U&LICH s stE B, o X[ R E K| ZHSZE A5t #EMHE M3 sto] Aol
= I +
o =

HiE =~ 4 =X|od| CHaH g Hste Lol
CHet HE Mg E HE = J&Lt

ALIEI2 AHE

ZEE M85 AlLLEIR AL

fjo

. 0l AWS FIS 2&

—

& L|Cthttps://console.aws.amazon.com/fis/.

2. B4 B0l AILFEIS BHo|=BI2I8 MeyBfLICt
3. S AlLIEZIQ0l ChE I & B0 AILLEIQ FHE8 Meistol B8 TS ESLICH
4. NLIZIQE AHB3EIEY AILEIQ FHE 8 MEstn AlLtE|2 2 HES MAe MeiLIC
5. AE HEX M4 UM FHE 22 2T MSLICH
a. YUE AIL2IQ0fAE of2] 5 = Ch4 Zhol BREIS That0lEIE YT B £ UaL
CHE mhebole] ol olst HZS Zarstod AlLIEI2 & ¥ZsHH 0| 75 0] HIE AatEiLIC o
Jl5g AR stEdT ChE THetnlel HEl HES MefErLIch 2ol Tet0lElE BEsD ME
HE S MeiBrLC
b. Y ME HEXOIE B Ei ChY TEHOIETH S El0] US & USH, 2 B U THY 7=
of ZX EAIEI] Y&LIC 2 sto o] HE MES MHstn 28 HEE £718 03 sheof
M A% HE S MEiLICH
c. BE HEH0IE MulA XA A I8 0] LRELICH O] ME HEX| Chsh 71ZE A& o
5L MER A S WHE + AsLIC

d. 7|& AWS CloudWatch ZE & MEi504 StLE Ol o] MEAX FX| 7S Holste W0l
LICE. AWS FIS2| x| =74 thdof CHaH XtA|IS] LotEAM L. BE 7}
Amazon CloudWatch Alarms AFE S| X|&lof| et LESof A 'HESIE

st = Q&L
e. Amazon 21 EE= Amazon S3 HHZ!0f| CHEH MEHA] AME CloudWatch 218 & 43t5t= Zd0|
AATEOFE T ME

E&LICH AWS FIsoi CHer & =Z o Cis RhA|S| 2otk L|ct &8t 2
22

=
Xl pf2 82 L& d JERE HOlo|EE &+ U&LICH

AlLIEIR AL

150


https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

6. AE HEZ AN0IM ME UES MM MFLIC
7. AWS FIS 20| 4% HEF 270l A8 AISHg HBLICH FISE 9/8t AWS /3 EHedof Cf
S AHAI5| 2oHB AR

AlLEl2E & M8 8.
S 2 AWSFISE

ME HET HIRSRIZ AILIEIQE 2R AE MBSO
E X 7

- = =

JHK| B2 B StLHE A8 4 gLt

= I
ARS8 R 2 A8Stede R OE F

1. BtAlol et RESF AWSFIS A HIEZSE Bt oifY EERE UEHELICH AILIEI2 AFS

2. AILG2IS 27]0| BAHE M2, SEA0] 2EX SolM LIS BHXE 54 LAY C1E 5
E IRElE B0 Aotsol Ras N HEXE SEaLL

S 4% Ha8 NS wrlzltion, 2
O AlLIZIS MOl AT K2 U &S WA A4

Biaz 2[a0 B2 & XIEst 7Lt CHE o2t 0lE T 28 S AFEstH0 4 REA| EHIL% *E*ci%* = UE
LICH (AILIE|2 AFS & X)

O| X 0o|M= AWS FIS AlLt2|2 2tolE 2|l YRRl AlLt2[<01 CHEH A& LICH AWS FIS 2
&8 AME50d X|HE|E AlLIZIRE LIEE =& /l&LICt.

REMEF LI 2 AILIE|2 2] EHpE HE oM.

AWS FISE CH8 T} 22 Amazon EC2 AILEIQE XI#BLIC ol2i3t AlLtElo = B8 A8 sHe
QIAEIAE CHA R BrLICH RHA| EHLE AL 8L AlLtE|20| ZEE 7|2 i1 ASE 4+ Ut
Lick ol2fgt ALkl B YEE SSM EME AL 8ot

ol&: QIAEA @7 - 5tLt 0|4 EC2 QIARAE FX|sl0] QIARA 277} O|X|= G

Al 2| M EE BVt R E QIAHAS Ol o2 BfLICH 0] AlLtE[20iME of2Eh QIAE
Za 2 M(ZI2M2 2 5&2) CHA| A|ZFEFLCE.

=
Eg&: Claz - Cla3 AEE F717H EC2 7|8 o ZE[7i0|Mo] O|X = BFE 4TS L

NEEENTEIR] =


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/fis/latest/userguide/scenario-library-usage.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/fis/latest/userguide/actions-ssm-agent.html

AWS Eoff 2| AH|A AER Ttol=

A8 Ci4 o= Bt Of AlLtEle
ABAO FUSIE CIAT ABF B7HE MBS XIME + Ut
A Xto
x

20 CHal 5&).
« EC2 £E¢|A: CPU - CPU &7t7F EC2 7|t of ZE|7|0|Mof DR S S 4 m{FLICH

Ol AlLtE[0M = & el 7 F&FE Xl 2Tl EC2 QIARA
oMeE =Y 7[zt SeF Cie EC2 214
LICHZIB™Mo 2 Zt C|AT AER A

FIF

Ol AlLtE|20M= &8 Bl F&FE 2/ | pafe | EC2 QIAHAE i 22 §fLICH O] AILPEIO
oME =Y 7[2t SeF CHe EC2 RIAE A0
AELICHZIBMSE Zf CPU AEB|A Zdof H3H 58).

]IO
Fl_r
O
0
cC
|>
m
=
>
0Q
Ol
_\,'_
ﬂIIIII
Pl
0
_>'-|_
Ral
2
ok
).

- EC2 2Ed|A: HEE - HZE| A8 E 7171 EC2 7|8 ol ZE[FH0|Mo] O|R[= dE¥S A mHEL
Ct.

Ol AlLtEIQ0lME S5 Ef27 RAE $KY B2l EC2 AAHAE CHA SR FLICH 0] AlLIEIQ
oA B 717t S0 Chat EC2 AABIAM FQUSlE HZal AEBA & B7HE ASR KIEY £
et ez 7t Hizal AEdA shdol thal 58).

+ EC2 AEB|A: WIESIT KX AlZh- WIESIZ X4 Alzh B7k7H EC2 718+ ofZ 2|7 010l Ol&ls

TS duisLich

Ol AlLtE|20 M= & Efa7t F&fE 24/l 2[Te| EC2 QIAHAE CHY 2 2 §LICH O] AlLIE[
oMz &Y 7(zt Sef iy EC2 QIAEAN FULE HERT X[ AlZE S7HE AEX XIEE =
UELICHZIEM2 2 Zf K| AlZh 2ol CHall 5&).

AWS FISE= CIS1F Z2 Amazon EKS A|LIZ[2E R|&ELICE O] A|LI2[2 = Kubernetes OHZ 27| O|

MY o|EE MB35t EKS ZEE CHH O Z FLICH AHAl| 2llo|E 2 AFESIHHLE AlLt2| 20 ZE&HEl 7|
2 holg2 A2E = UELICE FISE AF25tE EKSO]| CHEE RFM|EH LI 2 EKS ZE ZfQf AlE EHY
£ MZXSHM 2.

« EKS 2EQ|A: ZTE AKX - 5L} O|& Q| ZEE AK||510{ EKS ZE @FO| W& A HEM 2

O| AlLtE|20H= ofE2|7o|M Bllo|En HAZAE! #A 2IT™e| EEE CHA S Z ELICH O] AlLtZ]
LUME exlete RE ZEE SEYLICH ZE 9| KM A2 kubernetes 74301 2|3H A|o{& LIC}.

« EKS 2EB|A: CPU - CPU &7t7t EKS 7|8t of ZE|7|0|Mof O[x|= I&FES AT SLICh
Ol AlLt2|20l M= ofZ 2|70l Bllo|Exnt AZE 29X 2[Te| ZEE CHY 22 ELICH Of AlLtE]

(=}
QoM E & 7|7 SO CHA EKS ZE0| FUE[&= CPU AERA & BIHE AFS AL X|HE = U
&LICHZ|EXo 2 ZF CPU 2E A Zdof CHEH 58).

ALtz &= 152



AWS ZoH 2 MH[A AEXt7tol=

« EKSAEDBA:C|IAT -C|AT A E 77} EKS 7|2 o Z 2|7 0|Mof| Ol x| GES ArmEL
Ct.

Ol AlLt2|20i M= ofZ 2|70l Bllo|Ent AT 24XH 2ITe| ZEE CHY 22 ELICH O] AlLtE|
QoM & 7|7t S CHe EKS ZE0f F U= ClAT AER A & BIHE AHSA XIHE =
UELICHIIBHMS R Zf CPU AED A EYof Cial 52).

- EKS AEQA: HEZE[- HZE| A8 E B7t7} EKS 7|8 of Z 2|70 Mof O|x|= BEs A m{gL
CH.

Ol AlLt2|20 M= ofZ2|7l|0|Md Bllo|Sxt AZE 24X 2[Te| ZEEC
oMz & 7|7t S CHe EKS ZE0f| FUE[= HEE AER A & BTt
A LICHZIEMoZ 2 22| AEHA X0l CHaH 5&2).

« EKS 2Eg|&: HERIZ X[ Azt - HELIZ x| Azt &717F EKS 718t off Z 2[7H|o[4d0] DIx|=

TS duisLich

HAato 2 shL|Ct. O] A|Lt2|
E MR XHEE £+

Ol AILFEIQOIAE ohE EIAH014 BlOIE D 17T HAH ElFol ZEE tH42 2 BHLiCt O] AlLtEl
QoS =l 717t S0t A EKS ZCof FUEls UEYT xIed AlZH B7HE ALRXF KR 4
UELICHTIEEC 2 2t X|94 AlZH &Hdof| Chal 512).

0

AWS FISE CtE AZ I Tt E |7‘ of Z 2|70l Mol Chslf CH& AlLIEIR & RIZELICE of2det AlLtE|2

£ 0t ElaL REE ¥ 22 gL

0II

« AZ Availability: Power Interruption - 7} & %"E'.(AZ)OHA‘I Meo| ptds| SHEIRS
£ Q=dEFL|C}. AZ Availability: Power Interruption EH4of| CHaEH REAIS] & F Me.

« Cross-Region: Connectivity - &1 ZI0M CHa 2|2 29| ofEE[F0|M HE R EBEE AtE
St 2|1™ ZF diolE SAME LAl SXIELICE Cross-Region: ConnectivityE A& 5= B840l CH3H
RtMls| YotEAM L.

AZ Availability: Power Interruption

T
Lt
™
=

AZ Availability: Power Interruption A|LI2|2 & AFE3104 7t FY(AZ)0|AM TR0| &t Ts| BH
HAEl= S48 FEE = st

Ol AlLtE|R= 8 ol 2Bt AZ T3 BT Al CHE AZ o Z 2|70 M0| 4 THE 2S5t 2
St= Ol AF8E = U&LICH 047(|0l= S HFE e Al (Amazon EC2, EKS & ECS), AZ0{|A
Bl MEE i, Med o8 &4, RDS &0l = x|, &0 =X| ElastiCache , SEH3X| &t = EBS &
SO| ZEELICH 7|BMo 2 Chao| YHE|X| b Hd2 AL A Eulch.

—l— i

AZ Availability: Power Interruption 153



AWS ZoH 2 MH[A AEXt7tol=

4

=

13
0

= U2 A FstH B AZ0|M 2Tt HH Al o & &= 0ded 7HX| B4 0| LIEHELICH AZ 748

g SEH2 HUAZ MY SEH o Idg2 &2 N2z ol e MH[Ao0lE IdEE ELICH 7[E2
Moz AUE2= 308 S MY S 42 FUE OIS FIIZ 308 S =7 3ol g = U
£ ¢ FUEL

Stop-Instances

AZ H0| SHE|IE SO J&S 2= AZO| EC2 QIARAE SR ELICH MH0| S E|H QIAE
7t RHE&IELICE AZ Availability: Power Interruptiondl= SEF 7|7+ S0 Q&S = AZO| 2 E 21A
A E SX|5t= aws:ec2:stop-instances7t L& ELICH 7(ZH0| X|LH QIARATIC

Amazon EKSOIM & E2|5t= EC2 QIARAE SX|5tH 4 FE EKS ZE7F AAIELICH Amazo
oM #tEl5tE EC2 QIAHAE SX|5tH L E ECS E{A T IF SX|ELICEH

Ol Zfd2 P&e e AZOIM A BRI EC2 QIAEAE CHASE FLICH 7|2Mo =2 o 2 gt

O| StopInstances®! AzImpairmentPowerZt= O Q| E7| U= QUARHAE CHA 2F L

Ol EfOE QIARAC FUtet7ALE Y RHESIM 7|2 E{OE ASX XI'H O "t E 5= U&LICH
! =

7I2Mo2 RE QIABRAE % A2 o| 22 AUFIAH Euc.
Stop-ASG-Instances

AZ H{0| BEHE|E S0 W& = AZ9| Auto Scaling I E0IM #E|SHs EC2 QIARHATI FEE
LICt ™30 SF &M QIARHATL W - EL|CE AZ Availability: Power Interruptionoll= & 7[7F
SOt WES = AZ0AM Auto Scaling 2 #E|El= QIAHAE Z & et D E QIAHAE X5

aws:ec2:stop-instances7t Z & E LIC}. 7[7H0| X|LHEH QUIARATL CHA| A|ZFEILICEH

O Zfde Was = AZOM A SQIEC2 QIAHAE CHY SR FfLICH 7[EXMo R o] B2
Ol IceAsg®l AzImpairmentPowerzt= O|§2| E{7t /U= QUATAE CHY SR ELICH O| EHOE
QUAEIAO| F7H6tHLE MY RHEZ/0|AM 7|2 28 MSA XIH B2 HHE £ USLICH 7|BHS

N y =]
2 QB8 QAHAE ¥ £ gk FS 0] Trde AU Hich

AZ M¥0| ZTHE|= S0tol= AZOIAM 222 T 2 H|X5t7| QI8 EC2 API 30| AuligtLct 35|
ec2:StartInstances ec2:CreateFleet ec2:RunInstances S| API7} o
Availability: Power Interruption includesOlli= B&2 8= AZ0|A Af QIARATL I

£ 37| 951 aws:ec2:api-insufficient-instance-capacity-error 7F £ &g L|C}.

n=
o>
r
Il
>
N

2
s

154


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#stop-instances
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#stop-instances
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#api-ice

AWS ZoH 2 MH[A AEXt7tol=

O] B2 CIARHA T2 H|X{H0l| AFSEl= IAM L& 2 CHe S 2 FLICH 0248t &2 ARN2 AFS
5tof EtZRSHoF g LICt 7|BMo 2 & 35* IAM €& 2 32 £ gle 42 o 2 AL A EL
Ct.

ASG 27|23 UA| K|

AZ ¢ BT Al Auto Scaling ZIEE Z2(2/10| AZoIM & AE 82 2757 /IsH E&5t= EC2
APIE Am{gtL|Ct £3] ec2:StartInstances ec2:CreateFleet ec2:RunInstances S2| API
7t JEE Br&LICH AZ Availability: Power Interruptiondll= Q&2 2= AZOIM A QIAEAE T2
HIX g = QT & 3= aws:ec2:asg-insufficient-instance-capacity-error7b L gHE|L|CH E8F P2
gt= AZO| A Amazon EKS & Amazon ECSE &% &~ giaLct

O| 242 Auto Scaling IE2 CHA O E ELICH 7|2XMoZ 0| &2 710]| IceAsg?!
AzImpairmentPower2t= Ol 9| Ef27} Q= Auto Scaling ZE 2 CHA S Z gHL|C} O] Ef2E Auto
Scaling :L—E—Oﬂ FItetAL AR HESIM 7|2 EH 28 ME8XF XIH B2 HHE = UL 712
Moz REB Auto Scaling IEE & + e 49 ol Y2 HF A Eulct

HESZ A4 LA EX|

>

Al
o

ol
AZ

2
=

Z

\_°0|>|

Che| =
I =) 2 ._“35'3|'04 DNS% ?='.'E||0|53PE ] _’EIEH =R

DNS Z3|0] M HMAE = i IP T4t HHEHE = &LICH
AZ E Qe ghE AZ9| ZE AEUlof EH°F TE UHERIZ HAHAS2
B S0l 7<P':+oh_ aws:network:disrupt-connectivity 7t Z & E L|C}t. O|Z | 5t CHRE 22| ol Z 2|7 oM
of M Alzh =1t 3 DNS M2 D E0| ZX|2 A-MELICE 22 F0f 0| HUS SE5IHAZE AS ALS
g 2 ol 59 2|™ AMH|A DNSE Lo 537& £+ &L

mY rir

02 Mo
H1 pe
4>

>
<
&’
)
S
=
<
o
@]
E
)
=
=
-
)
=
=
C
©
=
o
>
2

oI

Ol U2 MEHZS CHed o2 &LCt 7IBMo 2 O 242 20| DisruptSubnet®!
AzImpairmentPowerZt= O|F2| Ef7} U= EHAEE Y22 gLct Ol Ef2E MEUYl| =
7t5t AL AR "HEXM 7|2 Bl E ASA X[H Bl 32 HHE £ JU&LICH 7[2XHeE fRF8 ME
LIS XS A ol 749 o| 2HQdS 7| = A =Lc}.

AE RXRE T HAL 1 ==

Yl

Foll = x| RDS

0

AZ HHO| BHE|lE SO &2 8= AZO|RDS = E= 3
RDS =& 2%8| AHSE = 7 ELICh S AZ 22{AE
= AZE o ZX|T|T FES W= AZO 7| E= ME
9| 42, AZ Availability: Power Interruption0ll& A2 7|7|7} 38
aws:rds:failover-db-cluster7} Z &gl L|C}.

2
s

155


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#asg-ice
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#network-actions-reference
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#failover-db-cluster

AWS ZoH 2 MH[A AEXt7tol=

O 242 RDS EHAHE 22 gLIC 72Xz o] &Y
AzImpairmentPowerZt= O|F 2| E 7} Qe EC{AEE YR
F7totALE A" ”RERIM 7|2 EfO8 MEX X ElOE HtE =
HAEE 32 += 9l 42 0| U2 LA EuCh.

O| DisruptRds®!
gLict ol Ef2E E{AEO0]
o]

gLch 7|2xoz f58H 2

ElastiCache Redis& ¥ A| &X|&L|C}.

oI

AZ M0| RIEHE|E S0tolE AZ2| ElastiCache =EE A& 4= Q& LICH AZ Availability: Power
InterruptionFE S &= AZO| L EE F2517| {8t AWS'EIastlcache'Interrupt-cluster-az-powerﬂ z
2 Elo] AUA&LICEH ElastiCache SHO0| X|&E[= S, JES Bh= AZOIM M QIARAT Z2H[MHE
Z|X| oo 2 SEAEE AT SF2Z SX|EHLUICH

Ol Zteie SPAE|S A S 2 FLICH ElastiCache 7222 0] ZHed Zto|
ElasticacheImpact@l AzImpairmentPowerZt= O|E2| Ei7} Qe EHAEE CHASZ

Ct. Ol E{OE EE-IAE-IOH F75t AL A" HERM 7|2 EfOE AFEA XY EfOZE HHE = UE
Lict Z7|2Mo2 @58 2AEE 32 £ e 42 0l Y2 HUFA Eulct J&ge g AZo
M7 27t UE EAEHD REF CHY SR ZHFFLICH

EBS I/0 YA| &X|

130| S7E[H 25| YR QAAHAONM EBS 2&0| SEHSHA| &t= Fof0| 24
vailability: Power Interruption0i|= aws:ebs:pause-io7} Z& £|0{ EBS & 17HE &
SENE E7HSLICH

14
z0
>
r
n

2 5>
N
)> |'>|

A7 BSERE Fo|lE XSEEF MYE SEC cf4o| ELICh o] 22 gfol
APIPauseVolume@l AzImpairmentPowerzZt= Ei7F Qe EE2 CHY S 2 §LICH O|EfOE 2
ol F7I5tHLE A" HER0IM 7|2 Ef2E MEX XY EIOE HIE £ JU&LICH 7|2XHeE f%

252 e & Qe 89 ol Y2 WA Eulch

oy

Mgt AL

« Ol AlLtE|R0lE SX| 2740 ZEE[o{ UX| ef&LICH o EE[FAH o|Mofl H= SHIE K| 2dg A
o "HE2!of F7tsHof gt

« AWS Fargate0| M A& E|= Amazon EKS ZE &= X|¥HE|X| St&LICEH

« AWS Fargate| A A E|= Amazon ECS El&3 &= X|HEIX| &LICEH

. 217| 7t53t Ci7| DB QIAEA 2747t Q= Amazon RDS CHEAZE K| E|X| et&L|Ct o] Z< 2l
ABATL ZRE|T, RDS7F EO) ZXIEIH, &S 2= AZ0IM 8F0| FA| CHA| Z2H|XIE L

Ch S e= Azl ei7| 7tsE Th7|E A& AL8E =+ A&

At Arg 156


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#interrupt-elasticache
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#ebs-actions-reference
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/multi-az-db-clusters-concepts.html#multi-az-db-clusters-migrating-to-with-read-replica

- AWS FIS A8 ofgtol T3t Hete HohErLIC
. Blas Ef2E AEol chaol Bl Blacol MBsHok SLIC RHA EAT XIH B £E AlLtEI20
HOIEl 7|2 Bj18 ASE 4 YaLit

T8t
CtZ E&2 AZ Availability: Power Interruption A|LIE[2 £ AEE A= O 228 HEtE AWS

FISOi| R o4& LICH o] HA2 &% & of 42 x[ooF &fLICt.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentLoggingActionsCloudwatch",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
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"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:ReplaceNetworkAclAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"

iy
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iy

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster"

1,

"Resource": [
"arn:aws:rds:*:*:cluster:*"

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"

1,

"Resource": [

"arn:aws:elasticache:*:*:replicationgroup:*"

"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": [

"tag:GetResources"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "arn:aws:ec2:*:*:instance/*"
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{

"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.
},
"Bool": {
"kms:GrantIsForAWSResource": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiError"

1,

com
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"Resource": [

i n

1,
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
"aws:ec2:asg-insufficient-instance-capacity-error"

]
}
}
1,
{
"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": [
nakn
]
}

AlLl2|@ EEl=

CIS 2= & ALI2ZIRE HolgrLICt 0] JSONE X E 3504 AWS Command Line Interface(AWS

CLI)0l M create-experiment-template WHES AFE5t0{ A HIZES/I2 tEE= O AISE £
Z| M HHO| ALLZ|2E E2{M FIS 2£ 2| AlLtZ|2 2to|EBEE Y ESHA L.

{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"
},
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"

A& LICH
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iy
"selectionMode": "COUNT(1)",
"parameters": {

"availabilityZoneldentifier": "us-east-1la"
},
"filters": [
{
"path": "Attachments.DeleteOnTermination",
"values": [
"false"
]
}
]
1,
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
1,
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
1,
"selectionMode": "ALL"
1,
"ASG-EC2-Instances": {

"resourceType": "aws:ec2:instance",
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"resourceTags": {

"AzImpairmentPower": "IceAsg"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
I
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
I
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {3}
},
"RDS-Cluster": {

"resourceType": "aws:rds:cluster",

"resourceTags": {
"AzImpairmentPower": "DisruptRds"

I

"selectionMode": "ALL",

"parameters": {

"writerAvailabilityZoneIdentifiers": "us-east-1a"
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},
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:redis-replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
1,
"selectionMode": "ALL",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a"
}
}

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30QM",
"percentage": "100"

I
"targets": {
"Roles": "IAM-role"
}
I
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
},
"targets": {
"Volumes": "EBS-Volumes"
I
"startAfter": [
"Stop-Instances",
"Stop-ASG-Instances"
]
},
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
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"Instances": "EC2-Instances"

iy
"Pause-ASG-Scaling": {

"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",

"parameters": {

"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30QM",
"percentage": "100"

I
"targets": {
"AutoScalingGroups": "ASG"
}
I
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "ASG-EC2-Instances"
}
I

"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",
"scope": "all"
I
"targets": {
"Subnets": "Subnet"

.
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"

}I

"Pause-ElastiCache": {

"actionId": "aws:elasticache:interrupt-cluster-az-power"

"parameters": {
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"duration": "PT30M"

I
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
},

"logConfiguration": {
"logSchemaVersion": 2

1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}
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"Version

": "2012-10-17",

"Statement": [

{

"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",

"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"

"Sid": "RouteTableDisruptConnectivity21l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface",

"aws:RequestTag/managedByFIS": "true"
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{

"Sid": "RouteTableDisruptConnectivity4",

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:prefix-list/*",

"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity5",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
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"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": "ec2:DeleteManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
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"Sid": "RouteTableDisruptConnectivityl2",
"Effect": "Allow",
"Action": "ec2:ModifyManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl3",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeVpcPeeringConnections",
"ec2:DescribeManagedPrefixLists",
ec2:DescribeSubnets",
"ec2:DescribeRouteTables",

ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Sid": "RouteTableDisruptConnectivityls4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",

"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"
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"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl8",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [

"arn:aws:ec2:*:*:subnet/*"

"Sid": "RouteTableDisruptConnectivityl9",
"Effect": "Allow",
"Action": "ec2:ModifyVpcEndpoint",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity20",
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"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

"Sid": "TransitGatewayDisruptConnectivityl",

"Effect": "Allow",

"Action": [
"ec2:DisassociateTransitGatewayRouteTable",
"ec2:AssociateTransitGatewayRouteTable"

]I

"Resource": [

"arn:aws:ec2:*:*:transit-gateway-route-table/*",

"arn:aws:ec2:*:*:transit-gateway-attachment/*"

"Sid": "TransitGatewayDisruptConnectivity2",

"Effect": "Allow",

"Action": [
"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGateways"

1,

"Resource": "*"

"Sid": "S3CrossRegionl",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "S3CrossRegion2",

"Effect": "Allow",

"Action": [
"tag:GetResources"

1,

"Resource": "*"
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"Sid": "S3CrossRegion3",
"Effect": "Allow",
"Action": [
"s3:PauseReplication”
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringlLike": {
"s3:DestinationRegion™: "*"

"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::*",

"Condition": {
"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DdbCrossRegionl",

"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

"Sid": "DdbCrossRegion2",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:DescribeGlobalTable"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*",

"true"
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"arn:aws:dynamodb:*:*:global-table/*"

]
},
{
"Sid": "DdbCrossRegion3",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:GetKeyPolicy",
"kms :PutKeyPolicy"
1,
"Resource": "arn:aws:kms:*:*:key/*"
}

AlLiZ| 8=

Che 2Elx= AlLEI2E ™olgfLIch 0l JSONE A& 3504 AWS Command Line Interface(AWS
CLI)0ll M create-experiment-template W& =2 AL&3t0{ A BHIZESIS
Z| A TS| ALEIRE EB{M FIS &9 AlLtE|2 BtolE{EIE Y

[HO rIj

F= oM.

"targets": {
"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {
"TgwTag": "TgwValue"

I
"selectionMode": "ALL"
I
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
},
"selectionMode": "ALL",
"parameters": {3}
I
"S3-Bucket": {

"resourceType": "aws:s3:bucket",
"resourceTags": {

== Ol AASE & U&LICH
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"S3Impact": "Allowed"
.
"selectionMode": "ALL"
.
"DynamoDB-Global-Table": {
"resourceType": "aws:dynamodb:encrypted-global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
iy

"selectionMode": "ALL"

1,
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"TransitGateways": "Transit-Gateway"
}

I
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {
"Subnets": "Subnet"
}
},
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",

"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"Buckets": "S3-Bucket"
}
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"Pause-DynamoDB-Replication": {

"actionId": "aws:dynamodb:encrypted-global-table-pause-

replication",

"parameters": {
"duration": "PT3H"

iy
"targets": {
"Tables": "DynamoDB-Global-Table"
}
}
iy
"stopConditions": [
{
"source": "none"
}
iF
"roleArn": "",

"logConfiguration": {
"logSchemaVersion": 2

1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to
target Region and pause cross-Region replication"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

WS U0 Al TS ML
o

2. AWS Command Line Interface(AWS CLI)E AI&3l04 C}2 B
E O|ESZ HITEAL.

FisSchedulerExecutionRoleE 0| &d&tof Ho45t24

aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json

HI5tH ChEa 22 Aot =Lt
{
"Role": {
IlPathll: II/II’
"RoleName": "FisSchedulerExecutionRole",

"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:r0le/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
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3. EventBridge Scheduler/t A¥2 S &L S 5{835t= M| Y22 OHE2{™ CH= JSONS
ZZo| CIE O|E2 2 XEEILIC fis-start-experiment-permissions.json Ct
EventBridge Scheduler7t AHo| R & A HIEZI0|M fis:StartExperiment 22 £ &3

=H= — =0

SAstD
%

TE SHEELICH e B A EHEZSIoZ X8t5ted™H "arn:aws: fis: *: *:experiment-
template/*" ol U= *E M HEXO| IDE HITAM L.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "fis:StartExperiment",

"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"

]

]
}
4. Ct2 BES Al™sto] M HEt HAME Mg LICt FisSchedulerPolicyE O H&of £ 04524
= O|ESE HITFAIR

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

HIstH ChSa 22 Autvt E2ELCH E2 ARNZ 7ISELICH CHS EHA|0l A Ol ARNS AHS
104

{
"Policy": {

"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5SESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",

INESE ]
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"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,

"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"

| YA E AAsedH Chg HE S AHStM L. your-policy-arng O
| o 74 k=1 ge)

™ EFAH 0] A A
}. FisSchedulerExecutionRole A3 gt o

O|EC =2 H}Z=

0

o
r
[l

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

Ol attach-role-policy U2 BHEAM SEHS Btets x| t&Lct
. S Ef 2f0| U= AWS FIS APt MAMSIEF AFEHE MEHE = USLICH & EofTHE
MM I E AWSFIS A HIZ3l0f 8t fis:StartExperiment &S F0{5X|T AFHEDH
= Purpose=Schedule E{7} X|I'HE A0 M5t F AEHEFLICH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
},
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}
NESES o
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aws 2% Services ‘ Q Search [Option+S]

® S3 @& Amazon EventBridge @ AWSFIS & CloudFormation '@ CloudWatch 1AM B ec2 |8 AWS Organizations % Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ’ ‘ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

‘ YYYY/MM/DD ’ l hh:mm ‘ ‘ (UTC -04:00) America/New_... ¥ ‘

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/what-is-scheduler.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/schedule-types.html
https://console.aws.amazon.com/fis
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/schedule-types.html
https://docs.aws.amazon.com/fis
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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"version": "Q",
"id": "12345678-1234-1234-1234-123456789012",
"detail-type": "FIS Experiment State Change",
"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "region",
"resources": [
"arn:aws:fis:region:account_id:experiment/experiment-id"
1,
"detail": {
"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",
"new-state": {
"status": "new_value",
"reason": "reason_string"
3,
"old-state": {
"status": "old_value",
"reason": "reason_string"
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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* running

* stopping

AWS FISOo CHer Al 24

Al
=

o
Hu

ZE M85t A S Aol CHEt MF SEE HAME + U&LICH

ZE2EI O N 2HEHIE 2 7|IEC2 AY 24 30| FELICH RHAIEH LI 2 Amazon
CloudWatch 22 (§2 Elo{, 21, HE 27 of2H) 2! Amazon S3 222 HESHAAIR

3t

TEZA 2O 4R ZOE MEE & e HEHE2 AWS FISOH| Fo{aH{of BL|ct RHAIEH LIS 2
Amazon CloudWatch Logs A& AH

NEEE 194


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/s3/pricing/
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e Amazon S32 HEH 21

23 A 7|0}

ClE2 A4Y 220l A8ElE A7I0rULICH TRH A 7|0F HE2 22]LICH detailsQ| HEE
log_typeQ| Ztoll 2t 2t & LIC resolved_targets| EE&= target_typell Ztod et EEt

ElL|Ch REMIE A HE the section called “21 B|ZE ©

" MMHE HESHAMIR.

completed | cancelled |

{
"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {
"status": "pending | initiating | running |
stopping | stopped | failed",
"reason": "String"

},

"action_targets": "String to string map",
"error_information": "String",
"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running |
| failed",
"reason": "String"
1,
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ"
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}

completed | stopping | stopped
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3

AWS Fof = MH[A ALZ%t 7H0|=
1,
"resolved_targets_count": Number,
"status": "failed | completed",
"target_name": "String",
"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",
"total_pages": Number,
"total_resolved_targets_count": Number
}
}
2ela HE
« T 20 M= CFS AtE ol = IFELICH
 target_type HEE HZE5t 1 resolved_targets ZEE ARN SS0i|M 2 SEo= HE

B LICH resolved_targets iAo R &8t EHE= CHA Q| 2|AA Rl target_typell ZLof

(et EetEuck

« account_id EEE FJI5t= action-error 2 target-resolution-detail O|H

LICH.

- X 10| =7| 2lz|AL|Ct.
27 CHAF

AWS FISE Ct5 Uiz ol =21 MY S X[HELICH

« Amazon S3 H{Z!
« OlO}E CloudWatch 21 21 18

S3 =21 ME
2= O {Ix2 HEELuCH

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log
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CloudWatch 21 21 Mg

2= 12 olLfoll 21 2= ol MEEL|CH
23 8ZE o

= 2|2 MEfSH EC2 QIAEIA 0| M aws:ec2:reboot-instances
=27 ol

experiment-start

 target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

* experiment-end

experiment-start

CH2 2 experiment-start O[HIEQ| 0l A| BIZ=QILIC}

"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"

target-resolution-start

ZagE=of
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CHH2 2 target-resolution-start O|HIE Q| ofA| Bl =QILIC.

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:457",
"target_name": "EC2InstancesToReboot"
}
}

target-resolution-detail

CHE 2 target-resolution-detail O[HIE S| oAl B|Z=QILICE CHY EQlof| AmE B2 7|5
O= error_information ZET ZEE|L|C}

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z",
"target_name": "EC2InstancesToReboot",
"target_type": "aws:ec2:instance",
"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"
}
}

target-resolution-end

CHa &olof Alofe B2 7|0l error_information 2E& ZEELICE total pagesOI 1
Ct 3 EQlEE CHah =7t 8t B2 EQ| 37| MEtE Zuotzi&LIct LIHK| 2l E CHaf o] =& &
7} target-resolution-end BIZE7} QU&LICH

=
ol
=
=

CH2 2 EC2 &t doi| CHBF target-resolution-end O[HIE Q| ofA| B|Z = QILICEH
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{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"
}
1,
"page": 1,
"total_pages": 1

CHZ 2 EKS =40 CHEt target-resolution-end O|HIE Q| o A| 2|2 = QJLIC.

{
"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "myPods",
"target_type": "aws:eks:pod",
"resolved_targets": [
{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,

"total_pages": 1
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}
action-start
CH22 action-start O|HIES| oAl BZEQIL|CH Al HES0| 2 It2tO|E{7F X|™HE|o] /=
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{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

=2 action-error O|HE Q| oAl B{ZEILICt 2 40| Auig et ghete[= o|HIEL|CE &
ol Alulist Zr AlZFof chal ghetElL(Ct.
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:567",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {

"status": "failed",
"reason":"Unable to start Pause Volume I0O. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s): [vol-123456789@abcdef@]:"
}
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AWS Bl F9l AH|A
HEO

action-end

CH2 2 action-end Of
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-end",

. "2023-05-31T18:50:56Z",

"event_timestamp":
Il2ll’
"Reboot",
"aws:ec2:reboot-instances",

"action_state":

"version":
"details": {
"action_name":
"action_id":
"action_end_time": "2023-05-31T18:50:56Z",
3 A
"status": "completed",
"Action was completed."

"reason":

experiment-end

CtZ2 experiment-end O|HE S| ofA| Bl 2= IL|C}.

"id": "EXPhjAXCGY78HV2asA",
"2023-05-31T18:50:572",

"log_type": "experiment-end",

"event_timestamp":
. IIZII’
"experiment_end_time": "2023-05-31T18:50:57Z7",

"version":
"details": {
"experiment_state": {
"status": "completed",
"reason": "Experiment completed"
}
}
}
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https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
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)

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
" "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

arn :

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/example",
"accountId": "111122223333",
"userName": "example"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2020-12-03T09:40:42Z",
"mfaAuthenticated": "false"

}
I
"eventTime": "2020-12-03T09:44:207",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int.x86_64
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
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"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT10QM",
"state": {
"reason": "Initial state",
"status": "pending"
I
"targets": {
"Instances": "exampleTag2"

}
},
"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",
"id": "ABCDE1lfgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,
"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm

:example"
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1,
"tags": {},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},

"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
.
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
.
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"

}
iy

"requestID": "labcd23e-f4gh-567j-klm8-9np01q2341r56",

"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CtS2 FIS 2Hdo| L& Ado| AR 2 AWS FIS7TH &8 API 2Hdod| CHEt oAl CloudTrail 21 &
SelL|Ct aws:ssm:send-command AWS userIdentlty QLAE HES Tol U2 Al Eot 0l
Z MEZ 0|F0{ZFl @A HiodstL|C}, 2|el=l edsto| 0|&

2l 2 userNamed| ZA|ELICt Aol IDC!
EXP21nT17WMzA6dnUgzE 22 248 o] ARNS| U8 L principalIdoil LIEFELIC.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",
"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",

"accountId": "111122223333",
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"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:19Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "fis.amazonaws.com"
},
"eventTime": "2022-05-30T13:23:192",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
I
"responseElements": null,
"requestID": "23709ced-c19e-471a-9d95-cf1la®@6b50eeb",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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CHsll o| =CHZ X SstK| ef&LICH

T
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,
"Resource": "*"
},
{

"Sid": "AdditionalReadOnlyActions",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS ZoH 2 MH[A AEXt7tol=

ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribeInstances",
"rds:DescribeDBClusters",
"ecs:DescribeClusters",
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",

"iam:ListRoles"

1,
"Resource": "*"
},
{
"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}
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AWS ZoH 2 MH[A AEXt7tol=

MM aws:ec2:stop-instances o AISE A HESE UHE = U= TerE RoiE

"Version": "2012-10-17",
"Statement": [

{

"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"fis:CreateExperimentTemplate"

1))

"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"

]

},
{

"Sid": "PolicyPassRoleExample",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/role-name"

]

}
]
AR Al
S M2 KIME AV HE U UH HETS ASsto] AHS AIRE & Qs Metg SofztLint
8t AWS FIS7t AP%XP% CHal5Ho4 M A HEE YE = UELICH RHAM[E HE= Foli =&
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"Version": "2012-10-17",
"Statement": [
{
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"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"fis:StartExperiment"

1,

"Resource": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"

]
.
{
"Sid": "PolicyExampleforServicelinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

of: Ei1E AtEsto{ 2|44 AHE K0

CHS M2 Purpose=Test EiTI7F Q= AlE HESIOIM AHS AE Met2 RoftLich M
£2I2 dY = ™S HLE XIHE EfO7t ol RESIE A85to] AEE AdE = e HEl2 £
045t X| L &LICt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
o2 o &l
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

O| oAM= IAM AL XE7 REAIS| AL A} IDOY| QA2 El QlEtol I 22| HAME 2 = UL E HEBSHeE
MM MAMSE A2 Ho{ELICH o] HEHolls 240|AM EEE APIE AI85t0f Z2 a8y whiloz
| 2t e b2 & £ Q= HEto| LTEE|L|CE. AWS CLI AWS

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

"iam:ListUserPolicies",
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AWS ZoH 2 MH[A AEXt7tol=

"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

o: ec2:InjectApiExror2| =71 7| AFS
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CHS oMl A2 ec2:FisTargetArns 27 7|1E AL25t04 CHA 2lAA Q| HRIE X|&ELIC
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M2 AWS FIS & aws:ec2:api-insufficient-instance-capacity-error % £ 3

© O

E
8

Ct. aws:ec2:asg-insufficient-instance-capacity-error

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
1,
"ec2:FisTargetArns": [
"arn:aws:iam:*:*:role:role-name"
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}
}
},
{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:asg-insufficient-instance-capacity-error"

1,

"ec2:FisTargetArns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
}
}
},
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}

0i: aws:s3:bucket-pause-replication® =71 7| AIE

ClS of|AM| 242 S3:IsReplicationPauseRequest =7 7|E AH&35104 AWS FIS7}
FIS 2fdo| HEIAE 0l M AF2 3= GetReplicationConfiguration <02 {1 &L

CtPutReplicationConfiguration. AWS aws:s3:bucket-pause-replication

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"S3:PauseReplication”

1,
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
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AWS ZoH 2 MH[A AEXt7tol=

"StringEquals": {

"s3:DestinationRegion": "region"
}
}
},
{

"Effect": "Allow",

"Action": [
"S3:PutReplicationConfiguration",
"S3:GetReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::mybucket",

"Condition": {

"BoolIfExists": {
"s3:IsReplicationPauseRequest": "true"
}
}
I
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
1,
"Resource": "arn:aws:s3:::*"
},
{

"Effect": "Allow",

"Action": [
"tag:GetResources"

1,

"Resource": "*"

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",

"Condition": {
"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonFISServiceRolePolicy.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/fis.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
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AWSFaultInjectionSimulatorECSAccess.
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AWS ZH2|3 H3: AWSFaultlnjectionSimulatorRDSAccess
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
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