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K& AM: AH& A|ZHSEHZIAWS SDK for Python (Boto3)
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import boto3
fraudDetector = boto3.client('frauddetector')
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response = fraudDetector.get_detectors()
print(response)
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CtZ 0|0l A= CreateVariableAPIE AF&35H04 & 7Q| ¢d+-E BHELICt ¥d+-=email_address

Olip_address &ILICt SHY B4 2% (EMAIL_ADDRESSZ!) O IP_ADDRESS & &fL|Ct. o|2{3H &
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import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

#Create variable ip_address

fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'
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CHZ 0|0l M= PutEntityTypeAPIE AF&3t0{sample_customer YE|IE| R&E DHELICH.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(

name = 'sample_customer',
description = 'sample customer entity type'
)
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CtZ odlAlo| M= Putlabel APIE At&3t01 5 7H2| BilO|=Efraud & & HMELICHleqgit.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',
description = 'label for fraud events'
)
fraudDetector.put_label(
name = 'legit',
description = 'label for legitimate events'
)
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(fraud,legit) 2 X|H5l0{ O|HIE RS Ho|gLCt.
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (
name = 'sample_registration',
eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (
modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration’,
modelType = 'ONLINE_FRAUD_INSIGHTS')

DE Egold

CHS ollol A= CreateModelVersionAPIE AF&5tod R Z240f ALSELICH oA CIOIE MEE
K& 8t Amazon S3 ?/%|2} Amazon S3 RoleArntZ!2| @{%|Z 'EXTERNAL_EVENTS' K[54 Al
QexternalEventsDetail.trainingDataSource trainingDataSchemaI}2tO/E{2 Amazon

AlEFSt | 7 latest 30


https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateModel.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateModelVersion.html

Amazon Fraud Detector INT=IY A To] =]

Fraud Detector7} oiA| |

T2 O|HE Bo|E& ERstes L HES XIHFAAL.

o
i
ol
1z
ol
rr
0L
It
fjo
Ral
0
ol
>
>
to
HL
I
-1
2
=]
ol
>
2
1
0%
ok
rII

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema = {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema’ : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
"LEGIT' : ['legit']

}
}
},
externalEventsDetail = {
'datalocation' : 's3://your-S3-bucket-name/your-example-data-
filename.csv',
'dataAccessRoleArn' : 'role_arn'
}
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (

detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(
name = 'verify_customer',
description = 'this outcome initiates a verification workflow'

)

fraudDetector.put_outcome(
name = 'review',
description = 'this outcome sidelines event for review'

)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleld = 'high_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',

outcomes = ['verify_customer']
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)

fraudDetector.create_rule(

ruleId = 'medium_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore <= 900 and
$sample_fraud_detection_model_insightscore > 700',

language = 'DETECTORPL',

outcomes = ['review']

)
fraudDetector.create_rule(
ruleId = 'low_fraud_risk',
detectorId = 'sample_detector’,
expression = '$sample_fraud_detection_model_insightscore <= 700°',
language = 'DETECTORPL',
outcomes = ['approve']
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(

detectorId = 'sample_detector’,
rules = [{
'detectorId' : 'sample_detector’,
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'
I
{
'detectorId' : 'sample_detector',
'ruleId' : 'medium_fraud_risk',
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'ruleVersion' : '1'
.
{
'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'
}
1,
modelVersions = [{
'modelId' : 'sample_fraud_detection_model’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'
} 1,
ruleExecutionMode = 'FIRST_MATCHED'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration’,

eventTimestamp = '2020-07-13T23:18:217"',

entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
eventVariables = {

'email_address': 'johndoe@exampledomain.com',

'ip_address': '1.2.3.4'
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| | \

EVENT_TIMESTAMP, EVENT_ID, EVENT_LABEL email_address, phone_number, billing_street, billing_state, ip_address ¢— Header

2020-12-06T03:13:347, R12345, fraud, regularl@example.com, 110-345-0990, mayhem ave, OH, 112.136.132.151 ¢— Event data

2020-11-13T12:47:00Z, P56890, legit, premiuml@example.com, 112-890-4532, howie lane, KY, 192.169.234.143

2021-02-19T722:52:43Z, R10001, legit, regular2@example.net, 078-777-5555, lankhurstdr, HI, 185.112.224.79 Event

2020-11-29T00:16:09Z, R56099, fraud, regular3@example.edu,  777-213-0033, noland ave, L, 68.73.183.186 dataset

2021-01-16T07:30:03Z, P08954, legit, premium2@example.net, 444-040-8344, oakwood apt, MA, 117.65.246.206
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_import_job (

jobId = 'sample_batch_import',

inputPath = 's3://bucket_name/input_file_name.csv',

outputPath = 's3://bucket_name/',

eventTypeName = 'sample_registration',

iamRoleArn: 'arn:aws:iam::****x*x%*xx%%.yg9]e/service-role/AmazonFraudDetector-
DataAccessRole-*****x &k xkx &1

)
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import boto3
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fraudDetector = boto3.client('frauddetector')
fraudDetector.cancel_batch_import_job (
jobId = 'sample_batch'

)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.send_event(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
eventTimestamp = '2020-07-13T23:18:217"',
eventVariables = {
'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'},
assignedLabel = ‘legit’,

labelTimestamp = '2020-07-13T23:18:217"',
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entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
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Z|A OIO|EE & QlE &= U&LICt CHS 0o|Al ZIEE=sample_registration O/HEO] CH3H XHEHE
2[4 HIOIEE &relEfLCt.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event(
eventId '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration'
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import boto3
fraudDetector = boto3.client('frauddetector')
fraud_detector.put_event_type(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': True},
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])

Amazon Fraud Detector0| A O[HE QAIAED|O[MHME H|E HStE
L|Ct
Amazon Fraud Detector 2 & 0{|M put-event-type B, PutEventType APl E= & A& 75104

AMEX| o|HIEof CHEF O|HE 27| AER|0|ME HIEEE3te = JU&LICH AWS SDK for Python
(Boto3)
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import boto3
fraudDetector = boto3.client('frauddetector')
fraud_detector.put_event_type(

name = 'sample_registration’,
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eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': False},
entityTypes = ['sample_customer'])
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (

modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration',
modelType = 'ONLINE_FRAUD_INSIGHTS')
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
{
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
"LEGIT' : ['legit']

trainingDataSchema
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}
unlabeledEventsTreatment = 'AUTO'

}

.

externalEventsDetail = {
'datalocation' : 's3://bucket/file.csv’',
'dataAccessRoleArn' : 'role_arn'

}

)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',
status = 'ACTIVE'
)
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Model variable importance - new
Variable Importance gives you an understanding of how each variable is contributing to your model's performance. The chart below lists model input variables in the order of their importance to the model, indicated by the number. A variable with a much
higher number relative to the rest could indicate that the model might be overfitting on it, while variables with relatively lowest numbers could just be noise. For detalils, refer to documentation [
Variable name & Variable type & Importance valuea

billing_state Billing Address: State or Province 1.03
billing_postal Billing Addres: Zip Code 0.35

user_agent User agent 0.26

email_address Email Address 0.25

ip_address IP Address 0.1

phone_number Phone number 0.01

billing_address Custom - categorical 0.00
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_external_model (

modelSource = 'SAGEMAKER',
modelEndpoint = 'sagemaker-transaction-model’,
invokeModelEndpointRoleArn = 'your_SagemakerExecutionRole_arn',
inputConfiguration = {

'useEventVariables' : True,

'eventTypeName' : 'sample_transaction’,

'format' : 'TEXT_CSV',

'csvInputTemplate' : '{{order_amt}}, {{prev_amt}}, {{hist_amt}}, {{payment_type}}'
.
outputConfiguration = {

'format' : 'TEXT_CSV',

'csvIndexToVariableMap' : {

'Q' : 'sagemaker_output_score'

+

modelEndpointStatus = "'ASSOCIATED'
)
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= 3 EXTERNAL_MODEL_SCORE

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

)

#Create variable ip_address
fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'
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https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateVariable.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_GetEventPrediction.html
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E Ar83t0o{ B4 AFA| AWS SDK for Python (Boto3)

Cl2 3 E MZ2 APIE AF235109 customer_name B44E AMX| & L|C}. DeleteVariable

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_variable (

name = 'customer_name'

N

rﬂ:
P
Iz
Pl

7 latest 140


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/frauddetector/delete-variable.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_DeleteVariable.html
https://console.aws.amazon.com/frauddetector
https://docs.aws.amazon.com/frauddetector/latest/api/API_DeleteVariable.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/frauddetector/put-label.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_PutLabel.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/frauddetector/latest/api/API_PutLabel.html
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',

description = 'label for fraud events'

)

fraudDetector.put_label(

name = 'legit',

description = 'label for legitimate events'
)

ctdl YH0|E

O|HIE O|O|E{MIE 7} Amazon Fraud Detector0ll K& |04 U= AR, O|HEO CHst QEZEIRI ALZ| =
ME 83T 7|4 &4 T FxE Hop{s A2 Zo| XMEE o/HES| dlolge FI}I5H7HLE
ool EdloF & 4 d&LCt.

update-event-label @&, UpdateEventLabelAPI E£&= CtS2 AFE5t0{ M E O|HIES| HO|2 2 F7I
St7{Lt LCIo|EE = & LICHAWS SDK for Python (Boto3)

CHZAWS SDK for Python (Boto3) MIXl ZE=UpdateEventLabel APIE A8t O|HE R4 S5
o prE gt Tt & FUHELICH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428"',
eventTypeName = 'registration',
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13723:18:21Z7'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428"',
eventTypeName = 'sample_registration’,
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T23:18:217'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_event_label (
name = 'legit'
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b. AH-MEdATM EHoi met #& dF (o) & LIS LICH This rule captures
events with a high ML model score
c. Ewlow EHA WE 2E 710|S8 A8 504 AHS Alallo] THe 7 EdAlg 24

ﬂ:$sample_fraud_detection_model_insightscore >900
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleId = 'high_risk',

detectorId = 'payments_detector',

expression = '$sample_fraud_detection_model_insightscore > 900',
language = 'DETECTORPL',

outcomes = ['verify_customer']
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Ctg oAl 2 =01 A= UpdateRuleVersionAPIE At&5t04 & (A2t 2 high_risk 9000{ A 9502
2 Yo|o|EgrLICE o] #EI2 ZK|7|Q #710] payments_detector U&LICH.

fraudDetector.update_rule_version(

rule = {
'detectorId' : 'payments_detector’,
'ruleId' : 'high_risk',
'ruleVersion' : '1'

},
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expression = '$sample_fraud_detection_model_insightscore > 950°',
language = 'DETECTORPL',
outcomes = ['verify_customer']
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CHS O|X|0| M= CreateListAPI 212 AI&35t0{ MY B KPS MBstD Ul 7ol 5§ &5
7tstod EE2& otELCt.allow_email_ids

i

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_list (
name = 'allow_email_ids"',
description = 'legitimate email_ids'
variableType = 'EMAIL_ADDRESS',
elements = ['emailld _1', 'emailld_2', 'emailld_3', 'emailld_4']
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_list (
name = 'allow_email_ids’,
updateMode = 'APPEND'
elements = ['emailld_11"', 'emailld_12']
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.delete_list(
name = 'allow_email_ids'
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids’',
updateMode = 'REMOVE',
elements = ['emailId_4', 'emailld_12']
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import boto3
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(

name = 'verify_customer',
description = 'this outcome initiates a verification workflow'
)

fraudDetector.put_outcome(

name = 'review',
description = 'this outcome sidelines event for review'
)

A1 ets7|

7 latest 160


https://docs.aws.amazon.com/frauddetector/latest/api/API_GetEventPrediction.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_PutOutcome.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/frauddetector/put-outcome.html
https://console.aws.amazon.com/

Amazon Fraud Detector INT=IY A To] =]

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_outcome(
name = 'verify_customer'

)
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import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.put_entity_type(
name = 'customer',
description = 'customer'

)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_entity_type (
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# Simple Detector resource containing inline Rule, EventType, Variable, EntityType and
Label resource definitions
Resources:
TestDetectorLogicalld:
Type: AWS::FraudDetector: :Detector
Properties:
DetectorId: "sample_cfn_created_detector"
DetectorVersionStatus: "DRAFT"
Description: "A detector defined and created in a CloudFormation stack!"

Rules:
- RuleId: "over_threshold_investigate"
Description: "Automatically sends transactions of $10000 or more to an
investigation queue"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount >= 10000"
Language: "DETECTORPL"
Qutcomes:
- Name: "investigate"
Inline: true
- RuleId: "under_threshold_approve"
Description: "Automatically approves transactions of less than $10000"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount <10000"
Language: "DETECTORPL"
OQutcomes:
- Name: "approve"
Inline: true
EventType:
Inline: "true"
Name: "online_transaction"
EventVariables:
- Name: "amount"
DataSource: 'EVENT'
DataType: 'FLOAT'
DefaultValue: 'Q'
VariableType: "PRICE"
Inline: 'true'
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EntityTypes:
- Name: "customer"
Inline: 'true'
Labels:
- Name: "legitimate"
Inline: 'true'
- Name: "fraudulent"
Inline: 'true'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration’,

eventTimestamp = '2020-07-13T23:18:217"',

entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
eventVariables = {

'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'
}
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_prediction_job (
jobId = 'sample_batch',
inputPath = 's3://bucket_name/input_file_name.csv',
outputPath = 's3://bucket_name/',
eventTypeName = 'sample_registration’,
detectorName = 'sample_detector’,
detectorVersion = '1"',

iamRoleArn = 'arn:aws:iam::**:role/service-role/AmazonFraudDetector-DataAccessRole-
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Prediction explanations - preview

This prediction is based on contribution from each variable to the overall likelihood of a fraudulent event. Prediction explanations give you better understanding of how an event's input variables
influence fraud prediction scores. For details on calculations, refer to documentation [

@O show raw prediction explanation value

Variables that increased fraud risk

Name Value Relative impact @ Raw explanation value (@
comp_255 whatsapp dek ok Ak 0.49
req_255 0 * 0.29
sentiment_description 0.2 * 012
desc_255 this Is the company description 0.07
title king 0.07
required_experience 5 0.04
required_education masters 0.03
has_questions true 0.0

Variables that decreased fraud risk

Name Value Relative impact @ Raw explanation value @)
has_company_logo true Hrd ok -0.26
req_desc_similarity 0.3 * -0.21
employment_type emp * -0.21
Jeb_location california -0.1
jeb_function engineer -0.06
industry software -0.05
sentiment_requirements 0.5 -0.01
telecommuting yes -0.00
company_desc_similarity 0.0 -0.00
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oAl 1: APIE AF&3104 7I%E %2 0| =5 7IX{27| ListEventPredictions

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
maxResults = 10,
predictionTimeRange = {
end_time: '2022-01-13T23:18:21Z"',
start_time: '2022-01-13T20:18:217'
}

0f 2. APIE AI25l04 O|HIE R “SE”0{ CHst It 7 of| & =58 7IX{27| ListEventPredictions

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
eventType = {
value = 'registration'
}
maxResults = 70,
nextToken = "10",
predictionTimeRange = {
end_time: '2021-07-13T23:18:21Z2"',
start_time: '2021-07-13T20:18:217'
}
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import boto3

fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction_metadata (
detectorId = 'sample_detector’,
detectorVersionlId = '1"',

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration',
predictionTimestamp = '2021-07-13T21:18:21Z'
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{
"Effect": "Allow",

"Principal": {
"Service": "frauddetector.amazonaws.com"

b

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant"
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"Statement": [
{

"Action": "frauddetector:*Detector",

"Effect": "Allow",

"Resource": "arn:aws:frauddetector:us-east-1:123456789012:detector/
my_detector",

"Principal": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",

iam:ListUsers"

1,

"Resource": "*"

Amazon Fraud Detector 2| A A0 CHEF MA| HMA &2
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Amazon Fraud Detector

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"frauddetector:
1,
"Resource": "*"
}
]
}
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0| 0§ A|od M= Amazon Fraud Detector 2|2 A0 CHEF AWS A& 217|

FoqgrLct.

"Version":

"2012-10-17",

"Statement": [

{

"Effect":

"Allow",

"Action": [

"frauddetector

Al

:GetEventTypes",
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

BatchGetVariable",
DescribeDetector",
GetModelVersion",
GetEventPrediction",
GetExternalModels",
GetLabels",
GetVariables",
GetDetectors",
GetRules",
ListTagsForResource",
GetKMSEncryptionKey",
DescribeModelVersions",
GetDetectorVersion",
GetPrediction",
GetOutcomes",
GetEntityTypes",
GetModels"
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"

"Resource":
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"frauddetector:*"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": [
"frauddetector:*Detector"
1,
"Resource": "arn:${Partition}:frauddetector:${Region}:${Account}:detector/
${detector-namel}"
}
]
}
O|Z ZEAPIE ASE M §H 2laA0] CHEt HMAE SELICH
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GetVariables APIE 3 &35tH B E Ha7L HHEME|o| HE RFO0| ghAish &=
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AERI7FEH 2|AL9 ME HED £ &= UA 524 IAM 78 NotResource HA0|AM IAM

SAE IAM HE HHMof| FI7I5tH AR 250 X|HE 2lAaA
t
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e
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&t X|8F NotResource M2 @ A& GetVariablesAPI 2&2 M5 Al user*job
= O|§ 228t M&tst= ol ArSELC.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "frauddetector:GetVariables",
"NotResource": [
"arn:aws:frauddetector:*:*:variable/user*",
"arn:aws:frauddetector:*:*:variable/job_*",
"arn:aws:frauddetector:*:*:variable/var*"
]
}
]
}
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Ef 10 (HE HM| A A|E
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3. 7Iet Zrol =& E EfT}F U= B X|7|0f CHEt BHAE HESH= ResourceTag RS E IAM S
M2 MME5t T sHE HAME2 Project B Team10f| (42 LIt
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"

}I
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Amazon Fraud Detector AR} 710|1E
{
"Effect": "Deny",
"Action": [
"frauddetector:CreateModel",
"frauddetector:CancelBatchPredictionJob",
"frauddetector:CreateBatchPredictionJob",
"frauddetector:DeleteBatchPredictionJob",
"frauddetector:DeleteDetector"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "B"
}
}
}
]
}
== o2|xF x|
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2 $+HsITE 28 m wAstLICH AWS A Q| 2|A A0 CHF EFAF UM A et (TRl A& ol2t T
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TT7E MSELC.
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SAE 4 UaLICH N 355 MulAE CHE T20| 2laA0] CHaH UM|A HEHO| 9l YAloz
S5 HES AFSSHES T 4 UBLICH OIS HXISHY| s MHIA BlAA0l CHEH HMA H
30| S04E MHIA FHE ASsHE BE MHIAS| ClOIEE B3 5E ol £20| El= ¥MS BHs +
U&LCt.
Amazon Fraud Detector= T8 A0 AMHH[A &S AL 5104 MH|ATE AFEXHE CHAISHO{ CHE
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275104 aws : SourceArn X|ZI&HofF gfL|Ct SEt
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= A IDE aws:SourceAccount X|&H35t0
aws:SourceArn X|HELICE = ARN EAIE A
M2 MH|AM & Ct aws:SourceAccount &
A8&3tEX| &#Ql5t A A2, aws:SourceArn

ESE Oz EMZ2EE ES5tE 715 080l g2 2|AA o] M| ARNO| E
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arn:aws:servicename:*:123456789012:*L|C}t. Amazon Fraud Detector 2|AA L HEH Z4=H
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"frauddetector.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"StringlLike": {
"aws:SourceArn": "arn:aws:frauddetector:us-west-2:123456789012:*"
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{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"frauddetector.amazonaws.com"

]

},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

3,
"StringlLike": {
"aws:SourceArn":
model/MyExternalModeldoNotDelete-ReadOnly"

"arn:aws:frauddetector:us-west-2:123456789012:external -
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frauddetector:GetDetectors TEH0| Qi AR ML}

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
frauddetector:GetDetectors on resource: my-example-detector

0| B Mateo= my-example-detector XS AI&35104 frauddetector:GetDetectors 2|4
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Principal": {
"Service": "frauddetector.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}

AWSE Amazon Fraud DetectorE ZtA
ATE S Z2 ZLER ETE N

S, BN WM A E0sT, MU BR RS X

*
jn
ﬂ
ot
1

« Amazon2 Al Sl AWS EIA ALl O ZE|H 0|MS AWS AlA|ZHS 2 CloudWatch 2 LIE{2!8HL
Ct. ofl CHEt CloudWatch RFAIEH LHE 2 Amazon CloudWatch A2 ATEME R Z5HAAIL.

« AWS CloudTrail &0l M EE= AWS H XS CHAISE0] O|F0{FI APl £ & 4l 221 O|HIEE x5l

X|&E Amazon S3 HZle g 21 mtale MEsHL|CH XFAMIEE CloudTrail LI & AWS CloudTrail
A|-9- AMOEME XS AIL.

Amazon Fraud Detector Z L|E{2!0i| CHEF RFAM|EH LI 2
LIE{3.

jo

2 X 5l Al A2 Amazon Fraud Detector 2

Amazon Fraud Detectordi| CH8t #+ & &4+ HAS

MN3RF ZAFRt= SOC, PCI, FedRAMP, HIPAAR} Z2 0421 AWS A & ZE2 30| UBto = AWS
MHl|ao| Hot A 7 d &8 G L

>
i
>
i

=M M E4 T2 0| He Lo AWS MEIA QUSR] LobHB{HAWS MHIA T8 4 Z23
20| ol Hel Ly FP& F4 2oy FHe M AL, Uit HEE AWS B E4 T2
2AWS 25 T2 FHAWS HZHAAIL.

Amazon Fraud Detector ZL|E{& 7 latest 208


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/

Amazon Fraud Detector INT=IY A To] =]

£ Ar275l04 AWS ArtifactEFAl ZEAF ETME CIRE S8 £ Ql&LICH RIS LI ol BT M
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html & =5t &1 A|2 AWS

Artifact.

AE Al 7#E &4 AWS MH|A& ZHY2 dT,

et A-ELICH AWS 7 &40 £20| &l ChS 2lAAE M3 ELCh

- Bt A E &5 2 AEE JH0|= - O HiZE 7HO|=0{AM= ot 7 [EM 12 Arg S dEst T Eof A
TH &0 AWS EHE E 7|8 2382 tiZst7| Iet BAHE MSELICH

« Amazon Web Services2| HIPAA 2ot 2 & Z=+E 2|8t A7 — o] B0 M= 7|40| HIPAA A
Z4 ol ZE|70|ME BtE= AWS Ol AL E = U= WS MHEEFLICH

® Note

2E AWS AH|A AFZHO| HIPAA XFZAE 25 2 obILiTh RFMIEH LIS HIPAA X174 A
HIA B XE HEFAAL.

« AWS 78 £ El42AWS — 0| 25 H 710|E 252 i 4 & X[Hol|l HEE + U&U

« AWS 1 77 £ JI0|1E — ' &2 2ol S5 M ZES OlﬁHéf*'Alo Ol 7to|=o0f

Mz Eotg2 RXI5H7| fIFt 28 AHHIE AWS MH[A Q9F5tT o] =YY= (0= EE 7|2 ™
FA (NIST), Z2A| 7tE At Hot & 2|245| (PCI), =X EE3517|7 (1SO) 5) oflM 2o+ &o{oi CH
g X[&E oE gt

« AWS Config ZHe &t QFLHM S| #2]E AHE 5109 2[4 HI7F — Ol AWS Config MH[AE ElAA F
Aol LIS 2, oA 1A 2 7S Lot & E4st= x| HobeLich

« AWS Security Hub— O|& AWS MH|A Soli LIF AWSE O JEfE ZH Mo = mtofy & &L
Ct. Security Hub= 2 ¢t M0o{E ALE5t0{ AWS E|AAE Brtstn 2ot 1A & I 2 Abzd|of|

=
CHet ™ &8 2elgLct X[HEl=E MHH|A 2 Mo S5 2 Security Hub A0 X & & Z5HA
Al2.

« Amazon GuardDuty — EZ30]| 2S0| U=XAWS HHELIERESI04 I3 2
=4 5’-IE-||O|L:| 2l | 0|E{0f MH|A BRI LICE GuardDuty S8 #H &
UMM 275t U BX 2F MEE SF50i PCIDSSet Z2 ClYet E &+ 27
A& tidste ol =20| 2 = A&Lct.

|

—__

o o
m oA 10
J
@ o
1

FIF
1k

« AWS Audit Manager— OIE AWS AH|A Soll AWS AL E X[EXM2 2 ZiAteto] I E &Elst

TH =< =0 7% latest 209


https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

Amazon Fraud Detector INT=IY A To] =]

Amazon Fraud Detector2| 5 ¢ =3

AWS 22 QIZZl= AWS 2| & 7t8 P g Sele 2 FHELICH AWS EIoHE S EIMe =z
malE|n ZalE Chho| 7h8 otg NIBaHH Ol2iE 718 ole B Xt AT BB HEP U
e 5242 25 =m0l HUEof AALICH 7HS S ASHH BE 210 Yo gl S22
Bl 35 ZxI7} 0l 0{xl= HEEIHOIM L CIOIEHIOIAE M 2T £ UBLICH 78
ofe 7|Zo| Bl E CbE ClolE] ME| QIZatECH 7HR 4, LIZEHA, 2R &l SofehLich

AWS 2|t & 7HE B0l CHEt RHMIEF LIS 2 Aws 224 QIZetE HZEsHAAL.

Amazon Fraud Detector@| @12} £ 0ot

22|13 MH|A Q1 Amazon Fraud Detector= AWS 228 HE Q|3 Eoto| E5 2 ub& LT AWS
HOob MH|A L QZE AWS E S o EH?_ KEMEH LI 2 AWS 22t E HotE BRI A|IL.
elmpt Eot e A& ALE 610 AWS Bt EE MH|stE{H Security Pillar AWS Well-Architected
Framework2| QI1Z 2} ES E & EFMA|IL.

AWS HA|El API &

SE2 ME50{ HERXIE S35l Amazon Fraud Detector0f] UM AE 4= Ql& LT},
SHoF

7Ho El_oo Xlo-l |'L||:_

ofr

—_

I

o M&E AHSE EeNTLS) TLS 1.2= E=0|H TLS 1.3 HE & LICt.

DHE(Ephemeral Diffie-Hellman) £ = ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2t 22 &t
M& HOHPFS)0| ZEE &3 KMET Java 7 040 2|4l AIARIS CHEE 028t ZEE X|2E

Cf.

rC ri

n
o

C

Lere

MHESHoF gLt =

4 =
Astod ol HBE 4 ¢

A2 HMA 7| 1D L IAM T2 BRI HIY XA 718 ALB3HO
o % o= AR

7
AWS Security Token Service(AWS STS)E A& 35t0{ Al 2ot 0I5
& LC},

AH
o

Jr
rio
I

24 % latest 210


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

Amazon Fraud Detector INT=IY A To] =]

Amazon Fraud Detector 2 L|E{Z

2 LIE{2l2 Amazon Fraud Detector 2! 7|E} AWS £ Mo| oHM M 7124 I M58 X|5te o
o1 528t BEEQIL|C. AWSE Amazon Fraud DetectorE ZAlstD, 22X &M A| ETstD, &8t 4
L As EXE FE £+ U ECIST Z2 ZLEHZ EFE HMBELCH

~ y X E MMdEr 9/!9D=|, x|7(c>5|_ | 7|' XPH"I' OI7:”H,t0-|| =
P':H MQ'XP01|71| | HLE ZX|E Fot= & BEE MYEE = UELICH XHMIE LI 2 Amazon

5
U)
@ fo
jo

| |
« AWS CloudTrailH|&0o| M EEE CHAISEOd O|F0{EI API = E
X|Z8t Amazon S3 HHZIe 2 21 EF SFLICE. ot AFRAF 2! A 0| AWSE
7<| O{H AA |IP =40 £&0| 0|F0{X E0| MM E=X| &Qler £ U&L|CH REA|Et

I k=
LH&2 AWS CloudTrail AH2 MEAE & x5 AAIL.

M
=
e
1
o
T

o
o
gl
of>
o

rfrn
>
||
©
9'|_l

« OlOFEE E£% Amazon Fraud Detector 2 L|E{Z! CloudWatch

« £ AF23504 Amazon Fraud Detector APlI & 2Z AWS CloudTrail

olOtEE S8 Amazon Fraud Detector 2 L|E{2! CloudWatch

A OIOIEHE +=2&l35t0q 17| 7t 72| AA|Zt X|EZ X 2|5H= Amazon Fraud DetectorE AF& 5t
0 CloudWatch 2 LIE{2I& 4= Ql&LICE O|zst SHl= 15717t ERHEIRE 7|8 HEo| HMAST
H o EZ2|7H 0| == MH|ATF o{E A A™E|D QX MAMeR o & ot g = AeLct §-
LA IZt S FAIStCH7L HE [AIZIOl SEFE M YRS MEsHU =XIE F[6t=8 A2 E HEEg =

= l&LCt REMIEH LI Amazon CloudWatch AF2 MEME B X 5HAAIL.

lI|>

|

« Amazon Fraud Detector® CloudWatch HEZIA AL,

« Amazon Fraud Detector HEZA

£ S8 ZLIE& CloudWatch 7 latest 211


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Fraud Detector INT=IY A To] =]

- HEZ HYAHO|A. HYAHO|AE CloudWatch Amazon Fraud Detector7t X|EE 7| Al5tE O
A28t Z4E|0|L{ILICt. CloudWatch ListMetricsAPI EE = list-metrics W2 AL 36104 Amazon

Fraud Detectorl| X|EE€ E= 42 UHUATHO|AE X|HHAA|2AWS/FraudDetector.
« XE SYIIE AHS2 FSHEXIE IRtAH AlEst= ol =20| &l= o|§-2t A LICt o & 01 &
2 OB £ U&LICH Detectorld X|E SH7|E X|HE *._‘“5—'.*M°*?=!L—IEL

« GetEventPrediction®t Z2 X|E 0|E.

AWS Management Console AWS CLI, &= CloudWatch APIE A& 3104 Amazon Fraud Detector

of gt 2LIE™ HIO|EE 7tXM2 &= A& LICH Amazon AWS A~ Z E Q|0 7 F|E (SDK) &

£ CloudWatch APl =7 & 35tLIE &35l CloudWatch APIE A8 E =X U&LICH E2&ols
CloudWatch APIS| #A| CIO|EE 7|8t 2 Bt 2gdo| a7t EAIELICH Eeo el 2&0i EA|
E|7HLE APIOIAM 7HX42 JBHZ & Ar85te WOl O LHE &= /UELICH

MOl X|E A8 ALEIE Eo{ ZLICH ZE ALS At2llE ettt 2742 oL x|Et
ol|_||:
=

—_

1
i
ol
r

12 x|

—

FH

T™-E | F & FX52{H o{ZH slioF &tLt  GetEventPrediction XIEE ZLIEZE

27 L|C}.

GetEventPrediction 2FZ ZL|EES GetEventPrediction5xxError 2!

2424 o= A| 3liof 3tLIL? GetEventPrediction4xxError XEE
AESHHIR.

GetEventPrediction ZZ&9| X[ A[ZF2  GetEventPredictionLatency ZFHXIE

O H BELEEE = A&LIt? A ELICH

Amazon Fraud DetectorE 2 L|E{2!6l24H &8t CloudWatch ™eH0| 2/0{0F CloudWatch &fL|C}. R}
Mt LI 2 Amazon2| 915 Ll HM|A X|o{E & X5 A A2 CloudWatch.

Amazon Fraud Detector HE 2!0{ HA|A

CtS EHAIE CloudWatch 242 AF235104 Amazon Fraud Detector K| E0f| M| ASHE S Eof
LIC}.

I

Amazon Fraud Detector& CloudWatch HEZIA ALS, H{7 latest 212


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html

Amazon Fraud Detector INT=IY A To] =]

—
0
-
k@]
()]
=
(@]
(@)
>
()]
=}
D
Q
=
()]
Q
3
Q)
N
@)
=)
(@]
(@)
3
~
Q
(@)
c
o
<
Q
o
(@)
0
~—
=]
x
Q
(@]
C
=
Q
)
(@]
0
M
M
mjo
(o]
AL
r
1
-

CloudWatch 2r2f & Ei7} 432! [ Amazon Simple Service (Amazon SNS) HIA|X|E HE a4
Ct XHet 7|7t St B X[ EE A AIRLICE 712k =0 EH F0o{Zl &
w5tod StLt Of&fof B S +=-ELICt O] 242 Amazon SNS FA| E&= Auto

BEE KI&HMQ del| HZ0] Cigh ZX|BF = E8fLICH CloudWatch ZE = B3| £ ¢ Ejol QLT
£ O|R ez ZX|E S EotX| t&LICH SE7 BHE o] X|HE 7|Zh S R X|=lo{oF & Lict,

-

0i AWS Management Console 21915t 11 https://console.aws.amazon.com/cloudwatch/ 0| A
CloudWatch &2 ¢JL|cCt.

2. B Foi|M [Alarms] & MEISHT [ZE BHET(] & MEIFLICH J2{™ 2E 4 ob-HAE EE
L|CF.

3. XE MEE MEiGIAMIR.

4. B E X|E B0{ A Fraud Detectorg MEHELICE.

5. [Detector ID¥] 2 MEHEF CtS GetEventPredictionX| £ & =8 L[CH

6. IEHEZZ EA|E X|E RS MENstL|CE,

7. Statistic(S ) A Sum(EH)E MEIFLICH

8. XIE ME4Z MEHFIMIR

9. Z7o| A2 UAHZ fEHM [HA] 2 MBS [Whenever...] 0lA [ 3H] & ME48H CHS 26t
= Z[CHZL S Y=g LIct Chas MEtE LI

10. 7|& SNS FX|of| ZEE MEFEAH OIS FAE L2 TE:0iA 7|E SNS FXIE MEHFFL|CE.
MO|HY 75 S52| o|§1 o|HIY FAE HHste{H M S5 2 MEELICH CloudWatch 5
S8 XMEstD HEo| EAGIEE 0| S52 M85to{ &5 FEE MYE = UL

Amazon Fraud Detector& CloudWatch HEZIA ALS, H{7 latest 213


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

Amazon Fraud Detector INT=IY A To] =]

® Note
M =22 AF235104 Al SNS FX|E ftE= B2, |8t £ AIX7F S22 87| o o|o|
U FAE &olsloft ELICH SNSE ZE7F A2 AEjof ZIE et o|H/(E ME&E
C. O|HIY AT} EQIE|7] o O|2{8F BE AHEf 0| & M5IH o|=FF +AX= &
2l 9| 2FLict
11. CIS S MEHELICH &fo| ol MEH™ MAHZS FIISHM L. CISS MEHELICEH
12. A8 ddg MHEdgLIct
Amazon Fraud Detector HEZIA
Amazon Fraud Detector= Ct2 X k|2 0f CloudWatch M&gfLICH 2E X|E= CI2 EHE X|H
ghLIC} AverageMinimum,Maximum,Sum
NE: A
GetEventPrediction GetEventPrediction APl 28
S 58t X DetectorID
GetEventPredictionLatency LYol 2Et0|HE | Hst= ol A8 AlZh 7t
74, GetEventPrediction
S8t X DetectorID
s M=l
GetEventPrediction4XXError Amazon Fraud Detector0il A 4xx HTTP €& I =

0l0 i

=
gt&t 8t GetEventPrediction 22 $=QlL|C}. ZF 4xx
Hodl CHaH 1747 &S ELC.

*%t: DetectorID

o

O;
T=

GetEventPrediction5XXError Amazon Fraud Detector0i| M 5xx HTTP & ZEE
Ht&H 8t GetEventPrediction & £=¢lL|C}. Zf 5xx
Ehodl cHall 1707F & ElL|CE

Amazon Fraud Detector HEZIA B latest 214



Amazon Fraud Detector INT=IY A To] =]

XE A
&8t AHH: DetectorID

Prediction 0l s=L|Ct Hd33tH 10| M&SELICH
&8t X} DetectorID , DetectorV
ersionID

PredictionLatency olF =g AF AlZh 7+H4.
S &8t X DetectorID , DetectorV
ersionID
=R CICIES

PredictionError Amazon Fraud DetectorOil A @ F 7} &M of| S5 &=
QLICH @F 7t et 10| M&SELICH.
&8t AI: DetectorID , DetectorV
ersionID

VariableUsed 7} 3ol M B4 71 AL El GetEventPrediction
Ho| =Lt
3% X|+:DetectorID ,DetectorVersionID ,
VariableName

VariableDefaultReturned BT O|HIE £4d0o| AR E EXSHK| otol HIL &
o H4=0| 7|2Zt0| AR El GetEventPrediction 23
Tt
S % X|&:DetectorID ,DetectorVersionID ,
VariableName

RuleNotEvaluated O|™ #=lo| ex|5tod #=l0| HILEIX| et

GetEventPrediction 2% £=2lL|C}.

S % X|&:DetectorID ,DetectorVersionID ,
RuleID

Amazon Fraud Detector HIEZIA 7% latest 215



Amazon Fraud Detector AE R
XE =
RuleEvaluateTrue 20| TrueE E2|HE| D & A7} dhEt=l
GetEventPrediction 2% £=2lL|C}.
%|4=:DetectorID ,DetectorVersionID ,
RuleID
T+Z!0| False2 W7}HE! GetEventPrediction 2% £+l

LIC}.
3£ X|#:DetectorID ,DetectorVersionID ,
2 £

RuleEvaluateFalse
RulelID
2 IM7}El GetEventPrediction

T=/0| &Z
% %x|4:DetectorID ,, DetectorVersionID
=2l

GetEventPrediction £ 3}

RuleEvaluateError

RulelID
OutcomeReturned XI-E Aot ghekEl
LIC}.
%|4:DetectorID ,DetectorVersionID |,
OutcomeName
L7to| YEo 2 SageMaker R HEEZQIETL &
2% &

=l GetEventPrediction
%|4=:DetectorID ,, DetectorVersionID
F Lot &0 2

ModelInvocation (Amazon
SageMaker model endpoint)
2%
ModelEndpoint
ModelInvocationError (Amazon S £ FEl SageMaker Z& QIE X QIE
SageMaker model endpoint) F £ dh&Hst GetEventPrediction 2% = QlLIC}H
S =& X|s=:DetectorID ,, DetectorVersionID
ModelEndpoint

}\

7 latest 216

Amazon Fraud Detector H E



Amazon Fraud Detector INT=IY A To] =]

INE: =ES

ModelInvocationLatency Amazon Fraud Detector0| A & QI8 CHE 7K 2
(Amazon SageMaker model do| 2stE Ol d2le Alzh ZtEdL|ct. o] ZHof
endpoint) = 22 S0t ZEELUICH

% X|+:DetectorID ,, DetectorVersionID
ModelEndpoint

ModelInvocation oI ™o M 2 20| & El GetEventPrediction 2

S £ X|+:DetectorID ,DetectorVersionID ,
ModelType ModellD

ModelInvocationError Amazon Fraud Detector ZE 0| W7} S0of| 2F & gt
2} 8t GetEventPrediction & $=lL|C}.

R = X|#+:DetectorID ,DetectorV
ersionID ,ModelType , ModelID

ModelInvocationLatency Amazon Fraud Detector0l| A & Amazon At7| & X|7|
2do| 8&stE ol dele Alzt Z-4luct. of +4

oz 29 s EBF ZefELICH

S % X|&:DetectorID ,DetectorVersionID ,
ModelType ModelID

CHel 2elx

£ A835104 Amazon Fraud Detector APl & 2Z AWS CloudTrail

Amazon Fraud Detector= Amazon Fraud Detector0Oi| M AF& X}, & EE= AWS MH|A T &5 2F
9| 7|82 M35t MHlA2H S8 Elo] & LICH AWS CloudTrail CloudTrail Amazon Fraud Detector
Z22&0lMel &, 3 =0iM Amazon Fraud Detector APIZ 2| & S Amazon Fraud Detector0i| CHEt
ZEAPIZE8 O|HER Z{X{gL|Ct.

£ AHE735+04 Amazon Fraud Detector AP £& ZZ AWS CloudTrail H{7 latest 217



Amazon Fraud Detector INT=IY A To] =]

FXg Y t™ Amazon Fraud Detector0d| CHEt CloudTrail O|HIE & Z & 5104 Amazon S3 HAS 2
EE XISHMoz2 ME&Y = &L ECY S FgstX] 2ot CloudTrail & 2| 0|HE 7|Z0f
AL & = U&LIch ol M =& Et CloudTrail S & A& 504 Amazon Fraud

Detector0i| O|F0{ZI &, Q&S IP A, Qe AHE, Q™ AI7| & FI7L ME HEE &olg = s
LIC}.
KFAIE CloudTrail LI 2 AWS CloudTrail AH2 AHME EESHAAIL.

Amazon Fraud Detector & CloudTrail

CIoudTra|I HHEE BHEH AWS Aol A & A3HEILICEH Amazon Fraud Detector0il A &5 0] 2 A5}
™M s &5 0| CloudTrail O|HIE 7|22| CtE AWS AH|A O|HIEQ} &7H O|HIEof 7|2 E/L|CH AWS
HAMEoIM %22 O|HEE E1, M1 CIRECE 4+ USLICH RIAEH LIE2 OHE 7|50 =2

CloudTrail O|HE E7|E & ESAAIL.

Amazon Fraud Detector®| O|HEE Z %504 AWS AHM T8 Sl o|HE 7|52 E8{H EBY

2 MM AAIR. EBYZ AF2SIH CloudTrail Amazon S3 EH{Z! E:L ms MEeE = A&
El- LM TS MMEH J|EXMoE BE AWS Reglonsoﬂ FHo| MEELICH EY
OE|M0] /= B E X|Qdo| o|HIEES 7|—| st X|H8t Amazon S3 HHZIZ 21 ntdg ™
EE§t CloudTrail 220 =& El O|HE H|O|EHE F7IE BA5tD olof (2t ZXIE F6I=F CHE
AWS MH|AE 788 = A &Lt XHHI?J L2 CtE22 & Z3HAAI2.

A4 AHAA 7H9._

« ==
T 1 OO

« CloudTrail K| E|l= MH|A 2 ST
« 0f CH8t Amazon SNS 22! 7244 CloudTrail
« 042] X|20flM CloudTrail 23 T+ £ 41 B 03] HAHOZ 2 E CloudTrail 21 T 4 Al

Amazon Fraud Detector= 2 & 2 (API 2 21) € CloudTrail 21 T} oj O|HEZ 7|58 = ULSE
RIELICH REME 82 22 FESHMAIR.

ZE OME U 21 FRols RS MM ASRIO Tt HETH Sof YaLICH 2ot 915 HEE
olg st Cha g A BEE £ Lt

. Q32 FEZ YEX| OfLIH ASK A2 BHLR FEK o4

. o4 EE BT 0lM AL Rroll CHEF YAl 2ot 215 S A8 5t 20| MAEIEK| 04

. 20| CHE AWS MH|20] oJ3H 0| 0{FH=X| 0f&.

Amazon Fraud Detector 2 &: CloudTrail 7% latest 218


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_Operations.html

Amazon Fraud Detector

KtMIEF LIE 2 CloudTrail ALSAFID 248 HESHEAIL.

Amazon Fraud Detector 21 I} &5 9| 0|sl

1l

1
30
rr

H HO
rn
E B
|>
lo
!
mO

g'l_l
e
C
n
@)

loudTrail 21 1}

am
ox -
Ebs
x
Hu
F
2: 0
mn
Ral
nel
1>
r
[ul

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "principal-id",

arn": "arn:aws:iam::user-arn",
"accountId": "account-id",
"accessKeyId": "access-key",
"userName": "user-name"
3,
"eventTime": "2019-11-22T02:18:03Z",
"eventSource": "frauddetector.amazonaws.com",
"eventName": "GetDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "source-ip-address",

"userAgent": "aws-cli/1.11.16 Python/2.7.11 Darwin/15.6.0 botocore/1.4.73",

"requestParameters": null,
"responseElements": null,

"requestID": "request-id",

"eventID": "event-id",

"eventType": "AwsApiCall",
"recipientAccountId": "recipient-account-id"
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