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 FreeRTOS-Libraries-Integration-Tests& 5t¢ DEE T2 ME0f| FI7ILICE 5t¢ 2
JtssictH Z2MEof o= C|AEEZ|0|E Hix|E = U&LICH.

- config_template/test_execution_config_template.h & config_template/
test_param_config_template.hE Y= ZZO| ZZME 2[X|0 SAStT O|ES
test_execution_config.h % test_param_config.hZ HtELI|C}H

. B TIUS UE AIATO| ZHELICH CMakeE A3t B9 B BUS T#hehs O stc/

pkcsll_tests.cmake & qualification_test.cmakeE& AISE = U&LICEH
- HAE £3 279} C[HIO|A& 27} QIHE|E E[X| =5 UNITY_O

- cryptoki 2 A E HE5t= MbedTLSE Sgf&LIC.

W
il

L|C

—_

« OfZ2|7|0|4M0i M RunQualificationTest()E 2 &
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https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/pkcs11
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/pkcs11

T2 RTOS 0|Al oHLiM

EAE T4

PKCS11 HIAE MEZ2 PKCS11 #+&0f 2t +AE[o{ofF g LIC}H ChS Eol=
test_param_config.h 3] Tt of /= PKCS11 HAEN E 8t F40| Lot AU&LCt.

PKSC11 HAE T4

_—I_ug AMOd

=
PKCS11_TEST_RSA_KEY_SUPPORT O|4l0| RSA 7| 7|5 & R & LIC.
PKCS11_TEST_EC_KEY_SUPPORT O|~0| EC 7| 7|5 & X|&ELICt.
PKCS11_TEST_IMPORT_PRIVATE_ o|Ajo] Z=zto|8! 7| 7t 7§ RIELICH x|
KEY_SUPPORT el 7| 7Is0| &85 E F2 HAENM

RSA 2 EC 7| 7IXMH2 7|7t ASELICt

PKCS11_TEST_GENERATE_KEYPAI O|Alo| 7| Hjo{ Mg X|HELICH X|§HEl= 7|
R_SUPPORT 7lso| g€MslEl 42 HAENAMEC 7| H 04

4-o| A5 EuCh

PKCS11_TEST_PREPROVISIONED_ Ol4lof| 2ot 15 HE It A Z2H|X{'S

SUPPORT Tlo{ &LICH PKCS11_TEST_LABEL_
DEVICE_PRIVATE_KEY_FOR_TLS
PKCS11_TEST_LABEL_DEVICE_PU
BLIC_KEY_FOR_TLS 2! PKCS11_TE
ST_LABEL_DEVICE_CERTIFICATE

_FOR_TLS £ E¢t Qs HEo| of &lL|C}.

PKCS11 TEST LABEL _DEVICE PR EHAEO AFE L= Z2tol8! 7]9] Bfo]& L
IVATE_KEY_FOR_TLS C}.
PKCS11_TEST LABEL DEVICE_PU HAEN AFEEl= HEZ 7|29 H|o|ELIC}H.

BLIC_KEY_FOR_TLS

PKCS11_TEST LABEL DEVICE_CE EIAEO AL Ll 215 A 2| gio|E lL|LC}.
RTIFICATE_FOR_TLS




T & RTOS 0|Al oHLiM

T MNH

PKCS11_TEST_JITP_CODEVERIFY O|Alo| JITPE AEE|XIE K|HELICH JITP

_ROOT_CERT_SUPPORTED codeverify HAEE gM35tstoi™ 0| 442
12 d™E ot

PKCS11_TEST_LABEL_CODE_VERI JITP codeverify E|AEO| AIRE|lE ZE &

FICATION_KEY 21 7|of Blo|= YLct.

PKCS11_TEST_LABEL_JITP_CERTIFICATE JITP codeverify EIAEO AFSElE JITP €
S Mol dlolE el ct.

PKCS11_TEST_LABEL_ROOT_CERTIFICATE JITP codeverify HAEON AIEE|l= FE 2l
Z Mol glo|ElLc}.

FreeRTOS 2to|EE{2| L 2 &X E3/2 RSA L& EI =M 7|9 ZHe %A tLte] 7| 7|15 M1t
PKCS11 APIOI Al X|45HE stLtel 7| Z2HIK 'Y HFHLIES X|dsor BLICh BIAEE Chga 22
T4 gdststiok gLch.
- OFE 71 7|5 7+ & stLt ol

+ PKCS11_TEST_RSA_KEY_SUPPORT

+ PKCS11_TEST_EC_KEY_SUPPORT
« OFE 7| Z2H[X'd 74 & stLt ol

+ PKCS11_TEST_IMPORT_PRIVATE_KEY_SUPPORT

+ PKCS11_TEST_GENERATE_KEYPAIR_SUPPORT

+ PKCS11_TEST_PREPROVISIONED_SUPPORT

A Z2H[X'JE ClHIO|A HoF 01T HE HAEE Chg ZHo| M Al&iz[o{ok gfLICt.

0

« PKCS11 _TEST_PREPROVISIONED_SUPPORTE EAM3IT|T CIE Z 2 H|XE HIZF{LIE S H|E M3}
SHoF & LICt.

« 7| 7|S0| PKCS11_TEST_RSA_KEY_SUPPORT EE= PKCS11_TEST_EC_KEY_SUPPORT & stLtot
g MsELC.

 PKCS11_TEST_LABEL_DEVICE_PRIVATE_KEY_FOR_TLS,
PKCS11_TEST_LABEL_DEVICE_PUBLIC_KEY_FOR_TLS,

HAE 15



T2 RTOS Ol 4] SHLH A

PKCS11_TEST LABEL_DEVICE_CERTIFICATE_FOR_TLSZ = &lslod 7| 7I%01I [CEF AP =
HIMEE 7| o€ MYELICH HAEE A&S7| Toi o|2{8t 2ot 15 HE 7} Qlo{of &L|Ct.

(@ Note

PKCS11_TEST_GENERATE_KEYPAIR_SUPPORT EE&
PKCS11_TEST_GENERATE_KEYPAIR_SUPPORT7} 443l Z|™ EA

E &0f PKCS11_TEST_LABEL_DEVICE_PRIVATE_KEY_FOR_TLS,
PKCS11_TEST_LABEL_DEVICE_PUBLIC_KEY_FOR_TLS &
PKCS11_TEST_LABEL_DEVICE_CERTIFICATE_FOR_TLS EiO|E& 7}Z! |7} A A|E L

o] MMoM= HB HAEE AE5to] 2ZoM PKCS11 QIE{H0|AE EAESE WHe MHEE
LICt = IDTE AL85t0d HAE AHSEHE = UELICH KHME LIS 2 FreeRTOS AHS HE A9
FreeRTOS& AWS IloT Device Testerg &Z&35HMR.

ChS X[ZMA S E|AE Al Bie{S AMOd3H |},

+ test_execution conflg hE €11 CORE_PKCS11_TEST_ENABLEDZ 12 Ho|gfL]Ct

- OHECIFo|ME YEStD C|HIO|AO| ZEHAlSHo] ARELICH BHAE AV 2E T EZ E23F[L

ChS2 £3E EAE ZAntol of Lot

TEST(Full_PKCS11_StartFinish, PKCS11_StartFinish_FirstTest) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetFunctionList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_InitializeFinalize) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetSlotList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_OpenSessionCloseSession) PASS
TEST(Full_PKCS11_Capabilities, PKCS11_Capabilities) PASS
TEST(Full_PKCS11_NoObject, PKCS11_Digest) PASS
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https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html

T2 RTOS

O 4} otLi A

TEST(Full_PKCS11_NoObject,
TEST(Full_PKCS11_NoObject,
TEST(Full_PKCS11_NoObject,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,

TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,

PKCS11_Digest_ErrorConditions) PASS
PKCS11_GenerateRandom) PASS
PKCS11_GenerateRandomMultiThread) PASS
PKCS11_RSA_CreateObject) PASS
PKCS11_RSA_FindObject) PASS
PKCS11_RSA_GetAttributeValue) PASS
PKCS11_RSA_Sign) PASS
PKCS11_RSA_FindObjectMultiThread) PASS
PKCS11_RSA_GetAttributeValueMultiThread) PASS
PKCS11_RSA_DestroyObject) PASS
PKCS11_EC_GenerateKeyPair) PASS
PKCS11_EC_CreateObject) PASS
PKCS11_EC_FindObject) PASS
PKCS11_EC_GetAttributeValue) PASS
PKCS11_EC_Sign) PASS

PKCS11_EC_Verify) PASS
PKCS11_EC_FindObjectMultiThread) PASS
PKCS11_EC_GetAttributeValueMultiThread) PASS
PKCS11_EC_SignVerifyMultiThread) PASS
PKCS11_EC_DestroyObject) PASS

27 Tests @ Failures @ Ignored

OK

ZE EHAEZ}

(@ Note

FreeRTOSE LC|HIO|AE SAIMO
AQO|O|AEI AA FE

Device Tester At&01| L} &} Q)
MetL|CcH EX gtolEB2| 9]
device.json ItI0{A SHIE E

S| EAET} 2= ELICH

|Z{o 2 Q15 5t2{H AWS IoT Device TesterE AL83504 C|H}O|
£ ASslof g LCt FreeRTOS AHE AHEMC| FreeRTOSE AWS loT
= x|&of el ZE ASE /6 AWS loT Device TesterE A
ZEE HAESE{™ AWS loT Device Tester configs ZH9]
AE D58 &Md3slslofF gLct.



https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html

T2 RTOS 0|4l oFLH A

HE I3 T QIE{H0]2 0|

TLS 2tolEB{2| E¢t

M& HSE EoNTLS) 2159 AR ME 5= TLS ARME AFELICH FreeRTOS EIO|EHE{EIZ HIAE
E|9le 22 Mbed TLSE AF235tE Zd0| E&LICE O] GitHub EIZX|EZ[0A KX E &S £+ USL
Ct.

C|HO|AOIM AFESHE TLS T340 2 H[QI0| TCP/IP ABMZ AFE5L0{ TLS ABiQ| 7|2 & =3 &
TedoHoF B LICH AWS loTOAM X|#5H= TLS &5 MEZ S KI§atiof gLCt.

HERZ S EmH 0|4 2to[E2{2| 0|4

coreMQTT L CoreHTTPE A235t2{MH U E QT M& QE{H0|AE &l of ELICH HEXT S
ClE{HO|AO = B U EXT ¢dA0AM HIO|E{E ELfD Y= O 2o st &4 ZQIEQ ZHEAE O
O|E{7} Z 8|0 U&LICH REMIEH LI 2 T1E QIEJH 0|4 8 A Z5HMIQ. FreeRTOSE O[2{3H T

2 7B 57| SI3t YRio| YIEYIT M UE(H0lA HIAES 718 MBELICH T Mol ME ol
BEIAER AYHES TRHES MHSE WHS SLyELI

| A

=4 57

Ol HIAEE o|A|stedH Chs 0| HR 'rLICH

reeRTOS 7{d ZEZ FreeRTOSE HEE = = UE AARIO| ZEE ZENME,

F
o MAEE5= HEQIT =210 3.

« FreeRTOS-Libraries-Integration-TestsE 3t¢| ZEZ TZ2MEf F7I&LICH
7tssictH T2 ME LY oC|oi| HiX|5HE A &0l ei&LICt.
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oll
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- config_template/test_execution_config_template.h & config_template/
test_param_config_template.hE YE B2 o] ZZME Q|X|ofl SAIStD O|§2
test_execution_config.h % test_param_config.hZ HtELI|C}H

. B olale Ye A|AH| ZEELICH CMakeE AI6tE B src/
transport interface_tests.cmake 2 qualification_test.cmake7} 221 ot =3

& ol ArSELct,

. BME Z2HE QAxlolM S B4E FHE L,

-

m>|
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https://tls.mbed.org/
https://github.com/FreeRTOS/FreeRTOS
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html#tls-cipher-suite-support
https://www.freertos.org/mqtt/index.html
https://www.freertos.org/http/index.html
https://www.freertos.org/network-interface.html
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests

T2 RTOS 0|4l oFLH A

« « network connect function: M2 src/common/network_connection.hoiA
NetworkConnectFuncOi 2[ali Ho|ElLICt. O &&= UHERI HHEAEO et ZQIH, =
MEo| gt 2QlE, HER3T 2o 215 HEof st ZRIHE er&Lch M3E HESZ 2ot
I8 HEE AM83l0d ZAE HEo| X[HE Mu{ete| ddE gL ct

AE
(o]
[l

» network disconnect function: M@ src/common/network_connection.hoflAd
NetworkDisconnectFuncOil 2|5 & o|ElL|Ct. O] EH‘-': HERT HHEAE CHEF ZRIHE

HELICH HERT HEAEN MEE oo dHEE UEE sliAELct
« setupTransportInterfaceTestParam(): Ol &&= src/transport_interface/

transport_interface_tests.hol Ho|z|of QU&LICH 732
transport interface_tests.holl Ho|&l 70t HEs| 22 0§ L MBS 7Fx{of gLCt.
E dt&L(ch M& QIE{HO|A HAE

0| &4 £ TransportinterfaceTestParam Tt =0 Ci&t Z OIE]
0l A Z|= TransportinterfaceTestParam #Z 2|

- HAE £ 237 C|HIO|A 22 QIE2IEL|X| &E =5 UNITY_OUTPUT_CHARE F&gtL|Ct.

=
ZEE S

« OHEE|Z0|MHIM runQualificationTest()E& Y S &L
oiE MOHZE 7|55t LIESIZE AHZsH ok Btuict

[al
A
Ikl
fo
1M
2
n
S
o
>
9.'—'
[n

Hot oI5 HE are|(ClHHolA LY M Z)

test_param_config.hOllA<{ FORCE_GENERATE_NEW_KEY_PAIRE 12 MXst Z<
C|HFO|A OHEZE[AH 0| M C[HIO|A LY 7| H o1& dAMstn HER! 7| &g LICt Cf

HFO|A OHEZEZ|Z0|M2 ol 2 Mt TLS 142 A E I ECHO_SERVER_ROOT_CA &
TRANSPORT_CLIENT_CERTIFICATEE 0|2 MH £ E CA & Z2I0|UE QIS ME AFSFLICEH
IDTE= A& &A™ S0 0|28 Tt2t0|EHE ™ ELICH.

Hotols ME 2|7 7IM27))

C|HtO|A OHEZEE[AIO|M2 o2 MEQ TLS A4S e M test_param_config.hQl
ECHO_SERVER_ROOT_CA, TRANSPORT_CLIENT_CERTIFICATE &
TRANSPORT_CLIENT_PRIVATE_KEYE 0|3 Mt £ E CA, E22I0|2¢E IS AM & SEI0|HE =z}
O|8! 7|2 A ELICH IDTE 3 & S0 o248 meto|EHE - gLIch

EHAE
o| MMOAMe S HAEE AFR50{ 2o M2 OIE{I|0|AE HAES S wede MustL|C}.

=
=7} M2 HE £ GitHuboll M FreeRTOS-Libraries-Integration-Tests 2| transport_interface 4404 |
S & README.md It Y& Sslf #lg + J&Lict
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https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/transport_interface

T2 RTOS 0|4l oFLH A

C= IDTE AF8510] A™E RIS&HE =T UELICH RHM[EH LI 2 FreeRTOS AHE AEAM 9|
FreeRTOSE AWS loT Device TesterE & X5HAIL.

FAd
o

ol

HAE

[utok

J

test_execution_config.hE& ¥ TRANSPORT_INTERFACE_TEST_ENABLEDE 12 Holgf
LICF.

E|IAEE 2|5l o2 MHE M- ELCH

EZ HAEN = HAEE AASt= ClHIO|AMM HMAE 5= QU
E{H|O|A FT0| TLSE X|HHote B2 olZ AHHE= TLSE X[l
FreeRTOS-Libraries-Integration-Tests GitHub 2|Z X|E2[0i o=

EHAEE et Z2HE Y

test_param_config.h0{A ECHO_SERVER_ENDPOINT & ECHO_SERVER_PORTE O|™ EtA|
old=xQIE QA M MHo=2 AM|o|EgL|Ct.

-

HoF QIS HE AE(CIHolA L) dd 7))

+ ECHO_SERVER_ROOT_CAE 02 MLl M QI& M= Y ELCh

- FORCE_GENERATE_NEW_KEY_PAIRE 12 MH35t0{ 7| H0{E& MMt HEE! 7|& 7IXSL
Ct.

- 7| ¥4 ¥ FORCE_GENERATE_NEW_KEY_PAIRE CtA| 022 MM gtL|Ct
. TE2 7| U M 719 ABME AR 5tod 22H0IQIE Q1B ME MABLICH

« TRANSPORT_CLIENT_CERTIFICATEE 4 E Z2t0|UE IS M= d™ELIct

HotolE HE MH(Z| 7t 71)

« ECHO_SERVER ROOT _CAZ o3 M| M @152 MEIErLCt.
« TRANSPORT CLIENT _CERTIFICATEE Al MMEl Z2}0|ME QIS AME MAEHLCE
« TRANSPORT_CLIENT_PRIVATE_KEYE AI™ MAME ZSet0o|ME = ztoldl 7|2 MEshct.
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https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/tools/echo_server

T2 RTOS Ol 4] SHLH A

ofZ 2|70l e & EeiA|

Hots =7 IS At8stod of ZE|FH0|ME WE

ES
runQualificationTest ()7t ZtH S EL|H MS
AHE T EZ E2FLCH

to Z2jAlEHLCE.
QlE{mH| oA E|AETJ} A™MEILICH HIAE ZAn7}

® Note

FreeRTOS& LC|HIO|AE SAMo=Z QIEted™ C|HHO[A Q| O|AE A4 FEE AWS loT
Device TesterE A&3t04 OTA PAL & OTA E2E HIAE &0 CHa HE35H0

FreeRTOS A2 MAHA Q| FreeRTOSE AWS loT Device Tester AFE0] LI} = X

ot ZE B S 2I5H AWS loT Device Testerg M LICH S Blo|EE{E[el ZEE HAE
52424 AWS loT Device Tester configs £ 2| device. json I U0|A SHIE EHAE O &
2 g dstatof gLict.

0|I
- 0=

coreMQTT Zto|EE4{E| +4

Axlol = ClHOlA=E MQTT Z2ZEZE ALE5101 AWS 22t E8t S
= AX|of U= AZE C|Hto|ALL HIAIXIE F1 BE MQTT EE?—I% SAERLICH

coreMQTT ZtO|EE{E2[= FreeRTOSE A &st= ClHO|A0] CHel MQTT ZE2EE 43|
coreMQTT 2tO|EEHEIE ol e o= QiXIEH A5 E fldiM= CIHO|A| BHAE Z2MET R E
MQTT ElIAEE S1tsliof ELich XM LI 2 FreeRTOS AHE MBEAIQ| coreMQTT 2H0|E2HEIE
XML

> MK
m o

il A
L4 x7

coreMQTT cto|EE{E| EAEE MAHEsIE{H HEX T MSE ClEHo|A ZEJF EFL|CH RFEM|SH LY
2 HELT ME QIEH 0|4 O|A MME B ESIHAM L.

EHAE

coreMQTT & HAE A#:

- MQTT EZ27{0f 2CI0|HUE IBEME SFEfLICH

. configoid HE2H ACEOIES MMs D S8 E|AES A LICH
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https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://docs.aws.amazon.com/freertos/latest/userguide/coremqtt.html
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O 4} otLi A

HEMQTTHZ &Y

coreMQTT O|O|MEE A

&5t 2 E MQTT £ dof| Cigt ABI=
et MERE AA|l H 75 EfA 32 ofE2|7H0[440] TLS, MQTT

OHEiE H2lstE 20

|E} FreeRTOS EPOI = 34 EI

FoMo =2 S&st=X| AE5H7| 28 Device Advisor EHIAE 7} EQ 8FL|Ct.

FreeRTOSE C|HIO|AE 24O
_\.LEJGIIEE 7""0M| CAdRS gl g

TLS EHIAE Abg|
EHIAE Al
TLS

TLS

TLS

TLS

MQTT EIAE ALE|
EAE AbE|
MQTT
MQTT
MQTT
MQTT
MQTT

MQTT

EHIAE Al

TLS &

TLS X[ AWS loT &5 XM=

fou

—

TLS HIEQF MH Q15 M

TLS Incorrect Subject Name
Servr Cert

HAE Ak

MQTT Connect

MQTT Connect Jitter Retries
MQTT Subscribe

MQTT Publish

MQTT ClientPuback QoS1

MQTT No Ack PingResp
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EEHX

%HHI Q TLS

A= MQTT Ol2 44
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https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-console-tutorial.html
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html#tls-cipher-suite-support

T2 RTOS Ol 4] SHLH A

coreHTTP 2fo|E 2| 4

(o]
A

A& LICEH AWS loT

AXloll QU CIHIO|AE HTTP Z2EEZ2 Ar835t0 AWS 2t S4IE &
2 A—IE L

AN
hatind =
MH|AE X0l U= HAAE ClHtO|A Lt HIAIXIE F1 WE HTTP HHE =

EIAE

EHAEE ofel ©HAHE wELct.

« AWS EE= HTTP MHQtS| TLS 45 215 Qal PKIE MXEhLCt.

« CoreHTTP S¢&t E|AEE AldgtL|C}.

AWS loT over-the-air (OTA) {O|O|E Eto|lEEH 2| =&

over-the-air FreeRTOS (OTA) UCI|0|EE AI&3to{ CtgE =-dE = U&LICH

- M Hello{ o|0|x|E B ClHtol4, CIHEO|A & e A &30l B Z ELICH
« 50 F7HEALE, MAEE7HLE, CHA| Z2HIX'SE[E ClHHO|A 0l HHo{E B Z EFLICtH
« C|dtol2of HiZEl O|Fof M HHo{o| M| Ent F AL S LIt

- HiZ T dEE ZLEHZE L
=
« ZE MB LAE AEstod Hellojof CIX|IE MEELICH AWS loT

AEMIEH LHE S FreeRTOS AH2 AZEM 2| FreeRTOS FMUC|0|EQ} O UH|0|E MBEME 2 =5HA
A2 .AWS loT ver-the-air

OTA O|O|™ME 2I0|EB{E|E AF&3H0{ OTA 7|52 FreeRTOS OHE 2|7 0| Mof|
KM BE LH2 2 FreeRTOS Al MHA Q| FreeRTOS OTA IC|0|E 2lo|EE{Z|

- o
J [[9,'1

ok

1

$0

o>
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n

0

FreeRTOS C|HIO|A &= =418t OTA o o|O|x|oi| CHal =3t T = MY =elg s&sHok gLlct.
CtE Zn2|&o| HEELICH

» ECDSA(Elliptic-Curve Digital Signature Algorithm)

« NIST P256 =M

« SHA-256 il Al
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https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ota-dev.html
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://docs.aws.amazon.com/freertos/latest/userguide/ota-update-library.html
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- O|AIZ QI Bl Y Wl ZRME MYo| x[ZE 2R FLIct
- HER|S & QEuola ZEE YdgLTt

KMt LHE2 WER S ™E QIEH 0|4 O[S HESHAMR.

« coreMQTT 2IO|E{E|E S&ELICH FreeRTOS AFE MHAMO|M coreMQTT ZIO|EEEIE HX

M.

OTA YG|O|EE X|HY + = FE ZOE YEFLICH
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OTA 2tO|E2{2|E M C|HIO|AZE O|Al5tE{H OTA 0|4 7t5 =43 HE(PAL) +3
Ct. PAL API= ota_platform_interface.h Tt 0| Ho|x|0{ IS0, O mof| CHEH %
NS sHok ghlct.
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i
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o

otaPal Abort OTA YCl0|EE SX|ELICH.

otaPal_CreateFileForRx F{E ClolE H3 8 XaeE ods Moshl
Ct.

otaPal_CloseFile XHE os HaLCH 53t ESE 735
= 2AEEXIE AE 50 42 12 2IEE +
A& LICtH

otaPal_WriteBlock XHE ool X|HE =z Mof Ho|JE| EE8
#gLch 43 Al @71 7ISE HIO|E +=E Ht
gefLict x| oM = S 2F IAE
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https://docs.aws.amazon.com/freertos/latest/userguide/coremqtt.html
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/main/source/include/ota_platform_interface.h
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/ota_config.html
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OTA_Init
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OTA BT 3 API HZA ALE MY

OTA_Err_strerror

LIC}.

OTA _JobParse_strerror A OAN QFOF IE
E EXG= HErsk7| /e M
APIILICH

OTA_OsStatus_strerror

M APIQ]L|C}.

OTA PAL ZE AE{O| ME} 2
EE BXU=Z HErsty| I8t

M APIQ]L|C}.

OTA_PalStatus_strerror

E{1E Q2o Z = 0TA_AgentInit APIZF AFEEILICH.

OTA_State_t OTA_AgentInit( void * pvConnectionContext,

const uint8_t * pucThingName,
px0TACompleteCallback_t xFunc,
TickType_t xTicksToWait );

MEE X7I3te ] A4 HEAE ALE 0|, oAl 29 X AEH Alzholl CHEt mheto|

O| APIE O|A ota, ota QIE{HH|O|A, AFE 0| L OHE 2|70 E4lof 2 st HI{o| mIZIO|EE AIE
5l= OTA_Init2 BHZAE|A&LIC

OtaErr_t OTA_Init( OtaAppBuffer_t * pOtaBuffer,

Otalnterfaces_t * pOtalnterfaces,
const uint8_t * pThingName,
OtaAppCallback OtaAppCallback );
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ut2t0lE -

pvConnectionContext -
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xTicksToWait -

I} 2+0|E{ 0|& 0| OtaAppCallback2 2 B E| 11 & 0| OtaAppCallback_tZ2 HAEEIRA&LICEH
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pOtaBuffer

OHZ2|7 0|2 Z7|2t S0l OtaAppBuffer t #ZEXE AFE5t0 HIHE &€& 3t OTA ELO|E
oi2|2 MEdtor BLCh A HIls Tt 02 2E0| ASEs ZR2EZ 0] et &rZH4 o
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MQTTE DU CH2 220l ALS S B9 TS biH -

static OtaAppBuffer_t otaBuffer =

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pStreamName = streamName,
.streamNameSize = otaexampleMAX_STREAM_NAME_SIZE,
.pDecodeMemory = decodeMem,
.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,
.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE

};

HTTPE T CHR 20l A8 S TR BiH -

OTA_Init

43



T2 RTOS 0|4l oFLH A

static OtaAppBuffer_t otaBuffer =

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pDecodeMemory = decodeMenm,
.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,
.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE,
.pUrl = updateUrl,
.urlSize = OTA_MAX_URL_SIZE,
.pAuthScheme = authScheme,
.authSchemeSize = OTA_MAX_AUTH_SCHEME_SIZE

I

A% -

pUpdateFilePath Path to store the files.
updateFilePathsize Maximum size of the file path.

pCertFilePath Path to certificate file.

certFilePathSize Maximum size of the certificate file path.
pStreamName Name of stream to download the files.
streamNameSize Maximum size of the stream name.
pDecodeMemory Place to store the decoded files.
decodeMemorySize Maximum size of the decoded files buffer.
pFileBitmap Bitmap of the parameters received.
fileBitmapSize Maximum size of the bitmap.

pUrl Presigned url to download files from S3.
urlSize Maximum size of the URL.

pAuthScheme Authentication scheme used to validate download.
authSchemeSize Maximum size of the auth scheme.

pOtalnterfaces

OTA_Initod| CHEt & #Hmli 124 mEt0|E{= Otalnterfaces_t & 2| OTA QIE{m|0|A0f CHEH &
ZelL|ct. o] QlE{mo|A ME= OTA 2to|EE{2|2 T E|0{of 5t0d 2 #|A| QIE{m o] A0
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FreeRTOS & POSIX2| F#340| OTA Eto[=E2{E2(2t &7H NS ELICt.

M3 E! FreeRTOS LEE AIE3tE FreeRTOSS| 0 -

OtaInterfaces_t otalInterfaces;

otaInterfaces.os.event.init OtaInitEvent_FreeRTOS;
OtaSendEvent_FreeRTOS;
OtaReceiveEvent_FreeRTOS;
OtaDeinitEvent_FreeRTO0S;
OtaStartTimer_FreeRTOS;
OtaStopTimer_FreeRTOS;
OtaDeleteTimer_FreeRTOS;
Malloc_FreeRTOS;

Free_FreeRTO0S;

otaInterfaces.os.event.send

otaInterfaces.os.event.recv

otaInterfaces.os.event.deinit

otaInterfaces.os.timer.start

otalnterfaces.os.timer.stop

otaInterfaces.os.timer.delete

otaInterfaces.os.mem.malloc

otaInterfaces.os.mem.free

M3 E POSIX ZEE M&38t= Linux2| of -

OtaInterfaces_t otalnterfaces;
otalnterfaces.os.event.init

Posix_OtaInitEvent;
Posix_OtaSendEvent;
Posix_OtaReceiveEvent;
Posix_OtaDeinitEvent;
Posix_OtaStartTimer;
Posix_OtaStopTimer;
Posix_OtaDeleteTimer;
STDC_Malloc;
STDC_Free;

otaInterfaces.os.event.send

otaInterfaces.os.event.recv

otaInterfaces.os.event.deinit

otaInterfaces.os.timer.start

otalnterfaces.os.timer.stop
otalnterfaces.os.timer.delete
otaInterfaces.os.mem.malloc

otaInterfaces.os.mem.free

MQTT QIE{m o|A

OTA MQTT QIE{H|0|A= OTA 2o|EE 2|7} AEE|Y MH|AWAM It EES CIREC

= U E 2to|E e 2ol 38t oF st= API MEILICE.

OTA over MQTT G2 2| coreMQTT Of|O|ME API AFE Oi[A] -

OtaInterfaces_t otalnterfaces;
otalnterfaces.mqtt.subscribe = prvMqttSubscribe;
otalnterfaces.mqtt.publish = prvMqgttPublish;
otalnterfaces.mqtt.unsubscribe = prvMgttUnSubscribe;

OTA_Init
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OTA over HTTP |2 2| coreMQTT API AFE oA -

OtaInterfaces_t otalnterfaces;
otalnterfaces.http.init = httpInit;
otalnterfaces.http.request = httpRequest;
otalnterfaces.http.deinit = httpDeinit;

OTAA PAL QIE{H 0o|A

OTA PAL QIE{H|0|A = C|H}O|A T OTA CHO|EHEHEIE AFRE £

API HIEQILICH OTA PALS C|HIO|AE T2 ALE X OHEE|FH 0
ElLICH 2to|EEEl= Ol2{et 7IS & AI8Sto{ 22 EE XME, & EI 3 2l

OtaInterfaces_t otalnterfaces;

otalnterfaces.pal.getPlatformImageState = otaPal_GetPlatformImageState;
otalnterfaces.pal.setPlatformImageState = otaPal_SetPlatformImageState;

otalnterfaces.pal.writeBlock = otaPal_WriteBlock;

otalnterfaces.pal.activate = otaPal_ActivateNewImage;

otalnterfaces.pal.closeFile = otaPal_CloseFile;
otalnterfaces.pal.reset = otaPal_ResetDevice;
otalnterfaces.pal.abort = otaPal_Abort;

otalnterfaces.pal.createFile = otaPal_CreateFileForRx;
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OTA_Shutdown
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OTA_Shutdown
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OTA O|0|ME ZE(HT 1)
OTA_State_t OTA_AgentShutdown( TickType_t xTicksToWait );
OTA MO|HME ZZ(H™ 3)

OtaState_t OTA_Shutdown( uint32_t ticksToWait,
uint8_t unsubscribeFlag );

ticksToWait -

OTAOO|MEVI B2 ZZMAE 22 & U7t K| 7|Ctedof 5t El £=2lL|C} O] 22 022 MXst

™ &= ZIChElX| oo FA| HHZFE'LIEF AX| &Ef7t ZER0I|AH EHEHEILICEH O] Stodl= ol 0]
MEJI MM 22 MeE|X| o1 HIX| 2 Lol AR ELC.

M &2 o2t0lE -

unsubscribeFlag -
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OtaState_t -
OTA MO|ME & B & T Mol @7 o|F 0| HAEIRIELICE AWS loT Over-the-air Update
V3OOE I:I—I—sl-k”_lg_

OTA_GetState

AP| O|E 0| OTA_AgentGetState0l|l A OTA_GetState 2 HZAZIA&LICH.

OTAMO|ME ZEE(HT 1)
OTA_State_t OTA_GetAgentState( void );
OTA 00|ME ZE2(HH 3)

OtaState_t OTA_GetState( void );
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc
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OtaState t -

OTA O|O|ME AFEH L
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= HHo| ¥7HY o|F 0| HAEIRELICEH AWS loT Over-the-air Update

OTA_GetStatistics

SHE It ME22 Bt API7F FIHEIRIELICE Ol API= CHS APIE CHAIELICE
OTA_GetPacketsReceived, OTA_GetPacketsQueued, OTA_GetPacketsProcessed,
OTA_GetPacketsDropped. EE8F OTA 20|22 2| HA 30iME SH £ x|7F $4&] Zrdntot gtgdo| Q!
&L|Ct.

OTAA 2I0|EHE| {7 1

uint32_t OTA_GetPacketsReceived( void );
uint32_t OTA_GetPacketsQueued( void );
uint32_t OTA_GetPacketsProcessed( void );
uint32_t OTA_GetPacketsDropped( void );

OTAA ElOolEB{2| HT 3
OtaErr_t OTA_GetStatistics( OtaAgentStatistics_t * pStatistics );

pStatistics -

SARY ZFdod| CHaH =41, AFxl|, CHZ| 2 M2|El {3l ot 22 S7 cllo|Eof Chet &i=d/
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OtaAgentStatistics_t otaStatistics = { 0 };

OTA_GetStatistics( &otaStatistics );

LogInfo( ( " Received: %u Queued: %u Processed: %u Dropped: S%u"
otaStatistics.otaPacketsReceived,
otaStatistics.otaPacketsQueued,
otaStatistics.otaPacketsProcessed,

OTA_GetStatistics 48
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otaStatistics.otaPacketsDropped ) );

OTA_ActivateNewlmage

OTA 2io|E 22| T 301 A 3] mtetO|E = S Yot x|et & OTA 2F ZE2| 0|F0| HE L1 M
LF I FIHE[R&LICH

OTAA 2to|EBq2| HT 1

OTA_Err_t OTA_ActivateNewImage( void );
OTAA EIO|ERHE| H™ 3

OtaErr_t OTA_ActivateNewImage( void );

Htet OTA 2F FE AHYEO| HEE T M 2F =7 FIHEIRFASLICE AWS loT Over-the-air
Update v3.0.0 : OtaErr t& & X35HA2.
A 0 -

OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_ActivateNewImage();
/* Handle error */

OTA_SetlmageState

OTA 2io|E2{ 2| 7T 301 A &3] mtetO|E = S Yetx|et o|F 0| HE 1, ghE OTA 2F Z =2 0]
SO0l HBED, M 2F Z =7t FIHERELICE

OTAA 2tolE242| {7 1

OTA_Err_t OTA_SetImageState( OTA_ImageState_t eState );
OTAA 2+0|E B2 {7 3

OtaErr_t OTA_SetImageState( OtalmageState_t state );

2124 mt2t0|E{ 2] 0]F 0| OtalmageState_t=2 AR &LICE AWS loT Over-the-air Update

= T

v3.0.02 FE5ML.

OTA_ActivateNewlmage 49


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84
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OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_SetImageState( OtaImageStateAccepted );
/* Handle error */

OTA_GetimageState
OTA 2tol=2{2] HZ 30l M 2] miet0jEl= S Y5t BHet W&ol ol o] HA (A& LTt

OTAA EtolE 2| 7 1

OTA_ImageState_t OTA_GetImageState( void );
OTAA 2tolEH2| HT 3

OtaImageState_t OTA_GetImageState( void );

gkt G742l O|F 0| OtalmageState_t=E #HAL|}&LICt. AWS IoT Over-the-air Update v3.0.0 :
OtalmageState_tZ & X3FIMI2.

A& of -

OtaImageState_t imageState;
imageState = OTA_GetImageState();

OTA_Suspend

OTA EIO|EE{E2| A 30 M =] utet0|E{s 8YUstD, BHet OTA @7 ZE0| 0|0 AL, M
SF ALt FIIEIRELICH

OTAA 2Io|E 2| B 1

OTA_Err_t OTA_Suspend( void );
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OtaErr_t OTA_Suspend( void );

HtEt OTA 2 F I E WHYHEO| HAL T M @F FETF FILE|RESLICE AWS loT Over-the-air
Update v3.0.0 : OtaErr_t& & ZX35HM2.
AHE of -

OtaErr_t xOtaError = OtaErrUninitialized;
x0taError = OTA_Suspend();
/* Handle error */

OTA_Resume
OTA EIO|EE{2| T 30{ M= OTA 2/ Z2|70|MH0o| AZAE XEIStE 2 1A S I8t =8 ulztO|
E{7} M7z, Btet OTA 2F ZEQ| O|E0| HAL|D, M| @F I EJ} FIIE|UASLICH

OTAA EtO|ERHZ| HZH 1

OTA_Err_t OTA_Resume( void * pxConnection );
OTAA 2to|E242| 7 3

OtaErr_t OTA_Resume( void );

HHet OTA 2F FE AHYEO| HEE T M 2F =7 FILEIJASLICE AWS loT Over-the-air
Update v3.0.0 : OtaErr t& EX35HA2.
A& of -

OtaErr_t xOtaError = OtaErrUninitialized;
x0OtaError = OTA_Resume();
/* Handle error */

OTA_CheckForUpdate

OTA 2to|EE{2| T 30i|M 3 miet0|E = SUstD, Bt OTA @F ZEQ| O|§ 0| HALR| T, M
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OTAA 2to|E2q2| HT 1

OTA_Err_t OTA_CheckForUpdate( void );
OTAA ttolE2q2| T 3

OtaErr_t OTA_CheckForUpdate( void )

HEH OTA 2F ZC WHEO| HAZ T M 2F =7 FILEIQAESLICE. AWS loT Over-the-air
Update v3.0.0 : OtaErr_t& & ZX3IMI2.

OTA_EventProcessingTask

Ol M API= OTA H|O|E o|HEE XE|et= 7|2 O|HIE FLlL|CH oHEE|FH0|M EfATTH S &
sof gfLICt ol FZ= offZ|F 0|40 Ol EHATE SEE M7 X| OTA U0l E0f| CHSH =~ &IE OfH
EE A& xMelsto A>gict

OTAA Zlo|lEE{2| HF 3
void OTA_EventProcessingTask( void * pUnused );

FreeRTOS 0f -

/* Create FreeRTOS task*/

xTaskCreate( prvOTAAgentTask,
"OTA Agent Task",
otaexampleAGENT_TASK_STACK_SIZE,
NULL,
otaexampleAGENT_TASK_PRIORITY,
NULL );

/* Call OTA_EventProcessingTask from the task */
static void prvOTAAgentTask( void * pParam )
{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );

/* Delete the task as it is no longer required. */
vTaskDelete( NULL );
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}

POSIX 04 -

/* Create posix thread.*/
if( pthread_create( &threadHandle, NULL, otaThread, NULL ) != 0 )

{
LogError( ( "Failed to create OTA thread: "
",errno=%s",
strerror( errno ) ) );
/* Handle error. */
}

/* Call OTA_EventProcessingTask from the thread.*/
static void * otaThread( void * pParam )

{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );
return NULL;

}

OTA_SignalEvent

0| Al API= OTA O|HIE CH7|YQ Fofl O|HEE F7I5tH, LHE OTA 20| of0|ME EfA T 0] A E
Hile ol AFSE L

OTAA EtolE 2| {7 3
bool OTA_SignalEvent( const OtaEventMsg_t * const pEventMsg );
AL of -

OtaEventMsg_t xEventMsg = { 0 };
xEventMsg.eventId = OtaAgentEventStart;
( void ) OTA_SignalEvent( &xEventMsg );
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OTA £tO|EE{2[E oHEE|ZIolMe| 5t EEZ SF

OTA 2t0|EEHZ|E XA of E 2|7 0|0l SE5tE{= F< git submodule BHE AISE £
Git 512 R E2 AI25tH Git 2IZX|E2IE CIE Git 2| ZX|E 2|9 5t % CIHE{ 2|2 |K(|&
C. OTA 2}o|E 2| ™ 32 ota-for-aws-iot-embedded-sdk Z|Z X|EZ|0|AM K| &

git submodule add https://github.com/aws/ota-for-aws-iot-embedded-
sdk.git destination_folder

git commit -m "Added the OTA Library as submodule to the project."

git push

KM B LH2 2 FreeRTOS AFE AHA{ Q| ofE 2|7 0|4M0 OTA OIO|HE S&E R ESHMIL.

SE

« OTAV1.
« OTAvV3.
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OTA PAL ZEO| HHZ1 10{|A {1 322 Ot0|2 & 0|

FM UC|o|E(OTA) Eo|EE{E|o M= ElolEE{E] X 2 oHEEZIA o] Rt E0 X8 T4
Hix|ol & 7| #H4E At & T URELICH v1.2.000M 2SSt =5 HH E OTA o EE|70lMdE 2to|
=Hg{2|v3.0.02 & 0to|ae|o|MstE{™ o| Oto|ZEo|M 7to|=of dHE CHE PAL ZE &+ MEES

Holo|EStD F7F 7+ g ZEsloF & LicH

OTA PAL B4 A&

- OTAPAL ZE C[HE{Z| 0|%0| ota0llA ota_pal_for_awsZ ACI|O|EE|RA&LICH O] £
ol & 71e] I} ota_pal.c L ota_pal.h7} o{of & L|Ct PAL 3l o}t 1ibraries/
freertos_plus/aws/ota/src/aws_iot_ota_pal.h7} OTA EtO|EBHE|MM AR EIRIo 2
ZE LR oA Halshof &Lt

o« HFEF AE(OTA_Err_t)7F €748 OTAMainStatus_tZ BEHE/LICEH BHEHE Btet I E=
ota_platform_interface.h& & Z=3tM . EFF OtaPalMainStatus 2! OtaPalSubStatus ZEE
485t 0taPalStatus S0IM OtaMainStatusE FEE = Qe 81 22T MSELICH

« PAL 219!

« DEFINE_OTA_METHOD_NAME D22 E M|HZH&LICH

« UC|O|E ™: 0TA_LOG_L1( "[%s] Receive file created.\r\n",
OTA_METHOD_NAME );.

- UCIOIE %: LogInfo(( "Receive file created.")); MAH$t 228 2|5l LogDebug,
LogWarn % LogError& A+S & LICH.

B4~ cOTA_JSON_FileSignatureKeyZE OTA_JsonFileSignaturekKeyZ HZAMALICH

ook

A
T

ot

= M2 ota_pal.ho A Ho|E|0d HF At prvPAL CHAl otaPal 2 A|ZFEfLICY.
(® Note

PALS| H& et 0|F2 7IeHM2 2 S7HE[0] JXIE HE EHAES S k|edH ofefof X|HE
O|&& [hetok grLch.

« {7 1: OTA_Err_t prvPAL_CreateFileForRx( OTA_FileContext_t * const *C* );
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https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/v3.0.0/source/include/ota_platform_interface.h#L68-L90
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/666241d0f643b07d5146a3715b649d80f8135e0b/source/include/ota_platform_interface.h#L105-L111
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/666241d0f643b07d5146a3715b649d80f8135e0b/source/include/ota_platform_interface.h#L105-L111
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B{7 3: 0taPalStatus_t otaPal_CreateFileForRx( OtaFileContext_t * const
*pFileContext* );
O Oo|leH a7t 20{e CHE M =4 o2 st

« & 1:int16_t prvPAL_WriteBlock( OTA_FileContext_t * const C, uint32_t
ulOffset, uint8_t * const pcData, uint32_t ulBlockSize );

& 3: int16_t otaPal_WriteBlock( OtaFileContext_t * const pFileContext,
uint32_t ulOffset, uint8_t * const pData, uint32_t ulBlockSize );

&1 xIME 1ol x|ME @z Aol Cloje B2 &Lt

e BH™ 1: OTA_Err_t prvPAL_ActivateNewImage( void );

EH7 3: OtaPalStatus_t otaPal_ActivateNewImage( OtaFileContext_t * const
*pFileContext* );

21 OTAE &3l =48k 2[4l MCU O|O|X|E &8l &fLct.
t

« {7 1: OTA_Err_t prvPAL_ResetDevice( void );

B{Z 3: 0taPalStatus_t otaPal_ResetDevice( OtaFileContext_t * const
*pFileContext* );
&0 Cl|HO|AE R EFLICE.

« {7 1: OTA_Err_t prvPAL_CloseFile( OTA_FileContext_t * const *C* );
BH7Z 3: 0taPalStatus_t otaPal_CloseFile( OtaFileContext_t * const
*pFileContext* );

o XHE OTAHHAEN M 7|2 =4l T2 QI&st1 EH&LCt

« {7 1: OTA_Err_t prvPAL_Abort( OTA_FileContext_t * const *C* );
B{Z 3: OtaPalStatus_t otaPal_Abort( OtaFileContext_t * const
*pFileContext* );

1: OTA M& S FXIgLct

« {7 1: OTA_Err_t prvPAL_SetPlatformImageState( OTA_ImageState_t
*eState* );

oo
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™ 3: 0taPalStatus_t otaPal_SetPlatformImageState( OtaFileContext_t *
const pFileContext, OtaImageState_t eState );

2 11: OTA U0l E o|O|x|e| SEfE ddstedn AI=gfLCh
X

« H{7 1: OTA_PAL_ImageState_t prvPAL_GetPlatformImageState( void );

™ 3: 0taPalImageState_t otaPal_GetPlatformImageState( OtaFileContext_t *
const *pFileContext* );

& 11: OTA Yool E o|O|x|e| SEiE 7tKZLICH

ClolE R
« H{7 1: OTA_PAL_ImageState_t

ot aws_iot_ota_agent.h

{7 3: OtaPalImageState_t

El
°

P

:ota_private.h

I.

1]
K

: & F2d0| e ol0fx| e LCt.

e BHH™ 1: OTA_Err_t
It : aws_iot_ota_agent.h

B 3: OtaErr_t OtaPalStatus_t (combination of OtaPalMainStatus_t and
OtaPalSubStatus_t)

ItY: ota.h, ota_platform_interface.h

I.

o
o

:v1: 32700 B35 Qle M8 ™Holsle A ZERSLICH v3: 2F fEE LIEILD @F 3 =9}
E S+ AHELICE

m

R o

o
2

HZ 1: OTA_FileContext_t

It : aws_iot_ota_agent.h

B{Z 3: OtaFileContext_t
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I} ota_private.h

v ClolEof et EHE & HHE Z B gLt v3: &7} Clo[E Zo| H4& et gLt

« H{% 1: OTA_ImageState_t

It aws_iot_ota_agent.h
EH7Z 3: OtaImageState_t
I} : ota_private.h

1 OTA O|O| K| AHEH

__I.LA-| H4 74

O - O

It O|& aws_ota_agent_config.h7} ota_config.hZ HZAE|0{ L& 7t=7}
_AWS_OTA_AGENT_CONFIG_H_O{lA OTA_CONFIG_H_=E H4ZA A& LICt.

« I}2 aws_ota_codesigner_certificate.h7} AXEIi&LICH

« ClHO HIAIXIE ity 2 M 28 A=40| Z & IR &LICH

/**************************************************/

/***%x%% DO NOT CHANGE the following order **#**xx/

/**************************************************/

/* Logging related header files are required to be included in the following order:
* 1. Include the header file "logging_levels.h".
* 2. Define LIBRARY_LOG_NAME and LIBRARY_LOG_LEVEL.
* 3. Include the header file "logging_stack.h".
*/

/* Include header that defines log levels. */
#include "logging_levels.h"

/* Configure name and log level for the OTA library. */
#ifndef LIBRARY_LOG_NAME
#define LIBRARY_LOG_NAME "OTA"
#endif
#ifndef LIBRARY_LOG_LEVEL
#define LIBRARY_LOG_LEVEL LOG_INFO

4
0%
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o
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https://github.com/aws/amazon-freertos/blob/main/vendors/pc/boards/windows/aws_demos/config_files/ota_config.h
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#endif
#include "logging_stack.h"

/************ End O-F logging configuration ****************/
A = .
° é§-r ;1¢§ %57f.

/** * @brief Size of the file data block message (excluding the header). */
#define otaconfigFILE_BLOCK_SIZE ( 1UL << otaconfigLOG2_FILE_BLOCK_SIZE )

I} ota_demo_config.h7} ZE ME 2IFZ M L o Z2|#H 0|M M1 Zto| OTA HIZ2of| Ee 3t
.|

demos/include/aws_ota_codesigner_certificate.holA ZHo|&
ota_demo_config.h7} signingcredentialSIGNING_CERTIFICATE_PEMO]
otapalconfigCODE_SIGNING_CERTIFICATEZ O|S LIRS PAL ItUOIAM CHS 1 ZE0| A

A28 & &L

static const char codeSigningCertificatePEM[] = otapalconfigCODE_SIGNING_CERTIFICATE;

I} aws_ota_codesigner_certificate.h7} AKX ER&LICH

« O 2 APP_VERSION_BUILD, APP_VERSION_MINOR, APP_VERSION_MAJORO]|
ota_demo_config.holl F7IEIRI&LICH HE HE 7t S0{ /U= O™ mpUo| MHEIRA&LICHOA:
tests/include/aws_application_version.h, libraries/c_sdk/standard/common/
include/iot_appversion32.h, demos/demo_runner/aws_demo_version.c).

OTA PAL EHIAE B3 AtE

jo

« 'Full_OTA Agent' EIAE O F Y 2& & opd
Ol ZM&LICt O|E EHIAEE= OTAZIOIEEEIE CHY SR
eit&LICH O|X| OTA Eto|EZ{2[ol= OTA E2|ZX|EE2[0f A
|22 O|EHIAE OF2 ¢ O|4 ER5HK| §f&LICH

M7 E&LICE o|™ol= AS0| Ol HIAE O&
A HO H OTA PAL ZE0f8t 28T X|

ARl HA EHAE He7t MS

>0

ok

« 'Full OTA_CBOR' 2! 'Quarantine. OTA_CBOR"EHIAE O£ 2! D E ptad otele [7HZH&LICt. o]
et E|IAEE HS HAES| YR T ofdLICt Ol E|IAENM CHE 7|s2 &XH OTA 2= X|E 2|0
MEIAEL|T U&LICH
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EIAE mg Zlo|2 22| CI-E{2|0i A tests/integration_tests/ota_pal CIEE{Z|Z O]

si&Lct.

OTA PAL ZAZ E|AET} 20|22 22| API v3.0.02 AL TS UO|0|E LR &LICH.

OTA PALHAEJI HAEE FZE MY QB Mo M ASHE HHE LM O|ERHELICE O|FTo]
= IZE ME 20 2152 {ft M &l Aol URELICH A HE Q| 2tolEHE {2l M= o Of4

:LE"XI of&LICH E|AE F=0|ME 0| #4527} ota_pal.coll Ho|z|ofof L|C} Zt2 ZSHEH

OTA 7+ mteloi| Ho|E o3 2o & E L|Ct

Ma2AE

Ol MZEIAEE A8 35toq Oto|aef|oldof|l ERE BHAE W21 U=X| gL/t

ota pal port Z2| O|§ 2 ota0llA{ ota_pal_for_awsZ O|O|EFLICt.

I A=t 7Is0| Z&El ota_pal.h TItAUS FIteLICH oA ota_pal.h T2 GitHub&
SEX S
74 o F7h
- It O|F 2 aws_ota_agent_config.holM ota_config.hZ HZE(E= d)Lict
- F7h

otaconfigFILE_BLOCK_SIZE ( 1lUL << otaconfiglLOG2_FILE_BLOCK_SIZE )

ot

s X

#include "ota_demo_config.h"

fjo

« @ U2 aws_test config EEH0| SASID ota_demo_config.ho| Z & &=
aws_test_ota_config.h& H-ELICH
« ota_demo_config.h IS F7}&fLICtH

« aws_test_ota config h TS F7+gct

ota_pal.c2 Ct31 20| HEgrLCt

- ZE EF2 24 OTAEIO|ER{E| It O|F 2 2 YOl|o|EFLCH.

- DEFINE_OTA_METHOD_NAME DH3 2 & X|7H& Lt

« OTAPAL &9 MEE Holo|EFLICH

- It HEIAE H0| O|§ 2 CHM pFileContextE YO|O|EFLICH

« OTA_FileContext_t #+ZA| L 2 E & H+-E LOO|EFLICE
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« cOTA_JSON_FileSignatureKeyZ OTA_JsonFileSignatureKeyZ iC|O|EEfLICE

« OTA_PAL_ImageState_t 2! Ota_ImageState_t R YUOIO|EF LI

- 2 L 212 dollo|EgLICE,

2 MBS Q4 i3 2 & UCl|o|EgfLcH

« signingcredentialSIGNING_CERTIFICATE_PEME
otapalconfigCODE_SIGNING_CERTIFICATEE CiO|EgfLICt.

=
> Ho
o
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oN

a2

mjo

- otaPal_CheckFileSignature %! otaPal_ReadAndAssumeCertificate &< FA4E2 A
O|ERfLICt.
« CMakelLists.txt I}E AUO|O|EELICEH

- IDE Z2HMEE AO|0|EEL|Ct.
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