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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:
TCP Ports 88, 135, 389, 445, 464, 636,
3268, 3269,9389,49152-65535
UDP Ports 88,123, 389,464
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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22 A2 5HAIAIL.

PS C:\> Import-Module ActiveDirectory

HAE HHO| L7 E HHEHsIH
PS C:\> Install-WindowsFeature RSAT-AD-PowerShell
5. OS2 TS ALSstod WEYD A E7E Oe2c U
PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"
6. CIZ BHES ALS5toq zip ThUS HEYELICH
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"
2 X Ml Mod| F=7HgH LIt
Hetn ChE BHE A5t A4

AmazonFSxADValidation 2=
PS C:\> Import-Module .\AmazonFSxADValidation
SN PN/ ERE

8.
SgFLct.
x4{0| 0474
e - =

$ADControllerIp = '10.0.75.243"'
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Astod o
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==

$Result =
CI=S of|Xl= E|AE &34

=
PS C:\AmazonFSxADValidation> $Result
Value

Name
TcpDetails
authentication}, @{Port=135; Resul
2{of CHEt 12 A3

HEE

Active Directory T=H|2!
Test-FSxADControllerConnection -ADControllerIp $ADControllerIp
Zu

{@{Port=88; Result=Listening; Description=Kerberos
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Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)
389 Listening Lightweight Directory Access Protocol (LDAP)
445 Listening Directory Services SMB file sharing
464 Listening Kerberos Change/Set password
636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

CHS olxlE BHIAEE dldlsto] Aufet ZntE HEoiFx= ZLict

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -

ADControllerIp $ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

Active Directory ZHQl ZAE Z&{of L3t 42 HAS 49
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PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx
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FSx for Windows File Server port requirements

You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

88, 123, 389, 464

88, 135, 389, 445, 464, 636,
3268, 3269, 9389, 4915265535

/5

Active Directory
domain controller

FSxa

- F

DNS server

N

FSx for Windows

L]

SMB client

N

ChS Eo|S0le 24 ZEQ|

Z2EZ ZE
TCP/UDP 53

TCP/UDP 88

TCP/UDP 464
TCP/UDP 389
UDP 123
TCP 135
TCP 445
TCP 636

=

Administrator

A& LICH

LDAP(Lightweight Directory Access Protocol)

NTP(Network Time Protocol)

Lightweight Directory Access Protocol over TLS/SSL(L

DAPS)
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ZIZEZ IE s

TCP 3268 Microsoft 22 721

TCP 3269 SSL2 &t Microsoft 22 7IEH 21

TCP 5985 WinRM 2.0(Microsoft Windows Remote Management)

TCP 9389 olo|a2AZE HE|L C|AE{Z| DS ¥ AHH|A,
PowerShell

TCP 49,152~65,535 RPCE YAl ZE

_I

Kol MEEl= YatHol s ¢rIE[=X] ERlstM .

Oledet Eei=E 7= 0] Z Active Directory =2 ZHEE 21, DNS Mt X FSx 20| E, FSx 22

/A Important
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OF &fL|Ct.

mjo
3|_'
00
2.'='

(® Note
VPC HER{3 ACLE A8 dtE B FSx It A|ARIS| S% X E(49152~65535)& S¢&f Of
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/A Important
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T AlAEO| HET QIE{H 0| A0 CHE Ol RUFEE Bt T8 A A

010 O} RHI2E EiE FEIS M835to Bt OE S F4st= W0l E&LCH o|2{$t
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£ 2ot 35 LHo| A2 5{835Hok &FLICt Amazon FSx It A|AEIO| Et2d™ | E Q3 QIE{H 0|A S}
A7 VPCO) 0] Ot TBE MBEHLICH RAIE LB S Amazon VPCE ALS H THel AL OfklA
MNo{ EHHE HESIMAIR

Active Directory 7t A&

Active Directory0l| Z= Q18 FSx for Windows File Server I+ A|AEIS 44517 T0i Amazon FSx
Active Directory 45 =7 & A2 3104 Active Directory A& HASsH= 20| E&LICH Active
Directory Tt 2 M3 2 ZE52{™ ofRHIR2E QI e4Z0| E gfLct,

Active Directory 4 HAS

1. FSx for Windows File Server T+ A|AE0]| At & S8 Amazon VPC E9F OE U &
st MEYo| A Amazon EC2 Windows QIAEIAE A|EELICH EC2 QIAE A EHRF
AmazonEC2ReadOnlyAccess IAM T&H0| A=X| & QISHAMIL. IAM HE A|Z | 0|EHE AHE 504
EC2 QIAFA HE MEH2 ?:'.'é%* £ QU&LICH REMIEH LI 2 1AM AL MEMO| IAM HX AIE

HlOIEZE IAM M HAEE XM L.

2. EC2 Windows 2IAEHAE Active Directoryoﬂ A QlghL|ct. RtAM|EH LHE 2 AWS Directory Service
22| LM 2| Windows RQIAEIA =5 T I8 A XFHAL.

3. EC2 QAR A AZAELICEH REAM|IEH LI 2 Amazon EC2 AFE A M 2| Windows RIAE A0 ¢4
A2 &XFIAAIR,

4. EC2 QIAEAON|M Windows PowerShell & (Z2|AF Heto 2 AS AF2) € LCt

Windows& Z4= Active Directory PowerShell 2 & 0| Mx|E[0{ U=X| HAESZ{H OIS HAE
HHS ALStAAIR.

PS C:\> Import-Module ActiveDirectory

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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5. LIS BBES MEsto{ HERIR AS =7 E L2 =8 LCHL

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. CtS BHES AE5t0d zip LS SFELICH

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"
7. AmazonFSxADValidation 2EE #Al MMoi FItEFLICH

PS C:\> Import-Module .\AmazonFSxADValidation

Bl

mE

8t B4 E o MAshL|C}.

S =TT

8. C}

1jo

* Active Directory =HI@! O|&(DOMAINNAME . COM)
- OS2 M & 5tLHE AF83510d MH|A HH €358 $Credential 24X E EHIELICH

- CHEtE YAoz 2ot 215 A E ddstedH Chs BB S AASELICH

$Credential = Get-Credential

« AWS Secrets Manager ZIAA S AR50 A1 S A SE MAIsi2{H CHS HHS AI2e
L|CF.

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

« DNS AMH{ IP &2 (IP_ADDRESS_1, IP_ADDRESS_2)

« Amazon FSx I}t A|ARIE MMSIE{=E MEUIS| MEU ID(M: SUBNET_1, SUBNET_2, 0 Al:
subnet-04431191671ac@d19).

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
Active Directory 7+ AS 62
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DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2')

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential

}

9. (ME ALY REY AA =7 E A¥st7] Mol & E README . md It o| X|Foi| e =% 714
CH?| DomainControllersMaxCount, 2/ 2E! ZEZ|XF 2 &S MAetD MHIA AN HEt AZ S &4
shehLct.

(® Note
2 MM 7F G047t ol ZZR Domain Admins & O|E0| CELICH 0 E S0, =™ A
OS H™O|MH 1 & Ol Administrateurs du domaine®lLICH Zt2 XIHSHX| gt

@ 7|2 Domain Admins I O|20| AFR S| T} AJAE AAd0| AlmjetLct

Test-FSxADConfiguration @FSxADValidationAxgs

PS C:\> $Result

11. CIS2 EHAEN H3& Z2uto| of &lL|Ct.

Test 1 - Validate EC2 Subnets ...
Test 17 - Validate 'Delete Computer Objects' permission ...
Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0
PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0
OS2 ElAE0 2F7F g 2ol of &iLCh.

Test 1 - Validate EC2 Subnets ...
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Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 C(CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac@dl9 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d1l9 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}
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PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0
SEHAAETE AME M 241 = 77 HMee E2, 24 AL EF IF(X]
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Active Directory0i| CHEF CtH& MEE A3 LCt

- 2Z7|0|A Microsoft Active Directory C|ZE{Z| 0| H8HEl =HIQ! O|E.

(® Note
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports

88,135, 389, 445, 464, 636,
3268, 3269, 9389, 49152-65535
88,123,389, 464

UDP Ports
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Updates

1 &
Update type Target value Status Progress % Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
XtA| 228 Active Directory (C|0|E Q| B2, OIS HEE = &= U&LCH
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XHElE fE2 o3 ZaLUo
* DNS MH IP =&
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2 APIS At 504 YC|0|ES BLIE{>IEHLICH AWS CLI .

describe-file-systems AWS CLI B30} A|AE] APl XS ALE5H04 TS QI u} A|AH AH|0|E
QM2 B FL|E{ZE £ Q)& L|Ct DescribeFile AdministrativeActions HiQdof 2+ &2 &
S0 cist 7+ 222 UO|0|E & 107071 LIFEE LIC.

CtS 0= describe-file-systems CLI B 2| SE oM & #|et RtA| 221 Active Directory I A[AE
AHo|E F JHE EoiELICt.

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694766.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "serviceUser",

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {

"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"DnsIps": [

"10.0.138.161"

iy

"FailureDetails": {
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"Message": "Failure details message."

1,
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c. CIS 3ol AZEE M=stod AHlSELICH

d. CHS o2t Z 0l Amazon FSx AMH|A 7ol CHE Microsoft Active Directory(AD) £t @15
HEE adgtLct O oS 448 MEFLIC

Enter your name and password for the server
m “amznfsxw4anmybn.example.com”,
PSS,

Connect As: Guest
© Registered User

Name: admin

Password: ‘ooo.-ooo.{ |

Remember this password in my keychain
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mount_smbfs //file_system_dns_name/file_share mount_point

Amazon FSx 2&0{ M Windows It Y AMH, HIE3 & EotS MEHSI0{DNS 0|2 & E = U
&LIC}H CreateFileSystem EE= DescribeFileSystems API 2f10| SEOME &S £+ Q!
&Lct.

- AWS Z2|& Microsoft Active Directory0l| Q1A El T AZ Tt A|ARIO| ZF2 DNS O|&2 C}
S Z&Lct

fs-0123456789abcdef@.ad-domain.com
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« //file_system_dns_name/file_share - Ot2EE It A|AEHIO| DNS O|E1t SR E K|
K-I%I-L_||:_|.
oH .

« mount_point - It AARIZ OIR2ESE{= EC2 IAE A O] C|HE2[IL|CEH

Amazon EC2 Linux QIAEIAN Il 2& OIRE

=
Active Directory01| ZRIE[7HLE ZQIE|X| 282 Amazon EC2 Linux QIAEI A0 FSx for Windows File
Server I IRE OIREE = UA&LICH
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Active Directory0ll 21Z2El Amazon EC2 Linux QIAEAN I SR OIRKE
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1. A" ZQIEC2 Linux QIAEIAE Microsoft Active Directory0l| Ot &l ZQI5t x| &t 2 Z<2 AWS
Directory Service Z 2| oFHLHAM Q] Linux QIAEIA =5 012 XM L.

2. EC2 Linux QIAEIAO] AZATLICH RHAMIEH LIE 2 Amazon EC2 AHE ABA Q] Linux IAEAO]
HEE FERSAAR.

3. CI= BHE 4AG0 cifs-utils WF(X|E MEXIELICE O] I{F|X|= Linux0| Al Amazon FSx2t
Z2 UHERI ot A|ARE ORESHe ol ASELICH

$ sudo yum install cifs-utils
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SE ZQIE C|HEZ| /mnt/Fsx=S MAEtLICt 047]|0] Amazon FSx I} A|AEIZ OIRE
A& LT

A
T AA

o>

$ sudo mkdir -p /mnt/fsx

5. CIS WA AFR 5109 kerberosZ QS & LICH

$ sudo mount -t cifs //file_system dns_name/file_share mount_point --verbose -o
vers=SMB_version,sec=kxb5, cruid=ad_user,xsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=nc
file-server-Ip
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« Kb 22l Active Directory0oll @1Z2E! B AZ T A|AE] 2 CHE AZ T A|AEIS| B2
DNS O|§2 CtS 1t Z&Lct

amznfsxaallbb22.ad-domain.com

CIFSMaxBufSizel| gf& MM §1&35t= x| 2t 2 HIELICH Z|CH 2t 2 7] I8l CHS
BES et

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£240| | H{ 37|17} 130048 E EoiFL|CI.
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$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui
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« //file_system_dns_name/file_share - OI2EE It A|AEIO| DNS O|E1 SR E XY
L|Ct.
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« mount_point - It AARIZ OIR2ESE{= EC2 IAE A O] C|HE2[IL|CEH

« -t cifs vers=SMB_version- LU A|AE REE CIFS Y SMB Z2ZEZ HTEHSZE X|™eL|
Ct. Amazon FSx for Windows File Server= SMB H{7&1 2.0~3.1.18 K| &L|Ct.

« sec=krb5 - 2150 Kerberos HHX 58 A5t 5 K|™ELICE

« cache=cache_mode - FHAl REE MHELICI. CIFS FHA| SM2 50| Q&2 0|E = Y22
7 Al Q3 2 =0 7}& Aetet MAXME HIAESHD Linux MBEME AESHOF 8HL|C} 1oose SMe
ZZEZ o|0| MAH 7t =&35t0 OIO|E 2UX|7I Y HE &= U282 strict £ none SME ©

ek

« cruid=ad_user - 2ot Q15 HE F|A| AR KI2| uidE

O - =
/mnt/fsx - EC2 QIARIAN|M Amazon FSx It Y SR 2| OIRE X|™M2 X[HELICt.
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« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - 17| & M7| HI{ 37|E CIFS Z2EEZ
ol &8t =Tt 2 RI™HELICH CIFSMaxBufSizel| 2t 7HH0IM s85tE =ICH gt 2
HHELICH S H3 2 4%5l0d CIFSMaxBufSizel| Z2tE AN ELICH.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£240| 2[cH HIH 27|17} 1300482 E0{F L|C}.
« ip=preferred-file-server-Ip-CH& IP FAE TtU A|ARIS| 7|2 THY MHHO| CH& IP =4
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Active Directory0l| 21Z2°El Amazon EC2 Linux QIAE A0 Tt SR Of
£ Active Directory(AD)0| ZQIE|X| &2 Amazon EC2 Linux QIAEI A0 Amazon FSx It
2ESLICH ADO| ZQIE|X| 882 EC2 Linux QIAEIAO| AR ZEIO|8! IP TAE AFE5H04
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oMol M= NTLM Q15 AFE&FLIC} FSx for Windows File Server I A|AEIO| Z= Q1 E! Microsoft
Active Directory =H[R10| QI AIEAIE Tt U A|ARE OFR2EELICEH AL HHo| 2ot QIE
HE &= EC2 QAEHANM MMt creds. txt HIAE 2 M3 ELICE O] IHof= AAEXS| AHS
At Ol§, &5 L =H2lo| E04 JU&LICE.

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM
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Amazon Linux EC2 QIAEIAO| A|ZF Gl 1 M

1. Amazon EC2 2&£8 AF%%N# Amazon Linux EC2 QIAEIAE A|ZHEFLICEH RIM|EH LIE 2
Amazon EC2 AI& MEMO| QIAEA Al2tE &Z oPél)\l_‘P_.

2. Amazon Linux EC2 QIAEIAOf A AEL|C} RIM|IEH LIE 2 Amazon EC2 AFE AHAM Q| Linux ¢!
AEIAO QIZE FHESIAMAIR

3. C}= mais Alstistod les utils EHZ|X|E MAx[gLICt O] T{Z|X|= Linux0 A Amazon FSx2t
€2 UHEXZ ot A|AEE 02 Est= ol ASELICH

$ sudo yum install cifs-utils

4. Amazon FSx I} A|AEIE OIREE /mnt/fsxx OI2E ZQIEE MMEHLIC.

$ sudo mkdir -p /mnt/fsx

5. O|™of| EAIE HAIZ AF23510d /home/ec2-user CIEE{Z|0] creds.txt E9F 15 ms M
AefLict.

6. CI3 BAB2 A0 A SRHAFAHD Tt US 117 £ = QEF creds. txt It HES MY
%I-L_||:|.
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$ chmod 700 creds.txt
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Active Directory0ll ZQISIX| f2 Il BRFE Zelo|8! IP FAE AFE35t0 OFREELICEH
Amazon FSx 28 M °P04 HEXZ 2 2ot &of U= 7|18 Tt M IP FAHM T AlA
E-||O| .u.El.olI:lI P = _'_ Fx:lg o/!ﬁ

2. CH3 BES MEstod ot AlAEE Dt2EFLICH

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -o vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

CIFSMaxBufSizel| Z2t& 70X s1&st= z[CH 22 = HhELICH Z(cH 242 27| flal T
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$ modinfo cifs | grep CIFSMaxBufSize
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parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£=0| =|cH HI{ 277} 1300484 S E0{ELICH
3. CIFS Y A|ARpt ghetstE CFE Y S Adsto] Tk A|AEO| M2 E XA = X| & IFLICH

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA
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« //file-system-IP-address/file_share - OIRESI=
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e -t cifs vers=SMB_version- It A|AER REES CIFS 2 SMB Z2ZEZ TS Z X[HE L
Ct. Amazon FSx for Windows File Server= SMB {7 2.0~3.1.18 X|2&fL|Ct.

« sec=ntlmsspi - 2150l NT LAN Manager Security Support Provider Interface(NTLMSSPI)& A&
St S K™ .%.*LIEL
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« cache=cache_mode - 7|A| REE 12 |
7{d 2l 32 cof 7pE HMetet MM Eﬂééﬁhﬂ_ Linux *E*%UH% HAEsHok
Z2EZ o|0| MH7F =&35l0od o|o|E 84 x|7f &t
aretct.

« cred=/home/ec2-user/creds.txt - AFEX

« /mnt/fsx - EC2 QIAEIA0|M Amazon FSx I

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - 817
oM 3&5tE ZICHZIS 2 RI'E-LICH CIFSMaxBufSizell Z
HF2L|Ct CFS Had2 A35t04 CIFSMaxBufSizeo| gt ZAXsHL|Ct.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:

16384 Range: 8192 to 130048 (uint)
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Active Directory0l] ZQIZ|X| &2 Amazon Linux EC2 QAR A0 I} SR
s ORE

H

FSx for Windows File Server It &)= 02 EE Amazon EC2 Linux IAEA T M2 &= molct

ASoZ OIREE 4+ USLICH A5 Z OIRESIEd™H EC2 QIAEIA Q| /etc/fstab I &5
FItStMIL. /etc/fstab TtUol= Tt A|AROl CHEF HE It S0{ UELICH QIATA AlZF Fof &
#T]= mount -a BB Jetc/fstab Tt LIPE Tt U A|AEIZ DIR2EFLICE

Active Directory0l] ZQIE|X| &f2 Amazon EC2 Linux QIAEIAO| AR ZElO|H! IP FAE
FSx for Windows File Server It 2 SRt Ot EE = U &LICE Amazon FSx 2£ & AI&35t0o{ WE
|3 2 2ot Blof = 718 T M IP A0 ot A|ARIS| Zetol8l IP FAE 7THKE = UE

LICH.

CHS ™A= Microsoft NTLM 215 AFEEHLICH FSx for Windows File Server IF A|AEI0] ZQIE
Microsoft Active Directory =M1 Rl AFSXIE Tt AAREZ OFR2EFLICH AFS AL HH Q|
Hot olE ME = creds. txt HIAE ol MSELICH o IHAol= AFE XS AHEX} O, &3 &
T HRlol &0 AU&LICH.

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

Active Directory0ll ZQIZ|X| &£ 2 Amazon Linux EC2 QIAEI A I} S 7 XS OIRE

Amazon Linux EC2 QIAEIAO| AlZF 4l 717

1. Amazon EC2 Z& & Al&3t0{ Amazon Linux EC2 QIAEAE AIZFEFLICH RHAIE LIS
Amazon EC2 AH8 HEMO| QIAEIA A[ZFS FXRFAAIR.

2. QIAEAO AZFLICH XFMIEH L8 2 Amazon EC2 AFHE AHEA Q| Linux QIAEIAN S &

3. CIS HWAHS AFt0d cifs-utils WF7|X|E Mx|ELIC} O] 7 |X|= Linux0llA Amazon FSx2}
e HESRT ot AARE ORESE ol AFEELICH

$ sudo yum install cifs-utils

4. /mnt/fsx C|HE{E|E PHSLICE 097|0fl Amazon FSx It A|AEIE OIREE 4 2l&LCt
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5.
6.

$ sudo mkdir /mnt/fsx

/home/ec2-user C|HE|Z|0 creds.txt 2ot Q15 ME me MAdsh|ct.
Ct2 BES A0 ASAHARANE IHUS 218 = UL T ot HeEtS A™FLICH

$ sudo chmod 700 creds.txt

ot A&’ XIS OF2E
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Active Directory0ll ZQI5tX| ot2 1l ZRE Zalo|8! IP TAS ME5l0{ AI522 OIREF L
Ct. Amazon FSx 2 &2 AL&35t0{ HERT & Hot o = 7|8 T ME IP FA0AM ot
AAEIO| ZEIO|H! IP TAE 71X £ A& LCH

=S
ZZIO|ELIP FAE M85t It SRE RS2 E OI2EsIE{H /etc/fstab LU0 LIS E2
FItStAAIL.

//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi, cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

CIFSMaxBufSizel| kg 70l M s1&st= zICcH 222 dHhEL|CH Z|CH
TEES A/t

7] 28l CH=
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$ modinfo cifs | grep CIFSMaxBufSize

parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£240| Z|CH HIH 37|7} 1300482 Eo{FLIC}.
all' & 'verbose' M1t &7 'fake 'S M2 AFE35I0d mount HHE A OEM fstab &5

o
HAESLIC

$ sudo mount -fav

home/ec2-user/fsx : successfully mounted
Iy IRE OI2ESIE

1T4 Amazon EC2 QIAEAE YR EIELICE.
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=
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$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

O| ARtOIA /etc/fstab Tholl FIHE &2 XIHE A™HAM CHS ZrdS s ELICH

- //file-system-IP-address/file_share - OF2 ESH= Amazon FSx T} A|ARIO| P F
A9 SFE XYL

« /mnt/fsx - EC2 2IAEAO0|AM Amazon FSx It A|AEIO| OIRE X|™HE K|HELICEH
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It MO HEAE ol M BEIR Hetez AMe MESFFLICH 2E|XF PowerShell
2 WindowsE& LCt.
2. oM CHE B E SmbShares.xml A&5l0 AA Tt MH{o| ot —g—%% 0|2 0| xIHE ool
2 LHEHLICE PowerShell. O] oMo F- & T
Hb& LICH.

2 f

A
to

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

3. Amazon FSx It A|ARIO| Di\share0| A2 22 F:(ALSALS| EEIO|E EXNo] CHEt ZE & X
D:\shareZ CHA|3t04 SmbShares.xml It& TEIEL|CE

4. 7|& 1t 37 74 FSx for Windows File ServerZ 7t A& LICt. CH&F Amazon FSx It AlA

Tt AMEH0f| HMAE &= Q= EEI0|MENM MEE It 37 7482 SAHELICH

JHCHE, O HES AFE5t0 2 7S LICH.
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$shares = Import-Clixml -Path F:\SmbShares.xml

5. CI= 2M = 5tLIE A2 6104 FSx for Windows File Server It MBI I} 2R E MAISHE
O 228t 2ot 015 A E &H|ELCt

$credential = Get-Credential
AWS Secrets Manager 2|A~AE AF&35104 At 3E A E M 5te{H Ch S BHE AFSELCH

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. CISF A3ZEE AE5t0 Il B8 A2 Amazon FSx It Mu{Z 0to|28f|o|MEL|Ct.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value

}

Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsXXXXXXXXxX.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}

DNS £ 4&S Amazon FSxZ 00|14 0|M

FSx for Windows File Server= I+ A|AEIO| L|O|E{0]| HMASHE O| AFEE = UE BEE I AlA
=lof 7|2 ZHQl 0|8 A|AEI(DNS) 0|22 MZEHLICH =3t CHA| DNS O|SE Amazon FSx I Al
AEBIO|DNS oz 743504 5= DNS O|E S AF2504 Y A|AEI0f| HMAE £~ U&LICEH
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DNS HE 2 ArS 6 2 Z2||0[A 0| A Amazon FSxE It AAH AEZ|X|E oto|ad|o|Me m 7|
Z DNS O|& 2 At&3t04 Amazon FSxO|| K& &l CI|O|E{o]| H|& HMAE =~ &LICt O|FE A ot H

Amazon FSx= 0+0|12{|0| & [ DNS O|§ & At&st= =+ = OfEE[F0[ME HH0|EY EHe
7t daLich M o A|AES st T WA M ot AIARIE e W 7|E FSx for Windows
File Server It 2 A|AE0]| DNS EEE HAE + U&LICH LNMEX] & 2ol Zpd A|AH ol %[CH 50

7Ho| DNS EHE 2 AZY & U&LICH RiME HE = DNS £2 2E[2 HESAL.
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Kb, AR EE O|AFHO|Z ZE)Tt

Ct2 X%t= Amazon FSx 24, CLI 2! APIE AF235104 7|ZE FSx for Windows File Server T A|AE!
= = WS MHEELICH oMo M It A|ARIS ZF510{ M I A|AEIE
o = i A

= = =
arilofl CHEH REAIBH LIS S DNS B2 1o AlASof 0173 A

1. https://console.aws.amazon.com/fsx/0l| A Amazon FSx &€& iLIC}.

=
2. I A|ABIOZ 0|535t04 DNS AT 244E Windows It A|AEIS MEHFFLICE.

3. HERZ & Eot oA DNS EE el el M=sto{ DNS HE &2 CHat &AHE L.
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Manage DNS aliases

Associate new DNS aliases

transactions.corp.example.com|

%

Specify up to 50 aliases separated with commas, or put each on a new line.
Assoclate

Current DNS aliases

Q 1 &
DNS name A Status
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary
loss of availability.

2R HE S50 A4e ST SEE ZLIHZE & UELICH SEi7 A8 7ts2= R AR
HEY 0| o AL AZELICHO| ZEMAE 2|0 258201 A2F = US).

DNS HEE 7|Z& ot A|ARD AZ(CLI)

associate-file-system-aliasesCLlI B E = AssociateFileSystemAliasesAPI 242 At
&350 DNS HEE 7|& ud AAH ol AZELICH

=F
=

CtE CLI 23
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X|AE Tt A|AEIDE 04745t |C}
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aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com transfers.corp.example.com

2 Amazon FSx7h Tt A|AEIT dAst= WO HEE HoiELICH

0l0

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
3,
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

o1 S0l HWEo| MEHE ZLIE{R5I2d™ describe-file-system-aliases CLI @&

(DescribeFileSystemAliasesS &8t APl Xt2d) 2 |'9-°*|—|EF Lifecyclel| & 7t0| ‘AL 7t
S'0|™ O|E AI&35t0{ I A|ARI0| HMAE = U&LICHO| ZEM AN E Z|CH 25820 2L F
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T AAE ).
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A
« Amazon FSx& ™&t5t7| &8t =H|
« Kerberos 2!&04 CHEH SPN 74

« Amazon FSx I} A|AEIO| DNS CNAME HZE H|0|E

Amazon FSx T AIABIO 2 HEHg FHI357| QI8H CHa S $3so B Lict
. 8

M

=
* EE= RobocopyE AF&35t01 AWS DataSync /& ItU S7(3tE s LICH AtME HE= 7|£ 1t
Fa

Kerberos 150 CHEF SPN 7+

Amazon FSx0{| M Kerberos 7|gt 21& & ME & &5 3HE AFE5t= XW0| E&LICH Kerberos= IHY
A AR HMASHE SEHO[HEH 7% HEEt 2152 M3 ELICH DNS 43S AL& 310 Amazon
FSx0f| M| A SH= EEH0IE 0| CH3H Kerberos Q152 & 445524 Amazon FSx Tt A|AEI9|
Active Directory Z4FE{ Zi&|0of A DNS &0 siEst= AMH[A 2ot FX| O[&(SPN)2 F7H5HofF &L
Ct.

d

Kerberos 2150= 5 72| &4 SPNO| U&LICH.

HOST/alias
HOST/alias.domain
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0|2 £0{ #H&/0| finance.domain.com®! AL £ 749|

HOST/finance
HOST/finance.domain.com

SPN2 &t #Hoi| 3tLt2| Active Directory A E Z4A|etBt 0148 4= QU&LICH HE THY A|ARI9]
Active Directory Z4E{ Zti&|oi CH3H 74 &l DNS O|& 2| 7|& SPNO| R
AHE SPNE Mdg5t7| ol sHE SPNS AfA[sh ok & LICt.
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OE
x

ChS ™A= 7|& SPNE2 &1, AX|5t 1, Amazon FSx It A|A R O| Active Directory HfFE| ZHE
Qe M SPNE ddstes SHE HFELICH

Ll PowerShell Active Directory 2 &2 A x|524H

-_—

Amazon FSx It A|AEIO| ZQIE[0{ Q= Active Directory0l ZQIE! Windows QAR AN 21
Q%I-L_“:'.
[e—— | .

2. 2|X} PowerShell Heto 2 4L|C}.

w
0

2 BHES AHE5H0{ PowerShell HE|E CIEEE| 282 MAX|ELICEH

Install-WindowsFeature RSAT-AD-PowerShell

()

2= 1 A|AE Q| Active Directory ZFE{ JHAM oM 7|Z DNS HE SPN2 &to} AHA|

|

1. Ctg BHS ME5t0{ 7|E SPNE ZF #&LICH alias_fqdng& DNS 7442 Amazon FSxE
oto[1 3|00l M mH A|ARITE @443 DNS HES 2 HhELCH.

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. CIS X A3 BEE AI23504 0| BEHAHO| A BHEHEl 7| & HOST SPNE2 AHK||EFLICH

« alias_fqgdn2 DNS 7442 Amazon FSxZ 0+O0|Z12|0|A40f| A T A|A ST} 94745 TR
DNS #H&o 2 HtFL|ct.

« file_system_DNS_name2 #& I A|AEIS| DNS O|§ 22 HiELICH.

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@0] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name
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Windows AHS AT A

DNS 442 Amazon FSxZ 00|10 A10) M ThQ! A|AEIDE 94743+ ZF DNS &d%lof| CH3H Of B

3.
HE Er=gLct.
Amazon FSx It A|AEIO| Active Directory 74 E{ 240l SPN ™
1. CIS HYES A&E0{ Amazon FSx It A|AEIO| Al SPNE M&EHLICE

CH oA 23 BIEE AFR35H0{ DNS ZZl0i CHSH A SPNO| P EIRI=R
el EAE SPNQIHOST/alias & HOST/alias_fqdnO| & k[0 Q)

« file_system_DNS_name& Amazon FSx7t It A|AElo] &8t DNS O|E2 2 HtELICH

Amazon FSx 20| I A|AEIO|DNS 0|8 € #o{H mt A|AHIE MEHSH0 T
AAEIS MENSH |} mpY | ME HE ho|x|e| HERZ L Eot 32 MefstL|CH
F

A Edl
[ =<
DescribeFile A|AEl AP| 2t240| 2Eto 2 DNS 0|E 2 712 £ /&LCh

« alias_fqgdn2 DNS 7442 Amazon FSxZ 0+O0|Z12|0|A40f| A T A|A ST} 94745 TR

DNS H&lo 2 HfEL|C}.

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')

[@] .Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-

AdditionalDnsHostname"="$Alias"}
SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note
DNS HEof Ciet SPNO| 3 I A|AEI o] AFE ZA| 2| ADO| U= B Amazon
FSx It A|AEI| CHEE SPN A% 0| %'EHé LICt Z|& SPN ZAM 2 Abxj[of| CHE REAlE
L2 #H& Tt AAEIO[ Active Directory i E{ iAol M 7|E DNS 238 SPN= ot

—
AA MME B ESHML.
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file_system_DNS_nameS Amazon FSx7} It A|AE|0f & T8 DNS 0|22 HPEL—lEP.
Amazon FSx 2& 0| M It A[AEIO| DNS O|§2 FHoE{M Tt Al
S MENS CHS T AAR ME HE Ho[ReHERZ L E

DescribeFile A|AEl AP ZH240f CHEt SEH S Z DNS 0|E € 7IX8 =& U&LICt

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. DNS 742 Amazon FSxZ 0+0|28|0|AM0f| M T A|ARITL 94745 ZF DNS
CHA|S =3t C}

nE

® Note
Active Directory0llAM CH2 It Z2 & H3 ZHX|(GPO)E M504 DNS HEOZ ml AlA
2of ¢1Z5t= 20| ETL Kerberos 218 X ME & A S3HE AI8SIES & = JU&LICH

« NTLM A|EH: ¥4 MHZ L 7he NTLM E 2=
« NTLM A& NTLM 2188 &t ¥ M of|Q| F7}

5: DNS HHZl2 A2 5104 el A|AEl0| HAM AL GPOE A2 35}04

KEMIEH LHE
Kerberos @!

Amazon FSx I} & A|AEIO| DNS CNAME t|ZE 4O|0|E

ot AJAEI0] 2HAH SPNE XA 48 Folle HE I A|AECZ -§. ZlZFDNS B2 EE
Amazon FSx I} A|AEIO| 7|2 DNS O]
shst & olAL|CH

=2 T AAHE

Z!4 PowerShell cmdletg A x|6t24H

1. Amazon FSx It A|AEIO| DNS B2| #EtE 718l 2§29 + 4R AKX AWS (AWS EE2IH
Microsoft Active Directory2| 2|2 T H|2! O|F AIAE E2|Xt, X}A| #2|% Active Directory0il A

oi| cHsH 0|
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Windows A& A&

M

2.
3.

DNS 2| HetS @Idet

AEAN 228 C}.

e |
2| HetE e OHE

KM LHE 2 Amazon EC2 AHE MREM2| Windows QIAEIAO| QIS FHESIAMAIL.

22| X} PowerShell H8to 2 iL|C}.

T HQl 22|kt 2= AFE XL RHA| 2™ Active Directory0ll A DNS 2t
E) o 2l AFEXIZ 7HEl Active Directoryodl 7FEl Windows 2!

o| Mxlo| X|&E +=&5l242 PowerShell DNS A ZE0| ZR&L|Ct CIS HYS AlE5t0o{ A

Algfuct

Install-WindowsFeature RSAT-DNS-Server

7|Z DNS CNAME B|ZE O|0|E

2.

_||o|-

|>
Iu

ChS 23R E= alias_fqdnOil CHEH 7|1&E DNS CNAME BZEE Amazon FSx It A|AE O
5""*E-| A 2 HCO|EFLICH & X| ZFMCHH Amazon FSx It A[AEIO| 7|& DNS O|E 22

T|= DNS & alias_fqdnol CiEt A DNS CNAME SZEE 4-dEL|ct

Al

EEE 4

02

otcdH CHS 1 20| otM| 2.

- alias_fqdng Tt AAEI0]| ¢35t DNS HES 2 HELCt.
- file_system DNS_name2 Amazon FSx7| I} A|AEI0| &8 7|2 DNS O|§ 22 HiE

L|cth.

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0Q]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

Zf DNS E&oi| chslf ofH

rok

DNS #4342 Amazon FSxE 0+O|ZE|0[Mof M o A|A R0l 44

EtHE gt=EhLck

Amazon FSx I}l A|AEIS| DNS CNAME BlZE YH0|E 112


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows AtS A M

FSx for Windows File Servero| A 2| Microsoft SQL Server At

=2

o

T 7+& S (HA) Microsoft SQL Server= YUEHH S 2 Windows Server &0 x| 22{AE{(WSFC)2
024 QIO|E{H[O|A = EO| HHEZE|H, 24t tE= 37 I AEZ[X|0] HAMAE = &LICH FSx for

Windows File Server& 17}24(HA) Microsoft SQL Server HIEZ E st 37 AEEIXIZ AIEE £
Ao, &4 OlolE mtde {st AEZ|X|2F SMB It B3] ZHA| F 7HK| &#H0| Qd&LCH.

AAEH

® Note
&40 Amazon FSx= Microsoft SQL Server IFI(QIAEE ml X758} 7|sS K[H5HK| ot& L
Ct.

SQL AEoi|= SSD AEZ|X| A
=1 XA AlZhof 2IZ e &

£ HEELICH SSD 2 EE|X|= C|O|E{H[ 0| A& Zefet o

2g Ml ol 7t
I2cg20o2 MAHEIALICH

olr

Amazon FSxE Al&3104 SQL Server 17t HiZ 0| SExfMH1l HIE £0|= wgdod cist XA LK
22 AWS AEE|X| EE2O9| 2 HAIES 2 Z5HAMAIL.

« Amazon FSx for Windows File Server& Al-& 5l04 Microsoft SQL Server i Eh&=3}

« AWSO|AMS| 712 SQL Server HIZE |8t H| %|xi3}

« AWS 4l=l OFE4ALRE Amazon FSxE ALE 8t SQL Server Always On HE ZHA 5t

Amazon FSx for Active SQL Server Cl|O|E{ It Y Al

Microsoft SQL Server= SMB It 3R E &4 ClO|H TS| AEZ|X| SMHMO 2 HIZE %'QL—I
Ct. Amazon FSx= X|&MO 2 AL 7HSEHCA) Y SR E X|25H04 SQL Server Ci| O|E{H|O| A

7 AEE[X| MBS0 2MsER&LICH 0243 Y S R= 37 T ClO|E{o| ST ¢io] °”A1|*0H
= SQL Server?t Z2 oHEE[AH0|ME o MAZIRELICH EHY AZ 2 T A|AEI0|MHE CA
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ANEH2 M8 7I5E 7 BHE7|

PowerShell0{| A #4174 ZH2|& Amazon FSx CLIE AI85104 X|SXHOE AL 7HS8HCA) S RE MY
g = U&LICH -ContinuouslyAvailable SME $TrueZ M AEH0) M New-FSxSmbShare
HHE AE5t01 SRE XISH2E M 7I5E SRE KIHELICH M CA 37 Aol CHEt REMIEH

o
=
B2 XEXHo 2 ME 758 (CA) S dd MMEg XM,

-

SMB Ef otz & 74

FSx for Windows File Server@| 2o x| ZZM|A MMol| MHEICHZ CHS AZO| ol x| L mHd
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Amazon Kendra®} &H74 FSx for Windows File Server A2

Amazon Kendra= 01 &5t X|[S2Q AM MHH|AQILICEH FSx for Windows File Server I Al
AEI2 Amazon Kendral| Ci|O|E] AAZ AF25t04 Tt A|AEI0| HEE EAMol z&E HEE Q-]
25t AME £+ Q&LCt.

Amazon Kendra0l| CH3t XFAM|EH LI2 € Amazon Kendra 7HetXF ©HLH A 2] Amazon KendraZt 219l
797 MMS A X 5INQ.

o It A|AEIZ Amazon Kendra Cl|O|E AAZ F 75t whedol| CHE XHAMIEH L& 2 Amazon
Kendra 7H& X} OFLHA Q| Amazon FSx H|O|E{ AA A|Z5H7|(E£)8 R ZSIMIR.

« Amazon Kendra0l Ci8t 7 HE = Amazon Kendra #IAIO|EE & Z5HAMI2.

« Amazon KendraE AI&3504 It A|ABRIE M= & od| CHE AHAIEH LIS 2 AWS 71A & & E
E2719| Amazon FSx for Windows File Server2 Amazon Kendra 7{<E{E A}2 35104 Windows I}
A|AEIO| HIHE O|O|E{E otSHH AMSEH7 |8 & ZsHMIL.

Tl A|AEI Ms

==

FSx for Windows File Server I} & A|AEIS H|O|E| AA R F7}5H Amazon Kendrae= ot A|AE]
ojm U EHE MI|IMel 575 EIE2 3 E25I0{ AM QHAE MM T RX|ELICH (S&S
HAYEE M S7|5 BIEE MEE = U&LICH) Amazon Kendral| O| T HMA SHS2 T A|AEH

of HMABHE AHF YRR o HED OHIVIKIZ T AlAT BlAAE ALSELICH

ok e
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o mde el e A&oletH AEE|X] | HAM|AsHoF 5= 2ol CHs H =2 X

IOPS =& & M3 st= SSD 2EE|X| R ot A|AHEE AEst= Kol E&LILCH
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

C}
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0lo

CHSa Z&Lch

rlo

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

1. O A|AED HEQIZE A= Windows ZAFE! QIAE A0 4Z2SLICT.

2. IYU AAR EE[X 2F o FHH2ZE Windows HFE ClAEAN 218 LICH ol A AWS
Managed Microsoft ADSHE 1§ 2 AWS 2/l FSx Lct XHA| #2213 Microsoft ADO|
Malgd J82 0t AARE HMHE [ 228 flsl X|Het TRl 22|kt E= ASAX[EH O
EolL|ct. REMIEH LIS Amazon EC2 AF2 MEHM Q| Windows QIAEI A0 9122 & Z5HAAIL.

= O
3. CiS BEE MEsIod 7|2 M2 SA dEE dEFLIc

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}
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FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval

2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
27t M U ASK KIE MES SAHR YN Maof CHet AHMIBH LIS 2 AS AL RIE MEP SAHE
U MM MM BESMR
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General Securty Details Previous Versions

Previous versions come from shadow copies, which

& are saved automatically to your computer’s hard disk.
File versions:
Mame Date mu:u:lxi"r'iecl
~ Today (2)
=| staff-minutes0720201% 7/30/2019 1:52 PM
=| staff-minutes07202019 T/30/2019 1:30 PM

Open |*| | PBestore |v

QK Cancel Apph

MEZ SAIE 2E2[X[9] 20 8T HH

Set-FsxShadowStorageAr& At K| PowerShell W2 AF8 504 It A|ABIGM ME SAHEO]

AN8E £ Qe Z) AEEIX| ¥ Ho|gtLICh -MaxsizeEE -Default OH7H 42 AFS 5104 M

T EAES =8 = Us 20 37I8 XIHE = U&LICH E A85HH It A|IAR AEZIX]| 8F 9
Z|CH 10% 7t Default M™EELICE -MaxsizeR! -Default OH7H B4 S U H-ol X|HE + ¢
&LCt.

-MaxsizeE& A835t0{ CtST Z 0| M= SAE AEEX|E Holg = A&LICH

 HIO|E Et®|: Set-FsxShadowStorage -Maxsize 2500000000

- ZZHO|E, HI7tHIO|E, 7|7IHIO|E E= 7|Et EH?|: Set-FsxShadowStorage -Maxsize
(2500MB) EE= Set-FsxShadowStorage -Maxsize (2.5GB)

- A AEE|X|O| BHE&E: Set-FsxShadowStorage -Maxsize "20%"

ME EAHE AE2|X|O| 2|CH 23 MY ”
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« 2 X8t Set-FsxShadowStorage -Maxsize "UNBOUNDED"

-DefaultE AF835t04 Y A|ARIO| Z[CH 10%E AEFHES MR AER|X|IE M52 Set -
FsxShadowStorage -Default® MAHEFLICE 7|2 M AL CHEt REMIEH LI 2 712 MEA
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>

=22 4 x4
S o Eo

FSx for Windows File Server Tt A|ABIIM MESR SAIE AEE|X

or
o
U
L

k0
o

L P =]
> e 0 e
i

M
>
2

1>

|XP OE9 TR ASKE Tt AARDT HERZ @4Z0| 7
|EP ol A AWS Managed Microsoft ADSHE &2 AWS {&El FSx

Microsoft ADMIM s I Tt A|AES MMHE M #2|E fl&l xI™
AF A X agct REMIE LI& 2 Amazon EC2 AHE AEAM 2| Windows

A AL,

K
> om
°

o > >
(=)
rO ]]I'ﬂ
ok
b L

& [ |'|=|
ol
>

1)
_>,i

l'l
n_
FW o E

I.

|
=

ro
MO

m
rQ
u e
>

0| A Windows PowerShell & ¢3L|C}.
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PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

4. OIS BEE A8stod T A|AHI M2 SAHE 2E2|X|7} o|0] 78 Elof /UX| ef2X| &2l

[fs-1234567890abcefl12]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

SME AIE5I0d MER AEE|X[S X2 EEL| 10% B AT ME SAIEC| Z[CH =8 2071
2 M™ELIC} -Default

[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber
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Set-FSxShadowStorage@2& € -MaxShadowCopyNumber OH7H §44=2F & 74 AL 81 1~500 ALO|
O| Zt2 XIH5to I A|ARIM HEEE ZC M SAtE 8 ANEHE = JA&LIcH 722 3

CH MESR EX|2 = g4 3 2 =0 Cisl Microsoftol A &St CHE 20702 AR E|L|C}.
MES SAE AEE|X| B

ot A|AEIO] 2174 PowerShell MA40{ M Get-FsxShadowStorage & AF&3504 I A[A
ROl M= SAIEO| #HM AI&3t U AEEX|Q &2 & = USLICH Tt AARIIM A
PowerShell M|412 A|ZFst= SiHol| CHEt X|RI2 S TSt A|0H0HE FSx CLIE AFS5t= &

PowerShell.

[fs-1234567890abcefl12]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20
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CtZot 20| M= AEE[X| 7280| EAIELICEH

AllocatedSpace— TAH M SAtE0l| 8 E Tt A|AEISO] AEZ|X|] 27| (HIO|E). X{F0d Of
Zt2 oLt

UsedSpace— MT? SAIE0AM TR A5t U= AEE[X| & (HIO|E) MZ0 O Zt2 0L
Ct.

* MaxSpace— MES AEZ|X|E & = U= 20 AEZ|X| 27| (HIO|E). Set-
FsxShadowStorage @HE AI&35t0{ M= SAIE AEE|X|of M= ZELIct

* MaxShadowCopyNumber— It A|ARIO|M ERE = U= 20 ME SAHE == 1~5007H L
Ct.

3717t FEE M AR ZC) AEEIX| & (MaxSpace) Ol TESHHLE AHE SAHE 71 TS E A
CH ME S A2 &= (MaxShadowCopyNumber) Ol & StH OISO 2 MM5t=E M SAIE0| 7HE 2
EHEl M SAHE S CHAMIBLICH UsedSpace 7HE QEfEl MESR SAHES K| pfogiH MER 5
A2 AEEXKIE BELERS{ M M= SAIES XMEE S28 M 37to| J=X| el 3
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@® Note
M SHES XS L= 502 ME8 s AEZX| MEHZE 88 M SAHE &
EZ|X|e| &0| AF2E|LICE ME EAt22 AlZto| X|Hof et 2 7|7} 7AX|H CloudWatch
FreeStorageCapacity X|E0| EAIE ALE 758t AEEIX| S+ FHE 2|0 M SA
2 AEZX| EHK| & 'L (MaxSpace).

MES AR AEBIX], YUY W 2E MZ L SAE AX

7IES RE MER SAHES ZEE ME? SAIE 782 ME2
LICE SAlol ot AAROM MES? SAE 2AEE(XIE HEY 5 JU&LICH

O|Z H| 5t24™ Tt A|AEI O #4734 PowerShell M|440 Remove-FsxShadowStorage WHEE 2%
LICH Tt AJAEOA 23 PowerShell MMAE AlZst= &ol CHEE X|&2 2 B ZsHMAI0OHE
FSx CLIE AFE3t= 28 PowerShell.

[fs-0123456789abcdefl1]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow

Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.

ASXR RE MR SAHE 2™ dd
MES SAHE L™ 2 Microsoft Windows 2| of|ef 24 EZ|HE AFE5t0] M= SAIE0| AHS2 =2
HEsls N7IB RIHLCL MES SAE ARl 2747 of2f 7 218 % closz UNE R
StH ZHE = UELICH MER SAE LE2 8 Hof stLtEF ZXHE = USLICH M= SAE &

Ng SEa P X MES BAE AS2Ixlo] &g MEalor LI

ot A|AEIO|M Set-FsxShadowCopySchedule BHEE AIMSIH 7|E MER SAHE dHE 2F
Ho{&4L|Ct 220/ E AFE{7H UTC AlZHTHol| /= B Windows A|ZtCH & -TimezoneId &M

>
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2 Ar83t0 EE[He| A[ZFEHE X|I™HE = U&LICE Windows AlZtCH £ 58 E2{™ Microsofte| 7|
iva A

2 AlZHCH MBME FHZ5H7LE Windows BE ZEZE|M tzutil /18
X

IS5t MI 2. Windows &

o E2|7{ofl CHEt REMIEH LI 2 Microsoft Windows JHEAH MIE{ dHMO| 2] EE|HE HZEFHAIL.

-Default SME ALEst0{ 7|2 ME? EAP LUHEE WEAH dHE == JU&LICH RtME LI82
718 MEA W AHES A8t ME SAES FEELICH MMEE HRetMR

MERXIE M2 SAHE Y dY

1. Windows 0|2f 2fd EE|7{ MEE M50 ME? SAIE LHHM MHER SAIES M

St
Al7|1E8 ™MolgtLict 27 PowerShell Z4FE{2| a0lA new-scheduledTaskTrigger ™S A

83tod o4 EE[HE HEELICH

CHE GiRIOIME THE B2 U~22Y, 28 64l 2% 6AUTC)M MEP SAHZS 4asts A
S XIH MES =AHE 4

o b OHE
SHX| ot & 7|2XMo 2 A|ZF2 UTCE EAIFELICH

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday, Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday, Friday -at 18:00

2. invoke-command& AM235}04 scriptblock BHS AAELICH O|E A st Y& BHE new-
scheduledTaskTrigger 2t 2 ME P SAIE U™ MHSI= A3 R EJF 2 ELICH &

2lsttie Tt A|ARIQ| Windows &4 FSxFlleSyste m-Remote-PowerShell-Endpoint
PowerShell ?ﬂEiOIEE HE A AL, Amazon FSx 2&, THY A|AR HIE HE 5tHo| L
EQ3 U Hot MM = AP| 2249| DescribeFileSystem 8&0|A Windows Remote
PowerShell IEXQIEE &2 5= Q&LICEH

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

. BFE Windows 0f|2F =4 E2|7Hol| M A|ZICHE X

3. >>IZRIE0NCISE ES Y2510 set-fsxshadowcopyschedule BHEE ALE5t0{ MMER =

AE dEE d™EELCH

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }
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FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday

WeeksInterval : 1
PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

MES SAIE 2dd H7|

o AJAEIO| J7|E ME SAF AHE HEdH 0t A|AEIO| 2723 PowerShell MlA0{AMH CHS HHEE &
248t |Ct Tb Y AAEI|AM 223 PowerShell M4 AlEHsH= whEdof CHEH X|&2
OFE FSx CLIE AIE235t= W' PowerShell.
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M
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>
>
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[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval

2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday

o AJAEIO| 7|2 M SANE Y™ E AMA|siedH Y A|AEIQ| #4Zd PowerShell MA40M CHS &
232 oladst|ct mhel A|AEI0|M 273 PowerShell MM 2 A|&HsH= dhedol CHEF X|EI2 2 2 &5
Al@olOFE FSx CLIE A5t ¥ PowerShell.

[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopySchedule

Confirm
Are you sure you want to perform this action?
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Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow
Copy Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

M SXMES 8522 HM5te{™ ot AAEIO| $47 PowerShell M0 CHS B2 U=dELICEH
ot AAEI0I M B2 PowerShell MM E AlZHste Yol Chet X|22 & X MAI20t0HE FSx
_|

PowerShell.

[fs-0123456789abcdef1]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

ot A|AEI UE 712 ME SAE MEE Eo{H 0t A|AEIO| #4474 PowerShell MAM0|M CIS &
232 Ql2dstL|Ct o A|AEI|AM 2Z PowerShell MM 2 A|ZHSHE ghddof CHEE X122 2 & & 5H4
Alo}tOE FSx CLIE A8 5= &8 PowerShell.

[fs-0123456789abcdef1]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

ot AAEIO| 274 PowerShell M[A0{| A Remove-FsxShadowCopies BHEE AL 50 I A|AE
off U= 7I&E ME SALE 2 StLt o4 AFKIE = eIt ot A|ARI0M 4723 PowerShell A2

AEHsts Widol CHEt XIZ2 8 FESHMAI0OHE FSx CLIE AL&3tE ¥ PowerShell.
CHEDH ZE B4 41 5 SHLHE AIBsto] ARIY MES SAEE R L

e -Oldest= 7}%F QEHEl MME L EALES AFX|SHLIC}

e AlI2 7|1E MER EAES B 5 AFX|EHLICH

ME? SAE 44 138
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BEol stLtel SMEF AEE = ASLICH AXE M
IDE ot 7 X|EetHLE, R El

ot U AAEOM 7t QElE M SHE 2 ArKsied™ oY AIARS| 17 PowerShell MlMoi| CHS
FEe URELIC

[fs-0123456789abcdefl]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow
copy".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted

el AIAEOIM S5 ME SAHES AXsh2AEd T AlATO| #474 PowerShell M40 T g

QIziBfLIC

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF12345678903}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-
EF12345678903}".ID deleted.

I AARIGM 7HE QEfEl M SAHEE S 70t E AMNsHE ™ E7|1 42 ME SAE -
MaxShadowCopyNumber =2 O{7{ B4+§ UO|O|ESMA[R. TB{Lt O] 48 AFE2 A|AEIOIM =
o ME SAEE ASSE AXSHE OFS ME SAHE A-MES OHE Foiot M E L T A|AE
9| 72 PowerShell M[Moi| M Ctg BES AE5HAAIL

[fs-1234567890abcef12]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

MES SAtE AA| 139
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[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation

You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5
latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): vy

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5

£ A%t of2F = x| AWS DataSync

£ Al25}04 Windows File Server® FSx Il A|AEIS HX mlQ A|AEoZ XH7|Zdo 2 AWS
DataSync SMSIES AHEYE = U&SLICE 0| 7|2 2™ L HHZQF I 2 A B|™ HiE 250 Al
28 £ Ql&LIC KHAIE LIS 0] 7t0|E o] AT AFR MTEAM S| AWS AE2|X| MH|A ZF | 0]

T AAH

E &2 HZESAAIRAWS DataSyncE Ar&36t0{ 7| & mUE FSx for Windows File ServerZ 0O}0|

OE =0

7120 4.AWS DataSync
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https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#in-cloud-transfer
https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#in-cloud-transfer
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|C}. Microsoft Windows 118 2| 1 2= AF2 X} IE{m| 0|A

AR #E| S E st YHE HTBEL
(GUI) & AI83stod AR | ffde e = Q&L
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- OtO+E FSx CLIE M&3dt= Y PowerShell

« OfOFE PowerShell FSx $173 Ml A&t

« DNS 3 &z

+ Windows File Server I} & A|ARIE FSxo| 1} 3§ #
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« Oo|E{ &= X7

+ Amazon FSx 2|AA Ef1 x|
» Amazon FSx #X| 2| 7|zZ+ =4

« Amazon FSx I} A|AHE! gH2| 2 Al

OF0}E FSx CLIE AFE 5= & PowerShell

#1724 PowerShell 2|8 Amazon FSx CLIE AF25tT ot A|AE] BE|XF 20| AFE A7} o AlA
B2 #Elg & U&LICH FSx for Windows File Server It A|AEIO|AM #474 PowerShell MM A|Ef
St X CHE A 2T ALg S S F5Hok gL ct.

+ Windows File Server& FSx I} A|AEIT HEQFZE ¢AZAE Windows HAFE QAR A A4E
A Olo.|o|: oI-L||:|.

o I AAE BE|X} 22| TS Z Windows ZFE! QIAEAO E:LO_IE*LIEP g Ar83ste
AWS Managed Microsoft ADAS O|= AWS Y&l FSx E|At & LIC RHA| 22| Microsoft
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(® Note
CHS AZ Tt A|AEIO| 5'% ot A|AEIO| 7|2 It MHHE AF235HE Sotols o4 #2l8
Amazon FSx CLIZt AF2E = U&LICH RIMSt HEE= 718 8l L7 A EFA AZ I CHE AZ
I A|AEIZ BRSNS

2272 ASE e I A|IAEIS| Windows #4123 PowerShell IEZQIEE A& 3H{0F &L
Ct. PowerShell & AWS Management Console A& 35t Tt A|AER ME HE 1 0|X|e| HE
¢33 2ot oM A=EZRIEE 3 E £ U&LICH AWS CLI describe-file-systems&
HE MEB5H SE 0l RemoteAdministrationEndpoint £440| BHEHEIL|CH 29 &t

Bl EZQIEE= 8AIZ amznfsxctlyaalk.ActiveDirectory-DNS-name A& &LICH
(Mlamznfsxctlyaalk.corp.example.com:

=]
=

02
]

7tME

1

Get-CommandcmdletE AF& 304 Ol AFE += = emdlet, B & gd&loi CHEl
Q& LICH PowerShell AFA|EH LI 2 Microsoft Get-Command AEAME & = 5HA

;

LSt OIS 22 AF256104 emdlet2 AF=25H04

I} Invoke-Command A|AEIO| o] CHEH 423 &t
2 PowerSheII CLI2 Amazon FSx CLIE A&t 4= 2

=
= A& LT
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxctlyaalk.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}

Windows File Server& FSx It A|AEIO|AM 0| ZI ¥ PowerShell MM & Al2HstE 2Edod| Cf
Bt X|E2 € HZ=35H4A|I2. olOFE PowerShell FSx #4724 MM A|E}

OFO}E PowerShell FSx &73 MM A|EE

O| & =0 M= Windows File Server& FSx It A0 M 0| ZI 27 PowerShell M[41E2 A|Zt 5t

7| 2Iet x|Elg M3 ELIc

ot A|ARIOIA 74 PowerShell A48 A% 5tE{H

1. I AARS MME o MEis 2{E FSx Administrators Group2| FA3 QI ALERLZ T Al
AR HESIE d4E HFE QAR Ao A LICH

2. ZHAFE QAEA0|M Windows PowerShell & LIt

3. Ol CtS PowerShell 322 21245104 Amazon FSx I+ A|AEIIMH 0| ZI 34 MMHE
LICt 2tE2l5tedE ot AAEIS| Windows $Z Remote-PowerShell-Endpoint PowerShell
A=z QEZ CHAN|SHAAI2. FsxRemoteAdming MM T O|E2Z AFSEFLICH.

PS C:\Users\delegateadmin> entexr-pssession -ComputexrName Remote-PowerShell-Endpoint
-ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef@]: PS>

QIAEA T Amazon FSx Active Directory ZH|QI0f| £351X| b= A2 Ho| ALEX}L AHE 5H2
zd5t2tE MIAIXRIZE EAIELICEH FSx 2 E2lAt & TR AFSALe| Atd -2 l=dgh|ct
QUARATL EH Qo ZRIE B Eot 2152 &SHK| 2 &LICh.

DNS %! #tZ|

FSx for Windows File Server= Tt A|AR| 0| CI|O[E{of| HM|ASHE C| ALEE &= JE ZE THH Al
Ao 7|2 TH Q! OIF AARI(DNS) OIS MSELICH 44245 DNS EE 2 AF8350f IH U A|AH
off HMAE =T U&LICH DNS B2 AE5tH T L ofE2(7 0|2 UHOIEE 2 glol 2
= d|A0M Amazon FSxZ TH A|AR AE2|X|E Oto|a2i|o[4E [ 7|Z DNS O|§ & A3t
01 Amazon FSx0ll MY & O|O|E{0l| H|& HMAE + UELICH RIME HEE 7|&E ItY AERX|E

Amazon FSxZ 0}0|22||0|4M12 & X SIHMIL.

otOhE PowerShell FSx #4174 Al A|= -
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Windows File Server It A|AEIO| A A}
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1 ZHo| stMl2.

1. 7|1& THY A|ARS MABHLICH KtA[E HE = ALS A AIZE 2] 218 & XM
2. S M It A|ARIC 2 SHELICH KtAE HE= # SHE FESAMR
M I A|AEIS AFREH £ Q| EH o] MlMol| MZ2E MEE AF235104 DNS HAI2 A2 35}
0 i U A|ARI| BMAE = &Lt

(® Note
047|0i MA|E HMEE AFHEXI7F MX{ 2 Z Active Directory LIO|AM =45t 1 2|2 DNS S 2 &t
E M85 K| e Ag 71-HELICH ME TIE| DNS S2AE 0f|7|k| o2 SEHS g MA|1Z £
U&LICE.

Amazon FSx&

7=|Oo.|||:||- u_|.o| A|AE“0'|| |:Ho|- DNS E.||=) CE =

ot A|AEIo| ZQI5H2{4= AD T HIQI0| Microsoft DNSE 7|2 DNSZ A& 3t
E%H,u:} ME mE| DNSE AI85tE 4

o AARE YE8 & Amazon FSx It A|AE0| CHEF DNS =2 522 HEdloF &
LICH Tt A|ARIO| AL E SHIE IP FAE *._‘"E—H*%P" dFedofl CHEH XEMIEH LI &2 DNSO| A
SE SHE I AAE P FA ES MMS XML,
M It A|ARE HM5HT ol A T A|ARIE MAE [ 7|E FSx for Windows File Server It
U AAR0| DNS HEE HZE = JUELICH ANMEX] B ol o AARof| Z|CH 50702 DNS HE
2 Hd48g = JUsLct
DNS #H&g m A|AR0]| 445t= X/ 2oz E2t0[21E 7L DNS HES A8 5o T A|ARI0] 0
ZAste{™ Ot BT ~&stof g Lct.
- Kerberos 215 & &35t E 8t MH[A 2ot =X OI.:.(SPN)E T gLt
« Amazon FSx I} A|AEIQ| 7|&2 DNS 0|22 & QI%|= DNS &2lof CHE DNS CNAME BIZEE
TS g,
KMEH HE = 914 5: DNS HE 2 AHE 5104 T A|ARI0| HAA S FEFHAML.
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« AKX = - Amazon FSx7} Tt A|AEI0f| A DNS B2l 244 sl{A|5H0d AKXt Q&L
o MM AUl - Amazon FSx7} DNS &2 ul el A|AEID} o488 4~ Q&L

o APK| Alm{ - Amazon FSx7| DNS HZIE m el A|AEI|M 44 SHAE £ s LICH
Kerberos 215 92| DNS & Al

Amazon FSx0| M= & &0 Kerberos 7|8+ 215 & ¢S SHE
ot A|AEIO| HMASHE ECHOIHEAH 7HE oHHE

Amazon FSx I} A|AEIN| HHASHE ECH0|AE 0o CHEH Kerberos 2152 2438588 T AlA
&l o] Active Directory Z4FE{ ZHX{|0fl /= DNS EHZ0f i 5t= SPN (MH|A AL X} O|8) € 435
OF & Lct.

Active Directory2| AFE Zx[of Q= CHE Tt A|AE| e DNS HE2E SPNE F45 82

b AlAEI0| Z4FE Aol SPNE F7}et7| Toll M| STk SPNE M7aHof SLICH. AHMIEH R e
014 5: DNS WIS AS5Hod T AIABIO) HAMAS FESML.

ot AAE L 2ido| DNS EE £ 7|

Amazon FSx 2&, AWS CLI 3! APIE AF&5to{ TR ohed A|AR] 3l Hednt 4ZE DNS EE
g = AELICH Of FHoIME Zhed AAR & #440| DNS ¢ e

. 2& M- THY AIAHS Meistod Y AlAH M K HO|X|IE SUCH WEYD W He
ME

« CLI == API AF2 - describe-file-system-aliases CLI & =& API 24 AL EHLICH.
DescribeFileSystemAliases

sHoqim}t EE4El DNS HElg H ™

- ZE A8 - B FollAM e g MEHE O Ei{s WS MElELICH 29F FolA DNS 3 =
E SLich.

« CLI EE= API Ak& - describe-backups CLI B& == APl 242 AFE & LICt. DescribeBackups

Kerberos@t & 74 DNS ©H3&l AE 146


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
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DNS &2 ot AlAHof 44

O| &S0 M= Windows File Server@ M FSx It A|ARIZ MSHE 445t 7LE, L APIE AWS
Management Console At & 5t0{ AWS CLIHHJ0i| A Tt AARIE e [ DNS HEE 45t
o CHaH ABEELICE.

VI |
rr

13
[«

0
[e]l]

T

M I AlATS M3 1 DNS Hale eidsteie (22)

1. https://console.aws.amazon.com/fsx/0l Al Amazon FSx 2&& L|C}.

2. AIEsh7| Mol T AIAE AN MM MTE A T AAT AN HAHE BHELICH

3. ThY AIAE Aa DFIALO| AAIA - M4 AFE MO A TH AIARIT} Q4748 DNS HAlg
oI-L_||:|.
= .

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. T AAEIO| AR 715 MEN7I &/ MH|A 2o F&|| 0|&(SPN)E F435t 1 &3lof CHEt DNS
CNAME HIZEE YUOIO|EStHLE 2415104 DNS HES AL 5104 T AJAERI0| HAM|AE £ QU
&LICt XtM[EF HE = 944 5: DNS 32 A8 5104 It A|AEI| HMAZ FHZSAML.

M Amazon FSx Tt A|ARIE M4de [ DNS & @Z(CLI)

1. M O U AIARE MME = CreateFileSystemAP| 2240]| Alias £ AF235104 DNS HalE
M ot A|ARIof AZAFLICH

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
rcv.corp.example.com]
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_Alias.html
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x

2. I AAEIO| A8 7Hs SEfTE £ AMH|A 2ot = 0| F(SPN)E T/dst EEoll ek DNS

=2 O
CNAME &= E% UC|O|Edt 7Ll 449501 DNS &2 AFE504 Tt A|ARI0f HMAF =
ELICH KtMIBt ME = ¢4 5: DNS EHE 2 AHE5t04 I A|ARI0| HMHAZ FHEFHAM L.
HHoiZ =S¢ E i DNS H& S F7+etAHLE M7t E{H (CLI)
1. 7|1& T A|AEIO| HHodo A Al T} A|AEIS AHAYSH [ CF2 T ZHO|
CreateFileSystemFromBackupAP| 240 Aliases £ 82 A& = Q& LCt.
o HHQIM QiZAEI D E WAL J|IBEMOoZE A ot A|ABRIDE HAZE L|CH
. Hiodo| HiXIg HESIK| &1 It AARIZ OHER{M Bl MET} Q= Aliases 82 AL &

aws fsx create-file-system-from-backup \
--backup-id backup-0123456789abcdef@
--storage-capacity 2000 \
--storage-type HDD \
--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]

2. IIU A|AEIO| AFE 7Hs HENTF E|H MH|A 2o =X O|§(SPN)2 7+5tn 2&lof CHE DNS
CNAME B ZEE UO|O|E3FH7HLE 4435104 DNS HE 2 AL 5104 I A °

312 Aglof KA £ U
&LICH REAIEE S E 944 5: DNS HES A8 501 IH AIATI0| AMAS BEFHALR.

r

7|& ot A|AEIC| DNS EE 2|

[

o
1o
P
N

& F0{ M= AWS Management Console & AWS CLI & At&35to{ 7|E mtd A|AH0] &
L M 7H5HE Lol CHaH A>EELICH.

Tt AIAE DNS HEE BalsEH (22)

1. https://console.aws.amazon.com/fsx/0l Al Amazon FSx 2& & iL|C}.
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
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2. It A|AEISZ 0[&S5t0{ DNS & zt2[e Windows It A|AEH]

mo
X
m
=
g'l_-
A
[ul

=]
O
3. UHER=z X =k EHolA DNS EE el 22| MEHSo{ DNS HE 2| CH3t & AHE E AR LICH
Manage DNS aliases X

Associate new DNS aliases

transattlnns.mm.example.mnﬂ

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Assoclate
Current DNS aliases
Q 1 &
DNS name & Status
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary
loss of availability.

« DNS 2% o474 Whed - A & o4 A RIol M, ¢4Z25tE4= DNS HE S U=ghLct.
Associate(91Z)E MEHFILICH.

AR HE FSFoM 2elet BE o HEE BELEHTY = UA&LICH SE| M2 nFE +35t0d
A EfE UC|o|EFLICH HEO| It A|ART HAZE[7HLE 042 SHA| == Ol %ICH 2.580] A2 F
L|C}
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4. WOl A8 7t HEi7} I MUl L 0t FA OIB(SPN)E T 552 W] Ch DNS
CNAME B ZEE Yolo|E 5t 7Lt A4d5t04 DNS HES AFS5t0d Tt AlAEof HAAE 4 Q)
SLICH REAIEE B E 944 5: DNS BES A8 5104 THY AIAH0| AMAS BEFHAML.
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FY A|AE (CLI) off @dZ8st= EY

1. associate-file-system-aliasesCLlI & K= AssociateFileSystemAliasesAPl 2 dZ At
&35t0{ DNS HEE 7|&E ot AlARof ZgLICH

b
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ct

Ojo
(1]
M

CLI 23 FHE XIEE Thd AIAET AL

ro

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

0lo

2 Amazon FSx7h Tt A|AEIT dAst= WOl HEE HoiELICH

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

2. describe-file-system-aliasesCLI B& (DescribeFileSystemAliasess &8t API £ ) 2
ArEsto 48 521 HEo| 4EE ZLIEHEE + A&LCH

3. LifecycleO|‘AlE 7t 22 7HKIA EIH(X 2l 2.58 A 2) MH|A E9oF =X 0|§(SPN)2 +
A5t wZ&loi Cie DNS CNAME BHIZEE UOI0|ESHHLE M4d5l0o4 DNS EHElg AFE35tod I
AlAE0f HMAE £ Q&LICH KIME HEE 044 5: DNS E2/2 AL25t04 T} A|AE 0 A

A2 HEHM2.

7|& mt AARIO| DNS EE &2 150


https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html

Amazon FSx for Windows File Server Windows AtS A M

o A[ARI0|AM DNS & E E2lstedH (CLI)

« disassociate-file-system-aliasesCLI @H E&=
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aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com

0l

2 Amazon FSx7h Tt A|AEI0|M 44 sAl|steE EE el SEfE EoiELICH

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

describe-file-system-aliasesCLI @& (DescribeFileSystemAliasess Y&t API 2d) 2
ArEsto{ HEo| MEfE ZLEEELICH HEE AAste O 2| 2.58 0] 2 FELICH

GUI2t Amazon FSx CLIE At&38t0 Windows Tt MEHE FSx TH A
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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https://learn.microsoft.com/en-us/windows/win32/fileio/naming-a-file#naming-conventions
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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New-FSxSmbShare Mo IRE gLt

Remove-FSxSmbShare ey IRE MAHELICH

Get-FSxSmbShare 7|1E ol SRE AAMgLch

Set-FSxSmbShare 3Ro| 488 g™t

Get-FSxSmbShareAccess SO HMA Mo SF(ACL)S AMFLICH

Grant-FSxSmbShareAccess SFEFXIO| HMA Ao &S (ACE)S 72 Eot MYXtol| F7He
L|CF.
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Revoke-FSxSmbShareAccess &12| 2ot MHXI0|A £~EFXIC| 5{& ACEE 25 X|7HELICt.
Block-FSxSmbShareAccess +EIX}IO| 7HE ACEE ER2| 2ot MAHXIof| F7IHELICE.

Unblock-FSxSmbShareAccess 352 2ot MHEXIO|M +~ERIC| 7HE ACEE 25 M HELILCE.

N
L

t dajo| 2719l E2ate nE o
-?(0dl: New-FSxSmbShare -?)2t

4

F M0 Ofet HEE MSELICH of =52 ol HAM|AsHEH
5t
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New-F Share0| At3 5 TE SxSmb

CHS M & §tLHE AF8 5104 FSx for Windows File Server It Y MM It SR E MM o 2
ft Eot 15 AME FEH|ELIC
- CHElYE HAIS 2 HOt Q1B A E ddstedH Cls HES ASFLICHL

$credential = Get-Credential

« AWS Secrets Manager 2|A~AE A&35104 AHE Z3H M E Md5te{H Cfg BB S AASELICH

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

XISHOE AFS TS (CA) 2R 44

474 2|8 Amazon FSx CLIE AF23510{ R[S 2 A8 758 (CA) B RE MME £ UaLch
PowerShell FSx for Windows File Server Ct S AZ T A|AEO|M MAEI CA SRE T MOl F
o{Lt T 7}2440| E&LICH Amazon FSx BF AZ Tt A|ABRI2 Bt & Z2{AE | 2= E/LCH
[EkA B AZ TH U AJAEIO|A M E CA 37E TH0| =X|B 718 80| =X|= L&LICEH -
ContinuouslyAvailable SME $TrueZ M AEH0IM New-FSxSmbShare BEE Ar& 35104
3RE KESHoE A 758t SRE XHEFLICH OS2 CA SRFE HM5t= HE oMl LICH.
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New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share"
-ContinuouslyAvailable $True

ok

Set-FSxSmbShare BE & At&35t0{ 7|& WU 3R] 2| -ContinuouslyAvailable SME =

= A&LIcH

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { get-fsxsmbshare -name share_name }

CA7} & g3t El 42 £3ol= Ct& £0| Z&ELICH

[...]
ContinuouslyAvailable : True
[...]

CA7I 288t xlx| o2 42 E3ole o5 Eo0| & E LI

[...]
ContinuouslyAvailable : False
[...]

7|& oY SR0IM & ME 7SS EE8slcd™ Chg BB S AFSELICH

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { set-fsxsmbshare -name share_name -ContinuouslyAvailable $True}
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https://aws.amazon.com/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
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2l 1 2R O|HE0 CHE AFA|EH LHE 2 Microsoft AHAMHE EESHMIL.

SubjectUserNameHMAE +=&5t= AHEXE LEFLIC

ObjectName M| A S CHA T, EC EE= Tt SR E LIEHLLICEH

o =
ShareNameIl 2l 37 HMAE 5l MAE O|HEON AFSE £+ U&LICEH o o, HEQa 3
S ZHA|o| YA AE ] EventID 51400]| AAJ=lL|Ct,
IpAddressTt Y S-7 O|HIE O CHEH O|HIEE AlZfEH 22t0|HEE LIEHLICH

Keywords(At& 7tS8t <) Tt AHAM[AL Al
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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HMA B HAMA OrAF at
A S8 M7 0x10 %%4420
A/ERIHA 0x20 %%4421
St AFA| 0x40 % %4422
4 17| 0x80 %%4423
&4 M7 0x100 %%A4424
AL 0x10000 %%1537
ACL 27| 0x20000 %%1538
ACL 27| 0x40000 %%1539
AR AT 0x80000 %%1540
57|38 0x100000 %%1541
0x1000000 %%1542
HElo] U&LICH

SHAM|A HOFACL
7tX| =2 o[HIEQ oM ULICH XML2 7t5dE 2lsH &4lo] K|

ChE2 =
x| A& Al O|HIE ID 46600 2ZE LICH
<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-

ASBA-3E3B0328C30D} "' />
<Task>12800</Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated

SystemTime="'2021-05-18T04:51:56.916563800Z2' />

<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>

<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
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<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Data Name='SubjectlLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
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<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

ot AX 23 Al O|HIE ID 46597 2 ZELICH.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar
\event.txt</Data>

<Data Name='HandleId'>0x0</Data><Data

Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>

<Data Name='AccesslList'>%%1537

%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>

<Data Name='ProcessId'>0x4</Data></EventData></Event>

R0 S o] =™ O|HE D 46630| ZZELICH CHS 2 mt ol M H|0|E{E 2= oA L]
CHAccessList %%441601A1 A 71s).

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</

Task><0pcode>0</0Opcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID='6916"'/>
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<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData>< Data

Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandleId'>0x10@lc</Data><Data Name='AccessList'>%%4416

</Data>

<Data Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

CtZ & oM HIO|EE el1 FItet= oM ULICHAccessList %%44170|A {4 7t5).

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandlelId'>0xa38</Data><Data Name='AccesslList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></
EventData></Event>

O|HIE ID 46562 Z4A|0f CH5H & HMATF QEEIRAS S LIEFRLICH CHE dXMoME ZI19E
2ol 2 = 21=0| 2171 20| ObjectName “permtest’Z A|ZHE|QFX|TH Amish A= QI&LICEH
0x8010000000000000
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<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a%9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccessList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%%4416: %%1805
%%4423: %%1811 D:(A;0ICI;0x1301bf;;;AU)
</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

ZHR|ofl CHE #HEto| B =T o|HIE ID 46700 2ZELICE CHS odloi M= AFHE A} “admin”O|
“permtest’2| HetE %5101 “ ObjectName S-1-5-21-658495921-4185342820-3824891517-1113"
SIDO|| HEtE FIIMS S EoiELICE TErE siAdst= EHo ChiEr XEMIE L& 2 Microsoft B M

£ AzstMlR.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>
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<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>@xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data></EventData></Event>

O[HE ID 51402 m ¥ 370l HMAE wiotct =2 ZELICH

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0Opcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z"' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

I 2R £=ZF oM M AT HEEH OHE ID 514571 2Z4EIL|Ct CHS o &= ShareName
“demoshare01"04| CHEt BMH AT HEE[AZ S E0o{ELICE.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
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<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-

A5BA-3E3B0328C30D} "' />

<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>

<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>
<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>

<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>

\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</
Data>

<Data Name='AccesslList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data
Name='AccessReason'>%%1538:

%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

CloudWatch Logs Insights& At&3t04 21 HIO|E{ & AMst= 42 CHS o2k 20| O|HE =M
I g A™E = JUsLct,

fields @message
| filter emessage like /4660/

- £ ot o|F ot LRlsteE ZE O[HE 2|

fields @message
| filter emessage like /event.txt/

CloudWatch Logs Insights # 2| 21040 CHEt XtAI8F L& 2 Amazon Logs AFHE ME XM Q| Logs
Insights& AF& 8t CloudWatch CloudWatch 21 Cl|0|E{ A2 FHZSHAAIL.
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Advanced Security Settings for Users O X

Name: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (v ) Read MNone This felder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

78 HEol= HAAtsttds ol EAIELICH 38 A& AAletedH ol ZHEE 8322 d™st
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/apply-a-basic-audit-policy-on-a-file-or-folder
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Amazon FSx for Windows File Server Windows At

HS AL 50 ZhAF HM|A A PowerShell

Microsoft Windows Set-Acl HHE2 Al2510d RE Tl £ = ZH0 ZEAF SACLE MAE £ &L
Ct. O| ol CHEt RHAIEH LIE 2 Microsoft Set-Acl dHME R XML,

CtE 2 YU# 2| PowerShell B & AFE 610 B QI Aol CHEF Z AL AMAE HEst= of
2LICH O] x| HEE md AlARC| 2F ALEol A =2Eg = J&LIch

$path = "C:\Users\TestUser\Desktop\DemoTest\"

$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"

$InheritType = "ContainerInherit,ObjectInherit"

$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

I A& ZHAR B E|

MZ2 Amazon FSx for Windows File Server I} Y A|AEIZ O
AU&LICH Amazon FSx Z2&£0M T A[ARIS Y H5HH Tt HA|

LICH.
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https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-acl?view=powershell-7.1

Amazon FSx for Windows File Server

Windows A& AT A

o AlAE

® Note

Q0f wat Haly 8T e 48

ol HMA ZHALE X217 20| 32MB/s 0|42l Amazon FSx for Windows File Server It
AAEIOAMEE X[ ELICH T HMA ZEALTE EMSHEl B2 A7 &70] 32MB/s O|EHR!

ot AARIE Y5t AL AO|o|EE +~ Qi&LITh uP | AARIE A5t LM AN EX] E
T A&LIch RME HEE M 8T 2ES Rt L.

"19.'-'

OHS O Th HAA ZHAL E

utok

HE&)

mio
0
fol
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v Auditing - optional
Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).
(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4
Log successful attempts
Log failed attempts
Log access to file shares Info
Log successful attempts
Log failed attempts
4. WU HMA ZAE Eg8stn FdstedH ChEa 2ol gfuict
. T I BCIO] CHE HAMIA 220l AT U AT AT 2US MEBHLICH MstR| oto™
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v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as

Systemn Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts

Log failed attempts
Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs

View and search audit logs in the AWS management

console and run queries on logs using CloudWatch Logs

Insights

Choose a CloudWatch Logs destination

Jaws/fsx/windows

Create new [4

Pricing

Kinesis Data Firehose
Continuously stream audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner

solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

aws fsx create-file-system \
--file-system-type WINDOWS
--storage-capacity 300 \
--subnet-ids subnet-123456

\
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
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--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
FileShareAccessAuditLoglLevel=""SUCCESS_AND_FAILURE", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'
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Network & security Monitoring Administration Backups Updates Tags

File Access Auditing

Log end-user access to files, folders, and file shares

Log access to files and folders Audit event log destination

Log successful attempts: (5 Disabled None
Log failed attempts: ©) Disabled

Log access to file shares

Log successful attempts: (3 Disabled
Log failed attempts: () Disabled
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https://console.aws.amazon.com/fsx/

Amazon FSx for Windows File Server

Windows A& AT A

e o

Manage file access auditing settings X

Log access to files and folders

Amazon FSx can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls {also known as System Access Contol Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares

Amazon FSx can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts
Choose an audit event log destination

Amazon FSx supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwatch Logs Kinesis Data Firehose
View and search audit logs in the AWS Continuously stream audit events to
management console and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDog

for further analysis

Choose a CloudWatch Logs destination

Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

[aws/fsx/windows ¥ | create new [4

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [
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aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html

Amazon FSx for Windows File Server Windows At A

--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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S e Close Open File
All Tasks »
Refresh
Help
< > || £ >
Close this open file
U AABIO|M Y UE 2 E Tt HAS Hoo{H W2 o HEHEAE HRE (04 2
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@@ Shared Folders — O X

File Action View Help
e | 2T 6= H&E

22| Shared Folders (F5-0CCE Open File Accessed By Type
2 zhar.es \SrvsVe Admin Windows
B Jessions ‘\share\Market... user_2 Windows
g Ope : -
Disconnect All Open Files
All Tasks #
View #
Refresh
Export List...
" >
Disconnect a Help

A& A MM E g2l 1S 04= PowerShell G| AFS

U AIABIOIA B4 ALSRF MAS BEISGT TUS o
H H

2174 2|8 Amazon FSx CLIE Al235l04 @ =
e gedg 2dolE {0 of0fE FSx CLIE AFE5tE WY

%= Ql&LICH PowerShell O| CLIE AI2S
PowerShell MM & A XSHMIR.

CISS AIERF A L F2 ot 2E|of AFEE &= U FEL|CH
Command =
Get-FSxSmbSession Il A|AEID 2ted Z2F0|E 7Hod| FAY

M El Server
Message Block(SMB) AM|Mof| CHEt HEE ZAMErLICEH

Close-FSxSmbSession SMB MM2 S &LCt.

Get-FSxSmbOpenFile oI A|AEI| HAZAE Zcto|E]| CHEH ¥2d U= mhdof CHE
MEE AMstLCt.

Close-FSxSmbOpenFile SMB ME{2o| Z2CI0|1E & stLtof CHal ¥ Q)= mhale S
Ct.

Zt HYo| 2l 22 2E B SMol oigt FEE NS ELICH ol =2 of M ASHE{H
-2(0dl: Get-FSxSmbSession -?)2+ &7 H3g A& ELICH.
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CiOIE &5 |7

FSx= Microsoft CllO|E| &5 XM7HE Al&5to 5 HIOIEE AEstn MHE = U= T X[ LICH
CHr 2 CllolE M Eol= && ClolE{7t 5 |o{ /o Clo|E A2 E2|X| H[& 0| Z7FELICE o E S04
M-SRt It U SR0l= 042! AEX7L KT ste SUer ThUo| AHE EE= HTO0| 042 7 /U2 = UE
LICH AZ E Qo] 7 SRolle ettt HEEX| &f= HEO|LHE|7F B o] Zot & + U&LICH

&
2 EO0[HLE M7HE L

7<
==

ot A ARIOAM C|olE &= M7HE &/ d3tstod CIo|E AEEIX| HIES %%‘ = U&LICH H|o|E
S MH7LClolH MES| Z5E FEE & HE K& sto] 5 CIOIEE A5

Ch ClolE &5 MHE M&stH 7IEXMo =z Ho|H & Fo| #4938 tH 5 X1I7-I = OIOIHE &5
stof OB 2 EE|X|| &g HS EY = UELICH OB 8= MHe mt AIARIE X[SX2
AtES At D x[XESHE HWOACIRE ZEMAZ M™YT|H AFE ALt HZEE ZEto|MEN HEE O]
x|x| ek&LICt

CIOIE 8 MHZE d2 £ e AECX| HZ 20t ot 7F 55 & 52| 0| ME EMoil
ot EEtELIcH HE T SRol 49 Yo E HWH 50%~60%7F HAELICH S5 LA AFE L
EMOo| F2 30%~50%, AZEQoq 7Het O|0|E| MIEQ| AL 70%~80%7F MZHELIC o2 MY E
Measure-FSxDedupFileMetadata BE2 AI83l0{ AM 5= XMH HZ 20E SHE = A&
L|Ct.

EY AERX| 2F M HH HIOIE = MHE ALK XIHE = U&Lct o|§ S0 §H 1t
U RFEAHME = MHI MHEIEE FE5HLE AR XH 2] U™ E OtE = JELICH 3=
M7 &2 It MH 2|AAE AH[E = oS 2 of2f HBE Get-FSxDedupStatus BHEE At
835t01 3= M7 2ol 4EHE ZLIERst= Kol E&LICE

HiolE &= A|7{oi CiEt RtAIEH LHE 2 Microsoft2| H|O|Ef = A|7{ o3 dBME HZstML.

(® Note
Cilo[E] 5 M7 ArS 28 Atdlol CHEh 28 A& HZstM|R. ClolE &5 MH HHe o
SMez dst= o 2X7F ddsteE B2 CIolH = MH =4 siE dMHE BEstML.
/A Warning

CloIE &5 X712t &7 £ Robocopy BE2 Aldsts A2 HEEIX| t&LCt o|2{8 &
B2 Chunk Store2| LI|O|E FZ2H0l| &S & =+ 7| WHELICH RHMIEH LIE 2 Microsoft
ClOIE 5 AMH 4% 2848 MYHME &=
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OIO|E{ 2 N|7{ A2 2 Al

CtS2 OlolE &5 X7 AtEod| CHer 23 At ILCH.

LS [N )
t25te o & AlZto| 2E —’F %JQL—I C}. ol AI?_FOI -?-IEEEON SR ot 2 B2 1l
2ol EBEIO| ME W2 ZE oA E|E AlZhof O] Zrdo| AR E|= & o 2 5HAl
- O|O|H %5 XU—I% 2EE £ UCE FSES XM 2F M XMoIF BHO| =E2x-E HEE £
. Microsoft= C|O|E{ 55 M7{E A&35t7| @3 =2 SIo|E 1TBY 1G
% AFo st= 7/2'0| ZE4&LICH Amazon FSx A5 E|O|EE AF835t0 It A|AHIO| X2|T S B+
HZ2|E &2lstod HI2 2| 2lAA7FCO|E 7|0 SE5=5F LIt
« EHAEZXSF ANE S B Hds 2F MNE2 EL = UEE Ol
A X EMOY R e ECoM AHSIEE %X

3tE
27| A 7(Zte 9Ee + U&LICH ZHME L2 HIoIH 85 M7 MMg &xstM.

CIOIE &5 X|7H 22l

2174 22| E /8t Amazon FSx CLIZ AF 5toq I A|AEIO| OB &5 M7HE &EIE = YUsL
C}. PowerShell O] CLIE AIE5lE 8BS otEE{™ ol0tE FSx CLIE AFE5HE 98 PowerShell Al
Mg &XFHMR.

CHS2 CloIE &5 AM7Ho| AFEE + = BELICH

HolH &5 A7+ BH k=

Enable-FSxDedup I ZR 01 A E||0|E'| 55 MHE gdsteLct ool 55 A
HE gM3tstH I1|7-| % Oo|E &E0| 7|EHMo = M3
ELct.

Disable-FSxDedup It SR0lAM Olo|E 55 N7HE H[EGstgLct

Get-FSxDedupConfiguration Z|MSHE It 2|4 Tt 37| Y EE 7|7t &5 M, MelE Tt
2 R UECHE HIRE 585 XA 7 HEE HAMELICH

Set-FSxDedupConfiguration ZHMIE et A DA 37|22
o] 5
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Hole 55 7+ EH HE

Get-FSxDedupStatus S5 N7 dEfE dMstD, oY AAEO| x5t HZ I AFEl,
AlZh 2 ol A|AEIof OFx[a) Efdof CHEH 2t =2 AENE MG =
27| 8 4 TEFLICH

Get-FSxDedupMetadata &5 N7 =235t HEIC|O|EHE AAHE LICY.

Update-FSxDedupStatus ACo|EE Tlo|E &= X7 H& HEE Hitstn AAghL|Ct

Measure-FSxDedupFi Z0 382 ANE 32 Tt A|ARIOM EEE = = &R

leMetadata A2EE|X| 37hE FHst D M LICH mtYol= CHE ECet S
fEl= 830t e 427t Hae, Hlo|lH 55 A7 Elol
25t AXNE HIE ALFLICH

Get-FSxDedupSchedule Al HolEl 55 M7 &S AMEFLct.
New-FSxDedupSchedule ClIO|H 5= M7 €& 2 BHED AFSKF XI-FELICt
Set-FSxDedupSchedule 7| diojlH 55 M7H dHe| 7+ MEHE HAFLICH

Remove-FSxDedupSchedule &5 M7 282 AA|ELICH

Get-FSxDedupJob 2R A SO[HL CHY| SA 2E = MH 2o def 2 ™
=]
Stop-FSxDedupJob stLt ool X|HE ol &5 M7 2SS FATLICH

Zt BHEo| 2RI E U2 2E BH SMof| Cigt X E NS ELICH o] =S 2hof HM|ASHE{H

=
-2(odl: Enable-FSxDedup -?)2} &4 H2S AldlstL
CIOIE &5 M7 &3t

Ct=2 1 20| Enable-FSxDedup ™ E AHE 3104 Amazon FSx for Windows File Server I} & :0f
M OIO|E &5 MHE gdstELct

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }
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CIOIEH &5 MHE g8&st™ 7|8 -8 70| YEELICH ot HEE ALSsto] dHm 78S
(@)

44, =8 A MHE = A&

Disable-FSxDedup BHEE At&3504 It A|ARIO|AM TIO|E &= MHE 25| HIFHsHe = U
&LCt.

CioIE &5 M7 2E 4

CHE ROl B2 7|2 Y™o| & 2S5t X|B St 20| New-FsxDedupSchedule BEE A& 5104
MBS HMH LY BtE & UA&LICH o[ = AM7H LE2 UTC AlZtE AFSELICH

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7

Ol HH2 e 22 EQ 0] A¥E|= CustomOptimizationO|2tE O|§ 9| YU E MA5H0d
M 8A(UTC)H 242 AlZH5tn Z|CH X A[ZH2 7A|ZH0|H, 11 O|F 0= 2Fd0| Hl& A™M =
=

O AMS A RIS B8 M S HE ME Masi
SLICH ASA XI% 55 M g 45| Foj

gyse + A&Loh

Z|HL MAER|= o

2 d™ol| "9l
ol & | %2 E2 712 US|

REEK

OII

CHE T} 20l Set-FsxDedupSchedule B AL 5t04 7|2 52 MH UHS HIgXsE + AUs
LICE.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

Remove-FSxDedupSchedule -Name "ScheduleName" B AF235t0{ 55 A7+ L% *% N 7

& & Ql&LICH 712 BackgroundOptimization 5 M7 Y™ M AL MHE +~ glom CH
A H|g g3t sioF ghuct,

CIOIEH &5 MH 48 =738

CtZ10t 20| Set-FsxDedupSchedule BEE AHE5t0{ 7|1&E 55 M7H dHS =8 = A&t

HolEH &5 MH U™ e 180



Amazon FSx for Windows File Server Windows AtS A M

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days

Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9

}

Ol BH2 €y | A8 Z|= 7|& CustomOptimization YHE £™35l04
M OA|(UTC)ol| 2t d 2 AlZHst Z=|CH X|& A[ZH2 9A|ZHO|H, 11 O|F ol %40

NE=]N= g

M3tot7| Mol 2[4 oY HE 7[7HE £H524™ Set-FSxDedupConfiguration H&E 2

ol

HiolEf &5 XN7HE Astod A Cla3 Sz7te| &2 Eed™ &1t 20| Get-FSxDedupStatus

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83
(® Note
CHS mi2tOlEfol CHEt B SEo| EAIE g2 MEE & 9222 Capacity,,, & 2t2 AHE8H

M o ELICH FreeSpace UsedSpace UnoptimizedSize SavingsRate

ChHe Aol MHE 4513 CloIE| B X7 2xl2l FAA 2ele of3f Jhx|7H &Lt

CIOIE 5= M7H & S5tK| &3
- 52 MH zZtol 7|l giA 022 M E

MZHE Z7te| & H 7| 181
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S5 K7 2tol ol 7|x| efAH 022 HEE

CloIE &5 M7HE 798t It A|[AEI0IM SavedSpace 2! OptimizedFilesSavingsRate (Ol
of 7| x| et 00| ElL|C}.

Ol AEE[X| 2|M35t Z2MA Bof It Y AAHS| AERX| 8F 2 =2 [ 2Me = A&LICH Tt
QU AAEIO| AEZ|X| S =2IH, Amazon FSxE AEE|X| 2|23t ZZMA Fof 7|Z HIOIE &
= MH &Y E FAs5tn 7 I" ClA3 9| HO|E{E o 2 M C|Aa3 2 oto|zef|o|MErLICt. Amazon
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T2 AW T AIATO| 04f B7HO| BB E(R|

BHS TS AMEH & HEE THHIX| 27 BYS AYSTE YMS MHsE W0l T80 H 4 s
Lick, x| 7 5Hej0] Bt %, 7HHIX| £ YHS o/ MHOZ HEE 4 UALICH O/ H 5
SAIAFE B7HS w2 HelE 4 gL

CHe MALE 5% Lol 7HHIX| £ Srejo| AYEIT S MHSHHL

—

Get-FSxDedupStatus HZEE Al

= B &= =
2 ol =lE 30l CHEr REMIEF L8 2 E*?:.*._ SOl E7| MMEE HxetMR.

2. Ct3ol et 58 Foi 7HH|X| =& 20| A™dEc 5§ dHtM2.

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -

ScriptBlock {
Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -

Start $Using:Time -DurationHours 9

}
3. JHHIRI 7 &g A¥stod B7he SEs £, UNS MEIOIR CHAl MBI
AEEX| SEE
Tl AARIOIM AHSAH AEEIR| BT S T30 AL R S E 4 QU ClOIE] AEEIRIO|
2 migte + AL %E%%F% Mys Sols BEY HEHE Fstod AT 2 BUERSD AS
A7L BEEFS AIHE AIMS HoIE 4 laLin
Yol TR ASATL AEEIX| BTl M| DTS Stod HHTS MBY ¢ AALICHL BY
2 MBHH YTYS ZTsHE ASKOI ‘TIAT T2 B35 OF HAIKIZ EAELIC

=200 2O = =
« B -A8XEE O50| EEE o REMEX| 04F & FX5tE Ol AASEIH, FXoi|2 sl
=Lt
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S - MEX EE I8 2EEX| SETF st LCh.

Tl AAEIO HMASHE M AFR RO MBEIE VIR BT YT S ARR EE 280 MBElE
FYYS THY 4 USLICH EF 2 AR EE T80/ AT AUE AR ¥ BT

dET =S
Zitetn A=X| ofF ol Ciet ETME = + U&LICH

ABR £EO| AERIK| ABY S IHY AR HS 7IZOR FHELIC AEEIX ASYS THYO| 7
XIsHe AR 2215 AEEIX| B7H0] bkl = 21N T 27|18 AFR st ANELICH ABR AEEIX
gorare olel} Telol 7S g m FMELICH

Ktoil Cholf A0l E TS o fHM At AL,
ClO|E3HoF & L|Ct,

11255

AEXFAEZ|X| SEHE 2o
74 HEIE 28t Amazon FSx CLIE AF83t0 I AARIO| ALERF AEZ|XK| S S HElE
£ QU&LICH PowerShell O] CLIE AF235He WS 2otEe{™ of0tE FSx CLIE AFE25He
PowerShell MM EX5HM 2.
Cl22 AI2A AEL|X| SE2S o2ste o AFRE £ Q= Ha3elL|Ct.
MEX AEE|K| &G HY AE
Enable-FSxUserQuotas MK AER|X| EEHEFS =X HLF M5 {LF £ C} A|ZHE
LIC}.
Disable-FSxUserQuotas ALEXR AERIX| 23 £ AU M2 SK|ELICH
Get-FSxUserQuotaSettings Ot A|AERIOl THAH ALEA AEE|X| EEEH HHEE AMELCt
Get-FSxUserQuotaEntries ol A|AEIO| JHE AFZ AL L O Fof CHEE 3] AL A AEE|X|
srerak st=2 HAUSEL|CE,
Set-FSxUserQuotas JHE AR EE= &S| AR AEEX| EEES HHEFLIC
g2 2 HIO|E B2 X|I™HELICH

Zt PO 2etel E2U2 2 E Y S0l ciet Hx & NS ELICH o] =Z 2ol M4 stE{H
5 i

-?2(0dl: Enable-FSxUserQuotas -?)2} &7 By S AegrL|ct.
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Get-FSxSmbServerConfigurati  Server Message Block(SMB) AMb{ T£44& ZAM&kL|C}
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3t E X[5tX| 2= ZEI0[AHET} T A|AR0]| HHASH=
Ag &5t K| True &toEiH O| OH7H HE E AHELICH
=3 E X|HotX| = SEI0IUET} U AAER 0] HAM|AE
T UL 5 False 5t24H O] OH7H & 2 YA,

s &5 4535 el 185



Amazon FSx for Windows File Server Windows AtS A M

Zt BPo 2etel 2T 2 ZE EE S0 EH?J HAE MSELICH o] == 2ol M4 st

-?2(ol: Get-FSxSmbServerConfiguration -?)2+ & 74 P& A& ErL|CH

AEZIX| 7 22|
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Step 1: Storage capacity
increase request to 800 GiB.
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Step 2: Amazon FSx adds the new, larger disks.
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Step 3: Amazon FSx migrates data to larger disks.
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800 GiB
Storage volumes
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Step 4: Amazon FSxremoves smaller disks.
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Ct. O] X|Z0i Amazon CloudWatch ZEE M35 X|E7F E& A 2L ofeiZ o & mf &3S 'f
2 & Q&LICh RHMIEH LI 2 Amazong S8 X|E ZLIE{Z! CloudWatch MME R ZFMIL.
o AAES| iR AE2X]| BT l= Zdo| E&LICH AEEIR| 82 2F
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F¥2 S22 5 4 YALICH AWSOIM JHL B AL R KIE AWS CloudFormation HEXS AHS
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https://console.aws.amazon.com/fsx/0|A{ Amazon FSx 2&& L|C}.

2. DU AABSZ 0|Sstod 2EE[X] 8FE SEled= Windows I A|ARIS MEAFHL|CEH

3. HYoM A2EEX| UO|O|EE MEELICH == 29 oM Tt AARIS| AEEX| 8F &
o A= Hoo|EE MEYEFLICH
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https://console.aws.amazon.com/fsx/

Amazon FSx for Windows File Server Windows AtS A M

Update storage capacity X

File system ID
fs-0257922e39ff24649

Current storage capacity
100 GiB

Input type
© Percentage
Absolute

Desired % increase

10 %

New storage capacity: 110

4. U RHOIM YEES HUstol HAY oIk HAE HEER M AE2IK| BS YFHHL
MO E ME4sto{ GiB EHRIZ M gf2 L=&Lct

Hot= T 2t #HX 220 10% 0|4 7{of g L|CHZ[CH 22 65,536GiB).

6. OO|EE MEistod AEEIX| 8T UHIOIEE AIRFELICH

~

Ho|o|E ol ot A|AR MF HE Ho|X[oM UCI0|E T &S ZLIHZE = U&LICH

ot A|AEIO| AEE|X| &7 S7HCLI)

FSx for Windows File Server It A|A
HHES AL ELICH CHS WEl0IEE M- ELICt.

+ --storage-capacityE ¥ ZtECt 10% O|4 2 2= ™ot
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html

Amazon FSx for Windows File Server Windows AtS A M

AWS CLI B describe-file-systemsE At& 304 UC|0|E THES ZLIEZEE = UA&LICH £330

M administrative-actions& at&LCH

AEM B LHE 2 AdministrativeAction2 & E5HA|2.

AECIR| 8 571 ZLEHE

Amazon FSx 2%, APl 2 AWS CLIE AI25l0{ AEZ|X| 22 B7} T A& 2 DLERIE £ 9

m>

Thl AlAR HE HE 2o An|o|= oM 2t ¢ElolE S0l CiE 7Ha 2|20l UH 0l 107HE

Updates

Q 1
Update type v Target value v Status v Progress % v Request time
Storage capacity 154 @ Completed - 2020-05-22T712:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html

Amazon FSx for Windows File Server Windows AtS A M

(o)

- YO|O|E F %(X3} & - Amazon FSx7| I+ A|ARIO| AEZ|X| EF S
1Mt Z=MATLO[A| T A|AE HO|EHE O 2 M Cla3z &7(1
t2 - AEEX| &F 717 2R U & LICH

o - AEE|X| 8F &7tof AmiRi&LICH AEE|X| Holo|E7 Auligh XtM[EF O|R & EiiH
78 MEiELICH

—

sxigLct AEZX|
A& LICH.

Mo p

ﬂIZ

AE K| X3 T2 M A Q| F

QF Alzt

0
I
[0
o
fu
Mo
u
EH
>
o
r
[ul

Amazon FSx7} YO[0|E 2] @ E B2 AlZHIL|CE.

AWS CLI & APIE A8t &7t ZLIEE

describe-file-systems AWS CLI &1} DescribeFileSystems APl 22 AI&310{ I} A|AR AE
CIX| 8F 57 ES2 En DLIEHYE = U&LICH AdministrativeActions Hioi| 2+ &t &F
M o ChEt 7HE 229 M0|E 2 10707t LIAELICH o A|ABIO| AER|X| 8F 2 =EIH

FILE_SYSTEM_UPDATE Z! STORAGE_OPTIMIZATIONO|ZlE= & 7He| AdministrativeActions
Ado| MAMELICE

CZ oAM= describe-file-systems CLI BE 0| SE &R ES Eo{ELICH Tt A|ARIO AEZ|X] &
22 300GBO|H, AECIX| S 1000GBZ =c|7| {8t &E| ol EF sL|Ct.

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows AtS A M

{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",

}

Amazon FSx= FILE_SYSTEM_UPDATE 242 HX M2lstod H & M AEE[X| C|ATE T AlA
=oi FItgoct. ot A|ARIM M| AEEIX|E A" = UM E[™ FILE_SYSTEM_UPDATE & Ef
7} UPDATED_OPTIMIZINGS Z HAELICH AEEX| 82 O 2 MEL 2t2 20430, Amazon
FSx= STORAGE_OPTIMIZATION 22| 242 AM2|5t7| AlZFEFLICt O|= describe-file-systems CLI
BHHPolCts SE U Eol Lt AU&LC.

ProgressPercent §482 AEE|X| X(M5t T2 M|A Q| ZI™ A& 2 EAELICH AEZX]
2| Mg Z 2 MATF 2t 2| FILE_SYSTEM_UPDATE %94 AE{7} COMPLETEDZ HZAEL|T
STORAGE_OPTIMIZATION Xf@i0| . O|Ar EA|Z|X| et&LICt.

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
I
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}
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AEZX| 22F Z710f Auist™ FILE_SYSTEM_UPDATE %f¢] A'EH7} FAILEDE HZAEL|C. 0]
FailureDetails £42 CIS o X2t Z 0| Alufof CHEr HEE N3 ELICT

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"FailureDetails": {
"Message": "string"
1,
"RequestTime": 1581694764.757,
"Status": "FAILED",
"TargetFileSystemValues":
"StorageCapacity": 1000
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Amazon FSx for Windows File Server

Windows AHS AT A

- B2 A ZE(ol/otLR)

=A
« OFZ|EIX] 7HR
« AWS CloudFormation ElZ 2!

» AWS CloudFormation2 Al2735t0{ HiZ XS5}

OtZ7|=4% 7HR

O| £FME tiZ5tH AWS 220 Ot S0 22 2|AAa7H HEFLCH

Parameters:
-FSxID

- Free storage threshold
- Adjust Alarm Flag

Amazon FSx for f'/
Windows File Server CloudWatch
F$x Reports
Free Space to CloudWatch
CloudWatch

FSxa

Alarm

& Triggers Alarm

1

Expand
File System

|

._ O
gifull
1

1
Adjust Alarm
Threshold = Yes
[ ]

1Y

Ctolo{2 ™2 Chg BHlE2 2oiELICH

1. AWS CloudFormation EZ 2!
Service(SNS) CH7 | &

|:|._ IAM st

b I —

=

2 E Zl== AWS Identity and Access Management(IAM)
Lambda & 0{ Amazon FSx APl ZtE S && ¢+ U= WS Fo{&L|ct.
2. CloudWatch& It A|AEIO| o{g AEE[X| 8F 0| X|HE

5t Amazon SNS CH7 |0 HIA|X|E EHL|CE

AWS Lambda

2 CloudWatch A&, AWS Lambda & =, Amazon Simple Notification
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3. O™ £FM0| 0| Amazon SNS FX|E £ 535t= Lambda & +& E2|7{&L|Ct.

4. Lambda &£ XIHE 718 ¢S 78tz M ot A[AHE AEZ[X| 8 S Aldtstn M T Al
AR AEEX] 8FE AHEELCH

5. Lambda &£ = 0t A|AEIO| M| AEE|X| 20| X|HE H|ST ZEE 04 AEZ|X| 22F UHAH
e MEidoz T™E = gLt

6. Lambda & Z1o| e CloudWatch ZE AE{ & A1t= Amazon SNS CHZ|[E 2 MSEILICH
CloudWatch ZE o0l Ciet SHoZ £ = o] Cis YIS drop{dH 5 &2l o|H Yo MBS E
23 £ [t2F Amazon SNS F=A| 5 & & Qlalof &hL|ct.

AWS CloudFormation EZ2!

0| £F M2 FSx for Windows File Server I} A|ABIO| AER[X| BF S AS2E =Cle O AFZ E
=P QAE KIS0 =2 H{Z 5= O AWS CloudFormation2 AF2EFLICH O] &R M2 Al25t2{H
IncreaseFSxSize AWS CloudFormation ElZ2!2 Ct2E=8FL|C}.

HES2 ChS0 Zo| dBE mefnHE ArSELICH ’JER metole 2 e 7242 dEst T ot
o Alagol Lol 2| £EBLIC
FileSystemld

Z|ggtol gl&LIch 2EE2[X| EFE NS 2 =Eldie T AIAE S| IDYILICH

LowFreeDataStorageCapacityThreshold

7|2zgtol gl&Lct BEE EE A AERX| 8FE KNSR sElE 7IE0| &
£ X7]0i® AEEX| 8F AAIZLS xIFeLICh o] |7AIZt2 GiB B fl=Z x| 2

Ho| 2R 2E2|X| 8F 2| WEE(%)Z KIYELICH CloudFormation HIE3!2 HEEZ EAIE
[ CloudWatch Z& ME0t UX|SHE=F GiBE CHA| AlAHEILICH

¥
Q'I_l
!
_|":l
e
L >

LowFreeDataStorageCapacityThresholdUnit

rOl'

71822 %ULICH LowFreeDataStorageCapacityThreshold®| Et¥|E GiBE X|H35t7Lt
M AEEX| ST HESE XIHELICH

AlarmModificationNotification

71222 YesLICt Yes2 MA5HH £ 7| LowFreeDataStorageCapacityThreshold7t &
A UAHZLe| PercentIncrease Zto H|2istod & 7tgL|Ct.
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml

Amazon FSx for Windows File Server Windows AtS A M

of| & £04 PercentIncreaseﬂ 202 2 M™E|T AlarmModificationNotificationO| Yes 2 MM =
A2 GiBo| X|HE AL 7tsE o4 37 A2 (LowFreeDataStorageCapacityThreshold)
2548 AEZK| 2 &7} OIHJEOH CH8H 20% S 7+&rL|Ct.

EmailAddress

7|22f0| A& LICE SNS 50 AFSE O|HY FAE XH5tn AEE|X| 8T A LES &
&Lt
= .

Percentincrease
71220l elaLich AERIX| 822 £ ¥ M| AEE/x| 8To| YL g2 Esto] RIYEHL
Ct.

AWS CloudFormation2 At235t04 HHZ XS5}

CHS HAt= FSx for Windows File Server I} A|ABRIO| AEE|X| EF S AIS2Z 52|25 AWS
CloudFormation 2842 /45t 1 HiZ & LICH HiZ o= of 58 0] AL FELICH

@ Note
ol &7 Mg F3ist AHZE AWS Mul2ol izt 220l HPELICH "M LISL s A
HIA0 CHEh 23 MF HE Ho|X|§ &ESAL.

AlEHSEZ| odl AWS A0l Amazon Virtual Private Cloud(VPC)H|A A8 E|= Amazon FSx Tt
AlA&10] D7} 210{oF B LICH Amazon FSx 2l4A AfAdol CHE XHMIEH LIS SI=2 Tl NS
Amazon FSx A|Zf517| MME FZSHMIR.

MR

NS A2EEX 8F 7 EFM A AF

1. IncreaseFSxSize AWS CloudFormation ®l£2!& CI2 ZEE & LICI. CloudFormation A& A 440]|

2
CHEF REMIEF LHE 2 AWS CloudFormation A2 A A{ 2] AWS CloudFormation £ 0| A AEH A
Mg HESHM L.

OI

(® Note

Amazon FSxE 34X EN AWS EI"*OHA‘I“ P%Q = UL I—IEP Amazon FSXE I'%%EI-
P |

Amazon FSx ._“EiO,_IE ol éeﬂg%r% ’E._’F_%P 19
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/general/latest/gr/fsxn.html

Amazon FSx for Windows File Server Windows AHS

A 04
=o

M

2. AE AR HE XY RIS AE2X 8 B7 &40l oS YA,

Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com

Other parameters

AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v

Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next
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Amazon FSx for Windows File Server Windows AtS A M

7. 48 MEstod ABE HiZEL|CH

AWS CloudFormation 2& 2| &'Ell QoM AEBHO| MENE & = UELICEH & 58 Fo| MM 2=

SEIE FHolg =+ AU&LICH

A= oi0|E

ABO| MME £ SUS HIESIZ AIS5tn Thet0|E{ol| M 22 XS 35t0] AREZ UHIOIEE &= U&
LICH REMIEH LI 2 AWS CloudFormation AHE M AMO| 217 AEH 0| EE R ESHMIL.

AEZ|X| f& &2

FSx for Windows File Server= £2|= AH|O|E E2I0|E(SSD) & 0taUWE! stE C|A3 EBIO|E
(HDD) AEE|X| R8 2 MBS LIt SSD AEZ|X|= ClO|E{HI0|A, O|C|o] M2 /T2 E, HIO|E &
M ofZ2(A0lMdEg EESto 50| 7HE =1 X[ Alzto]| Bz E I3 REE8o 2 MA K& LICH
HDD 2E2|X|= & CIHEE!, AFSX X EMHE 1Y SR, 2= 22| AL S FHLRE 32
of &H A ZR&LICEH

Amazon FSx 2& L= Amazon FSx APIE AL&35104 I} A|AE] AEE|X| RS HDDO|M SSDE
HHZEE + UELICH T A AR AER|X| R 2 SSDOIM HDDZ B3 E +~ gi&LIc oFx|2 4o
O|E7} @HEE F 6A|ZHO| X|LtHLE AEE|X| 2|M5 T2 M AT 22 E [MHHRI(E & AlZHO| H 224
dole 42) It AAH 82 CHA| YO0|EE == QiCte Mol fal5tM. AEE[X| X|XEHE 2

25t O 2 AlZtoll M HENX| A3 £ JU&LICt O] AlZHE %43 6tEdH Tt A|AR O] ERfZ O]
Z AL AEEX| 82 HOlo|EStHE [0l E&LCH

|> 1o

S BE1 M 2EEX| M =
AELICH RHME L8 2 U S Mg AERSAL.

Amazon FSx 22, AWS CLI EE= Amazon FSx APIE Al835104 Il A|AEIO| AEE|X| REE A

O|EE + A&LICH

ot AARO] AEEX| Y HOOIE(E2E)

—

https://console.aws.amazon.com/fsx/0|A{ Amazon FSx &2 L|C}.
ot A|AEIO 2 0|8535t01 AEEIX| &S UCIO|EE Windows It AARIS MEAFHL|CE,

3. EYolM AEEIX RE UH0|ESE MFLICH & 29F W0 A HDD ¥ol YElols HES
MegtLich AE2I%| 98 CI0lE Fol EAFLICH

A
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.aws.amazon.com/fsx/

Amazon FSx for Windows File Server Windows AtS A M

Update storage type X

File system ID

fs-029182f3ce0dcfbaz

Current Storage Type
HDD

Desired Storage Type
© 55D

(@ Your new storage type will be available for use within minutes. However, the
storage optimization process, which runs in the background to rebalance your
data, is expected to be longer for larger storage capacities. After modifying
the storage type, throughput capacity, or provisioned 55D I0PS of a file
system, you must wait at least six hours before modifying any of these

configurations on the same file system again.

Cancel Update
4. s AE2IK| RBOIM SSDE M LICh A0S S teisio] AR 2IX| RE UHIOIEE
AlZFERLICE,
5. UO0|E §o| mtd AAE M2 HE H0|X|ofAM HHI0|E FIE 4&2 ZLEZE &= JU&LICH

ot AlAEIS| AEE|X| & YO|O|E(CLI)

FSx for Windows File Server It 2 A|AEIO| AEE|X| @S YOIO|ESIZ{T AWS CLI B update-
file-system2 AFS & LICH Ct& Tt2tO/e & M- ELCH

« --file-system-idE YO|O|Estedi= oA A|AE S| IDE MHEELICH

2EER Y 2 200


https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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M administrative-actions& X &LICH

KEMIEH LH2 2 AdministrativeAction & Z=5HMIL.

AEEX| 78 Hd0|E 2LEHZ

Amazon FSx 2&, APl 2 AWS CLIE Al235l01 AEE|X| &Y Ad| 0]

A& LICH

|m
jal
0%
0%
olok
jo
Hd
-
m
o
ok
4>

T AlAE M B 3ol HO|0|E HollM 2t HelolE REol CHEt 7+ 212 o] HulolE 1074E

Network & security Monitoring & performance Administration Backups Updates Tags

Updates (1)

Q. Filter updates 1 &
Updatetype ¥ Targetvalue ¥ Status v Progress% ¥ Estimated time remaining v Request time A
Storage type SSD @ Updated; Optimizing - Estimating 2023-08-02T14:13:24-04:00
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ot A|AEIO| SSD IOPS UOIO|E (2 %)

-_—

https://console.aws.amazon.com/fsx/H|A{ Amazon FSx & & L|C}.

2. I A|AEIOZ 0|S35104 SSD IOPSE G| 0|E & Windows It A|AEIS MEHSH|C}

3. X0l M SSD IOPS YCI0|EE ME#BLICH F= 20 Tl Z2H|X{E SSD I0PS %9
UHO|E HES MEFLICH IOPS Z 2 H|X{'d YO|O|E Fo| Y&lLch

Update IOPS Provisioning x

File system |D

fs-Ocffaasad762h33eb

Current file system configuration

Storage capacity: 32 GIiB
Throughput capacity: 32 MB/s

Current Provisioned 55D 10P5

Automatic

Desired 550D 10P5
() Automatic (3 IOPS per GiB of 55D storage)
Q) User-provisioned

User-provisioned I0PS

350

Minimum 9& 0PS; Maximum 350,000 10PS

ik

@ After modifying the storage type, throughput capacity, or provisioned S50 10PS of 2 file system,
you must wait at least six hours before modifying any of these configurations on the same file

system again.

Cancel Update

MEHSIE Amazon FSxE I AlA

4. DEOMASE E= AF2AF ZE2H|KE S ME =
EH|X{ESELICt AI2XF Z2H|MHES

H
Ello| AEE|X| 22 GIBYE 37§2| SSD IOPSE AIs52o 2
MEHSIE A< 96~400,000 ol H+E =gt

SSD I0PS #2| 204


https://console.aws.amazon.com/fsx/

Amazon FSx for Windows File Server Windows At

ol
>
E

x

5. YOO|EE MBS0 Z2H|X{'SEl SSD IOPS YO|0|EE A|ZEfLICH

6. UciolE Bo| it AlAR M BE Ho|XlolAM HEIolE FY A4S BLIERIE 4 st

I}l A|AEIO| SSD IOPS YCI0|E &iH(CLI)

FSx for Windows File Server It 2 A|AEIO| SSD IOPSE O|0|EdtE{H - -windows-
AMO

configuration DiskIopsConfiguration £&2 AFSELICH 0| £40i= Iops & Modet=
= J4e| mtetOo|E{7t /& LICt

« SSD IOPS & x|Hst2d™ X|El= K|l A £|CH Tops=number_of_IOPS 400,000 AL st4l
Al2. AWS Mode=USER_PROVISIONED

« Amazon FSx0{A SSD IOPSE AIS2Z =2IE5 524 Mode=AUTOMATICE AF23t1 Iops It
2O|EHE AFESHX| E&LICEH Amazon FSxe I A|AEIS| AEE|X| 8T GiBE 37H2| SSD IOPS
E KAse 2 fXI5tH, X|HElE X0 H= =ICH 402 IOPSE | XIRLICH AWS

BT Z ALS5to4 UO|0|E T &2 ZLIE—-EY = AU&LICH AWS CLI describe-file-systems &2
0lM administrative-actionsE &t&LICt

KM S L2 2 & X5 A2 AdministrativeAction.

Z 2H|X{'dE SSD I0PS YH|0|E ZLIEE
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Network & security Monitoring & performance Administration Backups Updates Tags

Updates (2)
Q, Filter updates
Update = Target value = Status = Plrogress Estun_at_ed time =
type % remaining
10P5 Mode USER_PROVISIOMED ) -
*ending
SSD I0PS 350 )
Pending
— o A
IZ2H|X'JE SSD IOPS YH|0|EQ| B L2 HEE 2 + /JU&Ltt

QbolE R

Jt5%t 22 I0PS ZE9F SSD IOPSQ]LLC}.

Request time

2023-07-31T17:08:45-
04:00

2023-07-31T17:08:45-
04:00

CHA gt
ot A|AEIO| JOPS EE 2 SSD IOPSE Ad|0|Este= O Ze st Zfeluct.
AI-|_:_|.|
odd|o|E o] ¢4 AEHRILICE. SSD IOPS O|O|Eof 7t 58t gt CtSat Z&Lct.
« EF & - Amazon FSx7| YO|0|E @ E Bt X|BF X2[E A|ZHSHR| eEt&Lch
« ZI¥ = - Amazon FSx0AM UOI0|E 2 2|5t YU&LILC}.
« UOI0IE & %|XM3} T -3 2E0| M7| ZHH0|| M IOPS £Z 2 AI2E £ Ql&L|Ct HdIo|E
= UOI0|E £ %|XM3| & MEZ ™MET|H, o] 4Bl YutMoZ W™ AlZH S0k X[ E|o{ o] 7|2t
SOt 3 ZE9| 27| ZY2 Ol &1 M| =Z ALO|2] IOPS d5& S XIELICt YOlo|E &
ol &Z2|H A IOPS &S 27|19 M7| B50f AAE = J&LICH
« 22 -SSD IOPS YO|O|E7} 2t R E|&LICE
- Almf - SSD IOPS UHIO|E0f AT &LICH AEE|X| YOO|E7F Aulfst XIM|EH O] E Eie{™
28 ME4EHLICE
T E (%)
AEEK| 2(XHe T2 M AO ZIMEES EEE EAIFLICH
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2 Alzt

Amazon FSx7} YOI0|E 2] @& B2 AlZHlL|Ct.

AWS CLI ¥ APIE AtE35t0{ O|0|E Z2LIEE

describe-file-systemsAWS CLIE 21} DescribeFileSystemsAPI 242 AL 35104 Tk A|AE| SSD
IOPS UHI0IE @EE E1 BLIHFY = U&LICH AdministrativeActions Hido] 2 gt 2| &
o &0 chEt 7HE %22l YO|0|E & 10707t LIPEE/L|Ct ot A|AEIO| SSD IOPSE =2
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A E L.
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Amazon FSx £, AWS Command Line Interface(AWS CLI) &= Amazon FSx APIE A& 3504 T
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1. https://console.aws.amazon.com/fsx/0l A Amazon FSx 2& 2 JL|C}.

2. I A|AEIOZ 0|E5104 X2 F S =2|2{= Windows I} = JO=H
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MElF 8T Yo|o|E ol EAIELICH

4. S0 MeElF Tl M 2k MEfgLc
Update throughput capacity X

File system ID
fs-013771f0571a83e02

Current throughput capacity
32 MB/s

Desired throughput capacity

32 MB/s v

Your single-AZ file system will experience a temporary loss of availability as Amazon FSx
switches out the file server when you initiate a throughput capacity update action.
Learn more [

Cancel Update

5. HOIO|EE MEistod MEIF 8T UMI0IEE AIRELICH

® Note
CHS AZ Y A|AEI2 M- AU YHOIE Al Hoif ZR| X HUME|H 25| AL
28 4+ gLk B AZ Tt AlARS Aoo|E Fof mhe Fe 77t SOt A8E &

A7 ElLct,

6. CiolE B0l el AIAR MR B Ho|XolM YCIolE FIY &S BUERE 4 aLic

Amazon FSx 2, AWS CLI X APIE AL 3t0f ¢Cl0|E T 482 DLIERIE 4 gLt
REMIEH LS 2 HEIZ 83 st EL—IHE' MMEZ BESNL.
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Windows AHS AT A

el A|AEIO| X2 87 +H(CLI)

ot A|AEIS| XE|E 8F S £H5l2d™H AWS CLI & update-file-systeme AFE & LIC} CHS T2t

O/E{& Md™ELct

« --file-system-idE UC|O|EdtEie Tt A|ARIQ| IDE MHELICH

« ThroughputCapacityE Tt A|AEIZ YOHIO|EStE s MY o2 d™FLIct

Amazon FSx 2&, AWS CLI & APIE At85t0o] UHI0|E TI™ && 2 ZLIHZE £ U&LICt XAl

B LHS 2 MElZ 8 Wa DU MME HEMR

MElE S HE 2LIEE

Amazon FSx 2£, APl L AWS CLIE A 83510 XM2|ZF QT = Fld A4S DLIEHZE &= UGL

CH.

=£0|M MEIF T B3 ZLIEE

ot AAE ME HE ol AUO|o|E oM ZF UH0IE &Y fol CiEt 71 Y =2 2| Yd|0|E &

A 107HE & = U&LICH
Updates

1 &

Update type Target value Status Progress % Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
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Amazon FSx for Windows File Server Windows AFE MM
CHA gk
T AlAEO| XEIT 8T S HAY MY YL
*FEH
Aollo|E Q| s AEHRLICH XE|IT S UCIO|E| AFSE £ = g2 ct3a Z&Lch
« B/ & - Amazon FSx7| YH|0|E ™S Y AX[B X2IE AIZISHK] AU &LICH
« T8 = - Amazon FSx0AM UHI0|E 2™ E &alstD YW&LICt.
- UOI0|E & %|™M3 & - Amazon FSx7t Tt AAEIO| {ER3 /O, CPU & HZ2E| 2| &AE
UHOISHEUCL MZEL CIAZ 10 5 +EE 47| N2l A8 + gL del Aol
O| f O|4&F Of AEN7} ot [HTHK| 17| ZFH M= O =& M| =& Alolel C|AT 110 d&
2 =olg = &Lt
- 2EE -2 2F UOI0|ETF 2R EIUESLICH
. AT - X2/ 8% UO|0|E0 AWFSLICH MY UCI0|E 7t Mujst XHMS 0|RE HaH
ESE(?)E MEELCH
2 Azt
Amazon FSx7} YO|0|E @M E g2 AlZHdL|Ct.
AWS CLI 2 APIE AtE35t0{ H4E Ate ZLIEE
describe-file-systems CLI @&} DescribeFileSystems API 42 AFE835104 I A|AE X2 &
T +H¥e BE1 JLEZE = U&LICH AdministrativeActions Hidol 2 2| 2 @
ol ChEt 718 =229 UOI0|E =4 107071 LI ELICH Y AARIS XHE[H EF2 =
FILE_SYSTEM_UPDATE Z2| XfQi0o| MAI=|L|C}
Ct= oAM= describe-file-systems CLI B3| SE WHES EoiELICH I AARIS| X
2 F2 8MB/sO| T FE M2IF SF 2 256MB/s I LICH.

"ThroughputCapacity": 8,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {

HMEIF 8T Het ZLER
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"WindowsConfiguration": {
"ThroughputCapacity": 256

H ThroughputCapacity £40i ZA[E/LIC}. O|= describe-file-

Amazon FSx7} 2 2| E 2t2 5124 AEN7F COMPLETEDR BAZGEILICH J8q™ Tt A|AEI0| A
AH 7_(-|E|%F gakg A 25t o
=F 2HE| 2o LEeF & LICE.

(Tl

o o=
systems CLI @& 0| C}S

0

"ThroughputCapacity": 256,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}
]
MelE 8 5ol AuistH AEf7F FAILEDE A3 E|T FailureDetails £430| Alufol| CHEH
HE M3FLct Am 2ol chdt 2X sHE SHS AECX| E= Ml 8T Uo(o|E Auf MM
2 ATt

Amazon FSx 2|A&A Ef X|H

ot A|AE] Q! J7|EF Amazon FSx ElAA 22|18 57| {la Efjl2 EAlo 2 ZF g|AA /& HIEH

O|EHE &Y e &= U&ELICH EHOE A85tH %, ARA EE 842 7|ELE dtl= & AWS 2laA
ECIYE LHACE EFE = UE&LICE 0] 7|52 8L 8o 2lAATBIE I R LICH X|IHE

EN20l (el EH SIAAE W= A AlEer £+ &LICH o] FAMME Efl2E MBSt Ef2E M5
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EH1= AWS BlAA0 BEste Blol2 Utk 2t B2 A8 Holsts Fl9t MEis| gtoz T4

£ ol E&Lct daHEl EH]. 7| ME
Ef20i [} SIAAE HM5tD TIE|E
FeHo]| CHE REAM|EF LHE2 2 AWS B A EH

Ef 1= Amazon FSxOllE 2|0|7} Qlom Yzt H EXIUE sAELICH =8t EjaEs 2lAA0 KI5
2 ™ E(X| f&LIc Ef F7(9t gf2 HEE = Ao HAXMEX| 2|l2A2HM Bl E MHE = /Y&

LIcH Ef20| 2t Bl EXIPEE e 4= UXIEHEf12| 2f2 Nul2 MEE == lauch sliE 24
A0 CHslf 7|7t 7| & Efaot SLEEHE F7IsteE B M 240] Ol 22 HofLIch E[AAE &
MotH 2|44 EfOE AXIELICH

Amazon FSx API, AWS CLI B = AWS SDKE Al&3t= A< TagResource APl 22 A& 3104 7|
E CAA0 ElOE MEE = UELICH £t LR ElAA MY ZrHol| M= BlAA MM Al E[AAQ9)
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://console.aws.amazon.com/fsx/
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Windows AHS AT A

Network & security

Monitoring

Alarms

Maintenance

Backups

Tags

Network & security

VPC KMS key ID

arn:aws:kms:us-east-2: ikey/ddaf42e2-7f40-41b4-be09-

4b4639e10de7

Default VPC | vpc-6296a00a [

DNS name

AWS M d AD direct 1D
fs-Obb6déb4acdb3caec.my.example.com anage rectary

d-9a67352b29 [4
IP Address
Type

172.31.23.206
AWS Managed Microsoft Active Directory

Windows Remote PowerShell Endpoint ]

fs-Obb6déb4acdb3caec.my.example.com
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

o
fo
0x
H
o
nx
02
he

Q

217



Amazon FSx for Windows File Server Windows AtS A M

Al 2.

ol

KEMEt LHE2 CIoIEH &5 M7 MME &=

AtEstod “FA HEO|M ALSA 2EEX| €T S HHEsE + UELICHL 0| 2=

. o Bue
H1 2oz o ASEIN MBS 93 20| oblLict

$QuotalLimit = Quota limit in bytes
$QuotaWarninglLimit = Quota warning threshold in bytes
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotalLimit -DefaultWarningLimit $Using:QuotaWarningLimit }
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -

RejectUnencryptedAccess $True -Confirm:$False}
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}
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HEg + A&LICH

CIOIE &5 X7 B 2LIEE
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FsxRemoteAdmin -ScriptBlock { Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Get-FSxUserQuotaEntries }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Get-FSxSmbOpenFile}
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbOpenFile -Confirm:$false}
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https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/CloudWatch_Dashboards.html
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© Summary Starage

Warnings and CloudWatch alarms info
Shows any Amazon F5x generated warnings and triggered CloudWatch alarms that you have created

File system activity Info
Shows a high-level summary of file system activity.
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"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principallId": “111122223333”,
"arn": "arn:aws:sts::111122223333:ro0t”,
"accountId": “111122223333"”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

}
}
I
"eventTime": "2018-11-14T22:36:07Z2",
"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0",

"userAgent": “console.amazonaws.com”,

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”

I

"responseElements": null,

"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,

"eventID": “bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P”,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": “111122223333"”

CIS oAM= 2&0|MH I A|ABRIO| ETE AK|EF B UntagResource 40| Aldn} pHadEl
CloudTrail 21 =& 2 0{FLICI

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": "111122223333",
"arn": "arn:aws:sts::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:54Z"

.

"eventTime": "2018-11-14T23:40:5472",

"eventSource": "fsx.amazonaws.com",

"eventName": "UntagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "console.amazonaws.com",

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"

.

"responseElements": null,

"requestID": "aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",

"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9p",

"eventType": "AwsApiCall",

"apiVersion": "2018-03-01",

"recipientAccountId": "111122223333"
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® Note
4,608MBps O|& 2| XE2|F 8T =& 0|=F SF(HXILIot §&), 0|5 MF(E2), 013 S
H(230|2), FH(OtYZHE), ot Aot EHE (T Z) L otAlot EHE Y (AMIIEZ) 2|0 MEt K]
L

HEL/3 /0 & HZZ

FSx X2 8& HES|T Me|F (=Y HI7tHIO|E) HE2|3 IOPS H 2 2|(GB)
(=Y HI7tuto|
E)

71&E HAE(5tF0f &

27h

32 32 600 =M 4
64 64 600 ot 8
128 150 1,250 8
256 300 1,250 = 4/ot 16
512 600 1,250 32
1,024 1,500 - 72
2,048 3,125 - 144
4,608 9,375 - <= uHot 192
6,144 12,500 - 256
9,216 18,750 - 384
12,288 21,250 - 512
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AERIX| & Cla3 Mel®@ (2E2|X| TiBY C|lA3 IOPS(AEEIX| TIBE
MBps) |IOPS)

SSD 750 3,000*

HDD 7|1F 12, HAE 80(TtY AlA 7|& 12, HHAE 80

et 2|CH 1Gb/s)

@ Note
*SSD 2E2|X| o YU A|ARIS| AR AEE|X|2Q| GIBE ZI|CH 500 IOPS, It A|AEIE
400,000 IOPS 2| %|CH HIEH K| F7} IOPSE Z=2H|XMIE =+ U&LICH

HDD HHAE AMSs

HDD AEE|X| 2&2| A< Amazon FSxE da SHO| HAE B3 REIE AIEELICH 28 370
et 282 7|18 MElE, & 280 MelF 3dHE sl 7 AHELICH E8 37| 28
Ol HAE XE|IF, & AHR 7158 IS AHIE = = ol

HAE M2|[Z0 .\T.EL’“-_-I'- £&0l 220l HE+SE Ha
A& LIC

HDD AEZ|X| 28| A2 7ts ®2lZe ois +4Aloz EHELUC,
(Volume size) x (Credit accumulation rate per TiB) = Throughput

1TiB HDD 282| 2 HAE 2|22 80MiB/sE Az, HZle| A2 12MiB/s 22 #H Y
X|H, =|CH 1TiBo| sHE 5t AdE S ERE £ A&LICH

of: AEZ|X| BF L MHEFHF ST

CIS M= AECIK| 80 XMEIF 20| I A|IAE M50 O|xl= IS BEoiFLICH

2TiB2| HDD AEZ|X| &1 32MBps2| X2 82F o2 A HE ItU A|AHIS| XM &2 LIS
- &Lt

- HEQZ X2|F - 7|& 32MBps & HAE 600MBps(XMZI& 8 E & X)

HDD HAE M5 252



Windows At A

Amazon FSx for Windows File Server
A =
22 =xILCt

HAE 160MBpsZ, CHS & O

. ClAT XMEIF - 7|& 24MBps %
- U AAERIS ME|F TS 7IECE IHY M7t X|#st= 7I&E 32MBps & HHA E 260MBps
olclaza XMelFH =&
- AEEX| &8 X T W2t AEE|X| 2EO0| X|Hst= 7|&E 24MBps(TBE 12MBps* 2TiB) &
g rE

H{A E 160MBps(TiBE 80MBps * 2TiB)2| ClA 3 #{Z|
g HA|A Ci|ofE
600MBps7/H K|

S 0t Me 21 HIZE| FHAIof 7 AlE
ch 6
T+l 5efo] B

CH 32MBps7HR|, HAE RE|EF S Z
2 9l&l| C|A T K| O|s8lok sl
F= M3gLCt

(2t I A|AEIY]| M ASHE KR

of =&dl= oY 2ol CHal 7|& 2~
= = &L O2[1 & S0 7HA| FEIS
Z|CH 7|& 24MBps & HHAE 160MBps2| X2

F2 X

HE 2/ CloudWatch Al28H M5 =7
CloudWatch Amazon2 AF&35t04 It A|AEIO| X{E|Z 1} IOPSE £H5t1n PLIEHEE &= U&LICH
st X|E 2 LIE{2! CloudWatch2 & Z35HAM|2.

KME HE = AmazonE2 £

253

= X4
(=]

)]

=
o

HIEZZ CloudWatch At2st A4



Amazon FSx for Windows File Server Windows AtS A M

Amazon FSx ¢1&

CHEEE Z2 MAE OHLHStE 04247HX| 2 S A& 0| ChSoil Liet /&L

=

- & L AEE /Bt A EA

o g 2: BHAO M T A|AE] A4

- 914 3: 7|E It A|IAE YO[0|E

« 18 4: Amazon AppStream 2.0} &7/l Amazon FSx AHE
- & 5: DNS HE S AHS5t04 T A|AEI0f| HMA

- P& 6. MEE St AFY o2

- A& 7: WA S CHE AWS 2|Tof| S AL

O1gy 1: AIRHS QIEH ARl B 7

A& A|EHSHZ| ol Microsoft Windows 7|2 Amazon EC2 QIAEIA7
E{2lof edd=|oq QlofoF g LIC} EEFF Windows &4 EIIAELE ZIZ2EZ
BAE CUAEAN 22I5H0F BFLICH CHS &0 B AP 2149

_

AWS Directory Service C|Z
S5l C|E{2|o| ZE|RF At
A HHS ATHELICE

=2
=
A
=T

« 1Et7: Active Directory A%
« 2EtAH|: Amazon EC2 2& 0| A Windows QIAEIA A&}

« 3EHA: QAR A 21F

« 4EHA!: QRIAEIAE AWS Directory Service C|ZHE{Z2|0]] = QI

1EHA|: Active Directory A7

Amazon FSxE AtE3IH Windows 7|8t I 2EEE 2t 2P 1Y AEZ|XIE 2YY = A&
Ct. OFEH7FX|2 AWS Directory Servicee= ¥ 2 HiZ0l| AL E 2t #2lE Cl3EE 3
Ch EC2 QIAHAE AFR3H= 7hA A 222 E(VPC)2] AWSOIM 7IZE 7194 AD T
A ARt 7(8 QIF L HA|A Mo{E HHSHE = A&LICt 0| <la AWS & 2= Microsoft AD
o 3|AF QI ZHof AlZ| B-AHE M oF & LICEH Amazon FSx0iA Windows @152 AWS ZZ|& =
EIAET 7|H EHIQI ZE|AEE AME|StE S I2|AE EHAEDN QLT

A& 1D AIEE QIE A = 254



Amazon FSx for Windows File Server Windows AtS A M

124 THQI2 AMEIE £+ = THIQIo| &S 511, AWS Directory Service 218 THIQI2 AIZ|5}
= THQIo| A ELICH ASE 25 Q2 TH Q! Ztof &t o=t MEE|H 3AF EHele
HAZHo| eld THIQIM SR ElE ElAaA0 chsl QIS ELICH 0] 2 Amazon FSxe 2l O
olnok 45 AELICH O™ #Held8 THIeI2 28 2¥e 7Y EHele 2 MEFLICH

LSt Amazon FSxOIlM A28 = e TR0l CHEt 8 AME| RS AISE £+ &LCH

HU
I
m
lo
o
o
Mo
N
gl
=
>
M
ik

Active Directory 20t T &2 Amazon FSx It A|AEIO| HOt D& O
A5t5HoF &LIC.

Microsoft ADE AWS C|HE{2| MH|A 4
« AWS 2 2|™ Microsoft AD CIHE{2|7} ot & gi= B AWS Directory ServiceE A-&5H04 é':“ééi*

LICt RtAIBH LI& 2 AWS Directory Service 2| 2tLA S| AWS 2[5 Microsoft AD CIEE{ 2| 4
M2 HEFMS.

/A Important
ZrE|RE AL RO H 2B AEE T|HSML. O|F AlEF A& HEfLIch dEE A2
82, MZ2 AWS Directory Service CIZE{2| X 2rE|Xt ALSXHE AFE5H0{ &2 &
k=3l oF Bf LICH.

« 7|& AD7} /U= A<, AWS Z2|E Microsoft AD2F 7|E AD 7Ho| AZ| 2t HE ME5HM 2. REAIE
L& 2 AWS Directory Service Zt2| 2tLIA 2| AIZ| 2H E HH3Hof 5t= ZRE FXSHMR.

2EHA|: Amazon EC2 &£ 01| A Windows IAEA A%}

ChS ™Rtel dHof 2t AWS Management Console2 A& 3101 Windows QIARIAE Al&teE =
ELICH &l QIARIAS WEH AXSEE S| 9IE 7"OI':'E st ZE SME CIEXIE &
LICH I 2 S0 CHEE REAMEE LIS 2 QIAEA AR MMHEE B ESHAR.

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.

2. 2& HAIZEolM QATIA AZE MEigLIC

—_———

2EHAl: Amazon EC2 2& 0| M Windows QIAEA A|Ef 255


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://console.aws.amazon.com/ec2/

Amazon FSx for Windows File Server

Windows AHS AT A

3.

10.

Amazon Machine Image(AMI) &4 H| O X|of| QIAE A0 CHEF RIES! 2382 5t= Amazon

Machine Image(AMI)2te 7|2 74 55 0| EAIELICH Windows Server 2016 Base &

Windows Server 2012 R2 Base& AMIE MEHEFLICH ST El= AMI= "Z 2| E|o{ AF8 7H5"2 2

FE AIFELICE

RQUAEA R ME I|O|X[of| M QIAEIA S| StEQ|0] S MEHE = JU&GLICL 7222 MEY

El t2.micro @2 MEELICH Z2| E[o{of HZAEQI QAR A RIFLICH

AE F Azg MBS0 oA 7L CHE 7 M E 2tESHA ghulch.

AE & A Ho|x|e| 2ot OEMM OtA7F Eot OE S BtE1 MEARIS S = QIFLICH O] B
S m}

=H
ot OEE MEst7LE CFS BHAE 0/8stod BEE ARE M BFE EoFt O&S MEfgfLICH

a. Hot1E WIS MEEhLICH
b. Hot1E T4 HoIX|oIA 7|E Hot 1 Mo Meig|of QlEX| Holg L)
c. ZIEEQIE SS0M 2 1ES MBS HE $ ARt2 Mg
QUAEIA AZF ZHE HO|X|oAM AlEFE &

1o
rx
i
il
= C
ul
>.

MEfS MEiE CFS MRIE M ddet 7] HoiE

M
N
1=
)

7| mlojodl Chet HIAIX|7F LEEFLEH 7]
MEfEFLICE.

(o]
m
AT

rok ron

i 7| Ho{E MZ BHE 4 BLICh A 7| Hoj Mg Hetst
wof CHe 2= & MEBLIC} Olm7t AL K7L Zitold! 7| me
22 YEAI R ZEMR. Za0lY 7| IHUS oHRs B o] KE

[} 7| o2 O|§E M5k, elAaT A0 48 miotct

ok
N
_hll
2

oo o
g'l_-
4 o
[> TIr mjo
= |
e |
Ns

Con
!
i
|>
!
>

Bl

9-'—'

mn
> O 30 [

ol 0
ofl
|E
u
o
e
N
Ol
gl__l
ke
ok
r

/A Warning
7| o1 giol A

of A& & i&Lich

& SME MEst x| OtM|R. 7] Hlo{ 0] QIAHAE A[EfotEd QIARA

iy

ZH|EZ|H &0l 2QlEts MEidt OHg QIARIA AIZFE MEIFHLICE

2ol Ho|X|o| M QUIAEATL M FOIX| 2 IE 4= U&LICH QUAEA HI|E MESto{ =0l
O|X|E B 2£ =2 Eotztuch

CIAEA FHHO|M AlZF HEHE & = UELICH QAHAE A|ZSH= O 27k AlZto| A3

LICH QUIARHAE A|ZHE M 7| HE = pendingQILICH QIAEIATL AZHEl 20l AEH7}
running2 £ HH¥# T H{EZ! DNS O|§2 Er&LICt (H{E 2| DNS(IPv4) €0| 574X = &

? HOo|X| LEZ 4H ZME[d U= G EAS7I7I(7101 2 ot O|2)E MEE OIS HEE!
DNS(IPv4)E MEEFL|Ct)

2EHAl: Amazon EC2 2& 0| M Windows QIAEA A|Ef 256



Amazon FSx for Windows File Server Windows AtS A M

-

FO

—

& LICH QIAEAA T} ALEN

ot

QUAEAE AZE M WHE EHot JF9| IDE 7|88 M. Amazon FSx It A|AEIS A

OIM| QIAEIA 7} A|EHE|HH OIAEIA O Q41Z3E & QI& LT}
3EtAH: QIAEIAO]| 244

I
>||
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A& 3: 7|E iU AAE HHI0|E

& Hrtoll ek M 7HK| R 48 HOIOIEE = &LICH Thd A|ARO| CHE HOI0|EE + AE &2
£ 24E LM HOlo|EE £ &LICH O HAtOIME 2H Z TrE101| AWS CLIE &[5t T
gt Wo 2 JHHEELICH REMIEH LIS 2 AWS Command Line Interface AHE AP MOl x| & 74 MM
2 HxotM2.

AutomaticBackupRetentionDays - Tt A|ARIO| X5 HdS R X[t YU=.

« DailyAutomaticBackupStartTime - UTC(EH MAIANZ LIEHH 5t F & XIS 8] 7[ZH2 A& st
AlZE QY 7|Z7E2 X1 AlZEof| A AIZFS04 302 ILICH 8] 7|Zte F7F KX B 7|2t & =

I:II\ = L’l EI-

« WeeklyMaintenanceStartTime — S X| Zt2| 7|Zt2 A& 35tE{E TF AlZ 1 |
o = M2ULICH e 7I7he R AIZolA AlStstod 302 LICH £5 RX| BEl 7IZHe YUY /S

e Ziztnr AE & i&Lich

CHS HAHE AWS CLIE At835t04 It A|lARE HO|O|Edste WHES HdEELICH

2. ChE WHS NS0 Y AlAH IDE ASK T AIAHO| IDZ B D Hats S HY 2 E
Jl2t Y48 HHELIC

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration AutomaticBackupRetentionDays=30

ot A|AEIO| L uHd T[ZF UH|0|E

1. EHAAFEUMEBEPF ZEZE T &= EHOES YQLCh
2. CIS HAHS Afisio I A|AEI IDE AFEXF I A|AEIO| IDE HEr 1 4] 7|ZHS A|ZEHSlES
= A2t 2 HEL|CH

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ --windows-
configuration DailyAutomaticBackupStartTime=01:00
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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2. Ct2 WYS A#stol 1Y AAS IDE 01 AIARIO| IDE P 7|7 Alxtsteds &t 2 A
groz HhELic

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30
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AppStream 2.00{| A CIIA & oHEZE|FH0|ME SL0A £EIGtD 2 E HAFE{Q| HEtRXof - 5HA|
N3& & A&LICH AppStream 2.004| CHEt 7(|-A1|°._|‘ LH& Amazon AppStream 2.0 22| SFHHME &
Z5tM L. Amazon AppStream 2.0 0|0O|X| & EX/o| ZE|E 7tASI5H= Yol CHEF XIEI2 AWS 2
23 AAZ AH8XE X1 AppStream 2.0 Windows O|0|X| KPo MEE FZSHMR.

O| &2 F 7HX| A& Ated|oll CHEH AppStream 2.0+ & 74l Amazon FSxE A8 5te B2 CHLiSHE
XIZOE ABEHAL. 2t ABIIZ THOI8 WT AE2IXIE RIZB 5D AHSX ZHol B 5 THelof Al
A == 3R E0E MSE = UsLICH

Zt AR 7Hel 8 S+ AEE|X| MBS
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1. Amazon FSx I} A|AE] MM XIMIEH LHE2 §IE 2 12 & Amazon FSx A|Ef5H7| MME
AZSIM L.

2% 4 AU TI™H Amazon FSx I A|AE] LI 2E T HQ! AppStream 2.0 Al
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https://docs.aws.amazon.com/appstream2/latest/developerguide/
https://aws.amazon.com/blogs/desktop-and-application-streaming/automatically-create-customized-appstream-2-0-windows-images/
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T HIQlofl ZQIE! AppStream 2.0 O|O|X| & Al

https://console.aws.amazon.com/appstream2 2 AppStream 2.0 2& 0l 22118 L|Ct.

M HroM CIHEZ FMHE MEiStT CIREZ| 724 A E M/ ELICh RtMIEH L8R
Amazon AppStream 2.0 2| 2FLHA{ Q| Active Directory2}t & 74 AppStream 2.0 AHE S & = 5HA|
o

o|Olx], olo|x| €& M=stn M olO|x| EHE Al=ErLicH

o|0|x| &IHE Active Directory = HQl0ofl ZQ15t2424 o|O|X| &I A|ZF Ob&d A0 A O o BHE
CIE 2| 82| 7HME MEdFLICE.

Amazon FSx It A|AEIT S5t VPCO|AM O|O|X| UHE A|I=FEFLICH Amazon FSx Th AlA
2ol ¢ddE|o] Y= SYUSEH AWS Managed Microsoft AD CIEE{Z[of o|0|X| LHE 21Z35HoF &
LIC}. o|O|X| Yot 9135 E VPC E9F 1 &2 Amazon FSx I A|ABI0| CHEF HMAE S
atiof & LCt.
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Amazon FSx I} SR & AppStream2.00 @14

1.

(o]l

O|0|X| M Ctg BHESZE iR AR EE Mstm el o 2fx|(0d: C:\Scripts\map -
fs.bat)0fl K& LICt CtS oMo M= S: & E2t0|E EAE A& 35H0{ Amazon FSx It A[AE
ol 2% EE = ELICt ol A3 RIENAM Amazon FSx I A|AEIO| DNS 0|5 & T A
A BT QZAEI DNS HE 2 ALSELICE DNS HE 2 Amazon FSx 2£ 2| It A|AR HF HE

1D

ot A|ABIO| DNS Ol 2 M85t 8%
@echo off

net use S: /delete
net use S: \\file-system-DNS-name\users\%username%
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https://console.aws.amazon.com/appstream2
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@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\users\%username%
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Active Directory =H|2101 AppStream 2.0 232 X©Q
AN83t= 8Lt VPCOHIM EXS AIRELICH &
el A|AEI| CHE AMAE XS 35Hok B LICH.

8. SAML SSOE Ar&3dto] AEZ|Y MME AlZFEFLICE Active Directorydll ZQIEl E3lof| & 5tEd

™ SAML SZAtE AF&5t0q Single Sign-On HHEZ|0|ME FM5HML. AHAIEH LI& 2 Amazon

AppStream 2.0 Zt2| LI 2| AppStream 2.00 SAML 2.02 A& 3104 Single Sign-On HMAE

M L.

9. Amazon FSx Il 3= 2EZ|YU Al

2 i

HU n
L
rlo ot
>
it
I
m
N
Y
>
0>
0%
i
0
I

g

Lio| S: E2to|E EXtoi oZ E L|Ct.

M-S X}z

O

Q EC N3

Amazon FSxE AtE3t0 ZEo| ALEXt0IH SR EHE MSE = XU
DE ASXAH EeEt 3S Tl ol o, ZE oA, X|E o+

Ol %t

mo
e
Hu
9'|_|
u
i .
2
=
|
Ral
[
_>'|_I
i
1
0%
ol
__
[)
I
r
—‘.—I—

Amazon FSxE Al835l01 28 E MM

1. Amazon FSx I} A|AE MM XIMEH LIS |IE 2 I MEE Amazon FSx A|E 57| MME

SESS k=S

N
0* KO o

mo rin

A&ste B2 \fqgdn-DNS-alias\shareE TAE AFE5t0 AMAE = U= S/ E2EG7T

AERHZH SR EN MBS 265


https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers.html

Amazon FSx for Windows File Server Windows AtS A M

ZaElof YBLICH VIR ZRE ALRSVILI CHE 2R BCIE M4 4 aLich RAE Lige

Windows File Server I} A|ABIE FSxO| Il Y B &2 MME F XM 2.

AppStream 2.0 O|O|X| &IH A|Z}

1. AppStream 2.0 20| M M o|0|X| ZHE AlZfst74LE Z7IE o|0|X| Yol AZEfLICt. Amazon
FSx Tt AAEIO| AL StE SYUEH VPCOIM O|O|X| HHE AlELICE o|0fX| Yt @& st
£ VPC 22 752 Amazon FSx It A|ARI0| CHEH HM[AE S{SsloF BLICE.

2. O|O|X| €& AM8E + U £IH el ASXtZ o|0|XK| &rHol| AZgfLICt

3. #elxt Hete 2z ofEE|7 0[S HRIstHLE UC|o|EstA|R.

AppStream 2.00] 3¢ £ &

1. O™ MAtoM HHEE HE HiX| AT REE M50 A7 AEE|Y MME AlZHE miotCt
3R ECE ANSCE OIREFLICH AR EE 2tE5t2{H It A|[ARIS|DNS O|§ = IHY
A|A BT A4 El DNS ¥%!/(Amazon FSx Console| It A|AEI ME HE E7|0lM &2l 7ts)
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o 37 EC{of AMAsH7| et 2o 215 HEIF He gL
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@echo off
net use S: /delete
net use S: \\file-system-DNS-name\share /user:username password
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b AlAEITE T DNS HAS A
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@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\share /user:username password

2. OE MM MMt AAXI7F 228 UfOICH x| AT TIEE MSIME. 0| AMo| M
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712l DNS &g 2A4E + U&LC

DNS &2 AI&5+04 Amazon FSx It A|AEI0| HMASIE{H CHS Ml EHHIE +=&sHoF & LIC

1. DNS ¥42/2 Amazon FSx It A|AE0f AZAEL|C}.

2. It AAE HFE] A Q| MH|A EOF =X O|§(SPN)2 T+ LICH (DNS HE2 A& 350 mh Y
A AEIof HMAE I Kerberos Q15 € gt O 2RELICH)

3. I} A|AE! 28I DNS EHElof CHEF DNS CNAME H|ZEE O|0|ESHLE MAshL|C.

A

« 1Et7|: DNS 2328 Amazon FSx It A|AE0| 44

« 2EtA|: Kerberos@| MH|A EoF FX| O[F(SPN) #+4
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v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

mjo

INES

ok

[

rr

DNS E¥ CS XIEE WEMe.

HstEl ZHIQl O|&(FQDN) hostname . domain A2 2 0 & £04

accounting.example.comO|0{of EFL|C}.
- PxAt U StO|E()2 ZEE + JU&Lct
- SIO|ESE AIRE|HLE B = gi&LICH

« TAE ARE £+ JA&LOH

DNS %! 0|22| A2 Amazon FSx= YEXI7} X|IME W CHEXF, A2XH E= o|AAHO|Z T
E)J_l’" A eio| =R E ﬁ‘E‘Xf(a~z)§ AL}

4. QX 2| 7|8 dEE H{ste 2 HEg Lo
5. EjZ - MEH ALEF MMo|M 2Rt E 18 F7I6HT CISS MEISHLCH
6. I AAE MM Io|X|o EAIE ot A|AR S AEFLICH IHY A|AR MHS MEHSH ot
U AARIS gL Ct
M I AMARIS AASE = UA ZH 2EAHE ALELICH
2EHA|: Kerberos@| MH|A EHOF FX| 0| (SPN) 714
Amazon FSx0 M= & S0 Kerberos 7|8t 215 4l ¢S SIE A& 35t= J0| EZ&LICEH Kerberos&=
ot A|AEI]| HMASHE SEtOo|UE|A 7HE oH&EH QIS S MESEHLCE.
DNS H& 2 AI& 5104 Amazon FSx0i| HM|ASH= E2+0|1E Q| Kerberos Q152 & 43t st2{™
Amazon FSx I+ A|AR [ Active Directory ZFFE{ Z§A|0i| /= DNS HEol| s 5t= AMH|A 2ot
Z| Ol&(SPN)2 F 730k gLict SPNE 8t #Hoi| 5tLto| Active Directory ZHFE{ 7Hx| otk o448t
2E+|: KerberosQ| A{H|A EoF =& 0|Z(SPN) 74 268
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A OlA

£ Q&LCH el o A|AEIO| Active Directory A E{ ZiX|oll CH3H 7243 E DNS O|§ 2| 7|& SPN
ol o™ siiE SPN2 ArA|sHoF & LCH.

HEHZEA 250 5 72| SPNO| Z8FL|Ct.

HOST/alias
HOST/alias.domain

#4E0| finance.domain.com@! AL, F 79| &4 SPN2 CtS1F Z&LCt.

HOST/finance
HOST/finance.domain.com

® Note

Amazon FSx It A|AEIO| Active Directory(AD) ZFE{ ZH&||0fl CHEH Af SAE SPN2 &4

= OO

5l 7| Z101| Active Directory ZAFE{ Zixi| 2| DNS EH&lof SiEstE 7|1& HOST SPNZ AA|5HoF
2LICH. DNS 29| SPNO| ADO| RI= B, Amazon FSx I+ A|AEIO| SPN 7 Alz&= A

It LCt.
CHS Hite OFS Y2 st 984S dBELCHL

o
M
=)

o

21 A|ABIO| Active Directory Z4FE{ ZHR|0|A 7|& DNS BH& SPN2 X &LICtH
- SPNE 3tom Atx|gtL|Ct
« Amazon FSx I+ A|AERIO| Active Directory Z4FE{ ZHA[0l Ml DNS & SPN2 AAMEHL|ct.

L= PowerShell Active Directory Z €2 MX|

tcd

[e][]
2

—

Amazon FSx It A|AEIO| ZQIE| T Active Directory0ll Z=Q1E Windows QIAEAN 228 L
C}.

2. E2[X} PowerShell &t 2 iL|C}.

3. C}Z BHE ALE5t04 PowerShell HE|E C|HEZ| Z&& MRIFLICH

Install-WindowsFeature RSAT-AD-PowerShell
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HE o A|AEIO| Active Directory ZHFE 7HA|0f A 7|E DNS HE SPN2 3ot Afx||

rot

1. OIS P2 AH835t0{ 7|&E SPN2 25 &Lt 1EHAH 0l o A|ARI0| 44
alias_fqdne DNS HE Qo Z HtELICEH

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. O oM 23 BIEE AL85H04 0| B A0l M BHEHE! 7|& HOST SPNE AFA|EfLICH
« 1EtAOIM T Al AR AR alias_fgdng TA DNS HE 22 HHELICH

1%10
=2 o —
« file_system_DNS_name& ¢l It A|AEO| DNS O|§2 2 HiELICH

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name

3. 1EHAHIM md A|ARYOf A4S 2t DNS HEof CHs ol THAH|IE gt=gfLict

Amazon FSx I} A|AEI 9| Active Directory ZAFE{ Zixi|ofl SPN AH

1. Ch2 BYEE M0 Amazon FSx IHY AARIO| Af SPNS A gfLch

Amazon FSx 2& 0| M Tt A|AEIO| DNS O|E & atog{™H I AlA
2 MES O T A|IAE MR HE Ho|X[e| HESRZ L Hot &

DescribeFile A|AEl AP| 2t240| 2Eto 2 DNS 0|22 712 £ /&LCh

« 1EHAM mhd A|AEof| @388 alias_fgdng A DNS &2 = HbELICEH

2EHA|: Kerberos | AMH|A EoF =R 0|&(SPN) 74 270
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3.

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system_ DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

##Use one of the following commands, not both:

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

##0x

SetSpn /S ("HOST/" + $Alias.Split('.')[0]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

@ Note

DNS ZE&oil CHet SPNO| HE Tt A|AE AFE 2|2 ADoY| U= B2 Amazon FSx

el A|AEIof CHE SPN A& o] AlufgfLct. 7
2 ¢E ot A|AEI9| Active Directory ZF E

|Z£ SPN ZAA &l Abxjof CHEE REAISH LIS
W&ol M 7|E DNS 2! SPNES 3to} AHx]|

oMl A3 BIEE AFE5H04 M SPNO| DNS HEof| & H T EE[R=X| = QIELICE. O]

file_system_DNS_name& Amazon FSx7} I+ A|AEI0| &S DNS O|F 22 CHAR L
Amazon FSx 2& 0| M It A[AEO| DNS O|E2 o2 Tt A
S MENS CHS T AL ME HE Ho[X[o HERI X EP

DescribeFile A| ARl AP 240 CHEt SH S Z DNS 0| € 7K =& UELIC

1S A Zhd Al AR o 42

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

ol

b2t DNS EEoi chsl ol EFAIE ghs gLt

r

|
FCH2 &0l & 7Hel HOST SPN HOST/alias, HOST/alias_fqdnO| Z &
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Amazon FSx I} A|AEI0| dAE [ E 20| E 7| Kerberos 215 & &S SHE AIRSIEE A6
gredo]| CHEF AFMISH LHE 2 GPOE AFE5109 Kerberos @158 XM MME EIXSHM 2.

3CHA|: Il A|AEIO| DNS CNAME B2 E UH|0|E E= Al

0|I

ot A|AEI] SHH SPN2 MAHS| #488F F0o= §Hel Tt A|ABRICZ =QIE ZFDNS BZEE
Amazon FSx It A|AEIO| 7|2 DNS O|§2 2 &Qlk|= DNS B|ZEZ WA 509 Amazon FSxZ2 &
ek &= &Lt

O Mol MA|E HHS A&5ted™ dnsserver & activedirectory Windows 2 E0| 2 EL
Ct.

Zl4 PowerShell cmdletg A x|6t24H

1. Amazon FSx I} A|AEIO| DNS #2| HEt2 7+l & AWSAWS (#2- Active Directory°| <
2 =M Q! 0|8 AlAH] 2R RFAl| 2213 Active AWS Directory0il A DNS &t 2| Hete 98t
TRl Zelxt E= CHE O 8) o 7832 AFS AR 7HEl Active DirectoryOf| 7P?=!5._| Windows
CIAE A 22T LICH

KEMIEH LI 2 Amazon EC2 AL ME M| Windows QIAEIA0| 422 HXSHAAIL.

2. 2[RI PowerShell HEt2 2 4L|C}.

3. 0| ™xlo| X|&22 485248 PowerShell DNS M R E0| ZI@gtL|Ct CI2 WS AF2stod 2
E2 Mx|gLCt
Install-WindowsFeature RSAT-DNS-Server
Amazon FSx It Y A|AERIO| A& X} X|'H DNS 0|8 UCI0|E E= M

1. DNS Zt2| Heto| Qe 2 & (221 Active Directory2| AWS 2/ =HIQ! 0|5 AlAH #E|X, &t
| AWS £2|& Active Directory0il A DNS 2| T2 @8t = H Q! #E|Xt EE= CHE O §) 9
TFARI A2 X2 Amazon EC2 QIAEIA O] 4738 L|Ct.

KEMIEH LHE 2 Amazon EC2 AFE ME M 2| Windows QIAEIA0]| @1Z2E RIESHAMAIL.
IEE A

2. HHIZETZEWAMLCS AFEEE A™MELICH 0| AT EEE 7|Z£ DNSCNAME HIZEE

Amazon FSx It A|AEIS Z nto|2|o|MEFLICH &KX ZFUCIHH Amazon FSx It A|AE| 9|
7| DNS O|& 22 & QI|= DNS %l alias_fqdnoll CHE' A DNS CNAME B2 =2 AAI3t
LIC}.
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« alias_fqdng Tt AAHI0| @423t DNS HE 2 HhEL|CH

« file_system_DNS_name& Amazon FSx7} It A|AE0l| &5t DNS O|§ S 2 CHAIE L
Ct.

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[@]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

foreach ($computer in $DnsServerComputerName)

{

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName $computer -
HostNameAlias $FSxDnsName -ZoneName $ZoneName

}

3. 1EAIM ot A|AEof AT 2 DNS HEol| CHall o™ BHAHIE EhSEhLct

DNS H&/2 AL&5104 Amazon FSx I+ A|AE|0] DNS CNAME Zkg 7+t ZdQlLict. olx| DNS &
%12 AF2 35104 O|O|E{of BM|AE £ Ql&L|C}.

@® Note
O|7of CtE m A|AEIZ 712|7|E Amazon FSx I} A|AEIZ 712|7| == DNS CNAME &l
FAEE UO|IO|ESIH ECI0|HET} FHA| S0 ml U A AEIf QIHSIX| 28 = U&LICH EEl
|°_+§ DNS 7HA|7F M2 T A{X|H DNS HEE AL25t04 473 4~ Qlo{of gfL|Ct. REAM|EH H
HE DNS HEoZ I A|ARI HMA ETIE FHZFHAM L.

GPOE Ar&75t0q Kerberos @l

Ol
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Active Directory0ll M CtE1t Z2 & EH HA|(GPO)E HE5t0d It A|AR0l M| A
Vi S

Kerberos 215 2! &SI E A5 ZAE = U&LICH

« NTLM A8t 343 MEHHZE LI7= NTLM E2i=E AM3h - o] H2 dHEE ArE st AFE{0| A Windows
28 AXME Aot HE MHE LI7HE NTLM E2iEE2 HRESHHLE HALE = U

GPOZE AI23610{ Kerberos 215 Mg 273
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* NTLM AM[gh: 273 MH2| NTLM 215 of Q| F7} - HIESIZ Eoh: NTLM AMEh: #E MHE Livts
NTLM E2i=E 2 Aol FHE 42, o] HH dHE AL&sto] 2Et0|UE EXI7ENTLM 2152
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o T
AMNEY = JUXE HA MH o2l S5& Bt + U&LICH

1. Amazon FSx I} A|ABIO| ZQRIT| T Active Directory0ll Z2|XF2 = QIE Windows QIAE A0
228 LICH XA 22l Active DirectoryE +45t= 4, Active Directory0| CtS EHHE &

SIS

2. AEE MEistT B E7E MEiFOHE O8 ¥ o2|E MEtELICE

3. OE YM Mg MEHELICE.

4. O G A7 gio™ ME d-gglct
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7. HM8E MEisto Eot Mg MEFLICH

8. ZCIO|YEQS| & A Mol CiEt NTLM 44 of 2| § MH5te{™ U ESIT Eoh: NTLM A|Et:
HA M ol FIHE HoMR
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A7 ol MsS I8 DFS WA O|A M

VAl

CtS HEit= Amazon FSx0IA A7 ot R 452 {8t DFS £ F M2 ddst= g ehghuct
Ol Al M= corp LA T O|AN XMEE CIOIEE Luidizo = BEFLct oo|H ot 'A~F,
'G~M','N~Z'E ZF ME CIE Tt SR XMEFELcH dolE |8, 110 27| & 1/O HA|A THELo] [t
ot o4 It SRHM CIOIEE 7HE & 2gsts Y2 AYsor LICH Ar8steies ZE Tt 3
201 /08 2S5t EHisteE AFE FEI2 MEHGIMIR. ZF HIAm o|AE Z|CH 50,0007H2] Tt Y R
ot & 8 HEIHIO|EQ| AER|X| 8F 2 K|HECt= Mol Rl

J U

Namespace Server 1 Namespace Server 2
(Amazon EC2 instance) (Amazon EC2 instance)

I |

FSxa

\\example.com\corp Ws-012345678%abcedef.example.com\A-F

- FE M
A0
| L—| —\G-M Ws-9876543210abcdef.example.com\G-M

[ L
Clients
(Amazon EC2 instances) FS \(
A0

\\fs-abcdef0123456789.example.com\N-Z

A7 ot H5E <8 DFS YA Ho|A HH

1. OFE/DFS UAHO|A MHE AI™SHK| 2 BT Setup-DFSN-servers.template BElE X2 Al
235104 7t 840| =2 DFS HHAHHO|A M &2 AlZHE = RI&LICH AWS CloudFormation
AEH Mof CHEF REMIEE LIS 2 AHS ABEMO| E2L£0 M AB MMHE HESHAAIL. AWS

CloudFormation AWS CloudFormation AWS CloudFormation

2. AWS & ZE|xt 2E 2| AF2XIE 0| BHAH0l M A|ZHSH DFS HIYAH O|A M & stLtof 44
BHLCh REMIEH LI 2 Amazon EC2 AF2 MM O] Windows QIAEIAN| @122 EZ5HAIAIL.

3. DFS ZE| 2£E Yo HMAFLICH AlE HFE ¥ dfsmgmt.mscE A&ELICt 228{8 DFS
22| GUI =71 Y2lLct.

4. =Y M UYUAHO|A #2002 ME#StT MH{EOR AR &1 M DFS LIQUAH 0]A ME{Q| Z
FEOlBE Qe % Cha g MeterLiT)

5. O|§ol= BtEEiE L:|||°=lén-||o|é(o4|: corp) = o293t |C}

6. AN HES MEjstT 97 Aol mat Mus Mg MNsLIC Che e MeEL
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports

88,135, 389, 445, 464, 636,
3268, 3269, 9389,49152-65535

UDP Ports 88,123, 389, 464

Active Directory

TCP Ports 53 domain controller

UDPPorts 53

b
>
DNS server

TCP Ports 445

<
<

FSx for Windows

SMB client
@@

Administrator

TCP Ports 5985

CHS Elo|E0l= Zt ZEO| &0l Liet J&LICH
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TCP/UDP

TCP/UDP

TCP/UDP

TCP/UDP

UDP

TCP

TCP

SEIE g

53 TRl ol AARI(DNS)

88 Kerberos 1&

464 &E HE/EE

389 LDAP(Lightweight Directory Access Protocol)
123 NTP(Network Time Protocol)

135 =4 AFE G/ =X QI E O (DCE/EPMAP)
445 CIEE{2| MH|A SMB TH Y 37
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TCP 636 Lightweight Directory Access Protocol over TLS/
SSL(LDAPS)

TCP 3268 Microsoft 22 % & 21

TCP 3269 SSLZ &8t Microsoft Z2E2H 7IHE21

TCP 5985 WinRM 2.0(Microsoft Windows Remote Managemen
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TCP 9389 Olo|A2AZE AD DS ¢ MH|A, PowerShell
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"iam:GetUserPolicy",
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"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
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"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Statement": [
{
"Effect": "Allow",
"Action": [
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]
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{
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0{(0| M= key=Department, value=Finance)
AH

XIEsHe 0B THY A|ARIS MAYE & QaLcH

"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
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"aws:RequestTag/Department": "Finance"

Example 2 - £ E{27} Q= Amazon FSx IF A|AE O] eHQ{Or M4

Ofm
:|°|='
>

2 | & Xt= key=Department, value=Finance 7|t A2 Z E{7} X|HE Tt Al
LB O] HHQ{D MAE & IO, Y2 Deparment=Finance E§1E At&3tod M&ELIct.

~

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource",

"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"
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O] MAE %6H A& XH= Department=Finance Ef27} K| E 8H40i M Bt Department=Finance
A AH

d89g + A&LICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
}
}
}
]
}

Example & - S3 E}7} QlE T AIAE AR

&l A2 XH= Department=Finance Ef17} K|S m A|ARIDE AFKYE 4= Q& LICH.
MMSE 42 Department=Finance Ef1& X|&5Hok gL|C}.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:DeleteFileSystem"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
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1,
{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"
}
}
}
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Windows A& AT A

Ct. O|&

E5l A2 X Windows2 FSx I AI_

Firehose T1& AE 20 AIAIE = Ql&LIC}.

=
ol CH et

Olof & = JU=SE S &L

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateFileSystem",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthorizeApplication",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"
1,
"Resource": "*"
.
{
"Sid": "PutMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": [
T
1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"
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}

"Sid": "TagResourceNetworkInterface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"”

1,

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

1,

"Condition": {

"Null": {

"aws:ResourceTag/AmazonFSx.FileSystemId": "false"

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
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"ec2:ReplaceRoute",
"ec2:DeleteRoute"
1,
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditlLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"
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File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.
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Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.
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Amazon FSx is unable to establish a connection with your Microsoft Active Directory

domain controllers
because the service account credentials provided are invalid. To fix this problem,

delete your file
system and create a new one using a valid service account.
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Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controllers.
provided does not

Amazon FSx AMH|A 7|

This is because the service account

have permission to join the file system to the domain with the specified organizational

unit.
To fix this problem,
account with

delete your file system and create a new one using a service

permission to join the file system to the domain with the specified organizational

unit.
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Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.
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Amazon FSx can't establish a connection with your Microsoft Active Directory domain

controller(s).
This is because the organizational unit you specified either doesn't exist or isn't

accessible
to the service account provided. To fix this problem, delete your file system and

create a new one specifying an
organizational unit to which the service account can join the file system.
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Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is

because the file system
administrators group you provided either doesn't exist or isn't accessible to the

service account you
provided. To fix this problem, delete your file system and create a new one specifying

a file
system administrators group in the domain that is accessible to the service account

provided.
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Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.
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File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new
one using a service account with permission

to create computer objects and reset passwords within the specified organizational
unit.
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File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.
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HZH0] -SessionOption MO ZE -SessionOption (New-PSSessionOption -uiCulture
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Entexr-Pssession -ComputexName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")
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Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.
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Network /O metrics File server metrics Disk /O metrics Storage volume metrics
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https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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https://s3.amazonaws.com/solution-references/fsx/backup/fsx-scheduled-backup.template?versionId=jS8qpvWUjSn_YH6dZ6gBUFmfq2wQAM_Y
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https://s3.amazonaws.com/solution-references/fsx/backup/fsx-scheduled-backup.template?versionId=jS8qpvWUjSn_YH6dZ6gBUFmfq2wQAM_Y
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html

Amazon FSx for Windows File Server Windows AtS A M

KEMIEE LHE 2 Amazon EC2 AFE& A™EM2| Windows @IAEIA 0] @472
3. FSX-DFSR-Setup.ps1 A3 g EE PowerShell CI22
4. AZ 052 L1 238tL|Ct PowerShell S04 A WindowsE MEHSHLICH PowerShell.

=H
5. X|YE CHS 047 H+E AL& 6104 PowerShell AT R EE A&5H0 5 It A|AR] 7ol DFS =
MNE ddgfct

mjo

lal
P
ol
Ibal

A2,

[N
9'|_|
>
>
> |0

- DFS 2X| 18 ¥ &Ciol 0l8

. EPO' AAE| SA5t2iE 2o 24 ZZ(0dl: Amazon FSx It A|ARl0| Z&E 7|2 3R
9| A2 D:\share)

o AT 4 B0 A48 7|2 2 O] Amazon FSx I A|ARIC| DNS 0|&

Example

FSx-DFSr-Setup.psl -group Group -folder Folder -path ContentPath -
primary FSxFileSysteml-DNS-Name -standby FSxFileSystem2-DNS-Name
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://s3.amazonaws.com/solution-references/fsx/dfs/FSx-DFSr-Setup.ps1
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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Install-WindowsFeature RSAT-DFS-Mgmt-Con

5. PowerShell ZEZEO0|M CIS WS AR50 DFS EX| 25 2l ECHE MASHLCH

$Group = "Name of the DFS Replication group"
$Folder = "Name of the DFS Replication folder"

New-DfsReplicationGroup -GroupName $Group
New-DfsReplicatedFolder -GroupName $Group -FolderName $Folder

HHZS AFE 504 ZF I A|ABI 24 FEl Active Directory A E| 0|2 & QI LICtH

0jo
mjo

6. Ct

$Primary = "DNS name of the primary FSx file system"
$Standby = "DNS name of the standby FSx file system"

$C1 = (Get-ADObject -Filter "objectClass -eq 'Computer' -and ServicePrincipalName -
eq 'HOST/$Primary'").Name
$C2 = (Get-ADObject -Filter "objectClass -eq 'Computer' -and ServicePrincipalName -
eq 'HOST/$Standby'").Name

B

AtEstod ddet DFS SH 2 &o| F 8wz e A|ARE FIHELICH

ffo

7. C}

0jo

Add-DfsrMember -GroupName $Group -ComputerName $C1
Add-DfsrMember -GroupName $Group -ComputerName $C2

8. C}2 BHUS AIS5tod 2 Wt A|ARIS| 24 FBZE(04: D:\share)E DFS S| 280l F7tefL
Ch Ol HAto|ME file system 10| 7|8 T+ AL E FLICH &, sl LSOl M50 CHE
ot AlAEl| S7|=HE LICH

$ContentPathl = "Local path to the folder you want to replicate on file system 1"
$ContentPath2 = "Local path to the folder you want to replicate on file system 2"

Set-DfsrMembership -GroupName $Group -FolderName $Folder -ContentPath $ContentPathl
-ComputerName $C1 -PrimaryMember $True

Set-DfsrMembership -GroupName $Group -FolderName $Folder -ContentPath $ContentPath2
-ComputerName $C2 -PrimaryMember $False

o424

SEE At8stod T A|AHE 7F 1A E FIHELICH

0jo
Mo

9. C}

Add-DfsrConnection -GroupName $Group -SourceComputerName $C1 -
DestinationComputerName $C2
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6. AY HEES MEistD @7 Ao et MAE Hete MA™ELICH ChS 2 MEIELIC
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12. %718 HEIS EC) CHY B20d 718 Amazon FSx T NlAHof
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15. HlYAamo|Aao| FIte 2t ot S5of CHall oFX|2h M| EAHE Er=ghLC.

o =X|E <|Et DFS WA H O|A A% 3L7] () PowerShell
1. OtXIDFS WA HO|A MHE AestT /K| &f 2 B2 Setup-DFSN-servers.template B E &

F5t A Al 2. AWS CloudFormation

x
M2 HESHIAL. AWS
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CloudFormation AWS CloudFormation AWS CloudFormation
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5. OF%| DFS 2| =771 dR[E[of UK| SICHH CHEot 22 WP =2 QAEAO| DX[ELICH

Install-WindowsFeature RSAT-DFS-Mgmt-Con
6. 7|Z& DFS YA moO|AT} ob % Qls B2 OHS BYEE ALE50{ M DFS HYHAHO|AE BFHE

& LICH PowerShell

$NSS1
$NSS2

computer name of the 1st DFS Namespace server
computer name of the 2nd DFS Namespace server

$DNSRoot = fully qualified Active Directory domain name (e.g. mydomain.com)
$Namespace = Namespace name you want to use

$Folder = Folder path you want to use within the Namespace

$FS1FolderTarget = Share path to Folder Target on File System 1
$FS2FolderTarget = Share path to Folder Target on File System 2
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$NSS1,$NSS2 | ForEach-Object { Invoke-Command -ComputerName $_ -ScriptBlock { mkdir
“C:\DFS\${using:Namespacel}”;
New-SmbShare -Name ${using:Namespace} -Path “C:\DFS\${using:Namespace}” } 1}

New-DfsnRoot -Path "\\${DNSRoot}\${Namespace}" -TargetPath "\\${NSS1}.${DNSRoot}\
${Namespace}" -Type DomainV2

New-DfsnRootTarget -Path "\\${DNSRoot}\${Namespacel}" -TargetPath "\\${NSS23}.
${DNSRoot}\${Namespacel}"

7. DFS UIYAHOIA LHo| XS BHE2{H CHS HUS AR 4 AALICH PowerShell 0/ 3t
M 7|EHo 2 B YMASHE HFL QIAHAS 7|2 Amazon FSx 1Y AAEO 2 HIHE
ECi7h MAELIC

$FS1 = DNS name of primary FSx file system
New-DfsnFolder -Path “\\${DNSRoot}\${Namespace}\${Folder}" -TargetPath “\\${FS1}\
${FS1FolderTarget}” -EnableTargetFailback $True -ReferralPriorityClass GlobalHigh

8. [CH7| Amazon FSx It AlARIE S8t DFS HYamola EC{of F7HELich EC{of HM|A s
£ AHEY AABAE J|E Amazon FSx THY A AE| HAZAY =+ gis B2 0l Tt AAEHR
gotzLct.

$FS2 = DNS name of secondary FSx file system
New-DfsnFolderTarget -Path “\\${DNSRoot}\${Namespace}\${Folder}" -TargetPath “\\
${FS2I\${FS2FolderTarget}”

O|A| ol X|HEt DFS HIUAHO|A EHO| 3 AZE ALE5l0{ AFE QIAEIA0|AM Ci|O|E{0]
HM|AE £~ Q&LICH O|ZH 3tH HFE CIABAE J|E Amazon FSx It A|[AESZ (7|8 ot
AlAEIO| SESHR| St B 07| Y A|IARISZ) HHHLICE

0 € E01, AIE HIFE Y1 PowerShellE AT LICH S5 0{|M Windows PowerShell& ME4S|

T CHE BES ™o

net use Z: \\${DNSRoot}\${Namespace}\${Folder} /persistent:yes
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