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2. 2185 HIAIX[] MBSHAAI2.text_messageO|T™ MMoi| A A28t key pair AFE & LICEH
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rsa_padding_mode:pss -sigopt rsa_pss_saltlen:-1 -sign private.key -keyform
PEM | openssl base64 |
tr -- "+=/'" '-_~'" | tr -d "\n")
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T4 HRAE T2 H|X'J5tE{™ CtE2 AL & LICHProvisionByoipCidrB3 & LT}, --cidr-
authorization-context LI2FO|E{= ROA MH|A|X|7} OFLIZ} O] MMM MAISH H-E AIEE
LIC}.

aws globalaccelerator provision-byoip-cidr --cidr address-range --cidr-authorization-
context Message="$text_message",Signature="$signed_message"
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aws globalaccelerator provision-byoip-cidr
--cidr 203.0.113.25/24
--cidr-authorization-context Message="$text_message",Signature="$signed_message"
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}
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_WithdrawByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeprovisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html
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https://console.aws.amazon.com/support/home
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2|1 O|& Region

Asia Pacific (Mumbai) ap-south-1

Asia Pacific (Osaka) ap-northeast-3

Asia Pacific (Singapore) ap-southeast-1

Asia Pacific (Sydney) ap-southeast-2

Asia Pacific (Tokyo) ap-northeast-1 (except AZ apnel-
az3)

Asia Pacific (Seoul) ap-northeast-2

Canada (Central) ca-central-1 (except AZ cacl-az3)

Europe (Frankfurt) eu-central-1

Europe (Ireland) eu-west-1

Europe (London) eu-west-2

Europe (Milan) eu-south-1

Europe (Paris) eu-west-3

Europe (Stockholm) eu-north-1

Middle East (Bahrain) me-south-1

South America (Sao Paulo) sa-east-1
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« AWS CloudTrail & AF&3l04 AWS Global Accelerator APl & 7|8

AWS Global Accelerator

55 238 M3 AWS Global Accelerator 4 AlE{2{|0|E{ 2] OH“'E—IEﬂOIE-IOI HEZ 2E{mo]
A0M TS ED SAEE IP FA ESfof CHst HEE £ZE £ &'QLIEP & 23 HlolHE
Amazon S3 HIA|E|H, 0{7|MH EE2 208 MM CI3 CIOIEE 7txet &eld &= &L ct.
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SERIBIEE 58§ 20 LUIEXI 582 UEHUD Z BREE SE UM 712 3 55
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of MUt HM 7122 5§ 23 MHIA0M 23 MR EE AHlAlst7| Foi CIOIEE EAIsHE Al
2k 712 dLich A 7(2E2 of 10X 0|X|E 2|CH 1274HK| 23 + /&L

[} CloudWatch Logs2| 2 22 217} Amazon S3 X 71|A|E|E-|EPE HEEL
KM e B e HTSHMAI2.S32 21 K& atAmazon CloudWatch 2

58RO 89


https://aws.amazon.com/cloudwatch/pricing/
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Amazon S30{| E22 21 HlA|

AWS Global Accelerator Of CHet 222 2= X|HE 7|& S3 420 Amazon S3 S304| HIA|EILICE.
SE 2 dZEE H3lo| MEE 40| 2 ub Y ZH&| ol H AIE LICE

S22 239 & AL E Amazon S3 HZ!E ‘MM stE{THZ! BH=7]2|Amazon Simple Storage
Service A|Ef OFLIA.

EEEI oY
E2Q 2IE S22 HIEE £8s0i 21 YR S 012 oY 21 IS 58 e
2 Amazon S3 !0l AIAIELICH ZH 23 mholle oM 58 5ot 7ISE IP T4 EfTiol CiEt &

2L 23 47 E7} £EEL|CH

23 mto| 2|ch 3 7|= 75MBRILICH 213 1tlo| 52 Lol It 37| 3tEol EEEe B, E22
Eds EER 2O HZEL 2O TtUR 9| FIHE SHST Amazon S3 HAo| HAIEH CHE MER
2O nmUg MMELct

2 ot %EO 2739/ ID, 2™ & HHE Lo EEPEP AYE EH 7T E AL85tod X|HE

s3-bucket_name/s3-bucket-prefix/AWSLogs/aws_account_id/globalaccelerator/region/yyyy/
mm/dd/

EE22 279/ ID, 2| A dYE It L Alztol| el ZEELCH zhd

OFEL7EX |2 223 10}
4 Al =

O|§2 Ch5ol 84

i)

Oto 1]IIIJ

Y 0
= A

aws_account_id_globalaccelerator_accelerator_id_flow_log_id_timestamp_hash.log.gz

2 0elo| ZE 2 1t 0|§ FX0i Cist CHS AHE ol RolstAAI2.
o E}QUAEHT = YYYYMMDDTHHMMZ @Al At EHL|Ct.
O oYU HE EE o Ch2a 20| ol £2iAl (/)

« S3HZ! HF At £2iAl (/) & XIHStH 2
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s3-bucket_name//AWSLogs/aws_account_id
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https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
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CtE oo M= AWS H ™o et E22 200 Ot 20 TtYo| EH 2 2 It 0|F2 £ 04
&ELICH123456789012ID7t @1 744 7|0 BLR1234abcd-abecd-1234-abcd-1234abcdefgh, 2018
4112 23, UTC:

my-s3-bucket/prefix1l/AWSLogs/123456789012/globalaccelerator/us-
west-2/2018/11/23/123456789012_globalaccelerator_1234abcd-abcd-1234-
abcd-1234abcdefgh_20181123T0005Z_1fb1234.10g.gz

Ctl s E 27 mtof= 042 5712 £ Z B2 =7} Q= QlE{E|EHE 20| S04 Ql&LLCH.
% client_ip,client_port,accelerator_ip,accelerator_port,protocol. 7t 7|0 CHE
EsSE 21 1148 Ef{MHaccelerator_idd! #5t2laccount_id.

Amazon S3 £EE2 21 E HAl5H7| {&t IAM &

IAM At S X2t 22 IAM E2F FR[0f= Amazon S3 HA| E22 28 HAIE S8 HEHo| {0
OF gfLICH IAM H&of| Ch& HEHo| Z & =[o{ok BfLICt.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DeliverlLogs",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*"

I
{

"Sid": "AllowGlobalAcceleratorService",

"Effect": "Allow",

"Action": [
"globalaccelerator:*"

1,

"Resource": "*"

I
{

"Sid": "s3Perms",

"Effect": "Allow",

"Action": [

"s3:GetBucketPolicy",

Amazon S30i| HlA| 91
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"s3:PutBucketPolicy"
1,
"Resource": "*"
}
]
}
Amazon S3 HZIo| EE < 20 CHEt HEt
712292 Amazon S3 HZA! ot HZ!lo| Z & El ZiA = HISHULICH HZE! AR AHEHO| tH;"'F a1
orofl MEE Ao AMAE = UA&LICH 2Lt HA! ARKE AMA HHE 25104 CHE 2|4
9 AP REOIH| UM A HFHE HoiE 4+ QaLch
28 208 MASHE ASAL BTS2 ARE B2, MHIAE OhS HA2 HZI0 (IS 22 st
E3E HA| AAE EE2E? 2O HEtE Fo{gfLCt.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/
xu
"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-
control"}}
1,
{
"Sid": "AWSLogDeliveryAclCheck"
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:GetBucketAcl"
"Resource": "arn:aws:s3:::bucket_name"
}
]
}
Z2Q 205 MMEE AKX 2 ARSI &AL s B{Z00ll CHEF GetBucketPolicy @t
PutBucketPolicy7} 9l B2, £EE¢ 21 dd0o| AmELIct 0| B2 HA AKX O HHY
SOE FII5tn EE22 21 HEXIo| AWS AH IDE X|ZHsHoF & LICH RtAMIEH LHS

£ HAo =3
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2 B2 H XS AMA2.83 HZ! HA2 F715te{ oA dlofF & L|7H?2|Amazon Simple Storage
Service A2 SFHLHAM. HHZIO| O] HHoZREH E22 28 £4I5t= B, Resource 24

LIS ZF H'H2l AwSLogDeliveryWrite =& Mo F7+gHLICt

o€ £04 CtS 3! HAof 2k AWS A 12312312123123 &
45645645645645645645645645664566664562 Z22 E1Eflow-1ogsOl2t= HZ!Mlog-
bucket:

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSLogDeliveryWrite",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::log-bucket/flow-logs/AWSLogs/123123123123/*",
"arn:aws:s3:::log-bucket/flow-logs/AWSLogs/456456456456/*"
1)

"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-

control"}}
},
{

"Sid": "AWSLogDeliveryAclCheck",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::log-bucket"

}
]
}
® Note

Ho{ 5t= 20| E&LICHAWSLogDeliveryAclCheck 2AWSLogDeliveryWrite™sHE 74
2 AWS HH ARN CHA 23 TS MH[A 2ok FA|ol|H g ghct.
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https://docs.aws.amazon.com/AmazonS3/latest/gsg/add-bucket-policy.html
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{
"Sid": "Allow AWS Global Accelerator Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
}
"Action": "kms:GenerateDataKey*",
"Resource": "*"
}
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AWS Global Accelerator 22 21 445} 5tp{H

1. AWS Aol 222 218 Amazon S3 HZ!2 MAdgtL|Ct.

2. 5B 20E g/Hstst= AWS AFE X0 CHEH 28 IAM HAE FIHEHLICH REAISH LIE S
Amazon S3 E22 21 E HAI5H7| {8 IAM 38 MME XML

3. 21 mof AF2E Amazon S3 HHZ! O|E} HSFALE AI85104 CHS AWS CLI HES AlSHEL

CH.

aws globalaccelerator update-accelerator-attributes
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https://docs.aws.amazon.com/AmazonS3/latest/gsg/acl-overview.html
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--accelerator-arn
arn:aws:globalaccelerator::012345678901:accelerator/1234abcd-abcd-1234-
abcd-1234abcdefgh

--region us-west-2

--flow-logs-enabled

--flow-logs-s3-bucket s3-bucket-name

--flow-logs-s3-prefix s3-bucket-prefix

Amazon S30AH E22 2 8|2 E X2

20 o2 dFE YEALICH Amazon S3 2£2 M85 21 ntU S UM S F0| S EER
I I EAELCH LS OR2EEsts 9, YFE diMsiol E2? 2O HZEE E =
A& LICH

20 o ™ME EolY
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Sg=i i
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<version> <aws_account_id> <accelerator_id> <client_ip>
<client_port> <accelerator_ip> <accelerator_port> <endpoint_ip>
<endpoint_port> <protocol> <ip_address_type> <packets>

<bytes> <start_time> <end_time> <action> <log-status>
<globalaccelerator_source_ip> <globalaccelerator_source_port>
<endpoint_region> <globalaccelerator_region> <direction> <vpc_id>

T 1.0 @4lolE VPC AR vpe_id. HE 2.0 EAlvpe_idE 22 HHED|0|E{7} EEI0IUE

= j—
PEAE HESIACEOIER EHES Ma m HMECH

ChE EoME E22 2O dRZE0 2EE MEE LD

c AN

version S8 23 HH™LICH

aws_accou 58 219 AWS AH ID.

nt_id

accelerat Efj=Elo| 7|8 El= A4 OlE{Q] ID.

or_id

client_ip AN IPv4 FAQLICEH

client_port AANTE

accelerat 75712 IP A LICE.

or_ip

accelerat 715710 ZLE,

or_port

endpoint_ip Eoi=lo| CHA IP FAILC,

endpoint_ ECiZo| iy ZE

port

protocol EZHEO|IANA ZE2EZ #HE XMEt HEE XHEIRQIHA Z2EEZ HE
B2 xS A AL,
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Zc MH
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aws cloudwatch get-metric-statistics --namespace AWS/GlobalAccelerator \

--metric-name

ProcessedBytesIn \

--region us-west-2 \
--statistics Sum --period 60 \

--dimensions Name=Accelerator,Value=1234abcd-abcd-1234-abcd-1234abcdefgh

Name=DestinationEdge,Value=NA \

--start-time 2019-12-18T20:00:00Z --end-time 2019-12-18T21:00:00Z

ct
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e I:I=IE.=|O| =

= ol Al LIt

"Label": "ProcessedBytesIn",
"Datapoints": [

{

"Timestamp": "2019-12-18T20:45:00Z2",
"Sum": 2410870.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:47:00Z",
"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:46:00Z",
"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:42:00Z",
"Sum": 1560.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:48:002",
"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:43:00Z",
"Sum": 1343.0,
"Unit": "Bytes"

}I
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{
"Timestamp": "2019-12-18T20:49:00Z2",
"Sum": 0.0,
"Unit": "Bytes"

},

{
"Timestamp": "2019-12-18T20:44:00Z2",
"Sum": 35791560.0,
"Unit": "Bytes"

}
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OlDescribelistener.

"Records": [

{
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:03:142Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListAccelerators",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": null,

"responseElements": null,

"requestID": "083cae81-28ab-4a66-862f-096elexample",

"eventID": "fe8blcl3-8757-4c73-b842-fe2a3example”,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

}

.
"eventTime": "2018-11-17T21:04:497",

"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreatelListener",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP"
I
"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP",
"clientAffinity": "NONE"

24",
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},

"requestID": "6090509a-5a97-4be6-8e6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:03:527",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreateAccelerator",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"name": "cloudTrailTest"
},
"responseElements": {
"accelerator": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample”,
"name": "cloudTrailTest",
"ipAddressType": "IPV4",
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"enabled": true,
"ipSets": [
{
"ipFamily": "IPv4",
"ipAddresses": [
"192.0.2.213",
"192.0.2.200"

}

1,
"status": "IN_PROGRESS",

"createdTime": "Nov 17, 2018 9:03:52 PM",

"lastModifiedTime": "Nov 17, 2018 9:03:52 PM"

}
}I

"requestID": "d2d7f300-2f0b-4bda-aa2d-e67d6esexample”,
"eventID": "11f9a762-8c00-4fcc-80f9-848a29example”,

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",

"accountId": "111122223333",

"userName": "smithj"
}
}
1,
"eventTime": "2018-11-17T21:05:27Z7",
"eventSource": "globalaccelerator.amazonaws.com",

arn": "arn:aws:iam::111122223333:user/smithj",
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"eventName": "UpdatelListener",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [

{
"fromPort": 80,
"toPort": 80

},

{
"fromPort": 81,
"toPort": 81

}

]
},

"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [

{
"fromPort": 80,
"toPort": 80

},

{
"fromPort": 81,
"toPort": 81

}

1,
"protocol": "TCP",
"clientAffinity": "NONE"
}
1,
"requestID": "Q08ef93c-b3a3-44b4-afb3-768example”,
"eventID": "85958f0d-63ff-4a2c-99e3-6ffbexample",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:06:05Z2",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "Describelistener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234"
I
"responseElements": null,
"requestID": "9980e368-82fa-40da-95a3-4b0example”,
"eventID": "885a02e9-2a60-4626-blba-57285example",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:05:47Z2",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListlListeners",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample"
},
"responseElements": null,
"requestID": "08e4b0f7-689b-4c84-af2d-47619example",
"eventID": "f4fb8e4l-ed21-404d-af9d-037c4example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
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"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:06:242",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "DeletelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234"
I
"responseElements": null,
"requestID": "04d37bf9-3e50-41d9-9932-6112example",
"eventID": "afedb874-2e21-4ada-blb@-2ddb2example",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

14 Accelerator 21 I = ol 114



AWS Global Accelerator TR 7H0|E

AWS Global Accelerator

7 Azt LICH AWS T2 Hotof 0 RIZst ZEo| 2F
E

13 o} 7[Ex{2| 5=E +& + U&LICH

Hot2 AWSS PF5to] 25 MAUQULICH 25 &M DEH2 O| AHYE S2tE0o HoF 3 Z2FE LY

Hoto=z MyEstL|Ct

« 2EIREQ| Ho—_ AWSE AWS ECIR2E0A AWS MH|AE AstE QIZEIE E 5540k & LICH
C

8 AWSE FE%MI A8E % e MHIAE MZELICH MS THE| ZARHE AWS T8 E4 T
20| YBOZ MYIHOR Hot 5THE BHAEST ABELICH 22 A 0lEfo] B
£ F4 Z2 a0l Chal YOLEHBTA F4 L2 3 HB AWS SOl L) MEIA,

2 Ar&st= AWS AH|20i ofs A ELICH EBF O|o|E o] BIZ
(m]

AHO| =
=
ol F AY A 2 HE & 7 EE HIRE 7B 2400 CHsiAM T A o| l&Lch

Ol BME F2 HMBHOEIE ASH I B MY DUS MB st WHS OlsHsHs Ol TR0
S O FHl0IME Hot SEE BF5T S 22 UM OIEIE T4 YHS HoiEL
ct.

=5

« AWS Global Accelerator X}Z4 & 2l HA|A 22
H O

« AWS Global Accelerator E{2|

« AWS Global Accelerator 0| 22

o
« AWS Global Accelerator 74 &%

« AWS Global Accelerator 01| A

 AWS Global Accelerator

AWS Global Accelerator A} Z3 S 4l HA|A ZHE]

AWS Identity and Access Management (IAM) = AWS 2 28 HMP{P|0|E] 2|AAE H|Z S AWS E
AA0]| CHE ZEIXS| HMAE CHHSHH AMo{5tE Ol E=20]| =l AWS MH[AIL|CH #E|XH= IAM
£ AM85tod AL Mo{21F(22l) HAuth(HEt QI8) & ME5t0d 2RE 7IET| E|lAAE AH8E
T AU&LICH IAM2 F7} H|E 0] AWS HHH MSEl= 7[s L Ch

ID 2 SHAIA EZ| 115


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

AWS Global Accelerator TR 7H0|E

/A Important
IAMO]| CHsll & 22 &= Z< 0| H|o|X|of Lt RlE 7|2 HWEE AES CHEIAM A% 57, 2l
g AtME 82 & HXSHAAIR.215 0|8 FIULIT?,AM A K o

5 L YA xloof CH
2t AU, HEHO|Er FIUL?.

[
. 2L HAA QI mE| 2 HAA Kool QB HEt

—

« IAMOI|M S 22 AH {80 &S 4] O|aH

ro
ol
W
12
b
>
Pl
o

QIZ— AWS Of 2101824 RE AFS A A B (7 o F), IAM AFS A A B EE 1AM
B2 AZSHE YA K7 B B StLEE AS S0k ELITH Ol2{8H AE{E|of CEH REAIEH LISS 215
Olet RRULIN? EHIE BT AAIL.

/\Oil EH°P HMAE 7(1|01 °.=.*L—|EF. AEMIEE LHE
CHlS X SHAIA|S.

/A Important
2lAAE F7F MMHE A8 Qo] AN L) 2 E BlAAE T HHO
ddg = AU HEHS Foq gofof FLch TE{LE 2|AAE WHERIC £
A HEHO| RIS 2 FOoiE[X|= A&LICH sdsttd= 2 &
HetE ZelR7L BAMe = Foqsfof gfL|CH EE8F 22| R} [
LICH

IAM 2 & & Aol CHet 7|2 Xl LIS

mo
nQ
o
HL
_."P_
e
jul
mjo
oo
o
M
2l
i~
HL
>
>
to

=
ot
pal
0l
2

116



AWS Global Accelerator TR 7H0|E

olAA
Z 2 HME{F| 0|E] L IAM Z2 AWS AH|A0E eEtX o 2 B|AARIE ZHX|7F = &HELICH CH
HEEOo| A2 o|g{8t ElAAE O|EHE MH|AMM MY, e & AXE & U&LICH IAM E|AA0
= AR I8, 9g 2 "HAo| ZEELIC
Users

Fl'F

IAM AFEXH= AWSSH &5 &85t AHE SH2 AFEal AWS E Z2Hst= 742! EE= o Z A
O|ME LIEFHLICEH A2 XH= O|&, AWS Management Console Ol 210151 7| {8t
T AWS CLI EE= AWS APISF &7 AFE & == UE 2712 HAM|A 7|2 O|F 04X U&LCt.

IAM 1&2 IAM APRXHHI CHEF A MHUL|Ct 22|t &2 AFE5H0{ HiE] A& Xtod| CHE
HEt2 XIHEe = U&LUC ae{™ #2[XH7F o2 AL Ate| HEH2 ECt € H 221" = U&L
Ct.

Roles
IAM @fgte TIo HEHEl EE B7| A2 B (23 EE HMA F)) o] gaLIch gt e oo
Lostn Meto] e AFSRIEHH FTL T2 4 QALICH IAM AFSRHE Bt 7HR| ofgtg 2g
OCZM EH 2UZ ol CHE HE S AR 2 = U&LICEH g & APQIP'— odgtol of &=
QIf Xt EH SZAE AFE5H0o{ dE 2 2 = UELICH &5 AWS MH|AE=AMH|A &0
M AWS B|AA0 CHAl HMASHES ST LICEH

x4 =H

O
Hue Az ol CHE HEte Holste

S| x A 0|5HE JSON 2L AWS X|HEFLICHAIZE S 7|
Ht HAMALZH S (AKX 38 e 9 off AZA8gLICH L8 AWS MH|AWMEEIAA 7|8
78 E| H Hl:l- EV\/\O‘" CH3l Xtoi1=2 ASHSHF A Ol= HO} XX‘" (7HO| CC — OH%E|9“

MplAAo] A4S Aolg 8 = Aes B¢ Ol L=
0|M) E AMo{e = Q& LICH Global AcceleratorE ElAA 7|8t HA g X|5HK| & LICH
ID
A2 5H R 5H2 HEtE Holg £+ AUE IAM ElAAQILICEH 0o47]0lE AFEXRE 2§ 2 48 o]
ZeHELIC
AHEE|

AE{E| AEE|= 2Bl AHESHE IAM E|AALICH 07[0= AFS AL & & o] ZEFELICH

Principal

AWS oM 2ot =M= AWSol| 21215t0{ AWSH| &2 MH5H7| 2/ AEEIE AHE5tE 7He!
= OHEZ|AHO|MHULICE E o =X= AWS Management Console, AWS CLI EE= AWS APIE At




AWS Global Accelerator I RE 7Hol=

8oto] 2 (of: AHE{BolE] 4 H|) & &Y + A&SLICEH TE{H Z Ao
Xt | I

|
A, Elaa, 2ot FA|, EoF F=A AE 2 ™ol gt 2E F7
X {

Ol2{#t RE M= AWS Ol Mcontext2 S HA A, AWS @8 ZHAE| MLl BE
MRS HOIFLICH AWS £ HHM0| 230| 2t RES 588 Z20l2 232 SQAFLIC

Q= al HAIA X|o{ ZEMAQ| ClOjo{aS
oM 20| IS El=X| 4R E AH™SH= Yo
ZIo[IAM At MEA.

rH
>

& HAM|A, 215 2| L HA|A Kofof Eer Het

i

22 HHUHSO|HE A SH7HLE KAl EE= CHE AMEFOf| CHEF HEt Fod & AMA K|o1E 2hE|stEd
™ ZHIE Mol {o{oF gfL|ch.
M5t

| ey .

=294 HMP{B0|E 75 7|E PE= O

MK

| O
Il

rot

AWS Global Accelerator 7}47|E PHEE{HE AFS X0 H 22 HMB{H|O|E2F (A E! MH|A 1A
ofstg MAder Hetol Qlo{oF ghLlCt.

A-EXtollH 2 2H A 2| o[E{ol M HHE2{B0[EIE BtE =+ Ue SHIE Hetol U=X| FHlstedH
St 22 EHME ASKtol| A AZE LI

ini
Pl
rol

ld
ro
pal
b
oM
0%
N
rE
r
rok
02
12
jo
g
mun
g
=o|=|

ﬁ
12
o

QU= AHZAHE 4 ME{Ri|0|EIS

"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": '"globalaccelerator.amazonaws.com"

"Effect": "Allow",
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"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
globalaccelerator.amazonaws.com/AWSServiceRoleForGlobalAccelerator*"
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"globalaccelerator:*"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeInstances",
"ec2:DescribelnternetGateways",
ec2:DescribeSubnets",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DeleteNetworkInterface"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:DeleteSecurityGroup",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSServiceName": "GlobalAccelerator"

"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup",

ec2:DescribeSecurityGroups"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "elasticloadbalancing:DescribelLoadBalancers",
"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
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"Resource": [
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:network-interface/*"
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"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

]I

"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "ListUsersViewGroupsAndPolicies",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"
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"Version": "2018-08-08",
"Statement": [
{
"Effect": "Allow",
"Action": [
"globalaccelerator:CreateAccelerator"
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Deny",
"Action":"*",
"Resource":"*",
"Condition":{
"ForAnyValue:StringEquals":{
"aws:RequestTag/stage":"prod"
}
}
},
{
"Effect":"Deny",
"Action":"*",
"Resource":"*",
"Condition":{
"ForAnyValue:StringEquals":{
"aws:ResourceTag/stage":"prod"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribelInstances",
"ec2:DescribeInternetGateways",
"ec2:DescribeSubnets",
"ec2:DescribeRegions",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DeleteNetworkInterface"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "ec2:DeleteSecurityGroup",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSServiceName": "GlobalAccelerator"
}
}
.
{
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup",
"ec2:DescribeSecurityGroups"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "elasticloadbalancing:DescribelLoadBalancers",
"Resource": "*"
1,
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{

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": [
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_access-management.html#intro-access-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html#access_controlling-principals
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html#access_controlling-principals
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html#access_controlling-identities
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html#access_controlling-identities
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html#access_controlling-policies
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllUsersTolListAccounts",
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"Effect": "Allow",

"Action": [
"iam:ListAccountAliases",
"iam:ListUsers",
"iam:ListVirtualMFADevices",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary"

15

"Resource'": "*"
1,
{

"Sid":

"AllowIndividualUserToSeeAndManageOnlyTheirOwnAccountInformation",
"Effect": "Allow",
"Action": [
"iam:ChangePassword",

iam:CreateAccessKey",

iam:CreatelLoginProfile",
"iam:DeleteAccessKey",
"iam:DeletelLoginProfile",

iam:GetLoginProfile",

iam:ListAccessKeys",
"iam:UpdateAccessKey",
"iam:UpdatelLoginProfile",

iam:ListSigningCertificates",

iam:DeleteSigningCertificate",
"iam:UpdateSigningCertificate",
"iam:UploadSigningCertificate",
"iam:ListSSHPublicKeys",
"iam:GetSSHPublicKey",

"iam:DeleteSSHPublicKey",

"iam:UpdateSSHPublicKey",

"iam:UploadSSHPublicKey"
1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "AllowIndividualUserToViewAndManageTheirOwnMFA",
"Effect": "Allow",
"Action": [
"iam:CreateVirtualMFADevice",
"iam:DeleteVirtualMFADevice",
"iam:EnableMFADevice",
"iam:ListMFADevices",
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"AllowIndividualUserToDeactivateOnlyTheirOwnMFAOnlyWhenUsingMFA",

"iam:ResyncMFADevice"

15

"Resource": [
"arn:aws:iam::*:mfa/${aws:usernamel}",
"arn:aws:iam::*:user/${aws:usernamel}"

"Sid":

"Effect": "Allow",

"Action": [
"iam:DeactivateMFADevice"

1,

"Resource": [
"arn:aws:iam::*:mfa/${aws:usernamel}",
"arn:aws:iam::*:user/${aws:usernamel}"

1,
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": "true"

"Sid": "BlockMostAccessUnlessSignedInWithMFA",
"Effect": "Deny",
"NotAction": [

jam:CreateVirtualMFADevice",

iam:DeleteVirtualMFADevice",

jam:ListVirtualMFADevices",
"iam:EnableMFADevice",

iam:ResyncMFADevice",

iam:ListAccountAliases",

jam:ListUsers",
"iam:ListSSHPublicKeys",

iam:ListAccessKeys",

iam:ListServiceSpecificCredentials",
jam:ListMFADevices",

iam:GetAccountSummary",

sts:GetSessionToken"

1,

"Resource": "*",
"Condition": {
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For the latest AWS terminology, see the AWS glossary in the AWS General Reference.
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