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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Action": "sts:AssumeRole",
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"StringEquals": {
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"aws:SourceArn": "arn:aws:groundstation:config-region:your-account-id:config/
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
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"Resource": [
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]
},
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
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"Resource": [
"arn:aws:s3:::your-bucket-name/*"
]
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Service": "groundstation.amazonaws.com"

iy

"Action": "sts:AssumeRole"

"Condition": {
"StringEquals": {

’

"aws:SourceAccount": "your-account-id"
3,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:dataflow-endpoint-region:your-

account-id:dataflow-endpoint-group/your-endpoint-id"

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",

CIOIEZEZR A=z 0lE T

Ifu

23


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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« Ground Station Zt2|X} H3t2| AL Action2 CtZ 1t Z 0| groundtation: *2 £ A7 grLIC}.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,
"Resource": [
nan
]
}
]
}

- 2|7| ™ME HEtel B Action2 CHZ 1+ 20| groundstation:Get*, groundstation:List* &
groundstation:Describe*2 A& gtL|C}.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

i
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
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"satellites": [

{
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"noradSatellitelID": 27424,
"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tags

"{"Name":"AQUA"}"'
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aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tags
'{"Name" :"NewName"}"'
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aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T705:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02
-6.944807075000000e+03 -5.784245796000000e+00
-1.657256863000000e+00
2024-07-22T700:01:00.000000  2.425572045154201e+02
-7.030938457373539e+03 -5.810660250794190e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02
-7.090262617183503e+03 -5.814973972202444e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02
-7.122556683227951e+03 -5.797176562437553e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02
-7.127699477194810e+03 -5.757338007808417e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03
-7.105671911254255e+03 -5.695608435738609e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03
-7.056557069672793e+03 -5.612218005854990e+00
1.043421397392599e+00

-1.860082793999999e+03
4.347501391999999e+00

-1.595860765983339e+03
4.457103652219009e+00

-1.325569732497146e+03
4.549739160042560e+00

-1.050238305712201e+03
4.625064829516728e+00

-7.709137891269565e+02
4.682800822515077e+00

-4.886583601179489e+02
4.722731329786999e+00

-2.045451985605701e+02
4.744705579872771e+00
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X X[H O|lZ|HAE BtE £ U&LICt CreateEphemeris AWS Ground
LY EF E= XIHE S3 HZIo| HI0|EHE ArE5tod HHHIZAE HEE=F L

Ct.

5t 74X| Zo|8t M2 ofI|H B ASE YE =5 H o I|H2|A 7 VALIDATINGE MME|T HIS7| a=
27t AEE[o] A I|HE|AE HE5HT O|ZRH HMAMH HES Hdst= HIS7| /T E Rt AZHEICE
= Mol |ch YAl KA AT O] &3 g% S8t & ENABLED7} El £0i|8F =0 AFEELICH o|x|

““” mln
g'T_-
_I_
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o

HZ|A AEHE DescribeEphemeris loudWatch O|HEE A& 3504 O|L|HE[A Q| 2FEH H

stE F™aljof gfLICt.

EXE ol HElA EXME sidstedt e 8 A Rst Al H X E olHH2/clA EX siZE

of: CISS S8l & E2E E 24 () & MM AAI2. TLE API

AWS SDKs E&£& Edll & &2 El element (TLE) set ephemerisE UZE=35tE= Cl| A2 E CLI
& LICH. AWS Ground Station CreateEphemeris O (I HI2|A = §/42| 7|& ofH H 2|4 HI0lE
CHAL AP ElLChHZ |2 o H 2[A Clo[E FX). o] oMol M= AWS SDKfor Python (Boto3) 2 AHE

ol &

relg +8ste Wye HoiFuoh

LS TLEs 01 & HXHE Fgst= JSON &40

F | | Lot
TLEsEEfo| TLE HE2 HXME T dste Ol AL E & U= & HE S gdslok &LICH(F, Eg A
Olof| AlZt ZkZ40] @ioqok &f). TLEs TLE OIX| TLE ME= CtS 3t Z&LICt

# example_tle_set.json

L

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",

AEXH XY olmHE|A BHET| 50
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"validTimeRange": {
"startTime": 12346,
"endTime": 12347

TLEME = Ct23F Z0| AWS Ground Station boto3 22I0|1EE &l Y28 £ l&LCt

tle_ephemeris_id = ground_station_boto3_client.create_ephemeris( name="Example
Ephemeris", satelliteId="2e925701-9485-4644-b@31-EXAMPLEQL", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,
ephemeris = {
"tle": {
"tleData": [
{

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0

26688-4 @ 9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7)

}
1)

ol &2 D[zl oHHE|AE & ZEst= Ol AF8E =+ Us & BrEtELICH ephemerisid 01 €

ephemerisld Z£0| M M3 E HEE Ar&35tod O|lHHE[A SEHE E-E &= JU&LICH
client.describe_ephemeris(ephemerisId=tle_ephemeris_id['ephemerisId'])
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"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075

00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 16208595120003}}]1"
}

DescribeEphemeris @2 & Z &5t 74Lt CloudWatch O|HIEE AF&3t0{ A2 = FEl Epemeris| 4EHE
FMstE 7ol E&LICH YE S E Epemeris7t AEE|T @42f R 0of 2F ENABLED & A0l At & £
UA EledH HIS 7| B YL EZE HAMok 5t7| ME Lt

12 9 o AllME TLE MIE S| 2= NORAD TLEs ID7} Space-Track 25994 G| O|E{H|O| A 0f| A 2]
AHof & E NORAD IDQF &l x|5HoF &rL|C}.

of: S3 HZ! 0| A o|m|H2|A Ho|H YE2E

Est 2O 2R 7|18 7H2|71H S3 HE0AM 218 ephemeris IHY S YZE& £ Q&LICH AWS
Ground Station A& XHE CHAISH0] ZHAE AMELICH XHEE O|O|E{e] & S 310 CHEr RHAIEH LHE =2
AWSGround Station2| O|AFZ C|0|E] &5 5Foi RHA|E| AAHE|0{ AWS Ground Station L& L|CH.

Ct2 e S3 HZo M OEM YAl It g U2 =5t o MILCt.

s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26
S3 OEM Upload", satelliteIld="fde4l1049-14f7-413e-bd7b-EXAMPLE@1", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,

ephemeris = {

"oem": {
"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}

0f: 3 HZ!o A olHHI 2|4 Cio|E Y2 = 52
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}

D

CtE22 oA 2 =2| 0| EEo| AEEE OEM o Z|H[Z2|A0f CHS =& El DescribeEphemerisZf 240

M Etet=l E|o|E{ Q] of| ARt

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ2",

"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"oem": {
"sourceS30bject": {

"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
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2|2 X|E 2| AWS Ground Station aws-samples/)
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AWS Ground Station 9|42 ENABLED T ZHO| M| S8t HH M 2EA =0f CHEE MH|A EEE
O] U&LICH (& =: Service Quotas). O| && 2o &8t £ ofHHZ|A C|O|E{E YR =52
MM =27t 7MY JAHLE 7Y B MEE T XS o|HH2[AE (DeleteEphemerisE
A& 3t0d) A5 7LE (UpdateEphemerisE AF&3H0d) HIE A5tEHAAIL.

HHEE olH M 2| A7} 817{LE ENABLED &EH7I X|'HE oHMHIE| =7t s B2, 758 B2 Space-
TrackOlM XM SstE 21E8 7= olHHIE[AE AETLICH. AWS Ground Station 0] 7|2 o HIHI2]A

of M=l oLCH.
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| H|m 5o T1&/4= 4l AIO|E OtA 3T QIR 0M 2t Sste FMHoE Qe &
FHE ZMNE8E =l BE2 #0lE = Q&LICH DescribeContact APlvisibilityStartTime
visibilityEndTime &% Q422 F[A5tT L™ S CtA| i A2 Azt He|7F 374 AlZh He
E 30% 0|4 Bdo{LtME o ELIct FAFE =2 043 Alztol| LT 7HZ Al (At H|S 0| g
= UGLICH F[AE A=~ ol CHEF XFAMIEF LHE 2 Ground FAQs StationE HZsHAAIL.
P15 | o] cier sAx g2k F5t7|

or HME S E£35t01 EH Mol AHE F¢! 34XH O|HHZ|AE AWS Ground Station Z4A& 4~ Q&L
Ct. GetSatelliteListSatellites O] & HMEE 25 FXH AHE 5! ofmH| 2|A0i CHEF HIEHH|O|E & Bt
gtetLict o] olmHE|A HIEEOIE = 9='.'§55| AR X’ oM zl=2t 7|2 o H 2l =2 B2
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A& A X ofHHI2|A = "CUSTOMER_PROVIDED" 2| source #t2 7t X|H ephemerisId Z =0
Deh AERTE ZEELLICH Ol 17 AlERE AME Sl olT|HZIAE FElsts ol AHSE = U

& LICH DescribeEphemeris 22 S5 YZ2=5tE S ofHH 2(20f 0|§0| EEE B AMEHX
name EE7} BFeHEILICE. AWS Ground Station CreateEphemeris

ofHHZIEE S22 Z AWS Ground Station YH|O|EL|EZ & S&E [ AFHE 2l oH M Z|A L
ACHAFOE HEBHEICHE Mol K251 A A2, API

7|2 AHMHZlAE AHESHE 22l GetSatellite BHEF 0 Al

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl14a2",

"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888

rr

MEX XIS GetSatellite HHMHIZIAE ALE 5= 242 of

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",

"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"name": "My Ephemeris"

7|12 oHHZIAE M85t 2142| GetSatellite HHet ofA|
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ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
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SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:

Type: AWS::EC2::EIPAssociation
Properties:
AllocationId:

Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceld:

Ref: InstanceNetworkInterface
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application application
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Cross-Account
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Security Group 1
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DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the
10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
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GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp

FromPort: 55555

ToPort: 55555

SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "Allow AWS Ground Station Ingress from

DataflowEndpointSecurityGroup"
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{

"version": "Q",

"id": "01234567-0123-0123",

"account": "123456789012",

"time": "2019-05-30T17:40:30Z",

"region": "us-west-2",

"source": "aws.groundstation",

"resources": [

"arn:aws:groundstation:us-

west-2:123456789012:contact/11111111-1111-1121-1211-111121112111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-1111111112111",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-1111122111111",
"contactStatus": "PASS"

+
"account": "123456789012"
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"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
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"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb@9",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb4Q-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

1,
"account": "123456789012"

dataflowEndpointGroupStateOlM 7t58t & Ef 2= PREPASS, PASS, POSTPASS 2
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{
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
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"detail-type": "Ground Station Ephemeris State Change",

"source": "aws.groundstation",

"account": "123456789012",

"time": "2019-12-03T21:29:547",

"region": "us-west-2",

"resources": [

"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4echb-a5f2-
bc55cab050ec"”,

"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-bcccca®@d5000",

1,

"detail": {

"ephemerisStatus": "ENABLED",

"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",

"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"

}

}

ephemerisStatusOX 7} S8t &EH2 = ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIREDZ} Ql&LICE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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0f: ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
I
"eventTime": "2019-05-15T21:14:37Z2",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
I
"requestID": "11111111-2222-3333-4444-555555555555",

AWS Ground Station 21 1} &5 0|35 77
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"eventID": "11111111-2222-3333-4444-555555555555",

"readOnly": false,

"eventType": "AwsApiCall",
"recipientAccountId":
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557|E My
Category SEXEEsCl3RE.
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Config OtefLt 33 Cl2EE Am|agolME Cl2YE
LICH.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#metrics-retention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#metrics-retention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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2. 9| get-metric-datallMEE ALE3t0] =& = = LU CloudWatch CLI d45to 2dst= O
E=|g x|¥E Ot 5 sie HE=E #elste o PR

O|z#| 5l24% CH=2 2 aws cloudwatch get-metric-data --generate-cli-skeleton
AMYSIML. O ChS 1t Bl d £240| WM E LI

"MetricDataQueries": [
{
"Id": """,
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""

.
"Period": 0,
"Stat": "",
"Unit": "Seconds"
.
"Expression": "",
"Label": "",
"ReturnData": true,
"Period": 0,
"AccountId": ""
1,
"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {
"Timezone": ""

P E- 84


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-data.html
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3. E Ald5tod AF2 7158t CloudWatch X|EZ aws cloudwatch list-metrics LEdEhL|Ct.
Z|20d AFE 8 AWS Ground Station3® HMEE CISH 22 €50| X &= E24g HHatalof
st|CH
= .

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",

"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeceecee"

}

}I

(® Note

Meto 2 QlsH OtX|ZHo 2 A28 AWS Ground StationX| 2F 7t HomM Al 7158 X =

EE +52F HASH04 AWS/GroundStation HEE! AT O|AAM X|E O|ET} &t
¢4€ Btolof L|C}. CloudWatch CloudWatch A 8tol| CHE XEA|SH LIS 2 AFE 7Hs 8t K|
E EH7|8 XS AAL.

4. 2EAHO|AM BHE JSON TS 3EHA| (01|'SatelliteId) 2 Polarization X|E9

o T Ztnt U
X|SIEE =™ AMAIR. EESIStartTime, & EndTime Zf2 212 x{ 2t LX|SIEE MOl O|E3Hok
gt of:
{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
XE 27|
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
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AR} 7tolE
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
ceeceeceeceeeee"
},
{
"Name": "Polarization",
"Value": "RHCP"
}
]
},
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
},
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"
}
(@ Note
AWS Ground Station X|Z0{ [It2t 1~60Z=0tCt X|EE H AR LICH PeriodZE Zt0| K|
EO| AA| 7|ZtECH 22 B¢ X|E 7t Btete|X| &b &LCt.
5 O|M EHo|M BHE 71 U2 aws cloudwatch get-metric-data AF&3H04 ASELICH

ot2Hod| oilX|7F Lot 4 & LT

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>. json
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X
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XEE UEo| EtARMIZ o} 3A MSELICH CHE2 AWS Ground Station X|E £242| of A|ILIC}.

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,

"StatusCode": "Complete"

]I

"Messages": []
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2, HAMA Ao X C|olEf Eotof =& ELICt

A& AWS Ground Stationti= 47| 2 Al2|E P21 33t T3 stE 20l E&LICH end-to-
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"iam:ListUsers"
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"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus",
"groundstation:GetAgentConfiguration"

]I

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"AWS'" o M
},
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
I
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource" : "*"
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
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"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
},
"Action": "kms:DescribeKey",
"Resource": "*"
},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}

<
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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Amazon CloudWatch 21 & AF&35t0{ 2 AWS Ground Station ELiE 22 FXE &= AWS KMS
AUA&LCh ChF o= o 22| 7|2 &= 5HE O|o|Eof DescribeKey OH N|ASH7| &3 AWS Ground
Station0fA £& 8t CreateGrant GenerateDataKeyDecrypt,, Encrypt ¥ ZLIE{& KMS % ¢
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CreateGrant (Cloudtrail)

AWS KMSTZ{ 2| 7|12 A2 35104 ephemeris ZIAAE 45356t AR, £ AL AL CHA A K Q|
KMS Z|0fl CreateGrant HMASIEHE 2 AWS Ground Station 2 H{LICH. AWS AWS Ground
Station MEE|= et Foi= T 22| 7|9t ¢dAE 2laA0l g M ELICH AWS KMS E8F AWS
Ground Station2 2|AAE AMX|E [ O] RetireGrant U AFE5H0{ 5{7+E M|7{E LI

CS of|X| O|HIE = CreateGrant &Y 7|E&L|Ct.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

},
"invokedBy": "AWS Internal"

.
"eventTime": "2022-02-22T22:22:227",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dcO00f0000000cObc@a®@00aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

=3t 7| ZLIE{Z CHa AWS Ground Station
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DescribeKey (Cloudtrail)

AWS KMS11Z 2| 7| & AL&3t0q ephemeris E|&AAE S5 355lE A2 QLEE
=X| DescribeKey 2 l5l2t= 28 4l AWS Ground Station = '&L|Ct

CH2 oilAl O|HIE = DescribeKey Xt 7|5 & LICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAAM,
" "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"

arn  :

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

b

"invokedBy": "AWS Internal"
b
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

b

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb@fba@SAMPLE",

| 7|7} Ao
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey (Cloudtrail)

AWS KMS11Z{ 2| 7|1& AL&3+04 ephemeris E|lAAE 535t A<, £ CIOIEE &5 35t6HE O
KMS AtE & HIO|E] 7|8 MA35t7| 23l GenerateDatakey 282 2 AWS Ground Station 2 'L
Ct.
CH2 oflA| O|HIE = GenerateDataKey A4E 7|5 &tL|C}.

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
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iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": "Management"

Decrypt (Cloudtrail)

AWS KMST1Z{ 2| 7|§ A& 35tod OlZHI2|A ElAAE HE5ete 39, SYet 1 &gl 7|2 0]
0] ¢s3tE 42, N3 E olHH2lAE i=3H= Decrypt &Y Ground Statlon A& EhLct.
0 & £04 S3 HHZ!0l M epemerisE YZ =5t ST I X E At235t0d 535t 4R
E o2 & = USLICH
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>
5
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Ct2 oA O|HIE &= Decrypt Y 7ISErLICEH

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
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"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": "Management"
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AWS Ground Station 00| ME AEZ]
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-request-streamsKmsKey
https://en.wikipedia.org/wiki/Datagram_Transport_Layer_Security
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https://www.jpss.noaa.gov/mission_and_instruments.html
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
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https://www.mathworks.com/help/satcom/ug/capture-satellite-data-using-aws-ground-station.html
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CIS HIES AL|Ele 25 BEZ210] AWS CloudFormation 2lAA MlAMoj| & 8HL|Ct.
Resources:

# Resources that you would like to create should be placed within the Resources
section.

LS ol CHEt REMIBH LHE 2 AWS CloudFormation ElZ ! MME FHASHAAIL.

NI

Amazon S301| & Sl B2 & TEstE ALEIRE dZa EH L HISY| ME B=& 4 H 2ot
X

£ Ag & = A&UCh HIS7| HolE T& MM ek Amazon S3 HZ!E HolslioF & LICt

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]]11]
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AHE S AWS Ground Station 5123524 M s A&t Hig MAISHoF &hLCt.

rot

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.
GroundStationS3DataDeliveryRole:

Type: AWS::IAM::Role

Properties:

AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'

SMEE 126


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !'Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:

${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station 743

Ol M Mol A= AlRtse 3EHH: 744 M40 Wi e ABBLICH

s FX ALEo] CHE 7|2 HBEE RI™ste{H £ 240 HELICH X8 £ MEiFHH
PREFERREDAIZ EEIE T A& 4= QIX|Bt -1 ephemeris EZ 20| EE357| {20 A5 ZES Hte

TrackingConfig:
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Type: AWS::GroundStation::Config

Properties:
Name: "JPSS Tracking Config"
ConfigData:

TrackingConfig:
Autotrack: "PREFERRED"

St d=of et /Y FE& LEHUE SHEL Cl23/3 -0t Ha 448 Amazon S3 HAIE X
St s3 =3t HolsoF &Lt
# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "JPSS Downlink DigIF Antenna Config"

ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:

Bandwidth:

Units: "MHz"

Value: 30
CenterFrequency:

Units: "MHz"

Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role

to use
# when AWS Ground Station delivers the downlink data.

S3RecordingConfig:
Type: AWS::GroundStation::Config
GroundStationS3DataDeliveryBucketPolicy

DependsOn:
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Arn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

2 &3]
ol BIAAE SHl| O|M 2E 2 O| H|S 7| Cllo|E| & 25H JPSS 1-17H2] QIEFR{E of| st
Rl&LICH. AWS Ground Station —rlxl
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AquaSnppJlpss-1TerraDigIfS3DataDelivery.yml E&E[0{ Q&LICH.

AquaSNPP, JPSS -1/ NOAA -20 2! Terra7t Aol 2EYEX| I2 32 S HESHAAI 1EHA: M
Elo|lE 2EE

® Note
178 2 HEl Amazon S3 HHZ!0i| HM|A S0 RIZSlof| MM AE £ QlELICt ot Rl3 = 2™
Amazon S3 HZ!2 A2 &fL|Ct. AWS CloudFormation AEHE MAISE = SHE X[ LIEFLY
EE X|H ZEE HESIAMA|IL. us-west-2

AWS Ground Station O]

r>-
|H
Hu
5]

129



AWS Ground Station INT=IY A To] =]

3t ChS KIAOIME AR BILICHYAML. 22HLt HEX2 5 7HX| JSON HAl YAML 25 0]
MAEE &= JU&LICH A8 5tE{™H JSON HIESIS CIREEE . json M .yml Tt =HEX}
E 2 HIRAAIR

E AL85lo{ AWS CLIEIE5/ 2 CI2 26t Chg BHES ASELch

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .

HEtRMOM 22 0|S5to 2£0M HERE EX O22EE & JU&LICH URL

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

CHS 213 AWS CloudFormation AH&35t04 RIEZ2lg &Y X|HE &= U&LICH
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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Parameters:
EC2Key:

Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to

create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI

see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-
configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id
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Resources:

# Resources that you would like to create should be placed within the resource
section.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
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# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:
Type: AWS::EC2::Instance
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !'Ref ReceiverSubnet
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:
I
#!/bin/bash
exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)
2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
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"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- !Ref ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
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Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"

- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"

VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

EE 3t A Zoi| Elastic Network Interface (ENI) & 24de &= AWS Ground Station =5 & et 2}
oigh2 BHS0q{oF FLict
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# AWS Ground Station assumes this role to create/delete

to stream data.

DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"

ENIs in your account in order

ofm
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ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

AWS Ground Station 743
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TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"
St d2of met /1 28 LEL = QrEIL-CH2 33 A|ado|ld AEZQIE MR HEE H
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
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Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station O = 2 E
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
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MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

25 X7

2|o| BIAAE E3l O|NMl 2E& AWS Ground Station x| 2E2E 9| SA| G|0|E| &2 2I8H JPSS 1-1
o] QIEFX{E of| &E £ USLICH.
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AWS CloudFormation El&Z!/L|Ct. AWS CloudFormation

O|& 0| X|™4El AWS CloudFormation AquaSnppJlpssTerraDigIF.yml BZ %2 AquaSNPP, JPSS
-1/ NOAA -20 X Terra ?/oil| CHEF C|X|=HEHEl S 1t (DiGif) CIOIE &S W= H| AE &
UL T MAEIRELICEH 0{7]|0= Amazon EC2 QIAEIA QL #E DigiF CHO|HE EEEFHAE |0|H
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aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpssTerraDigIF.yml .

HEtX oM CHE2 = 0|Sstod 2£0|M HESIE 2D OI2EZEY £ Q&LICH URL
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

Edl
=

=1
A

Mk
rlo

Ol =7} Z|AAE HOlgLt?
« (MEY ALE) CloudWatch O|HIE E 2|7 - 242F AWS Ground Station 1% 0{ 2 CloudWatch O[H!
EE P%3P01 E E|7-|E| AWS Lambda & 2/LICt. AWS Lambda & 4 £ Receiver QIAEHAE
X

2 #Ql- Lambdag AL&3t0{ & 0| U= =0l CHsH EC2 Amazon Q1A
MYsteE SMLICH SNS ol B A8 ol el =0| FoHE + JUCHs

£14.0| 20l AlAE
2ol R2lEtMIR

AL HI—- H

|2 AZEQo{Q Hets AX
.6.2 Only 2 DDX 2.6.2

| ZEELICH F7H AZEQ|o{ YOI0|E X 7|50| EAIE et ol24&t
A=l 7400 |

« Ground Station Amazon 4! 0|0|X| Z4AH Lambda - QIAE A0 A
EQo{E MEHE £~ ol SMAULICH AMI AZE Q01 SMoi= DD
[m]

with qRadio 3.6.00
(=Y CK=1 7:”/\ =

H— =

—_

S
« 7} CElILE CF
SNPP

=
£ g 2rElLt O '3 7.

Ol EZ!o| ' dof CHEr 2kt o7l BT} o|0| MUK U&LICH Ol2{Eh o7 +E ALS st ol
g 2180t A F Al 2H AEE £ U&LICH AWS Ground Station O HE3!E AEE AWS Ground
Station £ 22 & T I5tK| BlotE AFSE & QU&LICH TE{LE ALS Atellofl A " ESIE 53

St 5 4f 2 MER XEE + U&LICH

LH HIO|E{= o{C|ol M == &1L 72

ClIOIE 28 AEXQIE I8 HESQ URE MEE|E 47| QAAEHA HERT QIEH
O|AE A= E MHEELICH Receiver QIAEA = dataflow AEEZQIE O Z |7 0|MHME A}

83104 dataflow HEZQIE0|AM Ho|gt ZEO|AM CIO|E{ AERIE +=4IFLICEH AWS Ground

Station =4Il HIO|E{E £ 417| QIAEIA O] 2 Z 8 o{FHE{0f Q= UDP ZE 500002 S5l AFHE

B2E #x|7| 140



AWS Ground Station

AR 7H0|E

g = UELICHL HO|E & AEXQIE JF -0l CHet AtME LIE2 O 8S FXstA AR,
AWS::GroundStation::DataflowEndpoint
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(@ Note
HEZ 2! LIS ol cHEF REAIEH LH& 2 AWS CloudFormation B £ 2! Ml S EXSHMAIL.
Of7H g Mol = CHE Of7H HeE F7HE ZULICH AWS CloudFormation 242 S6if ARS M
o m oledgt 2tE xI'gst ok gfLict
Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any

SSH key if you are not creating an EC2 receiver instance.

For instructions on how to

create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-

key-pairs.html
Type: AWS::EC2::KeyPair:
ConstraintDescription:

ReceiverAMI:
Description:
that AMIs are region specific.

The Ground Station DDX AMI ID you want to use.
For instructions on how to retrieve an AMI

:KeyName
must be the name of an existing EC2 KeyPair.

Please note

ool &5
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see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-
configuration.html#dataflows.ec2-configuration.amis
Type: AWS::EC2::Image::Id

(@ Note

7| Ho{E& 4435t Amazon EC2 EC2Key It2tO|E{Q| O|§ 2 A S35HoF & LICt. Amazon EC2

QIAHIAS 7| Hof MAIS BZFHAANL.

EE 3t AWS CloudFormation AB S AME I SHIE X[ AMI IDE M3l ok & LICH AWS
Ground Station Ot0OFE 4! 0|0|X| (AMIs)E & EFHMIL.
LIHX| I ZE8! AL|EI2 Sl Z210] AWS CloudFormation 2IAA AlMof| £&hL|Ct.

Resources:
# Resources that you would like to create should be placed within the resource
section.

on
N
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# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !Ref ReceiverSubnet
BlockDeviceMappings:
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- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:
I
#!/bin/bash
exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)
2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false
}
]
}
STREAM_CONFIG
echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done
echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"
sleep 2
python "${GROUND_STATION_BIN_DIR}/save_default_config.py"
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exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
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Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 192.168.0.0/16

Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
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- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

IE 8t A& oll Elastic Network Interface (ENI) AWS Ground Station & BHS240d A28 & odst al =
2ol 2FLct

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:

Type: AWS::IAM::Role

Properties:
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Policies:

- PolicyDocument:

Statement:
- Action:

Version:

- ec2:
- ec2:
- ec2:
- ec2:
- ec2:
- ec2:
- ec2:

Effect:
Resource:

CreateNetworkInterface
DeleteNetworkInterface
CreateNetworkInterfacePermission
DeleteNetworkInterfacePermission
DescribeSubnets

DescribeVpcs
DescribeSecurityGroups

Allow

[N

'2012-10-17"'

PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:

Version:

- Effect: Allow
Principal:

Service:

2012-10-17
Statement:

- groundstation.amazonaws.com

Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:

Version:

Path:

Principal:

Service:

"2012-10-17"
Statement:

- Effect: "Allow"

- "ec2.amazonaws.com"

Action:
- "sts:AssumeRole"

II/II

ManagedPolicyAzrns:

arn:
arn:
arn:
arn:

aws
aws @
aws
aws @

iam:
iam:
iam:
iam:

. aws
. aws
. aws
. aws

:policy/AmazonS3ReadOnlyAccess
:policy/service-role/AmazonEC2ContainerServiceforEC2Role
:policy/CloudWatchAgentServerPolicy
:policy/service-role/AmazonEC2RoleforSSM

147



AWS Ground Station INT=IY A To] =]

AWS Ground Station 744
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TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

EMZA2of mat Y EE S LHEHLE antenna-downlink-demod-decodeZ1I| 1840|441} AIEZ QIE
NE HEE HOISt= HIOIEHEZR A=XQE OEE AAXS= HIOIEHHEZR A=XQIE Az
o|ME HolsloF ghL|Ct,

® Note
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
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CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk":{
"carrierFrequencyRecovery": {
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

},
"symbolTimingRecovery":{
"symbolRate":{
"value":15,
"units":"Msps"

I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
}
}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
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{
"from":"Q-Ingress",
"to":"IQ-Recombiner"

I

{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

I

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

I

{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"

}

1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

I

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

I

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsds171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}
},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

I

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station 0| T2 Z!
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig
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S35 O|M 2 E AWS Ground Station 2/x| 2 E2E29| SA| HIO|E{ & E /5 JPSS 1-1

CIS2 o] MMo|| MHEEI 2 E B|AATHOM 2Y AFRE = e H
AWS CloudFormation El&Z!/L|Ct. AWS CloudFormation

-

o ElZaloz Z45HEl et

0|& 0| X|HEl AWS CloudFormation AquaSnppJpss.yml BlZ&2!2 AquaSNPP, 2! JPSS -1/ NOAA
-20 9|’ dof CiEt CIo|E =412 WEH A2 = /U F MAEIR&LICEH 0{7]0= Amazon EC2 €|
ATAQ HAERE offstn SX W C|ZEE CIO|HE EECIHAE H|0|HE FAlste O EREt
AWS Ground Station 2|AA7F ZEE|0] U&LICEH

AquaSNPP, JPSS -1/ NOAA -20 2! Terra7t AHol| 2EYEX| I2 32 S HESHAAIL 1EHA: M
EflolE 2EE

@ Note
T 2HZ Amazon S3 H{Zlof| HAM[A T RIZE S0l HMAE = A&LICt ot B3 = 2™
Amazon S3 HHZ!E AF2EFLICH. AWS CloudFormation AB S MM35tE{= T XA LIEFLY
CE XY I=E HEF AR, us-west-2
L5t Ot RIEAMEZ AASELICHYAML. 22 L RIZEX2 F 71X JSON A YAML 250
MAI8E = U&LICH AAS5tE{H JSON RIZ2I2 CHREEE . json Ml .yml Tt =&}
2 HHRAAIL.

E AN835t0{ AWS CLIEIZE!E CIREE5tE{H OIS HHEE AFSELICH
aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

HetXo|M ChE2 = 0|Sstod 2£0|M HESIE ED OI22EY £ Q&LICH URL

Mo

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

E|
[ |

=1
A

rlo

o F7I B|AaAE HOlF LI

113

o
[
my!
rlo
1
N
o
>
N
e
ok
C
o
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« (MEH AFE CloudWatch O|HIE E 2|7 - @42F AWS Ground Station 1% 0f| 2H Cloudwatch Ot
EE M&3104 EE|7El= AWS Lambda & = &IL|Ct. AWS Lambda & <= Receiver 2IAEHAE
AlEtstn MEfMo 2 ZX(FLICH.

2F%{0]| CH3H EC2 Amazon 1A

2 EQl- Lambdag& AlE35lo{ & 20| /U= Qi=
X Ao 2t 20| BatE £+ Qe

EC
*'% MEste SMLICH SNS ofml XY

« Ground Station Amazon 4! O|0|X| Z4A Lambda - QIAEIAO| Mx|& AZEQo{et HelE AZ
EQJo{E MEHE £ e SMYULICH AMI AZE 90| M0o=DDX 2.6.2 Only 2/ DDX 2.6.2
with gRadio 3.6.00| ZEELICH i DiGIf CIO|E{ & & AWS Ground Station 00| M E
E A835tedH 8 B XS AAI2. AWS Ground Station 00| E (ZCH) E &858t 2UyeS 2N

Z7 AZEQ o] YHI0|E L 7|S0| EAI=0] [}2} oz st SMS Hl& =R ZdQL|C}
s FIUR T 2L . FI FS US 1M (Aqua, Terra) o &IF T2 E SNPP
o F7tOtEL} CHR233 78 - F7I 33 S 99 (Aqua, & Terra) 2 2|8 HEILF CH233 74,

SNPP

O| HIZ=!0| {40 CHE 2kt o7 =7} o|0| AKX U &LICH O|248t OH7HEd=E AF2SIH 0|
Bt Qdat & Al A AF2E £ 2l&LICH AWS Ground Station O] I Z 22 A& AWS Ground
Station = ZfS 2 T MSIX| Lot AFSE &= USLICH 2L} AFR AMEflof 2| RHIZESIE &S

St S 2/ 2 MER XIHEE + U&LICH
LH HIO|E{= o{C|o|l M == &1L 72

HolE 58§ =

ZOE JES HER S URE YLl s417| QIAEHA HES|T QlET|
OAE AI8SIEE *é"é% L|C}. Receiver QIAEIA = dataflow QIEZQIE o ZZ|7i0|ME Al
85104 dataflow HIEZQIE0|M HO|Ft ZEO|A O|0|E AERE = AFLICEH AWS Ground
Station = A= EIIOIE-IE AT QAR A Q| -?—E—h' o{HE{0l 9= UDP ZE 500002 Sall AHS
g = A&UCH ol 2§ A=ExIE OF d-of CHE XMIEH U2 JIE2 FESIMAIR

AWS::GroundStation::DataflowEndpoint
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Amazon AWS Ground Station EC2 QIAEIAON|M =418t CHE XEl5t2d= AlL2IRE 7HsHoF &L
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® Note
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BHZ2l L0 Cist XFMIEH LI 2 AWS CloudFormation Bl Z 3! MME & X5 A AL,

TZ{ AWS CloudFormation & Z 2! 0f| M X[ AWS Ground Station MF At S5 =3
MYE EZ0&LICH o|Z A 8™ Amazon EC2 QIAEIA HOt A HFAI SES -"“"7'|| eI
ol

UELICH HFAF S5 A0 CHEH RHMIE LI 2 2 & XSHAAI2. VPC AWS Ground Station 04| O|7
EEANEF 7Y

Mappings:
PrefixListId:
us-east-2:
groundstation: pl-087f83ba4f34e3bea
us-west-2:
groundstation: pl-0cc36273da754ebdc
us-east-1:
groundstation: pl-0e5696d987d033653
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eu-central-1:

groundstation:

sa-east-1:

groundstation:

ap-northeast-2:

groundstation:

ap-southeast-1:

groundstation:

ap-southeast-2:

groundstation:

me-south-1:

groundstation:

eu-west-1:

groundstation:

eu-north-1:

groundstation:

af-south-1:

groundstation:

OH7H H Mol F<2 Ot
2 K|

488 m ol

1
ror
B

Parameters:
EC2Key:

pl-03743f81267c0a85e

pl-098248765e9effc20

pl-059b3e@b02af70e4d

pl-0dob804fed14a6a99

pl-08d24302b8c4d2b73

pl-02781422c4c792145

pl-03fa6b266557b0d4f

pl-033e44023025215c0

pl-0382d923a9d555425

2 074 HEE F71e ZdlL|Ch. AWS CloudFormation 248 S8 AEY

jo

Description: The SSH key used to access the EC2 receiver instance. Choose any

SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-

key-pairs.html

Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created

in.

(e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

SME=E
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Type: AWS::EC2::Image::Id

(® Note

7| H0{& M35t Amazon EC2 EC2Key It2tO|E{2| O|& 2 XS 3t oF & LICt. Amazon EC2

QIAEIAS 7| Hof MAS AEFHAANL.

tE 3t AWS CloudFormation ABHS MMHE mff 2HIE X[ AMI IDE M3 38HoF & LIk AWS
Ground Station OtOFE 4! O|O|X| (AMIs)2 & E5HML.

LIHR| & Z8 AL|Ee ElZ210| AWS CloudFormation Z|AA AlMof| & 8FL|Ct.

=

Resources:

# Resources that you would like to create should be placed within the Resources

section.
Amazon EC2 QIAE AN B Sl Z2E TEHStE AlLIEZIRE WZ6H EH S7|4 & Z27t 5t
Ligte Je & 4‘- U&LICt 57| Hlo|E M&MMofl 2k AWS Ground Station AgentE AH& 5104
Amazon EC2 RIAFAE MY U F 5T |0|E S & A=EZQE OES stLt 0|4 dstof &L

Ct. BX{ AWS Ground Station 00| E & VPC 2|8l Amazong MHE&H 27 &Lt

—_— AAEH

ReceiverVPC:

Type: AWS::EC2::VPC

Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"

Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"

- Key: "Description"

Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
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CidrBlock: 10.0.0.0/20

Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway
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® Note
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# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
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Instanceld: !Ref ReceiverInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"

{

"capabilities": [
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"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q 1 48
49" 'fffEfffff, fEFF e ff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
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shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

7|01l Elastic network interface (ENI) & AWS Ground Station BHS 2404 X{Ad 8t R4 ofst gl =
ol 2#fL|ct.
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# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
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IpProtocol: "-1"
SecurityGroupIngress:

# To allow SSH access to the instance, add another rule allowing tcp port 22

from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000
SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy
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# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
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Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Statement:

Action:
- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
- kms:CancelKeyDeletion
- kms:GenerateDataKey
- kms:TagResource
- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam: :${AWS: :AccountId}:root"

Resource: "*"
Condition:
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ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station 743

Ol Mol M AlSHaHE 3EHH: 741 M4 W

s FH AME0| gt 7|2 dEE XIHsted™H FX FHo| HELICH A& FXg M= stH
PREFERRED¢IZ E&E IHME & UX|EF -1 ephemeris ER0| S&3t7| =0l 413 EES Bt=
A BZE e aigLUtt JPSS
TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

St d2of et #1d FEE LiEtL = EIL-CH2 33 A|ado|ldn A=EZQIE MF HEE H
Olst= LIOIHEZ? A=ERZQIE IES HAS= HIOIHEZ R =2 QIE HI[adojME Helsh
OF gfLICt.

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
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# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station 0| T2 E

=

Ol MM2 4EHA|: O == 2 4 AlZroi| CHal B LICE.

Ol 24 50| ZH|ZIRSEZ 0|& MEsI0{ LIOIE 5§ T+ &+ A&LICH LIHX| of7iH-
ol 7IE2e S MEstzl&LIct

AAEH

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile
Properties:
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Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig

Destination: !Ref DownlinkDigIfEndpointConfig

StreamsKmsKey:

KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

CHS2 o] MMol d¥E =2
E

AWS CloudFormation &
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2IL|Ct. AWS CloudFormation

0| 0| X|&E AWS CloudFormation
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml BZ %2 AquaSNPP, JPSS -1/
NOAA -20 & Terra 9/d0f Ciet CIX|=H&HEl 7t F U= (DIGIf) CIO[EH =412 WEH AlZte = U
£ MAZIRAELICH Amazon EC2 RIAEIA QL O O|HEE AF& 35104 AWS Ground Station &2 DiGif
ClO|ME ER2EFHAE H|0|E{E =4l5t= O 2238 AWS CloudFormation 2lAATF L8 E|0] U&
L|C}.
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B2
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Eflo|lE 24

@ Note
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E AME835lo{ AWS CLIEIEZE CIREEstE{H ChS BHE ALSELICH

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

HetXo|M CHE 2= 0|Ssto 2£0|M HESIE ED OIR2EEY £ Q&LICH URL

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

CtE @3 & AWS CloudFormation At&3t04 HIE3E Y X|HE + &L

0jo

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml
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Cte M ALS Sof gdlie = e EXME siZst= ol ==20| & = }&LCH AWS Ground
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=X

« Amazon2 £ H|0|HE T™&si= =X =X sHZ EC2

- FAILEDY4EIX EX| &

« FAILED TO_ @42t SCHEDULE =Xl sl &2

« HEALTHY&'E}7} DataflowEndpointGroups OF=l A S1Z2

« BRE dHHEEA BX HE

« CIO|E{E x| R&F = EX| HZ

Amazon2 £ O|0|E& ™&ste %A A silZ2 EC2
AWS Ground Station ¢i2t2 M3 =o ,
HO|E| 52 A=ZQIE o E 2|7 0|

2 2t2%8 £ 9lE A2 Amazon EC2 QIAEI AT} AlSH SOIX|
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Z2I0| MICHZ &[0 U=X| & lsHoF T LICH.

ClO|E 55 AE=ZQIE o EE[FH0[Me AE

® Note

DataDefender (DDX) = 0i|A 24XH X|¢st= IO|E{ £ & A=EQIE ofZE|7H0]|42] Bt 0oi &
LICt. AWS Ground Station

AN E=7A

Ct=2 EXtol M= Amazon EC2 QIAE AT} o|O] A E|o{ QICt 7HERLICE oA AWS Ground
Station Amazon EC2 QIAEIAE MHHSI2{H AlE57|E B ERFHAAIL.
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FO|
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1EtAH|: EC2 QIAEIA T} AldH SOIX|

4

1. X sHZ ¢l A= R{0oi| ALZE Amazon EC2 QIARAE HoHA|2. CIZ EHE AASELICH

a. AWS CloudFormationCHA| 2 =04 A Amazon EC2 QIAEIA 7} L eHEl AEHS MEHSHL|C}.
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b. ClAA EHE MEHS T =2| ID YollA Amazon EC2 QIAEIAE BH&LICH QIAEIATL AEH
Qdoi| MAIE|od=x| 2 OI8t|C}.
= [N ] AA — o |

c. =2I™ID YoM Amazon EC2 QIAEAO| 23 & MEHEILICH 2™ Amazon EC2 &2 2

2. Amazon EC2 EFEI ZZ&0| A Amazon EC2 QIAEA AEf7} ARl SQIX| =QlghL|Ct.

»  Amazon EC2 QIAHAE MEASH EHOIA [Rf ] > [RIAEIA HEH] > [AIR] & MEIFLICEH

2EHA: Ar8El= O|O|E £ & oflEE/7lold 78 2F

Ofl0|MEE O|0|E{ M&0of At28t= 22 AWS Ground Station O|0|ME 2X| 2 Moz 2|C|E
MSHAA|2. AWS Ground Station IE X| &£ 2™ DataDefender (DDX) 88 Z 232 AI85t= 4
2 A% the section called “3EtA|: Cl|O|E{ & o E2|7|0|M0| A& SOIX| =Ql” FI=SIAAI2.

3EA: Cllo|e & ofiEZ2|7o|4d0] A= SIX| =el

AMENE 201524 EC2 Amazon2| DataDefender Q1A EIA 0] @4Z28H0F S L|Ct QIAEIA o4Z30] CHEt
KM LI 2 Linux QIAE A0 9142 R ESHAAIL.

CHS HAHE SSH 22t0|UENM BHEE AEst= X a2 B HE M3 gL

1. BElOd F=HY ZTETEE WD E A250{ Amazon EC2 QIAEI A0 2438 L|CISSH.
DataDefender & UIE SAEQ| XE 802 MYSIMAIR. L} HH2 TE ZT0|
g M3 El EC2 HHAME S8l Amazon QIAE A0 SSH QdZdste WS HoiFL|Ch

(® Note

< SSH KEY >, <> & < BASTION HOST HOST >& §% ssh 7|, HiA% S AE Of

| < al
Amazon EC2 QIAEIA SAE O|ESZ HiOF & L|Ct.

=

Ojn

Windows2| A<

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>
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Mac2| 3%
ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i

<SSH KEY> ec2-user@<BASTION HOST>"

-1 <SSH KEY> ec2-user@<HOST>

2. E2{0{M ddx2t= DDX A& Sl ZZ MAE &0l (2Ql) 3to A SOIX| EQI5HAAIL.
DataDefender A& SQ| ZZM|AE AAlste WA} S0 oA £232 Chs0 Z&Lict

[ec2-user@Receiver-Instance ~]1$ ps
Rtlogic 4977 110
bin/ddx -m/opt/rtlogic/ddx/modules
ddx/bin/ddx.xml -umask=077 -daemon
HttpsForwarding=true

Ec2-user 18787 18657 0 16:51 pts/0

-ef | grep ddx

Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
-p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
-f installed=true -f security=true -f enable

00:00:00 grep -color=auto ddx

Al DataDefender = 0|™ the section called “4CHA|: CI|O|E{ & o ZZ|7{0|M AEZIO| LA E]
O UYe=X| &0 OHX| SO 2 AL{F |1 CIS BHZE TS AAI2.
3. o}zl show B DataDefender AF23H A|EfsHA AL,

sudo service rtlogic-ddx start

=
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2 AHF I CIE BHZE TI->AMAIR.

AF85H04 CHe THe ZANSH0d Adx| 2 T4 DataDefender £0| 287} LA =x|
oIsHAIR
cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out
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Amazon VPC &g &olst & Aldl DataDefender S Q! B A& TId s A A|2the section
called “4Et7|: C|O|E{ & OHE2|AH 0| AEZ|0| 7 dk|0] I=X| =el”. EXM7t XIS E|lH™

AWSSupporttf E2|5t0{ EX[of CHet MHo| =& E 21 T2 EUMAIL,
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2. DataDefenderCHA|EE0|M M8 HEZ 0|5 S MEAELICE
3. AER SE0MAEZS MENG T AEZ HEIS ME4EIL|CH
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ZE
EMo2 Ol ZEE 55888%]LICH 2|7 ChE S MEHE LT

Stream Wizard

-y = [

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

Enable Multicast g

c. RZA=ZQIE HoM ZE MRtol SHIE ZEJ} ZAElE=X| &QlgtLch 7|B@Mo 2 0
ZEE= 50000QLICt O] ZEE= MHIAZEE| O|O|E{E £ I8t £ DataDefender H|O|E{E
= AI5tH 2 ZE LT AWS Ground Station 12|11 CH&S MEHEFLICE.
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Stream Wizard

s 5= &

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Natwork Intarface
Protocol
Enable Multicast g

Local Consumer IRV TR

U 50000
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