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Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter

@ Note
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html
https://docs.aws.amazon.com/workdocs/latest/userguide/eol-faq.html
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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(® Note
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Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q, Add filter 1
Event v Status Region / Zone Info Start time v End time Vv Affected resources v

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8 -
EKS planned lifecycle event & X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours, No actions required

Affected resources in account 745485236264 (5)

Q Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago
= ' = .
7| =El ofHIE 7} K|t =
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https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html
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* Amazon EventBridge
* AWS Health Aware
« AWS Health O|HIEof CHEr B
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HXol| 2121510 AEH O|HE LU FTHMHE HE £ Ql&LICH
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https://health.aws.amazon.com/health/
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Example : Amazon Elastic Compute Cloud(Amazon EC2)0] Ci§F 2 4| O|HE
Ct=Z 0|0|X|= Amazon EC2 QIAEIAO| A[ZF AlTf 2l 244 EX| O|HIEE EoiELICt

You r a CCO u nt h ea I-th Configure EventBridge

Get notifications for events that might affect

Stay informed of important events affecting your AWS resources.
your services and resources.

Go to EventBridge [4

Open and recent issues (16) Scheduled changes (0) Notifications (3) Event log

Open and recent issues (16) Operational issue - EC2 (Ohio) Back to list view [

View events that might affect your AWS

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data

‘ Service: Elastic Compute Cloud X

. Service Start time
Clear filter
EC2 February 20, 2022 at 11:16:24 PM UTC-8

Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio) ] |
Last update: February 20, 2022 at 11:16:34 PM us-east- s5ue
uTC-8
us-east-2 e
Account specific Affected resources
Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2 Description

Operational issue - EC2 (N. Virginia)

tzfg:s'i_dftez February 16, 2002 at 1.36:29 AM LITC-R [04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.
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Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X |

| Clear filter

Event v

Lambda operational
issue

EC2 operational
issue

SNS operational
issue

EC2 operational
issue

Storagegateway
operational issue

Deepracer
operational issue

Status

Closed

Closed

Closed

Closed

Closed

Closed

Event

category

Issue

Issue

Issue

Issue

Issue

Issue

Region /
Zone Info

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

Start time v

QOctober 9, 2020 at
2:03:48 AM UTC-7

October 9, 2020 at
1:48:51 AM UTC-7

September 30,
2020 at 8:28:18
AM UTC-7

September 16,
2020 at 7:30:41
AM UTC-7

September 13,
2020 at 12:46:47
PM UTC-7

August 31, 2020 at
6:32:39 PM UTC-7

Last update Affected
time v resources

October 9, 2020 at
3:11:09 AM UTC-7

October 9, 2020 at
11:54:16 AM -
uTC-7

September 30,
2020 at 11:42:54 -
AM UTC-7

September 16,
2020 at 7:45:03 -
AM UTC-7

September 13,
2020 at 6:32:24 -
PM UTC-7

August 31, 2020 at
9:10:12 PM UTC-7

AWS Health ALEXl 710|=
Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
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AWS Health
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Ht= D= AWS Z|AA0| CHst CFES ME T} E A|EL|CE

A ID(O: vol-alb2c34f)2t 22 Amazon EBS €& ID

- AEE =H F7| oHES| AR BT E L o] 2l SHols 2oL 2 M HEHER &, & =
HZ Ec EdE)s T ELCH ol S8/2 E8 24A|ztotct M2 T EIFELCH
Cla20l LIEILHE 858 HETE = JGUDH 2|24 ID == ARNCE 2 HRE &2 5 &
L|Ct.
Example : AWS Lambda0i| Ci &t AWS Health O[HIE
Ct2 A3 2IXF2 Lambdall O|HIE O A& E04ELICtH
Event log Lambda operational issue Back to list view [£]
Q .
Details Affected resources
Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)
Clear filter Event data
1 Event Start time

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7
us-east-1

SNS operational issue
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1

EC2 operational issue
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue
Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue
Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batrh nngratinngl jccig

Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7

End time
October 9, 2020 at 3:11:08 AM UTC-7

Status
Closed

Region / Availability Zone Affected resources

us-east-1 -

Category

Issue
Description

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event ¥
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
2 29 30 3 1 2
2 Upcoming 2 Upcoming
1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed
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DMS planned lifecycle event & X

Details Affected accounts

Affected accounts » Account 586464445636

¥ Summary of affected resources

B  Pending 100%
3 May require action
. 0 Unknown 0%
Affected resources e
Mot able to verify status
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. Mo actions required

Affected resources in account 586464445636 (3)

Q, Add filter 1
Resource ID / ARN v Resource status Last update time
arniaws:dms:eu-west-1:586464445636:cluster/prod-financedb2 (@) Pending 1 day ago
arnaws:dms:eu-west-1:586464445636:cluster/prod-financedb (@) Pending 1 day ago
armaws:dms:eu-west-1:586464445636:cluster/prod-2main-db (@) Pending 1 day ago
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5. AWS Health CHA|E2E M| A[ZIHCHE MEAFILICEH #H4E AL X{E(Save changes)2 MEAEL
Ct.

x x| o

AWS Health2(=) AWS Organizations@(2}) S8 E[o] ZZ&|0f| £ 2 E HHO| O|HEE £ £ Q&
hva | — S = = = =
LIcH Z=&of| ZAIZlE o[HIE CHE S &S A 2717t MSELICH Ol2{E O|HEE AL&stod 2[4
ol HE | | | |H7=I |.o|-2 |.| 2|5 & OlA | |.
A, MH|& S ofEE|7Ho|de| HE AR E 2L = T AELL.
S o = = O = =
REMEH LHE2 =X E7|E AE3510{ AHl™Y ZF AWS Health O[HIE EIA| MME HZE M 2.
Enable organizational view
Key benefits
==_s° - % B
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
‘You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ Success aggregate all events. These events appear in the Personal Health Dashboard.
| Manage AWS Organizations [2 | | View documentation

Amazon EventBridge A4

AWS Health O|HIEof CHEt H4E AtE 2 Z R[5t Ofol CHS5t2474 EventBridgeE AFE5HAI 2. 7|1 0]
M 2AMSt=E EX AWS Health O|HIEE ZLIE{ElE CF2 O|HE 7} BH4ZAE|EH AWS Healtho A L2
7Lt ZRIE FGHE S A2 YWY = YUaLich

AWS Health@t & 7l EventBridge AFH& 517 |

1. https://health.aws.amazon.com/health/home| A AWS Health CHA|[2EE iL]|C}.
2. EventBridge 2& 2 0|55t04 #&g MM5E{H CHg & StLHE =& ELICH
«  EfM 30| Health Integrations0l| A1 Amazon EventBridgeZ AMEHELICH
. EventBridge T’50i M EventBridgeZ 0|&2 ME4ELICE.
3. i OETD OHEE PLIEZSE{HCHS MRS M2 M L. Amazon2 S8 AWS Health O
HIE 21| E-IEI EventBridge MME & Z3HM 2.
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AWS Health Aware

Slack, JIRA, ServiceNow S0i| 4 Ell O|HIEE ™&5t= O A& = e XME§ HIE 2| o Z 2|7 0|
M2l AWS HealthAwareE A2 3+04 AWS Health APIE A|ZHE &= U&

Lol #7hat Al % QlaLich

AWS Health O|HIE0f CHEF BE

AWS Health CHA|ZE9| 2& B M 2Zol= L& Hiwet &4 & 22 oto|Z 0| U&LICt o] 7|
s Z HFo| HA|E =0 LtEILE= %[22 AWS Health O|HIE =& EA|EfLICE O] & 29|
Ol0|Z& Amazon EC2, Amazon Relational Database Service(RDS), AWS Identity and Access
Management(IAM), AWS Trusted Advisor & 04t AWS £ 0{ Z A|IELICt

IHEIL Aol S DIxI=X| #HlgLIct O3 oS o[HEE =5t

o=
|&S3tod AEM|EF HEE = CIE &= &LCt

Open issues

Scheduled changes

Other notifications

servic

Event log
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https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/getting-started.html
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AWS Health API10{| A A

AWS Health2(£ )HTTPS% M&ES R, JSONE HIAIX| 2l2Es

=
L|C} oiZ2|70|d ZE= AWS Health APIZ &2 QHEE + %'ﬁ
S Ze 230 MY Ol QIFsH7| St Lot 2

=i ! _|__

74401 CHEF REM|EH L& 2 AWS Health API Reference

A2 38t= RESTful ® MH|A
Cl. REST APIE 2174 AFE 5t
FLICH. AWS Health 944+ 2! oOf

oII

Jz
Io

= o Hu

TR

(® Note

AWS Health APIE At&35t24™ AWS Supportl| Business, Enterprise On-Ramp 5

= Enterprise Support ZZH0| 2!0{0F & L|C}. Business, Enterprise On-Ramp, ==
Enterprise Support Z2HE 2R 3tX| &t 2 AWS |0 AWS Health APIE £ & 5t
SubscriptionRequiredException @F 7} &M etL|Ct.

AWS SDKE Al&3510{ AWS Health REST APl 2 &2 {8 & = U2 = ofE2|70|M g 7L
5Her 4 2lasLich AWS At B2 UsHH O[22 2tol2RiZlolM 215 U M 23S Mt
=3

= O A& £ = AWS Health CHA|EE T KB &HL|CH AWS Health
Ef MME REFHAML.

AWS Health2(=) EE8F AWS Management Console0i A O[HIE S FeFg gh= AEIE|E 21 HAMSt
R CHA

AEZQIE

AWS Health API= CtE E2[7 o Z2[AH|0|M o} 7[ElXE M2 HE|E-TA|E FMoi F 7He| 2[™ 2
S EQIE7} lgLict HE|=-THAIZ DNS B XIS XI2I5t7] 25 AWS HealthZt EHl 22 of
CEXQIEE NZELIct ZEY A=ZQIE0|A DNS ZAMS $£35l0{ HE|E A= ZQIEQ} sHE M
H AWS 2|2 2olgh = Ql&LICH O|EH ot ZE AIEE AEEZQIEE & &= /01 AWS Health
Ol =&l HEE metg = U&LICt

Z2H A= ZQIE0| QA& M= CHA 2| _1 EO0o] AWS HMA EOt 9153 MEE X|™Mst1
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https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/solutions/implementations/multi-region-application-architecture/

AWS Health INT=IY A To] =]
MH MY 2|1 Endpoint ZIZ2EZ
HE|H us-east-1 health.us-east-1.a HTTPS
mazonaws.com
TAlE us-east-2 health.us-east-2.a HTTPS
mazonaws.com
M MAH us-east-1 global.health.amaz HTTPS
onaws.com
(® Note
AR HE|E
ARAEZQIEOS
M 2L
Ct.
AEEZQIET} HE|E A= ZQIEQIX| &Ql5te{H 22 A= ZQIE CNAMEO|AM DNS Mg =3
8t CI= & QlE O|F oM AWS 2|2 FEFLICEH
Example : 22 A= ZQIE 0 A DNS ZM
C}HS F232global.health.amazonaws.com Y= Z QIE0{ A DNS A 2t=2 gLt a2 o] HH
2 us-east-1 2|1 A=ZQIEE BretefLICt O] E32 AWS Healthof 0= A= ZQIEE ALE3HOF 5t

EX| geiFELICH

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 1@ IN CNAME health.us-east-1.amazonaws.com

® Tip
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D788 AEXQIE HE ALS

CH2 2 E o X0 A= AWS Health7t 228 A= ZQIEof CHEH DNS AME AFE35t0{ HE|E 2| ¢l
CIQIEQ MY BME AYHELICH OHCIS HEIH A= ZQIEV HAL|H I ET /T EZRE
CHAl A|ZHEFLICE.

ZA

« Java Cl2 AS
« Python OI2 AIE

Java 0|2 Al

MA =

Gradle2 Ax[3H0F & LICt,
Java X E At 5tE{H

1. GitHubo| M AWS Health T7}2M A= ZQIE HZE CIREE5HAML.
2. Oz Z2dE high—availability—endpoint/java CIHEZ|2 o|S & LCt.

3. THE Folcts TP U™

gradle build

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. OE BHE U=islo{ dIZE AAELICH
gradle run

Example : AWS Health O|HIE £2]

AE oAM= AWS AEIA K|t 727Ho| %2 AWS Health O|HIEE BHEHEFLICEH CHS X2 &
230{&= AWS Config A{H|A 0 CHEH AWS Health O|HIE 7} ZEHELICH
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https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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> Task :run
[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdesdba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'
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By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,

AWS::EC2: :NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS
Support [1]. Additional sample queries to retrieve the relationship information
for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support
[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),
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EventMetadata={})

Java 2|AA

« KFAMIEH LH2 2 AWS SDK for Java APl & = 9| Interface HealthClient 2! AA T EE 2 XML

« O| OZ20iX DNS Aol AHE E|= 2to|E{2[of CHEt REA[E LHE 2 GitHub2| dnsjavag& & Z Al
o

L.

Python G2 AFS
A =

Python 32 A x[3Hok € L|Ct.
Python 0| X[& AtE5tEdTH

1. GitHubO|M AWS Health 17} &M AIEZQIE M2 E CIREEFHAMIL.

2. O2 ZTZME high-availability-endpoint/python CIZE{Z|2 O|S & L|C}.

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(® Note
Python 3.3 O|& 9| B virtualenvE dx|5t= CHA LHE venv ZEE2 AFE5H0{ 7}
A EtZHg OlE £ Q,J;.‘L,I Ct. AEMIEH LIS 2 Python & AFO|E Q| venv - Creation of virtual
environments& & Z3HM L.

python3 -m venv v-aws-health-env
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/health/HealthClient.html
https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
https://github.com/dnsjava/dnsjava
https://www.python.org/downloads/
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
https://docs.python.org/3/library/venv.html
https://docs.python.org/3/library/venv.html
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pip install -r requirements.txt

6. CI2 BHS U=Istod AWS E ot 01F HEE x|-Fe Lt

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. OIS BTBS L™stoi 2 E A-ATLICH
python3 main.py

Example : AWS Health O|HE Z24

AL oNE AWS A R 7U7HO| |2 AWS Health O|HIEE BHEHEFLICH CIS £342
AWS E oF oF2lof CHet AWS Health O|HIE E HF&tstL|C},

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue
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to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS Support [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions

by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?

\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use

of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/

security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]

https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://

docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-

access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/

blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]

https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/

compliance/fips'}

8. =P F OIS BHES Ut 7t AFEE HIZ E3teLIct

deactivate

Python 2|AA

« Health. ClientO CHEt RFMIEH LI 2 Python(Boto3)& AWS SDK API & =& & Z3HML.
- O| G20l M DNS ZHMof| A+E E[= 2tol=E2{2|of| CHEF RtAIEH L2 dnspython EZ! & GitHub 2

oA FEE FESHML.
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/health.html#Health.Client
https://dnspython.readthedocs.io/en/stable/
https://github.com/rthalley/dnspython/
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AWS Health APl 2%0] M

AWS SDK £ AWS Command Line Interface(AWS CLI)& () AF& 3104 AWSOol| 24 & 5l olz{st
CTE TFE FHE W XIHE HMA 7|2 QA KIS E MBELICEH o & E01 0| 178 M
A=EZQIE H20i AWS SDK for Javag ME3t= 49 L0 MEE 7t eigLct.

Java ZE 0f

AWS SDK for JavaZ AWS Health APIE AFE 35t &dol CHEF =71 of|Al= o] oA ZEE & X SHA
(@]

- .

QEE [ AWS Healtholl H7|Mo 2 HMASHY| e AWS RE HH AtH SHEE AFE5HX| o= A
Ol Z&LICH I CHA IAM AFE RIS R SHE ALE5HH ELICH REAIEH LHE 2 IAM A A-E A0 A
AWS HH R E AEXF HAMA 7| 7|8 FESHML.

AWS SDK EE= AWS CLIZ(E) Ar835tX| t= 82 &0l 1 MAEsHoF FL|Ch AWS A|ZL|A H
™48 MEFIE Z0| E4LICH REMIEH LIS 2 AWS i R = 0| AWS APl 28 MBS HZEFIAMIL.

AWS Healtho| M X| & E|= &Hed
AWS Healthol A AWS 7H|Z0]| W&S FE O|HE A MEE U8 £+ e &2 cts1 Z4LUch

« AWS Healthol M X|¥HElE= O[HE /8
- XIYE ZH 7|E0 ¥E St ol o o| |E o EH?_ 1]

DE HYU2 HEBE o1&stX| ef&LICE & ClOIHE AMstLE =HstXlE f&LICH ohE oAM=
0

1| CHolf A ZHEfstA| AT 22 & L

OHE RF

DescribeEventTypes 242 E o et X|1-He HE{o| = O|HE KBS HMELICH O/HE R
2 O|HIES| AWS MH|A, O|HIE Y8 I = U HFE S22 Hols =2 HERQULICH O|HE K1t Of
Gl A Xl Z2aefol EeiA I Ao FAFRFLICH AWS Healthol M X|#5t= O|HE %
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oHIE

AWS Health APl @ Hojl A H 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html
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AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file.
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);
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import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);
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DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;

import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;
import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();

// set the aggregation field
request.setAggregateField("eventTypeCategory");
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// filter more on result if needed
EventFilter filter =
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

new EventFilter();

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each

for (EventAggregate aggregate:

System.out.println("Event
System.out.println("Event

DescribeEventDetails

import
import
import
import

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

eventTypeCategory
response.getEventAggregates()) {

Category:" + aggregate.getAggregateValue());

Count:" + aggregate.getCount());

health.model.DescribeEventDetailsRequest;
health.model.DescribeEventDetailsResult;
health.model.Event;
health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonlList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));
describeEventDetailsRequest.setLocale("en-US");

filter.setEventArns
DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event
System.
System.
System.
System.
System.

// print out event description

out.
out.
out.
out.
out.

= eventDetail.getEvent();

println(event
println(event
println(event
println(event
println(event

.getService());
.getRegion());
.getAvailabilityZone());
.getStartTime());
.getEndTime());
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System.out.println(eventDetail.getEventDescription().getLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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Example : AWSHealthFullAccess

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(® Note

EE 3t Health_OrganizationsServiceRolePolicy AWS #E|& HAE ALE5lod T %9
CHE Aol it O|HIEE = AWS Health = A& LICH XA HE = AWS Health| AMH|A
23 JF A8 FZ5HMIR.

T3

ot= MERIA =& 2& HEtE 518 e SgLict I oidl

AWS CLI EE&= AWS APITH &
UR|SHE Frefolgt HMAEY 4+ AUTS BLICH

dstzd= APl At L x|stH

rr

KEMEE LHE 2 IAM AFE DB A | AE XA HEF FIHE B ERSHAAL.

AL RHAlol TR B HEtE B 4 UTE 518

Ol o Al= IAM ALERLTL REAIQ| ALE AL At SFO| A& Qletel A eld HHE 2 + UXS 5
8ot YHMg ddstes Y E 2oiELICE o] YHol= E£0{A AWS CLI EE= AWS APIE AHE st
of ZzIefY YAe= 0| 2y 2t2e & e Teto| ZefELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Health AR 7H0|E

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",

"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
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(@ Note
Z 3| AWS Health Dashboard 80| 2= IAM AL AHE HIZ Q| BE AWS MH|A0{| A AFEH
HEo 7| B2 HMAE £ A2, 047]0]= Amazon EC2 RQIAEA ID, EC2 QIAEA
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« 708 7% — DescribeEvents 2! DescribeEventM|5F HEQF ZH2 248 A& 35104 H &2l AWS
Health O|HIEO| CHEt HEE 7IXE = UYU&LICt.
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IAM %40 Action 248 health:Describe*(2)2 MHE 4 U&LICH oA &H AWS
Health Dashboard & 0ff M| AE 4= AWS Health{& LICH. AWS Health eventTypeCode 2! AMHH|A
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| S E2 2 E Describe* AWS Health API ZF 2404 AWS Health Dashboard CHEF A& HEHS
HoigfLICt o & E04, 0| HME ME3t= IAM ALE = AWS Health Dashboard in0fl 24| A 504
AWS Health DescribeEvents APl i€ 5 £& £ Q/&LICH. AWS Management Console

(@)

Example : M| A ATH

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/
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"health:Describe*"

1,

"Resource": "*"
}]
}

K2 745

O & MHE2 API0{ AWS Health Dashboard CHEF HMAE 7HE & LIC AWS Health . O] HAS
ArE3HE IAM AH8XHE APIE & Q18 £~ Q1o AWS Health API 242 S E& = Qi&LICH AWS

Health Dashboard AWS Management Console

Example : HAA 7HE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"
}]
}
ZE 27
of CHEr =& 27| &/d3t5t2{ AWS Health & AWS Organizations =40l CHE AWS Health 1Al

IAM Z240| Action 240 CHE TEHo| Z & E|o{oF & LICt.

 iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents
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Zt APIOY ER Bt &8t HEHS OlaH5t2dT IAM AHS B AIS] AWS Health APIZ &I 5ted 9l o
22 AXSAAIR
(® Note

Z%0| APIOi| A M| AStE{H 22| ALl At
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AWS Health =& 27|0f Ci{et R E MM A HEL 2

2 ZE 27| 7|50 228 2 E AWS Organizations XF2] AWS Health 2! Ze4oi| CH 8t
OHHlé THetE f2o{FLICH

Example : AWS Health ZZ| 27| HMA 5

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
.
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

AWS Health AE R

"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}

AWS Health ZZ| E7[0f CHEt 2 HAM|A HEH HF

O] & MHE2 AWS Organizations =40 CHet HMAE HE X2 7 A 2| AWS Health &
4ol CHEE HMA = S8 ELC

Example : AWS Health Z%| 27| HA|A 7HE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
I
{
"Effect": "Deny",
"Action": [
A BH 7|8 HA oAl
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"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.
AWSServiceRoleForHealth*"
}
]
}
@ Note
Het2 2oiste{= AF8AF EE= &0 ol0] IAM HA0| = 82 Y %
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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« DescribeAffectedEntitiesForOrganization 3 DescribeEventDetailsForZ= 2! APl 212 2|4

A SZE HEHE K|HEHR| ok L CH

>

o XtMIBH LHE 2 AMH|A HBH 204 2 X 9| AWS Health API ! 2F2]of| CHEE ¢4, 2|4

718 HZESMAIR.

=

Example : & 7|8t =7

O| MEHE 2 AWS Health Describe* API Zdof CHEt M A E {6 X2 Amazon AWS Health
Dashboard EC22%} Z21=l @ = AWS Health O|H Eof CHEt HM A= HEEFLICE.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

1,
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
]
}

Example : 2|4&A 7|8 T 74
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"Version": "2012-10-17",
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html

AWS Health

"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

]

Example : 271 eventTypeCode

O| M2 MHE2 AWS Health Describe* API Zr40i| CHEt HAM[A F4EHE AWS Health Dashboard
2045} X|2t, eventTypeCode Y%|5H= AWS_EC2_* ZE AWS Health O|HIE0of CHE M A E HE
grulct,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"
.
{
"Effect": "Deny",
"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://aws.amazon.com/premiumsupport/
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e IAME &g HEto| gi&LICt. PassRole

S

iam:PassRole &g s&E = Q= HEH0| gicts 277t = 41E24 AWS Healthol| &S MEE
$ UE T YA doio|E5Hof gLct.

M MH|A 38 EE= MH[A 918 Q&8 BteE= Al 7|E d- S siY AMd|Ao MEE AWS MH|A
£ AUE 718k JU&LICH O|FA sted™H AEXRI7E ME|A0 &g MEE += U= HEHE 71X A

0{OF fL|Ch.

CtZ 0l 2F = marymajorcte IAM AL XH7F 2&2 AF& 3101 AWS Healthol| A 22 =&st2dn
ot <ol elgLict ot X(E &S +-5tE{T MH|A A& 0| Fo{8h MEH0| AMH|A0] Rlo{of &

x|
LICE Mary= AH|&0f Hg S MEE + U= HetE 7Hx|1 x| E&Lch

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

0| Z< Mary7t iam:PassRole® 2 & = UTF Mary2o| HAMZ 4ol|o|E 3ok & LICH.
T 20| ZRstH 22Kt H 2o|5tM2. AWS B E|AH=s 2301 2o 0158 MEE X238 AFRF Lt

IAM AFSRE HAIA 7|8 M43 Fols QIMIEX| ML 7| IDE & 4 USLICH 5HRIEH ot AMA
7l CHAl & % Si&LICH 20t HAIA 71 2ofHiBl B MZ 2 HMA 7| HoiE Madshor BLict
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https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"Version": "2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

~
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor
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"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
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"organizations:DescribeAccount"

1,
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "OrganizationWriteAccess",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor
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"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
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1. Set up AWS Organizations 2. Enable organizational view for AWS Health
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Open issues RDS sturage issue Back to list view =]

View events that might affect your AWS infrastructure, such as

changes to AWS services and resources Details Affected accounts
Q
1 Event data

Event summary Event Start time
RDS storage issue November 18, 2020 at 7:50:10 AM UTC-8

EC2 operational issue

h?siézdwz‘ta Novemnber 18, 2020 at 7:50:35 AM UTC-8 Status End time
Open

S3 operational issue

Last update: November 18, 2020 at 7:50:35 AM UTC-8 ) .

us-east-1 Region / Availability Zone Category
us-east-1a Issue

RDS storage issue
Last update: November 18, 2020 at 7:50:35 AM UTC-8
us-east-1

Affected accounts

RDS storage issue 1
Last update: Movember 18, 2020 at 7:50:35 AM UTC-8
us-east-1 L
Description
EC2 operational issue
Last update: November 18, 2020 at 1:51:23 AM UTC-8
us-east-1 Unfortunately, there was an unrecoverable storage failure on your Amazon RDS instance associated with this event. As a result, your
CloudFront operational issue instance has been put in a storage failed state.
Last update: Movember 18, 2020 at 2:10:46 AM UTC-8

us-east-1 You can recover your database instance at your earliest convenience by using one of the following methods:

EC2 scheduled maintenance issue 1) Using your latest snapshot - you can view the available backups on the AWS Management Console under the "Snapshots” tab.

Last update: Novemnber 18, 2020 at 7:50:26 AM UTC-8 More information on restoring from a DB snapshot can be found here:

us-east-1 http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
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Event log
Q

Event summary

VPN emergency maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

VPN emergency maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: Movember 27, 2020 at 8:38:47 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled

Last update: Movember 27, 2020 at 8:38:41 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Direct Connect maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Direct Connect maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Lambda operational issue

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

AP| Gateway maintenance scheduled

Last update: Movember 27, 2020 at 8:38:47 AM UTC-8
us-east-1

RDS storage failure MAZ

Last update: Movember 27, 2020 at 8:38:47 AM UTC-8
us-east-1

RDS storage maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

CloudFront operational issue

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled

Details Affected accounts

Event data
Event
EC2 instance network maintenance scheduled

Status

Upcoming

Region / Availability Zone

us-east-1a

Affected accounts

2

Description

Back to list view 5]

Start time
November 28, 2020 at 8:38:20 AM UTC-8

End time
November 29, 2020 at 8:38:20 AM UTC-8

Category
Scheduled change

One or more of your Amazon EC2 instances is scheduled for maintenance on for hours starting at UTC. During this time, the
instances associated with this event in the us-east-1 region will continue to run but will experience a loss of network

connectivity.

Normal network connectivity to your instances will be restored after the maintenance is complete. You can maintain normal
network connectivity during this time by migrating the instances listed above to replacement instances. Replacement
instances will not be affected by this scheduled maintenance. Otherwise, no action is required on your part.

You can see more information on this maintenance in the AWS Management Console at /ec2/home?region=us-

east-1#s=Events

Additional information about maintenance events, including how to migrate to replacement instances, can be found at
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/monitoring-instances-status-check_sched.html

We perform maintenance regularly to ensure that the EC2 service continues uninterrupted for our customers. In most cases,
maintenance can be performed without service interruption. When maintenance cannot be performed without service
interruption, we work hard to keep any impact as brief as possible.

If you have any questions or concerns, you can contact the AWS Support Team on the community forums and via AWS

Premium Support at: http://aws.amazon.com/support
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EC2 instance network maintenance scheduled Back to list view []
Details Affected accounts
Affected accounts (1) @ show account details
Q 1
Account ID Account name Primary email Organizational unit
v 123456789012 Jane Doe AWS account janedoe@example.com r-abcd
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EC2 instance network maintenance scheduled Back to list view []
Details Affected accounts
Show account details
Affected accounts (1) O
Q 1

Account ID Account name Primary email Organizational unit
v 123456789012 Jane Doe AWS account janedoe@example.com r-abcd

arn:aws:ec2:us-east-1:12345678901 2:instance/i-01cdfc3fclexample

arniaws:ec2:us-east-1:12345678901 2:instance fexample-entity-name-2
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2. Enable organizational view for AWS Health

After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.

) Success

—— B —

(I-:lisahle organizational view ‘D) View documentation ‘
—
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
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@ Note
« AWS Health APIE A& 3t2{™ Business, Enterprise On-Ramp, &&= Enterprise X| ¢4 ZzH
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- 0|2 SEHX|LIoF 5F) 2l A== QIEE AHE 5ok g LCt

Example
CHZ AWS CLI BEE AFE35HH AWS A Ho|M 0| 7|52 AL E &= JU&LICH ol BH2 #el AE E
£ Lot Hito| Y AEHES W & U AHIM ABE £ LTt

aws health enable-health-service-access-for-organization --region us-east-1

CHE = o Aol MHE EnableHealthServiceAccessForOrganization APl 2fd& & & L|C}

Python

import boto3
client = boto3.client('health')
response = client.enable_health_service_access_for_organization()

print(response)

Java

CHS oMo M= BHA Java 2.02 AWS SDKE At28 £ Q)& Lt

import software.amazon.awssdk.services.health.HealthClient;
import software.amazon.awssdk.services.health.HealthClientBuilder;

import software.amazon.awssdk.services.health.model.ConcurrentModificationException;

import
software.amazon.awssdk.services.health.model.EnableHealthServiceAccessForOrganizationReques
import
software.amazon.awssdk.services.health.model.EnableHealthServiceAccessForOrganizationRespor

X E7| #43}CLl) 93


https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
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import
software.amazon.awssdk.services.health.model.DescribeHealthServiceStatusForOrganizationRequ

import
software.amazon.awssdk.services.health.model.DescribeHealthServiceStatusForOrganizationRes

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.buildexr().build()

);

String status =
statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already
enabled!");
return;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
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Example : Z& 7
CHS AWS CLI B2 X %o AWS H o CHE & Ef O|HIEE BHEHELICE.
aws health describe-events-for-organization --region us-east-1

CHE AWS Health API 2F10f| CHE LIS 2 CF MM E X SHA L.

ofr

X 27 AE e B (CLI)

Z X 27|8 H|& 45} 624™ DisableHealthServiceAccessForOrganization APl 212 Al&3l0q HIE
HEte = JU&Loh.
Example

CHS AWS CLI BEE AL8stH HIHolM 0] 7|5 HIEEEE + A&LTh

aws health disable-health-service-access-for-organization --region us-east-1
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
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https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard
https://docs.aws.amazon.com/health/latest/ug/health-api.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise

AWS Health AR 7H0|E

M stedH =& o 2| A™oi| M CHS AWS Command Line Interface(AWS CLI) &
HE2 ol A™ £ =23 AWS Identity and Access Management T8H0[ Q
T e A™HNM AEE = JU&LICH CHZ 0| Al HZE oA ACCOUNT_IDE %EEP
&t7H AWS Health MH|A FX| “health.amazonaws.com”2 2 Hi & L|C},

=
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aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

KUAUE BEIXE SE5HH & MA 9 A-™H Y2 0|k|= 2= AWS Health O['HIEof CHEH 7FA|S
g g £ &LICH X 90 St EE XX EHY| 7|50l XS E€MelE ol S AH 22
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ZE| o] gt2| HHoMH CHE AWS CLI HHEE 2 £35104 QIUE BElxF Hi] AHHEE M7HELICH CHS o
Al H&0o{ M= ACCOUNT_IDE A7 X6t HEH A™E IDE giEL|Ct.

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#aggregating-health-events
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#aggregating-health-events
https://github.com/aws/aws-health-tools
https://github.com/aws/aws-health-tools
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#about-public-events
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UO[O|E EE= T[EF o| & E B4E ALY O|HIE o] CH3H ZEiF = O|HE T} ofoi s &Lt
- B7H O|HIE = AWS Health Dashboard — Service healthod EA|EILICH. 374 O|HE = AWS H ™ of
ok = 8tEl 30| ofL|H, MH|A Q| 2|TE 7t o Cigt S7H HEE MBS ELCt.
/A Important
F O|HE REE 2F +AI5ted™ F &M "source": [ "aws.health"] Zf2 AtES3Hok
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2fL|C} "source": [ "aws.health*"]ot Z2 UEFIE= ZE O|HE ZLIE{ZE miE
J—I' Exlsl-xl LsEl—“——-I‘.
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OH7H Bd = AF25t0] O|HIE 7 Z 71 O|HIE QIX| H|AiEd O|HIE QIX| Aledst £ oA

— T AA|=||-—||:|' EventBridge
eventScopeCode O|HIE 0= OR7} PUBLIC Z&E = A&L|Ct ACCOUNT_SPECIFIC O| mtztalE

g 71ZoR 7ag EEYY £+ e

T L AAHE

0i: Amazon Elastic Compute Cloud& 2|3 2

CHS OHE = 0|2 SR (HXILIot §8)2| Amazon EC20] CHEt 28 EXME EoiELILC.

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aefd",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],
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https://status.aws.amazon.com/
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"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",

"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",

"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",

"statusCode": "open",

"eventRegion": "us-east-1",

"eventDescription": [

{
"latestDescription": "We are investigating increased API Error rates
and Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",

"language": "en_US"

1,

Ilpagell: Illll’

"totalPages": "1",
"affectedAccount":"123456789012",
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https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
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« AWS Healthe| MH[A 23 Jg AME
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HealthO|HIE 28 Md357| Mol CtE2 st MAIL.

« oM O|HIE, 7= CHA S = X|SHMI2. EventBridge AFAIEH LI 2 AmazonO|Et FIL|7t
EventBridge? & & Z35t&A|2. Amazon EventBridge At B Mt A{EZE 7|S EventBridge —
AWS E|AA BI73 ALE F

M Z OIS0l Ciall LotE AAIL.
u]

- O|HE 7=ol AASE CH S BHELICH

of CHEt EventBridge T+ 2l2 BHE24™ AWS Health
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://console.aws.amazon.com/events/
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18. (MEH AL Bl 7 M(Configure tags) T O| X[l M EHIE F 7tk CHE(Next)S MEEFLICY.

- &3 #Xf aws.health 2A 0| M= EfIE HESHX| o &LICH EventBridge
19. AE 2 M4J(Review and create) H|O|X|0|| M #&| MHE HESH0 O|HIE ZLIEHZE 2F A2
5&5 EII & QlghLct.

=
20. Create rule2 MEHEL|CE.

Example : 2 & Amazon EC2 O|HIE 0] CHEF 73]

CIS oXME O|HIE & FtE|TE|, O|HIE I E E|AAE HIE8 2 E Amazon EC2 O|HIEES
EventBridge 2 LIE{26t= &2 g L|Ct.
Event pattern info | [@ Event pattern form @ Custom patterns (JSON editor) |
AWS service Event pattern
The name of the AWS service as the event source Event pattern, or filter to match the events
Health v {
"spurce": ["aws.health"],
"detail-type": ["AW5 Health Event"],
Event type "detail": {
The type of events as the source of the matching "service": ["EC2"]
pattern H
Specific Health events v i
(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.
Any service
(o] Specific service(s) Copy [ Edit pattern
EC2 v

(o] Any event type category
Specific event type category(s)

© Any resource

Specific resource(s)
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Example : £ Amazon EC2 O|HIE 0] CHEF 73]
Ct= oAM= CHZ 2 EventBridge 2LIE{ 35t 722 A8 g LICY.
« Amazon EC2 MH[A

- scheduledChange O|HE @& ¥+

e AWS_EC2_INSTANCE_TERMINATION_SCHEDULED &

AWS_EC2_INSTANCE_RETIREMENT_SCHEDULEDS| O|HE R ZE=

« ID i-EXAMPLEalb2c3des47t Q£ QUIAEA

ofl CHEt EventBridge T#%! 4444 AWS Health
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service
© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

AWS_EC2_INSTANCE_TERMINATION_SC X
HEDULED

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

OlF Exto| o Als B MHIA 3 OJHIE S8 Mol Chet 742 BEE WS 2oiELIC of
MEIA 2 OMIE S8 HFO| Cfet F2I2 BE 25 aLCh 5, ZLEsIEIE 2 MulA W HE
of CHaH Wz ol 72 BHE TRt YALIC T2I34H O/l HElS HES 08 HE AZS 25
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A THEIO) MEIA W HFEE F7bstA

1. O| 242 +&5te{m 9t A9l of CHEF EventBridge 7= M43 AWS Health MAHE &g LCt

2. FF0|MEBU MHIAL HFE MEISt= CHAl O|HIE THEO|A THE HES MEHFHLICE

3. HAE Zico HE L1882 AFLct 1Rt O|HE &2 BHE7| 9ISt 2E 2 CHS 0i| Al T
g XS AIL.

4., O|HE mEg HAES CtS of CHEF EventBridge 7= M43 AWS Health| LFHX| M xtof et
=g MMM AR,

AP| EE= AWS Command Line Interface (AWS CLI) & A3 AA|2

M &lo|Lt 7|& 7ElIe] B2 PutRuleAPI 21 EE= aws events put-rule HHES AF835t0{ 0
E I{EHE YO0|ESHAA|L. 0i|A| AWS CLI HE2 BHE FHZ 9| put-rule2AWS CLI EFHM AL,

Example 0i: 0921 MH|A ! O|HIE R H=E

ClS o|HIE THEd2 M| 7} K| AWS AMH|A, & Amazon EC2 issueaccountNotification, Amazon
EC2 Auto Scaling I Amazon VPC2|, 2! scheduledChange O|HIE & F}El| 2|0l CHEt O|HIEE
2UEZS = #ES Mgt

{
"detail": {
"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"
1,
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AWS Health

"service": [
"AUTOSCALING",
"VpC",

"EC2"

]

.
"detail-type": [

"AWS Health Event"

1,
"source": [
"aws.health"

AWS Health O|HHE A 7|0} Amazon EventBridge

CHZ 2 AWS Health O|HE A Z|OFLICEH O™ HHTHO| A 7|00 CHEF 48 EE= FT7F ALE 2 “New’2
X EAELCH MZ fo|Z2E= A7|0 CHol M2 EL|CH

AWS Health O|HE A 7|0}
AWS Health O|HE A Z|O}
u2t0|E

version

detail-type

Ad 04
= o

EventBridge
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OHE
uniqueEve
ntBridge A&

AWS Health
O|HIESl 4
£ ol of
g1 Za
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e
4>
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o
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source
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eventArn
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HE - Amazon EC2 24 2A|

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:22Z",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/
AWS_EC2_OPERATIONAL_ISSUE/AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-
d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "01b0993207d81a0@9dcd552ebdle633e36cf1f0@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",

"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription":
[{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n

\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

1,
"affectedEntities":[],
Ilpagell: Illll’
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"totalPages": "1",
"affectedAccount": "123456789012",

71’53 AWS Health O|HIE - Elastic Load Balancing APl ]|

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012",
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H X8 AWS Health O|HIE - Amazon EC2 QIAEA AEO0{ EEIOIH M

X5t
{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided
1,
"affectedEntities": [{
"entityValue": "i-abcdl111",
1,
"page'": "1",
"totalPages": "1",
"affectedAccount": "123456789012",
}
}
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https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html
https://console.aws.amazon.com/chatbot
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AE AEE|X| MH|A (Amazon S3)

aws AWS APP 11:46 AM

ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 12:08 PM

t AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

e
+

P
n

141



AWS Health AR 7H0|E

Amazon EC2 QIAEIA O] CHEF 2 RIS 5t

Amazon EC2 QUAEAA0f CH5H 0|2t =l O|HIE 0| SEHSH= &S K= 35}8 4 QlaL
£ O|HIEE AWS Health 2 LHH EventBridge 7 %/0| AWS Systems Manager XS 3t -E—A‘IQF g2
&2 SESH] ASKHE CHAsto] HYE ASHE + UELICH

0 & E01, Amazon Elastic Block Store (Amazon EBS) k| EC2 QIAEI A0 CH3H Amazon EC2 2!
AEA AL SX| O|HE I o HEl Z2 slie O|HE 23 0| CHA|EEZ AWS Health M&SEL|C}H
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED AWS Health 7#%l0{A O| O|HIE &
X|otH QUAEA O] ZX| L A2 E AtS8He = A&LICE O|FHA 6t olzEt & YE =852 =2
|

® Note

Amazon EC2 QIAE A0 CHEH 2dE X S3H5tE4H Systems ManagerOi| A QIAEIAE ZtE|
afiof &FLICt.

REAMIE LI 2 Amazon EC2 AH8 A A{S| Amazon EC2 EventBridge A S3HE &R 5HAAIL
T4 £y

=2 MM5tE4H HX AWS Identity and Access Management (IAM) H2HE A5t T, IAM L&
Mdstm, dAgol AlZ| HME o|o|Est ofF §LICEH

Che A&tol et ot e T alH HMS MAE LT of HUS ALSAHE CHalstod Belg

S 5 9l HEHS Aol RoiFLIC O HROIAIE IAM 2204 JSON M2 HE7IE ALS#

L|Ct.

IAM EX S BHEe{H
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"”

1,

"Resource": [

"y n

"Effect": "Allow",
"Action": [
"ssm:*"

1,

"Resource": [

min

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

15
"Resource": "arn:aws:iam::123456789012

:role/AutomationEVRole"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://console.aws.amazon.com/iam/
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"2012-10-17",

"Version":

L

"Statement":

"Allow",

"Effect":

{

"Service":

"Principal":

[
"'ssm.amazonaws.com",

"events.amazonaws.com"

}

"sts:AssumeRole"

"Action":
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-managingrole_edit-trust-policy
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"source": [
"aws.health"

1,

"detail-type": [
"AWS Health Event"

1,

"detail": {
"service": [
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https://console.aws.amazon.com/events/
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"eventTypeCategory":
"scheduledChange"

]I

"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
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AWS Health

Target

AR 7H0|E

55M Automation
Document

AWS-RestartECZInstance

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.

Create a new role for this specific resource

O Use existing role

AutomationEVRole

Remove
Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per
rule).
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https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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Ct= ol M= DescribeEntityAggregates 22 2 0iF = CloudTrail 21 &3 2 2 0{&LILCt.

)

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

13,

"invokedBy": "AWS Internal"
I
"eventTime": "2016-11-21T07:06:28Z7",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregates.html
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
}
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