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Escalation plans + Contacts

Runbooks

Enable teams to use chat Multi-stage plans to define Create blueprints for
to monitor and respond. when people get engaged. incident mitigation.

Amazon CloudWatch
Use monitoring to start an incident
the moment they are triggered.
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Response plans
Be prepared by defining templates
that engage responders and activate
a runbook at the time of detection.
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Incident + Analysis
Collect information to diagnose,
remediate, and learn from incidents.
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIncidentManagerResolverAccess$jsonEditor
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIncidentManagerResolverAccess$jsonEditor
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Amazon ChimeOlM ME! DS DHES{H
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CIAEHE CHE S X7} Slack 2! Microsoft Teams A E! Ao AF2E £ Q= AE T
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Slack 2! Microsoft Teams2| &' A Incident ManagerE AF23tH CHE B Y A7 CHS ssm-
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» start-incident

* list-response-plan
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https://docs.aws.amazon.com/chatbot/latest/adminguide/chime-setup.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/start-incident.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-response-plan.html
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* get-response-plan

* create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

* |ist-incident-records

* list-timeline-events

« list-related-items

* update-related-items

» update-incident-record

update-timeline-event

ZI% F21 QIAHE 0| ME Mol i HHS AT 02 HAS ABFHUAIR. cli-optionsS
B0l T BE SMOE BT LA

@aws ssm-incidents cli-options

of:

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-azrn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7c10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records
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https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-response-plan.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/create-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/delete-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-incident-record.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-incident-records.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-timeline-events.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-related-items.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-related-items.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-incident-record.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-timeline-event.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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u
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ofl CH3H XEAM|IS| 2ot 2424 AWS Systems ManagerAb& A A Q| AWS Systems Manager At
2 AWS Systems ManagerAt St HS #X E #HE5HAM L.

- TS ALE H|8o0i| CHEF REMIBH LHE 2 Systems Manager 222 & ZSHMIR.

l?ﬂ _HII

T |ofn
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
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A& 3™ Incident Manager7} Systems Manager StartAutomationExecution
A&t 2™ Chg o] 2 Ml 7tX| Amazon 2|44 O|F(ARN) Ao 2 E AL
SH =

T HHE2 &Y HS0| ¥ te A-HM A™-E M HS MH|A A 0| CHE AEM A
g2 AT 8 FSELCt RHMIEH LIS AWS Systems Manager AFE A A{2] 042 AWS 2|7 2 A|
HollM At S 3 Mg BERFA

{

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/running-automations-multiple-accounts-regions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/running-automations-multiple-accounts-regions.html
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{
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
"Resource": [
"arn:aws:ssm: *:{{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn:aws:ssm:*: {{DocumentAccountId}}:document/{{DocumentName}}:*",
"arn:aws:ssm: *::automation-definition/{{DocumentName}}:*"
]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com"
}
}
}

Automation AssumeRole T8t

CHE A& S BrE 7L YO[o|Eg [ 042 AWS E2|& HE S0i| M ME45109 Incident Manager 7t A4
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= 0] 7tX| LEHEQI =g ARME 4= Qe TEHS MSELICH o248t 22l HA F 5tLt o[4S
MENSHO] AssumeRole HAof Ciet HEtE AMS e = U&LICH CFHE E0|= Incident Manager &
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et F71 X HEtE MSsHok gf LIt REAMIEH LIE 2 AWS Systems Manager Automation 215 &
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O|Ef 2t A™ErLICH Incident Managere CH2 O 242 5™ mi2t0|E{E K[ ELICH

Incident ARN

Incident Manager7t QIA|HEE e M A|ARS Y QUAIEHE B|Z=9| Amazon 2|44 O|F
(ARN)2 Zix{5t1 &59| o] mtztO IE-|01| CHa d=qghct.
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https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
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AWS MH|A 2lAaA %

Amazon DynamoDB =EYH EX QlHA

Amazon EC2 o|O| x|

AWS Lambda g+ =3

Amazon Relational Database Service(RDS) 2{AH
ClO|E{H[O| A RIARA

Amazon Simple Storage Service(S3) oA

EventBridge T+%/

A|AEO| EventBridge O|HE MM QUAIHEE M4 35HH Incident Manager= ME8t T2t O|EE 0|
HIE O| Resources 822 AMZLICH XtAMIEH LHE 2 Amazon EventBridge AF& MBEAS| Amazon
EventBridge O|HIEE & X 3HM 2.

+So2 MNE QIAHE

Startincient APl 24 E A& 35to{ QAIHEE 4436t Incident Manager7t API 21 5 &
o| MEE At235t04 MEHSt ul2tO|E{E S LICH 5], relatedItems It2tO|E{0f FEH=
INVOLVED_RESOURCE 39| &5 At&35t04 It2tO|EE AMSLCt.

m

(® Note

INVOLVED_RESOURCES g(2 StringlList fR&2o| uf2tOlEol|ot 228 &= U&LICt CHE
SOl otetolEol g stH HS0| A#ME|X| et&LICH.



https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_StartIncident.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
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1. https://console.aws.amazon.com/systems-manager/ 4| A AWS Systems Manager &2 JLILC}.

2. B oM Documents& MEAELICE

3. XISSHE MEHELICE

4. O|F0| HEES dHst= o|F2 LUZELICHO: IncidentResponseRunbook).
5. HWE7| S MEisty HES MEiFL|CE

6. Cis 2H=E WE7|o 20 E&LICt

description: This runbook attempts to restart an Amazon EC2 instance that caused an
incident.
schemaVersion: '0.3'
parameters:
IncidentRecordArn:
type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[0].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://console.aws.amazon.com/systems-manager/
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Api: GetTimelineEvent
incidentRecordArn: '{{IncidentRecordArn}}'
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventDatal}}'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode?2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events['"rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}"'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.Instanceld"’
Type: String
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description: This step parses the CloudWatch event data.
- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

Instanceld: '{{JsonDecode2.Instanceld}}'

description: This step restarts the Amazon EC2 instance
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1. https://console.aws.amazon.com/iam/0lAM IAM 2& 2 dL|C}

2. B FHo|M GE(Roles)2 MEHEH T AE M 4(Create role)2 MEAELICE

3. AE[E £ U= AEE| RFEOIM AWS AMHIAE MEHSHOF B LICH

4. A MEQ] 7|EF AWS AMH|A A& Al EE0i Incident ManagerE &/23TtLCE.

5. Incident Manager& MEi5t1 CtS2 MEELICEH

6. TEH WM HAZA HOo|X[o| M HE S MEASILICE et HET(7F A EBF X Fo|Lt BolMq &
2iLCH.

7. M HE|7|0]M JSON RS MENEFL|C,

8. Lt e Y2 S A JSON HEZ|o 204 D& LICH account_IDE AWS AH1™H IDE HiE L
Ct.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
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https://console.aws.amazon.com/iam/
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"arn:aws:ssm: *:account_ID:automation-definition/
IncidentResponseRunbook:*",
"arn:aws:ssm: *::automation-definition/AWS-RestartEC2Instance:*"

1,
"Action": "ssm:StartAutomationExecution"
.
{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
},
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
.
{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
1,
{
"Effect": "Allow",
"Resource": "*",
"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"
]
}
]
}
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10. (MEH AR ERE 42 Aol Ef 3 & FItELIct
1. CI2: HEE MEigLCt
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/set-alarm-state.html
https://console.aws.amazon.com/systems-manager/incidents/home

Incident Manager AL 7Hol=

Runbook steps

00:00:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
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v Tags - optional

Key Value - optional
Q, Environment X Q, Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

EiIOE z20eiT A2 AEsE{H Cha API Y E ALSELICH

« TagResource
» UntagResource
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UntagResource.html
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» ListTagsForResource
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-1lead"
},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"ssm-incidents.amazonaws.com",
"ssm-contacts.amazonaws.com"
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IncidentManagerResolverAccess
AMNERI7F Zpalo| nRet HEtE 2 = ULSH &S
Of of Ao M= IAM AL RE7t REAIQ| ALE A} IDOY| AZE lZtel & E[-" HAME = = U E 5835t
£ HMS froE WS HodBELICH o HMols 240IM FE ORE AR 5t04 Z2 B4 WAoo
2 0| &2 &2 E + U= AWS CLI HEto| L& EL|CE AWS API
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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CHS H=lof dMA

0| 0| A|od A= Amazon Web Services HZ 2| IAM AL X0 7| QIAIEHE EE|A CHE H|&E! S §tLtoi|
CHE HMA HEHE 2045240 exampleplan ELICH E8F AL X7 CHS AEE F7F, Yoo|E &
AXSHES 5{&35te{D gLt

O| M2 ssm-incidents: ListResponsePlans ssm-incidents:GetResponsePlan, ssm-
incidents:UpdateResponsePlan %! ssm-incident:ListResponsePlan &2 AL XL A|
EodgrLct.

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action":[
"ssm-incidents:ListResponsePlans"
1,
"Resource":"arn:aws:ssm-incidents:::*"
1,
{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action":[
"ssm-incidents:GetResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"
1,
{
"Sid":"ManageResponsePlan",
"Effect":"Allow",
"Action":[
"ssm-incidents:UpdateResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"
}
]
}
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711 = 71§ MEELICE olz{8t = 7[ofl CHEt REMIEH LHE 2 EAe| =7 X|H g FEFLICH

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": “*”,

"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}

I

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"
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1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

| M-
[

H ok Z=x|0d| A Incident Manager 212f & HAM|A HEH XS

z

CtZ ol Al M= E At A Qd=fAof CHEF AL S HHE AR
arn:aws:iam::999988887777:root &= U= HEE FOo{FLICH mycontact

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "PrincipalAccess",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::999988887777:root"

I

"Action": [

"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement”,
"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"

1,

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

]

}
]
}
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aws :SourceArn~arn:aws:ssm-incidents::111122223333:*&
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"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",
"Principal”: { "Service": "ssm-incidents.amazonaws.com" },

"Action": "sts:AssumeRole",

"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"
}
}
}

}
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "IncidentAccessPermissions",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments"”,
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "UpdateIncidentRecordPermissions",
"Effect": "Allow",
"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"
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"Resource": "*"

"Sid": "RelatedOpsItemPermissions",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"

1,

"Resource": "*"

"Sid": "IncidentEngagementPermissions",
"Effect": "Allow",

"Action": "ssm-contacts:StartEngagement",
"Resource": "*"

"Sid": "PutCloudWatchMetricPermission",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "AWS/IncidentManager"
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{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "StartIncidentPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:StartIncident"

1,

"Resource": "*"

1,
{

"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

1,

"Resource": "*"

I
{

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [

"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
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"ssm-incidents:ListTimelineEvents",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:DeleteTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:UpdateRelatedItems"

1,

"Resource'": "*"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

Incident Manager AL 7Hol=

"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action": [
"ssm-contacts:ListContacts",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:StartIncident"

1,

"Resource":"*"

T4 2T Fofs Tstet TA T 7ho| AWS BE MURULICH REMIS LIS AWS 25 Mol o
=

AWS Systems Manager Incident Manager A&l 20t HAHE 7
ot 7|52 MSELICH Chg 2 Atells Yitxel X|Fo|od st
Ct. olz{et 2 Atell= 2t dol| MA5HR| 7L BE5HX| 22 = Jes

2.

=

« Incident Manager 0|2} £ ot 28 Al
« Incident Manager 0|2} £ ot B & Atz

Incident Manager 0|2} £ ot 8 ALz

2 i F
8 HUS ME HYELICH WetA Y E +dst= o 28 Hereh Fodatiof &Lch

T A Flobe B A 141


https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
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https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/
https://docs.aws.amazon.com/health/
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https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://aws.amazon.com/blogs/security/getting-started-follow-security-best-practices-as-you-configure-your-aws-resources/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
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https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TriggerDetails.html#IncidentManager-Type-TriggerDetails-source
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890abcdef@",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
.
"eventTime": "2024-04-22T23:20:10Z2",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/incident-manager/latest/APIReference/
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"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-v1l",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

},
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
},

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

CI2 A= Y2 E0iF = CloudTrail 21 &=2 H04{&L|C}t. DeleteContactChannel

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principallId": "1234567890abcdef",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
.
"eventTime": "2024-04-08T02:27:217",
"eventSource": "ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelld": "arn:aws:ssm-contacts:us-west-2:555555555555:device/
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
.

"responseElements": null,
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"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",

"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": true,

"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "12345678901234567"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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HetE E0{FLICt user input placeholderE AFEAS| HEZ HIEL

"Version": "2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [

{

"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account-id:root"
.
"Action": "kms:*",
"Resource": "*"

).
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},
{
"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {
"AWS": "IAM_ARN_of_principal_creating_response_plan"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*"
},
{
"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*"
}
}
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"
},
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
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{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"
}
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{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}
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{
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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