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"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
},
"Action": [

"s3:PutObject",

"s3:PutObjectAcl",

"s3:AbortMultipartUpload"
1,

"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "111122223333"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"
}
}
}
]
}
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"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"
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"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"
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"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"
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"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "VYES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

.

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{

"baseScore": 4.7,

"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": '"NVD",

"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f0b6d513b259fdab9c9bf4aaab6188d054c2d(6.0-xc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],
"relatedVulnerabilities": [],
"source": "UBUNTU_CVE",
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"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",
"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2022-3303",
"vulnerablePackages": [{
"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69flbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1l"

iy
"id": "i-@c2a343f1948d5205",

"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
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"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

}
}
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"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]
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{

"bomFormat": "CycloneDX",
"specVersion": "1.4",
"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z"
"component": null,
"properties": [
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{
"name": "imageId",
"value":

"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace”

},

{
"name": "architecture",
"value": "arm64"

},

{
"name": "accountId",
"value": "111122223333"

},

{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"

}

]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1e9a0@b24161daaadd535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
I
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+deblQul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
},
{
"type": "application",
"name": "mawk",
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"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62al6f78a5"
I
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"
},
{
"type": "application",
"name": '"ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",
"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

Amazon Inspector@| SPDX 2.3 SBOM & 4! of A

{

"name": "409870544328/EC2/i-022fba820db137c64/ami-074eal4c@8effb2d8",
"spdxVersion": "SPDX-2.3",
"creationInfo": {

"created": "2023-06-02T721:19:227",
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"creators": [
"Organization: 409870544328",
"Tool: Amazon Inspector SBOM Generator"

]

iy

"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": "",

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{
"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"
},

{

"name": "hunspell-en-US",

"versionInfo": "0.20121024-6.amzn2.0.1",
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"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"
},
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.67?
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",
"versionInfo": "2.3.1-14.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"
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}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"
}
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olOtE QA HE] EventBridge O|HIEE 2|8 olOIE O|HIE

ZLIEHZ E= O|HIE #E| A|IARD ZH2 CHE ofE 2|7 0|M, MH[A & A|ARITO| S8 2 K|

5t 7| ?I3H Amazon EventBridge Inspector= AFHS 2 2 ZA1ME Amazond O|HIEZ HA|EF LTt
EventBridgeOi Z 2|71|0| M 2! AWS MH|A 7|EFO| MA|ZE C|O|E AERIE AWS Lambda & =,
Amazon Simple Notification Service A, Amazon Kinesis Data Streams S2| H& S 2 M& =
MHZ|A O|HE A AMH|AQILICH EventBridge & EventBridge OHIE0of CHEH AFA|S| & ob 2 E24H
Amazon EventBridge AH& MBAME EHZESHMAIL.

Amazon InspectorOi M= Ao, 2|AA ME H ¢HE, 78 2[aA %= AZHoi CHEF O[HIEE |
AlgfLICH. 2t O|#HIE = O|HIE EventBridge £ 7|0HE AWS Z4:3t= JSON ZAF|LI|Ch. C0IE{ 7}
EventBridge O|HIEZ R EXSIE|2 2 CHE ofZZ(AH 0|M, MH|A L =7 E ALE5to A At Al x|
HE|= Amazon Inspector O|HEE 2ECt A 2LIEHZ, *M2I5t1 olof 2t =XIE F[& = U&LC.

=S|

- OtOHE QIAHIE{E 2|3t olOtE EventBridge 7[& A 7|0t
« Amazon Inspector 221} O|HE A 7|0} 04 K|

« Amazon Inspector | A7 2t 2 O|HIE A 7|0} of X

=
 Amazon Inspector M8 2| O|HE AF[O} of A

ofOtE QIAHE|E 2|8t ofO}ZE EventBridge 7|2 A 7|0}
Ct= 2 Amazon Inspector?| EventBridge O|HIE | CHEH 7|2 A 7[0S o ILICH O|HIE ME HE=
O|HE o et CHELICH

"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",

"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",

"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*

]I
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"detail": {
*Details of an Amazon Inspector event type*

Amazon Inspector Z1} O|HE AF|OF oA

CH2 2 Amazon Inspector ZAF Z41}od| CHEt EventBridge OI'?ﬂE A7(0kel o (LCt At O|[HEE
Amazon InspectorZt E|AA & LM AZEQ 0] FFH E= HESRT ZXME AlHe Zo0 A
MEILICH ol 830l olHIEo| CfE LIS o2 AR MAIsHE ol Ci#t X|ZIS AmazonS AL 3l

o
0 Amazon Inspector2| ZA} ZAtol| CHEF AL AL X 8 44 EventBridge® & EHMIR.

e 20t OHES Al¥sts Tt

« detail-type EE7} Inspector2 Finding2 2 MHEE|0{ Q&L

« detail 4|7} A0tE MHEELICEH

Amazon EC2 package vulnerability finding

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:152",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

},
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"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",
"fixAvailable": "YES",
"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",
"packageVulnerabilityDetails": {
"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WeLt57aaZA@mail.gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-xrc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,
"fixedInVersion": "0:5.15.0.1027.31~20.04.16",
"name": "linux-image-aws",

"packageManager": "0S",
"remediation": "apt update && apt install --only-upgrade linux-
image-aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},
"remediation": {
"recommendation": {
"text": "None Provided"
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}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

},
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

Amazon EC2 network reachability finding

"version": "Q",

"id": "d0384f63-1621-1b75-d014-a5e45628ef3e",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T09:17:577",

"region": "us-east-1",

"resources": ["1-0a96278c2206a8e4b"],
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"detail": {
"awsAccountId": "111122223333",
"description": "On the instance i-0a96278c2206a8e4b, the port range
22-22 is reachable from the InternetGateway igw-72069c@9 from an attached ENI
eni-0976efe678170408f.",
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 20, 2023, 9:17:57 AM",
"lastObservedAt": "Jan 20, 2023, 9:17:57 AM",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-72069c@9",
"componentType": "AWS::EC2::InternetGateway"

3, {
"componentId": "acl-91d74eec",
"componentType": "AWS::EC2::NetworkAcl"
[ PE
"componentId": "sg-0Qaaed@af450bd0165",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-0976efe678170408f",
"componentType": "AWS::EC2::NetworkInterface"
[ PE
"componentId": "i-0a96278c2206a8e4b",
"componentType": "AWS::EC2::Instance"
]
I
"openPortRange": {
"begin": 22,
"end": 22
I

"protocol": "TCP"
1,

"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
},
"resources": [{
"details": {

"awsEc2Instance": {

Amazon Inspector Z1} O|HE AZ|O} ofX| 67



Amazon Inspector INT=IY A To] =]

"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-
profile/AmazonSSMRoleForInstancesQuickSetup",

"imageId": "ami-@b5eea76982371e91",

"ipV4Addresses": ["3.89.90.19", "172.31.93.57"],

"ipV6Addresses": [],

"keyName": "example-inspector-test",

"launchedAt": "Jan 19, 2023, 7:25:02 PM",

"platform": "AMAZON_LINUX_2",

"subnetId": "subnet-8213f2a3",

"type": "t2.micro",

"vpcId": "vpc-ab6650d1"

},
"id": "i-0a96278c2206a8es4b",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway",
"type": "NETWORK_REACHABILITY",

"updatedAt": "Jan 20, 2023, 9:17:57 AM"

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5b52952e-26df-3a51-6d14-4dbe737e58ec",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T21:59:00Z",

"region": "us-east-1",

"resources": [

"arn:aws:ecr:us-east-1:111122223333:repository/inspector2/

sha256:98f0304b3a3b7c12ce641177a99d1f3be561532473a528fda38d53d519cafb13"

1,

"detail": {
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"awsAccountId": "111122223333",

"description": "libcurl would reuse a previously created connection even
when a TLS or SSHrelated option had been changed that should have prohibited
reuse.libcurl keeps previously used connections in a connection pool for
subsequenttransfers to reuse if one of them matches the setup. However, several TLS
andSSH settings were left out from the configuration match checks, making themmatch
too easily.",

"exploitAvailable": "NO",

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/

FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 9:59:00 PM",

"fixAvailable": "YES",

"inspectorScore": 7.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"version": "3.1"

},
"lastObservedAt": "Jan 19, 2023, 9:59:00 PM",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 5,
"scoringVector": "AV:N/AC:L/Au:N/C:N/I:P/A:N",

"source": "NVD",
"version": "2.0"
.
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"source": "NVD",
"version": "3.1"
}

1,

"referenceUrls": [
"https://hackerone.com/reports/1555796",
"https://security.gentoo.org/glsa/202212-01",
"https://lists.debian.org/debian-1ts-announce/2022/08/

msg@0017.html",
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"https://www.debian.org/security/2022/dsa-5197"

15
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-27782",
"vendorCreatedAt": "Jun 2, 2022, 2:15:00 PM",
"vendorSeverity": "HIGH",
"vendorUpdatedAt": "Jan 5, 2023, 5:51:00 PM",
"vulnerabilityId": "CVE-2022-27782",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:7.61.1-22.e18_6.3",
"name": "libcurl",
"packageManager": "0S",
"release": "22.el8",
"remediation": "yum update libcurl",
"sourcelayerHash":
"sha256:38a980f2cc8accf69c23deae6743d42a87eb34a54f02396F3fcfd7c2d06e2c5b",
"version": "7.61.1"
I
{
"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:7.61.1-22.e18_6.3",
"name": "curl",
"packageManager": "0S",
"release": "22.el18",
"remediation": "yum update curl",
"sourcelLayerHash":
"sha256:38a980f2cc8accf69c23deae6743d42a87eb34a54f02396F3fcfd7c2d06e2c5b",
"version": "7.61.1"

iy

"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
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"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:98f0304b3a3b7cl2ceb641177a99d1f3be561532473a528fda38d53d519¢cafb13",
"imageTags": [
"oz
1,
"platform": "ORACLE_LINUX_8",
"pushedAt": "Jan 19, 2023, 7:38:39 PM",
"registry": "111122223333",
"repositoryName": "inspector2"

}I

"id": "arn:aws:ecr:us-east-1:111122223333:repository/inspector2/

sha256:98f0304b3a3b7c12ce641177a99d1f3be56f532473a528fda38d53d519catb13",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2022-27782 - libcurl, curl",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 9:59:00 PM"

Lambda package vulnerability finding

"version": "Q",

"id": "@40bb590-3al12-353f-ecbl-05e54b0fbea7",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T19:20:257",

"region": "us-east-1",

"resources": [

"arn:aws:lambda:us-east-1:111122223333: function:ExampleFunction:$LATEST"

]I
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"detail": {
"awsAccountId": "111122223333",
"description": "Those using Woodstox to parse XML data may be vulnerable to

Denial of Service attacks (DOS) if DTD support is enabled. If the parser is running
on user supplied input, an attacker may supply content that causes the parser to
crash by stackoverflow. This effect may support a denial of service attack.",

"exploitAvailable": "NO",

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 7:20:25 PM",

"fixAvailable": "YES",

"inspectorScore": 7.5,

"inspectorScoreDetails": {

"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",
"version": "3.1"

},
"lastObservedAt": "Jan 19, 2023, 7:20:25 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

iF
"referenceUrls": [
"https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=47434"

15
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-40152",
"vendorCreatedAt": "Sep 16, 2022, 10:15:00 AM",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Nov 25, 2022, 11:15:00 AM",
"vulnerabilityId": "CVE-2022-40152",

"vulnerablePackages": [

{
"epoch": 0,
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"filePath": "lib/woodstox-core-6.2.7.jar",

"fixedInVersion": "6.4.0",

"name": "com.fasterxml.woodstox:woodstox-core",
"packageManager": "JAR",

"remediation": "Update woodstox-core to 6.4.0",
"version": "6.2.7"

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "+EwrOrht2um4fdVCD73gj
+07HJIAUvVUxi8AD@eKHSkc="",

"executionRoleArn": "arn:aws:iam::111122223333
ExampleFunction-ExecutionRole",

"functionName": "Example-function",

"lastModifiedAt": "Nov 7, 2022, 8:29:27 PM",

"packageType": "ZIP",

"runtime": "JAVA_11",

"version": "$LATEST"

}
I
"id": "arn:aws:lambda:us-
east-1:111122223333:function:ExampleFunction:$LATEST",
"partition": "aws",
"region": "us-east-1",
"tags": {
"TargetAlias": "DeploymentStack",
"SoftwareType": "Infrastructure"
I

"type": "AWS_LAMBDA_FUNCTION"

1,
"severity": "HIGH",

:role/
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"status": "ACTIVE",

"title": "CVE-2022-40152 - com.fasterxml.woodstox:woodstox-core",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Jan 19, 2023, 7:20:25 PM"

Lambda code vulnerability finding

"version":"Q",
"id":"9df0@lcbl-df24-bc46-5650-085a4087e7aa",
"detail-type":"Inspector2 Finding",
"source":"aws.inspector2",
"account":"111122223333",
"time":"2023-12-07T22:14:457",
"region":"us-east-1",
"resources":[
"arn:aws:lambda:us-east-1:111122223333:function:code-finding:$LATEST"
1,
"detail":{
"awsAccountId":"111122223333",
"codeVulnerabilityDetails": {
"detectorId":"python/lambda-override-reservedevl.Q",
"detectorName":"Override of reserved variable names in a Lambda function",
"detectorTags":[
"availability",
"aws-python-sdk",
"aws-lambda",
"data-integrity",
"maintainability",
"security",
"security-context",

"python"

1,

"filePath":{
"endLine":6,
"fileName":"lambda_function.py",
"filePath":"lambda_function.py",
"startLine":6

1,
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"ruleId":"Rule-434311"
1,
"description":"Overriding environment variables that are reserved by AWS
Lambda might lead to unexpected behavior or failure of the Lambda function.",
"findingArn":"arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",
"firstObservedAt":"Aug 8, 2023, 7:33:58 PM",
"lastObservedAt":"Dec 7, 2023, 10:14:45 PM",
"remediation":{
"recommendation":{
"text":"Your code attempts to override an environment variable that is
reserved by the Lambda runtime environment. This can lead to unexpected behavior
and might break the execution of your Lambda function.\n\n[Learn more](https://

docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-
envvars-runtime)"

}
I
"resources":[
{
"details":{
"awsLambdaFunction": {
"architectures":[
"X86_64"
1,
"codeSha256" : "2mtfH+CqgubesG6NYpb2zEqBja5SWN6FfbH4AAYDUF8RE="",
"executionRoleArn":"arn:aws:iam: :193043430472:r0le/service-role/
code-finding-role-7jgg3wan",
"functionName":"code-finding",
"lastModifiedAt":"Dec 7, 2023, 10:12:48 PM",
"packageType":"ZIP",
"runtime":"PYTHON_3_7",
"version":"$LATEST"

}
1,
"id":"arn:aws:lambda:us-east-1:193043430472:function:code-finding:
$LATEST",
"partition":"aws",
"region":"us-east-1",
"type":"AWS_LAMBDA_FUNCTION"
}
1,

"severity":"HIGH",
"status":"ACTIVE",

"title":"Overriding environment variables that are reserved by AWS Lambda
might lead to unexpected behavior.",
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"type":"CODE_VULNERABILITY",
"updatedAt":"Dec 7, 2023, 10:14:45 PM"
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4f55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"

]I
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"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": 0
1,
"instance-id": "i-087d63509b8c97098",
"version": "1.0Q"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:187",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": 0

},
"image-digest":
"sha256:965fbcae990b0467ed5657caceaeclb5018ef44a4d2d46c7cdea80a9dffodlea”,
"image-tags": [
"ubuntu22"
1,
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"version": "1.0"

Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:0372",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": @
I

"version": "1.0"
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detail ZAol= 2lAaA 0| M AZH HEHE LIEILHE scanStatus 2

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:397",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
},
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"

HA| 7+ gt

Tfo{ 2

A& LICH

Amazon Inspector & #H2| O|HE A 7|0} 0i|A|

79



Amazon Inspector INT=IY A To] =]

Amazon Inspector 2ZHZ CI/CD ZtO|Z 2} 2l0i| &
Amazon Inspector Z1E{|0|L{ O|O|X| AZHE CI/CD mO|ZE}Qlol X S&5to] AT EQ o] NS
AZHED WUE Tl BY Of 2OME KT M ETA

2= QI&LICH Amazon InspectorOi| A A A48H F|F
A
T

|.
£ Sofl tiZ Tof| A E =Atstn siZ@E + U&LICH

Amazon Inspector CI/CD S &2 Amazon Inspector SBOM 417|2t Amazon Inspector 271 AP12|
A2 g &5t04 ZE|o|L] o|O|X|of CHEH Fefd E D ME MM EHLICH. Amazon Inspector SBOM
M7= MBE AE 0| O|0|X|2RE AZEQ|0{ ZHE BAM| A (SBOM)E HefL|Ct O3 O3,
Amazon Inspector 271 API17t ST SBOME A M5t Eh7dEl FFdof CHEt MS HEH 28 E 21
ME HMgct,

JHE CI/ICD £F 82 = N L1 sliE O ET 0|20 AFSE

=1l mazon Inspector Z2{11
Qg &3l Amazon Inspector@ CI/CDE S&at7HLE AFHEAF X|H A&

A
Sere 4MY 4 aLich

rY -I>

=X
- Z0{0921 %
x4

=
- NSRRI XE SH

« Amazon Inspector CI/CD S &2 Ar&3t7| {8t AwWSs AH 43

« Amazon Inspector SBOM M43 7|

« Amazon Inspector AZHE AtE 3504 AFE X X% CI/CD TtO|Z 2Rl S8 A

« Amazon Inspector Jenkins 2241 2! AF&

« Amazon Inspector TeamCity Z2{121 Al &

« Amazon Inspector CycloneDX WA H O|A

so{ael s

Amazon Inspector= X|HE|l= CI/CD £F M et E2{3QlE MBELCH ZF o2 E8[0]|A0 A o]
B8t E8{32Ql8 MX|E CH= 0|8 AH83H0{ Amazon Inspector AZHE mO|Z Q10| HlE EHAR F
7te = Jauch E8{ael YE HAH M= &S et o0l X|of| A Amazon Inspector SBOM ‘4 7[&

AlSlsH CHg, MAE SBOMOIA Amazon Inspector AZH APIE A&iEHLICEH

Ct=2 Amazon Inspector CI/CD & 0| £E2{12l2 Sall & S5t= & Alof CHE 7H /LICt

1. Amazon Inspector 274 API0]| CHEF HMAE AWS HH FEFITE T ELICH X|&I2 Amazon
Inspector CI/CD S8 2 AL&35t7| 218 AWS HH dH 8 FHEsHML.

ool 8 80

1]



Amazon Inspector NES)

2. O Z 8 0|A 0 Amazon Inspector Zc4191€ A x|EHLICH
_|
E

SBOM 447|& *Fzéwlg.
4. Amazon Inspector 2AZi2 CI/CD LtO|Z2tQlo| e EHAZ F7t5t0 AZHE FFLICEH

5. UEE A5

Zo{aelo| ZiE|o[L] O|OIX|E Mo E E

SBOM M 47|& M#5t0{ CycloneDXet 8t Ll= SBOME ML

6. 1™ Ze{1212 MM E SBOME Amazon Inspector A7H API AIE ZQIEZ M&8hL|C}.
Amazon Inspector AZH AP| EZQIE = ZF SBOM 74 40| #of4 S TWItELICH

7. Amazon Inspector 274 APl &2 CSV, SBOM, JSON 2 HTML ZAlof F|of S 42
L|Ct. 2 Moil= Amazon Inspectorof| A 2748t 2 & F[efdof| CHE MR HEIF ZEE|0] [U&L
C}.

X|HEl= Cl/ICD &FM

Amazon Inspector= TIAH CtEot Z2 CI/CD £FME X|§ELct E2{O0I8 AF835t04 CI/ICD 87
2 M™5tE Yol cHE A X[ES E2{H CI/ICD £F M8 E{12l8 MEGA .

« Jenkins Z2{20!
« TeamCity =229/

L

MNSKXE SE

Amazon Inspector0i| A CI/CD £FM& E2{1Ql8 X3 3stX| 2= FE<2, Amazon Inspector SBOM ‘4

7|2t Amazon Inspector A ZH API% EH7H AH8 3504 AL A X|'H CI/ICD S &2 MAME & l&Lct

S AR XIH S8 2 AF235H04 Amazon Inspector SBOM MM 7|8 83l MBS Ele SMS ALE 5t
o AZHE O|M ZHE =+ JU&Lct

CIS2 AF& Xl K| Amazon Inspector CI/CD & & 0| 2 &3t= & Alof CHEt 712 ILCt.

o

1. Amazon Inspector 27 APIOf| CHEH HMAE AWS A H {85 F F & LICH XIE2 Amazon
Inspector CI/CD S &2 AE5t7| 28t AWS HH dHE X shML.

2. Amazon Inspector SBOM 37| HtO|LH2|& MX[et &Lt X[=2 Amazon Inspector
SBOM 47| XM L.

3. Amazon Inspector SBOM ‘47|& Ar&3t01 Z4E{| O[] o|O|X|of CHSH CycloneDX2t S 2tE|=
SBOMZ ‘M grLCt.

A== CIICD 25 4 Y



Amazon Inspector INT=IY A To] =]

4. M 4E SBOMO|A Amazon Inspector AZH APIE AI&5H04 Ffd E 0 ME MAEHLICH

OII

o4 ALEXE X1 ClY

MBI SEe MYE @eol cH8t X|RI2 Amazon Inspector AZHE AL
CD IOo| =22l S 44 MM 2.

jo
o2
P
o
=

Amazon Inspector CI/CD &2 Ar&3t7| ¢l8t AWS H™E M-

Amazon Inspector AWS 7|4 CI/CD s & & Ar&3stz{H off 7tlsof g LICt. mo[Z 2 2lofl Amazon
Inspector Scan API0]| CHEt HAM|A FHEHE R 0{5t= IAM & 0| AWS A Uo{0F & L|Ct.

ﬂIIO

S FHel 2 E 2tzsto] SHot, EIXt ASKE st AWS HH, CI/ICD SEE I IAM
=

o|0| 7}let AWS HHZAR 22 Lo FElLICt. Cl/ICD S&2 I8t IAM & 4

=H
o 7t EMIR. AWS HH
« ZE| AFEX} MM

-+ ClICD SEE 22 IAM AE T

HHEo| iz B2 OIS HAHE 2E3510 AHE BtEMR. AWS A
7tedsteds AWS AH

1.  https://portal.aws.amazon.com/billing/signup= 04M|L.

2. o2 XA AFEE [EAM 2.

on

£ it Soi

rr

M3t

gt 7|2 QI

Ol

s =

=5t ntEol U&Lich

ol AWS AIE7H st AWS AE FE Ar8Rta7t SJELICH FE AZXoHE AHEe 2E
AWS MH|A& L 2|aA AMA HEFO| Q&ELICH EoF B At2E 2hE| ALEXH0i|7| 2F2[AF HA|

ClICD S&& 22 HlE 48 82


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html

Amazon Inspector INT=IY A To] =]

P

rr

74
A~

>.

H
_O,E
o
ok
onl
Q'I_l
Kl

to
1A
i
m

>
oo
pal
2
.
[m

>
oo
Pl
il
=
>
-+
rok
o
e
kO
ro
L}
>
I
M
4%
(i
ol

AWS 7t Mxt7t 2t2El & 22l ol 2 EHLCt AKX E K| hitps://aws.amazon.com/S 2 7+A LK
HE(My Account)2 MEHSIO] TR HH €52 E1 AEE #EIE &= JU&Lch

S AWS AMFOIE YAHOI Tolo] RE ABRE AR SR AES BE| ARKE BESHT

o
AWS IAM Identity Centergf 43} 5t 10 MM A2 AWS HH FE ALEXL

HotE RXISHME AWS AHE FE AR}
1. FE AMSKE MBSt AWS A oY FAE &=235t0] H[™ AWS Management ConsoleZ>
fA2 231EL[CH O T 0| X[of| A HIE “='._‘|§_§ U2qghct

KE2 IAM ALE HdBA S| AWS AE ZE MEX (Z£) of CHE 714 MFA C|HFO|A EHSHE &
A

| AFS A A
1. IAM Identity CenterS & As}&HLICt

X|&2 AWS IAM Identity Center AtE MEHAM 2| AWS IAM Identity Centerdd &S &= 5HML.
2. 1AM Identity Centeroi| A 22| AtE Xt H| B 2| HM| A FHEHE Fo{gfLCt.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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Amazon Inspector AZH& CI/CD Z}O|Z 22l S&3le{H AT EQ|o{ A= HMAMSBOM)E A
&= Amazon Inspector 2ZH API0]| CHEE HMAE S25tE IAM HA2 MMsfjof ghLict 23 ChS
Amazon Inspector A7 APIE A&357] 23 AI™HIM e = A IAM o g s
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1. 0o AWS Management Console £ 12!t 11 https://console.aws.amazon.com/iam/ M| IAM &
= Lch.

2. 1AM Z£0| B Foll M HAg MEist = YA MM S MESEHLICE

3. YA HETI|M JSONS MEEH = CHg 22 204 E&LCE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "inspector-scan:ScanSbom",
"Resource": "*"
}
]
}
4. CISS MHEELICH
5. H* O|F(0i: InspectorCICDscan-policy)dt ME4 ALEQlI MBS 2238t OIS M M2
MERSFLICH O MA2 Chg THAH M Mg Ao edZE Lt
6. 1AM Z&o| BN FolMq g S MEE CHS M 38 Mg MENErLICE
7. AMEE £ U AdEE| RH0IM ALSA K™ AEZ HAME MEGH £ O YAME UL o
{

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{ACCOUNT_ID}:root"
},
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}
8. LCtES MEigLICt
0. HBt F7toIM YA MAE WS AMSt0o] MRSt ChS S MBI

|&(Ml: InspectorCICDscan-role)at MEH AL Ql AHZ 24% CI S Create Role2

¥ o
T
Ll

Amazon Inspector SBOM 4447

Amazon Inspector SBOM 24 7|(Sbomgen)= Z4El| 0|4 O|O| X[ CHEF AZ EQo{ = HAM
(SBOM)E M43t Hio|L2l =T LICH SBOME AlAEI0]| MX|E AZEQ|o{o &=ZE CIHEZ]

T =H1= =

LICH.

Sbomgen2 AX|E m7|X[o CHet HETL E01 Ue Aoz LTl LS Aot YAz 55E

LICH o|2det ot & stLt7t Y 74E[E o] == W7|X| O|F, ™ & 7|6t HIEtC|IO|HE FEELICH
| O

J24{™ o| {7|X| HIEFEHIO|E{7} CycloneDX SBOML 2 #4&HE LICt

e

Sbomgen CycloneDX SBOME I} = STDOUTH MB3te S AE T2 AISE 4+ UL
L|Ct. E3 HHZEZ mto|zZ2telo| YR E Z1E| 0| O|O|X|E AFS 22 AZH5t= Amazon Inspector CI/CD
E°*°| IR 2 - AFELICH XEAM|I8H M E = Amazon Inspector AZHE CI/CD THO|Z 2} Qlof| E& & &

ol

Klxl= mZ|x| & o|O|x] &4

¢XH Sbomgen CtE W 7|X| ol CHEF QIHIEZ]

1]
1
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IE]
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I
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[ul

» Alpine APK
» Debian / Ubuntu DPKG
* Red Hat RPM
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« go.mod & go mod cacheZE %t Go I{7|X]|

-« pom.propertiesE& & Java I{7|X|

« node_modules LHE 9| package. json ItUES &3t Node.js T 7| X|

 Nuget I}l S8 C# I{7|X|(.deps.json, csproj, Packages.config, packages.lock.json)

« installed.json % composer.lockE &¢&t PHP

« requirements.txt, Pipfile.lock, poetry.lock % egg/wheel L}E &8t Python I 7|X]|
« Gemfile.lock, .gemspec & ™ M|7|of A%|E HE S§ Ruby Ii7|X|

« Cargo.lock & Cargo.toml2 S8 Rust Ii 7| X|

of
>
mo
k]
o
]
o
Ani

Sbomgen= O|O|X|of CtS1t 22 ZH|0|4 o|0|X| DHL|HAE

OCI O|0|X| HLHAE

Docker O|0|X| OHL|HAE H{™ 2, A7|0O} 2

Docker O|O|X| OHLIHIAE HH™ 2, AF|0O} 1

Docker O|O|X| OjL|HAE T 1

/A Important
Ziefo|d o|O|x| 27|17t 5GBE Z1t5t7LE, A& 0] 607H O|&f 0|7HLt, Ax|E mHZ|X[7} 2,000
77t HE B Sbomgen2 Z1E|O|LA O|O|X|E AZHE 4= gi&LICH

Amazon Inspector SBOM 44 7|(Sbomgen) A x|

Sbomgen Linux 24 AMAME AL E &= J&LICH ZIE|o|1 o|O|X|E EA45t= Ol Ar8 35t 4
2 Docker, Podman EE & containerd?t 22 Z4E{|0|Lq MH|A 7} AX| [0 RIo{oF EFLICE.

x| o d5E Qlol S 22 2[4 StEQ 0 MEFE A E AILHEIOM HO|HEIE A™stE XWol £

- 4x 0{CPU
+ 8GB RAM
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Sbomgen2(E) M

1.

st24™

Ral

O} 7|EdX{0f &= SHHE URLOIA] Sbomgen zip TS CHREESHML.
Linux AMDG64:

https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/
amd64/inspector-sbomgen.zip

Linux ARM64:

https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/
arm64/inspector-shomgen.zip

S BEE AME8slod T2 % aifAErLict

unzip inspector-sbomgen.zip

Ot7tO|E 0| M ChE Tt S HQlotA 2.

« inspector-sbomgen - SBOM2 M-d35t7| @5l A& uto|L2|LICt.
« README.txt - Sbomgen AFE MEAMILICE
« LICENSE.txt - O] Zt&0ll= Sbomgenod| CHEt AZ EQo{ 2tO|MATE E04 AU &LICH.

« licenses - 0| Z0= Sbomgen0i| A AFE5t= ME THE| mf7|X|2] 2tO|MA HETIL 504 QU
&Lct.

+ checksums.txt - O] I}Y2 Sbomgen HFO|LZ|2| SHAIE MBS ELICH
» sbom. json - Sbomgen HtO|L1Z]|2| CycloneDX SBOMLILLC}.

(M= AL CF S HRES A8 Stod HholLlel Az A 2 HEYS FelgfLict
sha256sum < inspector-sbomgen

« ZAIE checksums.txt It ZEIXQ}

H
CHS BEE AE5tod HiolL 2ol Alel ot HEHS FofghLch.

chmod +x inspector-sbomgen

CHS BY¥E A&A50{ SbomgenO| 83X ez MR[E[QI=X] &g/t

./inspector-sbomgen --version

=] = = . =L 1=l
AmazoFln@gorF%hﬂt”@|(Sb§igbﬁ)aé$' ATEOOr RHHER 87


https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
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Version: 1.X.X

Sbomgen A& 35} 7|

Sbomgen2 A& 35104 ZHE/|O[L4 o|O|X[of CHEF SBOME M & = U&LCt

S TS MOt AL TR0l ATY T7IXIE Holsts So| SM2 S5 SBOM 44 AL E A
SR XIHE £ ASLICH Ol2{E AS M2le] of 52 Ha{w O3 B MM

./inspector-sbomgen list-examples

Ziefo|L4 o|O|x|of CHEF SBOME st ZANE mAUZ E3st= &Y

o
Rl
02
ok
oY
Hu
Hu
=

O| oJolME image:tagE O|O|X|2| IDE HF 1, output_path. jsonS &
TML.

./inspector-sbomgen container --image image:tag -o output_path. json
Sbomgen2 ALE5St0{ ZEO[H! BIX|AEE|0 2I&

zZztolgl EﬂXIéEEI Q15 Hof 215 HE & XZstod ZEtolS BiX|aEElo] 2 AYE

|-\u
o
S
L
A
X

[N )
AlEl _'?'_O.J ClE HE CHats ¥ == Sbomgen A& Tof| 2o QI

1. OO|THENM AL E £ U= B2 Sbomgen 9HA| | 2ot 915 HEE ArEstei g LCt. O
S AL e HA| ZHE|o|L] BIXIAEE[ol Q15 3HoF BHLICE 0| E S04 DockerE A&3HE
A< Docker login BEE AL&35}04 E{IXIAEEIOH 15 = A&LICH

docker login

2. ™ Zetolsl BIX|AEE| B0 3 e = sliE el XIAEE[e] ZiE| ol o|O|x|of A
Sbomgen2 AFEE == U&LICH CFS 0| & A8 5tEdT image: tagE A ZHE O|0|X[e| Ol 2=
HH M 2.

./inspector-sbomgen container --image image:tag
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CH3tE S AtEstoq 21E

. Ol WHOME A8 O& S Tt 0IE|R KIS 574 Sbomgenoll A TR 8 I X3 &% @2t
LFsHE HIAIX|IZF EAIEILICEH CHE o|E AF86tEd™ image: tagE A 74E o|O|X|2] 0|2
HH* T, your_usernamee Sli'e O|0|X[0f BMAE = ALEA} O|E 22 HITAMIL.
./inspector-sbomgen container --image image:tag --username
your_username

HICHEI S Y S A8 35tod 21T

- O|WHZ ASStE{T HM ALSKIEH 21g = U= xt Il &5 E= BX2EZ EEE XME
siof ErLICH HAE medol= & Eof &f 3 = EZ8F ZfsioF BLICE CHS ol & AHEstedH
your_username= ALEXt O|E QR HIH 1, password. txtE &3 L= EZ0| £0{ Y= T}
UZ HFF 1, image:tagE AZME O|O|X|2] O|F L2 HITAMIL.

INSPECTOR_SBOMGEN_USERNAME=your_username\
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

24
==

Sbomgen?2| f|A| &

CHS 2 SbomgenE At&3sto{ QIHIE 2[oi| F=7HEl ZAE|0|LA o|O|Xx|ofl CHEF SBOME| of LT

Ziglo|L4 o|O|X| SBOM

{
"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",
"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{

Sbomgen?| 0| A| &34
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"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957¢c92ed9562d19972fbf344d4393b5ebl "
}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141leffl17e50"
},
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84blddabbb386c4asde@b61de2f2119"

}

}
1,
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",
"purl": "pkg:pypi/dnfe@4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

},

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

},

{

"name": "amazon:inspector:sbom_generator:source_path",

"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"

Sbomgen?2| o A| &2
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},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-dnfe4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

I

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcomps@@.1.20",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

},

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

},

{

"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcompse@.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"

}
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}

Amazon Inspector 2AZHE A& 5104 AFE AL X[ CI/CD Tpo|Z 2t Q!
=5t AHAY
O H OO

Cl/CD OFAE8|0|A 0| Amazon Inspector CI/CD £811912 A28 £ e AR Y Ee{aels

A&3stE W[O| E&LICH A8 7ts58H E2{0Q S82 X|#El= ClI/ICD £ M MME F XML

Amazon Inspector0i| M CI/CD £FM& E2{12l2 MI 3| &f= @<, Amazon Inspector SBOM 4

712 Amazon Inspector AZH APIZ &7 At25104 A2 RF X[ CI/ICD S8 MAde 4= olaLct

gt APQXP Xl’éﬂ S 2 A&3t0{ Amazon Inspector SBOM dA7|0MH MBS =l SME Sl A7H
g O|M =de &= A&Lict

AER XE SEe d™sie Uy

S

EA

2. Amazon Inspector SBOM ‘44 7| HtO|L{2[& Mx|5t1 7 LICt X|&2 Amazon Inspector
SBOM A4 7|(Sbomgen) Mx|E HZESIH L.

Ale. x|E!

ro

1. Amazon Inspector 271 API0i| CHEt HMAE AWS AH B E +4
Mrie
= =

Amazon Inspector CI/CD &2 AI&3t7| 28t AWS AH 4%

ol 0>
[o][]

P

FO E>

S

3. SBOM ¥M7|E AL&3lod AZHSIE{= ZdE|O|L4 o|O|X|oi CHEF SBOM Tt le MAEHLICt ChS
O AIE AFE3SHE{™ image:idE AZHE O|O|X|Q| O|§2S 2 HF 11 sbom_path. jsong SBOM
EUZ XMHETE X2 HTFAM L.

./inspector-sbomgen container —image image:id -o sbom_path. json

4. inspector-scan APIE &% $&35t0] Y dE SBOMS 2715t FfMH BT ME MBS LICH
Ct A2 A8 3tE4™ sbom_path. jsong R &8t CycloneDX £& SBOM It o| ot HAZ
2 HFM. 2HCHS AWS ## ENDPOINT# M| QIS E APIJIEXZQIEZ WS ### T
XK€ 2 CHAISHMAIR. EIMT AIEZQIE MA| S5 2 Amazon Inspector AZH APIE A= 0
E MME FZstMIR.

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint
"ENDPOINT" --region REGION

A-EXHX|IE CI/ICD &

o
O>-
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APl £3 4

Amazon Inspector 271 API= CycloneDX 1.5 & 4! IE = Amazon Inspector ZAF 21t JSON S £ F|
*H HIME £248 = U&LICH --output-format ZEiIE AF8504 7|2 HEE = UE
LICH

CycloneDX 1.5 &4 £249] of

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

{
"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"value": "1"
I
{
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"value": "OQ"
I
{
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"value": "OQ"
I
{
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"value": "0Q"
}
1,
"tools": [
{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
}
1,

"timestamp": "2023-06-28T14:15:53.760Z"
I

"components": [
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{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.1",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"
}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",

"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
},
"references": [
{
"id": "SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"
}
.
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"

}
}
1,
"ratings": [
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
.
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"score": 10.0,

"severity": "critical",

"method": "CVSSv3l",

"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"

},
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
.
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
},
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
.
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00:00+0000"
},
{

"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-

ORGAPACHELOGGINGLOG4]-2314720"

iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"

iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31l",
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"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"advisories": [

{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
I
{
"url": "https://support.apple.com/kb/HT213189"
},
{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-

cve-2021-44228-apache-log4j2/"

},
{
"url": "https://logging.apache.org/log4j/2.x/security.html”
.
{
"url": "https://www.debian.org/security/2021/dsa-5020"
},
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"
.
{
"url": "https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"
},
{
"url": "https://www.oracle.com/security-alerts/cpujan2022.html"
.
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{

"url":
},
{

"url":

"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/"

}I
{

"url":

"url":

"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"

"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/™"

}I
{

"url":

"url":

"https://www.oracle.com/security-alerts/cpuapr2022.html"

"https://twitter.com/kurtseifried/status/1469345530182455296"

"https://tools.cisco.com/security/center/content/

CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"

}I
{

1,

"created":
"updated":
"affects":

{

"ref":

}
]I

"https://lists.debian.org/debian-1ts-announce/2021/12/msg00007

"https://www.kb.cert.org/vuls/id/930724"

"2021-12-10T10:15:00Z2",
"2023-04-03T20:15:002",
L

Ilcomp_lll

"properties": [

{

"name": "amazon:inspector:sbom_scanner:exploit_available",

.html"
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Inspector &

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Al

Al E3 o

Iltruell

"amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"2023-03-06T00:00:00Z"

""amazon:inspector:sbom_scanner:cisa_kev_date_added",
"2021-12-10T00:00:00Z"

""amazon:inspector:sbom_scanner:cisa_kev_date_due",
"2021-12-24T00:00:00Z"

"amazon:inspector:sbom_scanner:fixed_version:comp-1",
Il2 15 @Il

{

"status": "SBOM parsed successfully, 1 vulnerability found",

"inspector": {
"messages": [

{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."
}
1)
"vulnerability_count": {
"critical": 1,
"high": 0,
"medium": O,
"low": @
b
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"vulnerabilities": [

{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"references": [

"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html",
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI0O35GC55IMKSRXIMCDFM/ ",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRuKNEbd",
"https://lists.debian.org/debian-1ts-announce/2021/12/msg@0007 .html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",




Amazon Inspector ALEXl 710|=
"updated": "2023-04-03T20:15:00Z2",
"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",
"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": "NVD",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"cvss2_base_score": 9.3,
"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"
.
{
"source": '"SNYK",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"
.
{
"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"epss": 0.97565,
"exploit_available": true,
"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"
},
"affects": [
{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-
core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"
}
]
}
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]
}
}
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agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {
script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder"’,
sbomgenSource: 'SBOMGEN_SOURCE', // this can be linuxAmd64 or linuxArm64
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
credentialld: 'Id', // provide empty string if image not in private

repositories
awsCredentialId: ''AWS ID;',
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: 0,
countHigh: 0,
countLow: 10,
countMedium: 5,

1D

sBOMgen M1 mO|Z 2RI =SS 2 CIREE5tE{H

«  Amazon Inspector Scan2 HE| F£7I5t2{M™ CIS oA 2 E2 AFESHAAIL. SBOMGEN_PATH
# 3#### ### Amazon Inspector SBOM #### ###, IMAGE_PATH# ### ## (#:
alpine:latest) #, IAM_ROLE# 1#### ### IAM ### ARN##, ## #H#### #### ##
ID# ## ## ID# #####. Docker MEAMO 2 F|of M Ql7|ZtS &/ dststm 2 AlZrofl CHEt gt

£ X8g + J&Lich

@ Note
MZIA Sbomgen CIEIE{Z|0of @1 ZE8{aQlo| MZIA CIHE{Z| ZZE =248t (of: /

opt/folder/arm64/inspector-sbomgen).
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pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder"’,
sbomgenPath: 'SBOMGEN_PATH',
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
awsCredentialId: ''AWS ID;',
credentialld: 'Id;', // provide empty string if image not in private

repositories
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: @,
countHigh: 0,
countLow: 10,
countMedium: 5,

D

1. ZZHMEO|MUEE 2=z 8hLC}.
_I

2. 7t b2 £|m ZAatol A
E CSVHXE CIRECEE £ QI&LICH CI=S2 HTML ETAMQ| o & Eo{ELILC}.

7%t AH|. Amazon Inspector F 2 21 M E7|
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Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

( Download SBOM )( Download CSV )

[ © SBOM parsed successfully, 7 vulnerabilities found.

Information

Image name
file:///Users/naveshal/Downloads/alpine.tar

Vulnerability by severity
Critical

1

All vulnerabilities (7)
Vulnerability Id
CVE-2022-37434
CVE-2022-4450
CVE-2023-0215
CVE-2023-0286
CVE-2023-0464
CVE-2022-4304

CVE-2023-0465

CH2 2 Amazon Inspector Scan Z2{1212 Al

InstanceProfileCredentialsProvider():

exception.

H

ol
Y

HEE aws_access_key_id aws_secret_access_key 700

2 aws_secret_access_keyE ~/.aws/credentialsOf A

OIAHE| AZA ZHA2 0=

to

=.
T .

[ =45

High

Severity
Critical
High
High
High
High
Medium

Medium

=25
KN RA

Image SHA
sha256:5977be310:
Medium
2
Component
pkg:apl ib@1.2.12-r1?arch .14.7
penssl@1.1.1q-r0" | .14.7
pkg:apk/alpine/openss|@1.1.1g-r0? _64&di .14.7
pkg:apk/alpine/openssl@1.1.1g-r0 _64&distro=3.14.7
pkg:apk/alpine/openss|@1.1.1q-r0 _64&distro=3.14.7
penss|@1.1.1g-r0’ _648disti 14.7
pkg:apk/alpine/openss|@1.1.1g-r0? _64&distro=3.14.7
k=273 [[H HFAHS
o =2 o=

Lt sts ol Q] 2771 &

ILIC}. Jenkins

Failed to load credentials or sts

1k
x4
(=]

FMIS. AWS aws_access_key_id

gLk,

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen,
sbomgen the correct path?

is /opt/inspector/inspector-

sifE &H:
ChS R E 2tz slod Z2XE sl dstAAl2

107
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( Download SBOM ) ( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. ]

Information

Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar ha 7Tbe3

Vulnerability by severity

Critical High Medium Low

1 4 2 0

Al vulnerabilities (7)

Vulnerability Id Severity Component
CVE-2022-37434 Critical ine/zlib@1.2.12-r1?arch=x86_64&di 14.7

CVE-2022-4450 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2023-0215 High ine/op 1.1.1g-10" _648distro=3.14.7
CVE-2023-0286 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2023-0464 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2022-4304 Medium ine/op 1.1.1g-10" _648distro=3.14.7
CVE-2023-0465 Medium ine/op 1.1.1q-107arch=x86_648distro=3.14.7
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M Amazon Inspector A7H K82 AKX EX| EHEE = AELICH A7H S HS5tH Amazon
Inspector0fl M SHE AZH &0l 2Eet 2|AAE FA| AZMSHT| AZFELICH AHE JtsEH AZH o
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
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Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectoxrSsmPlugin-do-not-delete" \
--schedule-expression "cron(0 0/12 * * 2 *)"
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html#image-scanning-enhanced-enabling
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/viewing-service-linked-channels.html
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
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https://aws.amazon.com/machine-learning/responsible-ai/policy/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://console.aws.amazon.com/lambda/

Amazon Inspector INT=IY A To] =]

4.
5,

N

LambdaOll Ei2E F7tet= Y=ol CHEr AbAM|EH LIE 2 Lambda & 0ilA BT A E S HZsHM L.

>

b A

i A

(@)
— 1T

0%
(N
kol

utok

J

M Amazon Inspector A7H &2 QUK EX| HIE G5tE = JU&LICH A7 S HIEE56HH Y

A gEoz HYE 7|E Zotol| AMAE 71| ElLICH AT REES CHA| 3 st Mest
0

=
AATEFAFHE|T Amazon InspectorOil A MZ22 ZTHE MAM8hL|ch A oo
35151 7| ™ol Aot E LHE LT Euct XHM[EH HE = Amazon Inspector0| A

AZH QB HIZASSH HIEAHSEIE A SO 2 ST AWS HToIM S3 HZo| HAE £
UBLICE Ol23t A7 RS HIEASEHsHH T+ AbSHO| HBEILICH

Amazon EC2 A ZH - 7| Z0i| CH3H Amazon Inspector Amazon EC2 AZHE H|& 45} 6H2H Amazon
Inspector0i| M AtE5t= CHE ot 22 SSM 20| A& ElLIC.

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete

* InvokeInspectorLinuxSsmPlugin-do-not-delete

- InvokeInspectorSsmPlugin-do-not-delete. EE&F 0| 122 &35l MX[E Amazon
Inspector SSM £2{12l0| 2& S AEO| M AM7HELICE Windows RHA[EH HE = Windows 1A
A ATHS AR EAQ.

Amazon ECR A 71 - H"H0 CidH Amazon ECR Z4E{|O[L4 O|O|X| AZHE H|E M5t 5tH T HH
Amazon ECR A7H 30| Amazon Inspectorg A&5t= 15 AZHO|A Amazon ECREZ AL&5te=

7|12 Aoz WHAEL|CH
Lambda E& A7 - 0| M Lambda E& ANE HIEMSI5tH I = AFHO| EMstE|o| UE 4
2 Lambda ZE APMT H|EMSHEILICH EESH AZHO| EMEHE|IS [ MAI=l CloudTrail AH|A €

2 Aol A ELCH

-

AZH 3 HE A 142


https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html

Amazon Inspector ALE X

AZH HIE S

Aol Chet RE A RS IS T AWS 219 BT 7
HIgMaELICH RFMIE -E = Amazon Inspector HIE 43512 ’E*E%WIR.

CHE A

5
CHS BAE

_,_
N
AL

2
[
-
ol
=
o
i
>
<L

i

Mo

Console
AZHE H

Amazon Inspector —=-'—-"‘-(https //console.aws.amazon.com/inspector/v2/home)= 3L|C}.

t 2 5t2{24 Amazon Inspector2| 2 Zt2|Xt2 2315 & EHol M

2. HO|X| 2LEZ MEto| AWS Z|T MEHT|E AH835to{ ATHE HIE H35tstEds R[S MEIE L
Ct.
3. EMEOMAY g MEELICH
4. HA™ RS MEISto] AHo| AZH MAENE EAIFLICH
5. AHES HIFEstE ZF AHo| eteletg MEdgrL|Ct
6. S MEAStT H|E -GS S Mol HIEHEl st A fES MEHELICH
7. (ME) T AWS 2| A RS HIFgGststeds 4 ES0iA o]l HHAE Bt=gLict
API
Disable APl 24 g A™AELICH o AZHE HIEH5E AH IDE M35z,
mceTypesE EC2, ECR, LAMBDA, LAMBDA_CODE & 5tL} O|& S XME&35tH AZH0| HIE A3}

Lot

143


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Disable.html

Amazon Inspector INT=IY A To] =]

EC2 QIAEIAOf CHEF CIS (QUE{! EoF MIE]) AZH

H’Eoll Cigt Amazon Inspector EC2 A7{'E 2 & 4d3+5tT Amazon Inspector7t CIS AZHE =& 17
L} o eke &= J&LICH Amazon Inspector CISE Amazon EC2 QIAEIA S| 2 X|A|E HIx|OFZ 5}0d
T 2 MA7H Qe 2ot ME{o M =2let 2 Ate| HE Atehof et FHERR=X] & lghct
CIS 2ot HIX[ol 3 Z2 32 AARE QHTGHA 57| et HH E&E 78 7|&0 2 AtEE
M3 grLIch RtAIEH LHE2 CIS #Hix|ot3 8t FUAULIN? & B ZStAAIR.

o
=

O M ot QIABA E TR} AZH &

Amazon Inspector= A7 7
QIAEAO|M CIS ATHE

I_E

m
>
2
M
=
ol
=
=

AM X

o =

st LICt. Amazon Inspectore= Zt CHAM QIAE
I.

US| HALE =™-ELICH ZF At AlAR 70| §H CIS Hx|Ot3 HE AtE 2 EF5t=%| 048
E Hoteruct 2 & dAtoll= siE & ”ioﬂ CHt CIs Wik|Ot= & At ot 2 #t#El CIS AAHID
ot M=ol Y&LICH AA 25| AN E 21 i AARM QAEATL ofH HALE S, A
o = AHFUR=X] &g = JUaLct
o ; —
Amazon Inspector CIS &ZHE {8t EC2 QIAEA @ F ALY
QIAEIAO|M CIS ATHE ASEHE{Td Amazon InspectorOil A QIAEIATICIS 7|&E S EF5HoF &L
Ct.
- QIARA 2H HMAE CIS AHE X[etes Y AMA & stLtULIct X|HEE G AMX e A F
E2 XHEE G AMA: CIS AL MME FHESHAML.
« QIAEAE Amazon EC2 Systems Manager (SSM) Z2|& QIAEAQILICEH XFAMIEH LI82 SSM of
O|ME Zdg8 R ZTSHMIR.
« QIAEAO|= Amazon Inspector SSM Z2{1210] Ax|E|04 L& LICE. Amazon Inspector= SSM £
2l QIAEAZ ol EB{a¢elg Atse2 MX|ELCt
« QAEIAO|E SSMO| QAEAE BE|E £ Qe HEHES

Hoisle QUARHA T2 ET Amazon
Inspector0i| A SHE QIAEIAO| CHEH CIS AZHE AE £ 9l HEHo| Fo{ELICE o|z{&t
HeHE 204324 Amazoninspector2FullAccess, AmazonSSM ManagedIinstanceCore &!
Amazonlnspector2 ManagedCispolicy 2 & |AM 23&Hoi| 9135t 1 T e S QAR A0 QIAE
A TZEE HZATLICH QIARA T2 T M4 2 edZ0d| et X[E2 Amazon EC2 AE HAE A 9
IAM 38F A2 B ZSHMAIR.

Amazon Inspector CIS AZHE QT EC2 QIAFA QT ALE 144


https://aws.amazon.com/what-is/cis-benchmarks/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles

Amazon Inspector ALERE7H0|=

® Note
QIAEAAO|M CIS AZHE A&E mf I 0|4 Amazon Inspector 215 ZHAIE & 4358
R&LICH AME HALE HIE 36T Amazon Inspectore A& 3HA SSM 0|MEE
X2 ol ME HALE ddlst7| lsl E2aQlE ZE6tX| ei&LICH &, AlHol C

2 40| LIEFL|C}. InspectorLinuxDistributor-do-not-delete

o

=

Lol 3t OIS ATS 3 H ML oot E BHE ATHO 2 AME 4 AALICH HAE MY

HAES M m e QIAEAN ASE Bl 7|-2t &2 XI'EELIC Amazon Inspectorl| 2
Z MolM of3] AEE XIHE = /2™, 22{ Amazon Inspector= Zf A
CIS Hix|ot3 ~&2 MEMFLICH ZF I
e
—

5t
=
Xlot= ol CHalf CISE CHfet Eh 8ol 2R E + e Ctet 2o & ol Oigt 7|Z2 2 MSst=S dA

=]
x
A
02
rn
m
I
N

- HE 1 —Z2E AARM FHEE & (e U 7|2 Eot MYE HEFLICL olz{# MHEg F35
™ MH|A SEHO| Ho| e Had L HsHX| f S WLICH Ol2E HE AHg o SEE AlAHS T
UM +E F04 TEHHQI AO|H 2ot & Eole WL

- o2 — Hoto| AR BES IF 12 2ot dYE WEHLICH ol3{Et dHEE FRIsEH HIE
LIAof OIxIE QEE 2|45t & Je A=Y ZHO| ZRELICH ol2{et HY Mo FSE=E AY
EE X|Ysts R

il 2= Sl 12 SYELICH 2 28 M=51H Amazon Inspector= Sl 11 2| 20 HE &= 2

E 74 ot

AZHol| CHEF THEtOIEE Holth Folls 72 et & A™Es Ul Ao 2 A-lEX| ofLH

HhE Ao 2 MRS K| MEE + &LICH S HAts Yste Alzhol 0N, OfF = o g Ae

= AELICH

® Tip
AR} AR E|= SO AlAEI0 O|X|= Q0| 7 M2 e AlZtE2 MElSH=E Zd0| E&L

Ct.

CIS AZH Al 145



Amazon Inspector INT=IY A To] =]

Cls A7 7ME BHEEIH

1. Amazon Inspector 2 & (https://console.aws.amazon.com/inspector/v2/home)= 3L|Ct.

2. HO|X| 2EF SEo| AWS 2| MEYT|E A8 35t0{ CIS &S AAE AWS 2™ /RIE MEE

3. ErM ojdo| 2C|HE Ao CIS ZHAFE MEHEHL|CE.

=
& ZMstede QIAREAO U B0l 7|2t SHY 2fS =T AZHol| 27
g B 25700 EHOE X|IHe = U2, ZF 71of CHall =ICH 5702 CHE 2k 2 XIHE = JUEL
Ct.
c. CISHZX|OIE =& MEHFLIC 7| 2ot 4ol B2 =F 12 MEstn 132 Eot 74
O| A2 =& 28 MEE = &LCt
5 Olef Aol 3¢ dAtol Z& & HEE RIYELICH S8 AME AYE Es 23 g2 dE
E MEN5toq RHAIo| Ao CHEE AZH 42 BHE = U&LICEH Amazon Inspectorl| €&l 2|kt
= BE AEE MEstod & L 2E AYE i E K-S AL, A™ XIHS MEistD Cha
SR XEe FHH A™He st HE S xIEE = USLICH 2AUE BEIRt= H % ID SELF CHA!
2245t04 Rt &lo] AHZHof| CHEF AZH 2 HE MEE £ U&LICh XM LI&2 Z=Z0 A Amazon
Inspector CIS AZHE #E|5t7| I8 12 AHE AWSEHHE R ZFHMIR
6. AZHUXMS MEAELICH A T BETIE 2tESie FA| A™El= 13| DAL AT X|IE 7K
MERSE of| & El AlZHo]| M= Bt HAF S0l MEISHMAIR
7. [Create] E MEHSI0{ AZH 7 BHET|E 22 ELICH

CIs A T 7| L HEY
QIRIE K| O R0l oY OFE ZIALE E AL HAE £ UaLich
CIS A7 742 B4t HE/sH D

1. Amazon Inspector 2 & (https://console.aws.amazon.com/inspector/v2/home)= 3L|Ct.

2. HOIX| QEZE ¢Eo| AWS Z|IH MET|E AFE8t0{ CIS &7 TS BHE AWS 2| /Ix[E M
et |C}
- .

3. EAMujdol 2C| Ao M CIS AAL

e
4. OfoFEl AL TAIS HE{H of TS MEshLC

4 = - 14

mlm
_L
a2
Q'I_l
T
[ul

Cls 27 T4 E7[ o H

A

146


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

AR 7H0|E

Amazon Inspector= AZH 40| A E mfotct

Amazon Inspector

LICH.

__oH—
|
<+

LICH HA}F &

2 J8sHELICH ZF ZHArof oY

H4
=

P

A
£ ElAaA0| o CHEt EnME A FEuo

4 74
[

i)

IS EAES

5]

ol

5]

Lict 2 2|aa0f o

=]
=

2 383

4

H

2lAA
M7 M2 ELC}

I.

—

=

JAFOI M CIS HA

7
=

I.

£ AU 7101 o

CcC
F

-l

LdEl AAre| B2 Resource status G0l &4, AL{S7| £= AT So|M =XE M

H

Amazon Inspector & (https://console.aws.amazon.com/inspector/v2/home)2 &3 L|LC}.
L|C}.

I.

HO|X| @&

il

2.

1.

-
1o

147

o] F&lLct.

I



https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector INT=IY A To] =]

1. Amazon Inspector & (https://console.aws.amazon.com/inspector/v2/home)= 23L|C}.

2. HOIX| 2LEZ MTto| AWS 2| MEHT|E AF83to{ AZH At E EE{= AWS 2|1 !IXIE MEY
gruct.

3. EHAMmjdol 2C|MHE ZHALo|M CIS HALE MEAFLICE

4, AMID QoM ZIE Eds AHO| IDE MEEL|CH

5. TOIRECE ME{ELICH @Y BEIXIQ Z2 S Y HAHo ZE CIRECSE S MEHE
= A&t

Z %0l Amazon Inspector CIS AZHE #E|5t7| 8 T2 ALE
AWS

LHol A CIS A7 Ade m HH &0 Amazon Inspector| Q| ZHE|XHE M2 CHE EAle
ol x

pg i
2 CIS A 7 A AZH Ao}

9
on
0
o
Ral
N
HI
r|n
o_>'
=)
2
ok
)
cn
r
ol
0x
IR
rir
0x
o
X

—_
\ on

. o
%0| A7l T2 BalE 4 aLch TE0| AREC

a2 miEof et 2% IDE ARAE LhEst= ARNO| A&LCH.
arn:aws:inspector2:Region:111122223333:0owner/0OrganizationId/cis-
configuration/scanId A8 IDE =% &t2| A& 9| ID7F ELICt

U ok Jo
4o MR D

0% Tin
=)
rr
n=

/A Important

X AR0CIS 2 FHol= 28 FIHE & i&LICH

QIUT BEIRITE AT PG SHED Y A

[
2 AR5 HUICL TS HUIET T A% T4 BRI £ YsLICH

(@ Note
FIHE BHEXtE Y22 stE HAF 782 Y S HBY + Ql&LICH SELF

ZE|0{ M Amazon Inspector CIS AZHE B 2[6t7| I8t 12 AFE AWS 148


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector INT=IY A To] =]

TEHHEAYE, S8 AAE AE Ee Uy o2 UE SELF BEIRI7L BHE A T2 siE F42 o
£ HE0| ARELICt o|z{et CIs A7 T o= TElo et siE A™ME AF/AE LHE5H= ARN
O| U&LICH arn:aws:inspector2:Region:111122223333:owner/111122223333/cis-
configuration/scanId HH ID= A& BtE AHHo| ELICt.

o] T AME RO AHo ChEt AZH XS BHE 4 QL YE B
L |7( =

4 o=
OHE A TS B 4 XIS BEISHL ARE S o
olx

F44240] 0 |°ho+ AEE
| °r 2

ofOtE QUAHE AR ol otOhE S3 HZI2 otOtE AAHE CIS &
ol AtS-ELILCE.

Amazon Inspector= CIS AZHoi| 28 AUO|0|EE 7K Ffd LTIt 210 (OVAL) Ho| g
EO|& & LICt. CHS Eol= Amazon Inspector 27 2| 2 E Amazon S3 HZ!0| LI¥E|o] IS, CIS
AFHM X[HElE 5ol et AFHESHE OVAL Ho|7t LEet Q& LICH AWS EITME QS H2 B
VPCOM 318 S50l F7tsHof &LCt

@ Note
Ct= Amazon Inspector &5 Amazon S3 HHZ! ZHzhol| CHEF M2 HE = HEE &= eigLch
K| M2 X|HE[= LH8 S HHESIE S S 50| Yolo|EE = J%L— Ct. AWS 2|7 o|2dst

HZ!E CHE Amazon S3 4 0|Lt RFA| Amazon S3 B{Z10o]| Al

oto
oII
4
£0
Il
=
[ul

CIS HZ! AWS 2|H™
cis-datasets-prod-arn-5908f6f FHASEE)
cis-datasets-prod-bah-8f88801 Ss(HHIe)
cis-datasets-prod-bjs-0f40506 S3(HO0|F)
cis-datasets-prod-bom-435a167 Ot Alot EHH & (FH}Ol)

otOobE AUAHE ARO[ ofOhE S3 A2 otOtE 2UAHE CIS A 7ol AFSE LICEH 149



Amazon Inspector

CIS HZ!

cis-datasets-prod-cdg-f3a9c58
cis-datasets-prod-cgk-09ebl2f
cis-datasets-prod-cmh-63030b9
cis-datasets-prod-cpt-02c5c6f
cis-datasets-prod-dub-984936f
cis-datasets-prod-fra-6eb96eb
cis-datasets-prod-gru-de69f99
cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4effilc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-1lhr-8b1fbdo
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f
cis-datasets-prod-pdt-adadf9oc
cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b

cis-datasets-prod-syd-f349107

AWS 2|A
SH@a2l)

Ot Alot ENE & (Xt 7H = Et)

otz AT e R
of Alo} EfHH (& E)

0= SE(HX|LIo} 25
of Alo} Ef B (M)

Ot Aot ENE (AL

AWS GovCloud (O|= 85)
AWS GovCloud (0|7 M5)

0= MF(2d2)

0= M2 (@alZLot 25)
of Alo} Ef TS (AI7tE =)

OtAlo} BB (A= L)

otOtE QIAME ARO[ ofOtE S3 H

N

I2 otOtE QAAHE CIS AZHO| AL

ELIct, 150



Amazon Inspector INT=IY A To] =]

CIS H{Z! AWS 2|
cis-datasets-prod-yul-5e0@c95e IHLtCHE R

cis-datasets-prod-zhy-5a8each

O
H
oL
>

cis-datasets-prod-zrh-67e0e3d

30
juus
b
o
o_||

ofotE QIAHE] 272l of0tE S3 H{ZI2 ofatE 2lAHE| CIS A 7Hof AL ELICH

==

151



Amazon Inspector INT=IY A To] =]

AWS EZ3 2| Amazon Inspector 248 82| L7}

Amazon Inspector 2& 2| A 22| H O|X|= Amazon Inspector®| AWS AL A} &4 M HIIE I
7tatn s{Ad5HE ol == 0| EI=5 Amazon Inspector®| H/H & 2|AA AZH AEHO|| CHEF SH 2 Al

2 HEE M3 gLt o] Ho|X|o M= Elaaof Ciet EAE 8H & 7|EP CIOIEE AEE &+ Y&
L|Ct EE3t 7HE 2[AA 9] Amazon Inspector & HPIE lEXMo = EMstn &4 2|AA0] CHE ZE
oHE KtMIS| AEE = JU&Lch =& 9] Amazon Inspector ¢/ & EFEIXPol A< do|Eol= =29 2
E AEo chst SH & ME HEIF ZEELICH

AHE X} 87401 CHEF Amazon Inspector M8 H|E LWII524™H AWS

1. Amazon Inspector 2 & (https://console.aws.amazon.com/inspector/v2/home)= 3L|Ct.

2. B FoM AHE BEIE MHENELIC.
3. AH 2| Ho|X|oM 574K M He| 27| & stLtol Big MEISHAIR.
« AE-HYE =F M HeluICh
ABEA - Amazon Elastic Compute Cloud(Amazon EC2) QIAEA O] g H[QlL|C}.

« Z|ZX|E 2| - Amazon Elastic Container Registry(Amazon ECR) ZIZX|E 2|2 M& H L]
Ct.

« 0|0OIX| - Amazon ECR ZiE{ 0| o|O|x|2| A& H{LIC.

« Lambda - Lambda & =2| M& 84| lL|C}.

ol Mol =X ME THE E2|ALof AT Zt B0| M B st HEof cHal Ad-ehlct.

_,_
m
—__
1]
Hl
]
o
on
o
Ll

=X

c A & HE Hel 87t

o
« Amazon EC2 QIAEA O] ME Q| 7|

|
« Amazon ECR Z|ZX|EE[o| ME H| W}
X

« Amazon ECR Z1E|0|L{ O|O|X|o] A& 2| H7}

ot

= Mg HQ| ™I AWS Lambda

152


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector INT=IY A To] =]

7t

HYE =& HME HY

oH

Aol =E|o] YR 7} ofL|HLE ZE|o| 2| UE! Amazon Inspector # 2[Rt HH 0| ot F2 H™H Riof
£ AL A Aol CHE HEet Aol 2las AT SEf7 MSE LT of RolME AYe 2E 24
& EE 5Y f30 2laao CHiMB ATHE S 3 et L HIEESHE & AGLICH RHAIE HEE

— —_— — —_—

Amazon InspectorE AtE 8t XIS ElaA AZHE FXJIMIR.

m\olI

AZMo| == 9| UE Amazon Inspector 2 2|A} HHQl B2, A Bol= Z&I9| HA™o| CHEt RtS
gd5 Aol M3kl =2o] ZE AHHo| LhEELCt ZF Ao Ciall SFoll= s A= ol chHai
Amazon Inspector7} & 43tE|0] U =X| 042 et EMHSHEl A2 AHol &detE 2lAA A REO|
EAELICH 2[HE 2EIRt= O] BioM =20 Xt s & §P MYEH 5'%* —’r‘— %‘%L—IEP 7HE'E=| HEH A

m\olI 0
Log
wt
e
>.
lI|>
L
_>'1_
x
rOI-

Moj cHall &Y Rl 2las HAME gdst5t7LE HIE He= HH A
Zoil CH8t Amazon Inspector A7H Mgl 2 E*_E%WL.?..
Amazon EC2 QUAEIAO| Mg 2| T7|

= A B0 = AWS 213 9| Amazon EC2 QIAE AT EAIELICH 222 CI2 EHolM 2202 2

T H

o1& — Amazon Inspector7t AF& Xl Bt Z0|MH RLIEZ & AZHSHK| i B E QUAEATL
Ct. 0| ¥ Amazon Inspector7} QIAEIAE T |E{Z U AFHEX| ot E O|RE LIEFH

02{ 7}X| O|R 2 EC2 QIAR AT} AZHEHX| I Z B EAIE £ U&LICH Amazon Inspector=
AWS Systems Manager (SSM) & SSM 00| EE At&3610{ EC2 QIABHAE XIS E BELIEHT
St F|eF S HARLICH QIAEAOM SSM 0| 0|MEZF M- E|X| 2E7{Lt, Systems ManagerE
X|23t= AWS Identity and Access Management (IAM) 23& 0| Qi7-LL, XI-?—JEIE Y Al E= of
F|Elx{E M&StK| &b = AR, Amazon InspectorE QAEIAE DLIE{RISt D AZHE £ G&LICH
KM B ME = Amazon EC2 QIAEIA AZHE R ESIAMIL

Zt E4o| Account P2 QIAEIAE AWS H & AR ALEE K| EHLICE.

N
ot
4>
EP
il
0l
i
do
o
N

153



Amazon Inspector ALERE7H0|=

EC2 QIAEIA BT - O] Holl= QUAEIAQL AAE EfT7t EAIZ|H, 0|8 S5l siY QIAEATLEID
2 Qs 2700l M M LI=IR=X] & lE + A&LICH

2% #A - o] Holl= 2L A 7S (WINDOWS, MAC, LINUX SE= UNKNOWN)O| F A|E L|CH.

>

I8 E ZLIE{S - 0] ¥0ll= Amazon Inspector7t O| QIAEIAO|M 0f|O|HE 7|8 AZH WS ALS 5
EX| otL|™ oi|0|HE Qs A7 WHE AMSStEX|7F EAIFELICH

OFx|2k AZH - 0] QGoil= Amazon Inspector7} Y EIAA Q| F[oFA
ElLICH Amazon Inspectortl M AZHE =& st= Bl = QIAHAE
of k2t CHSLct.

S nx(ato 2 HAFSH AlZHo
A7

|
HstE Ol AFEsts &7 &Y

EC2 QIAEIAO| CHEt F7F M2 HEE AESIZ{™ EC2 QIAEA o| 213 & MEHGAMR. O™
Amazon Inspector0i| A RQUAEIAO| CHEt M HE 2 SHE QAR A CHE 24X ZDHE EAIELICH
ZAntol CiEt ME HEE HESHEH MS dol A3 E MEISHMKR. 0248 MIF M=o CiEt RhAllE

LHE 2 Amazon Inspector Z1t Al HE MME & ZHM
Amazon EC2 QUIAEAAOf AEY 7f AT

Amazon Elastic Compute Cloud(Amazon EC2) QIAEIAO| B 7hs8h AE| 22 i1 Z&Lich

>
|¢
i
A
)

&Moo 2 HILIEES T AZMELICEH

x| &Ejo|7| H20fl Amazon Inspector01IA‘| QIAEIA Z4M

« 55 2L|E{3 - Amazon Inspector7} 2!
. EC2 QIAEIAT} ZX|E — OIAE{A T}

=
3
LA SXIH&LICE 7|& A Hot=
ol
—
Q| A EH

2 QAEHATL B2 E K| EEELICH QARHATL CHA| Al
Zt 2| Amazon Inspector7t AHFS S 2 QIARA AZHE RH7HEFLICEH

« LHE 2F — Amazon Inspector0of A Q! Ae M LHR 7o 2 MF&LICEH Amazon
Inspector0il M A5 22 @R E SHASI T 7tsEt &t WE| AZHE RIHELICE.

« OIHIEZ| 912 — Amazon InspectorOil A QIAEIAE AZHS AZ EQ|o] OfZE|H| 0|4 QIHIE |
3 x| RMELICH QAEA O] Amazon Inspector 21Z40| AFA|ERA7ALE Agol| AmFHE 4 A&
Ct.

rnm

o| EXME AWS Systems Manager 3l 25t24M InspectorInventoryCollection-do-not-
delete @1Z20| EXH5I T @12 HEN7t H3XQIKX| &Qlst= O AL AIR. EEBF AWS Systems
Manager Fleet ManagerE At &36t0{ QAR A O CHE A Z E Qo] o E (A 0| QIHEEZ|E & l5t

o B — | =
. B W AT 8 3 - Amazon Inspector01|k| I ATHS SIoH QATAS Cf7 G0l F7HA
L|Ct.

Amazon EC2 QIAEA AEl ZF 154



Amazon Inspector INT=IY A To] =]

2 - QIARAT SR E[RIELICE Amazon Inspector7t 24RH QAR A Of CHE 7[&E AT
M| OB E Selstn &Lt

731} QIHIE 2| — Amazon InspectorOf| A QIAEIAOf CH&H K| 7 O|Liof| Zi%x{EH Ao EE
AZELQ|o{ ofEE|F0|M QIHER|IE &SR] ZEH&LICH

O] 2M|& AWS Systems Manager sHZ5t2184 E s Amazon Inspector 242 0| EXHSI T QUAE A0
CHaH Al SQIX| &QI5H M AL, EE8F AWS Systems Manager Fleet Managerg A& 3504 QIAEIA
of CHet AZ EQo{ ofEZ|7H|0|M QIHIER|E EQISHMR.

- HIZZIE EC2 QIAEA — Amazon InspectorOll A QIAEIAE B L|E{RISHLE AZHE K| SE&LICH
AWS Systems Managert| A QIAEAE B[St K| f&LICEH

O] 2M|E sl Z3sted™ RS &0l A AWSSupport-TroubleshootManagedInstance runbook &S &=
=]

HEg AL E 4 & LICH AWS Systems Manager QIAEIAE AWS Systems Manager #2[5HE
£ 735l Amazon Inspector7t RS2 QIAEIAE X|&Xo 2 TLIEZstT AZHE 7| AR
L|C}.

« X|HE|X| &= OS — Amazon InspectorOfl A QIAEIAE B | |E{2I5}7 } AW K| ok &L|C}. QI

AEA T Amazon Inspector0ll A X[ 245 X| ©F t 24 XA =
Inspector0i| M X| st 28 MK S5 2 Amazon EC2 A7ZH

E At

- &5 AR =& BtE 21 — QIAEIATE Amazon Inspector 215 AAFS| T{Z|X| B = 5000
IHE ZORHELICH O] QIAE A CHE AE HALE RH7HSHE™ H|1™H 0t BHE ALK XH G2
E zdslf 2 = JU&Lct

- YU ssm QHIEZ| A& A Bt =0t — O| QIAHANM QIARHAL DY =& E|= QIHEZ]
ClolE{of CHEt sSSM g Ekol ojo] =& 7| 20l SSM 00| E 7} Amazon Inspector0i| Q1
ECIE B &= UU&LICE XM LI 2 Amazon EC2 Systems Manager AEZQIE 3! & &
2FE HZXAML.

- &5 AAM =& Alzh AMEt =0 — THF|X| =74 Alzho] %[cH [AZLR! 1568 2 &1t 510 Amazon

Inspectordl| M TIHZ|X| QIHIEE|E FE5HX| ZF&LICH.

« 2B HALol QIHIE 2|7} 1S — Amazon Inspector SSM Z2{1210{|A O] QIAEA 0| IiF|X]| QI
HIER|E ot & =&t x| ZR&LICE Ol LMo 2 HF 521 AZHO| A O[X|BH 6A|ZH &
o= O] &Ef7} X|& EI™H Amazon EC2 Systems ManagerE AF&35104 S QIAEIAO| 2ot
Amazon Inspector 21Z20| EZAl5t1 A SQIX| EFQISIMIR.

\_)>

Amazon EC2 QIAEA AFEY Zf 155

!E\J


https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-troubleshoot-managed-instance.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html

Amazon Inspector ALEXl 710|=

EC2 QIAEIA O] AZH 7Y F o CHEE RtAM[EH LIE 2 Amazon EC2 QIAEIA AZH MMAS F ZstAl
o

L.

Amazon ECR B|Z X|E2|o| M HQ| I}

2| ZX|E2| Eiofl= AWS 8730 Amazon ECR B|Z X|E2|7} EAIELICH SE2 .2 8ol 222
2 FME|o] YU&LCt.

- 5 - ASK EFo (e 2E 2lEXIEZI7F EAELICH dE| B2 2|EXIEEQ| TR AZH AEY
£ LIEPHLICH

« 29d3tE — Amazon Inspector7t AL A B0 ZLIEZ L A TS 2EE ZE ElEX|EZ
7 EAIELICEH dEf He2 2|ZX|EC|Q| $HRH AZH MENE LIEFLICE

g3t oHE - Amazon Inspector7t AFE XL Bt E0MH ZLIEHE I AZMSHX| ol BEE E|ZX[EE|7}
EAIELICE 0|8 ¥ Amazon Inspector?t EIZX|EEIE BELIE{R 2 AZHSX| &t = O|RE LIE}
|_H|__||:|.

= -

ZF Bl HY A2 ElEXIEEIE AWS AHE LAREH AHRE K|I™HELICH

2|ZX|E2|ol CHE F71 ME HEE AESE{™ 2|2 X|E2| 0|§2 MEAGHAIR.
Inspector?t 2|Z X|E 2|0 Q= Z4H|O[L O|O|X| S5t 2+ o|0|X

= MEo|= o|0|X| Ei, o|O|X| CtO|MAE 2 AZH AENT7} ZF
otz o AN AT ZEELICH Aot SAH0of CiEt X[ HIO|EE =
X9l o|O|X| E{2E MEHSIAL.

Amazon ECR Z|Z X|E2|2| AEl Zf AZH

Amazon Elastic Z1E O[] 2| X|AE 2| (Amazon ECR) E|ZX|EE|Q| A< 78t 4Bl Z4/2 Ct30t 2
&LCt.

- M3 (0d%) — E|ZXIEE[Q] B2 Amazon Inspector= 0| 2| X|E2|2Q| O|0|X|E XIHES
E DLEHZELCH 2ZEXEEQ] T2 A7 HH0| 6% Ao 2 MY E|o] J&LICH Amazon
Inspector= MZ0{ M O|0[X[7} FA|Z|H 1S O|0X|E AZHst 1 s o|O|X|2t 2H&E! M CVETL
HAIZ|H O|0O|X|E CHA| AZHEILICEH Amazon Inspector= AF&XH7F £ 48 ECR A 70 7|7 St 0]
2| ZX[EE2[Q| O|0|X|E A& ZLEZIELICH

« &M (FA] Al)— M 0]0O|X|7} F AIZ|H Amazon Inspector7} 2| Z X|E 2|2 71 Z4E{| 0|4 O|O|X]
E XSS =2 AMFLICH E|ZX|EE|0f CHal A E AZH 7|SO| EMHSE|T FA Al AHSES M
MELCH

Amazon ECR E|ZX|EZ|Q| M& Q| I} 156



Amazon Inspector

« HMA HEE - Amazon InspectorOil M Z|Z X|E 2| EE= Z|Z X|E 2|0l = ZIElO|L] o|O]X[of X

MAg - gigLich

O] 2MIE aliZsted™ 2|Z X|E 2|0 CHEt AWS Identity and Access Management (IAM) %3204 A

Amazon InspectorZt E|ZX|EZ|0] BMAE = UL E {E5H0F B LICH

- H|IEME3IE(+5) - Amazon Inspector0i M 2| ZX|E2|0f Y= ZE|0|L] O|O|X|E 2 LIE{& S HLE
AZMEHXR| oE&LICH BlZX|EEI2] Amazon ECR AZH MHO| 7|E(8 A ZE MHEE|o{ U&L

Ct.
Amazon Inspector2 Z|ZX|EZ| O|0|X| AZHE A|ZSlE{H E|ZX[EE|o| A MHEE 15 AZHS
2 HZ5 O3 O|0|XK|E KIS ZE AZMEX| ofL|T™ M O|O|X|7F FAIE IHEF AZHENX| IR E M
EHSHMI2.
« 23l (F Al A) — A 0]O|X|7} F Al=|™H Amazon Inspector?}t EIZ X|E 22| 7HE ZIE{|o[Lq OO K|
E KsSe 2 AMFLICH BEIZX|EE|Ql T2 A7 HHO| FAIE M| A2 MHEE|0] U&LICEH
H o

- LHE 2F — Amazon Inspectord| M 2| ZX|EE| AHE AZE M HE 2771 L& LICEH
Amazon Inspectortl M RIS 2 @7 E sl A5t 7tsEh 8t Wl AZHS RINELICEH

Amazon ECR Z1E| 0|4 O|O|X| AZHE|Z X|E 2| AZH HA FAd0i| CHEH REAISH LHE
SHAAIL.

Amazon ECR Z1E{|0|L4 o|O|X|e| & B HIt

o|0|X| Efof = AWS &3 2| Amazon ECR ZiE|0|L4 O|O|X|7} EA|E/LICH SE2 CIS
2 FdElof A&

- ZF - ARSX EE0 e 2 E ZE|o|U o|O|X|7F EAIELICH &Ef ¥ olo|x|e]
£ LIEFELICE

2 0{7|E X

HolM 252

2R AT &E

_=

« A7ZH— Amazon Inspector7t A& X} BHE0MH 2LIEHZ L AZMSHE R 7 El 2 E Z4E|0[L] O|O|X]

7t AIEILICH & Ef D2 olOlx|ef #4R] A 71 SENE LIEFHLICEH

« AZHSHX| L& - Amazon Inspector7t AFE AL BHE0MH 2LIER & AZHSHK| §i= 2 E ZiE|0|L Of
O|X|7F E AIEILICH O|F ¥ Amazon InspectorZ}t O|O|X|E ZLIE{R L AFHEX| ot= O|RE Lt

EHHLICE.

oig{ 7 X| O|r 2 ZiEl|o|Ld o|O|x|7} & H3t=|X| i & B0l ZAIE + &LICH 0|0|X|7} Amazon
Inspector 2ZH0| &3t Z|X| I 2 EIZX|E 2|0 KHE |04 U7HLE Amazon ECR EE{R 222 2l
s e E|ZXIEE|I7F AHEIX| ot &= UESLICH EE= ECR A 7|2t 2 7498t U= Lol O

Amazon ECR Z1E|0|L4 O|O|x|o| M & H<| Bt

157



Amazon Inspector INT=IY A To] =]

O|X|E FAl5t7HLE 7}K{L K] &
N L.

2 BE JU&LICH RtME HE = ECR AATH 7|7 788 A AS

Zt ol E|xX|EE| O|F ¥ L1 O|0IXIE KMZst= ElZX|EE|e| 0| RIHELICE AE &
2 c|ZX[E2E AWS AE & /et AEE XIFELICH 0FX[2f A7 Hoi= Amazon Inspector7t 3H%
BlaAof FofEE OhX[H 22 HALEE AlZHo| EAIELICH 017]|0lE Z=AF A1t HIEH|O]Eod| CHet
cIo|EZL S M, 240 o EE(F 0|44 QIHEE|of CHEH MCl|o|E7} IS M, ME22 CVEO] EH?_F
CHELZ MaZio| TE m +™kle AAZE 23 E & QJ&LICH RhME Y2 = Amazon ECR &7
of A7 SEHE MESHAMR.

-

Z1el|o[L4 o[l X|of| CHEt =71 ME HEE HEot2{™ ECR Z4E|0[L4 o|O|X| &2

J124™ Amazon Inspectoroilkl o|O|x[of cHE MIF HE Lt o|OfX|oi| CHEr B4AH At E EAIRL

I'.}o{l CHEE M8 HEE HAESEH XS Qo I3 E MESHMR. olzd8t ME HEof CHt XHA
2 Amazon Inspector Z2I} ME HE MM A X5HA2.

Amazon ECR Z1€|0|L{ o|O| X[ A EHf Zf AZH
Amazon Elastic Z1H|0| 2| X|AE 2| Z1El|0|L] O|O|X|e| B2 7t & el £t Ctsat Z &Lt

- 55X ZLIEZ! (X|&™) — Amazon Inspector= X|&XMo 2 D LIE{ RIS D MZ2 81 CVEZL Al
AlE ot o|Ofx|et M AZHE =& ELICH o|O|X[of CHEt Amazon ECR RHAZH 7 O|0|X|E
FEAISHHLE 7} tHotct M2 DA EL|C O|0|X|E AMESIE 2|ZX|E2|ol CHa =& AZHO| &

etz 2|ZX|EEe ng A% HYo| s Ao =2 MHE|o] JU&LICEH

utok

Ha2HE (F Al Al) — Amazon Inspector= A O|0|X|7F # A|E mHOIC} O[O|X|E AtSLZ2 ATHE L
. O|OIXIE XM&sts ElZXIE2(of CHal 12 AZHO| EH3teln B2 X|EEQ 1Z 27 HHO|
FAE W 2Ho2 HYE0] U&L

il

K

« LHE 27/ — Amazon Inspector0i| A Z1E{|0|L{ O|O|X]| A’”% Mg m LR 277 gt &L Ct.
Amazon Inspector0l A At S22 Q7 E A5t 7tsEt &

OII
E
i)
[>
]
mjo
pal
=
o
r
n

« X7| A BJ{ 5 — Amazon Inspectore 7| AZHE |5l 0|0|X|E CH7|Pof| A& LICH

« AFH XA BHE (H£) — Amazon Inspector0i M O|O|X| AZHE LAl SHIUELICH E|ZX|EE| O
O|x|e| Rts RHAZH 7|ZF LHof| o|O|X|7} YOO|EE[X| et &LICt O|0|XIE EHLE &7 AZHE XY
IHE = A&LICH

« AFHXIZE OFE (F Al Al) — Amazon Inspector0f A O|0|X| AZHE UA| SEHFELICH EZX|EE
olglx[e| Rts MAZH Z(zF Lol o|O|X|7t [Tl o|EE|X| etk &LICt O|O|X|E FAlsto AZHE XY

Amazon ECR Z4E{|O[L4 O|O|X| AZH &FEH gt 158



Amazon Inspector

« A BIE =F(8) - Amazon Inspectoroll A Amazon ECR Z1E{|O|L O|O|X|& AZMSIX| L& L
Ct. o|0IX|E XMEStE 2lZX|EE|C] Amazon ECR AZH MHO| 7|B(+S A2 MHEE|0] &
L|Ct. Amazon Inspector2 Z|ZX|E2| O|0|X| XI5 AME Al SlEdiM 2|2 X|EE| MHE 12 A&

=
Moo= HAF Ot O|0|XKIE XSHMoZE AZHEX| ofL|T M O[O|X[7t FA|E M2 AZHE K| 0
E MEfSIAI2.
« X|{E|X| et= OS — Amazon Inspectore= O|O|X|& ZLIE{™SHHLE AZHSHX| of&LICt O[Ol x|7t
Amazon Inspectorol A X|#H5tX| b= 2B MK E 7IH S E 5t 7Lt Amazon Inspectorofl A X[ 5t
x| et= Olclo RS AFSELIch

Amazon Inspector0il M X|H5t= 28 A =52 Amazon ECR AHE X|#Hdt= 28 AMA| MMS
& Z35HMI L. Amazon Inspector0l| A X5t O|C|o] RE S 82 X[ k= O|C[o] REE HESHA
L.

c|ZX|EE| 2 o|0|x|e] AZH M o CHEH XEAMIBH LI 2 Amazon ECR Z4E{|O|L4 O|O|X| AZH Al

ME ZZTA L.

g M8 B2 B AWS Lambda

Lambda B{0ll= AFE AL BE 2| Lambda

oL =7} EAIEILICEH AWS O] 0| X|ofl& & 7He] Ef[o]€0] &
=0, stLtE Lambda & AZHoi| CH = M8 HY MR HEE H0iF 11 CHE StLtE= Lambda 2
E AZHoj CHEH & M8 HR ME HEE BE{ELICL OIS HIE 7|22 848 J1&ESHE = US

LICt.

ro
ok ok

L

\3

- 5 - ALSA #E0 (U= 2E Lambda & 7 EA|IELICH 4E Y2 Lambda & 2| TR A7H 4

EHE LtEFHL|CE.
« A7 - Amazon Inspector7t AZHStE S TG E Lambda &7t ZAIELICH &Ef B2 ZF Lambda
0| Y A HEHE LIEHALICE
AZHSHR| &8 & - Amazon Inspector7t AZHSHE S T E|X| &2 Lambda &7t ZAIE/LICE O|R
42 Amazon Inspector7t g 4+8 ZLIE{R & AZHEX| &f= O|RE LIEFALICH

024 7}X| O|® 2 Lambda &7} AZHSX| £ B0 ZEAIE &= U&LICH Lambda & <7} Amazon
Inspectoroll F=7HE|X| o2 Aol &30 QUHL ZE{R FRIOE QI5 O] 47t AZHE|X| S £ Q)
&ELICH RtMIBt HE = A7 7S AWS Lambda 2 & Z5HMR.

2t 20| B4 O|& UL Lambda B 40| O|& S RIHELICH HH U 848 AWS HIE AR A
22 RISELICH HIE U2 340| HELUS XIFBLICH HEf U 2 Lambda 40| HA§ A7 4

AWS Lambda & 4= M He| Bt 159



Amazon Inspector INT=IY A To] =]

EiE LIEHALICH 2|44 EfT0l=E &0l MSE et R AIELICH OFK[S AZH Holl= Amazon
Inspector7t SiE E|AA0] FfHE OHX|H 22 HAFEF AlZHO| R A[ELICH 07|l ZAF 21t HIE}
GlOlE{ofl CHE UCIOIETE IS M, 2l 0| ofZ 2|7 04 QHIER|of CHEF UC|oIET QIS M, M

22 CVEO! Ciet CHS O 2 RiAZHO| ZISE mf £ #E= ZA7E ZEE 4 UBLICH RHME HEE
Lambda &= AZHO| AZH SE S HASHAMR.
st

- 58 Z2LIE{Z - Amazon Inspector0 A Lambda &+ & XISMoE RLIE{ZISI D AZMELICH Q15
2700l M &+E EZEXIEEZ FAIY ol x| A7HT 7t UO|O[EXHLE ME2 LEH F|
%Fd AL ECVE)O|LEE M AISCE FrE AMAHS= 20| ZEELICH

« ElOE 7|E2Z NeIE - Y &4+£ Eja 7|F AFH|M M2 = 2 Amazon Inspector0f A
A ZHSHR| E &Lt

. A

A4 o2 E - siE &7t X9 e 2 S EE|7{L YOIO|EE K| 90 O 4 X|%t7| fZ o
Amazon Inspector0ilA{ O] &£ 2L |

m

u
ol
>

o
« LHE 27/ - Amazon Inspector0i| A &4 é?_H% Al
Inspectord| M RIS 2 @/ E SHZES

o AEim A EF S - Amazon Inspectoroﬂkl Hm AZHE 2l6l &8 t7 (o F7tH&LICH
L

o X|HEX] AT - Lambda &0 X[ E|X| b= THEFRIO| U&LICE.

Lambda &£ AME} 2t AZHEHL|CH 160



Amazon Inspector INT=IY A To] =]

Amazon InspectorOi M =2IE AIE35t04 042 A & 2[5t 7|

Kl

Amazon InspectorE Ab&3t04 OrganizationsE Sall 1A E! o2 AEE #eElE = /J&LICLAWS 04
21 Amazon Inspector H'd2 #2l5t7] @5 Z& 22| A™E2 Z 2] LH H"Hd 2 Amazon Inspector2| <
HUE HEIR A™e 2 X[HELCt (Y &ElRt= 22| Amazon InspectorE 2 2[6tH =22 CHAl

r

L

5104 A2 £Y 4 U S HEHS Lo{LALICH 0|23 Aolls Y AK AT HAS &
S biZast, 5 MAC EAT HA ZD clolE 27|, 3X| 7A M4 W #E S0l ZeE

® Note
0424 H'H 2| o2] H'Hof CidH Amazon Inspector& T 218
Amazon Inspector0il A AWS Z|X 71t st M A3 RIEE A}
off CHEF XtAM|I8H LIS ¥ AFO|E Q| inspector2-E R X 5HA A

Aoz gAMsletedH
QU&LICE O| AT EE AIE

. enablement-with-cli GitHub

&3
m}

o M o
[0

olo
1> o
o>

AA

Z=H|
« Amazon Inspector0l A £ 2| Xt A &0t B A& zho| £HAH| ofaH

« Amazon Inspector /& 22|k} x|

Amazon Inspector0fl A 2t2| X A&t M A& Zko| 2tAH| o|5H

CHE AE 2380l M Amazon InspectorE A& dt= B Amazon Inspector Y #E|X} HH2 §H
HIEHH[O|E{o]| M AE == &LICt O] HIEFH|O|E{0l= Amazon EC2 & Amazon ECR T+ Ci|O|E{ 2}
M HEol CHet 2oF TA} 7='J_'—P7P ZEELICH #HERF AYE2 HH A"l M8E 20 X 738
e =5 U&LICH xpMlet HE = A 7= 2 ALE 504 Amazon Inspector ZIHE 57(= HHE

Lt o 2 QIUE EE|At7L RHAIS| A Mol dHE MBsHH Y d™o| =R CHE ZE AY
of M8 ElLIct Edt /e 2ElAte AHAO AY 2 HAZAE Mol HEE E1 ZHME -~ Ql&LCt
Amazon Inspector | 22Xt AHE2 OHS 22 g = A&Lic

« 2 U ZE HH A" &2 REE E 46t AL HIE G3HELICH

2E|xt A " Al zho| 2HA| ol s 161


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://github.com/aws-samples/inspector2-enablement-with-cli

Amazon Inspector INT=IY A To] =]

. x| Aol M EAE Zot clolEiet T L) RE b AKol Ciet AT} MR HEE el
| L 2DE AHol Zotol B N FAIS Madstn TalFLICH

« ZZ|o| BE Hoi CHaH Amazon ECR I3 AHE E4dstgtLch.
X

1A ZX|9| Elas M HRE Lo

« AL} 2E " Ao CH3 ECR Z4E|0|L] 0|O|X| AF=E RHAZH 7|ZHS &M olstL|ch 9|l 2| At
ol AZH 7|7t MO o0 HE AHo| MHFt 2E MYECH MELICH ZE Q| 2E HHE ¢
Ul ZH2|X+2e| Amazon ECR At& AHAZH 7[7H2 S ELICE 70 Aol CHaH RHAZH 7|22 CH=2
A EHE == elguct

|’Ho| A AF& & Amazon Inspector &1& HAIE {8t CHX 7EX| AFE X X1 BEE K|
MAIR. Ol @2 #elxt7F 7HE 7ol CHal e += U= 5712 ArE % X[E B=of F7t
5104 X|H5tE WLICH AME A ALK X|H A2 FMof CHE XMIEH L& 2 2 B ZSHAAIL.
Amazon Inspector &15 HAAE 28 ALSX XIH FE

-

« 3|9 AH&Hol cEt Amazon Inspector &5 HAISE M35} 2l H|&A8Hghct.
o ZE | 2E H Ao SBOME LHE HL|C}.

D E M| 7|70l Amazon EC2 A B EE MAELICH RIM|Et HEE= AZH
o

H

2

=

=

fjo
2

[e]]]

P

|
i

. P AYOR BHE A THE MOl n ZE LY 2E A™ol ChE CIS A FHS MY
212

(® Note
T AHO| ZXS wLhe Z

olg = = gd&LCh

e ZERtE Y HHoZ oo &l AT FEE

40
-|o

O 1 -
M 74| %2 Amazon InspectorOil Al Xt&10| 7|&of CHEH MEE H1 ZHME £ olom, AN MHe ¢
U= zhe|x 7 zrelgulch =2 L " AHIZ 2 Amazon Inspectoroll A CHS g g 4= QlaL

Ct.

« 292l 7H|&Hoi ci3H Amazon InspectorE & A&}t 8L|C}.

- 20 Aol CHEt 2laa M HelE FHUF LI

= L=

el AE 5 162



Amazon Inspector ALERE7H0|=

=21 Aol cet At MF HEE =elgrLct.

70 "ol AFE & Amazon Inspector EC2 &1& AAIE |8t CHA 7HX| AL A X|I'd B2 E X|™H36t
AR, olEfEt A2 = IYE #eElX7F Z&of X|HEt ZE AF8 XA X[H B2t 'H AZHELICEH
AE AAL 2 ol ChEt RHAM|EH LI 2 2 & Z3SHAAIL. Amazon Inspector A& HALE {8t At
X XHEH EE

Amazon Inspector &1& ZALE |5l (U E 22Xt 7F DEe ASA X[H B2 E 2 Qs AA2.
REalo| A X nt o4Z4E 2|AA Q| SBOME LHEHL|CH

A&lo| A™Ho| A ZEE & QIFLCt

T HHEe| CIS A7 FHE M5t #E[& LIt

U=l ZE|XE7} of| 28t B AAE EESH0d S H o B AANCHBt EECISAH ZNE E £
AU&LICH

® Note

Amazon InspectorE &3t & Y 22X AHE SoHA R HIF HEHE + J&LICH

Amazon Inspector 2/ 22X} X[

¢/ 22Xt CHEr 2 118 A

CHHS 2 Amazon Inspectorofl A (& Z2|Xte| 2 gAlg Holsle @A IL|C}.

o
F

| 2rElXtE ZICH 5,000H 2| HHE #rElg & U&LICH

Amazon Inspector {2 Zt2/Xt0tCH 5,000702] | AN &L E 0| U 3
Z & E HH0] 5000717t e =E U&LICE 3| #HZH0] 5,00071E Z=0+5tE=
CloudWatch Personal Health DashboardE Salf 22l g1 QUE 22X HHe 2 o|HYS &t
Al Elulck.

Y ZElxte eltiEz A-E LT

0|2} AWS OrganizationsE 2| Amazon Inspector= K| MH|AILICE &, Amazon Inspector0i| A
AEE e HEIRHE X[EH5tD, HIH AEE F7tetm, ZF AWS 2 HHoM A RES 43t
Sl Ok &fLICh.

FEg=I PN NES 163



Amazon Inspector INT=IY A To] =]

Amazon Inspector | ZrE|AtE ZEY & HEF QS + USLICH B X|Fe| AHE 9/ ZElxt
2 X|He 42 OhE ZE X9 2/ &E|Xto{oF FL|ct.

21 ZElXE HAS = M A% 2| Amazon Inspectore= H|E A3 E|X| ot &LICH

I El 2 2|XE K| 7{8HE Amazon InspectorE sHE HIZOIM HIZMHSIE|X| ofoH A M E
=1 HF x| O

o| 7|2 MHILICI AWS Organizations. EM3tE|X| g2 A2 ZXo| ZE 7|5 &M E &E5
Al

Amazon InspectorE & 433}3t 1 Amazon Inspector 2/ Z2IXIE X|HE £ Q= HEto| Qlo{of &L
Ct.

olg{st HEt2 Hoqslei™ IAM HRo| Tof C}S E2 FIHgLICH
{
"Sid": "PermissionsForInspectorAdmin",
"Effect": "Allow",
"Action": [

"inspector2:EnableDelegatedAdminAccount”,
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,
"Resource": "*"
}
ZXlo| 2| zr2|AF =57 AWS
CtE HAle 220 9| #elAHE X[H5tes S Eo{E LIt AWS 0] X|™0| 2 |

F2IXF Al 250 CH3H Amazon Inspector7} & A4SHEIL|CE

kI

Organizations 2 2| 7| &1 MEfBH 2

r

el HERIE AIPsE O Bed vl 164


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

Amazon Inspector ALERE7H0|=

® Note

Organizations 22| HHEH /& Z2XHE X[HE = U&LICt

Amazon Inspectorg XS 2= & 438 5tH HHo CHet MH[A 42 g

(SLRAWSServiceRoleForAmazonInspector) O| 24 ElLICt Amazon Inspector0oil A A{H|
g2 A835HE Yol St REMIBH LHE 2 Amazon Inspector0f] A{H|A Q17 48 AFE MM
PAIR. LR AMH[A @44 2d&hof CHEF AHAIE LIS 2 IAM AFS AP AMOIM MB|A @44 8 A

2 ¥xstMle.

o

|ofo

Amazon Inspector 2| E2lXHE x| 5t2{™
Console

280/ 9 BEIRE RIF

1. el A-EE AF83stod 2aQlgfLICt. AWS Management Console AWS Organizations
2. https://console.aws.amazon.com/inspector/v2/home 0| Amazon Inspector 2&2 1 CIS

QEZ SOl AWS B MET|E ALEsto{ REIXHE X|HsteiE X|HE RIYELICH

3. QUE 2Rt 2ol M Z=ZE 2] Amazon Inspector ¥ #EIXIZ X|HStEd= 12X2] A IDE
ol2dstL|Ch AWS A& 13 Ch2 el Qele MElstLct,

4. (HZ) Z AWS 2ol Chslf ?/e] BHAHIE gh=ghLlct.

API
APIE ALE3t0{ 9/ BEIR X8

. Organizations el AHol Xt Z3YHE AH&5H0q EnableDelegatedAdminAccountAP| &H¢d
2 M™ELICH AWS HH & A&35t04 CHE AWS Command Line Interface CLI HE g A
504 O| &2 e =T Q&LICt aws inspector2 enable-delegated-admin-
account --delegated-admin-account-id 11111111111

(® Note
Amazon Inspector0il A 2| B E2|At2 X[ FstEdE AE | HE IDE XI'E3sHoF & LCH.

Rh=R=a= PPN LS 165


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_EnableDelegatedAdminAccount.html

Amazon Inspector ALERE7H0|=

KUAUE ZEIXE X[HE ol HUE 2R A™EHE HESHHLE M7HE w2 AWS Organizations &
2l A-HE AtSsliok gfLich

M 7| &0l e Amazon Inspector 271 & 443}

|->I

o| 2| #Z|Xt= AWS Organizations # 2| A& HAZAE 2 & H ol CHSH Amazon EC2 &

2, Amazon ECRAZHEE= & CHE E95te &= U&LICH Hie] H Zof CHEt AZHE &5t stH Y
2 AHEHo| I 22Xk AAZAE| T Amazon Inspector7t AHS 2 2 & 443 T MENSH 30| AZHO|
EA| AFHEILICH AZHE = UE 2loaa L AT T EHof| CHEF RHA[E LIS 2 2 FRSHAAIR.

Amazon InspectorE ALE 8t XI5 2lAA AT

Amazon Inspector= HH 72 0| A Amazon InspectorE & 4ste =
M Aol Chst AZME BH2lot #AE6HT| @8t 2 7tX| &M
AE35to{ HH Aol gt AZHE A|EFELICEH

Hg=tstedH

ol

DE i AEol Chet ATE RSS2

fHlok

1. QU= 22X AHHol 222151 7]

2. Amazon Inspector 22 (https://console.aws.amazon.com/inspector/v2/home)2 IL|Ct. 23 C}
2 EZE ATl AWS I MEIT|E AI85to] 2E T H Yol et AAS gdstE K9S

INES)

3. EfM IOl MHoM AY 28 MEfgtLCt A El|o|E 0= AWS Organizations 22| A1E 1t
HE D E HH AHol EAIELICH

4. H|o|g dEre| #QlErg MEsto] o] H|O|XK|of = RE H™HES MEELICH O ChE EH3E
MEHSE T HFoM Hete A K8 SMES MEIEHLICE

@ Note
H|O|X|of| TR EA|E! AR MEHEL|CH HIE T O|X|7}F 0421 7HR! ZE< 2t | 0| X|of| A
Hh= o oF BfLICE m|o|X[ol ZAIE HE +& HEstedd SLlHt?| of0|2

I
ol

5. M #8 AFoil Cisl Inspector AtS & &3t BEE A Chs 27 RS M=st01 7|2l FIHE

M HH Aol CHa KIS 2 AALY| &85t dH 8 AA835tH = 2/o] o|F ZE HE{o CH3H Amazon
Inspector7} & A& EILICE [F2F A Amazon Inspector 21 Zt2IXH7F ZElofl £7HE M HEHE #2|E

M 7| ol CHEr A7 & g3t 166


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector ALERE7H0|=

2 ELich 3l A™E 71 &2EQl 5000701 =& 5HE
7{xlo] & M 47} 5,00074 O|Ete 2 £E0{E™ 0| X

H

HH AHE MEitoz g 4stste{H

1. QIHE ZE[XF A™Hol| 23elst7|

2. https://console.aws.amazon.com/inspector/v2/home Ol Amazon Inspector E£& QI LIS QLE
Z Mol AWS 2| MEATIE AL85t0] §7H &3 Aol CHEt AME EMH3EsiEd=E X[¥2 XY
gl

3. ErM ato| MEofM A& 2a|S MEdELICH A& E|O|E0l= AWS Organizations 2| 7|1
s E 2 E HH AHEo| AIELICH

4. Q22| Ho|X|oM AME EH355iois 24 HEH AHE el & QIEtES MENFL|CH

5 EH3EE MEiFLIC

6. B3t HwolM MEfE AH ol CHal & -ste A7 RS MEIELICH CHE SM S0i|A{ MEiE
= UA&Lct,

- MA A -EE A FES SESFLIC
« EC2 A7 — Amazon EC2 RQIAEA AZME & 45tEFLICH
« ECR Z4El|0|L{ A7 — ECR Z4E|O|L4 O|O|X| AZHS &3t L|Ct
« AWS Lambda E& A7 — Lambda &+ AZHE EM5HEHLCH
7. (HE) &Y T ol ot AME gHststeds 28 X[l M ol BHAE Er=gfLct

AWS Organizations & 2| 7|74 0| Amazon Inspector®| ZE|AIE Qs B2, Atilo| AHE 3| R
ghdstet o RFAl| AH Kol CHEt A ME MEE E 4 Ql&Lch

Ul AHOZ ATS HAshot

1. Kol A™ol =2 QlgLct

0jo
X0
r

2. https://console.aws.amazon.com/inspector/v2/home 0| Amazon Inspector 2& 2 ¢4 C}
2 MEo| AWS B[ MENT|E ALE5to AZHE EM35stEdE RI¥E KIHELICH

3. I-AH AtO | A—|X-Io.||A-| 7:||7C-| il |§ A EH

—

JlTI
i
r
_lTI_

AH
4. AE el Holx[oA AHEel #elgrs MEfErL|CH
A 2 L

5. g4z HwolMd Zdste 2 7

M 7| ol CHEr A7 & g3t 167


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector

« EC2 AZH — Amazon EC2 QIAEIA AN & A45}5HL|LCE.

- ECR ZiE|O|L] &7 — ECR ZiE{| 0| O|O|X| AZHE & &t gfL|Ct
6. (HE)A2MS sttt 2 X0l M o EHA|

Amazon Inspector0 A B 7|7 o172 sHA|

2 MxAts HH AHEo| A4 Al 2 E 2oiE LI 40| 271 HH 2 AWS Organizations
Z 2ol S&Y Amazon Inspector AE2 2 Hot U&LICE Amazon Inspector?| 2|2 #E[Xt= [ O
4 0|48t A g0l CH3H Amazon InspectorE EA3ststn #2|g HEto| eisLIct 20| BZI AH™HES
LISoll CHA| o2 FTIE £ QlaLch.

HHEg 22l sHE HZ ol S Amazon Inspector AZH2 HI|E M&t | K| ot &LICt

Console

Hf =4

Z&2 AS 504 Wi RO 4TS RS W

rr

1. I #2|x A-"oll 23 elg Lt

2. https://console.aws.amazon.com/inspector/v2/home 0l Amazon Inspector 2£& ¢4 CIS
QEZ Mol AWS Z|T MEAT|E AE5l01 StLt O|ao| 33 HHE 4 sHAlsieie X[
2 X|™ghct

3. EMEo M™oiM AE #EIE MEIELICE

4. AHHE 22| Ho[x|o|MH dAE SHAIE ZF H ol & QlEts MEfgL|Ct

5 Y Mmool HE 42 sHAE ME=iELICH

6. (HE) HY AZE sliAsted= 2 X[2Jol|Af o] EHHIE BH=EFLICt

API

APIE AL 3t B Aol 1732 SHRISHE W

DisassociateMember AP| Z¢i2 AlslistL|Ct @& Al 22 sliX|stedes A IDE MEsHAAIL.

HH AH 44 st 168


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DisassociateMember%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20.html

Amazon Inspector ALEXl 710|=

Amazon Inspector /& Z+2IXH A7

Amazon Inspector2| ¢! #E|AtE M2 & slof st= 2 7|
HE = J&LICH AWS Organizations

I

o A #EIXHE 22l AEHAM A

o

IUE HEIRE MAHME Y AFO[LE =& 4§ HZEHol A Amazon Inspector?t H|E M &t X[=

ELICH X Ll A2 S8 Ad8 Adez etk fIYE #EIRI7F #EISHT| dol A dHE

| X[t

?Y 22lxHE M 7{stEdH

1. AWS Organizations # 2| 72 AWS Management Console At&3+04 2218 LTt
https://console.aws.amazon.com/inspector/v2/home 0| A Amazon Inspector &2 QI CI& LE
2 oErol AWS 2| MENT|E ArEstod Y- E EEIRIE M7HstE{s K|9S X[-EE LIt
S Fof dHo M AY 2lE MEIFLICEH

4. LIE elxt Mo M MHE MEfe O S 2 g = QlELch

e |
fIYE #HelxtE S5 Z X[FoilM o] B gH=EhLICH

O

Amazon Inspector2| 2| ZZ|AHE ME FIte M =& FHES M &2 |7(P HEo| =22 A4

[

sioF ZLIct Chs HHIE Ar8stod 2% 2 EE M 22X Ao A2 + UA&LICH
HHE M 2/ el 486t

1. AYE! 22X HEE AWS Management Console AF&35H04 2 2 Q18rL|C}

2. https://console.aws.amazon.com/inspector/v2/home 0l A{f Amazon Inspector 2&2 ¢ CtE 2LE
45 k=] S
i —

Z AEOl AWS EIN ME7|E ALB 304 TS ME 9IUT BElxtel 17 XIS RKIH L
ct

3. EHA Fo| Mol AH BEIE MR

4. MTHEHQIBS ALS5to] ZEO| LIUE AKS BE MELIC

5. 5] B0l i 748 MigrLIC

6. TAHS MZR Y Balxtet ¢iFstEE 2 KIoiA Of EHAHIE HhsrarLIC

2 2R AA 169


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector INT=IY A To] =]

Amazon Inspector0i A AFEZ 2 H|E 2LIEHZ

Amazon Inspector 2& L AP

o I8 2 ol5Y £ 9

A 5
= = —
HISD Zf M 782 HI8 XIEE &l +

ANEBE Z2E AE

mjo

Z &0 Amazon Inspector2| A& Z 1} of 4 HIE 2 BI7He = U&LICh

A8 SH|ol| M| A steEH

—

Amazon Inspector 2 & (https://console.aws.amazon.com/inspector/v2/home)= 3 LICt.

HO|X| B ¢ E el AWS 2| MEI7|E A8 501 HIE S ELIEHZE X|ds MEFLICh

A

3. EM oM AMESTS ME{ELICH

AEE "o AE MEZT0E 30U 7|2hE 7IES 2 Hl¢f &= & HISO| ZAIELICH of 4 HIE & of
ool Eflo|S oM 2tE MEfsHH siE AHe A REE ME LIYE &g + U&LICH O M=F H
B FolM= siE Aol cis F= 7ol EdstE A RBE &g + ALt

ZXo| 2/ #Elxtel d2 =& W) Z Ao gt ol EllolEoll ZEAIELICH ZZo] A)E 420 o

- =
ME d¢ 2£0 ofl4f HIg0| -2 EAIELICH

A7 28 Hol M HA 30U SoHo| AN A8
H

L
o
AEE B0l M ol e HIE HlttstE ol ArEEls HE LI

B
1A
lo
do
e
H
L]
X
ro
ox
40
b
ikl
=
N
N
0%
[
m
rok
>
oo
o
jo
ok
o
ok
4>
30
Iy
r
o

Ol 4ol M CtZ & & StLIE & & sto] AT SHE &ol" = /&L ch
Amazon EC2 A 7H
Amazon Inspector AtE& Z2&2 0i|0|TE 7|8t Al & o 0|™ME Q= AAMM| CiEt CFE XIEE F
Mot
« QUAEA (B7) - Amazon Inspectore & H | AlZHE2 A& 5to{ EC2 RQIARIA AZHO|
A
T

=
LZ 244 B AN B & 8 U A2 7204124302 71ZHe] Alzt £)2

= AL

il

o

e
2Lt

M 2L AE 170


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector ALEXl 710|=

« XM HQ| A|Z} - Amazon EC2 A7H0| AL, X|Lt 30

OIAEIAO]| CHEl EA M #Hel2 xZ st

2 Amazon Inspector0fl A QIARAE gt 745t

°
Ol

Ot Amazon Inspector7t A& LH ZH EC2

Ch EC2 QIAEIA 0| AR, ME He| Alzt

AEAJIBSE EE 3X|EI7-IL|- El

[k

Opt

> >

]

o
o

i
1 L
m
ro -

of olsf A7 M elE W7k x| 2| AlZEL|CH EX|E QUABAE CHA| AZFsHHLE M B2 &
A 74524 Amazon Inspectoroil A 2482 RH7Hs 1 ST QUAEIAO| CHEH M AlZH2 HlS X

ElL|CH

&= A - X 30 SO ALl ol0IXIE ME £7F & AL

RAZH - X[ 30 S HH o 0||:||7<|E MAZHE & &Lt A ZH2 Amazon InspectorOi|
M O|Zof| 2748t ECR o|O|X|of| CHEH <+~ |E AZHQILICH ECR E|ZX|ECIE & A ES
T&8 B2 Amazon Inspectoroi M MEZ2 LRI &[4 I = £(CVE)2 Ci|o|E{H|o| A 01 FT}
5t RSS2 RAZHO| - ELICH

Lambda A ZH

Amazon Inspector AF& 2£2 Lambda & A7 2 Lambda 2= AZM0]| CHEH CHS X EE FH

 Lambda &= == (Avg) — Amazon Inspectore= 7{HHE|X| A|Zt2 AFE 35104 Lambda & = AZHS
{3t B & =8 HLELICH BE2 & M8 HP| AZt2 720A1ZH30Y Z[ZHe] AlZE )22
(@)

K|k 30 &2 Amazon Inspector7t A1 LH 2+
Lambda & ==0i CHal &d & .:‘.'-?—I% M3t & AlZILICEH AWS Lambda & 2| 342 M8
Q| AlZH2 Amazon InspectorOi| A &5 2748t AR E] & 71 AKX E|{LE ZALo A K[|
El= AN K| ALHELICH M2lEl &7t ChA| Z 8t E[H s & 0f CHEF 248 H| AlZFo| A

& SEEL

Amazon Inspector2| AtE H|E H[&H B 4] Of 3

Amazon Inspector0ll M M& 5= HI&2 AX| H|IEO| olLIZl FHX[0|22 E£9| HIED CIE £ U
& LICt. AWS Billing

AMEZ H0|X[0{| A Amazon InspectorZt H|& 2 H|4tstE 2ol CHSHM = CHE AFE 2 & 05HM L.

« ALE HI82 TX] 2|Hol|BF M ELICH A fFEE 742 AWS X[Hol| e CHELICH X[
23t 71248 HESHEA™ Amazon Inspector| 7tZ4E HESHMAIL.

Amazon InspectorQ| AF& H|& A&k g Al 0|5 171


https://aws.amazon.com/inspector/pricing/

Amazon Inspector INT=IY A To] =]

- ZEMSFE HMXIE SR JIE 72 2H0IF i 7IE)e 2 20Ut

- Q2 oildf HISo| ZEE|X] A&LCE

- & HIE2 A FEHE30Y A 7|2t Seto| & H|E S LIEFRLICH AH™E AFE Z(7+0| 30 O]t
Q1 Z42, Amazon Inspector= Al ML= BlAAT H2 30 S0 Al MEE HWoZ 7+HF51od
30 O|F2| HIEE of & &Lt

- A RIHEHIE2 OIS E 7|E2E ASHELICH
« EC2 AZH: HI&0&= K|t 30 S92 Amazon Inspector0fl A 288t Wi EC2 QIAEA 7} HHY

ElLct.

« ECR ZiH|O|L] & 7H: HI80= X[ 30 Sl 2= o|0|x[ A7 &= + o|O|x| R{AZH 49|

« Lambda E& A7 H|o|E x|t 302 S92 Amazon InspectoroilAM &8t W Lambda &+ &

« Lambda ZE AFM: H|E0|= K|t 30 S92 Amazon Inspectorof| A 288 W Lambda &+ <

Amazon Inspector A7H RS & /H5I5IH Y AH RO CHEH 15U F 2 WIHEO| RIS 22 S5
ZlLCH EC2 A71 ECR AZH, Lambda E& A7H Al Lambda ZE AZH S| A QHIZ SZ|X0]

T2 GI7HEo| [U&LICH

(® Note
S 2 W2 CIS AaMolE MEE|X| ek&LICH.

F2 Y A8 Boll 27 RES HIFGstotH ol 47 ol CiE F= 7HEO| LA SXIEL
Ch S MHIAE CHAl 886t F 2 QIHEO| CHA AR H2 7|7 S F2 BIHEHE A&
o

4 el

Amazon Inspector F 2 B7HE HE 172



Amazon Inspector INT=IY A To] =]

Amazon Inspectorl| = oF

Z2HRE AWS Eot0| 2 M DHALICH AWS D22 7HE Eotof 2z e RO F AMEE BF
St S FSE OlolE e X HERZ ot 7[HMo| s=iE & +~ A&LICH

TS MUQLICH AWS 25 Mol THS o] A 2atesol 2ot 3 2at

22l Eot- AWS 222 E0IA AWS MHIAE Mdste QlxatE
AWS 2EHLE. AWS EBF OHsHAH| AR 4 e Muls
SEIE 7 F4 Z2 20| CisH RHMI3| LohE M 7

B3stes dg S gLt
ct

rD

(=)
« EEtRE0i|Mel 2ot — AFEsHE AWS MH[A0f ek o] ZFE LICH BBt Flote TARL| HO]
= o] @7 A, 2 HE L 7S HIRE 7B 240 i Mz 2 Yo| A& LICH

m
1o
=
o3
i
-
>

|.|-|
Mo
o
[

Ol dB¥ M= Amazon InspectorE AEE [l S MY ZRAE XHEot= YHE Olstst= O
LICt Ct& FHMAM=E 2o & 7 F S™0i| A Amazon Inspectorg T36t= HHS
Ct. EE 3t Amazon Inspector EIAA S BLIE{2IStT B35 5= O] 20| £lE CHE AWS AH]
St W T grobELCh.

[> HC
mn
> ¥

r

|

« Amazon Inspector®| G|O|E{ E &

« Amazon Inspector& Identity and Access Management

« Amazon Inspector 2 L|E{Z!

« Amazon Inspector®| &8 &4 HS
A

« Amazon InspectorQ| 5 ¢4

C
« Amazon Inspector@| QI g} H ot
« Amazon Inspector®| QIA|HE CHS

AWS =& el 2 Amazon Inspectorl| Cl|O|E £ 50 MEEL|Ct o] 2| MHEECHE AWS &
U&LICH AWS E2IREAMERE 21Z oM

Hd
[> rin
Hd
I
o
>
0%
Q'I_l
rir
my
Hu
E
ro
|l
o
i
HL

HolH 2= 173


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

Amazon Inspector ALEXl 710|=
= AR A d&LICt Tlo|E| Z2to|tAlof CHEt REAM[EH LHE % ClO|E{ ZEO|HHA| FAQE & ZE 35t
M. S0l HlolE 2ol CHEt REMISH LIS 2 AWS ot 22 10| AWS 25 242 2 2 GDPR

SZIHA=E BZstHL.

HolE E5 & ?I5H AWS A Xt4 8HS 255t AWS IAM Identity Center OR AWS Identity and
Access Management (IAM) 2 At83t04 7HEH ALSAHE M™HSt=E A0l E&LICH O A 6+ 71 At
St A RHalo| 2R E S4I5| o5 Ol 2t Mot fofFuLc E£8tCtsnt Z2 WHo 2 o
O|EHE E=35t= 20| E&LICH

« Zt AHo] HE| HE 215 A™(MFA)S AL SHAI2.

« SSL/TLSE AI25l04 EZ|AALQ} EAIE £ Q& LICH AWS TLS 1.2= ZI40|H TLS 1.3E HASHL

Ct.
- E AIE35I04 API L ALK &8 24 M™EELICE. AWS CloudTrail
« ISEIDE 7|2 2ot Kot EH AWS &

LS55 EFME AESHAAI2 AWS AH|A,

- Amazon S30i| XME & TIZEH CllO|EE HMetT E55t= ol =& 0| El= Amazon Macie?t 22 I
ER== k= _'?'_O._F MHIAE AL stMIL.

- BHE QEW0|A E= APIE AWS Sall HMAE [ FIPS 140-22 ABE 53 ZE0| HR
Bt ZR FIPS MIZEZQIEE MESHMAIR. A& 7H5F FIPS = ZQIE0f CHE RIS LI 2
FIPS(Federal Information Processing Standard) 140-2& & = 3IAMI2.

ZHo| O|HY FAQ} Z e 7|U MEL 528t MEE EfILl 0|8 TEQt L2 At Al Zeof &
oPXI ot= 70| E&LICH 047]|0ll= Amazon Inspector EE = CHE 20 &£ AWS CLI, API EEE
AWS MH|A SDKE ME3t04 & dste ZHR 7t ZEELICH AWS Ol 0l A8 El= BT & AR

\J

()

A HAE oof Y3stes 2E 0| 8+ £ 2 230 ArSE = JU&LICH 2[F Mo
URLEZ MIZE M sHE Mol CHer @2 2SS 57| Qs 2o 015 MEE URLO| ZEA|ZAME ¢
Ect.

S|

- MEE Clo|H 4538t

- TS S U355

MEE O &5 35t

Amazon Inspectore 72X 2 AWS 2535t £FME AE510 X E O|0|EHE 2t TIsHA XME =
LICt. Amazon Inspectore= 7| 22| MH|A () M A )8t 335t 7|& AWS AL 510 AWS Systems

tol

MYE HolH 2 =35t 174


https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/

Amazon Inspector ALEXl 710|=

ManagerE AWS AF&310{ &

= EIst 2lAA QIHIEE| Amazon ECR O|0|XK[0f|A mH &S E|AA QIHIE
2|, MAEl 2ot Et x| A1t 50| O|o|E{E Y5 38fLICHAWS KMS AWS AR 7|2 &0l ZE| s Al
%ﬂHLP A8 {2 E ZHALE &= Qi&LIC X2 Oo|E 233t 7|1E ‘='_T_3P7| ?I5H o 2 E
dot7LL ofH 22O Z e ER It gigLct RiME L& 2 AWS 4% 7|1& HZESHMR

Amazon InspectorE HIZdststH +EE QHELD| & 20 Aot Zo| ME E= /K| HElEl= 2
E DlAaA7IEF Moz AMRIEIL

ﬁ

Zut I Eof CHE ME = 4535

Amazon Inspector Lambda ZE A7l 0| 3L, Amazon Inspector= 2 =01 F|2F40| U =X| HALSt

7| 9|5l 8=2dgrL|Ct CodeGuru F|2FA 0| Z x| 2| "IOFMOI ZEE FZE ALIZE CodeGuru F&

501 Amazon Inspector0i| A HMHAE @HE WX g T EE MEELICH 7|2Mo = RHA| 7|8
H

= O
CodeGuru AF85t0d FEEI I EE S5 36HK|2 S 5104 RHA| T2 AWS KMS 22| 7|18 AFESHE
L

£ Amazon Inspectorg #+ME &= Q&LICH AWS
CtE T E 2= Amazon Inspectorol| A AFEX7F T3 7|1E AFE5t0] AEE S 5H6te WHE

Mg LI

F

1. otObE QUAHE] APIE ALE 3504 ofOtE QIAHE{0 AWS KMS 7| MSELICH
UpdateEncryptionKey

2. Amazon Inspector= 7|04 CHE MEE O S A2 MEELICH AWS KMS CodeGuru CodeGuru
LIS A E = JUEE HEE KHEEL

3. CodeGuru Amazon Inspector0i| A T 438k AWS KMS 7|0 CHEF 8t £04E Q™ ELICtH

4. CodeGuru 7|0l &5 5HE O|0|E| AWS KMS 7|& 245104 R & LICt. o] Tllo|H Z|&= ol M X
&8t CodeGuru 2 E H|0|EE & 3t6t= Ol AFSELICH

5. Amazon Inspector= ZE AZHO|AM C|O|E{E @& wotct HEH 2042 CodeGuru AFE 5104
stEl Clo|E| 7|E slil=¢&t Tt S SHY 7|& AtE3510{ CIO|E{E S 231501 AME = UL E L

,_
Q
3
O
o
Q
|_
In
Q)
(@]
Q.
D
®
c
B
mjo
o
Mok
0x
on

g'l_l
2

I

ok

I

i

N

=}

N

m
l.

T 2 oolH Z|7F ArAIE L

S SHE ALE 524 AWS KMS 2 40]| CHEF HMHAE 3{&5t= A1 Amazon Inspectorol| 274 7|
E Salf sliie 22 MA8E CodeGuru HEtE F0{5t= BHEE0| Qdo{oF gLIct.

AMo| 223t 7|8 HY, YO0|E E= MEY5t= B2 Amazon Inspector & 2[AF &(0f: AWS 2
2|3 EA: Amazonlnspector2FullAccess)2 A& 3alOF & LICH 8t &t S 3HE |5l HE4EH 7o CHEL

MEE Clole =3 175


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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* kms:CreateGrant

* kms:Decrypt

* kms:DescribeKey

* kms:GenerateDataKeyWithoutPlainText
kms:Encrypt

:RetireGrant

~
3
n

HEHof| 2HHE AWS KMS HEFo| /U =X| &It 0= Amazon Inspectoroi A 2= 35t0f| 7|& At S
= AL H8ste MBS HE SOk ELICH CodeGuru CHE M MHS HEELICH

(® Note
X|232 Amazon Inspector Lambda ZE AZHO| A3 E AWS X[ Z HIFEAA|IR

{
"Sid": "allow CodeGuru Security to request a grant for a AWS KMS key",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"Encrypt",
"Decrypt",
"RetireGrant",
"DescribeKey"
]
},
"StringEquals": {
"kms:ViaService": [
MY E dlolH &3 176
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"codeguru-security.Region.amazonaws.com"

}
}I
{

"Sid": "allow Amazon Inspector and CodeGuru Security to use your AWS KMS key",
"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"inspector2.Region.amazonaws.com",
"codeguru-security.Region.amazonaws.com"

]
}
}
}
(® Note
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEncryptionKey.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/data-protection.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
na

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",
"Action": [

]I

"Resource": "*"

iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"
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Ct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations
"organizations
"organizations
"organizations
"organizations

:ListDelegatedAdministrators",
:ListAWSServiceAccessForOrganization",
:DescribeOrganizationalUnit",
:DescribeAccount",
:DescribeOrganization”
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"Resource": "*"
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O] ofM|ofAHE 2 E Amazon Inspector 2|AA0] CHE H&l| HMAE 5=

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "inspector2:*",

"Resource": "*"

I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringLike": {
"iam:AWSServiceName": "inspector2.amazonaws.com"
}
}
I
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}
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5t

&2 & LICH AWS OrganizationsOll A Amazon Inspectorofl CHEH AlZ[E 4= )

3, QYT BER AHe TAHe ZE MAol dae Balsn Zot

codeguru-security— 2 2Z|At7} Amazon Inspector& AtE30{ HE
St M K& ot TEO| 55 MME HAE + UELICH CodeGuru RHMIEH H

CiEh M8 & A 55tE HZTshML.

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "inspector2:*",

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration",
"codeguru-security:UpdateAccountConfiguration"

15
"Resource":
1,

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"y

"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "inspector2.amazonaws.com
}
}
I

{
"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",

:ListAWSServiceAccessForOrganization",

"organizations
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"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
]
}

AWS 2|3 H34: Amazonlnspector2ReadOnlyAccess
AmazonInspector2ReadOnlyAccess EAZ |IAM E0t Q15 0f e1AE =+ JU&LICh

0| &2 Amazon Inspector0i| CHEt 47| 8 HMAE 3 E5t= THEHS Fo{gfLCt.

« inspector2 — Amazon Inspector 7|S0i CHEF 217| 8 HMAE 5

=]
 organizations— ZZ%|9| Amazon Inspector 2& Q{0 CHE M HEE 2 AWS
Organizations = Q& LICtH

« codeguru-security— EoolMH ZE A
Hoto]l MY E ZEo| Y53 MHE 2 + UELICH

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"inspector2:BatchGet*",

"inspector2:List*",
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"inspector2:Describe*",
"inspector2:Get*",
"inspector2:Search*",
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"
1,
"Resource": "*"
}
]
}

AWS 2|3 H34: Amazonlnspector2ManagedCisPolicy

AmazonInspector2ManagedCisPolicy HAE |IAM

2
Ll
m
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0
T
N
AL
g'l_-
1>

& LICt. Amazon EC2

QIAEIAO| QIAEIAO| CIS ATIS MBS HEHS Fofshs IR 0| O] HAS Lok BHLICH IAM
{8 g ALR5H0d EC2 QIAEIAM AMEIT API 288 she ofE2IFolMol UA| K1 EEHE Bl
& 4 Ql&LICH AWS CLIAWS Ol EC2 QIAEIA Liof AM|A 7|8 MEE I HEElE Yl
EC2 QIABIAN AWS HE S BT3HT DE HESIH0IMoIM ALSE 4 UM SHAH QIAH A0
ZE QIABIA T2 TS MAIBHITH QIAHA T2l 80| ZEE|0] 2O H EC2 QIAEIA
MAREIS T2 20| YA HOH QIBES 28 £ UBLICH REME HEE 1AM AL HTBM2| 1AV ©
&2 A85t04 Amazon EC2 QIAEIA0M AIBEI o EIAOIM0] HEt 048 AL,

HEt M R

ol E3ol= Chg Heto| 27 x(of QU&LICH.

« inspector2— CIS AZHE AA5t= O AFSE 2o CHEt BMAE HEELICE

1 =

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"inspector2:StartCisSession",
"inspector2:StopCisSession",
"inspector2:SendCisSessionTelemetry",
"inspector2:SendCisSessionHealth"
1,

"Resource": "*"

’
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "TirosPolicy",

"Effect": "Allow",

"Action": [
"directconnect:DescribeConnections",
"directconnect:DescribeDirectConnectGatewayAssociations",
"directconnect:DescribeDirectConnectGatewayAttachments",
"directconnect:DescribeDirectConnectGateways",
"directconnect:DescribeVirtualGateways",
"directconnect:DescribeVirtualInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeCustomerGateways",
"ec2:DescribelInstances",

ec2:DescribelnternetGateways"”,
"ec2:DescribeManagedPrefixLists",
ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRegions",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayConnects",
ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayRouteTables",
ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGateways",
ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcPeeringConnections",
"ec2:DescribeVpcs",
ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
ec2:GetManagedPrefixListEntries",
"ec2:GetTransitGatewayRouteTablePropagations",
ec2:SearchTransitGatewayRoutes",
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"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancers"”,
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetHealth",
"network-firewall:DescribeFirewall",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DescribeRuleGroup",
"network-firewall:ListFirewallPolicies",
"network-firewall:ListFirewalls",
"network-firewall:ListRuleGroups",
"tiros:CreateQuery",
"tiros:GetQueryAnswer"
1,
"Resource": [
T
]
.
{
"Sid": "PackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:BatchGetRepositoryScanningConfiguration",
"ecr:DescribeImages"”,
"ecr:DescribeRegistry",
"ecr:DescribeRepositories",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRegistryScanningConfiguration",
"ecr:ListImages",
"ecr:PutRegistryScanningConfiguration",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"ssm:DescribeAssociation",
"ssm:DescribeAssociationExecutions",
"ssm:DescribeInstanceInformation",
"ssm:ListAssociations",
"ssm:ListResourceDataSync"
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1,
"Resource": "*"
I

{
"Sid": "LambdaPackageVulnerabilityScanning",

"Effect": "Allow",
"Action": [
"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetLayerVersion",
"cloudwatch:GetMetricData"
1,
"Resource": "*"
I
{

"Sid": "GatherInventory",

"Effect": "Allow",

"Action": [
"ssm:CreateAssociation",
"ssm:StartAssociationsOnce",
"ssm:DeleteAssociation",
"ssm:UpdateAssociation"

1,

"Resource": [

arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:document/AmazonInspector2-*",
"arn:aws:ssm:*:*:document/AWS-GatherSoftwareInventory",
"arn:aws:ssm:*:*:managed-instance/*",
"
]
},

{
"Sid": "DataSyncCleanup",

"Effect": "Allow",

"Action": [
"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync"

1,

"Resource": [

arn:aws:ssm:*:*:association/*"

"arn:aws:ssm:*:*:resource-data-sync/InspectorResourceDataSync-do-not-delete"
]
1,

{
"Sid": "ManagedRules",
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"Effect": "Allow",

"Action": [
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule",
"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"

]I

"Resource": [

"arn:aws:events:*:*:rule/DO-NOT-DELETE-AmazonInspector*ManagedRule"

]
1,
{
"Sid": "LambdaCodeVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"codeguru-security:CreateScan",
"codeguru-security:GetAccountConfiguration",
"codeguru-security:GetFindings",
"codeguru-security:GetScan",
"codeguru-security:ListFindings",
"codeguru-security:BatchGetFindings",
"codeguru-security:DeleteScansByCategory"
1,
"Resource": [
nan
]
1,
{
"Sid": "CodeGuruCodeVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:GetRolePolicy",
"iam:GetPolicy",

iam:GetPolicyVersion",

iam:ListAttachedRolePolicies",

jam:ListPolicies",

iam:ListPolicyVersions",
"iam:ListRolePolicies",
"lambda:ListVersionsByFunction"

]I

"Resource": [
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"

1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"codeguru-security.amazonaws.com"

]

}
I
{
"Sid": "Ec2DeepInspection",
"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:DeleteParameter"”
1,
"Resource": [
"arn:aws:ssm:*:*:parameter/inspector-aws/service/inspector-linux-application-paths"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel"

1,

"Resource": [
"arn:aws:cloudtrail:*:*:channel/aws-service-channel/inspector2/*"

1,

"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
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"Sid": "AllowlListServicelinkedChannels",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "AllowToRunInvokeCisSpecificDocuments",
"Effect": "Allow",
"Action": [

"ssm:SendCommand",
"ssm:GetCommandInvocation"
1,
"Resource": [
"arn:aws:ssm:*:*:document/AmazonInspector2-InvokeInspectorSsmPluginCIS"
]
},
{

"Sid": "AllowToRunCisCommandsToSpecificResources",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I

{
"Sid": "AllowToPutCloudwatchMetricData",

"Effect": "Allow",
"Action": [
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"cloudwatch:PutMetricData"

1,

"Resource": [

nmin
1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/Inspector2"
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- UE AWSKMS &3 a5 22 At8stod I 22| 7|2 YS5HE AHNE ST
= & LICH AWS KMS Amazon Inspectore A4S 2t 3 5151 = O AFSE KMS 7 (o]
InspectorEc2Exclusion E{7} X|HE B2 AHNE 5585 X| et &LICH

oige Cigl Ze et yMoz TaEL
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Instanceldentification",
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"
1,
"Resource": "*"
.
{
"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"
1,
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {

"aws:ResourceTag/InspectorScan": "*"
}
}
.
{
"Sid": "CreateSnapshotsAnyInstanceOrVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"
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},
{
"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",
"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion": "true"
}
}
I
{
"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
I

{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"ec2:CreateAction": "CreateSnapshots"
1,
"Null": {
"aws:TagKeys": "false"
1,
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
1,
{
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"Sid": "DeleteOnlySnapshotsTaggedForScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectorScan": "*"
}
}
I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
I
{
"Sid": "DecryptSnapshotBlocksSnapContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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},
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
.
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
},
{

"Sid": "ListKeyResourceTags",
"Effect": "Allow",
"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"
}
]
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

.
"eventTime": "2023-10-17T16:02:3472",
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"eventSource": "gamma-inspector-scan.amazonaws.com",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync http/
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
},
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

},

"responseElements": null,

"requestID": "f@4l1la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f07-bc56-8a31bebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

"CompanyName": "Amazon",

"Region": "us-east-1",

"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z7",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:38Z7",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c."
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}

iy
"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instancelId": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
},
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"Imageld": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"
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}
}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"

iy
"RecordState": "ACTIVE",

"Vulnerabilities": [

{
"Id": "CVE-2022-34918",
"VulnerablePackages": [

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "Q",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
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"Vendor": {
"Name": "NVD",
"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z2",
"VendorUpdatedAt": "2022-10-26T17:05:00Z2"
},
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e@1b952eachbs",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
},
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]

+
"ProcessedAt": "2023-05-05T20:28:38.8227"
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