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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

1,

"Resource":"*"

}
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Version: GnuPG v2.0.18 (GNU/Linux)

mQINBFYD1fEBEADFpfNt/mdCtsmfDoga+PfHY9bdXAD68yhp2mONyH3B0z1le/MXI
8siNfoRgzDwuWnIaezHwwLWkDw2paRxp1NMQ9qRe8Phq@ewhelL rQu95dwDgMcwo0
gf9m1ikKVHjdVQOqgNH1B20FknPDXxMDRHcrm1JYDKYCX3+MODEHN1K25tIH2KWezXP
FPSU+TkwjLRzSMYH1L8IwjFUIIi78jQS9a31R/c014zuC5f0VghY1SomLI8irfoD
JSa3csVRujSmOAf903beiMR/kNDMpgD0OxgiQTu/Kh39c1608AKe+QKK48kq07hra
hldpzLbfeZEVU6dWMZt1UksG/zKxuzD6d8vXYH7Z+x@9POPFALQCQQMC3WisIKgj
zJEFhXMCCQ3NLC3CeyMg3vP7MbVRBYE7t3d2uDREkZBgIf+mbUYfYPhrzy@qT9Tr
PgwcnUvDZuazxuuPzucZG0J5kbptat3DcUpstjdkMGAId3JawBbps77qRZdA+swr
0903 jbowgmf@y5ZS6KwvZnC6XyTAkXy2i07mSTAIRECTANTZzYzfp5v7uD7w8Dk@X
10rfOm1VufMzAyTu@YQGBWaQKzSB8tCkvFw54PrRuUTcV826XU7SIINzmNQo58uL
bKyLVBSCVabfs@lkECIesq8PTIOxMYfQJ421uATHYyYUnFTU2TYrCQEab70QARAQAB
tCdBbWF6b24gSW5zcGVjdGOyIDxpbnNwZWN@Ob3JAYW1lhemOuLmNvbT6JAjgEEWEC
ACIFAlYD1fECGWMGCwkIBwWMCBhUIAgkKCwQWAgMBAh4BAheAAAOJECROCWBYNgQY
8yUP/2GpIl40f3mKBUiSTe@XQLvwiBCHmY+V9fOuKgDTinxssjEMCnz@vsKeCZF/
L35pwNa/oW@0]a8D7sCkKG+8LuyMpcPDyqptLrYPprUWtz2+qLCHgpWsrku7ateF
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gpg --import inspector.gpg
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gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported

gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
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gpg --verify ./install.sig
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gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
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Amazon Linux

* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1
* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

e CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Workstation
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Workstation

Red Hat Enterprise Linux

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Server

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Server

« CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Workstation

« CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 1
Server
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Linux 6 Benchmark v2

Linux 6 Benchmark v2

Linux 6 Benchmark v2

LTS Benchmark v1.0.0
LTS Benchmark v1.0.0
LTS Benchmark v1.0.0

LTS Benchmark v1.0.0

LTS Benchmark v1.1.0
LTS Benchmark v1.1.0
LTS Benchmark v1.1.0

LTS Benchmark v1.1.0

LTS Benchmark v2.0.0
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LTS Benchmark v2.0.0
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1 Server
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2 Server
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2 Server

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0,

Level 1 Member Server Profile)
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« US East (Ohio) - arn:aws:iam::646659390643:root
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* Europe (Frankfurt) - arn:aws:iam::537503971621:root
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Linux

2016.

Amaz X|& x| x| x| & Deprecated
Linux

2016.

Amaz X|& x| x| x| & Deprecated
Linux

2015.

Amaz X|# x| x| x| Deprecated
Linux

2015.

Amaz X|¢ INE= INE=!

Linux

2014,

Amaz X|¢ x| INE=!

Linux

2014,
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2012.

Amaz X|& x| x|
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2012.

Ubun X|¥ x| x|
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LTS

Ubun X[ INE INE NE Deprecated
18.04

LTS

Ubun X[ NE NE NE Deprecated
16.04
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14.04
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Debic X|& Xl Xl
10.x,

9.0

9.5,

8.0

8.7

RHEL x| x| & x| &
8.x

RHEL x| x| & x| & x| &
7.6

7.X

RHEL x| x| x| INEE Deprecated
6.2

6.9,
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Cent( x| x| x| & x| &

7.6

7.X

Cent( X|H x| & x| & x| & Deprecated
6.2-6

7.2-7

Wind: K| x| &

Serve

2019

Base

Wind: X[|& x| x| & Deprecated
Serve

2016

Base

Wind: X[|& x| x| Deprecated
Serve

2012

R2

Wind: X[|& INE INE Deprecated
Serve

2012
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/inspector/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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()oll

"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:542"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
"userName": "Alice"

},
"eventTime": "2016-04-14T17:12:347Z",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"resourceGroupTags": [
{
"key": "Name",
"value": "ExampleEC2Instance"

1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666

oclRMp8B"

1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",

"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Ff0",

"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"

:resourcegroup/0-
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Amazon Inspector Classic ALERE7H0|=

AWS Security HubZH(2hH ol S&F

AWS Security HubO| M= AWSO|M 2ot HEfE T Mo = mofe = Qo 2ot A & 2 2
Atziet Hlwstod B+ EE &ele = QU&LICH Security Hub= 0421 AWS AHH, MH|A & X|HE[= E
AP THEL] MF0|M 22 C|O|EE +~Estod 22 FME BEMetn 2M=RI7 7MY £2 HoF EXE

mofst= ol = &8 &L

Security Hub2t 2| Amazon Inspector & &2 & &5t Amazon Inspectord| M Security Hub2 ZE Al 2
I E MEE 4 U&LICh 281H Security Hube= E0F EfAM| E440f o|2{8F 2ot E =& E 4+ USLICH
FAt

« Amazon Inspector0i| A Security HubZ ZAI}E ELIE "

« Amazon Inspector7} M&Est= ZAI 2ol £

- A ™S XA Azt

« Security HubE AE

+ Security Hub0il M 7|

i |mok
my
-]
T |2
il
o
|m

« Amazon InspectorZt & 748+ ROl AP 21}

« ESt
S H

- B0

Amazon Inspector0ll A Security HubZ Z1E ELH= &

Security Hub2| Z¢ ot EME ZAntet Zro| FHgfLICH Y5 ZAhtE CHE AWS AMH|A EE= ME
Mat=

ZELIC} Security HubolE 29 EME & X

o
ki
I
=]
mjn

x

Security Hub= O|2HEt 2 E £X{E &Yctstod 20 E &eled =72 NS ELICH A8Xte 2t S
S22 x3l5tD EEZE £ Aol Fo{T Aoo| MR HEE X3|E £ JU&LICH AWS Security
Hub At B Mo 2ot E7|E HZESHMR. 8 Fo{ZTl Autol CHet ZAL HEfE FHE =& UE
LICt. AWS Security Hub AFE AE A0l A Z1toi| CHEE 2] =S FXFAML

Security HubS| 2 & Z1t= EF JSON A2 AFSFLICE 0l& AWS Security Finding
Format(ASFF)O|2t 1 &ILIC}. ASFFollE EXe &1, J&s &

2 SlAaAet Aol #HA oEf Sofl &
A

WS Security Finding 2 4/(ASFF)&

AL

Bt M2 HE 7t ZEELICH AWS Security Hub AHE A A0l A
AxstMl2.

Amazon Inspector0i| A Security HubZ ZIE E LY

rir

HF e 7% Latest 134


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-taking-action.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.htm
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{
"SchemaVersion": "2018-10-08",

"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f6@0cb6d443d8",
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"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/@-PmNVQTcd",
"AwsAccountId": "111122223333",
"Types": [
"Software and Configuration Checks/AWS Security Best Practices/Network Reachability
- Recognized port reachable from internet"
1,
"CreatedAt": "2020-08-19T17:36:22.1692",
"UpdatedAt": "2020-11-04T16:36:06.064Z",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40,
"Original": "6.0"
I
"Confidence": 10,
"Title": "On instance i-0cl@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",
"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0cl10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-Qaf64c8a5eb30ca75 and IGW igw-e209d785",
"Remediation": {
"Recommendation": {
"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}

I
"ProductFields": {

"attributes/VPC": "vpc-a@c2d7c7",

"aws/inspector/id": "Recognized port reachable from internet",

"serviceAttributes/schemaVersion": "1",

"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/0-Ck2F6tY9/finding/0-B458MQwe",

"attributes/ACL": "acl-154b8273",

"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/@-rqtRVOUO/Tun/0-Ck2F6tY9",

"attributes/PROTOCOL": "TCP",

"attributes/RULE_TYPE": "RecognizedPortNoAgent",

"aws/inspector/RulesPackageName": "Network Reachability",

"attributes/INSTANCE_ID": "i-0@cl@c2c7863d1la356",

"attributes/PORT_GROUP_NAME": "SSH",

"attributes/IGW": "igw-e209d785",
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"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/0-PmNVQTcd",
"attributes/SECURITY_GROUP": "sg-@af64c8a5eb30@ca75",
"attributes/ENI": "eni-078eac9d6ad9b20d1",
"attributes/REACHABILITY_TYPE": "Internet",

"attributes/PORT": "22",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/

inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60ch6d443d8",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [

{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",
"Partition": "aws",
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
.
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"
1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"

}

15
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"

},
"RecordState": "ACTIVE"
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arn:aws:inspector:
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