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Example S&f

"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "012345678912",
"jamRegistrationResponse": {
"errorMessage": "",
"registrationStatus": "REGISTRATION_SUCCESS",
"roleArn": "arn:aws:iam::012345678912:r0le/AWSIoTFleetwiseServiceRole"
},
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",
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Stack ID Description
arn:aws:cloudformation:us-east-
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® Vehicle model created X
You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog
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(® Vehicle model created X
You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog
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MM EsE HEAOIEHE #+M5te{H CHS HEE RIYg LIt

dataType - 15 9| CI|O|E{ A2 INTS, , UINTS, , UINT16, INT16, INT32UINT32INT64,
UINT64, BOOLEAN, FLOAT, DOUBLE, STRING, UNIX_TIMESTAMP, _, INT8_ARRAY,
INT16_UINT8ARRAY, ARRAYUINT16_ARRAY, INT32_ARRAY, _ARRAY, UINT32_,
INT64ARRAYUINT64ARRAYBOOLEAN_ARRAY, ARRAYFLOAT_, STRING_DOUBLEARRAY,
_ARRAY, _, UNIX_TIMESTAMPARRAY_ fullyQualifiedName, UNKNOWN, EE= C|O|E{ &4l =224
xlol HelEl ArERt X|E 7= & stLtoof & LICH.
fullyQualifiedName— &1Z 0| 2tF35| HTstE O|E2 A5 AZEof Al
OIS Ciet ZelLich 5t Al S LIEHHRA™ R()S A BLICH o8 S0
Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringStatec
HandsOffSteeringState AZF0i|0|E{ 9| 2t™5| M 5tEl O|F LICH
Vehicle.Chassis.SteeringWheel.HandsOff.7} AF0{0|E{Q| ZZQILIC}
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25| HrtatE ol&2 zIc 150K K| 7S LICH R&E8F 2% a—z, A-Z,0-9,: (EE), ¥ _ (&

MO

(MEH AFEH) Description — &lZo0i CHE MHEQILICE

34



AWS loT FleetWise TR 7H0|E

nx
0F
rlo

. RES &4t a-z, A-Z,0-9, (EE), (EE), ¥ -(5t0|E)

%|CH 2048RFILICH 2

o (M AFE) unit — A1Z 0| TFSt EFR| (o km EE= M),

o (MES AE) min — AZ 0| F|AZEILIC

. (4% A g max — AlE 0| Z|CHghLICH

-« (M4 AL®) assignedValue — &= o #EE ZHlLct.

o« (M= AFE) allowedValues — &2 7} BhotE0|= 2 SFAULICH

« (M= AlE) deprecationMessage — 0|5 = MAE= =& & E7(0f O x| SE HiAl
RlLlct
= Z|CH 2,048%HE Z&FE deprecationMessage = U&LICE REE XAt a-z, A-Z, 0-9, (B &),
(L&), X -(sto|E)

« (ME AFY) comment — MY 2ol ZHEE FIIELICH ZHEE ALE5t0d MM EEE HF0{0|E
of CHEh &7+ HE (of: OB XM 24 & & MM EE= AFofo|E{ol CHEt & X) E MBE = UE
LICH.

IHE = x[CH 2048Kt7H K| £ = J&LICH K& 8 X a—z, A-Z, 0-9, ((EE), (EE), ¥ -(5t0l
Z)

= I:'||0|E'| RI2 HIT AARE 2R Y M ArSELICH 27] o= o243t HIo|E fR¥2 #+X

et S8 2 FEELCH XA = o|o|x[ek 0| 04E-| o2 dEHE= *._
|E ClO|E{ R&(0d: UINT8) EE= CHE 7
C}. 04|E £ 01 Vehicle.Cameras.Front= 7|8 LPEP LH_|_ Vehlcle Cameras Front. ImageE = 1|% Lt
EtLHOH Vehicle.Cameras.TimestampE &€ LIEFLLICE.
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S SX e ololH R oxls M5 X HolE 82 BHY JSON Itz LIE L= HE 20iEL
Ct.

Example S8 OIO|E /8

"Vehicle": {

"type": "branch"

// Signal tree
.
"ComplexDataTypes": {

>
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"VehicleDataTypes": {
// complex data type tree

"children": {
"branch": {
"children": {
"Struct": {
"children": {

"Property": {
"type": "property",
"datatype": "Data type",
"description": "Description",
//
}
I
"description": "Description",
"type": "struct"
}
}
"description": "Description",
"type": "branch"

2 A3 EEE CH2EE510{ ROS 2712 HAIXIE 4% 7IE 29 38t E|= VSS JSON 1t

U2 HEHg = U&LICH REMIEE LI 2 Vision System Data Developer GuideE & Z35HMIL.
HI AAE HO|E= E7tE 22|A0|H HEE = U&LICH

FEA T
MR XIH FXR(EE FEA)E FHH OIS HEE X|HEL|CH.

fullyQuallfledName AER X FERO| H3tE O|FLICE o & S04, AEX}F XIH X9
MTFsHE O|&2 ComplexDataTypes.VehicleDataTypes.SVMCamera® & QU&LICH.

r
MO

At:a—z, A-Z,0-9,: (EE) ¥ _ (¥

25| HrtskE o|&2 zIcH 150K K| 7t & LCH f&
ZES
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« (ME AL Description — AlE 0 CHEF Ml |CH

M %|CH 2048KFULICH R &8 2 a—z, A-Z, 0-9, (EE), (ZE), L -(5l0|E)
o (M4 AtE) deprecationMessage — O|& EE= M A|El= == E= 2704 CHEE X[ SE HIA|
xlduct
21} az, A-Z, 0-9, (E22),

= Z|CH 2,048KHE E & & deprecationMessage &= U&LICH R E 8t
)

o (MEY AL comment — A™H Qo IHEE FIIgHLICH FHEE AFE504 MM EEE 4F0f0|H
of CHet 7} HE (of: O|BX 27 == &3 MM EEE HFofo|Eof CiEt & X)) E MEZE £+ U
L|C}

FAHEE= Z|CH 2048AH7H K| £ £ U&LICH K& 8 EXl: a—z, A-Z, 0-9, (EE), (L&), L -(50]
Z)
&M

dataType — &= 9| G[O|E{ &2 INTS, , UINTS, INT16, , UINT16, INT32UINT32, INT64,
UINT64BOOLEAN, FLOAT, STRING, DOUBLE, , UNIX_TIMESTAMP, _, INT8_ARRAY,
INT16_UINT8ARRAY, ARRAYUINT16_ARRAY, INT32_ARRAY, UINT32_ARRAY, INT64_ARRAY,
UINT64ARRAYBOOLEAN_ARRAY, FLOATARRAYDOUBLE_ARRAY, STRING_ARRAY, _,
UNIX_ARRAY_, TIMESTAMP__, STRUCT, STRUCT_, _ARRAY, _ & &}Lt0{0F & LICFUNKNOWN.

« fullyQualifiedName - At At K| 40| HrtstEl O|FULICH & S04, AFER X|H &9
XM73tE 0|2 ComplexDataTypes.VehicleDataTypes.SVMCamera.FPSE &= QU&LICH

25| HrstE o|§2 z|cH 150K K| 7ts®LICH &8 &AL a-z, A-Z,0-9,: (EE), ¥ _ (&
)
o (ME4 ALE) Description — &lE0of CHEF AHQILICEH

MH2 x|CH 2048KtLICH R =& 24k a-z, A-Z, 0-9, ((E8), (2 &), 2 -(5t0[E)
o« (MEH AtE) deprecationMessage — O|S E= AXElE L E E= 27(0f CHE X1 ST HIA|

x| Lct.

= Z|CH 2,048XHE X & & deprecationMessage = U&LICH RE 8 EX}: a-z, A-Z, 0-9, (EB),
(ZE), LU -(3t0IE)
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o (MEH ALE}) comment — AH QJof| AHEE FIIEHLICH IHEE AI250{ MA EEE AZ0i0|E
of CHEr &7+ HE (0f: OIEXM 2 = 2t MM EE= AFof o|E{of| CHEt & X) & 2
LICt.

IHE = Z|CH 2048KH7HK| £ 5= U&LICH RESH X a—z, A-Z, 0-9, (EE), (EE), ¥ (50

. (ME4 AbEH) dataEncoding - £440] HHO|L{2| CIO|E{QIK| 042 & LIEFHLICEH AR K| £449]
Clo|E| Q13 22 BINARY = = 3tLtofof & LICITYPED.

o (MEH AR structFullyQualifiedName - AFSXF X|H £449| C|0|E R 0| Struct E= 21 3
? AEX XE &50] CHet +X(7X) = =2| ¥35tEl O|F LTt StructArray.

sl HretEl o|F2 ZICH 150Kt K| 7ks & LICH R &8 24 a2z, A-Z,0-9,: (E8), ¥ _(Z

).

My e

AWS IoT FleetWise 15 FIEFZ2 T A

CreateSignalCatalog APl 242 At&35t04 A5 FIEIE 08 e = JU&LICt O F XM= &
A& g LICH AWS CLI.

S FIREOE OHEE{HE CHE HES -
Replace signal-catalog-configuration 7++30| Z& & JSON L 9| O|§2 AFSFLICEH

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

L&A, MM 3 HFOO|EIE TAISHE Widol CHEF RFAIEH LIS AWS IoT FleetWise 413 43

7 S
MPE XA,
{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
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"branch": {
"fullyQualifiedName": "Types"
}
I
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"struct": {
"fullyQualifiedName": "Types.builtin_interfaces_Time"
}
},
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.sec",
"dataType": "INT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.stamp",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.builtin_interfaces_Time"
}
I
{
"property": {

"fullyQualifiedName": "Types.std_msgs_Header.frame_id",
"dataType": "STRING",
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"dataEncoding": "TYPED"

}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras.Front"
}
I
{

"sensor": {
"fullyQualifiedName": "Vehicle.Cameras.Front.Image",
"dataType": "STRUCT",
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"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_msg_Float64"
}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_msg_Float64.data",
"dataType": "DOUBLE",
"dataEncoding": "TYPED"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_msg_Float64"
}
I
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.x_offset",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.y_offset",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{

"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.height",
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"dataType": "UINT32",
"dataEncoding": "TYPED"

}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.width",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
}
]
}
(@ Note

o2 A3 EEE CHREES0{ ROS 2712 HIAIXIE &1E 71229 3 8HE[= VSS JSON I}
LICH RFMIBH LH& 2 Vision System Data Developer Guide® & ZE3HMIL.
HIT A|AR CIO|E = B7HE 2I2[A0|H HEE £ JU&LICH

A FHE 2T dY 42


https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb

AWS IoT FleetWise

JHeER 7Hol=

AWS IoT FleetWise 15 FIEF2 T 71X 7|
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FHEZIE 7M1 E S40| EAIE[X| ef&LICH

ME FIEH2OE 7MMQBiE 89

2. ErM EtofM AlS 7 FEE*E:L(&gnaI catalog)& ME4FLICE
3. AME RO 2 HOo|X|oM AlE FIEFR T 71K 7S MEHEHLICE
4, MzE7F ZEE otUg JxSLCH
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S3 Al MHEAMO| H{Zlof| HM|ASH= B

- HFHM IS dz=Esttis B2

a. Import file(T Y 7tX427()S HEAEFLICH

£ Amazon

M FIEt2 T 7K 7]

43


https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-bucket-intro.html

AWS loT FleetWise TR 7H0|E

AMZ FHEFZ23 7FK{ 2 7|(AWS CLI)

¢}

| (o]

ImportSignalCatalog APl 212 AI&35t04 A5 IR 2O E Hdsl= o =0 EIE JSON m} >4
2 & £ Q&LICH Vehicle Signal Specmcatlon(VSS)E (2t JSON melof AlS & R{&3Hok & LCt.
CtE Mo M= & AFSELICH AWS CLI.

jo

0|I m

=

Z 7208 7IXQE{H O S TP AddgLch

« Replace signal-catalog-name MA3t2{dE A5 7tEt29] 0|§0| EAIELICH
=
=

o (MEHALE) MBS 2 HIR 7| description dE FHEEZEOE AlHESE =

* Replace signal-catalog-configuration-vss 0 HO|El A5 7} ZLEHE JSON EAtYE mp ol
O|&VSS.

271, &4, diM 2 HF00|EE Fdste= ol CHEF AFAMIEH LHE 2 AWS IoT FleetWise £15 T4

MME BESHMR

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \
--description description \
--vss file://signal-catalog-configuration-vss.json

E BAYESE| T vssIson ZEE S350k JSON & L|CH CI2 2 of Zol=l A5 90| of| lL|ChYSS.

-~

"Vehicle": {
"type": "branch",
"children": {
"Chassis": {
"type": "branch",
"description": "All data concerning steering, suspension, wheels, and brakes."
"children": {
"SteeringWheel": {
"type": "branch",
"description": "Steering wheel signals",
"children": {
"Diameter": {
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"type": "attribute",

"description": "The diameter of the steering wheel",
"datatype": "float",
"unit": "cm",
"min": 1,
"max": 50
},
"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {
"type": "actuator",
"description": "HndsOffStrWhlDtSt. Hands Off Steering State",
"datatype": "boolean"
},
"HandsOffSteeringMode": {
"type": "actuator",
"description": "HndsOffStxWhlDtMd. Hands Off Steering Mode",
"datatype": "int8",
"min": Q,
"max": 2
}
}
}
}
I

"Accelerator": {
"type": "branch",

"description": "",
"children": {
"AcceleratorPedalPosition": {
"type": "sensor",
"description": "Throttle_ Position. Accelerator pedal position as percent.

Not depressed. 100 = Fully depressed.",
"datatype": "uint8",

"unit": "%",
"min": O,
"max": 100.000035
}
}
}
}
},

"Powertrain": {

M FIEt2 T 7K 7]
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"type": "branch",
"description": "Powertrain data for battery management, etc.",
"children": {
"Transmission": {
"type": "branch",

"description": "Transmission-specific data, stopping at the drive shafts.",
"children": {
"VehicleOdometer": {
"type": "sensor",
"description": "Vehicle_Odometer",
"datatype": "float",
"unit": "km",
"min": O,
"max": 67108863.984375
}
}
},

"CombustionEngine": {
"type": "branch",
"description": "Engine-specific data, stopping at the bell housing.",
"children": {
"Engine": {
"type": "branch",
"description": "Engine description",
"children": {
"timing": {
"type": "branch",
"description": "timing description",
"children": {
"run_time": {
"type": "sensor",
"description": "Engine run time",
"datatype": "intl6",
"unit": "ms",
"min": O,
"max": 10000
},
"idle_time": {
"type": "sensor",
"description": "Engine idle time",
"datatype": "intl6",
"min": Q,
"unit": "ms",
"max": 10000
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},
"Axle": {
"type": "branch",
"description": "Axle signals",
"children": {
"TireRRPrs": {
"type": "sensor",
"description": "TireRRPrs. Right rear Tire pressure in kilo-Pascal",
"datatype": "float",
"unit": "kPaG",
"min": O,
"max": 1020
}
}
}
}
},
"Cameras": {
"type": "branch",

"description": "Branch to aggregate all cameras in the vehicle",
"children": {
"FrontViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"
1,
"RearViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Rear view camera"
},
"LeftSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"
},

M FIEt2 T 7K 7]
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"RightSideViewCamera": {

"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"
}
}
1,

"ComplexDataTypes": {
"VehicleDataTypes": {
"type": "branch",

"description": "Branch to aggregate all camera related higher order data types",

"children": {
"SVMCamera": {
"type": "struct",

"description": "This data type represents Surround View Monitor (SVM) camera

system in a vehicle",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I

"Description": {
"type": "property",

"description": "Description of the SVM camera",

"datatype": "string",
"comment": "Test comment",

"deprecation": "Test deprecation message"

}I
"FPS": {
"type": "property",
"description": "FPS of the SVM camera",
"datatype": "double",
"comment": "Test comment",

"deprecation": "Test deprecation message"

iy

"Orientation": {
"type": "property",

"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",

M FIEt2 T 7K 7]
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"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Range": {
"type": "property",
"description": "Range of the SVM camera",
"datatype": "VehicleDataTypes.Range",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"RawData": {
"type": "property",
"description": "Represents binary data of the SVM camera",
"datatype": "uint8[]",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"CapturedFrames": {
"type": "property",
"description": "Represents selected frames captured by the SVM camera",
"datatype": "VehicleDataTypes.Frame[]",
"dataencoding": "typed",

"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
I
"Range": {
"type": "struct",
"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Max": {
"type": "property",
"description": "Maximum range of a camera in centimeters",

M FIEt2 T 7K 7]
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"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
I

"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is oriented to the front of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
1,
"Rear": {
"type": "property",
"description": "Indicates whether the camera is oriented to the rear of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
1,
"Side": {
"type": "property",
"description": "Indicates whether the camera is oriented to the side of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
1,
"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
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"Data": {
"type": "property",
"datatype": "string",

"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
}
}
}
}
}

CHE oldl= JSON EAxtdvssol HeolEl 2t s st dlE & HoiELICH

"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type

\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,

and brakes.\",\"children\":{\"SteeringWheel\":{\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit
\":\"em\",\"min\":1,\"max\":50},\"HandsOff\": {\"type\":\"branch\",\"children\":
{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWh1DtSt.
Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":
{\"type\":\"actuator\",\"description\":\"HndsOffStxWhlDtMd. Hands Off Steering Mode
\",\"datatype\":\"int8\",\"min\":0,\"max\":2}3}3}}},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\":{\"type\":\"sensor
\",\"description\":\"Throttle__ Position. Accelerator pedal position as percent. 0

= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.000035}3}3}3}},\"Powertrain\": {\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the
drive shafts.\",\"children\":{\"VehicleOdometer\":{\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\" :\"km\",\"min\":0,\"max
\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":
{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":
{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"intl6\",\"unit
\":\N"ms\",\"min\":0,\"max\":10000},\"idle_time\": {\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"intl6\",\"min\":0,\"unit\":\"ms\",\"max
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\":10000}333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right

rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":1020}3}3}331}"

Cl2 A3 ZEE CIREE3510{ ROS 2748| HIAIXIE A& 7tE 209} S8 E[= VSS JSON It
2 Ct. RFMIEH LIS 2 Vision System Data Developer GuideE & Z3HMI2.
HIT AIAR Clo|EE TIHE 2E2|A0|H HEE = &Lt

o= T AAH

AWS IoT FleetWise 1% 7tEF=2 1 CI|0|E

UpdateSignalCatalog APl 242 At&35t04 7|E 43 FIEF2 08 O[O EEY = U&LICE CHS oA
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A5 FIEF 272 AH0|EslE{H O 2 232 Alstist |}
Replace signal-catalog-configuration 7+430| & & JSON It 9| O|§2 AFSFLICEH

aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

Replace signal-catalog-name ¥O|O|EdtEi= 4% 72 29| O|FO| EA|ELICH.

27|, &9, MM L HF00|EHE 7/ d5t= HEdol CHEt REMIEH LIE 2 AWS loT FleetWise 415 4
MMZ BESMEL
/A Important

MR XI'E FEE= HEE = Q&LICEH 7|&E MK XH 2R (TR)0| £ 2 RHHEESHALE
Aelstior 5t A X E AAGID Hote SE =ME M 2 E MMELIC
MEX} X|H FEE AMX|5lE{H nodesToRemove A sHE X 0| ZstE 0|22 F e
Ch A0 &#ZEE 2 A4XE = G&LICH +Z8 ZX5t=E ZE AEEHY HolH &
Ho|cHd 22 Ho|EhesE A5 7IEHZ20 UHI0|EE QEEH7| ™ol LC|o|E5H7HLE AFX|H
OF &LC}.
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
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{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data.",
"fullyQualifiedName": "Vehicle.Front.Left"
}
},
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",
"fullyQualifiedName": "Vehicle.Front.Left.Door"
}
},
{
"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
.
{
"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
},
{
"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
.
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.ISO",
"dataType": "STRING"
}
}
1,
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{
"attribute": {
"dataType": "FLOAT",
"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",
AlE 72O HH0|E 53
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A+ &L AWS CLI.

/A Important
Mz st 2 a8 ARs| Mol B A Y, ClRC HUHAE, A%, E3 £ Auelol
HeX| HelstM 2. X|H2 e HZstMR

2 A
Of

LIEHAE ArK|

o AWS loT FleetWise &} 2F
« AWS loT FleetWise C|32
=13
o
=

=]
_|
« AWS loT FleetWise xF2F AFX]|

« AWS loT FleetWise Z3! At
AWS loT FleetWise Z{mH| Q! AFK]|

E Mx5ted{™ ot g HE 2 A&ELICH Replace signal-catalog-name 4 A|5t
O| O|§ 0| ZAIELIC

Get AWS IoT FleetWise &3 7221 HHE

ListSignalCatalogs APl 242 AI&35t0{ &1E FIEF 27| AN EIREX| & IE = U&LICH CHS o
Moz & AP EHLICH AWS CLL.

A FHEF2 T AMA| 54


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html

AWS loT FleetWise TR 7H0|E

aws iotfleetwise list-signal-catalogs
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AWS IoT FleetWiseE XS Al 8t AR AMSE 71X 22{H .dbc It UE 5tLI O] HEEFY
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AWS loT FleetWise & AIE8F A&0| e A2 A5 FIE 20 AMZSE MEHSHHLE .dbe

IUE YR ESH] MEE THKet AHE RE | MEE FIHE = &Lt
4 A o

o MEE MeEoH
2t SRt M MZ7F ZEEl.dbe THUS MEARFLICH 0424 7H2| .dbe THUE HEEE £ A& L

gtL|CH A5 o|EDt B2 &= X|CH 150K K| 7t s & LICH f &8 24Xt a-z, A-
|

ClOIE] f& - AlZ 2| O|0|E{ 82 INTS, , UINTS, INT16, , UINT16, INT32 UINT32INT64,
UINT64, BOOLEAN, , FLOAT, DOUBLE, UNIX_STRING, _TIMESTAMP, INT8_ARRAY,
UINTSARRAYINT16_ARRAY, UINT16_ARRAY, INT32_ARRAY, UINT32_ARRAY,
INT64_ARRAY, UINT64ARRAY BOOLEANARRAYFLOAT_ARRAY, DOUBLE_, _ARRAY,
STRING_, _, _ARRAY, _, _, UNIX_TIMESTAMP_ARRAY, Ec= = &fL}oqof &L|Ct
UNKNOWN.
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Replace vehicle-model-configuration #+430| Z&E JSON It 9| 0|2 AFSELICt.

aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model-

configuration.json
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https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateModelManifest.html
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« Replace vehicle-model-name MAslede 12 ZE Q| 0|E0| EAIELICEH
* Replace signal-catalog-ARN &l% FtEF219| Amazon 2|44 O|&(ARN)E AL & LICEH

o (ME AE) B D] description At EEE AEstE Ol 20| Bl d¥0| £ Elo{ J&LICH

, &8, MM 2 AT 0[EE Fdsts FHol| CHEF AHMEF LIE S AWS IoT FleetWise 415 714

{
"name": "vehicle-model-name",
"signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]

}
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Replace update-vehicle-model-configuration 7430 Z&E JSON I} o] Of
Ct.

aws iotfleetwise update-model-manifest --cli-input-json file://update-vehicle-model -
configuration.json
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateModelManifest.html
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{
"name": "vehicle-model-name",
"status": "vehicle-model-status",
"description": "description",
"nodesToAdd": ["Vehicle.Front.Left"],
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],
}
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3. A& 22 Ho|x|ofM CHat & ZHS MEHFFL|CH
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aws iotfleetwise delete-model-manifest --name model-manifest-name
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=
DRAFT - C|Z oL AE O| #HI|2 7 0|M

| MEE|X| &E&LICEH

. VALIDATING Cl2H iU T AET HAEE AE st U&LICH Ol= st ol&f ol HIT™ A|AE O
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« INVALID-C|ZH OHLIHAET} HE o AI{s =
HI™ A|AR OO|E 41571 28 E C|ZH LT A Eof B
GetDecoderManifest APIs & Al23t0{ A5 Almj 0

ICt. O|= 3tLt O] & 9|
istDecoderManifests 2!

.—III>
o

/A Important
+ AWS loT FleetWise 22 AI&5104 C|ZH OLHAEE HdH5t= B AWS loT
FleetWiseE AFS2 2 C|ZH OfLIHAEE & Msl8hL|Ct.

+ CreateDecoderManifest API 22 AFE5I0{ C|ZH OHLIHIAEE MMS= B C|=2
O OjL|H|AE = DRAFT &EHE & K|&LCt.

- DRAFT C|ZH OiLHAES HAAE A RHZ = A F2 O &= gL
UpdateDecoderManifest APl & AI&35l04 C|ZH OLIHAEE
Aghct.

« ACTIVE &EHo]l = ClZH oL HAE = HEE 5= ei&LICH

=HA

« AWS loT FleetWise U E 2|3 QIE{HO|A L C|AH AlE F4

AWS loT FleetWise C|Z | OLIHAE M

AWS loT FleetWise C|ZH OjL|HAE AH|0|E

AWS |oT FleetWise C|ZH OfL|HAE ALK

Get AWS loT FleetWise C|ZH OjLHAE ME
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AWS loT FleetWise HIE Q|3 QIE{HO|A L C|ZAH AE 4

-

DE CIZH oiLHAEN = Mok stLte| HEST Em 0|4t CIZH A&7 QIeH ol &3
El AE 2o x|HE AE et ®E o|FLICt

C|ZH DL HAEO| CAN HWER 3 QIE{HOo|AT7F & E AR CAN C|ZH A5 7 £ & E|o{0F &L
Ch. C|2H OHiLHAE0| OBD HER A QIE{H0|A 7} & E A< OBD C|ZH A5 7 Z & Z|o{oF &
L|C}.

=5
. HEST QIEH0lA 24

. C|3C Alz 714

HE2 3 2lE{H oA F7d
CAN HE2/3 QIE{HO|AE 7+M5lE{H CIE HEE X|™EF LIt
« name - CAN 2IE{m|0|A Q| 0| &lL|Ct.

QIE{m|0|A O|F2 1 7alofF 5tH 1~100AtE Zefe = U&LICH

o (MEH4 AFE) protocolName — ZZEEZ 0|&.

s &8t 2t CAN-FD & CAN
« (ME AL protocolVersion - AWS loT FleetWise & $AH CAN-FD 2! CAN 2.0bE X[ EtL|C}.

fEetd1.0%2.0b

OBD HE®3 QIE{H0|AE FdsttiH Ch5 YEE XIHELICH

* name - OBD QIE{H|0|A 9| O|& &IL|C}.
RIE{H[0|A O|&2 RN Ok 5tH 1~100KHE Z&E = U&LICH
« requestMessageld - A& C|O|EHE & st= HAIX[2| IDRLICE.

« (MEH4 AR dtcRequestIntervalSeconds - &2 & Btof RFZ oM TIEH 22X 2 E(DTCs)E "éi
ste BIZQILICH o & S0 X|HE 20| 12021 A< Edge Agent AZE Q| o{= 2&0}CH § DTCs
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L &8 Zk: true 2! false

« (MEH4 AR obdStandard - AWS loT FleetWise 7t X|¢45t= OBD E& ILICE. AWS loT FleetWise

= %Xl World Wide Harmonization On-Board Diagnostics(WWH-OBD) I1ISO15765-4 E& & K| &
L|Ct.
« (MEH AR pidRequestIntervalSeconds - AHEPIDsOA OBD IIE LE35t= BIZ ILICH &

£0{ X|HEl Zto] 1202 Z Edge Agent AZEQ|o{E 2£20tC} 8 PIDs B4 OBD II1E & gL

o (M= AHE) useExtendedIds - HAIX|IDsOM &E & AASEX| 0{F LT

&S ZL true L false

Io

At DIS90 HESRZ QEHo|AE F¥sted™ Chg HEE XIFgELICH

name - At O|E%0{ 2/E{H[0|A 9| O|& LT

RIE{H[0|A O|&2 nR8Hok 5tH 1~100KHE Z&E = U&LILCH.

 protocolName - Z2EZ 0| QlLICH.

L 57k ROS_2
Cl3H AE 74
CANC|ZH AEE 2Msle{H S HEE X|™EhLct,

. factor - HAIXIE Cl2ste o AFSElE s+

* isBigEndian - CAN MH|A|X|Q| HIOIE &=Xi{7}F HAC|AQIX] o F AL |Ct &lC|oF
oM 7tE &8t 20l 7H1E I 2 MEA A0 HY HEELICH

o
b
40
>
gl
>

« isSigned— HIA|X| MEH 042, MBE HA|X|= Lot S+E ZF EAE = UA&LICH
 length - MHIA[X|S| H}O|E ZO|.
- messageld - MHA|X[Q] IDRILICY.

« offset— 415 Zt2 ALSHE O A ElE QEZAIQLICH THE{QF &7A AlASHH HAS value =
raw_value * factor + offset@ Z&LIC

 startBit— MA|X|2| & Hml HIE {IXIE LIEHALICE.

o (M4 ALE) name — &= 9| O|F LT
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OBD C|ZH A5 & Fdsicdd g HEE XIFELICH

 bytelLength - HtO|E Er|o| HIA|X| ZO[LICEH

« offset— &3 22 ALStE Ol AA Rl L AQLICH AA LRI &7 A4S H value =
raw_value * scaling + offsetQ} Z&LICH

 pid- 0| &l=of CHaH XtZ oM Cllo|E ™ol Al TIE Z=L|ch

 pidResponselLength— QEE HA|X[Q] ZO|LICE

 scaling - HIAIX|& C|2E5t= Ol A8 El= &LIch

- serviceMode — HIA|X[Q] Q] 2 = (&IEH MH[A)RILICEH

- startByte — HIA|X[S| A|ZtS LIEFLICE

o (MB4 AL bitMaskLength — HIA|X|0M OFAZE|= HIE £QILIC}.

o (ME4 AFE) bitRightShift — 2EZOZE 0|88 ?|x| =Lt

HAIX| C|Z2E A5 E 7 MH5E2{H O BEE XIGE Lot
* topicName - HIA|X| 415 9| =A| O|F LICt Ol= ROS 29| Aol sHE B LICH Fx=FHE HIA|X]
iAol CHE REMIEH LHE 2 MM E B Z6HM| 2 StructuredMessage.

 structuredMessage - HIA|X| &lZof CHEt F Z8HEl HA|X|LICH primitiveMessageDefinition,
structuredMessageList’™ 2| & = structuredMessageDefinition BFS 2 2 o8t 4= Ql&LICt.

AWS IoT FleetWise C|ZH OjLIHAE A4

AWS loT FleetWise 2& E£= £ AFE5104 A1 2| CHE C|ZH OLIHAEE API 84E = A&
LIC}.
/A Important
C|ZE DL HAEE MEstedHE @M R EE*'% ELs&loF #Lict RE CIZH OHILITHAE
= A2k D0l edZd ook EFL|CE KEMIEH LI 2 AWS loT FleetWise 2 R E MM CHelg

SEC JIPN LN

=H
« C|AH OLHAE MA(ES)

« C|Z2H OjLHAE BFHEZ|(AWS CLI)
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AWS 0T FleetWise 2£& AtE50{ AtE EZEN HAE C|ZH OiLIHAEE HEE + AU&LICH
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JHeER 7Hol=
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- UHERZ IEHo|A0AM CHEE T LICH
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® Note

- Zt HES|3 QlE{m|o|Antct 8H7H2| .dbc Tt B HZ =8 4= Ql&LCt.

- AE DR X|HE ZE MBIt C|EH AE =

« CHE WESIT QAEHo|AE FItst7|= M=
R&LICH 7|1ZE HEQT QE{HO|AE 2F AMKIE 4= U&LICH

o
i
—
om
m
$Q

3EHA: HE & MY
ClZ2H oL HAE S| FHE Qle Ohs dds MEELIC

C|ZH ojLHAE PHET|(AWS CLI)

2{.dbc T UE UEESHMI L. AWS IoT FleetWise = .dbc Tt

. AWS loT FleetWise OlA MM E IDE Al2E

=

CreateDecoderManifest API 242 A& 35104 C|ZH OLHAEE MHE = U&LICH TS ol Ao

ME AWS CLIE AF23FLCt.

ClZ2H ofLHAEE BFESe{H O S TP Ao

Replace decoder-manifest-configuration #+40| Z&E JSON m}o| O|E 2 A EFLIC

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-
configuration.json
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateDecoderManifest.html
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- Replace decoder-manifest-name ‘843l2{= C|ZH LT AEQ| O|§ S AMS & LICH
 Replace vehicle-model-ARN At 2 & O| Amazon 2|4 A O[F(ARN)S ALS & LICE.

o (M AY) BTl description C|ZEH OILHAEE AEstE ol E20| £l HFO| Z& o]
olaL|ct
AA EH -

27| &M MM LU HFO|EHE F A5t ol CHEF REMIBH LHE S AWS 10T FleetWise HE 2
RIEHO|A F C|FH &S T MM

M
x
%
jo
%
|->I
g'l_l
x
0

=] .
{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {

"name": "myNetworkInterface",

"protocolName": "CAN",

"protocolVersion": "2.0b"

I,
"interfaceId": "QglacaenByOB3sSM39SYm",
"type'": "CAN_INTERFACE"

}
1,
"signalDecoders": [
{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
},
{

"canSignal": {
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"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,

"length": 24,
"messageId": 271343712,
"offset": O,

"startBit": 40
},
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

Iu}

* Replace decoder-manifest-name ‘843t2i= C|2H OfLIHAEQ| O|§E AFSEL
 Replace vehicle-model-ARN A& ZE O] Amazon 2|44 O|F(ARN)S AFS & LICEH

o (MEH ALE) D] description C|EZE OfLTHAEE AME5t= Ol 80| &l= MFEO0| £ /0]
A& LICE

FTEH) W 54 cCol £ME S SR U AT DUEY HUHAE)N ol 2t 5
817 RXIElo{oF BLICE 271, 44, A U HZ0J0|E{E TAIBHE ol CHE XFMIB LIS 2 AWS
loT FleetWise HE /T QIE{H 0|4 HC[ZH &ME 74 MME FESHAMR

{

"name": "decoder-manifest-name",

"modelManifestArn": "vehicle-model-arn",

"description": "description",

"networkInterfaces": [{

"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"

I

"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"

Yo &

"type": "VEHICLE_MIDDLEWARE",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
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"vehicleMiddleware": {
"name": "ROS2_test",
"protocolName": "ROS_2"
}
1,
"signalDecoders": [{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 16
I
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
I
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 40
},
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
},

"fullyQualifiedName": "Vehicle.CompressedImageTopic",
"type": "MESSAGE_SIGNAL",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"messageSignal": {
"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage"
"structuredMessage": {
"structuredMessageDefinition": [{
"fieldName": "header",
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JHeER 7Hol=

"dataType": {
"structuredMessageDefinition": [{
"fieldName": "stamp",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "sec",
"dataType": {

"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition": {

"primitiveType": "INT32"
}

}

I

{

"fieldName": "nanosec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition": {

"primitiveType": "UINT32"

"fieldName": "frame_id",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition": {

"primitiveType": "STRING"

"fieldName": "format",
"dataType": {
"primitiveMessageDefinition": {

C|AC OLHAE A
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"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"

}
}
}
I
{
"fieldName": "data",
"dataType": {
"structuredMessagelListDefinition": {
"name": "listType",
"memberType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "UINT8"
}
}
I
"capacity": 0,
"listType": "DYNAMIC_UNBOUNDED_CAPACITY"
}
}
}
]
}
}
}
]
}
(® Note

o2 A3ZEE 22 E5t0 HIM AlAE A5 7} Z8HE C|30] BUHAES MAE & 9

&LICt XtM|EH LHE 2 Vision System Data Developer GuideE & Z35HM| 2.
HIT™ A|AE Olo|EH= Bt 22lAo0|H HEE = &L

O 2 T AAHE

AWS loT FleetWise C|ZH O LI HAE 40| E

UpdateDecoderManifest APl 242 AF&35t0{ C|ZH OfLIHAEE UH0|EE £ JU&LICH HEX
3 QlEmo|At AE C|RHE FIt, M7 L AUCIO|EE = USLICH C|ZH OHLHAES| 4EHE
HEAE =L JU&LUct oS olAlol M= AWS CLIE AF& & LCEH
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-decoders.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateDecoderManifest.html
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ClZ2H OfLHAEE HO|O|Estedd Chs BB S AL

Replace decoder-manifest-name QC|0|EStEd= C|ZH O LHAES| O|F§ 2 AFSELICH.

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE
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AWS IoT FleetWise C|ZH OjLIHAE AFK]|

AWS loT FleetWise 2& == & At&5t0{ C|ZH DiLIHAEE API ATKE +~ JU&LICH

/A Important

Cl2E oiLEAEQ HAAE RS TM AfA|stoF BfLICH REAEH LIE 2 AWS IoT FleetWise

A2 ALK EHRIE BT SHAAIR.

|

« C|Z2H OjLHAE AX|(E2)

- C|ZH OjL|HAE AFX|(AWS CLI)

ClZH LA E ATK|(2E)
AWS loT FleetWise Z&2 At&5t0{ C|ZH OHLIHAEE AME = JU&LICH
ClZ2H OiLHAEE &A5tEis 42

1. AWS IoT FleetWise 2& £ O|S&LICI.
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5. CHY CIZC ODHLIHAEE ME{S CHS AXE ME=fErLICH
6. A AMEAIZI&LI decoder-manifest-name?0i Al A A& C|2C OfLIBHAEQ| O|§ S =45t

CHS 2 els MEfghLCE

C|ZH OHL|HAE AFAI(AWS CLI)

DeleteDecoderManifest APl 212 A85t0d C|ZH OHLIHAEE A E 4 Ql&Lich ChS o Ao
M= = AFREHLICH AWS CLI.

/A Important
ClZH HLHAEE AKX S| ol A #hed RHES AME LICH XEAMEH LIS 2 AWS loT
FleetWise At AKX EHHE H =oAL

ClZ2H OiLHIAEE AfK|ste{™ Chs BE S A-dgict

Replace decoder-manifest-name &M|ste{= C|ZH OiLIHAE Q| O|§ S AFESFLICEH
aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name

Get AWS loT FleetWise C|ZH OjLIHAE HE

ListDecoderManifests APl 242 AF& 35104 C|ZH OHILIHAE7F AN EIR =X =" = U&LICE
CtS XM= E AFSRLICH AWS CLI.

DECIZH OLHAES| Qo S82 HO|X| B2 AM5tE{MH Ol BHES A-FLIC
aws iotfleetwise list-decoder-manifests

ListDecoderManifestSignals API 242 At&3101 C|ZH OfLIHAEQ| C|ZH A E 7t AC|0|E KR
=X =Zelg = &LIct ChE oMo M= & AFSELICHAWS CLI.

AIEE C2 tfUB A U= RE LI 8E(=5)0 29 S5g HO|XER FEsto] ZMs

oiH Chs BP0E AL

Replace decoder-manifest-name &2l §Q C|ZH OlLIHAEQ| O|§2 AMSELICEH

aws iotfleetwise list-decoder-manifest-signals /
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifests.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestSignals.html
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--name decoder-manifest-name

ListDecoderManifestNetworkInterfaces APl Z2fd& AFE5t04 C|ZH OHLIHAE S| HE L3 QIE{H O]
A7 AOIOIEE|RA=X| EQIE = QU&LICE CHS odlod= AWS CLIZF AF2ElL|CH.

XHE ClZH LHAENM ZE HELS 2E{Ho|A0 29 SE2 H0|X|HEE BFslo] 445}
oiH OHE BE S Lo

Replace decoder-manifest-name @l SQI C|ZH OiLIHAEQ| O|§2 ASFLICEH

aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name

GetDecoderManifest APl & AF&510{ C|ZH OfL|HAE S| HEX T QE{HO|AL CIZH &S
7t QOO E LR =R| &le 4= Q&LICH CFS oMol E & AR EFLICH AWS CLI.

AN — g |

ClZ2H oHLH A Eol CHEF HEE AMsied™ O FE S et

Replace decoder-manifest AM5tei= C|ZH OHL|HAES| O|FE AL ELIC.

aws iotfleetwise get-decoder-manifest --name decoder-manifest
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetDecoderManifest.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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AWS loT FleetWise xI2F 22|

2k medlo| QIAEAIARIL|CH RIZFe *tEF REO|AM MAME|T C|ZH OjLHAEQ 942 E|0]
. xtZ 2 stLt o|&f | CIO|H 2EEE ZetRE0| UYZEELICH o|E S0 X E2 =& A
= O|HE ZEIREE &Y =+ U&LICH 2E AEol= 2 HEJ 2oLl

S AlEsts IDYLLCH

At OlF0 7HR! Al HE(PI) EE= VB 7| EEE BT YEE FIt6tX| O, & 0|2

Amazon & EZ &t CHE AWS MH|A0AM HMAE £ Q&LICH CloudWatch. %2 O|&2 712! O
O|E{L} RIZt s CllO|E{ofl AF2517| I8t Zd0] o=t
modelManifestARN

A2 22 ofLHAEARN)2| Amazon 2lAA O|E()ULICH RE A2 2 REHE J|dte
2= M= |CH S8 &2 Dol A XIS AF2F Dol AFSE S5 Als D202
TAMEILICH olgq8t AlsE AS FIEZ 0| Holg|1 EFESHELICE

decoderManifestArn

C|ZH OiL|HAEARNS| . C|2H OHL|HAE = AWS IoT FleetWise 7} HA| 1% O|O|E{(O| T O
O|E)E AR O| 22 &= /U= USSR HES = ol A 8E = Us I:I:'%' HEE M3guct cl2H
74

OjLHAE = xt2F 2E D ¢4Z4E|o{oF EFLICE. AWS IoT FleetWise = S8t C|ZH OHILIHAEE

A83to] SUEH A E ZEE (Bt 2 MAdE REEF0IAM HA| HIOIE% CIZEELICH
attributes

S42 Yu gt 2EE 712 oYUk MTole 2 RHM 44E S0 i 4

ReLICh &4 RTlstol M e SUH A DM MHE CIE AT TEY £

&LICH o| & S0 A2M XISA7E UeE 42 S0 S 22 X|8e = U&LIch: {"color”

"black"}

/A Important

£42 7HE ’F ol FItsttdH HA 2 A DM £dS HolsloF g Lic
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AWS loT FleetWise TR 7H0|E

A 2E C|ZH ofUEHAE & £40i CHE AEAMIEF LI 2 Model AWS |oT FleetWise At ZH E(&) &
M.

AWS IoT FleetWise = AtE & ddstn 2Elst= Ol AL E = /= ThEd 242 API S M3
Ct.
+ CreateVehicle - M Rt 2 gLt
BatchCreateVehicle - 5tLt O & o A AFZF S MderL|Ct.
UpdateVehicle - 7|& A& & Y| O|E g LICt.
BatchUpdateVehicle - 3tLt O|& 2| 7|&E &S | O|E g LIC}.
DeleteVehicle - 7|& A& AFA|IELICH.
ListVehicles - 2 & AtZ 2| HO|X|7t ON7HZEI Rof S5 HMEL|Ct

GetVehicle - X &0 CHEt HEE ZHMELICEH

2

INF=DS

« Provision AWS loT FleetWise X2
AWS loT FleetWise2| 0f|2FEl F A
AWS loT FleetWise & A4

0424 AWS loT FleetWise X2 2M
AWS loT FleetWise xt& dCl 0|
0424 AWS IoT FleetWise X2 O[O0 E
AWS loT FleetWise X&F ALK

Get AWS loT FleetWise A2 HE

bl

|m

Provision AWS loT FleetWise &

X0l M A™E|= Edge Agent for AWS loT FleetWise A ZEQo{= Cl|O|E{E +&l5t1 2t
MEFLICH AWS IoT FleetWise = 2 S8 £|0{ AWS loT Core € &3 Edge Agent ATE 'r-||0‘|9|' =

CIRE 70| Eot 412 X[ HELICIMQTT. ZF XF2F2 AWS loT AFE0i| SHE & LICEH 7I& AWS loT At
=S A85tod At=S MMFH L AWS loT FleetWise £ A%d5t0{ 2ol CHEH AWS loT AFE S RIS
S E HME = UsLCt XHME LHE2 X E M (AWS CLI) EHHE FESHAAIL.

AWS loT Core = AWS IoT FleetWise 2lAA0| CHEF HBMHAE OHHSHA AMofste ol 20| e
Q15 3 HEt HoiE X|HELICH RHFH 2 X509 QIBME ALE35t0{ QIS (Ea2)S &1 AWS loT

g B2 57


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchCreateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchUpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-authorization.html

AWS loT FleetWise TR 7H0|E

FleetWise &/ AWS IoT Core HHE ALE35t0] X|HE HYUE o + U= TeH(HE ER)2 Foi¥

= & A&LICH

- -~

AEF 2B

XS Q1S 5H= AWS loT Core HEHE MMs 4~ Ql&LCH
A2k QEstEE B

AWS loT Core g ddstedH Chg BES A-AFLICH

* Replace policy-name ¥’d3tci= 20| O|F O] E A& LICH.

=
* Replace file-name AWS loT Core H&0| Z & El JSON I} 4o| O|F 2 AL ELICH.

aws iot create-policy --policy-name policy-name --policy-document file://file-
name.json

oA HEZ Ar&St7| Toll CtEE - ELICE.
 Replace region AWS loT FleetWise E|A&AE MAME AWS 2|1 E AFS & LICEH

[N
« Replace awsAccount AWS H/H IDE AFSEFLICH

o] ol|R[0fl= AWS IoT FleetWise OllA] oflebst Zx|7+ Z8HE[of Ql&LICH ™ol ZXIE Z 7)ok
gLk RtAIE LH82 AWS IoT FleetWise2| of &l = HHHE %

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:client/
${iot:Connection.Thing.ThingName}"
]
},
{

>
o
ro
Ol

82



AWS loT FleetWise TR 7H0|E

"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/checkins",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/signals"
]
},

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"
]
},

{
"Effect": "Allow",

"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/decoder_manifests"

]

83



AWS IoT FleetWise

&t

2F OI= 57|

/A Important

Zt tZoll CiEr M QIB A E ddstE 2ol E4LICH

RSA 7| H0{& st X509 QIEME LZotc{H Ot TS AAEfLICH

« Replace cert 2| BH £&1 L2 K& st= Tt O|F2 ArEF LChcertificatePem.

* Replace public-key o] BE £3] &2 M 5t= Tl O|F2 AEELICH
keyPairPublicKey.

« Replace private-key 2| BB £2] LIS XM&st= US| O|F S AHSELICH

keyPairPrivateKey.

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"

240 A @15 A9 Amazon ElAA O|Z(ARN)S ZAFEHLICH.
X

-4
BMof RS MR O TBS AL

» Replace policy-name 4438 AWS loT Core 29| 0| 0| E A|EILICH.

 Replace certificate-arn SAet QIS MARNS| £ AL EHLICH.

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

adS AISHSH O}

o|_|§ _lg |'Eo'" 3|'E:|I|:|_=| L_-l' [=X=] = O

0jo

* Replace thing-name AWS loT AtZ2| O|& = XZF 2| IDE AFSELICH

 Replace certificate-arn SAet QIS MARNS| £ AL EHLIC.

aws iot attach-thing-principal \

A

HEt =od

84



AWS loT FleetWise IR} 7Ho|=
--thing-name thing-name \
--principal "certificate-arn"
AWS IoT FleetWise2| of| 2FEl F XK
AWS loT FleetWise = Ct& £ E AFE g LICE of&fEl A7t st 82 e =NME +55H7
LE AN 4 UaLICH T 22 7|52 ASSHE M RRIE MAE 5 gaLich o E Fxist

|

O ol

18 E
.l

I

$aws/iotf HA
leetwise/
vehicles/

vehicleName /
checkins

$aws/iotf Publish
leetwise/
vehicles/
vehicleName /
signals

2c

==

_

=2
A XA K| = HA EE 75 HHS

O|HE

PN
Al

A4
= o

Edge Agent 2ZE |
o= A MEf| HEE

Of Z=H|od| Al AIZFLICE.

X2 AE| MEE =
EEZ HI(protob
uf) @Alo 2 wEtE
LICE XA LIS 2
Edge Agent for AWS
loT FleetWise &AZE
o] FHY X} SHHME

SEXS YRS

x| ofo|HE AT E
9ot o Fwjof Az
2 AAgLIc

dE HMEEZRE
EH{ IH(protobuf) &4/
2 meHEL[CH REAIE
LI 2 Edge Agent for
AWS loT FleetWise

LS EZEQ| o FHE R} oF

LHME &SR,

|0 M

(V]

A8 HZol ZRE £ AsLICH

85


https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models

AWS IoT FleetWise

JHeER 7Hol=

=X

$aws/iotf
leetwise/
vehicles/

vehicleNa

me /collecti

AWS loT FleetWise & EF

on_schemes

$aws/iotf
leetwise/
vehicles/

vehicleNa
me /decoder_

/A Important
AlZst7| Tof CHE Aol f2lstMl2.
« A ZEO| {00k ot T A é

manifests

O O
_I_

Subscribe

Subscribe

=2F AH

AWS loT FleetWise A} 2k AHAd

FleetWise *t2F 2 & 22| S 3

A
I.

pEe C|3E oL HAES 44 E|04of 6t C|ZEH DL HAE =
eL|CH REAMISE L

=
(@]
_.

El Z2lo|E

rir
i
Pl
0
Q'I_l
v
2

A

Xt
A

ACTIVE &rEHO{OF B LICE RIAMIEH LHE
AN

Ad404
=o

AWS loT FleetWise
= 0| &X[o Hlo|E
=& MAHE HAlIEY
c}. A2 ol o
OlE] =& MHE A&
grlct.

AWS loT FleetWise
EClZH jLHAE
E o| FXofl HIAIEL
L'_I-. A2 olz{st |
o OILHAEE A

_I_

= AWS loT

ACTIVE A Ejoq0}

2 Manage AWS loT FleetWise C|ZH O{L|HAE EHHE2 EESHAIA|

86



AWS loT FleetWise TR 7H0|E

A dd (EE)

AWS loT FleetWise 2&£2 AI&3510{ At E S HEE = U&LICH

74

A 3%

fjo

&dstod

rr

1. AWS IoT FleetWise 2& € jLiC}.

=
2. EM EolM AES MEELICH

= =]
3. & 29 mHo|x[o|M AtF HEES MEstn Chs HAHE s>FLICH

=H

« 1EHA| R £H HO|

« 2EHA RHE QIBM 74

o« 3EHAH: QIZ Mol = o4
o 4EHA: HE 9 MM

Ol tAM= A& Ol§ S XI¥st 2 OiLHAE S C|2H LT AE S AZAFLICH

/A Important
X2 AWS loT AFE 0l SHEEFLICE SHE Ol 2| AFE0] o|0| U= B *H&
of 1S MEYSI0] FlE XA HF 2 AFE S UOO|EELICH == CHE R 0|
2 AWS loT FleetWise 7} xt 2ol CHEH M| &S5 2 At =2 MAEHLICH

2. S=0|M Y 2Y(ZY ofUBAE)S MEELCH

3. S=olMCIZH HUHAES M8 Clac tUHAES A3 2Un H@gLD
=
=

=

4. (M AE) A 492 AUHEIH &4 £7HE MELICH O] BAIE TLFIH Aol AN
$ &492 F7hsioF ZmlQlol BHZ E 4 gLt

5. (M AHE) EfTLE ROl HZSHEIE A EiT F7HE MEUBLICH S BE FOIT BB £
The 4 Lt

g Hd (2L 87


https://console.aws.amazon.com/iotfleetwise/

AWS loT FleetWise TR 7H0|E

2EHA|: RHE AB M 7

AEE AWS loT AFE22 2 AL otedH YAo| AZE A QS ME T dalioF & LICH O] BAIE 7L
0

FlH Aol HHE = QUBSME FHsHor Am|lof BiZE +~ U&LICH

3EFA: QB Mol HA 44

O|™ EHAHIM et QIS Aol HAES AZELICH

.

1. %

AE FES HOE O s AF ddS MEELICH

/A Important
AFE S YHE Fols QB MLt 7|8 CH2E=5of FLICH I3 Mt Zatol8! 7|& A& 5t
Edge Agent for AWS loT FleetWise &~ Z E9|0{0i|AM xS AZ2gL|CH.

>

2k M4 (AWS CLI)

2
=

O LB AEQ AAE At E DS A&l oF B LICH CreateVehicle API 2]
Mg £ &Lt oS olMolME AWS CLIE AFSELICH

Replace file-name A+ #2430 L& E JSON It 2o| O|§ 2 Z & FLICH
aws iotfleetwise create-vehicle --cli-input-json file://file-name.json
Example xt2F 74

o (MB AL associationBehavior 22 CHS & stLIY 5= U&LICH

xt2 A A(AWS CLI) 88


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html

AWS loT FleetWise TR 7H0|E

« CreatelotThing - xt&0| MM Z|™H AWS IoT FleetWise = Xt 2| Xt 2 ID O|E2Z AWS loT
AZEE RS2SR Mgct

« ValidateIotThingExists— 7|& AFE S AFE3504 AWS IoT A& E BtE =+ U&LICH.

AWS loT AtZE 2 dstE{H CHS BES M- ELICH Replace thing-name M’ 85tEd= &5 9
O|§O| ZA[ELICH

aws iot create-thing --thing-name thing-name

KIHE|X| ot B AWS loT FleetWise = A0 CHEF AWS 10T AFE S RIS 2 M ELICH

/A Important

xtZFo| MA=El £ AWS loT AFE 0| T2 HIX
Provision AWS IoT FleetWise A2 EHS ’E*E%PQAL‘?_.

* Replace vehicle-name Ct& & StLIE AFSEFLICH.
« 7t 2 FHE FR AWS loT AFZ 2| O|FassociationBehavior L

CtvalidateIotThingExists.

+ associationBehavior7} CreateIotThing@ 2 FME Z MM& 2 IDYLICE.

A IDE 1~100%tY = JU&LICH REE & r a-z, A-Z,0-9, CH=| (), HE (), X 2 E ().
« Replace model-manifest-ARN ARN x}&F 2 & IE AEELICHEE OfLHAE).
* Replace decoder-manifest-ARN X|HEl A2 RE D 4AE C|ZH OHLIHAEARNS| E AFE
g LICH.

(1 AHE) S48 571501 O] AT SUH A DEUIM DE HE M T Y
o O & 01 H7| REAE A Bste B S0l OH3 242 XIMY % aLich {"fuelType"

"electrlc }.

/A Important

£82 MG R0l FIhstedH HA 2hE A ZEM S48 Holslof gLt

"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",

A& & (AWS CLI) 5



AWS IoT FleetWise

JHeER 7Hol=

"modelManifestArn": "model-manifest-ARN",

"decoderManifestArn": "decoder-manifest-ARN",

"attributes": {
"key": "value"

0424 AWS IoT FleetWise &} 2F A Ad

BatchCreateVehicle APl 2 4E A& 35}04 8t tHojl o424 &t

AWS CLIE A&tLCt.

AFE of] Of dYstodH chs B¥E AdeLict

U9.'-'

Replace file-name 042 A& 2| 40| &

aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example xt2F 744

{
"vehicles": [

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

},

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

El JSON ol 0|&

A&LICH CHE oMo M=

0424 vehciles 24

90


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchCreateVehicle.html

AWS loT FleetWise TR 7H0|E

UpdateVehicle API 212 At&35t04 7|&E XHEF 2 YO|o|EE = U&LCt O F od|Alol| M= AWS CLI
E ASELct

A2 Holo|Estedm Che TBS A eI

Replace file-name At 2| 7t40| Z&El JSON IOl O|F S AFSErLICEH
aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

Example AH&F 7

- Replace vehicle-name QCI|O|ESIEd= A 2| IDE AMS & LICH
o (M= ALE) HFR 7| model-manifest-ARN Ab& QI ARN At 2 E wHst= ol AASste R
DEEY o HAE)o| & ASELICE
- (M= ME) BT decoder-manifest-ARN X8t A At RN HAZAE C|FH OjLITAE
ARNS| & At ¢LCt
o (MEY AR HF 7| attribute-update-mode Rt &4 E?:f
0]

* Merge— 7|& &892 M 2oz AOl|o|Estn M /0] gie™ FItetod M 2 7IE S40]

HErefLct

0 € E0f, RFZF0l| {"color": "black", "fuelType": "electric"}oH) &2 HH0| Y
o X {"color": "", "fuelType": "gasoline", "model": "x"} £AMo=Z AdM|O|
EdtH MOlo|EE Q| £d2 o3 Z&LICh {"fuelType": "gasoline", "model":
"X"}_

« Overwrite— 7|& £42 M £€2 2 CHAIELICH.
o€ E04, k2ol {"color": "black", "fuelType": "electric"}oH@) Z £40|
UAE B2 A2 Y {("model": "x"} HHOZE UO|0|ESHH UC|O|EE RHFH T 1Y
{"model": "x"} £40| JUA&LICH.

A Hdlo|E 91


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html

AWS loT FleetWise TR 7H0|E

o (ME A M S EE TS AL 7|E S92 M A2 2 YO|0[EstE
2. & S0 M7 XS E MEste F? &80l O3 42 XIZE =+

"electric"}.

M attributesE F/AE5HA
U&LICH {"fuelType":

&2 MX|5tE{™ attributeUpdateModeE MergeZ F/E35IMIL.

/A Important
S44g Hd "ol 57

o
u
T
2
2
Rl
o
K
>

& ZEoM £dE Folslfor gLt

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode"
}
}

0424 AWS loT FleetWise %F&F &40 0|

Im

BatchUpdateVehicle APl 23& A&3510{ 04E] 7|& A F S & #Hol FH0|EE += U&LICH TS o
Mo M= AWS CLIE A EFLICH

ol

oi2f At Yolo|E5Edw oHg WS AL

0:

Replace file-name 0424 A& 2| 40| Z & El JSON IOl O|F 2 AFS & LICH
aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example AH&F 7

{
"vehicles": [
{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",

"mergeAttributes": true,
"attributes": {

ofeq Xt Moo= 92


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchUpdateVehicle.html

JHeER 7Hol=

AWS IoT FleetWise

"key": "value"
}

},

{

"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,

"attributes": {

"key": "value"

}

[}

2 Q2 51eJof CHah £ICH 10CHE] RS HOIOI= 8 4 gLIch 03 SRl A0l CHEH AFMIEH

= =22 T EE
HE= AWS loT FleetWise *t & UH|0|E MME FZ3HAM2.

AWS loT FleetWise &} & AHA]|

AB3tof A2 API AHIE £ U LICH

rir
1]
[e]]}

AWS loT FleetWise 2& EF

/A Important
AtZrol AT ZIH AWS loT FleetWise £ ZE £ A AT QlolM AFE S22 MAHEL
Ct. XtM|EH LHE 2 AWS loT FleetWisedl A £ #2| & ZH QIS 2 AWS IoT FleetWise H|O|
Ef =& BHE HZstMI2. 5t XIZ AHF 2 01T5| M2 2 EXHSHALE o A= A ZE|0]
"I—IEP AWS loT Core. AbE Af&lofl CHEH X|E2 AWS IoT Core i X} 7HO|= 0] ALE AKX E

>
off
1z
2
™
iy

1. AWS loT FleetWise 2& Z 0|S&L|C}.
2. B ZoM XIS MEEHLICE

3. At H o|x[olM AfxlstE

I'IF

A A

93


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html#delete-thing
https://console.aws.amazon.com/iotfleetwise/

AWS loT FleetWise TR 7H0|E

4. Delete(2fA)E MEHEILIC,
5. &Xlvehicle-named|M, Xt E O|§ 2 =st Ctg AXE MEAFLICE.
A AFK]|(AWS CLI)

DeleteVehicle APl 242 AFE35t0od RIS AXNE = U&LICH CHE A MHE & AFEELICH AWS
CLI.

AEFS MX|SHE{H Chg Y S A™>ELIct
Replace vehicle-name & AX|5t24= A& 2| IDE AFSELICEH

aws iotfleetwise delete-vehicle --vehicle-name vehicle-name

Get AWS loT FleetWise A& ME

ListVehicles API 242 A& 3sto] AtZ 0| AN EIRAEX] &g & J&LICH CHS oMol MHE AWS
CLIE AHSELICH

E AtZrol CHEF HOo|X| o7 @f S5 2 AMGtE{MH S HHES ALt
aws iotfleetwise list-vehicles

GetVehicle APl 212 AIE35104 A& HEE ZAME £ &LICH O oMo M= AWS CLIE AFE
ghoict.

AFo| HECOIHE AMsied™ O BE S AdeLict

Replace vehicle-name Z4AM&lE2{E xIZFo| IDE AL EFLICEH

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

® Note
Of frde 2 U2 EE AGLICh ChA| &slM A S HEstHEt T Hi2 S E|X| S
=T g

Rt AFAI(AWS CLI) 7


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf

AWS loT FleetWise TR 7H0|E

E32 A O2ES LI 2 X0l gl EX2 358t EXfULICE EXE AE35H0o{ 04

AEES SAlo HElStEdH HX AHFE E X0 &8N ok gfLICt & CHel RtEo| CHE E3o| £& +=

U&LICH QIS B 5t0{ 042 Xt E 2| ET/0i A 0{EH HIOIEHE =& EX|, AN HIOIHE =& EX|
& £ Ql&LICH RFMIEH LHE 2 ZW Q12 2 AWS IoT FleetWise CIO|E{ =Z| EHHE EZEHAIA|

(MEH AFE) description

signalCatalogArn

A FHEF2 39| Amazon E|lAA O|&(ARN)ILICEH
AWS |oT FleetWise = £5!2 ddstn 2tE|sts Ol AL E = U= CHEo €2 API 22 MSEL
Ct.

« CreateFleet- 8st A= OIS XL &5t AIH 252 e LICH
C

« AssociateVehicleFleet — #}Z& Z&lof @1Z2&rL|C}.
7

= =
« DisassociateVehicleFleet - Z3!0| M R 2| @12 SHAIELICE.

* UpdateFleet - 7|& E30i| Cigt DEE YO|o|EFLICH
+ DeleteFleet - 7|& £31& AMA|EHLICE

= = =
« ListFleets - 2= &3 WO|X|7} O17AT Qo S5 HAMELICH

- ListFleetsForVehicle - A& 0| &8t D E EZ/IDs2| HO|X|7} OH7AZlI S £ AMFL|Ct
« ListVehiclesInFleet - £E2!2| 2 & At2ol| CHEF HO[X[7} OHAZTI R S5 HMELICH
« GetFleet - Z&/0f CHst HEE AAHELICH

=HA
« AWS loT FleetWise Z32! M A

95


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleets.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html
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AWS loT FleetWise

MH
k
HL

Get AWS loT FleetWise

mln
.
0Z

CreateFleet AP 212 AL235104 A2 Z2I2 MAME £ QlaLICt CF2 Mo & AF2EHLICH
AWS CLI.

/A Important
A dsHoF gFLICt REMIEH LH& = AWS loT FleetWise

D= 1 5oHoF 5tH 1~100AtofofF B LICE 7 &8t EXH Xt (A-Z & a~z), A (0-9), 2 E (),

MES 1~2048KI77H K| U=3gt £ QlaLCt.

 Replace signal-catalog-arn £l& FHE2IARNS| E AFSELICEH

aws iotfleetwise create-fleet \
--fleet-id fleet-id \
--description description \
--signal-catalog-arn signal-catalog-arn
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>
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateFleet.html
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AWS loT FleetWise # &2 Z3!0}

AssociateVehicleFleet AP 212 AI&35t0{ &2 E30t IZEE £+ U&LICH CHS MM E E

A EFLICH AWS CLI.

/A Important

- xS Aoelo| chAlo| £l Z2/1F ¢dZ45HH AWS loT FleetWise = Z{H|212 X120l XIS

AFS ER st OHE BHES A-E L
* Replace fleet-id £3/9| IDE At ELICH.

* Replace vehicle-name A& IDE AFSELICH

aws iotfleetwise associate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-

name

Z 2104 A AWS IoT FleetWise #t&F 242 sHA

DisassociateVehicleFleet APl 2 & AL&oto{ At I S22 1A E aliA|E = A&LICH TS oA

M= & AHSELICH AWS CLI.

* Replace fleet-id £%!2| IDE At & LICE.

* Replace vehicle-name A2 IDE AFEELICH.

aws iotfleetwise disassociate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-

name



https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicle.html
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AWS IoT FleetWise Z2! 2H|0|E

UpdateFleet API 232 At&3to{ E3/0] CHEt MBS UIO|EE £ JU&LICE CHS oflol= AWS CLI
7F AFEElLICE

£3'2 YololEshaiR o WS My LICH

Replace fleet-id YC|O|ESIEd= EX/C| IDE AMS & LICH

Replace description M A1t & 7.

MES 1~2048KI77H K| U=3g £ Ql&LC.

aws iotfleetwise update-fleet --fleet-id fleet-id --description description

AWS |oT FleetWise Z2! At

DeleteFleet API 212 AI&35t0{ E2E AIME &= U&LICH CFS A= E AFEELICH AWS
CLLI.
/A Important
Z212 MASH7| Hof| HAZQE xHE 0| ReEX| EQISHML. A& £330 ¢1EE SHAls=s W

of CHet XEMIEH L2 E3!0M AWS IoT FleetWise At2F 214 SHAl| S R ZESHMIR.

E£3/2 AAete{H CH2 BES A-dgLct
Replace fleet-id & A|5tei= EX2 IDE AFEFLICH

aws iotfleetwise delete-fleet --fleet-id fleet-id

Get AWS loT FleetWise Z2! ME

ListFleets API 2f1& At&sto{ E3!0| AKX IR =X &l = U&LICH CHS oMo A= AWS CLI
g A8 gLt

DE £33/ 20| Ho|X[E2 FEE S5 AMsiciH O BB S dAgLch
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleets.html
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aws iotfleetwise list-fleets

ListFleetsForVehicle AP| &2 AF235t0d % 20| &8t R E =
g = U&LICE CHE of|Mo M= AWS CLIE AFREFLICEH

IDs2| I O|X|7f D74l S =22 A

rl
ylU

Aol S8t 2E 3 Dse| HO|X| 0HH S5 Aot Of S TP S A LIC

e

Replace vehicle-name A& IDE ALSELICH

aws iotfleetwise list-fleets-for-vehicle \
--vehicle-name vehicle-name

ListVehiclesInFleet APl 2 1Z AI&35t0{ E5/0| ZE RIZ0l CHEF HO|X|7F OHAHZT @ S/ AM
g £+ U&LICH CHS oMol A= AWS CLIE AFELC.

£2lo| 2 E AFol CHet 2of 52 H0|x| B el= HMsit{™ Chs BES A-ELict

aws iotfleetwise list-vehicles-in-fleet \
--fleet-id fleet-id

GetFleet API 242 AR50 E25! HEE AME £ U&LICH CFS oMol M= AWS CLIE A
L|C}.

oto
o

£2/o| HEtH|O|EHE AMstedH O S B S A-AELIch

aws iotfleetwise get-fleet \
--fleet-id fleet-id

2o derde d&LICH OHA| ZellM &8 HEsiHet vz BFSE[X]
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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ZHEH|2lo 2 AWS loT FleetWise H|O|E{ =%

A Rl2 olo|H =& #39| 2AAED oMY L|Ct Z{m 212 Edge Agent for AWS loT FleetWise £~
ZEQofo CIOIEE MEH, =7 2 FetREE MSEste Wiol st XIEE MSFLch.

Sot=of HH QIS MAELICEH AFRAL EE= Elo| Z{T Q12 £915tT AWS IoT FleetWise = Z4H| Q!
g Ao RS2 = sEELICH A Z30| BZsI =5 Mg £ UL

Ct. Edge Agent AZEffo{E ™ QI Hu|Qlo| At ol i ZE w7t K| H[O|E = &S AlXfstX| &f&
LICH.
(® Note

Amel2 o3 &

rlo

dEo| YWty TRl A SSHR| et&LC

« Edge Agent AZE 017} RIF0IM AT T Q&LICH Edge Agent AZEQ|0{E JHg, A
x| & ALS st ol CHEt REAIEH LIS 2 ot

1. AWS IoT FleetWise 2& E 0|S&fL|Ct.
2. MH|A & T 0| X|2] AWS IoT FleetWise A|Zt5t7| AlMof|A{ S K| 0 O|ME ElMZ MEH
ghuick.
o AEFES ZZH|X{E AWS loT Core st & MHEIMSLICH RHA|EH LIE 2 Provision AWS loT

FleetWise A2 EHHE B XFHA AL,

2t Amelol= ChE &7 28 Elof &L/
signalCatalogArn

il AZEEl A= FIEFZ 9] Amazon 2|4 A O|F(ARN)ILICE.
(MEH AR tags

O Zmole BElste o AFRE 4 2= HEMIOIEIULICH M2 CHE Mu|AQ| BlAAl] S
XI&5H04 2lAATH M QIEHE|0] 9l2 8 LIEH 4 aLch.

TargetArn

A QIARNO| HiZ =|= At EE= E5/2| lLch

name
AmRlg AlEst= ol =&0| &l 178 0l&.
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https://console.aws.amazon.com/iotfleetwise/
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collectionScheme
CllolE =& M A= Edge Agent AEZELRJofof =&E HIOIE == =& A I |ofl CHEF X1 MS
shL|CH. AWS IoT FleetWise = A =74 7|8t =& ®|H| L A|Zt 7|8 £E M AHE K|EHL|Ct,

conditionBasedCollectionScheme

A 78t =EH MAE =EE oI E 2A6t7| @8t =2I1X E3AIS ASELICH Edge Agent
ge Ag
Az Edlole Z2i0| EF5E B2 HOIEIE ATLIC
expression
+ %8 Clo|E{E Ql4lste of A ElE =% E3AllLch of& S0

$variable. 'myVehicle. InVehlcleTemperature > 50.0 E#4/0| X[HE B Edge
Agent AL EQ0{= 50.02Ct 2 2% g2 £HELICt E3HAIS 2 MeHE WHol Cidt X|E2
AWS IoT FleetWise ZHmH|2/0i| CHEF =2[% E A A
(M= ALY triggerModes CHS 2t & StLIY &= U&LICH
« RISING_EDGE— Edge Agent £2ZE Q|01 Z70| #MB2E SFE|= M HO|EHE =
gtLIC} of: $variable. ‘myVehicle.AirBagDeployed™ == true.

« ALWAYS— Edge Agent AZEQ|o{= ZX710| SF & wotct HIO|E{E +=ZIEFLICt
(AEH AFE) minimumTriggerIntervalMs
T Olo|E =% O[HIE Ato|Q| x4 Z[ZHHE[Z)LICH AZE 7 RtF Hi e BR H LB SEE
HOIEHE &g =+ JU&Lct
(ME AL conditionlLanguageVersion
ZTUR EHA Ao{o| HA.
timeBasedCollectionScheme
AZE 78t =& MAE Holg e 7|ztE Yelx B2 XY ELICH Edge Agent EE-‘?—JIO'IE

7|17t AH85tod HIo|Ef £ & BRI E ZA™EILICEH o & S04, 712H0] 120,0002 2|X Q! B, Edge
Agent AZ EQ|o{= 220 & HM C|O|EE +=TFLct

o

(ME4 ALEH) compression

FMUOHES HYstn HELT ECi=EE £0|7| ?lo AZF0lM CIO|EHE L FSNAPPYSES
= X

7|2% o Z(0FF), Edge Agent AZ EQfo{= H|O|EIE A E6tK| f&LICH
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https://opensource.google/projects/snappy
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dataDestinationConfigs

| Qlof| M X2 CllO|EE SXX|E MEHEFLICE O|0|E{E Amazon S3 EE = Amazon
TimestreamOl &SI & MEHE £~ Q& LIC

S3E= LIT40] Fodet HlolEf 22| 7I5T R AE R CloJE| MHIAE MBsts HIg &85
GlolE] AEEIX| HALIBILICH S38 28 48T BE ClolEL #7| | #El 2490l A8

g+ A&LICH

Timestream FA|eF THES 7Ho| AlA|Zt ol -| &8 H7AHUEY
LIC}. Timestream2 AI5I0d A2 & £ = A|So| 0t FHE EM5H= 7d0F ZHe A|AHY | o]
Eoll AF8E == JU&LICt

(MEH AFEH) dataExtraDimensions

AMzof Cigt £71 HEE MBst7| gt £ stLt ol F7HE = JU&Lch
(B4 ALE) description

Fletrey 2 A= 42 SEND_ACTIVE _DTCSZHRI2 2ol EX7F e e AlybstE O
T20| Zlg MEE EF Tt 22X 2 E(DTCs)E EHLICE o€ S04 P00972 AT Mo{ 2 E
(ECM)0| £ &l &7| 2= MM 2(1AT2) &l=d0| 4 MM HI2Ch St TS S LIEF LT

712X 2 Z(0FF), Edge Agent AZEQ|o{E TIE A=E ME3FHK| ob&LICH.

(MEH AL expiryTime

Zolo| Btz U Holg 4 aLich ZmQlo] B £l Edge Agent A ZE S0l o] Zm|2loj
XIME CH2 HlolE| £ SXIELICH XHEFof 042 ZiTQIS B B B Edge Agent 2ZES
ofE CHE ZBIQIS AR '5to4 COIEIS 4 RIBLICY,

7|22k 253402243200 (12 31€, 9999, 00:00:00UTC)

(MEH ALE) postTriggerCollectionDuration

MZE ER|H E 7|7tE Holsto{ AF|Ot7t ZHYMo 2 S EEl F Edge Agent 2T EQJ0{7} X
=l 7|zt S¢t CIOIEE AL —’F’é!ﬁf_'.:_% g = A&LCH g So{Ctg EFHA = 7|Ht =F
MAIF ZEElE B2 $variable. ‘'myVehicle.Engine.RPM' > 7000.0Edge Agent AZE
flo{= 2 zlof cist 2 3|7 —?—(RPM) Zke A& £ Eguch RPM B 7000£ CH 8t 1 = ol x|t
T 71HAM EX7t US 2 LIEHE = /U &LICt 0| B Edge Agent 2 Z E2||0{0i M & EHE ZLIE
2ote ol 20| £l HIoIHE A& s=&ste Wol E&Lct

102



AWS IoT FleetWise

712 40
(ME4 AL priority
i Qlo| RMER|E LIEtH = 8 XIHE = JU&LICH 7t M2 AN UUS-F M =2(7t
=&t xHEol ofz] A2 HiEZ 5= 39 M =27t =2 AW Qlo| HX] AIZHELICH.
718 ko
(MEH AFEH) signalsToCollect
HolEe =& #MHE A-E m ololE7t &&= ¢ S5t
name
HOlEe =& #MHE =& & W olo|E{7t =&El= &lE 9| o|F LICt
(AMEH AFEH) maxSampleCount
HOlE =& ®HE =& [} Edge Agent 2ZE 9047} £+&5t0 EEtREZ M&5tE |0 Hl0]
E{ MZ +LCh.
(MEH A minimumSamplingIntervalMs
T Olo|E ME =% o|HE Atolo| 2|4 7|ZHHE|Z)LIct A&7t A+ HHP = 4= of mtetal
=2 £ 2 Oo|EHE =&E =+ &Lt

—_—— 1L

E{& AM83toi
& H: 0-4294967295
AtE) spoolingMode

(124 AbE
2 ze

= X—I_/.\_EIL_||:|._

spoolingModeZt TO_DISKZ T4 Edge Agent AT E2.
0 AX| i 2 W C|O|E{E 20| LAIZ MEELICH 20| ChA| MHEE|H 2ZHof| K& E T o|H

AZESo{= RE 0| 2t =0l AAL|

7t ECIRER X3 MSE
7|2 %t OFF
(MEH ALE) startTime
S0IE AW QI2 AlZF Al MdSHELICH
7|12 gk
A Rlo| AEf= CHE 4 B StLEY &= U&LIC
Rl M @EE Melstn JU&LICH

« CREATING — AWS loT FleetWise 7} Z{ |
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« WAITING_FOR_APPROVAL— ZiH|Ql0| MM =|™ WAITING_FOR_APPROVAL &FEf7} ElLIC}.
i 212 &£0QI5t2{ UpdateCampaign API 242 AR ELICH ZHH 210 £21=[™H AWS loT
FleetWise = CH4& X2 E= Z5/0f| ZH|QIS XIS 2 HZ EHLICH RFAMIEH LHE 2 AWS loT
FleetWise ZHH| Q! AH|0|E EHHE R ESHAIAIL.

« RUNNING — Zim|2lo| & A3l E|d&L]Ct.

« SUSPENDED— Z{H|QI0| LA| ZSX[EIR&LICH ZH RIS RH7H5tE{TH UpdateCampaign APl 242
A& gfLct.

AWS |oT FleetWise = ZH|2lE M5t 2|5t ol AHSE = U= CFE API 2E M3 ELICt

« CreateCampaign - M Z{H|Ql2 MAdgHL|C}

UpdateCampaign - 7|& ZH QIE AC|o[EFLICH A Qo] MM El Fo= 0| API ZHUE AHEFL
0 Z4H Q2 &Ql5HoF & LICH.

« DeleteCampaign - 7|& Z4m| Q1S AFA|EFLICE.
- ListCampaigns - 2 & Z{H|Qloi| CHEF HO|X|7} DHAHZE oF S&2 AMELIct.

 GetCampaign - Z4H|Qlof| CHEt HEE AMEL|C}

K& M

« AWS loT FleetWise Z4m| Q] 4

« AWS loT FleetWise Z4H| Q! IH|O|E
« AWS loT FleetWise Z4H| Q1 AF K|

« Get AWS IoT FleetWise Z4H|Ql HE

/A Important
AmQlE MO 2 +~sted™ ChS ol Ee Lt

- Edge Agent £ZE)|0{7} R ZollA AT QU&LICH Edge Agent AZE0{E 7He, A
x| Y AFSsHE Wiof CHst AkMISH LIS S CHSS A XML,

1. AWS IoT FleetWise 2& E 0|S &Lt

TR CIRERE 104


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetCampaign.html
https://console.aws.amazon.com/iotfleetwise/

AWS loT FleetWise TR 7H0|E

2. MH|A & T 0| X|2] AWS IoT FleetWise A|Zt5t7| AlMof|A{ S K| 0 O|ME ElMZ AMEH
gLict.
o AEFES ZZH|X{'D AWS loT Core st=& MHEMELICH REMIEH LI 2 Provision AWS loT
FleetWise A2 CHHE2 B XFHA AL,

=X

- A2l HHst7I(E2E)

. Z4m|Q! A A4(AWS CLI)

+ AWS loT FleetWise Z4{H|2loi| CHEt =23 E 544

ol

AR st 7|(2&)

AWS loT FleetWise 2£ 2 AI&350{ Z{H|ClE M4d5t04 X ClO|E{E MEH, =& 2 ECtREZ ™

&8 & &Lk

2. EHMEFOIM AMAUS MEELICE

3. AW Ho|X|ofM Hm|Ql WS MEStT CFS F=o| BHAE 2t=stM .

=HA

.« 1EHA: AEQle FABLICH
A

= =
2EHAH|: AEB|X| CHAF & 9]
3EHA|: %} 2

o
ATHA|: HE 2 M A

=
S5EHA|: A 1S B Z ELICH

/A Important

o HH QS ME5tE{H HKX AlS FIEF 22t XFZF0| QIo{oF & LICH RFMIEH LH& = AWS loT
FleetWise &1& F}EF2 7 2t2| 2 AWS loT FleetWise %} 2F 22| EH2 2 X 5HM|L2.
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https://console.aws.amazon.com/iotfleetwise/
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= ZEQIS SQUsHOk BILICH RHMIEH LIS S 5EHA: Zm| IS HHE 3
|

OII

Zig|elo| ool =& MHE FHELIch lo|H =& MA = =& E Clo|E{Lt =& AlZ|of CHet
Edge Agent AZ E9|0{ X|&E MBELICH. AWS loT FleetWise 2£0|AM CIS1 22 Yo 2 O 0]
B =& MAHE F4E = J&Lct

]I

. OO|E| £Z& HMHE 522 XMo|ghL|C}.

- IUS U= Esod Mol +& MAE AAS2= HolghLch

T8 MM S S B otLHE MEELICH

« CoIH #&H M7 S #3222 x|Hstn FIEE MEX X|Hste SME Helstzd™ HlolE
A St
=]

=& MH Helg M=ot
ClolE] =& M7Alel REE +822 XIYst T MHE MEXt XIYsts SME HolgfLct
1. ClO|E] =& &M MF EE MM o] Zm oM AtSE CIOIE =& &MA S MEE L
Ch =2l £34 S AH8sto] 8 e AF OB E 2l4stt{™ e 7|ghtE MEfEhL|cH &
7|2tE M85t A HOIE =& EI- & A-st{™ Alzh 7|ghs ME=fghL|ct
2. AHQM CIoIHE =&t 7IZtE HolghLch
(® Note
Zl2HMoz sQlE Q2 FA| #dstElH = AlZHo| 4EX(X| F&LICH F7H 2
=2 I|stodH AlZh HeIE x|l oF &LICH

3. .7;| 7IHF GOl =& AHE XI’“EF 82 e Ho|HE A st7| el =2lH EHAE H
x stod =74 7|8k M Aol chaH &= &

=2 106
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o Il

ol E E$$variable. ‘myVehicle.InVehicleTemperature' > 50.048 K|35t
™ AWS IoT FleetWise = 50.02Ct & 2 /2 £&ELICH E3HAE 25t &0 Cidt
X|&2 AWS loT FleetWise Z{H Q10| CHEF =22 EF A MME HZTFML.

Edge Agent 2AZ E 047} CI|O|E{E £=&& £
© 2 Edge Agent for AWS loT FleetWise 4\_25%’-“01% et 20| %é EEHEIHZP HIOI 1%
HELICH Ee 20| MELE SFE = &
A& LICH
AlZh Z7lgt Clole] =& MAE xIH8 Z< 10,000~60,000L2|E HL{o| 7|7t YUE|x B2
X|sHok B LICt Edge Agent AZ EQ|o{= 7|72 At&36t0o4 CI|O|E =& BI= & ZA™ELICH.
x|

(M)A PAEC| 13 THE SMS T

|I11

a. TIOIE{2 &55t0i 2M THAYES MotstD HIEST 4TS F0I24™ Snappy® Myt

L|Ct.

b. (M= AHE) GIOJE| £ 7 0|HIE % ClolE] 78 A& sts AlZH(Yal%) & HolshHH A
3 22 2% 7Igte XHY £ YL

c. (M AE) HEIQlo] M £9| £FS LIELIZH BH Ol 2 £29/8 XIHY 4 s
Ch. @M 2217} 512 ZuI2l0] UM HEEIN $4 2907t £2 R 2 ZHEELIL
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(ME4 ALE A3 of CHE =7 HEE XMB3t2d™ Z|CH 5712 £ FIHOIOIEH RHHe 2
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o

12 Y2 E5t0{ OB =& &|HE Holste{™ 2 C|HHO|A0AM json Tt UEREE MEHE
LICt. AWS IoT FleetWise = It HOolg &= = SME NS = HogfL|Ct MEiE SME
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AWS loT FleetWise TR 7H0|E
o
|.OI /\I_-|EHE A

1. OIO|E =& #M|AHlol Cigt HEE 7tX{2edH ot MEl S MEY
KEMIEH LI 2 CreateCampaign APl AEME HZESAML.

L

m
el
r
n
e
o0
o
_r':l
°
0%
I
2
o
o

® Note

AWS loT FleetWise = #4AHl json It 4! & &2 K| g LIC.

2. AWS loT FleetWise = m}Qlo| MEE 7|t 2 H|0|E| £ & MHE AH52o=2 Xo|gh|ct.
AWS loT FleetWise 7} MEiSH SMHME AEELICH 2Rt B2 SME UOIOIEE &= USL
C}.
AlE XA
ClOIE =& MA7F &2 W LIOIEE =& E AlSE KIYE £+ UY&LCt.
CIOIE{E £=Z& AME E X|Hetes B
1. AZo| &5 HetE Ol AMELICE
@® Note
AMSo| 2t MG MHEIE O|E2 Al A20f A5 0|E2 st ZJULICE 5t AIEZE L}
EtLHE4H ()2 AFSELICH
o€ &0

Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringStatec
HandsOffSteeringState UF0f|O|E 2| 2t &et X4 O|F & LICH.
Vehicle.Chassis.SteeringWheel.HandsOff.7} ZFoi0|E{Q| ZZIL]|C}

HoIE =& #AH7I Z+Hxo 2 $EE [ Edge Agent A& I E 9J0

E = T =
Z M&st= ZcH Hlo|H ME 8 U™EL

7 47 ={3LICt
3. (M= AN 24 MEY 7120l S ClOIE ME 47 OJHIE Atolo] 24 AIZHYEIZ)S IEiL
CF. A% 7} R HERIE B9 Ol THEtOIEIE A8 3ol O LBl £ 2 HOlElE £ HE 4 YsL
=
4. THE MEE F7H512401 415 £7H8 MEBHLICH 2I0H 0097Hol AZ B £7HE 4 aLict
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html#API_CreateCampaign
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2CHA|: AEE|X| CHA Ho|

® Note
Z4H|Ql0]| HIT A|AE] HIO|E] AlE 7t Z&El ZR0 B x2F C|O|E{S Amazon S3E M&E ¢
AAI:IL“:l-
HIE AIAE O|o|B{E BIHE El2(A0|H HEE = U&LICH
Ao

[N
T
ul
rHo

220 M S3 EE= Timestream= MEHSFL|CE.

X2 C|O|E{E S3 HHZ!od| M & 3tE4H Amazon S3E MEHEFLIC} S3E CIO|E{E B{Z! LH2| ZX|| 2 X
2elE x| AEEIXK| MH|AQLICH REAMISH LI 2 Amazon Simple Storage Service AHS M A9
Amazon S3 HHZ! BHE 7| 7+ 2 &2 FESML.

-
oII
_I_

S3= Clo|e AEZ|X| HI&E %|x3tet O|O|E Bl|o|3, 5 EE A ool AEZ|X|, C|O|E| ME|
oz el BMut 2 A CIo[EE A&st7| I8 £ HFHLIEE M3 ELICH S3& A& 5104
Uz #e| A BME Qe HIOIEE MEE = UELICH K& S04, 7[A &ML 2R E I8t st=

Hejo|Z O|HE ETME MMEE £ A&LICH =4 X2 C|o|E{= tis ™ 102 S92 H{ZIE L|C
Amazon S3
/A Important
AWS loT FleetWise 01| S3 BH{Z!0f & £ s HEHo| U= B0t S3ZE H|O|EE MEE
U&LICH HMA HEH Hodof CHEt RKFMIEH LI 2 AWS IoT FleetWiseE AFE8H UM A K| 0]

E #xstMle.

S3 e YoM CHEE +-sHAIR.

T

1. S3 H{Z! of| A of CiEt HEHO| AWS IoT FleetWise /= HZ!IS MEHSFL|CE.

2. (M= ALE) S3 HZlo| XEE CIo|E ol A8 E = U= ALSAL X HFALE L=ELIC
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
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EtUAEZR E|0|E0 X O|O|EHE A& 35I2{T Amazon Timestream= ME{ELICE. Timestream
2 ME835to{ At HIO|HE Z{E2|5to] FAM|Q THEHE AHe = JU&LICE 0iE E04 Timestream2
AME5to AtE M= & of CHEt LB BHE = /U&LICH S0{2= A& O|o|E = 7ol HAlzte
2 Timestream2 2 & ELICE XtMIEH LIE 2 Amazon Timestream 72Xt 710 =0{| A Amazon
TimestreamO|Zt FQI7I278 & EStML.

Amazon Timestream

/A Important
AWS |oT FleetWise 0f TimestreamOi| G|O|E{& & = Q= T&to| e B0t Ef|o|E £ O
O|EHE M&E £ U&LICH HMA Het Bofof CHSE REMIEH LIE 2 AWS loT FleetWiseS At

e ML Ho{E HESAML.

ElAER EHOIE YoM S +=&FLICH

1. EfUAEZ! Co/E{H0|2 0|E0 S SECHE S=0lM BIAER HloE{H 040 0|EE M
=¥ gL}
2. EIRAEZ E|0|E 0|20 e SECIE S=0M BIUAER Ho|20| 0|82 MEtLIC)
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https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
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3. HHiEZ(Deploy)E MEHEILIC.

oF H|O| K|l M LAl BXIE MEHS
A4 EH %bll- L—l |:|._

—_

L Qlof HALE RHO |c+|o|rs+**l% UA| Ex[shH 2O 2
LI}, 24w Qlofl e4ZEl &0l M HIOJE] £ TS Rh7HHHH KITHE

I
_h:l
o
0x
0z
>
=
w
@)
—

1)

CreateCampaign APl 242 AI&3t04 Z{mQlE e = U&LICt CHE oMo A= AWS CLIE At

Amels Mg m oM =& # ol0IE{E Amazon S3(S3) EE= Amazon TimestreamOl| X{%H &
= UELICH TimestreamS ME45EH 70| MA|ZH XME[7t 28t CI|0|EE MESHE S =T &%
M7 EHR = AHIY CIOIEHIO|AE A8E £ AU&ELICH UAH (1ol E 4, Hlo[H

=
M HOH M52 Z4&E A AEE|K|Z S3E MEISIMIR.

/A Important
AWS loT FleetWise 01l S3 EE & TimestreamOi| CIO|E{E & £ Q= HEto| /= A0l B &}
2 OlOIEHE MEE £ USLICH HMA HEE Fodof CHEE XFAMIEH LHE 2 AWS loT FleetWise
E A8t M A MNo{E FHEFHIAL.

2 A

/A Important

- AH QI MHET| Mol AMS FHEZOQ XE FE= Z510| Qlo{oF FLICH REAIEH LHE
2 AWS loT FleetWise #l& FIEF 21 £ 2|, AWS IoT FleetWise xF2F 22|, AWS loT
FleetWiseO|AH E8! 22| BHHE B X SIMI2.

« Zm|Qlo| MM E F0= UpdateCampaign API 2f4E A& 304 Zm QIS
Ct. REMIEF LI 2 AWS IoT FleetWise ZiH| Q! AC|0|E EHHE A ZFHM 2.

n°l'
C_
(2]
©)
Z
A=l
1°
1o
o
il
mjo
H
o
el
C
n

Replace file-name Z4H| 2l 7440| £
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
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aws iotfleetwise create-campaign --cli-input-json file://file-name.json

« Replace campaign-name ‘843te{= Zm| Q19| O|F 0| E AIELICE
« Replace signal-catalog-arn $1& FtEF 29| Amazon 2|4 A O[F(ARN)S AMS & LICH.
Replace target-arn 24438t ARN Z2! EE= x}2F 0| E AL EILICH.

Replace bucket-arn S3 HZARNS| & At &LICH.

"name": "campaign-name",

"targetArn": "target-arn",

"signalCatalogArn": "signal-catalog-arn",

"collectionScheme": {

"conditionBasedCollectionScheme": {

"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

iy

"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": @,
"name": "Vehicle.DemoEngineTorque"
.
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}

1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [
{
"s3Config": {
"bucketArn": "bucket-arn",

ol M (AWS CLI) 113
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"dataFormat": "PARQUET",

"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
]
}

* Replace campaign-name ‘8435te{= Zm 12| O|F O E A& LICH.

* Replace signal-catalog-arn #1% 7HEF 29| Amazon 2|4 A O|F(ARN)S AFEELICEH

* Replace target-arn 448t ARN £ EE= X2 o| E AFSELICH

 Replace role-arn Timestream E|O|2 01 C|O|E{E HEE o= 2= AWS IoT FleetWise HetE £

045t= ARN EffA 3 A2 & o| & AFSELICH

« Replace table-arn Timestream E|O|EARNS| £ AIZ&LICI
{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

}
iy

"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

1,

{

"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
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"name": "Vehicle.DemoBrakePedalPressure"
}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

}

}

EH
e

I-; il
[e]]]

AWS loT FleetWise & =2|% E31AIE AFE5l0o4 ZimQlo| &
FIPNG L

+Zlg Ho|EE QlAIgLICH.
Alo]| CHEt REMIEH LH2 2 AWS loT Events 7HEF R} CHLHA{ 2] 22

tMl2.

StEE FME|oof gfLiC HAMHEZ AlA
ghLiCH HIT AAE H|O|E{e] B E 3
M B LR O|oX|= BZ2et AgELict.

myVehicle.ADAS.Camera:

type: sensor

datatype: Vehicle.ADAS.CameraStruct
description: "A camera sensor"

myVehicle.ADAS.CameraStruct:
type: struct
description: "An obstacle detection camera output struct"

o.
82

T E7} 27} X| ROS Mol E =

rr

Vehicle.ADAS.CameraStruct.msg:
boolean obstaclesExists
uint8[] image

AWS loT FleetWise Z{H|Qloi| CHEt =217 E 34 115


https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-expressions.html

AWS IoT FleetWise

Obstacle[30] obstacles

}

{
Vehicle.ADAS.Obstacle.msg:
float32: probability
uint8 o_type
float32: distance

}

Jtset 2ZE O/HE A HyE ChS0 &Lt

{
$variable. ‘myVehicle.ADAS.Camera.obstaclesExists"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[@].probability"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[1].probability"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[29].probability"
$variable. ‘'myVehicle.ADAS.Camera.Obstacle[@].o_type"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[1].o_type"
$variable. ‘myVehicle.ADAS.Camera.0Obstacle[29].0o_type"
$variable. ‘myVehicle.ADAS.Camera.0Obstacle[@].distance’
$variable. ‘myVehicle.ADAS.Camera.Obstacle[1].distance’
$variable. ‘myVehicle.ADAS.Camera.Obstacle[29].distance"

}

AWS loT FleetWise

UpdateCampaign APl 242 AI&3t04 7|E QI8 YHO|EE =

L|Ct AWS CLI.

* Replace campaign-name

 Replace actionCt& &

252l Yool

Holo|EstEiE &
StLHE AFSEfLICH

UGLICH O+ TR B A

o o

il

- APPROVE - AWS loT FleetWise 7t A& = E30| HIZ & £+ QT = W2 SQIgLICH
* SUSPEND— Z{H|QlS LA| SEHELICH | Qlo] At oM A Xzl LA SEE ZH Qlof ZF
El 2 E X2 olo|e| M&S S
* RESUME— SUSPEND ?:I]I-U-‘”ol_I% I___I-Al EEl-gil'I%:“——ll:l' ?zl-ll_‘—j_.”(aol =g I'Eo 0‘" XHHHxl.El I'Eo ol HIOI
E{E CtA| ™&ELICH
ZHelg ol —


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateCampaign.html
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« UPDATE— &2 Holst A5 2 9445104 ZH|Ql2 OOl EFLICE.

aws iotfleetwise update-campaign \
--name campaign-name \
--action action

AWS loT FleetWise ZHTH| Q1 AFK]|
AWS loT FleetWise 2& E= £ AF&5104 i QIAPIZ AT A|Er = & LILCE.
ZHH| 2l A A (2 &)

Q12 ArK| 62424 AWS IoT FleetWise 2&2 AF2EfLICEH

AWS loT FleetWise 24 Z 0|SgL|C}.
EtAH Xtoj| M Zm| Qe MEHEHLICE

= - 14
itz

1
2
3. [l Ho|x|ofM CHe RmQls MENSFLICE.
4
5

Delete(4 M) MEAEFLICH

AKX ZQI7I2 campaign-name?2(E) AKX Zm QIS Q=3E Ctg =els MEigLIct

ZHH| Q1 AF R (AWS CLI)

DeleteCampaign API 24 & At&3tod Zim QIS AXE + &LICH CFS oMoME & AFSELICH
AWS CLI.

Replace campaign-name &'M|5te{= RtE 2| O|F 0| EA|ELICEH

aws iotfleetwise delete-campaign --name campaign-name

Get AWS loT FleetWise ZHiH| Q! =&

ListCampaigns APl Z4E A& 3104 ZH|Ql0| AKX EIR = K| &l &= U&LICH CHE Mo ME
AWS CLIE A2&LCt.

T Q1 ALK 117


https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html
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2= A QS 22 Ho|X[7} 74T R S5 AMsi2{H Chg BB S A-defLich
aws iotfleetwise list-campaigns

GetCampaign APl 242 At&35t0] Rt HEE AME = U&LICH CFg oMol M= AWS CLIE At
2%F|_||:_|._
o -

2t et dg Zd&LChH ChA| HoilA Am QIS HESIHE: HHZ BFIE[X| 8f 2
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetCampaign.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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AWS loT FleetWise %t2F O|O|E] A|Z+S}

Edge Agent for AWS loT FleetWise AZ E9|o{= MENF X ZF O|O|E{E Amazon Timestream &
Amazon Simple Storage Service(Amazon S3)Z T&gHL|Ct O|0|E{7} l0|Ef CHArof| =&t EH EP%
AWS MHIAE ALE35t04 IO|HE AlZt&lstD SRE = UA&LICH

TimestreamOi| A R & Cl|O|E{ %2

Timestream2 st 0| =Z 72| A|AE Ho|H ZRIEE H’“%LT’_ EAME = e 2 2eld AlA
¥ olo|EHIo|AlLIct Tlo|EH= o] B ElstE EFY | & ELICH Timestream&
A&stod RS CIO|EHE F{2lstod At ol CHEt SE S —1‘- A&LICH KEAEF LIE 2 Amazon

TimestreamO|Zt FOIULITNI?E FHESIMS

ne |>'
mm

Timestream2 2 M4 k= 7|2 O|o|E| A7|Otol= CF2 Ze 7 Zet=L|ct

ZC o|§ ClolE &3 A

eventId varchar ClolE{ =% o|H E 9|
ID.

vehicleName varchar CllO|IE{ 7} =&IEl XH&
9| ID.

name varchar Edge Agent 2 ZE Q|
017} CIlO|EHE &5t
= Ol Ar8 5t o 2l
O| 0|&.

time El AT Clo|E| ZRIE Q| El Y
AEHIOIL|C}

measure_name varchar 25 9| o|F L.

measure_v bigint M+ Yol tlz gt

alue::bigint

measure_v double o2 fd9 Az 4t
alue: :double

Timestream0{| A X+ & CI| 0| 2| 119


https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
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Zc o|§ ClolE &3 AN
measure_v boolean 22 889 s gL

alue: :boolean

TimestreamOi X{ & El X2 O|O|E{ AlZ 3}

O|E{7} Timestream2 2 ™A E|M CF2 AWS MH|AE AR50 T|0|E{E A|ZtSt ZLIE{E

1O s A 2N
SFE = U&LCh

Ar >t
1x ol
o

bl

Grafana 2= Amazon Managed GrafanaE AF& 3504 CHA|EE 9| C|O|EHE AlZtststn 2 LIE{-
g 2 Q& LICH B Grafana CHAIEEE AFE 6104 048] AWS A A (0: Amazon CloudWatch &
Timestream) 2! 7|E} Ci|O|E{ AA 0| T|O|E{E A|Z&tE = Ql&LICH

* Amazon QuickSight & At&3t04 CHA|EZE 9| HIO|E{E EAst AlZ =& L Ch.

Amazon S30{| A A& Cl|O|E{ X2

Amazon S3&= ¥ote ¥O| IO|EHE ME St EZ 5t A AEEX| MH|ALICEH S3= OIO|E 2l
o|3 HHO{ Ol £l of7lo|E, ME{Z2L0|= OHZ2|7|0|A, AWS loT C|HIO|A & Bl H|O|E| A4t Zt
CHSH AR AlEilof AL E &= QU&LICH OIO|E = S30 29| X2 MHEEILICEH REAISH LI =2

Amazon S32F £S1017178 XM

Amazon S3Z2 M& L= 7|& O|0|H A7|0tollE CFE E=7F 2 ELCH

ZE Ol ClolEe /3 AY

eventId varchar Cllo|E =%! o|H E 9|
ID.

vehicleName varchar Cllo|E7 =&El xt&F
9| ID.

name varchar Edge Agent AT E2|
047} CllO|EE +=%l5t
= O ArE st 2 2l
O| O|E.

Timestreamo|| M& &l Xt & C|O|E AlZtst 120


https://docs.aws.amazon.com/timestream/latest/developerguide/Grafana.html
https://docs.aws.amazon.com/timestream/latest/developerguide/Quicksight.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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Zc o|§ ClolE &3 Ae

time El AR T Clo|Ef ZOIEO| E} Y
ABHI QI |Ct

measure_name varchar 25 o] O|F ULCE

measure_v bigint M+ 8o B gL

alue_BIGINT

measure_v double o= |89 &=z 4t

alue_DOUBLE

measure_v boolean 22 /8o dE %

alue_BOOLEAN

measure_v struct TEA ol AME

alue_STRUCT ok

Amazon S3 ZHA]| & Al

AWS IoT FleetWise = At2F O|O|E{E& S3E F145}04
H3ts A E ALE5Hof Zm QoM TIOIE{E 3tE +
HI'H& CIOIE{QIX| == X 2|E! dIO|EIX|of El &

OH

M2 MY ELICH CIO|EE URI 5t 4
A&LICH 83 ZiA| URI &Al2 =& E dIo|E{7t
ch&LIC

H|&& ol o|E

T
0%
00|I
il
o
E
rr
a
u
o
1o
m
Ral
0||
rlo

drAlo 2 3304 HEELICEH O|0|X| EE&= H|C|22F &2 ChFsh
Amazon lon I} 0| 215 O|O|E{& AF235l04 AWS IoT FleetWise 2 MY L|E A& HA|X|= C|ZEE
o X2 S3Z MSELICH S3 A= 2 & E% LIEFLHOH HEO|LH 22 1Z S ELICE.

HI'Y& o|0|Ef S3 A= CHE E4l2 URI AFS & LICH

s3://bucket-name/prefix/unstructured-data/random-ID-yyyy-MM-dd-HH-mm-ss-SSS-
vehicleName-signalName-fieldName

Amazon S3 ZH&]| &4l _
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~elE HlolH

el Clo|E= s30l MY EIH HAIXRIE A5, B, Hetst= M2l BAE HELICH AA S50 &
== %2l ClolE2l o Lct.

S3Z TS E ClOlElE o 102 S0 HHBE RS 8 LielE ZHZ MY ELU 72Kz

AWS loT FleetWise = S301 ZHA|E A27]| year=YYYY/month=MM/date=DD/hour=HH T10{ & 4|9

UTC AlZE HFALE FIHELICH Ol 5 At HAM =218 AE =& ddst=l, AS #+ & Lo

M &eliAl(y) st 8t AIS S ddggLict x2lE diolEol= FASHE|X| et 2 Cl|o|E{ofl URI CHEt
S3 AR = ZEELICH

*elE HolE s3 A= ChE EAE URI AFSELICH

Ojo

s3://bucket-name/prefix/processed-data/year=YYYY/month=MM/day=DD/hour=HH/
part-0000-random-ID.gz.parquet

2 Al O|O|E

ZZ|0|E|E HIo|E{2t & ste A OIO|E{= Amazon lon T 4= ElE Cl|o|E{LICt A| T|O]
E{E AI&35to{ EXIE A HL 7o 28 Hel2 ntete = U&LIC.

24A| CIOJE| S3 ZFE CHR HAIZ URI AR EILIC

s3://bucket-name/prefix/raw-data/vehicle-name/eventID-timestamp.1@n

Amazon S30{| A& El X} 2 O|O|E £

ek

At OlO|E7t S32 TS E 0= CHS AWS AHIAE AEsIo HIO|HE ZLIEE, EM A SR
o

= A&LICH

=1

AEH
and

m

EH

M
ax

NM

X|H 2 7|H && (ML) /T EZ SageMaker £ /& Amazong A& 35104 G| O|E]
L|C.

i 0
10

i
Iy
ol
AL
lI9£

REMIBE LHE 2 Amazon SageMaker 7HE A}t LI O CHS FMIE HESHAIR.
« O|O|E]| %2
- 7|H &g 2R EH

- O|0|X| eflol= x|

Amazon S30{ ME &l X Clo|E &M 122


https://docs.aws.amazon.com/sagemaker/latest/dg/processing-job.html
https://docs.aws.amazon.com/sagemaker/latest/dg/train-model.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sms-label-images.html

AWS loT FleetWise TR 7H0|E

E ME5l04{ C|0o|E{E 7IEF2 3t AWS Glue 2 £ 5t Amazon Athena O|A EA48FLICH 7|2 %X o
2 830 7|5 E Aol = I**M%Eioﬂﬁﬂwmﬂﬁiai t5t= Apache Hive AEF A7t

ItE[40] AU&LCH.
KtM[EF L& 2 Amazon Athena AHE B MM CHE FHE HESHAML.

+ AthenaOiAM O|O|E{ £ &
+ AWS Glue € AF23}0{ Amazon S32| O|O|E{ AA0| 24
« AthenaZ o} 71 AL E o] 22 ALl AWS Glue

Athena E|O|2 E= S3 HZ! QuickSight 2 & 211 AmazonE At&35t04 LIO|EHE A[Zr&tErL(Ct

® Tip
S30i|Af ZIT eli= B Amazon2 Apache Parquet JSON & Al2 K[43t X| QuickSight o=
2 X O|olE 7t FHAIQIK| = lgLCt.

REMIEH LI 2 Amazon QuickSight AHE MHEAMO| LS FHE & ESHML.

. XIPIEl= ClolE] 44

« CoJEf &4 MY

Amazon S30f| XMEEl Xt Clo|e &M
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https://docs.aws.amazon.com/athena/latest/ug/partitions.html
https://docs.aws.amazon.com/athena/latest/ug/data-sources-glue.html
https://docs.aws.amazon.com/athena/latest/ug/glue-best-practices.html
https://docs.aws.amazon.com/quicksight/latest/user/supported-data-sources.html
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-source.html
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AWS CLI 2 AWS SDKs £ AWS IoT FleetWise2}t &1 Al

O| M0 M= AWS IoT FleetWise API 27 o] CHEt HEE MSBELICH AWS loT FleetWise %f
o4 2 O|0|E{ f&ofl CHE REMIBH LI 2 AWS loT FleetWise API X & 2 Z5HMIL.

Fz2 a2 21040 A AWS 1oT FleetWise & Al235t24M CF2 AHS 7|5 0| AWS SDKsE &=l

HIIZE HM| A Q| AL 0 A AWS loT FleetWise E AF2EHLICIAWS CLI. H2IZ0f|A AWS IoT
FleetWise ! 7|E} MH|AE K|o{slT AT RIEE S XAIS5HE £ &LICH

124


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/Welcome.html
https://aws.amazon.com/developer/tools/#sdk
https://aws.amazon.com/cli/

AWS IoT FleetWise XL 7Hol=

AWS loT FleetWise &4l s &

ol MMo| 2xf| sl 2 ME LU £F M2 AF2504 AWS IoT FleetWise & EX|E 2 4 A&LCH

CtE ME = AWS loT FleetWise2t BHEAEl 2etxQl A& 25t ol =0 E &= JU&LICt

=

« AWS IoT FleetWise C|ZH OHLIHAE ZX

« Edge Agent for AWS loT FleetWise 2 ZE 9|0 EX|

AWS loT FleetWise C|ZH O{L|HAE 2X|

CIZ2H oL HAE BEXME SHZAFLICE

C|AC U HAE API & FICH
Error 2 s d x|&
UpdateOperationFailure.Conf SYE ClZH fLHAEN 042 HHIOIE
lictingDecoderUpdate ol A&Lct. A Z[CHRICEIE CHAl A= 5HA

2.

UpdateOperationFailure.Inte

rnalFailure

UpdateOperationFailure.Acti

veDecoderUpdate

UpdateOperationFailure.Conf

lictingModelUpdate

UpdateOperationFailure.Mode
1ManifestValidationResponse
FailureReason.MODEL_DATA_EN
TRIES_NOT_FOUND

HE=SHEl 0of| Q|2 A|ZHEL|C.
of|eloi et EeF&Lct.

InternalFailure = Z
A AiME H=sE
Cl|Z2H DL AE7F Active AE 0|22 O

O|EE £ ‘.?.ii...‘L—IEP CI2H oL HAE AENE
DRAFTZ B8t & CIA| A=A

- O -

AWS loT FleetWise = CI2 ALEFO
2 (e o L|HAE)o] CHEH Z
UELICEH EA| 7|CHRACHIF CHA

—l_lAAI=I

C|ZE ofLHAE 22X
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Error 2 siZ x|F
UpdateOperationFailure.Mode At 2EE YO[0|ESH0 ACTIVE & EH7t &=
1ManifestValidationResponse : £ Bt & CHAl A= 5HA L.

FailureReason.MODEL_NOT_ACTIVE

UpdateOperationFailure.Mode AWS IoT FleetWise 7} C|Z2H O{L|HAEQ} 4
1ManifestValidationResponse : AE AFE DRE 3 E = lagLich XAF -
FailureReason.MODEL_NOT_FOUND 9| Amazon ElAA O|&(ARN)S &Ql5t 1 CHA|
Al =g
UpdateOperationFailure.Mode A ZEo| AlE o|F2 AME FIEZE 00 &
1ManifestValidationResponse 2 T 7| 2ol A 22 ASo0l AufrisL]
(FailureReason.MODEL_DATA_E Ch &E ZEo| AME 7t HZAE 45 FHE 20
NTRIES_READ_FAILURE 25 ZEEjo] UEX| EQlStH2
UpdateOperationFailure.Vali C|Z2H oL HAE YH|I0|E QMM K5 5K
dationFailure IR S EE HEST QIEHO|A T Y7L
RA&Lct. ofof M EtetEl 2 E 43 2 HES]

3 ClEWO|AT7F EMSHER], AHSE ZE AME
7t M & 7ts et QUE{H O|A QL AZAE|0] /=X,
HAZAEl AlE 7t Q= QIE{H|O|AE AMHBHK| &

UpdateOperationFailure.KmsK Ztoof AF& £l= AWS Key Management
eyAccessDenied Service (AWS KMS) 7|0l #&F 2A|7t & |
Ch 7|0l HA|AE = U= HE S MES

EX| #elstn ChAl A=A,

UpdateOperationFailure.Deco Cl2H ofL|HAE7 ZXHSHA| & LICt |2
derDoesNotExist H LT AE O|§2 &Qlet &+ CtA| A|=5tAll
o

SIGNAL_DECODER_INCOMPATIBLE_WITH_SIGNAL_CATALOG O|R7} & H|IX A|AE HO|E{ 2
HIAIX|o= @%0| Amist o]0 Cist MEE XMZste sIEJF Sttol| TEHE/L|CH SIEE E35H LEPEP

of g =AMl sl d x|HE ZEE + A&LICH

C|AE oL HAE 2X) 126
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® Note

HI™ AIAE C|o|B{E BIHE El2(A0|H HEE = U&LICH

ClZC oL HAE HIT™E A|AHE Ho|H A5 T

Error

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.NO_SIGNAL_IN_CATALOG_F
OR_DECODER_SIGNAL)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_TYPE_IN
COMPATIBLE_WITH_MESSAGE_SIG
NAL_TYPE)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.STRUCT_SIZE_MISMATCH)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

1

& x|

ol

2

AWS loT FleetWise 7} 415 I8/ 21

04 A5 C|ZHO| AL L
X| ZRGLICH o RE AETI AE FIEZ
J0of| McHE Ho|k[o] U=X| ERUSHM L.

FII'

R

Zher 20| Z2|0|E|E HAIX|7t T2
HAE HOl0|E 2FoM SYet Ho[H
o2 ZolZ|x| el &LIch 2o HolE
OIEIE HIAIXI7} siE Az e 2T Ho
Lxlst=x| HUSMR.

a

—_—

o o T +0I-

o |0 40

EXEERIEESTNESSE
et e saje) wsl
x|5Hx| Sh&sLich A% FHE 2 0] Bof
| Blmatod CIZRY Al 47} geteix| &
M.

JP)
i
a

to

o hr o K >
>

ol

AWS loT FleetWise & C|ZE OHLITHAE
Q| Molx|x| gt AE FHRHET0M 2
structuredMessageDefinition 22| El STRUCT
MESE WAMELICH CIZH OfLHAE |
OIERF structuredMessageDefln|t|on ofl A 2t
Tt 2 Mol|x[o{ [J=K| EQlEhLct.

Cl2H L HAEN AHE £ ZO| RE AZ
7t AE FIEF2ZO0M X2 MOiZ Mol
x| it&LIc Cl2H ofLHA E]| AHS K
= FE 43 X0l EE structFullyQualifi
edNameO| % o|E|o{ Qlo{oF gFL|Ct =8 sHE

C|ZE ofLHAE 22X
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Error = e EEPNES

7} 9= STRUCT = E7} E 2 gFL|C} fullyQual

ifiedName.
InvalidSignalDecoder.withRe CIZ2H oiLHAE @Hol| AFEE 2| HA|X]
ason(SignalDecoderFailureRe & stLtZt Z2|0(EIE HIAIXKIZ HolE|X| 5k
ason.SIGNAL_DECODER_INCOMPA gLCH Fo| 2 E 2|= 27t =2|0/E[= H|
TIBLE_WITH_SIGNAL_CATALOG) AlRI2 Holx|R=K| 2 CISHMI2.
InvalidSignalDecoder.withRe AE FHEIE2T0[ HiE X7t C|2H oiu|m| A
ason(SignalDecoderFailureRe E O|0|E 20l M structuredMessageList™
ason.SIGNAL_DECODER_INCOMPA O|2 Holx|X| Ah&LICH C|2H O{LTHAE
TIBLE_WITH_SIGNAL_CATALOG) UHI0|E QHEHM 2E HIQE £/50] structure

dMessagelList™ 2|2 X o|z|o{ YEX| &olEhL|

Ct.

Edge Agent for AWS loT FleetWise &~AZEf{|0{ EA

Edge Agent AZ EQ|o{ EX|E sHZAELICH

=X

- =Xl: Edge Agent &~AZ EQ||0{7} A E|X| eF&LICEH

+ 2Al: [ERROR] [| oTFleetWiseEngine::connect]: [X|& A EtO|EHE|E AlXHSHX| &

« 2X: Edge Agent AZE?Jo{E 2EE ZIZHOBD) Il PIDs & ZIEt 28 ZE()E =EI5HX| &
CIDTCs.

« 2x: Edge Agent for AWS loT FleetWise AZE Qo WIE /I 0l OI0|E{E £+ EI5HK| f 7L} O
O|F AAl #&lg M8Y = gi&LICh

« =Al: [ERROR] [AwslotConnectivityModule::connect]: [Connection failed with error] &&= [WARN]
[AwslotChannel::send]: [No alive MQTT Connection.]

o>

L

EA|: Edge Agent AZ EQ0{7} A|RE|X| &f&LICEH

Edge Agent 2AZEJo{7} AIFE|X| Bt € 2 OIS 2771 EAIE & U&LICH

Error from reader: * Line 1, Column 1

AR OIME EX| 128



AWS IoT FleetWise

Syntax error: value,

S 2hed: Edge Agent for AWS loT FleetWise AZE 9|0 7+4 mtalo| &
QIEFLICE o & E04, 2l E7I SHIZ A A E[R=X]

=}
Ibl
[

&t
REMIEF L8 2 ChE e

1. AWS loT FleetWise &2

object or array expected.

FE

FQIghLICH T4 mtdod| CHEt
o}

+&35l04 Edge Agent for AWS loT FleetWise &~ Z E9||o{ JH X} OHLHME C}

£ = o|SE LI

2. MH|A & I Oo|X[2] AWS IloT FleetWise A|ZSH7| MMof|A K| 0| O|ME BIME MEHEFL|CEH

=

[ERROR] [SocketCANBusChannel::connect]: [ SocketCan with name xxx is not accessible]

[ERROR] [IoTFleetWiseEngine::connect]: [ Failed to Bind Consumers to Producers ]

TFdol| HeolEl 2 E HERA QEHO0|AE ASY =+ JUEX] & Rlsted

ip link show

HZ & Edge Agent

X E%IOUF o o] Ho|E HESIZ QEmojAalto| A% S4E H

Rl i —

g
o
mo
m|
ATH
(1]
AL
mjo
>
ol
= =
QII:
-
o

HER3 CIE{H0|AE 2e}Q! HENZ MESte{™ OS2 WS A™ELICH Replace network-
interface-id HE3 QIE{H 0|A S| IDE AFEFLICEH

sudo ip link set network-interface-id up

[ERROR] [AwsIotConnectivityModule::connect]: [Connection failed with error]

[WARN] [AwsIotChannel::send]: [No alive MQTT Connection.]

# or

[WARN] [AwsIotChannel::send]: [aws-c-common: AWS_ERROR_FILE_INVALID_PATH]

52 2d: Edge Agent
O

A ZE o7} of CHEF MQTT HZEE HHotx| RotH ol 277t Ldg +

J&LICH AWS loT Core. CHZ 0| 2HI2 A 2 E L} = K| &QI5t 1 Edge Agent _/.\_ié-?—lo'lg CHA|

AIEFEFLICE.

* mgttConnection::

* mqgttConnection::

* mgttConnection::

mgttConnection::

endpointUrl — AWS 9| loT C|HO|A A=EZQIEQL|CY.

clientID - Edge Agent 2AZEQJo{7} A&l ZQI %2k Q| ID.
9

privateKeyFilename — At 7HQ! 7| mlo| F=.

X Edge Agent A Z E Q) 07} AR E|X| f&LICEH
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https://console.aws.amazon.com/iotfleetwise/

AWS loT FleetWise TR 7H0|E

« AWS loT Core € AF&35104 At EF S Z2H|XIFME&LICEH XHMIEF LI 2 Provision AWS loT
FleetWise *t2F CHHE B XFHAAIL.

KEMIEH LHE 2 AWS loT Device SDK for C++ FAQE & ZSHMIR.

2 Al: [ERROR] [| oTFleetWiseEngine::connect]: [K|& A EIOIEBHZ|E A%
StX| 28N

312 4H: Edge Agent 2AZEQ0{7} X|&M MEAAS 3K 28 ZR 0| QLRI EAIE £ /&Lch
CtEo| SHt 27 T HEIIEKX] 25t 1T Edge Agent &2Z E {01 CHA| AEFEFLICH

persistency:persistencyPath - =& &|A|, C|ZH OfLIHAE X o0& A4S fX[s= O
ANl 2L Z=LICH

2X: Edge Agent AZE?|o{s 22 E FIEHOBD) Il PIDs & ZIE 22X 2
E()& =&stXx| el &LICIDTCs.
2 & obdInterface:pidRequestIntervalSeconds E£&

obdInterface:dtcRequestIntervalSeconds7t 022 A MHE AR 0| 2LF7 7 ZAIE &= &L
Ct.

Edge Agent 2ZEQ|0{7} At&S #HE 7| Xt F oM Al 5C1 32

obdInterface:hasTransmissionEcu7} true@ 2 FAME[0] Q=X| &olghL|C}.

x2F0| E & E HAEEDR UE H E -|5.(CAN |:|-|A) =ME |5 4
obdInterface:useExtendedIds7} 2 FA4El0] Q=X| IDs&E QI L|CH rue.

—_

EAl: Edge Agent for AWS loT FleetWise 2 ZE Q|01 HEXZ oA O]
EHE &6t X| &£ 7HL Clole AAF 732 M8 = gigLCt.

S W 7|8 Y3 S QEtst A2 0| 2771 EAIE &= U&LICH
Resource gt ™IS &4
AMZolIDe| ZtdLict AlZ9|IDE= 50,0002 o Edge Agent ¢£§T1I
C} =L} Ztolof &L o{= ID7} 50,0002 =
Ct 5= A3 0 M do]

Ex: [ERROR] [| oTFleetWiseEngine::connect]: [X|Z&4 EIO|EEEIE AlE&HR| RE 130


https://github.com/aws/aws-iot-device-sdk-cpp-v2/blob/main/documents/FAQ.md#frequently-asked-questions
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g'l_l
0
o
b
o
N
oIr
g
d

Resource

[l
0

g elste A
Ch.
A Y OolE = 256 of ol &g HEst 7|
& AMAL| == Mof| 22t E=0f A B
= Aol = 2t A
| Qlof Z&fEl A 7|0}
=& EQolst= 2ol &
&Lt
M5Ol S|AEE HE  20MB of ol =ohz|H
ol 3 7|lLct Edge Agent AZE Q|
o{= M Clo|E =& 2
STt
ZX|: [ERROR] [AwslotConnectivityModule::connect]: [Connection
failed with error] &== [WARN] [AwslotChannel::send]: [No alive MQTT
Connection.]
312 Y: Edge Agent AZEQ0{7 EEtRE0f HAEIX| 22 B2 0| 2R 7H EAIE = &Lt
7|12% o 2 Edge Agent 2AZE Q0= 182 AWS loT Core OICH ping LS ELH1 38 S9 7|CHEIL

i L
Ch 8E0| g12™ Edge Agent AZEQ0{7} XIS 2 IR S CHA| A™ELICEH

= Al: [ERROR] [AwslotConnectivityModule::connect]: [Connection failed with error] === [WARN] 131
[AwslotChannel::send]: [No alive MQTT Connection.]
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AWS loT FleetWise2| £t

o 2Et2E 2ot AWS 0] 22M =2lelLich AWS 122 7 3t
S5t =8 P52 GlolE ME X HET o 7|l oS £ & 4 s

28teC Hot-AWS £

&LICH AWS 8t £ OHMBHA| ALSE & e
F4 Z20 TN ES YHOR Holo| 311 MY MoR HAES T
FleetWise Ol H8El= F& 4 T2 2o Cf3t xHMIE L8 S 7H &

MHIA HE & Z2 33 FXHML.

w

- ZEIREQ EHet- A AWS MH|2oil et ZEELICH 8 042422 H|o|

=2 =
— [=) —
E{o| RIAE, EAt 27 AHY, 22 HE L #EE HIRE 7[E 240 CHi M o] /& LICt

O] MBI = AWS loT FleetWise £ AIEE I 25
O ElLct Eot W #™H &+ FEO| &A
AWS |oT FleetWise E|AAE PLIE{RIS
i efotELCt

ol B g5

A
AWS loT FleetWise & £ M5l= = .
E O E20| £|lE CHE AWS MH|AE AI25HE

rr
oz
I
= g
o
:|OI:I
o
rr
nd
1
mo

o
HL
}OII-

LiS

« AWS loT FleetWisel| HIO|E{ E35

. C}=2 E8F AWS loT FleetWise M| A &[0

« AWS loT FleetWise& ID & AAM|A ZHE|

« AWS IoT FleetWiseOll CHet #H &+ HAS

« AWS loT FleetWise2| = 21

« AWS IoT FleetWise2| Q1= 2} E ot

« AWS IoT FleetWise 2| 7+43 QI #|oFA EAd

« AWS IoT FleetWiseOl CHet £ oF =& Abg|

132


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

AWS loT FleetWise TR 7H0|E

AWS loT FleetWise2| H|O|E{ E&

2ol D& AWS loT FleetWise2| O|O|E{ 25 0of M EL|C} ol ZEof MHE CHZE AWS
A 2EYH QIZEIE ESE M0l UELICH AWS 2Bt E. AF8 Xt 2l ztof
Tl 2= E 2|sHok gL AF8 8= AWS MH|A o EoF 141} 22| EfA T 0 CH
A Xtof| A R&LIct. ClO|E =etoltH Alod CHE REAIEH LIS 2 H|0|E ZEtO[HA| MMS
StML. RECO| Clo|E 25of CHEr XkMIEH LIS 2 AWS 2ot 2E29| AWS el 37 ZE
Ol GDPR 21 HAIEE HX5IAM2.

>
=
w
OH
- {Ofn

12 b O
pe > rin

H1 om
0

; o > nr

il
P

bl

CIOIE ESE I At Y2 2551 AWS 1™ AWS IAM Identity Center E2= AWS Identity and
Access Management ()& AF&3t0{ 7HE AIEALE ™ St= 0| ZE&LICHAM. O[F A 5HH 71 At
XA RHAlo| R|F E SAIS| o|dst= O 2 Meto Fo{E Lt Eft Ctsa 242 WHHo 2 o

O|EHE EZ3te Aol E&LIC

+ 2t Aol CHEHA QIB(MFA)S ALSEFLICE

« SSL/TLSE Ar&35t0{ AWS Z|LAQL SAIELICEH TLS 1.27F HR36tH TLS 1.3 HE & LICH

. B M504 API W ALSR BE 228 AFBILICH AWS CloudTrail. CloudTrail £5g ALS 504
AWS 252 r{sHs Wiof CHEt KFMIEH LIS AWS CloudTrail AHS HEA2| CloudTrail %X
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7t ZerEL|CIAPI AW AWS SDKs. O|& 0l ArE El= Bl EE= At A
= 2E CIO|EE 8+ £= RIE 200 A8 E = A&t 2/F Aol URL

=t Medoll CHEt 232 ABURLSEY| 9Ish of 2ot 915 HEE Z35Hx| o= X

&l
In
2

°

o
0
HT
rr

o FO

5

oo

i -
> M o

HA

M

>.

()

s

(¢)]

x

Ral (]
0 O
o O
40 1>
o nr

L

i

Im
E
184
Q'I_l

rrn
ox

2
g @

i

Ju
[o][]
rir

o m T U K
> [> ot |
Ol

o =

o> oH
ol

T
o

AWS loT FleetWise £ X|#HZlE & st=H ool 7 & HRIStE Edge Agentet &7 ALEsH0{ RHE
CIOIEHE AWS 22t == M&st7| fIgt ZULICH AAF M COIEHE F&Ests 89 & 2#E XY
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS loT FleetWise TR 7H0|E

&LICH o47[os 2E &

20| &
2 11X M3stT &t clole F&of

2o A £=ZEE HIO|E{= MQTT HIAIX| ZEEZ0| ZEE AWS loT Core HIAIX|E E8l FEtRE
2 XM&EL|CH AWS IoT FleetWise = Amazon Timestream O|O|E{H|O|A 2 H|O|E{E ME :
Timestream Ol A& HIOIE{7} & S SHEILICH MHEE 2E HIOIEE 7|[BM2 2 AWS MH|A &S 5HE
LIC}.

WS Key Management Service (AWS KMS)2} S & E|0{ CI[0|EE ¥ S5 3tst= O A
|& #elgfulct 128 22| 7|8 AF&35H0{ AWS loT FleetWise| A == &lEt G| O|H
MEfg = &LicH & S8l 353 7|8 4, 2el & = = UA&LICH AWS KMS. &t
WS Key Management Service 7H2 X} eFLiA{ Q| EF TSI 1L|77F AWS Key Management
=

Rl

2

Pl

e}

bk o
1o

rir

>

ME &5 4535
AWS loT MH|AQI I EtE|= 2 E HIOIEE M& HS EQH)E AHE5t0 ME Foil ¥ S&HELICHTLS
KEMIEH HE = AWS loT 7HE A} QHLHAM S| T& Hotg2 EXSHMIL.

EESF AWS 10T FleetWise 2|40 CHEH HMHAE QHHSHA| Mofst= o] == 0| _r':-l= 2l
2042 AWS loT Core K| LICH X2 X.509 QIZEME AL835t0o4 Q1F(2a2)2 S35l AWS loT
FleetWise & At&35t11 AWS loT Core HHE AFE510{ X|HE s s™sI=S :""°F Fof(HE 7
0f)E 2 = UELICE KtAE LI82 the section called “A 2 S2” S HXFAUAIL.

AWS loT FleetWisel| O|0|E{ & % 5}

HIolE] &5 3t= &4 S( AWS loT FleetWise 2 27t S0, HO|EQ0|2t M ZHoll) & XE (=2
Z ClHtola E&= off ME k= §¢) CIo|EE ESstE 7 % o0l Lt AWS MH|A, EEI0|ME
A 33 E AE5tod ME OIO|EHE E5E & /U&LICH

=
=

(® Note

AWS loT FleetWise S X| X Z|= AWS loT FleetWise HIO|E Q0| LHIM ZARIZ|T 2 Ll
EQTE S HMAE = APIs Y= E = ELICE O|l= AWS loT FleetWise Edge 7{=!E{7}
A R8 M 1B M7t X|H5tE TLS A2 S5l = EAPIsELICH ZEI0|ME 2159 B A
MA Mo ¢35 2 APIs AFELICH ME| Q15 AM Z2t0o|H! 7|9 BMA Mo 2s= TE C|A
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorization.html

AWS loT FleetWise TR 7H0|E

30i| XEELICH. AWS loT FleetWise A X| #El= M Al O[2{et 2ot 218 HEE 253517
°|0H _u_|.0| A|AE-II o §_§|.o.|| o|_7F_oI-|__||:|._

MH & 253 2 Zet0|HES 5 5tol CHE REMEH LIS 2 CFE FHE AESIAAIL.
LH &

« AWS IoT FleetWiseOll A A& Al &5 5}

« AWS loT FleetWise2| 7| & 2|

AWS IoT FleetWiseOl| M X% Al &5 35}
AWS IoT FleetWise = AWS Z2I=9} Ho|E| oo Cl|o|E{E A &&hL|C},

AWS 22l of X{A&= M| o|E

AWS IoT FleetWise AWS MH|A = 72X o2 X% H|0|E{E ¢ 53}5t= CHE of CIo|E{E K& E
LICE K& Al & Z 3= AWS loT FleetWise 0| A Atok 40 7ot A 22 Y= 8lste ol A SEe &
535t 7|18 #elst7| 215 AWS Key Management Service (AWS KMS) 2t S & ElLICH 12 zt2[™ 7|
£ AE3t04 AWS IoT FleetWise 0l A Rf&t &4 gfnt EA 2t 2 LS 36t MY & J&LICH E

Soff 53t 7|18 dd, #el X 2 & UAELICH AWS KMS.

AWS 2% 7| E= I 22l 7|§ MEsio{ CIOIHE & 3te + JU&LICH

QF 2231 CIOIEE YE8tste Of ASEIE 253 718 BEI5H7] AWS KMS 9I5H & SHEL

N
ARy

ol
—

7t

« AWS A28 7|- 7|2 253} 7|. AWS loT FleetWise 7} 0| 7|12 AR ELICH AWS 7|
el e AL E £ Q& LICH EESH AWS CloudTrail 219| 7|of CHSH Zeig =
HIE 10| 0| 7|E MEE =+ U&LICH
HEEE 7| -7l A7 MM, Af U ztelste A™o| MEELICH KMS 7|18 25| &|od
£ &L 27 AWSKMS 20| &

0 02

Iy lo
C
I Jo

AN
o

w ki

AWS A8 7|

AWS A% 7| = A™o| MEE|X| et&L|CH o]l= oig] AWS A X, AWS AMH|A can 0 M HIO|E|E &
S5t AWS A] 7| Ol AF2E £ QIEE E AWS A R5t1 &E|5t= KMS 7| 222| A2 QlL|Ct.
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E HHL} ZE2|6tHLE AFESHHLE AF2 S AWS A F|ZALE &= gi&LICt X2 H|O|EE ¥ & 5}5t
= 7|18 BE&57| @IeH ofiH &g s>t HL o{iH T2 7S 4GS 2Tl Qi&LIch

£ A83tE 72 230l RHEIX| AWS AR 75O H ATl AWS KMS ol ZFEIX| e
Ct.

74 223 7|

I8 o 7|l MM AR 2 22|5te A™EHe KMS Z|lL|ct chS 1t 20| o248 KMS 7| &t
5 Mo{g + gLt

- Fo MM AM M U HE 2o Y U X

- M3 2 H[E P35

- 4335 AE IA|

« Ej F7}

- O|B HZste Wa MY

« KMS 7| A X| o 2F

CloudTrail 2 Amazon CloudWatch LogsE AE

504 AWS loT FleetWise 7t AFR KIS CHAl5t0] E LY

= 2™E FHE =& AWS KMS U&LC.
I 22 7|12 Aste B Al™o| X{ZHE KMS 7|0i CHEF AWS IoT FleetWise UM A #HEt2 B
ofaH{oF & LICF. AWS loT FleetWise £ QHZ I S35} Bl 7| HS L& AFE510{ HIOIEHE ¢ 55}
ZLICH AWS KMS 233t 7|= 0| 7| HlE #x ol RE 7|8 25356t O AASELICH RHAIEH LIS
2 AWS Key Management Service 7HZ X} eFHLIA S| S & A5 3E HESHAM L.
CHS oA HE2 AFSXLE CHAISHod T2 ZE|& 7| M40 AWS loT FleetWise HetE F048LICt
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmt1603902045292",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
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"kms :RevokeGrant"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
/A Important

KMS 7| S0l Af M FI7HE m HAo| 7|E MM g BZE6HX| OtM[L. AWS loT FleetWise
ol ol-s§|-7|- g Mstz|o ! CtS & StLtetE sHEdHE B AWS loT FleetWise £ G| O|E

« KMS 7|7} HIZ &3t E[HLE AP A E LI
« KMS 7| H20| AMH|A0i CHall SHIE A 7S =IX| Lt &L

HI™ A& CIOIEO ME Al 3 ALS

@ Note

HI™ A& ClolBis 7t 2e2l20|H HEE + U&LICH

AWS IloT FleetWise A 20| A AWS KMS 7|7t E45tEl T2 ZE[E A S 3HE AFS St HIT A[AH]
CIO|EE AI8dteies 42 2535 MY S ST HolE fR80 52|25 MEHELICH ol Sl
AWS |oT FleetWise = H| A|AE O|O[E{of 't F7I HEtg ddEe = &Lt

(@ Note
HIT AIAE] ClolE{ol Ciet &= 5t dEE AMdYstx| 2 F< CIZEH LHAET HE &

HEIZ HE & J&Lch

1. GetEncryptionConfiguration APl 22 AF&3104 AWS KMS & 53817} M3l z|o] QEX| &olst
LICt &S5 30| FLEETWISE_DEFAULT_ENCRYPTIONO|H F7} 20| T st K| et&LCt.

2. &&3 0| 2l B PutEncryptionConfiguration APl X242 KMS_BASED_ENCRYPTIONA}E &}
01 4535 RS 2 AAXELICHFLEETWISE_DEFAULT_ENCRYPTION.
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aws iotfleetwise put-encryption-configuration --encryption-type
FLEETWISE_DEFAULT_ENCRYPTION

}

3. PutEncryptionConfiguration APl 242 Al835t0{ 253l RS of CtA| A5t &L
CHKMS_BASED_ENCRYPTION.

{
aws iotfleetwise put-encryption-configuration \
--encryption-type "KMS_BASED_ENCRYPTION"
--kms-key-id kms_key_id
}

ot 5 3| &rAd5tod CHEF AEAIEH LI 2 AWS loT FleetWisel| 7| 22| MME X 5HM L.

AWS loT FleetWise2| 7| Z2|

AWS loT FleetWise 22t E 7| &2|

7|82 Z AWS loT FleetWise = & AWS Z 2|8 7| AI&35t0o4 o HIO|EHE ESFLICI AWS E2I2
C. 074 22|y 7|2 AF25104 AWS loT FleetWise OIlA ClIO|E{E &5 356t MMEE oo|EE
£ Q&LICE AWS Key Management Service ()& S35 253t 7|€ A4, &2l 2 2 & YU&LICIAWS
KMS.
AWS loT FleetWise = C}HZ 2lAA 9| CIO|E{E &5 3t AWS KMS &t7| I8l off A& E o7 2t2|H
7|12 MH & g5 3tE x| HELICt
AWS loT ClolE 78 DA EE 7|2 7F SEIM LEEt
FleetWise 2|& S
A
A5 FlEIER T M
& A M allowedValues, defaultValue, %
A, =|CH
CHZ= 04| O|E M allowedValues, %4, Z[CH
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g 22
OHL|HAE)

C|3 M oo A
=

Campaign

GOl E

=0
0%

MM

Canlnterface

ObdInterface

CanSignal

ObdSignal

conditionBasedCollectionA 7|0}

TimeBasedCollectionScheme

M allowedValues, |4, Z|CH

nx
0%

>
0%

_|

=
protocolName, protocolVersion

requestMessageld, dicReques
tintervalZ, hasTransmissionEcu,
obdStandard, pidRequestinterval =,
useExtendedlds

QIX}, isBigEndian, isSigned, 20|,
messageld, 2 Al startBit

byteLength, 2 XAl pid, pidRespon
seLength, 2’4, serviceMode,
startByte bitMaskLength, bitRightShift

attributes

o
o

nx

E$ 4] conditionLanguageVersion,
minimumTriggerintervalMs, triggerMo
de

periodMs
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® Note

CHE d|o|E] 2! Z|AAE AWS loT FleetWise O|A Zt2|5tE 7|7} Qe 7|2 A4S SHE AR5t
o &S 3HELICE 0] 7|= MAE|o{ AWS loT FleetWise HIZ0| X{ZHE L|C}.

ALAIEH L& AWS Key Management Service 7HeE R} eHLHA{ 0| BF I IL|77H AWS Key
Management Service?2 HZ ML

KMS 7|8 Ah85t0d 2 5 5t & Ad3k(

rH
>

)

AWS |oT FleetWiseOll A 178 22|13 7|2 AF235I242d AWS loT FleetWise A% Q10| 0|E 5l oF &L

Ct.

KMS 7|& At&Estod &5 3HE & d3tsitAT(2 &)

1
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%53 7| 7 oA CHE AWS KMS 7| B & MEISELICE O] A ot AWS KMSOf| K{EE

(® Note

oS &M & stLEE AH&5t0d KMS 7|1E MEfErL|CH

+ 7|1& KMS 7|§ A83t2{H S50IM KMS 7| BE g M= ELict.
« M KMS 7|2 M4d3l2d™H - AWS KMS 7| Mg MEfgtL|C}.

(® Note

24 AWS KMS 2£ 0| YZILICH KMS 7| Mol CHSF REMIBH LIE 2 AWS Key
Management Service 7H& X} RFHLHAQ| 7| M4 S H XML,
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dEe M

24 XHE
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MEdELICH
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KMS 7|& At835tod 253t & H3HAWS CLI)

PutEncryptionConfiguration APl 2f1& A& 304 AWS loT FleetWise 7|Z40i| CHEt ©
£ A&LICH B2 Ao MHE E ALSELICH AWS CLI.

ot

2! Hdstott{™ CFE Bds AL

i
utok
ol

3t

ok

« Replace KMS key id KMS 7|2 IDE At&&FLIC}

ASSE

aws iotfleetwise put-encryption-configuration —kms-key-id KMS key id —encryption-type

KMS_BASED_ENCRYPTION

Example &

{

"kmsKeyId": "customer_kms_key_id",
"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"

}

KMS 7| 2324

KMS 7| A48t & AWS IoT FleetWiseOll A &S 3t248 %A% KMS 7| MRHo|| Ct2 22 F7}8H0¢

ghuict.

"Sid": "Allow FleetWise to encrypt and decrypt data when customer managed KMS key

based encryption is enabled",

"Effect": "Allow",

"Principal": {

"Service": "iotfleetwise.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",

"kms :RevokeGrant"

1,

"Resource": "*"
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}

AWS loT FleetWise 01| AF& & KMS 7| ""‘—'1 HEof Cist REAIE LI &2 AWS Key Management
Service JHE R} QFHLHAS| 7| A A S H XML,

/A Important
KMS 7| S0l Af MES FI7HE m HAo| 7|&E MMg BZE6HX| OtM[L. AWS loT FleetWise
ol OI-5§|-7|- gM3tE[o] QI CH2 & stLiZHE siEsteE 29 AWS loT FleetWise £ Ci|O|E]

« KMS 7|7} HIZd3t |7t AR ELICH
« KMS 7| H20| AMH|A0i CHall SHIE A S =IX| eft&LICH

CI=2 2 S8 AWS loT FleetWiseH M| A X[0]

Ct2 MM A= AWS loT FleetWise 2|A A0 CHEF HMAE Mofst= WS CHEL|CE 047]04 A
CtR = HEol= AWS loT FleetWise 7t ZH[Ql S0i Xt OB E MEE = UZSF o E2(7|o|M
HM|A MEHS F045t= WE 0| & E|of U&LICH EFt OO E XEE Amazon S3(S3) HA! EE=
Amazon Timestream Ol O|E{H|O|A 2! Ef|O|2 01| CHEF AWS IoT FleetWise HM|A HEHE F2045t= &
e MEELCt

Ji

Olz{8t ZE HEHO| HMAE E 25 7| I8t 7|&2 AWS Identity and Access Management () &I L|C}
IAM. of CHEt XA LI 2 B FUULITHAM?E IAME ZSHAIR.

LiS

« Amazon S3 CHAFO]| CHEF AWS IoT FleetWise M| A HEH £ 04

« Amazon Timestream CH& 0| CH8F AWS loT FleetWise M| A 48 504

Amazon S3 CHAHof| CHEF AWS loT FleetWise M| A HEH H 0

Amazon S3 CHANS AF35t= A2 = S3 v{Zlo] xHZF O|O|E{E AWS loT FleetWise MEHt 1 AEH
Mo Z OO0l &= &tol A8t AWS KMS 7| A8 &= USLICH 2F ZZOo| EMslE 42 =
CloudWatch 21 18§ L AEZ|O 2 H|0|E| M& 2F AWS IoT FleetWise & M&EHLICH ME AE

22 MMHE e IAM g ol Qlofof ghLct.
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AWS loT FleetWise = S3 CHA0|| CHEF MH|A EoF A9 &7 HZ! RS A2 &Lt B3 &=H

= S
Z7tol CiEt XEAMISH LI 2 Amazon Simple Storage Service AF& B Q| Amazon S3 2£2 ALE
Stod M7 B2 RIHE HEFAMIL.

CHS M A HHMS AHZ5H04 7 S3 EHZ! AWS IoT FleetWise Off AMA ST S 455 LICH S3 A
2 ARSHK| &t 2 B2 Amazon S3 Y S =0 s3:PutObjectAclS FIHELIC o|F A 5t B!

ARA7E oM MS sk iAol CHEF A HMA HEHS FO4RLICH AWS loT FleetWise. EHZ! 2| 24
A L HMA 25 ol Ci$h XEMISH L& 2 Amazon Simple Storage Service AFE ME A Q| HZ! &

o = 0O o

-~

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
I
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
},
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
I
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws:SourceAccount": "account-id"
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JHeER 7Hol=
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
.
"Action": [
"s3:ListBucket"
1,

"Resource": "arn:aws:s3:::bucket-name"

"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
b
"Action": [
"s3:GetObject",
"s3:PutObject"
1,

"Resource": "arn:aws:s3:::bucket-name/*",

"Condition": {
"StringlLike": {

"aws:SourceArn": "arn:aws:iotfleetwise:region:account-id:campaign/*",
"aws:SourceAccount": "account-id"

I A2 AWS E|-e] AHol e 2E A 2o

M2 =]
—oH

LICE.
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JHeER 7Hol=

S3 HZ!lol KMS 7|7t 42 E[o] /= B2 710l CtE EAo| EgLICH 7| gr2lof CHeh XiMler L8 2

=211 d

Amazon Simple Storage Service AF& M AMO| AWS Key Management Service 7|(-SSEKMS)E AlE

otod M & A S5HE MESI0ICIOIEH E5 & HESIML.

{
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
.

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "key-arn"
}
/A Important
HZE dde M S3= 2lAas ARKA 2[AA0 CHEE TA| Mo HEFE Foiste 7|8
M Mo SE(ACL)S MBI AWS IoT FleetWise 7t S30| CIO|E{E M& & 4+ i &

© 53 HZIACLOA 2 |:||§E A8tsfoF B LICH RHA[EF LHE 2 Amazon Simple Storage Service
AN MEHMO| ZE A H{Zl0]| ACLs CHSH H|EHASH Al ZHAY| AR H M2 & XFHM|L.

1o =2 =11

Amazon Timestream CHAoi| CHEF AWS IoT FleetWise 2 Al|A HEH £04

= XI2F Cl|O|E{E Timestream Ei|O|E0il AWS IoT FleetWise &
gtL|Ct. 7} Timestream2 2 O|0|E{E AWS loT FleetWise Z1&& £ QI 2 |AM d&tof 22 o
SHok gFL|Ct.
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/A Important

+ AWS loT FleetWise Timestream Z|AAE MHE [ SUSH AWS 2T AL S oF & L|Ct.
AWS Z|™E TMEtstE Z2 Timestream 212 A0 HMASH=E O 2A7F 22 4 l&LCt
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« AWS loT FleetWise = 0|7 SE(HX|LIO} S8)t SH(ZZIAFZE)0|M AFRE £ A&
L|C}.

o X|HElE 2I™o A SE2 AWS B FH X0 Timestream HIEXQIE 3! stErars #f
XStMl2.

« Timestream O|O|E{H|O|A 7} QI0{0F B LICI. REE|IY 2| B, Amazon Timestream 7H&r X} FLH
Mo| O|O|E{H| 0| A MAE B XML

K| E Timestream Cl|O|E{H|O| A0 Ef|O|E & MMl oF &LICH FE2|Y 2 AL, Amazon
Timestream 7H&f X} 7}0|= 2] Ef|0|E MME FHZSIAML.

AWS CLI € AI-83t04 TimestreamOd| CHEt A12| HAo 2 |AM P&t S MAE = UE&LICH IAM &S
st ChS By e A-ELICEH

T

AE HEo 2 |AM et MMste{™

« Replace TimestreamExecutionRole MA35le{= A& 9| 0|F0| EAIELICH

[N —
* Replace trust-policy &2 20| L3 &l JSON TS ZFHELct

aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:account-id:campaign/campaign-name"
1,

"aws:SourceAccount": [
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"account-id"

AWS |oT FleetWise &S F045t= TEH HAMS MMELICH M

TimestreamOf CIO|E{E & = U=
Mg OEDHE CHS HYS A-SLICEH

HIA o4 HEHO| Q)i A
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—

* Replace AWSIoTFleetwiseAccessTimestreamPermissionsPolicy 4d3te{= Hao| 0|&
O] EAIEILILCE.

* Replace permissions-policy &t 20| Z&El JSON IOl O|§ S AHSELICEH

aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json

"Version": "2012-10-17",
"Statement": [
{

"Sid": "timestreamIngestion",

"Effect": "Allow",

"Action": [
"timestream:WriteRecords",
"timestream:Select",
"timestream:DescribeTable"

1,

"Resource": "table-arn"

"Sid": "timestreamDescribeEndpoint",

"Effect": "Allow",

"Action": [
"timestream:DescribeEndpoints"

1,

"Resource": "*"
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JHeER 7Hol=

1. E=0|AM HEt H29| Amazon EIAA O|F(ARN)S SAFEMLILCE.

o
2. 1AM HEt HA 2 |AM 2&hof ¢4ZE6IE{H Cl = WS AlsstL|ct.

* Replace permissions-policy-arn O|T EtAH0|A S ALARNEH & AHS & LICH

+ Replace TimestreamExecutionRole 24435t IAM 238 0| 0| 0| E A|E/LICH.

aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name TimestreamExecutionRole

M LHE 2 IAM AP MBEM o] AWS B|A A CiEt HH A BE|IE RIESHAR.
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MH|A 2[R} - 3|AL| A AWS IoT FleetWise ElAAE EE5HE B2 AWS loT FleetWiseOll CHEt
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
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iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"
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{
"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

},

{
"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {

"AWS": [
"123456789012"
]

}

}

]
}
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usexr/1ijuan"
]
}
1]
}
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"Statement": [
{
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:usexr/fleetWise"
.

"Resource": "*",

"Effect": "Allow",

"Action": [
"iotfleetwise:ListFleets",
"jotfleetwise:ListCampaigns",
"iotfleetwise:CreateVehicle",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://console.aws.amazon.com/cloudwatch
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{ $.logLevel = "ERROR" }

T E3HA M40 CHBH REAIBH LS
CloudWatch

Example 21 &=

{
"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",
"eventType": "MODELING_ERROR",
"logLevel": "ERROR",
"timestamp": 1685743214239,
"campaignName": "test-campaign",
"signalCatalogName": "test-catalog",
"signalld": 10242

}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
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"Version":"2012-10-17",
"Statement": [
{

"Action":[

"ijotfleetwise:PutLoggingOptions",
"jotfleetwise:GetLoggingOptions"
1,
"Resource": [

min

1,
"Effect":"Allow",

"Sid":"IoTFleetwiselLoggingOptionsAPI"

"Sid":"IoTFleetwiselLoggingCWL",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery"
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"
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1,
"Effect":"Allow"
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https://console.aws.amazon.com/iotfleetwise/
https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetLoggingOptions.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutLoggingOptions.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SearchDataFilterPattern.html#search-log-entries-cli
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:assumed-role/Nikkiwolf",
"accountId": "111122223333",

"accessKeyId": "access-key-id",
"userName": "NikkiwWolf"
},
"eventTime": "2021-11-30T09:56:35Z",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",
"awsRegion": "us-east-1",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
"fleetId": "f1234567890",
"vehicleId": "v0213456789"
I
"responseElements": {
I
"requestID": "9f861429-11e3-11e8-9eea-0781b5cac21",
"eventID": "17385819-4927-41lee-a6a5-29m10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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