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https://console.aws.amazon.com/iotanalytics/
https://docs.aws.amazon.com/AmazonS3/latest/gsg/GetStartedWithS3.html

AWS loT Analytics ALZ%t 7H0|=

£ contentDeliveryRules::destination::s3DestinationConfiguration & ZESAIA|
2. CreateDataset

AWS loT Events

x| EFE Z2MAE ZLIE{RI510{ AWS loT Events®S & Xo{ FF= HZE AFE 0| QI=X| &Qlst
1 0|2{Et O|HIET} Y Ml B 71 ZX|IE AIEE £ U= MHIAQI CIOIEHME E2EHIXE =
OF MEE £ U&LCh

O|Z A te{™H &Y S ALE35to{ HIO|E{MEE BtE 1 EE0i AWS loT Events &2

2 X|H3HAIL. CreateDatasetcontentDeliveryRules :: destination
iotEventsDestinationConfiguration :: inputName &% AWS loT Analytics
iotevents:BatchPutMessage HetE F045t= A& X|H5H0k & LICH roleArn CI|O|EHAE
ZEIX7F AWS loT Analytics 24432 miotch ZF HIO|EMIE 28I & =2 X|HE AWS loT Events
elzdofl HIAIXIZ MSELICH & Sof, CIOIE| MEo Chg 2HIATF Z&E A7} QlaLch

"what", "who", "dt"

"overflow", "sensor@1","2019-09-16 09:04:00.000"

"overflow", "sensor02",'"2019-09-16 09:07:00.000"

"underflow", "sensor@1","2019-09-16 11:09:00.000"

rlo
1z}

JH S e =7} ZEHE HAIX|E AWS IoT Analytics = &LIC}.

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor02", "dt": "2019-09-16 09:07:00.000" }

A e EE (what,who, & 5tLt 0|4 dt) & 2I4I5H= AWS loT Events &1232t2 THE 1 O[HIE
oM olz{8t &= ZEE ArE5l0 H S EC|HE AL LIE HE M S AWS loT Events &
X7 2 PtE= ol E&LICt

Jupyter Notebook
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AWS loT Analytics AL 7Hol=

AWS loT Analytics AlZf5t7|

O| 2 AWS loT AnalyticsE &3l C|HIO|A C|O|EHE =&, XM%, M2l & FHEst= d M8 = AU
7|12 B0l cis dFELICt of7]of EAE oMol A= AWS Command Line Interface(AWS CLI)
A& EHLCH AWS CLIoi| CHEF REMIBH LE& 2 AWS Command Line Interface AFHE AEAME & X
StAM 2. AWS loTol| AFEE == U= CLI B0 Ciet XtA[EH LI 2 AWS Command Line Interface &

ZoliotE HZtML.

mn rir

|_

/A Important

aws iotanalytics BHES AL&30{ AWS CLIE AF8 3= AWS loT Analytics2t 4

E8E
QI&LICH aws iot HZIS AF2510{ AWS CLIE AF25HE= 10T A|AEIO| CIE B2} A

8¢ = JA&Lich

fol  mok
Ll -|>

@® Note
Ct=2 oflofl A AWS loT Analytics ZH&ll(*H'd, Cllo|E{ M|E, HlO|E] A504 o= ztehol o|l§=2
UE [ CHEXIE MEE B AAHO| AISSE ARKE HEs e [WE & += U&LICH

335
A Ol 2 AERZ AlXaloF st AEAH WE X AR TS - AU&LICH

R A

A2 2|zl x| k2 Al HAIX| Clo|E{E mol=2telol| H[Alst7| Tof O] HIOIEE & & E2tg
LICH =& HAXE ME2 HEE22, & Hml EA = Co|HE 2t MdE ddst= AL

aws iotanalytics create-channel --channel-name mychannel

AWS [oT HIAIX|E AWS loT Analyticsoll A 2= Z&tH| 52474 AWS loT = QI El F2I8 oS0 0] &Y
ol HIAIX|E ELHAAI2. O] LHE 2 AWS loT Analytics 2 H|O|E| = Zl9| SIf 2 0i| A MHEELICH &Y
'Hof| CI|O|EE 7ML e & CHE WS AWS IoT Analytics @& BatchPutMessageE& Al 3t A

L|ct.

aws iotanalytics list-channels
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iot/index.html

AWS loT Analytics AL 7Hol=

o] et FIH HEE THMHE{H.
aws iotanalytics describe-channel --channel-name mychannel

AMelZl x| et 2 "D HIAIXI= AWS loT AnalyticsOf| M 2 2|3t= Amazon S3 HZ! EE= AFE AT} E 2|
st= HAo| AHEELICH channelStorage WELO|EE AF&sto] MEE HAE XIHELICH 7|22k
2 MH|A 2|3 Amazon S3 HZIQILICH AF2XF7F B 2|5t= Amazon S3 BHZI0ll U HIAIX|E K&
St & MEIS 32, AWS IoT Analytics7F Amazon S3 HHZ!0|A s3:GetBucketLocation(EHZ! &

| 2 21) s3:PutObject(M%E), s3:GetObject(817]), s3:ListBucket(A*{2l) S CHAl =3
&b = QIZ & M2 Foqsl{oF ELICH.

>

fuok

Example

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-iot-analytics-bucket",
"arn:aws:s3:::my-iot-analytics-bucket/*"

—

f

T el A AERXIS M EE HEte HEstE B2 oITo| +=EE HIo|E{7t CIoIE ME 2
zof Y L= M CIO|BE MAEIsH0F & 4= A& LT xS ClO[E MAEIE FESHEAIL.
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/reprocessing.html#aws-iot-analytics-reprocessing

AWS loT Analytics ALZ%t 7H0|=

ClO|Ef AE 0] M4

HOlEf AE0{E HIAIX|E =&let T MEELICH C|O|Ef AE0{E= CI|O|E{H|0| A7} o2t & E I
2|7t 7k 8 HIAIXK| E|ZX|E2[ILIC 048] TIO|E AE0{E 4dst0d 042 7[7| EE= IRI0AM 2
HAIXIE XE S HL Y CIO|E| AEO0{E AF83t0{ ZE AWS loT HIAIX|E =418 = &Lch

rr

aws iotanalytics create-datastore --datastore-name mydatastore
o|0] 48 ColE AE0{E LidstedH.

aws iotanalytics list-datastores
HiO|E{ AE0{of &&t 7t HEE JHX{2E{H.

aws iotanalytics describe-datastore --datastore-name mydatastore

AWS loT Analytics ZlA A0 CHEH Amazon S3 &%

X 2|E dlo|Ef AE0{ HIAIX|= AWS loT Analytics0ll A 2t 2|8H= Amazon S3 HHZ! EE= AFSAF7L &
2l5te HZo| MEE = A&LICH HIo|E AE0{E e [ datastoreStorage API ItEIOIEE
At&35t04 §5t= Amazon S3 H{Z!S MEAFHLICEH 7[22f2 AMH[A #E[Z Amazon S3 HZI LT

AME X7t #2l5HE Amazon S3 HHZ!0f| O|O|E A E0{ HIAIXIE MHE =H
Analytics7} Amazon S3 HZ!0| M 2 S CHal =S = UL T HeEHE F0o{5Hok E*L—IEP.

* s3:GetBucketlLocation
* s3:PutObject
* s3:DeleteObject

HOlE| AE0{& SQL | HIOIE MES| AAE AME5tE 2 HA S| 2EIX0 CH3H Amazon
Athena #Z|E E&& £ = HEH2 AWS IoT Analyticsoll 045t == Amazon S3 HZ! H2g MX
3t OF & LICt.

® Note
SE 2R 2o 2XME YX|ste ol E20| EI=5 HZ! M2oi aws:SourceArng X|H
= o]l Z&LICE oA stH X|IHE AHHM 2E 230 5{&35t04 M AT MEHE L

ok rio
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AR 7H0|E

o

Sl CHElRE

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::D0C-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-

EXAMPLE-DATASET",

"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-

EXAMPLE-DATASTORE"

Amazon S3 &3

24
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}
REMIEH LI 2 Amazon Athena AHE AE MOl I EA HE HAMAE FZFHA L.
(® Note
D724 pZ|" olo|E AE0{e| M E= HEHE YO|0|Est= B o|Tol| =E & dIo|E7t O
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AWS IoT Analytics H|O|E{ AE0{= FXH JSON & Parquet It FAIS X[ELICH 7|2 Tt 4]

2 JSONILICY.

- JSON(JavaScript Object Notation - O|§-gt ‘&t =AMt X|HE 2t SEE X[5ts HAE 4
L|Ct.
- Apache Parquet - CHE & CIO|E{E S 8o 2 Xt HEstE Ol AFSEle & S A K& A

LICH.
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fileFormatConfiguration

el EAlo| 314 HETF E04 U&LICH AWS loT Analytics G|O|E{ AE0{= JSON & ParquetE
|

X

7)& 1t HAI2 JSONYILICH A2 SHLIEH XIHE 4 QLI HlOJE AZ0{E A48 5o
£ ol HAlg HZE & elan

jsonConfiguration

JSON 49| 719 HE 7t £0{ A&LICH

parquetConfiguration
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https://docs.aws.amazon.com/athena/latest/ug/cross-account-permissions.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/reprocessing.html#aws-iot-analytics-reprocessing
https://docs.aws.amazon.com/iotanalytics/latest/userguide/reprocessing.html#aws-iot-analytics-reprocessing
https://www.json.org/json-en.html
https://parquet.apache.org/documentation/latest/
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schemaDefinition
A7|0HE HolstE Ol 28 HE IL|CH

columns

Zt A7|0tol= =[CH 1007H2] Fo| Z&HE & JA&LICH ZF Hol= =|CH 100712 X R/
go| ZzeE & JA&Lct
name

Zo| Mgt 1~255Kt
type

Clo|E REULICH X|El= ololE {0l CHE RhMIEF LIE S 2otEE{H AWS
Glue7H R} SHLHAM o LEI MO H|O[E €S HZEsHM .

Zlo| Mgt 1~131072Kt

AWS loT AnalyticsE DECIMAL(precision, scale) -precisiong N 2|5t Amazon Athenall
ClO|E 73 HOo|X|of LtEE 2 E Oo|o|H K82 X LIC

lOlEf BHE(2 ) M4
CtS Mxt= Parquet @49 2 Cl|0|EHE K& 5= CI0O|EH AE0{E W5t WS Bo{FELICH

CJ|O|E| AE 0] AlAd

1. https://console.aws.amazon.com/iotanalytics/0l 21918t L|C}.

2. EMEO|MCIOIE AE0{E MEHFLIC

3. Olo|E{ AE 04 I|O|X|0f| A CI[O|E{ AE 0] MAS MEATHL|CT.

4. O0|H 2E0{ MFHEE |8 H 0|X|of M HIO|E| 2E0{0f CHEt 7|2 HEE =g LICH.
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-common.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://console.aws.amazon.com/iotanalytics/

AWS loT Analytics
c. L= (Next)% MEfShL|CH

5. AEEX| R #& HoO|X|oM CIoIE ME EHS xIEELICH

a. AECX| RYAM MH|A el AEEXIE MEHENLICEH
b. AZIE CIOIEE E&tE 7|7 FHo|M F7|et2 MENELICH
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A0 M C|O|E{ AE042| JSON EAtE S MEHEILICY.

c. BEBXYLo] CI= o2t 20| JSON &Aoo 2 AF|0IE =dgtL|Ct.

{
"device_id": "0001",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

d. A7|ot FEE ME{FLICH
e. Parquet 27|0F F40iAM @4Al0| JSON oilxet Lx|stE= K| &QlgtL|Ct & Alo] Yx|sHx| &
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(® Note
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/limits.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/limits.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-common.html
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https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/time/format/DateTimeFormatter.html

AWS loT Analytics AL 7Hol=

T}o| 2}l 4

o= ztRl2 AMEe| HAIXIE ArS et ALS X7} CI|O|E AE ool ME 7| ol HAIXIE M2l &

ZEEE =+ A&Loh XH'-*° ClOIE| AE0{of 45t mto|zEiRle WEgLIcH 71 Eredh T
|z 2fRlol= IHIOIE1 =g AMEE I E8stn HAIXIE 2 CIo|E AE0{& AMEst= W Qlol=

CHE €S0l glsLuct E-I SEfet molzeelof ChEr RiMieh LIS 2 To[ZetQl 258 HEsHAAIL.

*Z0le A'dE Clo|E AE0{of AZst= A 2ol ofF MU +AstX| o= molZEtRlE BtE
£ Aol E&LIct. O™ #HA| Clo|E{7t o B2 = O|o|H AE 047t X| O|Sst=X| &l CHF O]
CIOIEHE ®2lg mo|ZEiel €82 FIHE + J&LCh
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aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json o= Ctg Z2EI=7F Z & E[0] JU&LICEH

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
I
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}
]
}

Cts B&E ddstod 7|& ooz 2telg LhdgrLct

aws iotanalytics list-pipelines

S BE S ddstod 7iE mto|zetele| +dS FlghL|ct
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities

AWS loT Analytics AL 7Hol=

aws iotanalytics describe-pipeline --pipeline-name mypipeline

AWS loT Analytics2 O|O|E{ =&

HE|g = U= OOl AE0{0of HIO|EHHE XME st mO|ZEtRIo 2 H|0|HE et ete Aol
o™ AWS loT Analyticsi HA|X| CIO|IEHE 2 &H|7t & ZdLCt. 047]|0| A= AWS IoT Analytics
E HOIEHE 7tME F 7HX| &2 EoiFLIC AWS loT HIAIX| E27HE A8 7L AWS loT
Analytics BatchPutMessage APIE ALE35t0{ HIAIXIE B &= /U &LICH.

|

« AWS loT HIAIX| EE27{ AtE

« BatchPutMessage API AFHZ

AWS loT HIAIX| EZ7{ M-S

AWS loT HIA|X| E2FHE AF25IE{H AWS loT 772! RIS AI2510{ FEIS A
EXM FAQ| HIAIX|E AWS loT AnalyticsZ 2HL &g LICH §
Tet2 Foists A S HMsHoF gfLct

AWS loT HIA|X|E AWS loT Analytics A{'dZ 2t sted™ 22 dYsHoF g LIt ot x[BF HA O
AIX| CIOIE{& AWS loT Analytics A0l TS E HetE sl 720l Fofst= IAM &2 HdsHot
g LICH.

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

arpd.json It L2 Ot 22 Ao 2 EQlLCt.

"Version": "2012-10-17",
"Statement": [
{

AWS loT Analytics2 H|0|E{ =% 32
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"Effect": "Allow",

"Principal": {
"Service": "iot.amazonaws.com"

},
"Action": "sts:AssumeRole"

S

:
I
I

H Ohe HY 2AE o
aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --

1]

policy-document file://pd.json

rlo

0

1
I

pd.json It LHE2 CtE0t &

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-west-2:your-account-number:channel/mychannel"
]
}
]
}
AWS loT & 4
AHA—|%I-|_||:_|.

jn

Mol HAIXIE &5t= AWS loT
aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://

rule.json
rule.json It LSS Ot Z

33

{
"sql": "SELECT * FROM 'iot/test'",

AWS loT HIAIX| E2 A AF2
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iot/testE 2t

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"

3]

HoF 3= HIAIXIS] MQTT FX|2 HHELICH AH'E 0|1 HE S 0| B0l A

BI5
e ol & AE = HHELICH

AWS loT Analytics0l MQTT HIA|X| £ L4 7|

=2 Aol MdS o= ztelo, o= el C|o|EH AE0{of AE et Foil= #E0 LX|SH=
2 E dlO|E{7F AWS loT Analytlcsa safl #2g 8|7t E ool AE0{Z2 MEELICH 0| E|&
5t7| 2l AWS IoT 2&2 AL835t0od HIAIXIE B = U&LICH
® Note

AWS loT Analytics2 2 LH= HAIX| HO|2=(H[0|E)e| EE= O|F

« FxAtet YE()LH ZESHOF otH, CHE &+ EXtE S1& K| ef&LICH
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0 € 01, HAIX| HOIZE0|M {"temp_01": 29} ==& {"_temp_01": 29}= R ESIX]
Bt {"temp-01": 293}, {"01_temp": 29} E= {"__temp_01": 29}= EZE XL
C}.

1. AWS loT 2£2| 1% &M 3o M E|IAEE MEdEFLICE.
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https://console.aws.amazon.com/iot/

AWS loT Analytics AL 7Hol=

= Sample period Time range
f&]]} AWS IoT Monitor
One day v Week v

® P

| Monitor
Successful connections
Onboard
Manage
Greengrass
Secure
L]
Defend
Act
Test
Feb 14 Feb 15 Feb 16 Feh 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2. [MQTT client] H O|X|0i| A [Publish] 4|44 9| [Specify a topic]0ll iot/testE =2ieFL|CH HIA|X| H|

2 P
O|Z & M40fl A CFS JSON LI 0| EXist=X| & elstn, 2EHX| f2 d2? &S LU™E LIt

"message": "Hello from the IoT console"

3. [Publish to topic]= ME4ELICE.

AWS loT HIAIX| EZ27{ AL 35
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?

ﬂa’ AWS loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

Test

@ o
S vs
i oree
& sec
£h A
@

O|ZH 5t A AMAISH H|O|E] AEO|Z 2R EE HIA|X|7F AIAIELICE.

BatchPutMessage APl A&

AWS loT Analytics2 HIA|X| C|O|E{E€ 7} & CHE Y2 BatchPutMessage APl S AL
st JLCt o] Y2 SXE FHo| HAIXKIE MERE 2t et= AWS loT #2I2 HHE ER7t
igLlct agut AM'E = Hlo|E/HIAIX|E TS St= ClHEO|A T AWS SDKE M3t AZEQ0{E 4

st &~ @lo{of 5t7{LE, AWS CLIZ AFE3l04 BatchPutMessageE &8 4 Qlo{of ghL|ct.

1. MEE HAIXIE Z& 3= messages. json THUS AMFLICHO| o &Mol M= EF ShLte| HIA| X[
8.
[

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

2. batch-put-message S A&ErL|CH

BatchPutMessage AP| AHS 36



AR 7H0|E

--messages file://

AWS loT Analytics
--channel-name mychannel

aws iotanalytics batch-put-message
messages.json --cli-binary-format raw-in-base64-out

QF7LQICHH, Cl3at 22 £ &g = JaLct
{
"batchPutMessageErrorEntries": []
}
A
Z|2l o 0lE| 2LIE{R
AWS loT Analytics Z2&2 AFE5t0 &8 HIAIX|7F Rl =EE[D A=X| &l = JU&LICH
1. AWS IoT Analytics Z£ 2| 2% B M oM ZH|E MEist 1 (ERE B<) Md2 M=st O3 Ol
Mol 4 2l olF S MEELICE
AWS loT O
%Analygcs Channels ®
©)
I QCha""EIS Name Status Created Last updated
e my_channel ACTIVE Sep 13,2019 10:47:17 AM... Sep 13, 2019 10:47:17 AM..
Data stores
Data sets
Notebooks
2. A HI HE HO|X|o|M ZLE™ MMER| ol 2 AT EFLICEH 7|7 EAIZ|(1AIZH 3AIZH 12
Azt 19, 3, 1*) SILIE Mestod Tool mat EAIE 7|7he RS LICH RIME Tz S0
| HIA|X| =& LIEILHE 2= MO0| E A|x|o{ofF &rL|Ct.

o KH'-*Oﬂkl = &E
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https://console.aws.amazon.com/iotanalytics/

AWS loT Analytics AL 7Hol=

Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit

No tags

Monitoring
1h 3h 12h 1d 3d 1w El

IncomingMessages

2.00
1.50
1.00 _—
0.5
0
17:00 1715 1730 1745 18.00 1815 18:30 1845 19:00 1915 19:30 19:45 20:00
HO|ZEHQl #S A HQIsty| I3 KA ZLIER 50| Y&LICH THO|Zatelo| M e H
OIRIOIM BS A OFE DLIE{RE 4 QALICH TO|ZEHQlo| YRR HSS KIWHA| o2 B
A% @77} 074 EAIE|ofof gLk

1. AWS IoT Analytics Z£ 2| 215 B ZolM £H|E ME{StT mto|ZEtlS MEEH CFS O|T™of
et mo|ZEtQl o|§ 2 MEfgfLIC
% AWS loT Pipe[ines Create Q'
Analytics @
®
[° Channels Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700
Data stores
Data sets
Notebooks
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https://console.aws.amazon.com/iotanalytics/

AWS loT Analytics AL 7Hol=

2. IO|Z Il MF HE HO|X[oM RLIER MMLK| ot 2 AT EEFLICEH Z[ZF EAIZI(1AIZE, 3A|
A5

Zh 12A2H 1, 3, 1F) & 3H-PE MEdstod ol et R AIE 7[zte ZEELICH X[EE |zt
Seotol mo|zEel &8 4™ 2 F & LIEtU= T2 = 0| EA|xZ|o{oF ZLct

Monitoring
ih 3h 12h 1d 3d 1w \Zl

@&®0P

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04

0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 20:45

PipelineConcurrentExecutionCount

1.00
0.2
0.6
0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 2045

Hl0lE] M A4

SQL G0l ME == ZiE| o[ TIo|E MEE ddsto HIO|E 2AE0{0f|M CIOIE{E HAAEfLICE.
AWS loT Analytics= HIO|EIE #{2|stod 24 HE| &8 + U&LICH H0|E AE0{= H|O|E{H| O]
A7 ofLIX[EH SQL A= HO[EIE #{2lst 1 C|O|E MEN MEE AIE Hde & USLICH

|
« ClolEf #E|
« FHc|E O|O|E0i HAMA

HIO|E{ MIE &
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AWS loT Analytics

GilolE #el

Ct. dIO|E{ M E0oi= CIO|Ef AE0{ FE|0f AFB 3=
12 SM0| E04 U&LICH o] Y™ SMHES Amazon
MAgHLICE

OlO|E{E #Elsted™ IO MEE MA-EL
SQLJ—I' O'I E E I' >—< |7|'0'“ ?"IEI
CloudWatch & E 3 A0 AFSH

EH
£ gt
s
ar 3

CHS B> S Adstof C|o|E MEE Y d&Lict

0jo

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

07| mydataset.json It Joj| CtS 2EHAT7} L /o] U&LICH

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

Ch2 BHS A™dstod 22IE A CIOIE ME Z2HAE et
aws iotanalytics create-dataset-content --dataset-name mydataset
HOIE ME 2H =7t MEE|7|7HR| E 2 S¢ 7ICHE! + HSEhlch

7{2|E Clo|E{of AM|A

F{Ele| Aut= csv Alo| ntdz XHEE Oo|E ME 2E = lL|CH ZtU2 Amazon S3

o
=
g & A&LICH O S ool M= 27t £H|Z(o] U/eEX| Helstn mtUE OR2EEss Y

L|C}.
CH2 get-dataset-content HH S A™MELICEH

aws iotanalytics get-dataset-content --dataset-name mydataset

olole #2| 40


https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html

AWS loT Analytics AL 7Hol=

CIOIE] MEof| OlO|E{7t £ & E B, get-dataset-content= OF2iet 20| status EHEO
"state": "SUCCEEDED"E &Z=&fL|Ct.

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}
dataURI= &3 Z1tof Cieh MEE URLYILICE O URL2 B2 7|7HEH AlZt) Setet S & &hLict
HIAEZR0 M2tME LHE | HMASHT| Tof| &4 get-dataset-contentE& E &5t G U

&LICH ol BPE 5 &EtH MEE M URLO| HEE|7| = L/ct

AWS loT Analytics Gl O|E{ EfAH
AWS loT Analytics ClIO|E{ M&, 24 I A|Z43E 9|8t & 7tX| M0 [U&LICH

o| Ho|X|e| F=A:
* Amazon S3
« AWS loT Events

» Amazon QuickSight

« Jupyter tE=

Amazon S3

CIO|E{ M E 2EXE& Amazon Simple Storage Service(S3) 1 loz2 2Ll 7|Z o|o|E] Bllo|aetel &
g E= AtLH ofZ2[A|0|M & A[ZHEE =T 0| Ao HMAE & -H5tE = UELICH CreateDataset 2|
contentDeliveryRules: :destination::s3DestinationConfiguration 2E& & Z3tA
(@]

.

AWS loT Analytics Ci| O|E{ Ef A4 =


https://docs.aws.amazon.com/AmazonS3/latest/gsg/GetStartedWithS3.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset

AWS loT Analytics AL 7Hol=

AWS loT Events

GlOJE ME 2HXE AWS loT Eventso] 22102 H& ¥ £ &LICH ClHolALE T2 AA9] Fof
iSSP DUEZISE 0|3 OIMIE T WS ) £7H S EaI7sHE MEIAILICH

O|ZH| 6t2{™ CreateDataset2 Al&35t0{ H|O|E{ M[EE BtE 1 contentDeliveryRules
destination :: iotEventsDestinationConfiguration :: inputName ZZ=0{| AWS loT
Events 1232 X|™HELICH E§t "iotevents:BatchPutMessage"& A&E AWS loT Analytics T8t

£ F0ist= H& 2| roleArnES X|HsHot g LICH CIOIE MES| 2RIAT} M4 E mjotct AWS loT
Analytics7t Z CI|O|E{ ME 281X =2 XI™FE AWS loT Events 2230l HAIX|Z2 ERLICH o & E
o4, ClO|E{ MEOof CIZ LIS 0| ZF E F2,

"what", "who", "dt"

"overflow", "sensor@l", "2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

AWS loT Analytics7t CtS2t 20| ZET7H Z et &l HAIX|E 2 HLCt.

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor2", "dt": "2019-09-16 09:07:00.000" }
el U= EE(what, who, dt & stLt O[4)E 214I5t= AWS IoT Events 2232 BHE 1 O[HIE 0of A
olg{st Q2 ZWEE AF25104 U E EE|HGHHLE LHE 45 MHSH= AWS loT Events ZX|7] 2
Hg otEE= ol E&LCH

Amazon QuickSight

AWS loT Analytics= Amazon QuickSight2te| |1 S&f2 &S & LIt Amazon QuickSight= Ci| O]
E{E ALE5t04 A|ZtA] A E LS D, OHEE 2ME s&istD, HIZL|A 2hed SES WE7H
2 ¢ e A HIZLA B4 HHIA.%!L—IEF. Amazon QuickSight= 2218t 21 HZ 2| 2 EI(SPICE)
2 M835t0 AISAt = At B R EE X2 E 25D, FA4EHR 52 LR ELICH Amazon

QuickSight= 0|248F Z[HoMH At &= JU&LICH.
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/general/latest/gr/quicksight.html

AWS loT Analytics AL 7Hol=

Jupyter —E=S

M ~8E = &LICE Jupyter Notebook 2 E AA &FMRILICE hitp:/jupyter.org/install.ntmI 0| A
ELC5t0] X" = U&LICH Amazono| M SARISHE L ES £F MQl SageMaker2te| F7+ &

CHF e A Q| C|O|H M E |/ X%

CtS1t 22 CreateDataset & UpdateDataset APIE £ £ & [l C|O|E{ M E retentionPeriod and
versioningConfiguration EE Z{2 X|835t0{ CIO|H ME 2HIX | HT ot | X| 7|7HE M=

g 4+ Lo

"retentionPeriod": {

"unlimited": "boolean",
"numberOfDays": "integer"

1,

"versioningConfiguration": {
"unlimited": "boolean",
"maxVersions": "integer"

1,

ol F matnlefol Me e 22 WASE RXIE HlolE ME A0 WM 40t 7zte 7
Mst|cH
oH .

retentionPeriod retentionPeriod: retentionPeriod:
[XIE o & unlimited = TRUE, unlimited
numberOfDays = = FALSE,
M7 ot numberOfDays =
X
versioningConfigur Z A HAHD =20 A x4 HED x|20 o FA HAD 220 o
ation: S8t HE(CHE E2R) S8t HEA(CIE E89) S8 HA(CHE <)
) ot 90 7t R X[EL o FAE fRIEUCE g XY 7F RX|ELICH

Jupyter tE= 43


https://jupyter.org/install.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html

AWS loT Analytics AL 7Hol=

versioningConfigur Jh=of 2hA[g0] Xt |®X[St= HE JH=ol  JH=eof 2AH|IGIO0] K|t
ation: 90 7to| 2 E HZT0o| &= AEto| ig Lt XY 7to| 2 E HZHO|
S X|EL|CH, FX[ELC.

unlimited = TRUE,
maxVersions A7

ok &
versioningConfigur K|t o0 7te| ™ol Z|ztof ZtA|giol = K| XY 7te| HHEO|
ation: Y74 olst2 SX|[EU Y| HTO| RXIE  Y7H Ol5tE R X[EL
C}. L|C}. Ct.
unlimited =
FALSE, maxVersio
ns=Y

HA|X| HO|REE &

AWS loT Analytics2 2 LH= HA[X| HO|2=(H|0|E)e| EE= O|&:

Akt HE( )R ZF ok stH, CHE S+ EAtE S1& K| ef&LICH

« CHAEXRIE FESHX| A &LICH ST HO|Z=E0{M "foo" L "FOO"El= &
FEch.

In
o
i
ro
o
i
|0
Hu
=]

ol & 04, HAIX| HO|Z=0IM {"temp_01": 29} EE= {"_temp_01": 29}

= fE35tK|0OH
{"temp-01": 29}, {"01_temp": 29} =& {"__temp_01": 29} EXRE RL|Ct.

AWS loT SiteWise CI|O|E{ ZH¢d

AWS |oT SiteWise= CHHEZZ 4t EH| HIO|EE &, REZ! 7 U 2Ms
AQL|Ct O] MH|AE At ClHIO|A, ZEMA L A|ME EHE 1S5H=
2l Z |3 E MBS ELICE.
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AWS loT Analytics AL 7Hol=

AWS |oT SiteWise Aot RIS ALSSHH AFE e AHd 2 H| Ol[O|H
HhAlS X{o|sh £~ Ql&LICH AWS E2E0|AM Tllo
UELICH KEMIEH LIE 2 AWS loT SiteWise AFE MHME BT ZFHAAIL.

A4 T

AWS loT Analytics= AWS loT SiteWise2t S& |22 AWS loT SiteWise H|O|E{0f| CHEF SQL # 22
AlJS D of ek = U&LICH AWS loT SiteWise CI|O|E| #E2IE AlZH5tE{T AWS loT SiteWise AHS
MBEMo| AEZ|X| M T4 o ™MAtol et o[o|E AE0{E BHELICE T3 CHE, AWS IoT SiteWise
ClO|E{2 ClO|E{ ME MAd(E£&) == AWS loT SiteWise HlO|E{(AWS CLI)Z HIO|E{ ME BHE 79|
EtA[of| 2k AWS loT Analytics Ci[O|Ef M EE BHE 1 £H] O|O|E{of| CHSH SQL HElE Al=-ELICt

=X

« AWS loT SiteWise OIO|E{Z AWS loT Analytics ClO|E{ ME 4

« CloIE ME ZEIX AAMA

« A& M: AWS loT SiteWise HIO|E{ FHE| AWS loT Analytics

AWS loT SiteWise CIO|E{Z AWS IoT Analytics ClIO|E{ M E MM

AWS loT Analytics EIO|E{ M E0i= C|0|E| AE0{0i A T|O|E] # |0l AHE5t= SQL Bt 544 2
Hote I L AlZto] 2|8 BHEsle &M SMo| ZEELICH o] ¥ &M Amazon CloudWatch

UM EHAT QA EHAIZ AL sl MAY £ YBLITH

® Note

CIOIE MEE= YitMo 2 E|O|Z2 AR TMHE|HL FHEIX| g2 &= U= oI 23
L|CE BFCHE AWS loT Analytics= HlI0|E{ AE0{2] H|O|E{0fl SQL #2IE A& 35t0od HIO|E{ Al
EE oS}

Ch2 EAHE et AWS loT SiteWise C|O|E{0d| CHEl CIO|E{ M E M 2t S AZELICH

=X

« AWS IoT SiteWise Cl|0|E{ 2 Cl|0|E{ ME H&(2&)

« AWS IoT SiteWise HIO|E{(AWS CLI)Z C|0|E| ME gtS 7|
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/what-is-sitewise.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-storage.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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AR 7H0|E

AWS |oT SiteWise Cl|O|E{2 H|O|E HIE & (EE)

|.2L—_

FAIE AFE3H0{ AWS IoT Analytics 2 0llA AWS loT SiteWise Ci|O|E{0| CHEt CIO|E{ MIEE

BrELICH

ClOIE MEE dd5ted™

1.
2.

https://console.aws.amazon.com/iotanalytics/| M 1% Ef M Fof| M CIO|E{ MEE MEHEFL|Ct

CIOIE ME 44 Ho|X|oA sQL d&dS Mgt
ClolE ME M5 E& X 1 o|X[oi| M Ci|o|E MES| MF HEE X|I-HELict

a.
b.

C.

HolE{ MEQ| O|§2 &=efLct

CilO[E £E04 & A0 A AWS IoT SiteWise CllO|E{ 2AE0{E AEst= 17 IDE M=RLICH
E ME

(M= AFZHEH 0l M shLE of & ol AFSAH H el Bf(71-2k )& Tl o

SQL A2 AF83tod HlOIE|E Aalstn B TRl ErerLic

a.

A

PR #E| 220l 2t UEFIEE AFEsH0{ 2|0 52| L0 E EAlstE SQL #HEIE &
FLCH.

ok

SELECT * FROM my_iotsitewise_datastore.asset_metadata LIMIT 5

AWS loT Analyticsol M X|2 SQL & <=0 CHEF AtAM[EF LIE 2 AWS IoT Analytics2| SQL &
A2 FASMR. EE= CIo|Eof CHE SEES MBS E = Ue SH HElel ol A& AM:
AWS loT SiteWise Cl|O|E{ # 2| AWS IoT Analytics 52 X 3HM 2.

C

=
el HAEE ME5o{ 2I240| SHIEX| &Qlst #E| CtSol ZnE HOIZSE EAE =

-

U&LILCE.
(@ Note
Amazon Athena?} Z|CH A& F2| £ AEH5t2 2 SQL #Hel7F 717 A= E|X| oF

T8 ™M™t 37|2 MEtsor gt

24

(M= ALY X1 E 7[2H2| HIOIE{E A8 3to{ CIO|H ME EHIXE BteE 32, Y57 olo|E7t
*E| AlZh LHoll 235t X| f 2 = UGLICH X2 51835t7| flsl 2= = HEE X8 =+
AU&LICH REMIEH LHE 2 Amazon CloudWatch EventsE Sall X[24 CllO[E Y E #7| S FHE
stMlL.
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6. (M= ANY) FE| L8 &8 HOIX|oM of #E7F BI7IHMez dHETF o950 CIO[E MES
MZ TEE 4 ALtk clolE ME Y- MRIEX| BHED HAE 4 Lt
® Note

AWS loT SiteWise2| C|O|E{= 6 AlZtOICH AWS loT Analytics2 =& EILICH BIZE 6A]
7+ Ol o 2 MEHSHE= 40| E&LCH

oM SME MEHStT OIS 2
7. AWS loT Analytics= O] H|O|E{ A
ELch 90 S HESHK|BH AEXR XY
NE ZHX9| MY E HHX =& XEE =

clol BT WS RIBE I 52 2 UDHE

o
>
>~0
i
C
_|T|_
o
oy
il

ClO|E ME Zxt 71 HOo[X|o|M S S MEIS = CHS S HEiFLICH

8. (ME4ALE) AWS loT Events®t 22 £ CHY 0l ClOIE ME ZLto| M& #2lg 7Y = UE
LICE.

[

ClOIE ME 2= ™ME 72 74 Ho|X|oM S42 MEEt £ OS2 MEELICH
9. MEfAEE HESHCHE HIO|EH ME 48 MH
N

10. Cllo|E{ M E m|o|X[oil A{ ClIO|E{ MIETJ} LIEtLI= K| ERlStMIL2.

g
r
n

AWS loT SiteWise C|O|E{(AWS CLI)Z Cl|0|E{ M E BtE 7|
CHZ AWS CLI HE0{E AlI#310{ AWS loT SiteWise H|O|E{ #Z2|& A|ZHELICEH

047]0f| E A|E! o Aol M= AWS Command Line Interface(AWS CLI)E AFS & LICE AWS CLIo| CHEt

RtA[EH LHE & AWS Command Line Interface AHE MEME & ZSHML. AWS loT AnalyticsOfl AFE &

= U= CLI HFof CHEr XtAM[EH LI 2 AWS Command Line Interface & Z 2| iotanalytics& & & Al
(@]

L.

ClOIE MEE dd5tedH

1. LC}2 create-dataset BYES A&35t0{ OIOIE{ MEE MM ELIC
aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

07| my_dataset.json mtof CtZ ZEI=7t 8 E|o{ U&LICH
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INE=Y ] Xe] )=
{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

AWS loT Analytics0l M X[ SQL & =0 CHEt Rt
AlZ #ZEFAML. E= Clo|Eo et S&=S A
loT SiteWise EllOIE{ FE] AWS loT Analytics &5

L& 2 AWS loT Analytics2| SQL E #
& £ e SH #Helo ol AF&MH: AWS
2 &=

=

E)

|§& A5 CIo|H ME 2HXE 4™

x
o |

o

oll

o =
2. C}= create-dataset-content BWZ0{E AlSHS}0d
ghLict.

aws iotanalytics create-dataset-content --dataset-name my_dataset

HOolE{ ME EEI=X dMA
SQL #Hzle| ZAut= csv Aol melz HEE HIoIE ME 2= L|C 1Y Amazon S3E S5
A& £ &Lt P% EHAME A7t EH|Zlo] UEX| EQlstn S CIREES e WS

HoiFLICH

=HA

« AWS loT Analytics(2&)0A CI0|E ME ZEI=x0i HAA

« AWS loT Analytics(AWS CLIYHIM EIO|E{ ME ZEIXof HAMA

}

AWS IoT Analytics(2&)0|AM HIO|E ME ZE =0 HAA

ClO|E| MEoi Tlo|E{7t Z & E 72 AWS loT Analytics 2£0|M SQL # 2| ZE 0|2 ED CIRE

Eg &+ &L

HIOIEf ME 2EIX HMA 48



AWS loT Analytics AL 7Hol=

AWS loT Analytics G| O|E{ M| E Z1toi| HM|ASE{H

1. &0/ Clo|E ME HOIX|o|M AMA = ClOE MES] Ol§S MeistLict
2. IO ME 29 Ho|XlolM ZHx B MeiFrLICH

= |
3. E||0|54 Aﬂ =ZHX E|o|E0|M A E D|2] E2d= R 2le| O|F2 MEUSHHLE Aol csv I UE

AWS loT Analytics(AWS CLI)0l| M Ci|O|E] M| E ZElZ0f AA|A
HlolE| MEof CIOIE{7t Z 3t El 722 sQL #2| ZWE nl2| 21 2228 + sl

047]0d| EA|El oMol M= AWS Command Line Interface(AWS CLI)E AF&EFLICH AWS CLIoj CHEt
REMIEH LHE 2 AWS Command Line Interface AHE AEAME EZ5HML. AWS loT Analyticsofl At& &

= Qe CLI B™o Ci$t XtMIEH LI8 2 AWS Command Line Interface & = 9| iotanalytics& & Z 5t Al
(@]

L.

AWS loT Analytics CllO|E{ M E ZIHAWS CLI)OH| M| A 52T

1]
Jm
,Ia
C
Ll

1. L[} get-dataset-content WHO{E M504 22| At

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. OIO|E{ MEo| Cllo|E{7t Z&El B CFS 0d2k 20| get-dataset-content?| £240| status

Zcof "state": "SUCCEEDED"E = grghLlct.

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
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}

3. get-dataset-contentl| 30|z £3 Z1toi et MBE URLR! dataURIZt Z & ELICH.
O| URL2 % 7|ZH(H AlZh) S0t S £ 8LICH dataURI URLS & 2304 SQL # 2| ZAnto A
Mg = &L

@ Note

IZEER0 Wt LIS o HM|ASHT| Tol &4 get-dataset-content& = &5t
= 8L UsLIct ol BHE = &E51H MEE M URLO| M E|7| = Lt

Xt& M: AWS loT SiteWise O|O|E{ # 2| AWS loT Analytics

Ol Kk& MO ME ol AWS loT SiteWise AWS loT AnalyticsHIO|E{E F2|5tE g2 Eo{FLIC 0]
AtEMIME &3 2 Thx|of CHEH M EZ C|O|E MEE AWS loT SiteWise M3 3t 22| H0|E
E ASE Lt

/A Important
Ol =7t &5t Ak 3t 2la40l cHet @ 20| EFELCH
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. H4 x7

- HiolH 2 3 &2

« COJE] Bf A
- SH #Hel A

- REE[H Elaa HE|

| A
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O| REE|UE olalistedd CHE ElAAT7F ERELICH
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« AWS loT SiteWise & £ A|Z35tE4HH AWS A" 0| {010k AWS loT Analytics & LIC} AH|IH 0|
Lol A AWS MAEE 7|0l Hxbol et HEE HHEMAIL.
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« Windows, macOS, Linux EE& Unix& A& 5t0H AWS Management Console0f M| AT 4= Q= T
gt HFE|. RMIE LI 2 AWS Management Console A|Z S 7|8 B R SHAAIL.

« AWS loT SiteWise AWS IoT SiteWise 2 & L XIAHE HMHo|5tn &S24 2™ MH|o| 4|O|E{E LIEFLY
& AEE|Y CI0|E{E MZ s CIOIEULICH HOEIS MAI5HT AWS loT SiteWise AHS A A
O AWS IloT SiteWise OIE PFE7|0| EHAIE T2 MA|2.

. 22|5tE 7|Z dlo|E| ME A2 AWS loT SiteWise Ol 2 Z24 &t ZHH| o|0|E. T 0|E{& Cl|o|E{ K
AHAE MASHE diedof CHEE XEAIEH LH2 2 AWS IoT SiteWise Al MEMO| AEZ|X| A 7
2 HZESHHAIR2. AWS loT SiteWise

@ Note
AWS loT SiteWise HIEIC|O|E{E= MM Z=1% AWS loT SiteWise Ol O|E{ X{ZFA0i| EA|Z
X2 A DIOIE7F EAIZl= Ol ZICH 6 A|ZHO] A& = USLICH 11 S2tol= AWS loT
Analytics O|O|E{M|E & BHE 1 MIELC|O|E{0l| CHEE 2|2 AEE £ U&LIC
CHS EHA|

O| At& MO F{E|5tE IOIEE 2 &M Erx|o| Z2i AT EHElg ZERSH= ME AWS loT
SiteWise Cl|O|E{ M EQIL|C}.

(® Note
Ol REE|UAME OIO|E AE040d = Al 7He| E|0|E & #EIELICEH
« raw- Zf RO MEIEIX| f2 HA| CIO|EE Z&HEFLICY.
« asset_metadata - ZF RF&tof CHEE et HEE Z&EhL|Ct

=
 asset_hierarchy_metadata - AH&t ZHo| t7|of| CHet HEE Z & &hLCt.
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AR 7H0|E

Ol REE|Ye| sQL #HE|lE A steiH

1. AWS IoT SiteWise HIO|E{Z CI0JE| MIE MAI(E&)E = AWS IoT SiteWise HIO|E{(AWS CLI)
Z O|o|Ee ME BFH=7] of I= EtAof 2t Ol O|E{& AWS IoT Analytics CIO|E{AI S M E5HA|2.

—I_E

AWS loT SiteWise
2. O| REC|Y MA M CIo|E ME #E2I& YO|0|EStE{H Ct2 S s~ ELICH

a. AWS loT Analytics 2& 2| Cl|O|E{M| E 0| X|0i|A{ O|F m|O|X|of| A EHE CIO|E{MIE S| O|F
2 MEfEhL(CE

b. CllOIE{ ME 22F Ho|X|o|M HEES MESt0 SQL HEIE =™ ELICH.

Fo| Cct3ol 2ot E EHOIEE EAlstEd™ #HE| HAEE MElgL|CE.

o

E = O3 update-dataset HHES A&5t04 AWS CLIE AHE35t0{ SQL HEIE +HE =
Ic

C

aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json?| ZEHIX:

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. AWS loT Analytics 2& = & AL&35104 Cl|O|Eod| CHaH Ctg HElE A&istod
asset_metadata E|0|20| 8o 2 EEE|=X| = QIELICH. AWS CLI

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata

OEH7ERIR, asset_hierarchy_metadata & raw E|O|2 0] H|0of UX| L2 K| &QIE &= Q)

LICH

R EEY: HEl AWS loT SiteWise H|O|E
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CHS EA

ENEER
ol OfEq Eh A4

C|O|E{E 2445109 AWS loT SiteWise O|O|E| X% F_/.\_oﬂ Z2E 3t Z0l= AWS loT Analytics Cl|O|EHM E
E Mdstn sQL #HElE A& Stod Rhatof CHE SE 242 AWS IoT Analytics 2748 &= Q& LICH CHS
$4EIE SH #HElE A™dst7| Tof HIo|EE %*&*.3}% g 2o{ELct

SQL #HEZ|Z HI0|EHE EfAsted™

=
o\
>
=
M|k
ffo
o
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Q'I_l
r
n

1. HA|El|o|Ext Z2 Z E|o]

1]

ol

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

P

ol
rr

2. asset_metadataE|O|E2& #2I5t1 AWS loT SiteWise AH&Ho| (8 OIS LIY
SELECT DISTINCT Ol At8tLct.

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY

assetname

FAAIL.

[o][]

3. B AWS IoT SiteWise At4&to| £4dof CiEt HEE LIPSted™ WHERE T2 ALE

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype

FROM my_iotsitewise_datastore.asset_metadata

WHERE assetname = 'Demo Turbine Asset 2'
4. B AMB3HH CHS of|2F AWS loT AnalyticsZ O] Cl|O|E HE A = & 0|4 9| EHO|Z0iM T|O|
EHE ZQIEg = JU&Llct

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

Apotzho| R E ZAHE Eed ChE FEI2] JOIN 7|5 & A8 AR,

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"
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FROM (
SELECT sourceAssetId AS parent,
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'
)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetld

CHS EHA

SH el 4™

Sl #Hel o

O|X| AWS loT SiteWise O|O|E{E Ef Mo L]

MAE
E|E e + UASLICH CHE FEle AME = /e dF BE

AWS loT SiteWise Cl|2 &34 2™ BHX| Cl|O|E{ol| CHEF SH #2IE A&siedH

1. CHS SQL Y2 A&™5t0 X Kt&H(Demo Turbine Asset 4)01| CHEH £ &} Zf0| Rl 2E £49]
x4l 2k Z&uo

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL

SE2[Y: # 2| AWS loT SiteWise Ci| O|E{
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END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw

ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021

AND startMonth=7

AND startDay=8

AND assetName='Demo Turbine Asset &'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. HECIOIE EHO|EX HA| E0|EE 25 X QISt0o] &2 XA Qo= 2E RHAFO| 20 & &4

S Mg 4 s

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetId = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY serieslId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. At&b(Demo Turbine Asset 2)01| CHEt £ £ 4d(Wind Speed)2| B 742 T5te{w CHS SQL &
P2 MAELICE my_bucket_idE HZ!Q| IDZ HIELICH

SELECT AVG(doubleValue) as "Average wind speed"

EE 2|2 72| AWS loT SiteWise HIO|E] 55



AWS loT Analytics ALERE7H0|=
FROM my_iotsitewise_datastore.raw
WHERE seriesId =

(SELECT timeseriesId

FROM my_iotsitewise_datastore.asset_metadata as asset_metadata

WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'

AND asset_metadata.assetpropertyname = 'Wind Speed')
Cl= BHA
FECYE 2laA He
EECL 2lAA He|
SEDIYS AR = Q30| YMHK| LTS BlAAE HalELCH
Cl2 £ AA|5He{T AWS IoT SiteWise
AWS loT SiteWise 2= UF U Foi| XIS 2 AN EL|CH O|2 2|AA0| AAEE Ot ™ o™ O
ZE ANE 4+ U&LICHL CIZE 522 AX|5te{H CHS BHAIE s8R,
1.  AWS CloudFormation 2& 2 0|s&L|C}t.
2. AE EE20j M loTSiteWiseDemoAssetsS AEHEHL|CH
3. AXNE MEHELICH AEZ MXSHHOZECE HMHE B E BlAATE AMKELICH
4. EQIZtof AtKIE l2dgtLct
AEHZ AX|StE O &F 152 0| ZEILICH Cl2 7t AN E|X| to™ QEZ o Etol M &K E CHA| M
e#3rLICh G2 2 ChA| &4 X)5HX] 2518 AWS CloudFormation 22 0| EHoil 2t Afmlofl Alzyt

=
AAE AULF D CHA| AIESHAI2.

Cllo|E| AE0{E AtA|Sle{H™

« ZZ|™E OOo|E{ AE0{E AMK|SIE{H CFS 0dlQF ZH0| CLI & delete-datastoreES A
Ct.

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

Al |

SE2[Y: # 2| AWS loT SiteWise Ci| O|E{
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https://console.aws.amazon.com/cloudformation/
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CIOIEMEE A AI5HE{T AWS IoT Analytics

- OlO|E{ HEE AA|SE{™ CHS oflQF 20| CLI BRI delete-datasetE A&ELICE O] e
X

o
=dst7| Mol HiolE MES| LIEE AXMY Ee= gl&Lict

aws iotanalytics delete-dataset --dataset-name my_dataset

0| Hade =242 MAIsHX| ot&LCt
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mo|=zctel S

A Cta=3t 7|5 Tfo| = M2 dlo|E| AE0qol 9dZ85t= Zdo 2, 0| A 6tH™ channel 5
I datastore S Ato|o| mto|=ZEIRl0| ElLICH mOo|Z2IQlo & 82 o F7IE A< S 4 =&t

HIAIX] M2|7t 7Hs 7 LT

=2 oT

RunPlpellneActNIty AHUZ ALSsto M3 HIAIX| Ho|2=0f mto|ZEtRl &S A™E &2
E AZdo|Mall 2 &= U&LICH Ol BHE2 mo|Z 2l #SS /st T CIHZE I S ELICH
RunPipelineActivity2| 0| = At &2 Eo{ELICt

M &S
THo|Zatelol A WA 2SS HEIE HAIKIS A8 ZFYsts channel E50/0fob BLICH
{

"channel": {
"name": "MyChannelActivity",

"channelName": "mychannel",
"next": "MyLambdaActivity"

CIOIBf 2EO01 €S

MElE HlIo|E & ofC|ol MEEX| X|"45t= datastore ES0| OFX[Ef &

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

AWS Lambda &S

lambda 52 L2 S HAIX| MEIE +857| 25 AEEH £ U&LICH & S04, 2R API &
ol £ HIO|IE{ &2 HIAIXIE EZ5t7HLE Amazon DynamoDB2| 222 7|8t 2 HIAIXIE LE{ZE
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html

AWS loT Analytics AL 7Hol=

= A&LICH st X8k C|o|B AE 040 £047t7| Toi| o] ZtolZ Rl &S & ArEstod HIAIXRIE F7tst
Hut 71& HAIXIE MHE = el&LIch

lambda & 50i AL &= AWS Lambda &+ JSON Zix|| o{Z|0|E £ Al &l BHEtEloF HL|Ct. o A
£ the section called “Lambda & 4= 0| A| 170{| A EQISIAI2.

Lambda & +& S £& =+ U= AWS loT Analytics HEHS £045t2{8 ’2% =
0 € E0f, CIS CLI HHEE A3 T exampleFunctionNameS Lambda
1234567890128 AWS A IDE Ht# 1, X|'HE Lambda & +& & 5t= THO|Z2R19| Amazon
2|4 A O|F(ARN)S AFSEFLICH

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

YIS o35S grereuich

"Statement”: "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"

}

REMIEt LHE 2 AWS Lambda 72 R} QHLHA{O| A AWS Lambda0i| CH3H 2|AA Z7[8h HA ASE FX
StAlR.

Lambda &= 04| Al 1

O| ol Ao M Lambda &f == & HAIX|2| CIOIEHE V| ez HEE FIHELICH ClHO|A= OHS
o Al2t 7 ALE HO| 2 =2 &7 HIAIXIE HAIEfLICEH

"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {

"lat": 52.4332935,

Lambda &4 0| Al 1 59


https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html

AWS loT Analytics AL 7Hol=

"lon": 13.231694
},

ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"

J2|x ClHtolao=E ChEt 22 mro|ZehQl Hol7t g ELIC

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
.
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
.
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

CHS Lambda Python & 4*(MyAnalyticsLambdaFunction)= HIA|X|0ll GMaps URLI} StM| 2

FIHerLict,

import logging
import sys

=
=

Lambda & =~ 0i| Al 1
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# Configure logging

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):

logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda &= 0i|Al 2

738 7le2 HAIX| HOIZEE &F L 2&H35t04 ME U XME H|ES £E0[= RJULICH O] F H
& o A|0lA Lambda & == HAIX| HOIZETL & FE & EAIUZE base64 QA (EIEsHE JSON
HE S LIEILE JAo 2 JH-ELICH & JSONS HhetefLct

import baseb4
import gzip
import json
import logging
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import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes S

addAttributes &2 HAIXK| LH 7|1&E 4ol el 82 FIHELICH o|FH| otH HIAIXIZF XE
7] Mol ARl RS #HEE = U&LICH HE S0 1 addAttributesE Al&3st0] AZ CHE Al
CHel ClHfolA& EHYofolM 2 &Lt

CHS &3 HAIXIE dHEAMR.

-~

"device":
"id": "device-123",

AddAttributes & & 62
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-122.3354883 ]

"coord": [ 47.6152543,

gs2 st ¢

addAttributes

"addAttributes": {
"MyAddAttributesActivity",

"name":

"attributes": {
"device.id": "id",
"device.coord[@]":
"device.coord[1]":

Illatll ,
Illonll

},
"next": "MyRemoveAttributesActivity"

}
1 coord HiES| 4t FESI04 0|& 1at L 1onOlzt

21k, 2024 HIAIXIZF CHS ol AleF Z o] S ELIC

£ rio
B 0

P
0> oM

nr o

~

"device": {
"id": "device-123",

"coord": [ 47.6, -122.3 ]

I,
"id": "device-123",

"lat": 47.6,
"lon": -122.3
&2 ot & ot U&LICH removeAttributes 852 A83t0 0|8 MHE = Q)

& ClHO[A
&Lt

RemoveAttributes =
removeAttributes &2 HA|IX|0M|M &£E2 MAHFLICEH & £0{ addAttributes #&29| Z

ol HIAIXK| 2| B¢

74
=
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"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
iy
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
FE sF0o| 28 OBt E Z&StEE HAIXIE H7alstc{™ CHS removeAttributes #8
2 ArS gLt
{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}
Jeq{™ mto|= 2l et CHE HIAIX|7t ol S & LICt.
{
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
SelectAttributes &=
Mot ALE35H04 Mf HIAIX|E HMELICH CHE B E

selectAttributes= HE& HAIX|M X|HE &M
&M HE|H, selectAttributesE HIAIX|S FE

o.
T .

"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]

’

}EHoﬂ M

S dELict ol HAIX|e] B

1To=2 ood™

SelectAttributes &
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"temp": 50,
"hum": 40
iy
"light": 90

"selectAttributes": {
"name": "MySelectAttributesActivity",

"attributes":

[

"device

.temp",

"device.hum",
Illightll
1,

"next": "MyDatastoreActivity"

O At chE HIAIX7F oho|=Z2telE et o|S & LICH.

{
"temp": 50,
"hum": 40,
"light": 90
}
HABS MaE & AL

selectAttributes ¥A| FE =& A

"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",

"next": "MyDatastoreActivity"

FLICH O] &S0 AE s B2 B2 ¢

mo

H
—

-

lok
Of
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}
}
DeviceRegistryEnrich & &
deviceRegistryEnrich &2 &35 AWS loT C|HO|A BIXK|AEZ|O| O|O|E{E HAIX| HO|IZE
of F7tg == JU&LICH o & So{ St 22 HAIX|7t QIct D 7hEgfLIch
{
"temp": 50,
"hum": 40,
"device" {
"thingName": "my-thing"
g3 F7t

}
2 deviceRegistryEnrich

= Uy

{
"deviceRegistryEnrich": {
"metadata",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",

"name": "MyDeviceRegistryEnrichActivity",
"thingName": "device.thingName",

"attribute":

"next": "MyDatastoreActivity"

Ol £ HlAIX|= o] ol Al Z ol ELCt.

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" "my-thing"

1,

"metadata" : {
"defaultClientId": "my-thing",

"thingTypeName": "my-thing",

"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",

66
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"version": 1,

"thingName": "my-thing",

"attributes": {3},

"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11mmnnoopp"

}
}
25 Ho|o| roleArn TEO| MM3| HEto| RAE dg 2 x|Malof FLICH 0 WL ChS o Alg
22 Het WAME 21 Qlo{of Lt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

YA2 ChE ot Zotok grLct

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
b
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceRegistryEnrich & &
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DeviceShadowEnrich &5
deviceShadowEnrich &2 AWS loT C[HIO|A ME? MH|A S| HEE HA|IX|o F7HELICE of
E Eof HAIX|7t CtEat Z&LCh
{
"temp": 50,
"hum": 40,
"device": { "thingName": "my-thing" }

Ct= deviceShadowEnrich ES&:
: {
"name": "MyDeviceShadowEnrichActivity",

"deviceShadowEnrich":
"shadow",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",

"attribute":
"thingName": "device.thingName",

"MyDatastoreActivity"

"next":

[a

Ait= ChE ol Al2E 22 HIAIX|I LI

{
"temp": 50,
40,

"hum":
"device": {
"thingName": "my-thing"

}I

"shadow": {
"state": {

5 4

: valueX,

"desired":
"attributeX"
.
"reported": {
"attributeX": valueX,
valueX,

I
"delta": {
"attributeX"

68
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.
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

},
I
"reported": ": {
"attributel": {
"timestamp": timestamp
I
}
I
"timestamp": timestamp,
"clientToken": "token",
"version": version
}
}
25 0|9 roleArn T X&5| MEto| RAE 3t KIMsHok BLICH O B2 ChST 2R
et WA g 21 Qlo{ok ghLct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

I M| YA2 ChE )k Zhotok 'Lch.

"Version": "2012-10-17",
"Statement": [

DeviceShadowEnrich &€& 69
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{
IlSidll: Illl’
"Effect": "Allow",

"Principal": {

1,
"Action": [
"sts:AssumeRole"

=
=)

100
utok

A
T
HAIX| 2| &4
=
=

math &2
A
T AA

Ct. CHE HIAIXKIE 0|2

{
"tempF": 50,

}

math & & %{2| O0|F

"math": {
"name": "MyMathActivity",

"math": "(tempF - 32) / 2",

ntempcn'

"attribute":
"MyDatastoreActivity"

"next":

21 HAIX|= oSk 2ol Eulct

"Service": "iotanalytics.amazonaws.com"

{
"tempF" : 50,
"tempC": 9

}
s Es
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AR 7H0|E

A
T

math E#S0|ME ChZ QLXE ALS

%

math #S0|M= ChS &+ 8 ALS

 abs(Decimal)

» acos(Decimal)

+ asin(Decimal)

+ atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

» cosh(Decimal)

» exp(Decimal)

* In(Decimal

* log(Decimal

* mod(Decimal, Decimal)

» power(Decimal, Decimal)

» round(Decimal)

+ sign(Decimal)

sin(Decimal)

5 2t = QAFK} & Bf

—_ =

ok
ol

A A
L L

Il
il
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 sinh(Decimal)
* sqrt(Decimal)
« tan(Decimal)

» tanh(Decimal)

 trunc(Decimal, Integer)

abs(Decimal)

= Ate| ™oz s grerghLict

of: abs(-5)=5.
Qla 4| At
Int Int, @12=0| Mgt
Decimal Decimal, @l5=2| MCHZt
Boolean Undefined .
String Decimal. Zut= Qo MoHZtLICH EXtA
£ BHEE £ Qe B2 2= Undefined &
L|C}.
HH Undefined .
ZHA| Undefined .
Null Undefined .
Mo|E|X| &t Undefined .

acos(Decimal)

TRl FFALQIS 2|k B2 BHEHEILICH Decimal Qlee &4 ME 7o BIHELEE BHE2IE
LICF.

0f: acos(@) = 1.5707963267948966

St

A
=

ok

23S AMR L

=

Uﬂ
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Al

A
ol_l_l_ =

0%

Int

Decimal

Boolean

String

>
s
|0

|| K|

(o] K=2
Ls 3

asin(Decimal)

2t

Decimal(HHEET), Ql=0| AT AL 74 A
= Undefined 2 gHeHEL|CEH

Decimal(HHEHE L), Qleo| AF AR 2RI
AL A= Undefined &

Undefined .

Undefined .

Undefined .

Undefined .

TRl AAQlE Btefoh B2 HHEHEILICH Decimal Qs B M8 T HIHE =2 BHSEIFEL

Ct.

of: asin(@) = 0.0

4 Al
=

Ol

A
ol

0

Int

Decimal

Boolean

Aot
Decimal(HHEEE), Qla=of ARl 714 At
= Undefined Z gtetELICE

Decimal(HHEET), Q9| AALRL 7H4F At
£ Undefined Z BHEHEILICE

Undefined .

4>
ok
ek
ofn
5%
iz
A

i
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Ql= & A A}

String Decimal(HHHET), Q=0 ARl EAIES
Hete +~ Qe A2 A= Undefined &L
Ct. 7t& A= Undefined 2 BHEHE[LICEH

H 4 Undefined .

ZHA| Undefined .

Null Undefined .

Mo|E|X| e & Undefined .

atan(Decimal)

XA HEINME E BiC |t EHR2 BHEHEILICH Decimal Q14 &4 M8 Mo HIHEUT 2 EHES2E
L|Ct.
0i: atan(@) = 0.0
Rl A ZAnt
Int Decimal(HIEEE), QI FEINME, 714 &
I Undefined Z EHEHE[L|CE.
Decimal Decimal(HHELE), Olo HEHME 714 A
= Undefined = gHEHEILICEH
Boolean Undefined .
String Decimal(HIHZT), Rl AUEHME, ERIA
2 HEte = s 42 AotE Undefined &
LICt. 7tAF ZIbE Undefined 2 HHEHEIL|CEH
HH & Undefined .
ZHA| Undefined .

FHEs IR A B 74
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QI 34 a3t
Null Undefined .
Mo|E|X| & Undefined .

oi: atan(1l, @) =1.5707963267948966

Rl &4l Rl &4l ZA 1t

Int /Decimal Int /Decimal Decimal(HHEZL L), x5t X|
HE H(x,y) Atolo] ZtE

Int /Decimal /String Int /Decimal /String Decimal, MEE &Ho| AEHH
E. BXAS HE = 4
? Z0t= Undefined &L
Ct.

1= 1= Undefined .

ceil(Decimal)

X|HEE DecimalE 7tE 7172 Int2 SZELICH
0| A:

ceil(1.2)=2

ceil(11.2) =-1

4>
ok
ek
ofn
5%
iz
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Al

ol
— =

0%

AN
T
Int

Decimal

7Iet 2t

cos(Decimal)

TRl FAQIE etefeh B2 HErefLICt Decimal Q& B ME ol HIEEEZ Bt

CH.

of: cos(0Q) = 1

Al

AN
Ql4 A

0%

Int

Decimal

Boolean

String

Mo|E| K|

oto
Ls 1

At

Int, QI &

Int, 2X¥E Decimal 2 &L=l = 717 747t
2 IntE S&8ELUCH EXAMY 2 Decimal £

I.

ok
o

Undefined .

o
o
I

At

Decimal(HHH L), I
£ Undefined Z HHE

Decimal(HHELE), QI
= Undefined Z gHgt

Undefined .

Decimal(I:IHx'“:"E) Rl¢o| IAQl XA
2 Decimal 2 WHEte = Qi 42 Aot
Undefined ®ILICt 7+& ZA3t= Undefined

2 grebELct.

Undefined .
Undefined .
Undefined .

Undefined .

= e A2 At Undefined LC}.
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cosh(Decimal)

SRl WZAAQIS BHCIoh BRI YHEHEILICH Decimal Q14 B4 518 ol IMLUT R #g

0d: cosh(2.3) =5.037220649268761

Ql= S A Znt

Int Decimal(HHEEE), Ql=o| ¥Z I AR 7tef
A= Undefined 2 BHEHEILICH

Decimal Decimal(HHHE L L), Qo] A= ALQL 7He
A1 &= Undefined 2 YHeHE[L|CEH

Boolean Undefined .

String Decimal(HHELUE), Ql+o| M= J ALl EA}
UE Decimal 2 HEHE + il A2 A=
Undefined ®ILIC} 7+4& ZADtE= Undefined

= H,_|'§|_|'5|=’|I,||:|'.

HH Undefined .

ZHA| Undefined .

Null Undefined .

Mo|E|X| &t & Undefined .

exp(Decimal)

+2 HENZE eE EHEHELICE Decimal Q15 &4 M Mol HIGLE 2 gh23IELICH
ofl: exp(1) =1

Rl 4 Z1t

Int Decimal(HHHEET), er@l=,

=|
=
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Al

AN
014 4|

o2

Decimal

String

Decimal
Boolean

String

>
i
|0

|| x|

log(Decimal)

Ol4o| 7|& 10 212 dhatstL|Ct Decimal Q4

|C}. Decimal @lE

21t

Decimal(HHEZT), erRls

Decimal(H{H L), erRl. StringS
Decimal 2 HHEte = Q= B2 Zots

Undefined ¢ILIC}.

w i

Undefined .

£ %8 Hol HEUT 2 Bre R

Zut
Decimal(BHHEET), Ql=of XIQd1 21,
Decimal(HHEEE), Qlso| Xtd 2

Undefined .

Decimal(HHELT), Ql=o| X1 2. &
WS Decimal 2 HHEE = Qi 4 A=

Undefined @lLICH.
Undefined .
Undefined .
Undefined .

Undefined .

£ a4 Mg Mol BIFUT 2 e gL

st &

4>
ofn

ol

FafoN,

i)
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0i: 1og(100) =2.0

Rl 4 21t

Int Decimal(HHHET), Ql==9| 7|10 2.

Decimal Decimal(HHHELT), Q=9 7|5 10 2.

Boolean Undefined .

String Decimal(HHEE L), @l=9o| 7|+ 10 2.
String2 Decimal 2 HEtE = Qs 4 &
o= Undefined LICEH

HH Undefined .

ZHA| Undefined .

Null Undefined .

Ho|x|X| et = Undefined .

mod(Decimal, Decimal)

MM QI8 F Hill QI 2 L= LIHX|E BteteLICH £8 %8 SUS Z=2 7|59 T2 A4t
N2 ABE =% UsLICH
0i: mod(8, 3) =
2% 1|4 AFKt LEZ IR} ==
Int Int Int, 5 BHm Q1B HO 2 3t
= 33 By 2l

Int /Decimal

String/Int/Decimal

Int /Decimal

String/Int/Decimal

Decimal, & M QI+E Ho
2 st & B Ol

Xt20| Decimals 2 H
? A= 5y 2l

ox MO

=
[
k= |
=

4>
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ofn
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=E b SEZ TG £
8 HOoR st A v 2
FLch OEX[ kg B9

Undefined ¢&IL|Ct.

ZIE} 2k 7|E} gk Undefined .

power(Decimal, Decimal)

jn
rz
o
o
C
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o
)

@]

M.

3

Q

|—I
n
it
1+
I
0o
2
2
-3
02
no
n
u

= I='._'|JUKH Cl=2 HEMZE & ¢ el
H
0i: power(2, 5)=32.0

24
=

M

A
e

o2

Al

o2

AN
Al ol

Int/Decimal Int/Decimal Decimal(HHE L), & Hm
Rleo| &2 HENMSE A
Hr ol4=.

Int /Decimal /String Int /Decimal /String Decimal(HHEEE), F ™
MRl &2 HEME
E A iy ol 2 E EAMY
2 DecimalsZ HHEHELICH
String=(E) Decimal(L)
2 HEstx| 28 42 date

Undefined ¢IL|Ct.

7|EF 2k 7|E}F gk Undefined .

round(Decimal)

X|HE DecimalE 7t& 71772 Int 2 BHES R ELICH DecimalOl & Int 2ttt SHEIY B2(0dl: 0.5)
Decimal2 2 & ELICH

oA

80

k=1

A
T—|E

ok
0H1
Q
iz
A
o
gl_



AWS loT Analytics

Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

Al

A
Rl HA

0%

Int
Decimal

String

7IEt gt

sign(Decimal)

[> o
il

¢}

N
L

oA
sign(-7) =-1
sign(@) =0

sign(13) =1

q Al
=

Ol

A
Ql%

0

Int

Decimal

00
ik
ofn
5%
z
A

o
ook

il

M

L=}

ro

A
e

Decimal 7t& 7172 Int2 LHEELICE.

Decimal 7t%E 7172 IntE LHEIELICEH &
AU E Decimal 2 HHEHE = Qs 42 4=
Undefined ¢lL|Ct.
Undefined .
A< 10| BtEHEILICH el €5 7} OtO|
HrErEL|CH
Zat

Int, Int 22 E3.

Int, Decimal Zt2o| £35.
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Rl FH4 PN
String Int, Decimal 2t 835, EAIYE Decimal
Zto 2 HEtE| T Decimal Zfol £5 7} gHEHE
LIC} StringS Decimal 2 #HEHE £~ Qi 4
2 ZA3tE Undefined L|Ct.
1= Undefined .
sin(Decimal)
ZTXHO| AtQIZ BiC|Qt EHY| 2 BHetEL|Ct Decimal Qe &+ M Mo HIEYU T2 BFS2IEL|CH
0f: sin(@) = 0.0
Qle EH4 A
Int Decimal(HHEEE), 2l AtRL.
Decimal Decimal(HHEEE), 2l ARl
Boolean Undefined .
String Decimal, 2/%9| ALQl. EXIUE Decimal 2
HHEte = ol 49 Z1t= Undefined &lL
Ct.
Array Undefined .
Object Undefined .
Null Undefined .
Undefined Undefined .
sinh(Decimal)
KO ‘M ZALRIE BHREILICEH Decimal 42 B ME TO| BHYLUEZ 2 S 2 ELICH ZAot= Hi™
2T 9| Decimal ZtILICH
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0d: sinh(2.3) = 4.936961805545957

Al

A
OI_IT —

0%

Int
Decimal
Boolean

String

Array
Object
Null

Undefined

sqrt(Decimal)

Ao M&2 & Bt LIC Decimal Q&

0i: sqrt(9) =3.0

Al

A
OI_IT —

0%

Int
Decimal
Boolean

String

Array

ZA1t
Decimal(HHEET), Ql+of T Atel
Decimal(HHEZT), Ql=of A ARl

Undefined .

Decimal, 9o A M
DecimalZ® 4%t
Undefined €L

e

iu}

Undefined .

Undefined .

Undefined .

Undefined .

Undefined .
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Rl HA4 At
Object Undefined .
Null Undefined .
Undefined Undefined .
tan(Decimal)
Aol BHHMEE 2iC|ot B2 BHEHEFLICE Decimal 22 & ME Mol iYL 2 EH2 & E L Ct.
0d: tan(3) =-0.1425465430742778
Q1% 344 A1t
Int Decimal(HHEZ L), Ql~9 EHME,
Decimal Decimal(HHE L), Qo EHME,
Boolean Undefined .
String Decimal(I:IH Hag), Qo BHME,. EXbY
2 Decimal 2 HHEHY = Q= 32 Aos
Undefined QILIC}.
Array Undefined .
Object Undefined .
Null Undefined .
Undefined Undefined .
tanh(Decimal)
£AO| WTEIHES BhC|ot E9IR YHEHEHLIC Decimal 242 34 X8 Mo HEUT 2 B2 g
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of: tanh(2.3) = 0.9800963962661914

Rl &4 21t

Int Decimal (HIHLT), Qo A ZEIME.

Decimal Decimal(HIHZT), Qo A ZEIME.

Boolean Undefined .

String Decimal(HHELET), Qlo| M ZEIME, X}
UE Decimal 2 HEHE = gls B2 A=
Undefined QILIC}.

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

trunc(Decimal, Integer)

5 iR Q148 T WA Q142 KIHE Decimal AHl42 HAFEILICH S SR @147t 02 CH &2 7

J\
_I_
20202 MEELICH £ Hm Q147t 3420 2 79 342 MHELICH B2l 02 ZAntollA F7EL

trunc(2.3, 0)=2
trunc(2.3123, 2)=2.31
trunc(2.888, 2) =2.88

trunc(2.00, 5) =2
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o
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Int Int

Int/Decimal/String Int/Decimal

7|E} g4

RunPipelineActivity

CtZ& RunPipelineActivity BEE At&5to{ Ito[= 2l &S 2 H

o
LIt Ol o] T, 43t HM HES BlAESLIC

1. ElAEste{= mo|Z el S0l cher Hol7t L& El maths. json I

"math": {
"name": "MyMathActivity",
"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"

2. 0| Z 2l &5 HAEON AIEStE o7t ElE HO|Z=E7F =&

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"
]

3. HHE0IM RunPipelineActivities S S &&rLICH

717t Int2 LHRIEL|CEH
XQE2 Decimal Zt2
ElLict EXt #Hetol

2L ZAitE Undefined &L

Ct.

Undefined

El payloads. jsontt

ol
=

RunPipelineActivity
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aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json --
payloads file://payloads.json --cli-binary-format raw-in-base64-out

{

"logResult": "",

"payloads": [
"eyJodWlpZGl0eSIGNTISINR1bXA10jY4LCIOZW1wQyI6MiBI",
"eyJodWlpZGl@eSIENTIsINR1bXAiOjMyLCIOZW1wQyI6MHO="

]

}

Z1to] ¥7HE HOo|2== Base64 21T EAAILICE Ol EXtEE C|ZESHH CHS ATt A
EI|_||_‘_|.
= .

{"humidity":52,"temp":68,"tempC":20}
{"humidity":52,"temp":32, "tempC":0}

RunPipelineActivity 87
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A HIAIX| =2

AWS [oT AnalyticsE #H'd CIO|E{E RHAE|E 4+ U&LICH ol OIS T 22 A0 K88 £ &Ll
Ct.

40

. MSRE| MZ AlRtehs ChAl, £ 8 7|E HOIEIE CHA| HiAstdE 2

- mto|zEtRlE Uolo|Est 7| & |o[Eof HE Arg 2 MEstod 2|4 HEiZ BFER{E B9
- D eSS AEE K] M, Md HEt EEE H0|E £E01E #E5t7| ol & E Ho|HE ZF st
T A B

20|
AWS loT Analytics& &35l ItO|Z2tQIo 2 D HIAIX|E RMAM2E  Ctg HEE K[ sHoF g LCt

StartPipelineReprocessing
mo|ZetRlE S A'd HIAIXKIS| MAE|IE AlZRfgfLICH
ChannelMessages
MAelsted= stLt ol& ol AM'd HIAIX| MEE XI™HELIct

channelMessages A& AFE5t= AR startTime & endTime Zt2 XI™HMH= o EL
Ct.
s3Paths

M HAIX|E K& 3= Amazon Simple Storage Service(S3) Zi%|E AlE#5tE 7|1€ iUt Of
A X|HErLCt 7|9 ™M B2 E ArgsHoF g LICt

oAl ZBE:
00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0. jsor

At b

0%
HO

_IC_DI_
HHQd B A2 Z74: 1~1007H & 5.
4ol Mgt 1~1,024 K}

endTime

Mx2|lE AMd HlolEe| = AlZHA Qf) LIC.

mt2tolEH 88
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endTime Zt2t0O|E 2t 2 X|H5HE B channelMessages A& E AL 5= oF ELICH.

F&: Timestamp

startTime
MAZ|E HAl HIA|IX] SIO|E{2] AlZF AlZh(Z &) LC
startTime L2tO|IE] 2t € XI™HSHE B channelMessages ZA|E AL = o ELICEH

F&: Timestamp

pipelineName
MAMEIE AlZrE mtol=etelel o|FLICh.

N

0%
Ho

o
TT

Zzo| Mgt 1~128K}.

A HAIX] RHAHE|(Z &)

O] REE|YE AWS IoT Analytics 2& 2| X|HEl Amazon S3 ZHA|ofl & El M CIO|EHE RH&{2I5t
g 2o{ELCt

AlIEESEZ| ol Rix2lst2dE &M HIAIX|7F 224 22|13 Amazon S3 H{Zlol| K& E|o] =X & Qlgt

1.  AWS loT Analytics
Ef A Zoi A mho|

oy
o |mp
k=3

2

3. O mol=erels MEfghLc

4. HLolM HAIX| MMEIE MEFFLICH
5. mto|Zztel MM 2| | o|X|o| A HIAIX] KA 2lod| CHal S3 A E M=4FFLICEH

A8 7tsEt 2E Hel - el ZE | &8 CIOIEHE MR 2| LICH.
K|k 120 - X 120 S =28 ClO|EE A& 2| LICH.
x|k 90 - X[ 90 S¢

T Z 8 Ci|O|E & R EIEf LI
oF =23 Cl|o|E & MAE[ELICH

e
Ofn o

Xl 30 - x| 30
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https://console.aws.amazon.com/iotanalytics/
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« AKX Hel - XIEE AlZh ol =38t CIoIHE MAME|FLICH §steE Az HelE M

=g 4 aLict

6. ' HIAIXIE X 5t= Amazon S3 29| 7| =4&LIct

7

i
wt

op{H Ch

mo
fjo
02
ot
O

= |CF.

a. Amazon S3 Z&2 ALt
b. CH& Amazon S3 ZHX||E AME4EFL|C}.
c. Ado| 2| JHQ MMolIA] 7|2 = AR LICH

7. MAME| AEE ME{ELICH

A HIAIX| RHX2I(API)

StartPipelineReprocessing APIE AFSE [ CIS AtE 0l R2l5HAM L.

- startTime 2 endTime It2t0|E{= B A| Cl|O|E{ o] =& A E XI'H5HX|BH O| A2 CHE S| F
Mxlof SoHELIC 7HE 712 AlZE B2 B2 3lE = Q&LICH startTime Z & & K|t
endTime2 AN L|ELIC}H

« O| HH2 HIS7IASZ MXEIE AIRtStD SA| A0S gHerstuch.

o AMAEIE HAIXIZE HEiel =41 &= Mol 2t M2IE ZWolete EE2 iaLch Hel SUdt =M
o Het5| 2 Xl= f&Lict

« 24 A|ztotch =|CH 1,000702] StartPipelineReprocessing APl & MAdstof mlo|=Z Qe
Sl ST M HAIRIE AA2/" = U&LICH

« A OIOIEE MR EletE 2 F7 HISO0| &gt

REAIEH LIS AWS IoT Analytics API & Z 9| StartPipelineReprocessing APIE & X 35HA|2.

AMd Ml Es Fa

oto|Z 2ol X 2| ES2 FASH2d™ CancelPipelineReprocessing APIE A& 3H7LE AWS loT
Analytics 2& 2| &3 H|O|X[0|| M RHXE| FAE MEHFLICH MAE[E F A 6HH LIHX| C|o[EH= &4
AMElZ K| et&LICH A2l S CHA| Al=HsHoF & LCt.

DescribePipeline APIE At&36t01 MZX{2| HEHE &I LICH 82| reprocessingSummaries &
EE XM LR.

M HIAIX| RHF2I(API) 90


https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html

AWS loT Analytics AL 7Hol=

IAEZR A&

AWS loT Analytics= AWS loTof| Ciet 2 HIO|E A& MSELCt lolH 24 U 7|H &g =7
ArZ35t01 1oT CIO|EHE KIS 22 £, XMEl, M LU BME = USLICH ASX XH B IE T
= Jupyter NotebookE2 EARISIE ZIE|O|LHE AI™SH7{Lt EAL AL AL XY 2= ZAHO|LHE AHEE

= RAOOR J7|E BMEFE CHA| Mee ER 7t gigLCt CHE 7|52 Ar&36H04 T|O|E AE 0104 A
Q124 H|0|E{E 71XQt KIS 5tEl aZ 2 20| AZE 2= Q& LC.

=
Ji

fle dHez HolE ME 2EIxE ddgLich

CreateDatasetE ZEE M EE|HE XI'H5I0 HIO|H ME 2EI= A5 HHE o<
grLICH(triggers:schedule:expression). OIO|Ef AE0{0] /= CIO|E{= CIOIE{ Al
E ZHXE MMst= ol AFSELICH SQL #EIE AFE35H0q fot= EHEE MEIRLICH

(actions:queryAction:sqlQuery).

OII

242 Holal M ololE| ME ZEI=xo0i Ot x| AlZt O|F &8t

CIO|E{BF Z & E|= & DHE &~ QI&LICH actions:queryAction:filters:deltaTime &

:offsetSeconds EHEE el AlZF ZHEE XIEELICH O™ oS AlZt 7h20| Bt e

Clo|E ME Z2EIXE HE5tE 5 EB|HE XI'FFLICE. the section called “0i 6 -- EEt 7|7t =
XML,

SQL HI0[Ef ME AiAd(CLIy Mg H
£ CHE CIo|E MET AR EIRE [ CIO|E ME 2HXE M-dF Lt

SELX| e A& E AT S

L

CHE ClolE MEQ| 2EIX 4do| 2tz =[P M O|0|H ME 2H = dd8 E2|HELICH
triggers:dataset:name.
AESoz BM ofEE|FolME AHELICH

Rtalof Ar&%F X |0l &4 o E 2|7 0| M ZiEl|o[L43t 5t 1, CHE HIO|E ME Z2H =7} 4
CII2 M Ol M™YSt=S EC|HE LIt o/ A ot BH= (= ™o ek HHE lo|E ME
o| ZHI= C|0|E & ofZ2|7io|Mof| 3ZE &= U&LIC o Z2(7H 0l LHo| A £41 ZAutof| CHEt
AUS RS2 sdE £ AU&LICH (actions:containerAction)

I CHE ClO|E{ MIE7t 22 2|2 [ CIO|H ME Z2HXE M-Ehct
CtE ClO|E{ MEo| ZEIx MMHo| 2t 2 XM M CIO|E| ME 28X ddg Ee|HE LIt

triggers:dataset:name.
S22 EA ofEE|7oldE gLt

Rp&lo] AL8 A X8 Oi|O|E 244 of E 2|7 0]4dE ZE|o|L{3tet 1, CHE CI|O|H ME EEI =7} 44
TIiE M 0|§ At 5 EE(HELICH O|FH ot H BrsEls Y™ et Y& lolE ME
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OfZ 2|70 Mol =& &= U&LICH oiEE|F 0| Lioll A B4 ZAutof CHEt
He =~ Q&LICE (actions:containerAction)

ME ZEH 5HE 1S3l 29 HIS(OpEx)2 Hof
4, & U 2L E FYsts ANE WEHT /e A|ARO| UELICH O A|IARIR FI|XHo=
sHZfdy| 2 Eylet 242 EX o|HE 7} wiAet ] O|HIEE £EIELICH AWS loT AnalyticsOfl A
= 0| H7[|M¢el 7|zt Lol ZS=EIX| 2f2 HIO|IEE =&t 215 ME SR Uit KPI ETME
HHste 2Me xSste = JELICH Z4 HiX|E MEIE = T ME SEE Yot b =8
£ SCHstel 2Y H|I8 2 &Lt

100702 C|HtO| A0 A 24 El CI| O[E{od| CHH
ML)Z2 A&ELIct 2 2M F7|0ict oS 24
oA X|HE 7|7t LHof 22 Cl|O|E{ Bt A
st zt Algtiof CHE KPI2F ETME A

XS oY B K|

5E0tCt EM(Z 1 2|&, Clo|E ote = KPIE

FAENTE MR MHEELCH ZF
Ct. AWS loT Analytics= EME X
2?5 CIo|EE MEE &= A&LICH

0_{ OFO
o

AWS loT Analytics= CI|O|E{ AE 0104 = &}&t AH§+ HIOIEMI I:HoH 158 0tc &= OE AlSH aHo|=
ote Ol BHX| QI EERE XISEE = U
ANEZXRE EAISIEE HAIEEE RHS8HE =+ %'QLIE%

M Mo At ol F

(o}

AbQd AHAL B1QIO| QIELICH AR E 4= Ql= T2 MAO CHE S XIE ZEH5H0{ AWS loT
AnalyticsOfl Z1& 8 C|O|E{E ALE5tH T2 MA ANE oS5t BM JIEZRE ZXE = QU
&LICH 22 ColElE Mx N IERAR HEsh +~ Qlom, ZF ol MM MES [MFsHe Ct
U5t A 2| Ci|o|E{7} Z & EILICH AWS IoT Analytics= ZE} 2t A48t 71 C|O|E{ o8t =7 E
AH835H0{ KPIE ME5tn 5 x| HEIE XMEHOEM BEM I EZRE 2YE = AULSE

Eot&LC.

Docker Z1E|O|L] Al

O| Ehpdoll= 1R Docker ZAE|O|HE LEs= ol CHEF E7F LB E|of U&LICH EFALOA &
E 8t Docker ZIE|O|LHE CHA| ALS 5t 2 oMy I + U&LICH Ol2d8t ZE|o|L{= AFE AL HEte

INE=NE
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2 Yo|o| AEE e & QU&LICH EtAL ZH|O|LHE ALS 7| Mol EfAF ZdE| ol 2| E EXHE A=
g & A=K FRltAAIR

CHE2 25 EME e ol Z& ¢ ololEof Ciall E7|1XQ CIolE M dAlt= S d8st=

o 23 BHAlSLcH

1. Clole oiE2[7o|dnt 2= E4 2to|EE{E], == CHE 480| Z&E Docker ZAE[O|LHE A

ggfLck

lotAnalytics Jupyter &2 ZIE|0|L{&t ZEMAE T otF = 7iH|0|L13t APIE NS &fLct. &
SRS OIDIXIE Adsto ol Z2IA 0l =7 MEE BHE AL ZF_E.*%PO# Hote OO/ 24 E
= HME 8 == USLICH AWS loT AnalyticsE AF2 S B8 AFE 35104 ZHE|o|L{&HE
OHEE|91IOIA._40| |24 Cf|O|E{ A A2} Docker Z1E{ 0|4 2] &34 |0 IE-I CH&H S Holg = JU&LICH
(AFEAF X Docker ZIE| 0| 2I2/E 3 B0l AL AL X[ ZHE| 0L 2] B~ ALE ol CHE F
7t R 7t ZE o] U&LICEH)

u O]

2. ZiE|0|L{E& Amazon ECR B X|AEE|2 Y2 EFL|C}.

3. OlO|E{ 2E0{E 4d5t0d ClHIO|A 0] HIA|IX|(CIO|E{)E ot A& LICHiotanalytics:
CreateDatastore).

4. MAIX7t MEEl= IS YEgLICHiotanalytics: CreateChannel).

5. M ClolE{ AE0{0f AZAA|F|= mlo|Z 2Rl MAEL|CHiotanalytics:
CreatePipeline).

?-

—

S

P

ol
rr
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rr
ok
fjo

6. MAIX| CIO|E{& AWS IoT Analytics *{'=d(iam: CreateRole.)Z &35t
IAM &S dggict.

7. SQL #HZ|E AHE35to{ AEE HIAIX| C|O|E{e] £401 AZASI= loT #3E W LICHiot:
CreateTopicRule ZE topicRulePayload:actions:iotAnalytics). C|HIO|A7} SHIE
FH e HIXF MQTTE HIAIXIE H&E M HAIX|IZI L2 22 E/LICH E= iotanalytics:

BatchPutMessageE AF&3ll AWS SDKLI AWS CLIZ AFEE = Q= CIHIO|A MM & &
E HAIXIE ©ME&E = A&LCt

8. AlZt YX(iotanalytics: CreateDataset, EE actions: queryAction:sqlQuery)od
2t 4ol E2|HEl= sQL HIo|E MEE BHELICH

Lk 2tdo| oMo 2 A™ME £ TAs=E HAIXIZE HMEHE st
£ MHAIX| HIO|E{of| MEE M EHEE
actions°queryAction:fllters:deltaTime:timeExpressmnE HIAIX| AlZtO| ZHE|

_u_|_—|
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset

AWS loT Analytics AL 7Hol=

actions:queryAction:filters:deltaTime:offsetSecondsE MIAIX| =29 X|Qd AlZt
2 X|I™ELc)

E2|H Lot & 2EL 7|7t AEELICH SQL HIO|EH METH O XR|H o 2 M E
F2 HIAIRIE AHE5H ME22 SQL HIO|EH ME 2tZtg MdetL|Ct (SQL HIO|EH ME
MAEE AlZH2 o{HItR? LMot A ZEE EOE CIO|H METL M-El oFX|gf
LIch)

c M

o
oo © e

X ==

Rl
S |0 v T

02 Hu |

m-

>
N

Zt

X Mo olsf E2|7HE E CHE CIO|E NEE MM ELICHCreateDataset ZE
trigger:dataset). O| HIO|E{ M Eof & gl EtAH[0d| A 248t Docker Z4E| 0|1 Aol ER &t
HEE 7t2|7|1 M3 ste ZE|ol] S XIHELICHEE actions:containerAction). £
CtE2 XI™Fghlct.

[0

0=

« Aol A& E docker Z1E0[L42] ARN(image).
« ZE|O|] 2 UE A™AIZ|7| @i HREt 2laA0 HMAE = U= H
= & o ARNRIL|CH executionRoleArn).

A&stE 2laA0] FMHL|CHresourceConfiguration).

o
|0

AlAHEof Foist

- ZElo| A2
o

- ZE|O[L] 2t S A™dste O AFSE AFE 2229 8 (computeTypelt 7tS8H 2t ACU_1
[vCPU=4, memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB]).

- 0| &Y M-l AIS El= ElaA QUAEHAN MAEE £ U= BT AEE|X[2] 27((GB)
(volumeSizeInGB).

- OfE (70| Aint zEAEl WEM ALS St He YTIEHMSE ofE 2|7 0|Me 2 M E
otztO|E)lLch(variables).

ZiEf0|L47H A 0 DA H4QULIC Ol 3134, CIOJE| NE ZHXE 4NY 1 B2
Sl Chrst 4 (TEHIE)R SUS TE(0/L4E MY 4 UBLICH lotAnalytics Jupyter &
e ASOR LESO| M4 E QIAST, Ol8 HEO|{s T2 HAL| URZ ASY £+ UT
S 0hS0f 0/ Z2MAE THESAIZILIC O] QIAE gte MEst LY, KIT ALS At XIRIEH
£8 £7h8 4 aLCH HEOILIE ABAIZIZ| F, AAHO| O H4E MY AIKol gtoz
oA L

. Ol 4 B stLbs 24l 2

SIX7} ol Z (7 o|Mof CHEt U2 AFS K
|E 2| O|& (0|7 EtAHlol M et HIolE| ME2| O
(datasetContentVersionValue:datasetName).

||T| ol

| —
—

|
Inl
o
n
>

AWS loT Analytics= Cl|O|E{ MEE 4d5t= &E 7|7t sQL #{2l, ofE 2|7 0| ZH|0|LHE 0[&
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset

AWS loT Analytics AL 7Hol=

M=ol 2, Z2HA HlolEf NS OHEZIHOIMES YUAI BRI U CHA| AISHE 4 laLIcH Z2EHM
GlOIE ME OHEEIHOIME CHAl AIRHE Z2, AWS IoT Analyticss 7|25{2.2 Ohx|2t A% 0
ARRIZH OF | B AEIX| of2 BE CIOIEIE FHAILELICH YRlo| o5 NS S50 ZZHM
OlE] MIE 5¢i(717hS MIHE W¥e T4 +5 aLIch E= M2 A3 CloE 5 KA s et
71zke] 270fl £8H ot IO[E{RF ZA{sHe WAl R T2 M H0lE| ME OHE2IAH014S CHAl Al
aHE £ s

CHe 2 CHE TIOJE| ME 4440] E2|73Hs GIOIE MES AAst AL Holsh I} MBElS M AE
QlLict.

- SQLCIOIE M E

£ ZE|o|Ld Hlo|E MERH EE|7H & £ &Lt
+ SQL H|o|e ME= =i 10742] ZiE|o|L] ClIO|E] MERH EE|IHY £ U&LICH

SQL Ho|E MEZF E&|HstE ZEO|L{ HIO|EH MEE 4de M O LR/ 7 EdE = &Lt

"E2|HZ oI ME
- "EC|HZ O|O|E M E

ZiE( o[ Cllo|E M EoiBt FIhe 4= Q& LIct”

stLtgt 1S ELich”

rr I'IF

2712| Mz C+HE sQL HIo|E METE EE|7Hst =5 ZIE|0|L] CIoIE MEE Heolsted Al e M &
st 2F Lch.

- "E2|7{3 Ol|0|E{ M| E <dataset-name>2 Z1E|O|L{ Cl|O|E{ ME7} EE|7HE £ Qi&LICH"

CHE ZiElol ollo|e| ME7} EB|7HStES & CHE ZiE| 0[] HIO|E] MEE Holsted Al=E m &
Mal=

MSle @5 ell|Ct.
- "<N> Ol|O|E{ MIE = 0|0| <dataset-name> G| O|E{ ME0{| Z&E|0{ Rl&LICH"
o|O] 107H2] Z1E|0|L] T|O|E{ MIEE E2|7{8t SQL T|O|E{ ME 7} EE|7{sI == C}2 74| 0| O
O|E{ MEE HMolsled AT E [ M= @ F L|Ct.
« "M&35 1702 EE|H RO S k|o{oF gL|Ct"

YUY EE[He CIOIE HME EE|H 25 & 0|83 EE|HsI=% HIO|E| MEE Holsted Al=g
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Params I}l

Q= B0l E242 YZ E5H2d= CHA 2 docker O|O|X|E A A|F|= QUAE
data/lotanalytlcs/paramsoﬂ 2| %8t JSON m ol HEEL|CH CHE2
Bt of| IL|Ct.

| /opt/ml/input/

1A O
Ol mpdo| ZEI= 0o CH

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
.
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}

HolE{ ME 2| |1 ™ IDO| £7}, Variables MMo{E iotanalytics:CreateDataset &
oM X|E3t 50| Z gt k|o] U&LICHO| oo B2, example_varl| Zt2 hello world!). E
st AFE X K| &3 URIZI custom_output 250 ME E/0{ U&LICH OutputUris ZEEol& ZE|
OlL47t £ U2EE == U= 7|Ba /AXI7F ZEELCHO| ool A<, 7|Egt £ URIZt ipynb 2!
html £3 250 M3 Elo] US).

71 |E||7<|7P AEStE T2 2 params IO t':'*% el2 -’F UA&LICH CHS 2 params T2

import json

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

A& X|E Docker ZAEH| 0| i24/&52d g —
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EHYRE

T7{ O|O|X[7} Azt otE Z2 2 Amazon S3 ?|x|0fl £232 MEFLICH £232 "bucket-owner-
full-control" Al|A Ko S5 o2 EESHoF FLICH HAMA SZF2 AWS loT Analytics AH|A0N U2
EE £32 Mo{st= HEtE 2o LICt O] o= params T Q| custom_outputE Holst
Amazon S3 ¢ %[0 example_varl| LIS UECEE = ULEF O™ o E SCHELICH

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

T
£ 7HR| &2 Mdatof BrLICH A Hm 2482 SageMaker QIAERAE A|ZS T ESE ZIE|0|L4S}
st= HetE FoigfLct Aol A™of E CHE ggo| 2L ot
M| JAE 2 XS E= o522 dEe = JU&LICH AWS IoT Analytics 2& £ M SageMaker 2!
ABAE ME5E B, SageMaker QIAEAE ARG T T ESE ZH|0|L48tsl= Ol e 2 E
TEt2 2oiotes MER2 &2 A8 H85ts SMO| NS ELICH £ 822 o|H HEt2 7181
82 MME = &LCt O|Z A 524 AmazonSageMakerFullAccess H&0| 01Z4E &t
Mdet = Chg ¥AE F7HELCH

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",



https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
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"Action": [
"ecr:BatchDeleteImage",
"ecr:BatchGetImage",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:DescribeRepositories",
"ecr:GetAuthorizationToken",
"ecr:InitiatelayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource'": "arn:aws:s3:::iotanalytics-notebook-containers/*"
}
]
}
2 ZE|O|HE A™AIZ HEtS Rodstes F Hm A& S MgsHoF & LICH AWS loT Analytics
4

(@)

—_ =

2 A U S XS A ZROIT 0| SOk BLICH ChS RADL A2 FAO| HIE o
Al

W Tl
uo s of

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"
1,
"Resource": "arn:aws:s3:::aws-*-dataset-*/*"
.
{

"Effect": "Allow",
"Action": [
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"iotanalytics:*"

1,

"Resource": "*"
.
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchChecklLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

}
]
}
ChE2 MZ E2 of ALt
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]
},
"Action": "sts:AssumeRole"
e 99
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}

Java & AWS CLIE E$l CreateDataset APl Al

CloIE MEE MMELICt dlolE] ME&= queryAction(SQL #H2l) EE= containerAction(d
E 0|44 o Z2[AH| 0| A&)S 2 &5l04 L|0|E| AE0{0l| M HMEl L0 E XEELICH Of &
2 Oo|E| M E AZBES MMetLICt O|0|Ef MEE CreateDatasetContentE &8 £
S22, = XYt triggerd 2l RIS E ME = U&LICH RHM[EH LI 2 CreateDataset &

CreateDatasetContentE HZESHAM2.

=

- 0 1--SQL HI0|EK M E(java) M4:

« 0f 2 -- delta 7|Zt2 2 SQL H|0|E{ M E (java) M 4d:

- 03--1f 2™ EE|HE ZE| 0| CI0|H M E(java) A

« 0 4-- E2|7{2! SQL H|0|E{ ME 2 Z1Ef|0|L] Tl|0|E{ MIE (java) A4d:
« 0 5--SQL HIO|E{ ME(CLI) 2445:

« 0f 6-- EE} 7|7t 2 SQL Cl|0|E| ME M4(CLI)

of 1 -- SQL CI[O|E{ M| E(java) 44-d:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

CreateDataset(Java Z! AWS CLI) 100
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//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);
// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);
// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);
S0l hEt B2
{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:

true} or {numberOfDays: 10, unlimited: false}}

of 2 -- delta 7|Zt2 2 SQL Cl|0|E] MIE(java) 443:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();

0f 2 -- delta 7|Zt2 2 SQL HIO|E] M E (java) A Ad:
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trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

g0 Cieh £

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:

true} or {numberOfDays: 10, unlimited: false}}
o 3-- 17 €™ EZ|I7HE ZH|0|L] HIO|E] MIE(java) 2843:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();

actions.add(action);

//Create Trigger

o3 - 1% U8 EH= ZAEI0]H CIOJE] ME (ava) 44
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DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

d30i cHet 3.

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

of 4 -- EE|7{Q! SQL Cl|0|E{ MEZ Z4El|0|Lq H|O|E{ MIE (java) 2 Ad:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

of 4 - EE|7{Ql sQL H|o|E{ MIEZ ZIE| 0| HIO|E] MIE (java) M A: 103
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//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);

final CreateDatasetResult result = iot.createDataset(request);

Mol ozt B2,

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

ofl 5 - SQL H|O|E{ ME(CLI) AAd:

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"3}3}]1" --retentionPeriod numberOfDays=10

g&0f ChHet £

{

"datasetName": '"<datasetName>",

"datasetArn": "<datatsetARN>",

"retentionPeriod": {unlimited: true} or {numberOfDays: 1@, unlimited: false}
}

of 6 -- EEl 7|ZF2 2 SQL H|0|E{ ME M&(CLI)

HEl 7|ZHO|BF UZA0| ArE X} HO|E HISH % Algh kALt HE 7|Zhe S8l Eg*ilf
NE ZHIAE 44stn, 0tX|2 24 0|F C|0o|E AE0{of M2 &8t HIOIEE 2
Ct. CllolEe ME 2] queryActlonoilA‘I filters®| deltaTimeS MH3H HE 7|7.J% A = A&
L|Ch(CreateDataset). JEtMO 2 Alzt 7+ EE|HE MH5I04 CIO|EH ME 2HEXE
gLICHtriggers:schedule:expression). 7|2XMO 2 0|8 Sdll § 7|7t S T&8 HIAIXIE
ZE{>E £ Qlof 0|7 7IzZtoll 2 HIAIR|o =& & HIO|E{7t & ¥ T EdE|X| b &L Ct.

0d 5 -- SQL C|O|E{ MIE(CLI) A4d: 104
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Ol oloi M= Ot x|8f AlZh o|F At Cl|lo|E{BF AL&Sto 152 0iCt M HIO|E] ME E2EHXE XtS2
2 ddste M OlolE MEE BrELICH HIAIXIZF XIEE Cl0|Ef AE ool =& st7|7HK] 32 2f K|
g 51855 38 (180X)2| deltaTime 2LEAE X|HELICH et CIOIE ME 2RIAIt 2

10:3001| Y E B AEE HIOIE(CIOIE ME ZRIA0] X&)l BfYAREIE 27 10:12 ~ 2

10:27(&, 27T 10:30 - 158 - 38 ~ 271 10:30 - 3&8) Ato|LCt.

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

delta-window. json Itol= Ctg =7t e [0 //&LCY.

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",
"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
"schedule": {
"expression": "cron(@/15 * * * ? *)"
}
}
]
}

MZof ozt &

0d 6 -- AEL 7|ZF2 2 SQL Ci|O|E ME 44(CLI) 105



AWS loT Analytics AL 7Hol=

"datasetName": '"<datasetName>",
"datasetArn": "<datatsetARN>",
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AR 7H0|E

Amazon SageMaker X

Amazon SageMaker

Dashboard
Notebook

v Notebook instances

Notebook instances Q, search notebook instances
Lifecycle configurations

v Training Hama v

Training jobs exampleNotebookinstance

2. 1AM 38 ARNO{|A SageMaker A1 45t MEHSEIL|CEH

Notebook instances

Instance Creation time v

ml.t2.medium Jul 03, 2018 21:25 UTC

Amazon SageMaker X Amazon SageMaker Notebook instances exampleNotebookinstance
Dashboard exampleNotebooklnstance
v Notebook

Notebook instances Notebook instance settings

Lifecycle configurations

v Training Name

L exampleNotebooklInstance
Training jobs

Hyperparameter tuning jobs ARN

arn:aws:sagemaker:us-east- 1| Sl n otebook-

v Inference instance/examplenotebookinstance
Models
Endpoint configurations Lifecycle configuration

Endpoints

Status
@) Pending

3. Attach Policy(&* 24Z)S ME{gr =, Heto] ZAIE WM™ H
AEE|o] UKl ef2 ER

£ AmazonSageMakerFullAccess &8

Permissions Trust relationships

Attach policy Attached policies: 7

L5t Amazon S30A Z1E|0|LSt I EE CIREE 510 L EE 9l
CHAl= SageMaker QIAEIA o E{O|'ol| MM ASH=E ZdlL|CH.

1. Jupyter0 M A2 BHE7|E MEHFHLICH,

Access Advisor

Notebook instance type

ml.t2.medium

Storage
5GB EBS

Encryption key

IAM role ARN

arn:aws:iam:: S :role/service-
role/AmazonSageMaker-ExecutionRole-20180620T141485 [4

Revoke sessions
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Jupyter
Files Running Clusters SageMaker Examples Conda

2. EAMNEZlE HwolM BoldS Mg

Other:
Text File

Folder

Terminal

3. EOldoM g BH
SageMaker QIAEIA O

: Jupyter

sh-4.2$ |}

cd /tmp

Quit

~

Upload New~ &

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp

unzip iota_notebook_containers.zip
cd iota_notebook_containers
chmod u+x install.sh

./install.sh
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L4}t & &0l A& Mx|Z|o] U&LICEH SageMaker 2&0{ A QIAEAE CHA| A2 O] &S doo|
Eg £ JaLICH S =522 HX|FICIH, AWS IoT Analytics Z2&£ 2 MK A2 L ES QA
A ZiE| O[3t & dEtol LIEE BDd BE S CHA| A& UOIo|EE +~ U&LICH
Zief|o|L43tEl o]0l x| 44
ot MMoiM= =ES ZElo|L{&tol| 223 EHAES dTELICH X Jupyter tES2Z 0|S 8
ZElO|L{stEl HdS 7H T =E=S MBI
1. Jupyter cESOIM ME BHE7|E M3t £ SECOI2 SS0|M Hote Hd KEe Mg
LICH (H'd 82 “Containerized’2 A|& 351 CHE WHo 2 = MEASHES 7{dZ T L}ok &
L|Ct. ol & E01, “conda_python3"1} ZH2 Wit Python 3.0 B A2 §EHCHH “Containerized
conda_python3"& ME4EFL|C},
" Jupyter Quit
Files Running Clusters SageMaker Examples Conda
Rename  Move n Upload <
Notebook:
O [-|m/ Containerized conda_chainer_p27 £
3 loTAnalytics Containerized conda_chainer_p36
@ O lost+found Containerized conda_mxnet_p27
: ) Containerized conda_mxnet_p36
=/ Untitled.ipynb Containerized conda_python2 (B
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)
Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2
conda_python3
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AR 7H0|E

File Edit View Insert Cell

B+ x|@& B a» ¥  MAun

3. dElo|HstE =ES 2| 0

Kernel Widgets Help

B | C|» RawNBConverty & Containerize

52 YBrLIch T3 AT QB £ UALICHM AR,

m 2. Input Variables 3. Select AWS ECR Repository

rOI-
fjo

4. Review 5. Monitor Progress
Container Name *
Beer-Tastiness-Calculator
Container Description
£
Mext
Exit
4. L EZO0| 2&5l0fF t= Input Variables(&23 #H=) (T2t O|E)E XIHELICH —ESO| XSS 2
ZR|et 2 He B MEISHHLE, AFEAL XIE HE Holg = JUaLch (O|Ho tESE Y
AlZl Z<oiBt J2d w8 ZFX|RFLICH) ZF 2123 B0 CHE RS2 MENFFLICH MEHod| 2t &
21 g0 CHEF MEES U=E =& J&LTt.
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AR 7H0|E

1. Mame 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Name Type Description
ounces Double ¥ X
brand String ¥ X
Showing 1 to 2 of 2 variables Previous E Mext
Add Variable
Previous Mext

5. T ES0o|i MAEt 0|0|X|E YEEE Amazon ECR 2| ZX|E2|E MEASHLICE

Ziel|lo|L4stEl ofOfx| o
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories

Repository Name Create

Search:
Mame

Repository Name
my-repo

my-repod

my-repod

Showing 1 to 3 of 3 repositories

Previous m Mext

Previous

MNext
Exit
6. ZHIO|{3E MEia] T2 MAE AlRFELICH
Atalo| U2AE Qo st 7THR I MBELICH Z2MAE A|Z5HH Ol F4E = it Mo g2l
HEML. Z2MAE Z[CH 1AIZHHR] XIS E = U&LICH

ZE|o|LEHE o|O|x| Y
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit
7. Ct3 mo|x|ol ZIME O EAIELICH

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit
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AWS loT Analytics AL 7Hol=

8. A%Z HEIRXE SZ 8 Z2, AWS loT Analytics 2£ 92| ES MMoiM ZE| 0|48t ZZ A
A MEE ZLEZE = A&LICH

9. ZEMNaATEE F, HE 0|45 El 0|0|X|7F Amazon ECRO| AAEE = U= 4EIE KT EL
Ct.

ek O

Containerize Notebook

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £4

You can now use this notebook for scheduled analysis of your Data Sets. Be /sl LR EE=T 0

Exit
=|
£ A0l AFE X X|E AE| 0| ALS
O| Bt odl= Jupyter Notebook At&3t04 Docker Z1E( O[LAE 'E%FE Yol el W7 & &
01 AELICH EtALOIM HES L ES S CHA| AL 5HH 2oty @IRE 4 l&LIch Z et E ZE| oL
£ AEX HE ez 2{o|o| A& AAE & J&LICH L8t R ES0M dJE HTMLE AWS loT
Analytics 2&0 EAIE = U222 HTMLE EAlsts HFE| ZAHAQ 324 HEIE M3E &
&LICH BtAL tESE A85t7| Mol slld = ES O A X E AEE + J=X] Hst AR
29| AFE A} X HE|0|L{E M2Ad5104 AWS IoT Analytics MH|AE Salf A&E ~ Q&LICH o
Al &tedH =74 o|0|X|E HH3H Amazon ECRO| Y2 =8t CHE, ZIE|O|L 22 A™E TIo|E ME
E MYt ol MMM E OctaveE ME5tE Z2AMA0 EH°._F o & MSELIC

« 24 HFE{0of Ax|E! Octave
« 24 HFEof| DA™ E Docker HH

« Amazon ECR EEE AWS IoT Analytics HA|A HEHO| Qe AWS HIH
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1E74): =74 o|0|x| ¥
Ol Z‘t& Mol 2R3 37tX| &2 mtdo| J&LIct ChE2 Tt O|F1 LIS LIct

« Dockerfile — Docker Z1E|0|L43} T2 MA QS| Z7| M ILICT.

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3

# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py

# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

« run-octave.py - AWS loT AnalyticsHlA JSONE T & £445t1, Octave AT B EE A&t T,
OlE|{E & Amazon S32Z YZ=8FL|C}.

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params['Variables']

order = variables['order']
input_s3_bucket = variables['inputDataS3BucketName']
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input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

rr
[1h]

= ot el x| g

A

Z27HE PHEE HAStE ZHEHSE Octave AT EE

MH>

« moment — &2 £
ILCt.

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

22 EgfLICh M CIMEE[E ddstn, O ohofl 2 mAUS E2 O cdE df
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docker build -t octave-moment

ALt chs

3. Docker 2|ZX|E{2|0of M| O|O|X|7F EAIE Z

docker image 1ls | grep octave-moment

2CEtA|: =74 0|0|X|Z& Amazon ECR Z|ZX|ECIRE YEE
1. Amazon ECR Z|ZX|E2|E MAIEHL|C}.

aws ecr create-repository --repository-name octave-moment
2. Docker @0l 2218 gLt

aws ecr get-login

AZLCH £3i2 oS Zotok gLCh.

rlo

=

02

212 ZAbSH A

1Y
jo

3.

docker login -u AWS -p password -e none https://your-aws-account-

id.dkr.ecr..amazonaws.com
o|0|X|& B2 M2IFLCt.

st

4. Amazon ECR S|ZX|EZ| Ej2 2 AiAd

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-

moment
5. 0|0|X|2 Amazon ECRE & A|gtL|C}.

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

3CEHA|: MZ H|0|E{E Amazon S3 H{ZIe2 (2=

£ ot input.txtZ CREZEELIC.

1. Ch2
0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745 ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 ©0.048276 0.075284  0.125395
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0.829358  1.246402 -1.310275 -2.737117 0.024629
1.206120 ©.895101 1.075549 1.897416  1.383577

2. octave-sample-data-your-aws-account-id2 & E Amazon S3 HHZ!S & L|C}.
3. It input.txtE &= MA8t Amazon S3 HZIC 2 FZELIC} input.txt THUS Z &8st
octave-sample-data-your-aws-account-idO|2tE= O|& 2| HHZ!0| Q{0{0F &rL|Ct.
ATHA|: ZAE[o|] A g
1. CF2 2 rolel.json T SALEILICH your-aws-account-idE AWS HIE IDZE, aws-
regions AWS E|AA9] AWS 2|2 2 HiE LCH.
(@ Note
ol ofofl= ESE CHzlRl 2ot ENMERE ES57| {8 MY =7 ZHEIAE 7|7 Z &g
o QU&LICE KFMIEH LI 2 the section called “T A} MH|A £ SEl CH2|X} of &l MME &
Z3tMR.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"'sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-aws-account-id"
.
"ArnLike": {
"arn:aws:iotanalytics:aws-region:your-aws-account-

"aws:SourceArn":

id:dataset/DOC-EXAMPLE-DATASET"
}
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—

2. CFR2ELE3t rolel. json ItUE AFE5t0{ SageMaker & AWS IoT AnalyticsOf] HAl|A HEHS

aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. 0|§0| policyl.json®! T+ C}S2 CHREES T, your-account-id2 H’S IDE CH&E
CHStatement:Resourcel| & Hmi ARN & X).

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1)

"Resource": [
"arn:aws:s3:::*-dataset-*/*",
"arn:aws:s3:::octave-sample-data-your-account-id/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",

=
e

MEXF XH HEO|L] AFS
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"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,

"Resource" : "*"

-

4. Y2 CHR2EE3 policy. json IFYUS A& 30 IAM HAHES MLt
aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl.json

5. &

fjo
(]

Aol AZgfLICH

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

5CHA|: ZIE{|0|L] 2o 2 H|O|E{ ME M4

1. O|&0| cli-input.json®l ItUol C}E 2 TR EE3 1, your-account-id & regionQ 2 &
QIAEIAE XM3t Zto 2 HiE LI},

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
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"executionRoleArn": "arn:aws:iam::your-account-id:role/container-

execution-role",

"resourceConfiguration": {
"computeType":
"volumeSizeInGB":

iy

"variables":

{

"name" :

"name" :

"name" :

"name" :
"stringValue": "3"

2. &=t

ol

=3 =

o

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

6t CIOIE ME LHE dd 3 &

aws iotanalytics create-dataset-content --dataset-name octave-dataset

"octaveResultS3URI",
"outputFileUriValue": {

"fileName": "output.mat"

"inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"

"inputDataS3Key",
"stringValue": "input.txt"

H &S cli-input.json ILE AL& 3510 HIO|E| MEE

MEXF XH HEO|L] AFS
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7EHA: ClolE ME LHE 7tX 27|

BEE eI

0jo

1. C

aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \
$LATEST

2. DatasetContentStateO| SUCCEEDED7} E|Z7|7HX| 22 E M 7|Cte{of & £ & Ql&LCH.

8EtAH|: 224 OcataveZ 2I44

1. Octave A E A&l Ot S BHEE A st ZE|o[L{olA 23S AUMTLICH

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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AWS loT Analytics CllO|E{ A|Zt&}

AWS loT Analytics CllO|E{& A|ZtSl5t7| /30 AWS loT Analytics 22 &= Amazon QuickSightS At

8¢ + A&Lich

|

rH
g

£ A28 AWS loT Analytics CllO|E{ A|Zt&}

+ Amazon QuickSightE A& AWS loT Analytics Cl|O|E{ A|ZtS}

r

&8 A&t AWS IoT Analytics O|O|E{ A|ZtE

AWS IoT Analytics= AWS loT Analytics & 2| Z4E|0[L4 H|0|E M E Z&I= 1| 0| X[o| Z4E 0]
ClO|Ef MIES| HTML &2i(output.html Zt0 U2)E E&E = U&LICEH K& S04, Jupyter
Notebook Al&list= Z1E|O|L] CIO|E| MIEE Ho|5t T Jupyter —EZ20{AM A|ZEIE 2 MH5tE 22, O

oT,
OlF MEE= Ct5t 22 + A&LICH

JUD}’tEI’ spéctmgram Lasd Chackpoint an hour age (sulosaved H
1 ’
B + » a3 0B + + W B C v Coll Toolbar pee
In [1]): from icipy.lo import wawfile

rate, X = wavflle. read( test

In [2]:  isport "AT'.'\lll'.-'.I'..’\l..‘l_,'(.!:":! as plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd . plotdx); axi.ser_tivle( Raw au gnal’y
axl.specgras(x); ax2.set_title( Spectrogras®)
plt . show()

l"‘ i 7 d ] ‘.q'.‘- - "'l-flzn i
= 4"“‘ I‘ - Y - ‘..T-,. ra
EI0ILA T OJE| ME 2HAT} aadElm 20| HlOIE ME ZEIX HOIXlolA 0] AIZEE & + 3/

&Lich.
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Eiollew Battery Analyls

Hame Versbon Datg Created

Confienk

Jupyter Notebook &&5t= Z4E|O|L] CI|O|E{ MIE Zrdoi| CHEt AtM[EH LIS 2 L RIS EE AISEHE

SES JSPNI-S

Amazon QuickSightE AF&$H AWS loT Analytics Cl|O|E{ A|Zt5}

I

AWS loT Analytics= Amazon QuickSight2te| 213 &2 W
EHE AL&3t0 Al M| E LHESI T, OlEE BA2

g = e A&3HHIELIA B4 MH|AQILICH Amazon QuickSight= 2218t 21 HIZ 2| A ZI(SPICE)
2 ME35t0{ AI8Xt = APt H A2 2 XX 2 &Erhstn, HZMQl ds2 wE|gL|ct Amazon
QuickSight 2£0lA AWS loT Analytics CllO|E{ MIES MEHSI T CHAIEE MM A|ZHEHE A|ZHE £
U&LICt Amazon QuickSightE O|2{8t [T A AFS

S &LICt Amazon QuickSight= | 0|
-

1, HIZLIA 2t SRS 2 A

Amazon QuickSight A|Zf3HE A|ZHsE4T4 Amazon QuickSight &2 AMAdsliok gLCH AXHe M™
& I AWS loT Analytics CllO|E{0]] CHEF HM|A HEHS Amazon QuickSightoll £ 0430k g L|C}. 0|0]
HHEo| A= A< Admin, Manage QuickSight, Security & permissions2 ~1&435}04 Amazon QuickSight
7k AWS loT Analytics Cl|O|E{0d| HM[AE 4= Q= THEHE F 047 LICE QuickSight access to AWS
servicesO| A 7} EE= M|7HE MENSH CHS AWS loT Analytics 20| Q= & QIBHE MEfE 1 4| 0|
EE MEigL|Ct
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/general/latest/gr/quicksight.html
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Account name:
Edition: Enterprise

Manage users Security & permissions

_— QuickSight can control access to AWS resources for the entire account in addition to individual users and groups
Your subscriptions

SPICE capacity . QuickSight access to AWS services

Account settings
- Amazon Redshift . Amazon RDS 1? 1AM * Amazon S3 E AWS loT Analytics
Security & permissions

By configuring access to AWS services, QuickSight can access the data in those services. Access by users and
groups can be controlled through the options below.

Domains and Embedding ‘:Add o rermove

. Default resource access

Manage VPC connections

(@ Users and groups have access to all connected resources.

QuickSight can allow or deny access to all users and groups by default, when an individual access control is not in
effect for a particular user or group

Change

. Resource access for individual users and groups

Resource access is controlled by assigning IAM policies.

| IAM policy assignments ‘

A o| MHE & Amazon QuickSight 2& Z2| HO|X|olM M 244 2 A Cl[o|E M EE MEHS CH S
AWS loT Analytics& AAZ MEAFFLICE O|O|E AA9| O|§ 2 =5t 1, 7IX{2 O|O|E| HEE M=

&t OIS ClO|E AA MM MEiFHLCE.
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MEXE7tol=

New AWS IoT Analytics data source

Data source name

radiant_load_test_dataset

Select an AWS loT Analytics data set to import

2 radiantloadtestdataset

®' radiant_load_test_dataset

Cancel

AlZEsH(QuickSight)

Elﬂﬂ Fieldslst a4 @—m—m—memeee—m-om - e ———+ |
Visualize iant | A I -
B3 radiant_load test.. | ) Importing: "
V 9 o 0 rows were imported to SPICE
Filter $# fromiambda 0 rows were skipped
Options
Q H ey
Suggested
Story
Chooze 1 or more fields and let QuickSight choose the most appropriate chart
Visual types v
- 8 -
[£]= 4l = i
] ases
- li 77 ad -
| B et
!': .. .l. “' ":
RN A1 2
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Amazon QuickSight CHA|£E ! H|0|E{ M| E0i| CHEt AFAIBH LH& 2 Amazon QuickSight EAME &

ZotM2.
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AWS loT Analytics ZIA A0 Ef1 X|H

't Clo|E ME, Clo|e £E04, Ito|ZERIE &AH #elst7| fls MEfX e
B o] HEfZ HEIHOIEE EYE + A&LICH ol ME = Efof Cial dBst, Ef2E st
g Ho{ELch

« IAM HZ2oj Bl ALE

« Ej ATt

B 7|2 At

i
4
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O

= == 288 71822 st= S AWS loT Analytics 2|&AE CHEEH 4]
R .0l 7|s2 XIget B0 et &8 2lAAE HEH AL = U7 !
= _/.\_éﬂ BE M fSELLCH Z i AL8A7E Helste 7(et MEfX gloz 7 E
17| ZF 7D HAIX] 248 AT ClHIO|A 9| REE
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Agotod HIZ S BF U £ME 4 UALIC AT HOIE ME, CloJE AE 0o Bl
A8 510, AWSOIM ALS LIS 2 IOl Ef1 82 EAHIE CoV TR HIS #T HIME BHEL
Cf. HIZLIA HFE LEHIE BI0(o): HIS AE), ofE 2014t O/ E= ARA)E K8 50d of2

MHI20f CHE HIS S BalE 4 UALICH HIS ET B ALl CHEE XFAIEF LSS AWS Biling At

S Bl HIE & BT A S S HEFHAMIR.

AWS Billing and Cost Management 2& 2| Ef1 HE7|= E|O & MdstD #elgd = U= 5 s&
HAOZ Ol E7E ASSHH ofF HHE|RLICH REMIEH LH& 2 AWS Management Console A
ZIlM Bl HETZ 22 FESHAML.

AWS CLI 2! AWS loT Analytics API% E5t0 EfT 2t g - E = JU&LICH R
ME, Clo|Ef AE0f, mO|Z2tRlE e [l CHS BYEO| Ef1 LEE ASS EHOE HZEE = U&
L|Ct

* CreateChannel
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
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* CreateDataset

* CreateDatastore

» CreatePipeline

EZ ot

rr

7|& elasol Cfs B2 E F7t =8, AXME = U&LICH Chs FEE ASELICH

jo
o

N

« TagResource

» ListTagsForResource

» UntagResource

ElT 7|9 2t TEIE 2 QoM AHANEXR| 2| AANM EfZE M|7HE £ l&L|Ch Ejaol Zt2 HI 2

UX[BFE TS| ZF2 NullZ2 A7-EE #E A&L|CH sl 2lAA CHEH Z|7F 7|1&E Ef

Ftst= B M 2to| O|™ Zf2 Ho{&LICH EIAAE AMXISHHA, 2lAA0| CHE
L|Ct

2lAA E}OE 7|2 ALK HMA(HEHE Mo{5t7| 2I5H IAM HEo| M Ctg 27 ZHEIAE 7|/
Zkat 874 Condition 24 (Condition 0|2l L EH)E A E £ Ql&LICH

« iotanalytics:ResourceTag/<tag-key>: <tag-value>Z At23%to{ E Ef 7} X|HE! 2|
A0 CHEF A X} B Y E 58 E= HEFLICH

- aws:RequestTag/<tag-key>: <tag-value>ZE AI835t04 E{IE HESI= 2o
Lt &5 APl 28S S8 ) S E|I8 ASHTR(EE ASHHXIAES) 2

AE MAMFHH

Tt

- aws:TagKeys: [<tag-key>, ...]1E A&3l0{ EiZ 7ISE ElIAAE MM HLE =X5H= API
QS HNY M SHEND 7| HE S ASSHEF(EE MK AEF) QT FLICH

(® Note

IAM EHO| = HHEAE F|/gh2 EiZ 7t s 2[&29] ID7F E= mt2tO[E{ 2l AWS loT
|.

o
& Qe Blaa(g,
A HeAE T3t

Analytics £r40| Bt M ELICt o & E04, 0| LM EHOE X|™E
HO|E ME, HIO|E] AE0{ EE= THO|Z QNI AFE|X| L 7| IHZE ol
ofl L2+ DescribeLoggingOptions 2| AFH& 0| S &/7E &/ K| ot &LICH.
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-tagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-listtagsforresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-describeloggingoptions
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KME LI 2 1AM AL DBMO| Ef I E AL Er AAMA XMo{E HESHMR. of DB MLl IAM JSON
oA 9

G EZE ERHoIME IAMOIA JSON YAHO| RtMIEH TED ME, 240/ of, He A 72X M
FE o

CHS2 BT 7|8 XMetE MEst= EA oM YULIct ol §Mo 2 XEtkle AFS At ChEot Z &L

r
r

-_—

2lAA0| Ef "env=prod"E X|HE = gi&LICt. O 0iX|o A= "aws:RequestTag/env"
"prod" 2 HZFAAL.

2. 7|Z Ei1 "env=prod"7| X|HE E[AALE = E= HA
"jotanalytics:ResourceTag/env" : "prod" 8 HZ3AML).

|7
o

{
"Version" : "2012-10-17",
"Statement" :
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" : "prod"
}
}
.
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {

"StringEquals" : {

"iotanalytics:ResourceTag/env "prod"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

]I

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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[a
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"StringEquals" : {

"iotanalytics:ResourceTag/env" : ["dev", "test"]

}
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ClolE| ME = O|o|E{ AE 042 TI|O|E{o] CHEH SQL Alg AF&35Hod MAEILICH AWS loT Analytics&=
Amazon Athena®t 8 st SQL #H2|, &+ L AMKIE AFSELICE

AWS loT Analytics= ANSI & SQL #+&2| 512 &S XLt

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...]1 ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...]1 1

LIMIT [ count | ALL ] ]

| e IO e O e I ey N |

ot2tO|E{o]] et Ad2E2 Amazon Athena AE A Q| Tf2tO|E{E &= 5HA|L.
AWS loT Analytics 2 Amazon Athena= CHS 2 X|35HX| et &LICt.

« WITH A

« CREATE TABLE AS SELECT &

« INSERT INTO &

- FH|E BHEEOZ = USINGE AFS35104 EXECUTES Aldls 4 giaLch.
« CREATE TABLE LIKE

« DESCRIBE INPUT ! DESCRIBE OUTPUT

« EXPLAIN &

- A8X} H9o| & ~(UDF = UDAF)
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 primitive_type

e TINYINT

 SMALLINT

 INT

 BIGINT

 BOOLEAN

* DOUBLE

* FLOAT

* STRING

« TIMESTAMP

* DECIMAL(precision, scale)

* DATE

« CHAR(ZO|7t X|EE 17 Zo| Xt O|o|E)

« VARCHAR(ZO|7} X|HEl 7t8d Zo| EAt H|O|E])
« array_type

* ARRAY<data_type>
* map_type

* MAP<primitive_type, data_type>
 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][,...]>
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SELECT 'O''Reilly'

- LEZS o[AT0|Z XME|stedH AFME R5()E AHEstod HERZ AlF et HIO|E AE0{ H 0|&
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Example Ol

SELECT '_myMessageAttribute’ FROM myDataStore

- ZXAZ 0|B 2 O|AAO|Z XE|5t2d{™ A7} ZEE HIO|E| AE0{ O|B 2 2SS EE F0{oF &
L|CF.
Example 0|

SELECT * FROM "myDataStorel23"

- Ofef 7|REE O|AFO|Z ME|5IE{H oS F|XEE EMSER K040 ELICH XHMEH LIE2
SQL SELECT 29| 0 eF 7|12 SE=E2 X 35HM L.
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aws:SourceAccountXZ 7 R - ## ## ## ### Nikki ##(123456789012)# AWS IoT
Analytics #### DOC-EXAMPLE-BUCKETO| HMAE 4= QIS X|HELICE.

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
},
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
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aws :SourceArnX7d X|& - EE= Nikki7} aws:SourceArn X712 Al

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::D0C-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {

ok
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"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-

EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-

EXAMPLE-DATASTORE™
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o« MA ZHAHEAE 7| aws:SourceArn

« AWS A™ ID7} /& aws:SourceAccount

« AWS loT Analytics@| sts:AssumeRole &1} HZE 0 B[AA

CIS XM E 1234567890128 AWS HI™H IDE HI 1, us-east-12 AWS loT Analytics 7| 2]
2o 2 HiE Lt

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*/*"
.
"StringEquals":{
"aws:SourceAccount":"123456789012"
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HAHEE, Adgof 1285t = AE HAO| aws:SourceArn 240 AWS IoT Analytics 2|AA 9| ARNS
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CtZ oMl M= 123456789012 AWS H'H IDE HH* 1 arn:aws:iotanalytics:aws-
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E{ AE0{9| ARNZ H}E L|LC}.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
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"aws:SourceAccount": "123456789012"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:channel/DOC-

EXAMPLE-CHANNEL"

}

}
}
]
}
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aws :SourceAccount 240 AWS HHEHE, &of ed45t= AE HAO| aws:SourceArn 240
x5}

AWS loT Analytics 2IAA 0] ARNS K| 8Lt

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:dataset/DOC-
EXAMPLE-DATASET"
}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotanalytics:BatchPutMessage",
"iotanalytics:CancelPipelineReprocessing",
"iotanalytics:CreateChannel”,
"iotanalytics:CreateDataset",
"iotanalytics:CreateDatasetContent",
"iotanalytics:CreateDatastore",
"iotanalytics:CreatePipeline",
"iotanalytics:DeleteChannel”,
"iotanalytics:DeleteDataset",
"iotanalytics:DeleteDatasetContent",
"iotanalytics:DeleteDatastore",
"iotanalytics:DeletePipeline",
"iotanalytics:DescribeChannel",
"iotanalytics:DescribeDataset",
"iotanalytics:DescribeDatastore",
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AWS loT Analytics

"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
:RunPipelineActivity",
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
:UpdateDataset",
"iotanalytics:
"iotanalytics:

"iotanalytics

"iotanalytics

1,

"Resource":
${channelName}",

"Resource":
${datasetName}",

"Resource":
${datastoreName}",

"Resource":
${pipelineName}"

}
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AWS CLI EE= AWS APIZH
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"Version": "2012-10-17",

"arn:${Partition}
"arn:${Partition}
"arn:${Partition}

"arn:${Partition}

5t Mt =2

DescribeloggingOptions",
DescribePipeline",
GetDatasetContent",
ListChannels",
ListDatasetContents",
ListDatasets",
ListDatastores",
ListPipelines",
ListTagsForResource",
PutLoggingOptions",

SampleChannelData",

StartPipelineReprocessing",

TagResource",
UntagResource",
UpdateChannel",

UpdateDatastore",
UpdatePipeline"

:iotanalytics:
:iotanalytics:
:iotanalytics:

:iotanalytics:

AFE KHOI A|
o104| Tk QH M| A

oAz

=

elerel &

= E%é%oﬂ}dlAVVS(SLl

${Region}:${Account}:channel/
${Region}:${Account}:dataset/
${Region}:${Account}:datastore/

${Region}:${Account}:pipeline/

#eld
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"
]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

EF2l AWS loT Analytics &1230] HAM|A

O| ol Aol A= AL RHo| Al AWS IoT Analytics ' & stLI0ll AWS A CHEF HM|A HEFHE F045HES
1 exampleChannel ®fLICH E3F AFEXI7F M E =74, UOIO|E &AM S 5{&stedm gL

Ct.

Y2 AL X0 Al iotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannel HetE RO{FLICH AFERtO|H HetE Fofstn 2&2 AHE5H04
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El&Est= Amazon S3 AH|A 2| OFLH 0| M| & EedT FLH ol A|: ArS A EAE Sali BZlod| CHer <4

M4 K018 HESHAAIL,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action":[
"iotanalytics:ListChannels"

1,

"Resource":"arn:aws:iotanalytics:::*

"Sid":"ViewSpecificChannelInfo",

"Effect":"Allow",

"Action":[
"iotanalytics:DescribeChannel"

1,

"Resource":"arn:aws:iotanalytics:::exampleChannel"

"Sid":"ManageChannels",

"Effect":"Allow",

"Action":[
"iotanalytics:CreateChannel”,
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel",
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel”

1,

"Resource":"arn:aws:iotanalytics:::exampleChannel/*"

Ei2E 7|8t2 2 AWS loT Analytics &'d £ 7|

ID 7|g+ HEMo| TS AL 6tod E{1E 7|HHS 2 AWS loT Analytics 2lA A0 CHEF HMAE F|ofE

7 A&LICE O] Mo M= channel E7|& 51&st= HHE S8 + = S 20 FLICE st
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X|2F channel EiZ1 Owner 7} siE AFEXIS| AL AL OIF 2hE 7HK|T U= F0Et Heto| Fo{EL
Ch ol M2 E2&0iM o] &2 t=2ste o 2t Mt foigLct

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"
},
{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

O| MR HHo| AL Ao H AZ2E 4= A&SLICH Bl= AFXI7F E7|E richard-roe AT SHE
AL Ef1E AWS loT Analytics channel channel X|’&3l0F & LICt Owner=richard-roe or
owner=richard-roe I X| gfo M MM AT HEELICH =7 7| 0|F EH*-E-'-XPE TE5HK| &
7| 20l =74 Ei3 7| Owner= Owner % owner 252t LXIELICH AIME HEE IAM AFE MH

MOl IAM JSON M2 @A TS HZ5HAAIL.
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AWS loT Analytics AL 7Hol=

2fLICH ZrE[XtE AHEX O|E T 5 & KSE A lLch

CtS oAl 2 R = mateojackson X7t 2&8 AF&36104 channeldl CHEH ME HEE 2
Bt iotanalytics:ListChannels #&H0| Qe B0l g ELICH.

St K|

o

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: "ListChannels’ " on resource: " “my-example-channel’’

0| B Mateo= iotanalytics:ListChannel &2 Al&3l04d my-example-channel Z2|AA0]
BN AT S 85t A E U0|ESIELD BEIRAH - & LICH.

iam:PassRoleS &g HEtO| IS

iam:PassRole &2 &g = U= Mol gicts 2F 71 =41E]H AWS IoT AnalyticsOfl 23&h2
Mg £ URE HME 2 E

2 £0f ofgf i MH|A 9 A BEE CfA JIE S 5
I Mulc0l HEE 4 2UALICH Ol s2iel LS X7 AMulA0| HHE I 4 9/t HHE 7}

CtE o 2/ = marymajor2tes IAM AAEXRL7E 2&2 AL&310{ AWS IoT AnalyticsOl| A 2t S =&
St241 st= B0l SAELIct ot XITH &S +-SHE{™H AMH|A HFE 0| o048 HEH0o| Mu|Ao|
040F & LICH Mary= AMH|A0] A& E MEE = U= HEHE J7HX|T UKX| et &LCH.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

(0]

O| 2% Mary7} iam:PassRole® S e = ULTF Mary2| MM E UO|o|EsHof EL|Ct.
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AWS loT Analytics AL 7Hol=

KEMIS| ZotEe{H L2 B ESMIL.
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&t 7|52 AWS loT Analytics X[ 0422 2ot 24T JAMS| AWS loT Analytics &HS Hf Al

=
« AR Ela20] OiE HHAE MBS ote dHE LotEE{H IAM AFE BBMO| CHE AWS AE
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Amazon CloudWatch LogsE AIE8H ZLIE{Z

AWS loT Analytics= Amazon CloudWatch& A& 8t 242 X|®ELICH PutLoggingOptions API
S Ab83t04 AWS IoT Analytics0ll CHEF Amazon CloudWatch 242 #43tstn F8& = A&
L|Ct. O] MAMoi| M= AWS Identity and Access Management(IAM)2 2 PutlLoggingOptionsS AFS
5104 AWS loT Analytics0i| CHEF Amazon CloudWatch 2242 /835t #4355t 22 MHEE L
Ct.

CloudWatch Logs0il CHEF AFM|EH LHE 2 Amazon CloudWatch Logs User Guide& & Z3HM|2.
AWSIAMO| CHE REAIEH LHE & AWS Identity and Access Management AtHE MEME FZ3HML.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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@® Note
AWS IoT Analytics 222 &35} st7|
C}. CloudWatch 21 HA|A HEto| A

A
22 Amazon CloudWatch Logs0il CH$t Q!

ol CloudWatch Logs M4 et olsHsH ok &L
£ A8RHE ClZ HEE 8 4+ UsLich XA U
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5 X HMA Ko EHHE HZEsSHML.
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IAM A& E d85tod 2ZE FEstE LU
Amazon CloudWatchoil CHEt 222 & M3t57| I8 IAM &8 S ptEg{H

AWS IAM CLI B9l CreateRole2 AI&35t04 AME| A HAM(AE H
Uk

1. AWSIAM EZ2£& E=CHE
o2 M IAM HEg S MHELCh A2 HA2 Amazon CloudWatch®t 22 HEE|o] i A&
£ T HE S FoigLict

aws iam create-role --role-name exampleRoleName --assume-role-policy-document

exampleTrustPolicy.json

exampleTrustPolicy.json Itol= Ot 2EI=7F Z & El0] U&LICEH

(® Note
ol o= ES = CH2|Q EOt EMEZEE B3 57| 98t T = HEIAE 7|7t T E|
0f Q&LICH 1234567890125 AWS A% IDE HFR I, aws-region AWS BlAAL

2 the section called “I &} MH|A £ S & CH2|X} o

AWS 2o 2 HiE L|CH RHAIEE LHE 2
Hb MM 2 ESHM| L.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,
"Action": "sts:AssumeRole",

"Condition": {
"StringEquals": {
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html

AWS loT Analytics

"aws:SourceAccount": "123456789012"

I
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:*"

CH.

2. AWS IAM PutRolePolicyE At&35t0{ 1EHH[0| A M4t Adgol| et HHM(role policy)E Y4
gt

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json It 2oi= CtZ1t 22 L& 0| £ /o] JU&LCt.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelogGroup",
"logs:CreateLogStream"

1,

"Resource": [
"arn:aws:logs:*:*:*"

3. Amazon CloudWatchol| 24 O|HIEE F7I& o= = AWS loT Analytics T8t2 £ 0{5t2{™
Amazon CloudWatch @& PutResourcePolicyE AF& & LILC}.
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® Note
=S¢ el 2 EME L x|st2dH 2[4 HHo| aws: SourceArng X|Hst= R0
EgLct O|FAH st XIHE AHAM 2LE QYL 58St & UM AT MEHELICH &
S E CHElXF 2A|of| 28k XEA|I8H LE& 2 the section called “W &t AMH|A £ 5 El CHE| X} 0f
48 A EX5HAHR.

aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.json ItY0l|= CtF ElAA HA0| 2 E L|CH

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "iotanalytics.amazonaws.com"

.

"Action": "logs:PutLogEvents",

"Resource": "*",

"Condition":{
"ArnLike":{

"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*%/
*
},
"StringEquals":{
"aws:SourceAccount":"123456789012"

}

}

]
}

2774 Y gys
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0{OF §fL|Ct. E8F DecribeloggingOptions WHE ALE5t01 22 M dH 2 HAE = U&Ll
CH.

PutLoggingOptions

AWS loT Analytics 24 SME2 ™AL HO0|EFLICE 1loggingOptions ‘_é': 22 Ydo|E

gt 42 HE MEO| HEEZIMX| 2[cH 120| 22 + U&LICH £t roleArn HENM X|He A
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DescribeLoggingOptions

AWS IoT Analytics 24 SM 2| 24| M- E 7tX{SLICh RtM[gF HE = DescribeloggingOptions
MME BZAR.

HdAmola, X|E & FHIIE

AWS loT Analytics= Ct& X|EE 2 Amazon CloudWatch 2|Z X|E 2|0i| M S & L|Ct.
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ActionExecutionThrottled ANetEl & ==

ActivityExecutionError OO ZEIQl =52 Aldlsts SOt MMEIQR
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IncomingMessages AMEE S0{2E= HAIR|Q =iL|C.

PipelineConcurrentExecutionCount SAlol| AE ofo|ZEtRl EE =
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A2 ME

ActionType DU EE5E el Raeulct
ChannelName ZLEHZS = MEel o|&§ L
DatasetName ZLIEZSt= ol ME Q| o|& Lct.
DatastoreName ZLIESt= Clo|E AE0{9| O|F &L|Ct.
PipelineActivityName ZLEZS e ool Z2tel Esof o|FLICt
PipelineActivity Type ZLEZst= mrol=Z 2ol s o RAFULICE
PipelineName ZLEZ = mrol=Zz2telo| o|F &Lt

Amazon CloudWatch Events& At235t0{ ZL|E{E

AWS loT Analytics= AWS Lambda & & &0i| ZHEIQ] 277t &5t Amazon CloudWatch Events
of O|HEE XSS 2 HAELICE o] O|HEN = RHAE 27/ HIAIXKIQE MEIZIX] &f2 M'E HIAIXIE
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&35tod ME|=|X| &2 M HAIKIE RHXEIE = U&GLICH REME LI 2 A HIAIX| "X 2], AWS
loT Analytics API & Z 9| StartPipelineReprocessing API, Amazon CloudWatch Events AF& AHA{ 9|
Amazon CloudWatch Eventse& FUULITI?E & XML

EE 3 Amazon CIoudWatch Events7t &S ELH7L} FI7I ZXIE FE = JUEE g2 74
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Amazon Kinesis Streams
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Amazon Simple Notification Service(Amazon SNS) ||
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
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CloudWatch Events 2|AAQF 2H21 CHAF2 AWS loT Analytics 2| AAE T AWS 2|710d| Q10{0k

LICH REAEH LI 2 AWS LB FZE 0| MH[A AEZQIE S SHHE S HASHAM .

AWS Lambda & & 2| HEt 2/ 0fl CH3H Amazon CloudWatch EventsE TS K
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"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",
"resources": [
"pipeline-arn"
1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"

}I

"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"

o 2! of A;

"version": "Q",

"id": "204e672e-efl2-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:027",

"region": "ap-southeast-2",

"resources": [
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https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/
test_pipeline_failure"
1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [
"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15
00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.gz"
]
.
"activity-name": "LambdaActivity_33",
"lambda-function-arn": "arn:aws:lambda:ap-
southeast-2:123456789012:function:lambda_activity"

}
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ruleConfiguration (LateDataRuleConfiguration)
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deltaTimeSessionWindowConfiguration
W AlZH MM 717t T MBS Zatee TEYULCH

DeltaTime2 AlZt 2+ 242 X|"JEfLICH DeltaTimeE ALS5tH OFX([2 A& O|F HIO|E AE
0{0i =2/3F C|O|E{ 2 HIO|E ME 2H=E e + U&LICH DeltaTime2| MK E Yot

=
2{™ EEl 7|7to 2 SQL 0| ME M-&(CL)2 &AM L.
timeoutInMinutes
AlZt Z+4QILIEE AWS loT Analytics7h OFXI@H AlsH 0% A4 X|9d ClolE| 2Rle o
HMEIE = UL E timeoutInMinutesE MEE == U&LICH AWS IoT Analytics= 8t

of stLto| & 2! Hi%|Z CloudWatch Events2 & EHLICEH

A
&%

=l
o

£ H2: 1~60

Jo

ruleName
X|2d O[O|E +&lo| O|& LICt.

N

0%
MO

o
aT

/A Important
lateDataRulesE& X|H5t24M C|O|E{ M E0|| DeltaTime EE{E AL 3HOF & LICT

XA ClolE #& FE(EE)

Ct= ER= AWS loT Analytics 2& 0| M Cl|0|E| ME2Q| X2 Cl|0|E #&I2 F+45ts Y
L{Ct.

fjo
HL
i
I

z|¢l Olole #2I8 FdstedH

1. AWS loT Analytics 20 221218 L|Ct.

CloudWatch O[HEZ 2 L|E{Z! 167


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeltaTime.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate-create-dataset.html#automate-example6
https://console.aws.amazon.com/iotanalytics/

AR 7H0|E

AWS loT Analytics

FLCH

Mt

M

oM CIolEf MIEE

EFAH X}
=51 o

2.

ClO|E] MEo|M CHe CilolE] MEE MEiEfL|CH

3.

-

._oH—

.l

T
ol
__OO

F

ol M MIF A

F

._AO

<l
wa

H

F

4.

FL|C

SHS
oH

ol ctgg +

4 e] 7

AHE
=0

GlOlE

6.

HZ0olA EE Al

AHE
=0

GlOlE

a.

L|Ct.

(time)3t ZO| AlZt

from_unixtime

LiEe 2olE2d™ Presto 0.172 A™H

I.

S
[l

REA|

I.

S
[l

ot gedoil o

F

2 X
= T

A
a1

|_._.
o

B
H

X|ed ololH

d.

[o| Hel= 1~60LICH.

4
H.

HE AlZhol=

e.

168

CloudWatch O|HEZ ZL|E{Z!


https://prestodb.io/docs/0.172/functions/datetime.html
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UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes

X|ed dlo|&f #&E(CLIl) #+4

AWS loT Analytics API0J M LateDataRuleConfiguration Z{Xl= IO|E| ME 2| X|01 CI|O|E{ T#
2| MY E LIEFALICEH O] ZHA|= CreateDataset 2! UpdateDataset®@t P1ZE Dataset ZH&{|0]

Z g E|o] Q&LICH API, AWS CLI EE= AWSSDKE AH83t0{ CI|lO|E{ M Eof Cit X|od Hlo|E &S
K| £ A&Lich CFE Aol E AWS CLIE AFEEFLICE

XEE x| CIo|E HEe 2 H0|H MEE ddstoiH ChE BHEo{E A™MELICH BHE2
dataset.json IOl FHXH C[RE 2|0l Tt 7HEELICEH
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html
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AR 7H0|E

® Note

UpdateDataset APIE AF&3104 7|E O|O|E{ M EE UO|0|EE £ QU&LIC}.

aws iotanalytics create-dataset --cli-input-json file://dataset.json

dataset.json Itoi| CtS 2 Z & 5HOk LCt.

« demo_datasetE CH4& OIO|E{ ME O|§2ZE HIELILCE.

« demo_datastoreE CH& ClO|E{ AE0{ O|ES 2 HFELICEH

« from_unixtime(time)2 EIUARIE ZICO|O|§ E= A2 EEE = Q=

sk LIt
EFIARIE EHAIS Zhadsts Wedol CHE RLAIB LHS S

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
}
}
1,

"sqlQuery": "SELECT * FROM demo_datastore"

1,

"retentionPeriod": {

orot = 2{™ Presto 0.172 @A Q| =t
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://prestodb.io/docs/0.172/functions/datetime.html
https://prestodb.io/docs/0.172/functions/datetime.html
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"unlimited": false,
"number0fDays": 90

},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]

xled ClOlE] &l 441 75
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« Amazon Simple Notification Service(Amazon SNS) ||
« Amazon Simple Queue Service(Amazon SQS) CH7 |
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
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"version": "Q",
"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",
"detail-type": "IoT Analytics Dataset Lifecycle Notification",
"source": "aws.iotanalytics",
"account": "123456789012",
"time": "2020-05-14T02:38:467",
"region": "us-east-2",
"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {
"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",
"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null
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https://console.aws.amazon.com/cloudwatch/
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AWS CloudTrail€ AF23+04 AWS IoT Analytics API & 22
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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» CancelPipelineReprocessing

* CreateChannel

* CreateDataset

* CreateDatasetContent

» CreateDatastore

* CreatePipeline

* DeleteChannel

* DeleteDataset

* DeleteDatasetContent

* DeleteDatastore

* DeletePipeline

* DescribeChannel

» DescribeDataset

* DescribeDatastore

» Describel.oggingOptions

* DescribePipeline

* GetDatasetContent

* ListChannels
« ListDatasets
» ListDatastores

* ListPipelines
» PutLoggingOptions

* RunPipelineActivity

+ SampleChannelData

» StartPipelineReprocessing

* UpdateChannel

» UpdateDataset

* UpdateDatastore

* UpdatePipeline
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreatePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_GetDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListChannels.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasets.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListPipelines.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_SampleChannelData.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdatePipeline.html
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AWS loT Analytics 21 1} &5 0|3

FHo|2t X|gE s3 HZlol| O|HEE 20 mAUZ 2T = UL T st= FEYULICE CloudTrail 21
ol = stLt olgel 2 g =0| X8 E + U&LICH O|HEE 2E AAO| HYU @ E LIEHLIH
QYEE Y, MY Iwet AlZh 23 mietolE Sol chet §2 & ZEELICH CloudTrail 21 mHA2
HEE| API S E0f Cier =M XIEE A= =H0| otL|7| E ol §E =M=z EA|Z|X| ef&LICH

C}2 & CreateChannel & 204 = CloudTrail 21 50| LIEFH od| M| L.

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
" "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"

arn :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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},

"eventTime": "2018-02-14T23:55:14Z",

"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",

"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"channelName": "channel_channeltest"

.

"responseElements": {

"retentionPeriod": {

"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

:channel/channel_channeltest"

C}S2 CreateDataset &S E0{F & CloudTrail 21 &= 0| LIEFHH of| & I L|Ct.

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",

"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",

AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",

arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/

CloudTrail2 At&35t0 API 25 2
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"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
},

"eventTime": "2018-02-14T23:53:39Z",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"

I

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

},

"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",

"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
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fOl HIPAA Rt AS Z & W2 OFELICH AHMIEH LIS 2 HIPAA M73 M

. AWS FE E4 BIAAAWS — 0l YTH U t0lE DS HT A W Kol MBE £ UL
=
. AWS T2 TE F4 7h0|E — B F40| BHIM ZS MY DUE OfsH5HAIAIR. 0f 7Hol=of
{21 ZeI U9l (02 £ 7le o

ME Hotg fX|5t7| 9I8t 2 ALEIE AWS MH|A 295t
T4 (NIST), ZH 7t &red 2ot = 9|215] (PCI), =X &
3t x|&lS of=Ec),

« AWS Config 7H Xt OFHLHAM O 7 &2 AFE5H0d 2lAA E7F — O] AWS Config MH|AE 2[AA F
Ho| LiF -, A XIE 2 78S dotLt # &5t x| BIteLICH

« AWS Security Hub— O|& AWS MH|A S35l LI AWSEQH MEE ZZ ™Mo Z
C}. Security Hub= 22+ M|0{& AF&5t04 AWS EZ|AAE HItstn Eot A &
CHEt 78 &4 #elgfuct. x[HElE MHlA & Mo S5 Security Hub Ao X & & E5H4
Al2.

37|17 (1S0) ) oA 2ot XMool CH

« Amazon GuardDuty — &Z30i| o|plAZ T 2 o|XQl #S0| A=K AWS HHEHZLIE{ZRI5t0] {22
c, 5’-IE-||O|L-| 2 O|O|E{of| CHEE R AHA] 2 AWS MH[A EFX|EFLICEH GuardDuty 8 #8 &%
T Tt EYU B X 2F AEE §F5t01 PCIDSSS Z2 LYt #H &+ 2F

o

[ |
AMEE sildste ol =20l E +

OII

« AWS Audit Manager— O|2 AWS MH|A S8l AWS AFE S KIS R ZHAISto] QI8 S a6t
T AEUHA EES EScte YHE Heste = A&

Of Bl &Z|21A AWS loT Analytics

o
|1 Az|El Che ol 7HE 2| E MSshH oled et

AWS Z22H Q1Z = AWS X[ A 718 P S FSACE A ELICEH AWS 2|12 22/Me 2 22
5 7 2EEeX 2
EMHE ZFE HERT HAAZI0] YELICH 718 FHE AF2SIH SE Q10| 718 Y ZHof RIS =2

o
3ol Z&|7k O|F0{XIE= HZE IOl U HOIEIHIOIAE MAIsT 2¥E 4 UALICH 7H8 Yol
J|Z ol Bl i =4 Glojef MEf QIZEHECH 744, LHIZIEHA, BE 40| SofehLict

AWS x| & 7+E Qo] CHEr RHAMIEH LIS 2 AWS 222 QIZEtE HZEsHAAIL.

b 178


https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/

AWS loT Analytics AL 7Hol=

o ol= g} EoF AWS loT Analytics

ZElE MHIAZM AWS 22H HERZ 200 ES E gr&LICH AWS loT Analytics AWS £ 9 A
HIA S elZzt AWS E 5 o] CHEt AtM[E LHE2 AWS EEt2E EoHE R XSHAA|IR. QIZEL B
oF B AL & ALE3t0{ AWS B E 2 MH|5HE{™ Security Pillar AWS Well-Architected Framework 2|

Plzel H5E ®ESHAAR.

AWS HAIE APl ZEE A850 LIERIE Solf HMAFLICH 12 ChsE K[t oF ZLict

—

- M& AS EOKTLS) TLS 1.2 E 40| TLS 1.3 HEELICH.

« DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2t Z& &7
T& EOHPFS)0| ZEE 243 RER Java7 0l419] 24l AIARS [ 0|3 ZEE XIMEL
CH.

Eft E2 AMA 711D L IAM F=A|Q 22 E HIY M A F|1E AHE5H0 MBsHok g LICH &=
AWS Security Token Service(AWS STS)E AtE350 A 2ot Q1B S Mdsto] Lo MEE = A
&Lct.

Ql= g} Eot 179


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS loT Analytics AL 7Hol=

AWS loT Analytics €& &

AWS 2 2t = OHLHAME AWS H[Zod| CHEH AWS IoT Analyticsofl CHE 7|2 &2 MBeuict &
2| X|HE|X| b= o ZF €2 AWS 2IHHEE M ELICH RHAIE L& 2 AWS B & EQH M9
AWS loT AnalyticsIEZQIE I & &3 WAWSMHH|A SEHH S FEFAMR.

MHIA EEE B7HE Fs6itiH X|# dE &M x| ALHIE MESHML. REMIEF LIE 2 Service
Quotas AHE MBS HETE E7t 2T xR,

180


https://docs.aws.amazon.com/general/latest/gr/iot-analytics.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/support/cases#/create?issueType=service-limit-increase&limitType=service-code-iot
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html

AWS loT Analytics AL 7Hol=

AWS loT Analytics &

XHEl= & MHIA Z2EZ0| CHE ME 28, 8H, 2F S AWS loT Analytics0i| CHEH API 2 40|
CHaH 2otE2{™M o FHME 2lo{EM L.

AWS loT Analytics 24

AWS loT Analytics AP| EHEZ2 AtE5t0] oT HIOIEHE =&, M|, ME & 2AJ& = Q&L|CH RbAlE
LI 2 AWS loT Analytics APl & = 9| AWS loT AnalyticsH|A X[t A U2 F M.

ol

AWS CLI Command Reference2| AWS loT Analytics A440{l= AWS loT AnalyticsE 2| & &5}
=0 AF8E &= = AWS CLI B 0| £ g x|of &Lt

AWS loT Analytics G| O|E

AWS loT Analytics CllO|E{ API H&
datastore, dataset® 112 &Y
Z 2| AWS loT Analytics CllO|E{2 XI%EI

AHE3t0{ AWS IoT Analytics channel, pipeline,
& = &LICH XkMIE LHE 2 AWS loT Analytics API &

CiOlE fEE & EstMlR.

2
=
2
=

r|r 0°=" oo

AWS loT Analytics &1%] 181


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Types.html

AWS loT Analytics AL 7Hol=

AWS loT Analytics A s &

QFE A3t AWS loT Analytics EME S = U= 7ts8t s LS og{MH S MMS
HZSAM2
A

Kl ofEH & & JA&ELIT?

« A HIAIX|7F AWS loT Analytics2 E0{7l 11 /&=

« X mo|Zetelol M HIAIXKI7F AlEER|= O|R = FRYULIT? o{Z A i ZEsHok & LIt?
« M dlo|e{ AE0{0f CIO|E{7} §i= Olf= FURULI?

« OIO|E{ MEoi & dto] EAIELIR?

« OIO|E ME 2t20f el A¥E|= O|HEE FZ5t24 0= Al s{of & L|7t?
SHIEH 74524 o{== A| sH{oF &2

« AWS [oT Analytics& MESEE ES QIARAE
o QIABIAN CESO| WYEX| = Ol FRAULIT?

+ Amazon QuickSightol|A L} CIO|E{ MIEE & & Q= OlfE FUULIM?

« 7|& Jupyter NotebookOll M ZIE|O|L{5} HE S £ + 9iE OlR7I FAUULITI?

- dH 0|43t E8{a2l ™X[7 Hulist= O|R7F FLYLIM?
=040
=

- HE|o|{3t Eiaelol| 2@ F It LMst= O|R7F FUULIN?

- ZE|o|LHE SO HrE = & 1= OlR 7 FAUULIN?

« LH ZElo[Ldol &l3e 2 FIIHE + s HarE FRAULMN?

- ZE[O|L{ £E32 0|0 EME 2lal Moz dHstes U2 FAUULIMN?
« ZE|0|L] HIO|E] ME7I Aulist= Olf 7t FUULIN?

AN HIAIX|7}F AWS [oT Analytics2 E0{7}1 QUEX| o{EHH & 5+

& @172 S8 Mol Clo|E1E FUsA| Elof U R0 MHE TAEIUER| HOISAAIR.

)

"ruleArn": "arn:aws:iot:us-west-2:your-account-id:rule/your-rule-name",
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"rule": {
"awsIotSglVersion": "2016-03-23",
"sql": "SELECT * FROM 'iot/your-rule-name'",
"ruleDisabled": false,
"actions": [
{
"iotAnalytics": {
"channelArn":
"arn:aws:iotanalytics:region:your_account_id:channel/your-channel-name"

}

1,

"ruleName": "your-rule-name"
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