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AWS loT Events Define Detect & Trigger

Helps you monitor your Define conditional logic Detect events and Action
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A AWS loT Events™

Aol AWS AHels B OE BHHE 2250 AHE BrEAAIR.
7tedsted™ AwS A H

1.  https://portal.aws.amazon.com/billing/signup= 04M| 2.

2. 2R XA A S MHEAML.
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=istE ntEol U&Lich

o AWS A 7HU5HE AWS AT RE A8 Rta7t MAEILICH RE ABROIAIE ABO 2E
AWS Ml 9 B2 AL BEHO| QILICL D9 2 A2li= SR 22l M e
S HYST, RE ASKIE AB5104 2E ALSK AMA HEHO| HR B S S8stE WL
=3

of CHEF 8k A% AWS loT Events

Ol MMofA= AWS loT Events2| T EEE AHEstE Ol 228t A HEtol| chsi AHEEFLICH
AWS CLI B3 == AWS Identity and Access Management (IAM)

&t7HLE oA AWS IoT Events&§H 7|52 sd5t7| I8t g & #tzd Heh WS g = &L
Ct.

IAM AHE B AM0i|= 2|a20i CHEF BMA AWS TS SHEIsHA| Mofsts Eedol CHE REMIEF HE

7F A&Lch g HE = 2] AWS loT Events, 2lAA & 274 7|E & XA A2 AWS loT Events.
IAM 2£ 2 AI25t0{ ety HEtE MASH D 2h2|5Hed8 IAM AFES M IAM g2 A2 504 AWS A
A 7F M A QIS BT ESHAAIL.

(® Note

7l= 1~128%tY = UM OS2 Z&E + U&SLICH

of chHet HEt M4 AWS loT Events 4


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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s Het

AWS loT Events CtE AMH|AE AE5tE HUS ECIHE = UAE&LICEH AWS O|Z 7 St2iH AEXLE
CHAISHoq O|E{8t Zedg +~&E 4+~ /= AWS IoT Events T8t2 Fo43loF gFL|C}. o] A4 401|E £t
SEI 2|AAM O|2E ZE M2 sHE = U THEE F0o{5t= 0l A| HAO| LE (0] YUE&L
Ch Zoo et ## & account-id X E HASAMAIR. 7t55tH HMAE £ Qs EH EAAE
AZXSIEE U stE(*) £ BHGsHoF BLICH IAM 242 AL 6104 Z 2|8t Amazon SNS €22 &

SE HEtE F0o48 = UELICH AWS loT Events

AWS loT Events EtO|HE AIE5t7HLE H+E& HEE + e COhE S KIgELoh

setTimerZ E}O|H A4,
« resetTimer2 ElO|H A,
e clearTimer® E}O|MH AHA].

« setVariableR H4 MAd

AWS loT Events = AWS MH|AE AISE £ Q= CFS &S X[HELICH

« iotTopicPublishZ MQTT FX{|oi CHEF HIAIX] HIAl
« iotEventsZ AWS loT Events 0f /24 Zto 2 O|0|E{ X5,
« iotSiteWiseE AWS loT SiteWisel| XtAH &40 H|0|E{E £ HL|C}.

» dynamoDBZ Amazon DynamoDB E{|O|=0i Cl|O|E| M&.

« dynamoDBv2& Amazon DynamoDB Ei|O|g 0] Cl|0|E &,

« firehoseAmazon Data Firehose 2E 2|2 Z H|0|E{1E M& 57| Qs LICH.
 lambdaZ® AWS Lambda &+ 2 &.

« snsE FA| ZElof dio|E ™S,

* sqs& Amazon SQS CHZ |0 Ci|O|H TS,

Example =4

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Publish",
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"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
I
{

"Effect": "Allow",

"Action": "iotevents:BatchPutMessage",

"Resource": "arn:aws:iotevents:<region>:<account_id>:input/*"
},
{

"Effect": "Allow",

"Action": "iotsitewise:BatchPutAssetPropertyValue",

"Resource": "*"
I
{

"Effect": "Allow",

"Action": "dynamodb:PutItem",

"Resource": "arn:aws:dynamodb:<region>:<account_id>:table/*"
},
{

"Effect": "Allow",

"Action": [

"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:<region>:<account_id>:deliverystream/*"
},
{

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:<region>:<account_id>:function:*"
I
{

"Effect": "Allow",

"Action": "sns:Publish",

"Resource": "arn:aws:sns:<region>:<account_id>:*"
},
{

"Effect": "Allow",

"Action": "sqgs:SendMessage",

"Resource": "arn:aws:sqs:<region>:<account_id>:*"
}
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2121 GloJEf 2ot

X7 2o AFSE 2= Clo|E{of CHEt AMA HEHE Ro{E = U= AHRE DEfste W0l B2
gLt M HehE MEtstn AR X7 22 E BHEHLE UOIO|EE = /U= ALS AL E= QE(E|
7t U B2, T ALSAF E= E(E|0] 3 2R E S UHIOIEY £ JUe HEt: Foqsliok gFLCt.
% iotevents:UpdateDetectorModel 2 iotevents:CreateDetectorModel0 CHEF HEtS

Ho4st= 2 2o iotevents:UpdateInputRouting ®&tT SodaHofF &LIC}
Example

CH2OIME iotevents:UpdateInputRoutingol CHEF Het HEE Hod FLICH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"
1,
"Resource": "*"
}
]
}
QU= FtE “*70f “Resource’E 2i5t= CHAI Amazon 2lAA O|&(ARN) 121 5&& X|Z 5104 0]
ﬂ%_r% =
o

o
SH UHOZ MEE £ USLICH 0|8 Sof ASXF = JHAIH AAsk AL HlolE 3t x|
oflf AL 3HE @121 ClIO|E{ol CHEH HMAE FEHE

= A&Lich

OtOFE CloudWatch 22 38 &

CIS H2 2= AFEXHE CloudWatch CHAISI0d 218 NMEE = AWS IoT Events U= & =4
Ll AME| HAE XS ELICH

"Version": "2012-10-17",
"Statement": [
{

DEEEEEE: 7
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"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",

"logs:PutRetentionPolicy",

"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"

]
}
]
}
1| Y
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

= |
LIC} REAIEH LHE 2 IAM AFR MHA{ S| AWS AMH[AO0]|

ey SSYNESR

"Version": "2012-10-17",
"Statement": [

A& Rtoi| A 24

o {oqok &
M-SR HE F0iE &

olobE CloudWatch 2Z 38 &=


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html

AWS IoT Events

JHerRE oL A
{
"Sid":. "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"
}

X235t
S

235401 2104 CH§t CloudWatch 2|AA HAS st £~ Ql&LICH O|EH sH 21
=g 4+ QaLct.

EZ AWS loT Events CloudWatch AE 20|

aws logs put-resource-policy --policy-name ioteventsLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":

\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \"Resource\": \"*
\Il } ] }Il

2R LICH roleArng &8 21 Q& 2 HiELICH

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\"

: {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

Amazon SNS HIA|Z g A

1=2 O 1

CHE 4 2 A= AWS loT Events 7 AHS A CHAI SNS HAIXIE MBS 5185t g H&
A2 HAe MBELIC
045+ X4 RH
1= O
{

"Version": "2012-10-17",
"Statement": [

{

"Action": [

Amazon SNS H|A[Z] d& =4

== o
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"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}
AME| G
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": ",
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
1,
"Action": "sts:AssumeRole"
}
]
}

Amazon SNS HIA[& & 2= m
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AWS loT Events 2& A|ZEH517]

O MMoi| M= AWS loT Events 2&2 AF&35t0{ 3 & X7 R 2 MYstes W2 2o{ELIct
AEIo| F 7+X| AEf, F Ha HEHQ 0tef o EHE DT LICH ATl FHE ST
2 ZotstH DEOo| Ha AEjo M oheh HEi2 MEFEILICE 2™ CHS Amazon SNS HIA|XIE ELH 7|
=XAHol| A AEHE L RILICH o2 EHE710] 33| 91522 CHA| (AHIZE olgHZ2 EHo{X|H ZEo| Ak &
EiZ =Z0}7t1 EE CHE Amazon SNS HIA|X|2 &0l HAIX|E 2

F-'?-

ZE&0|M=E PQKUP € = = ol2l
=
E

Ch 8t 242 AH8 35104

SoiTl oz Mol X7l 2Y HEXE #E £ e
—_== _I?l_

= =
= tAE7| REHE I AL B X7 2EE LY

AWS X|e0f A A+9°* 4 UGLICH ZX[7| RHE 7HK2E He M 2T 2ed

Lt CHAl 435t T ALSEl 948 ARNE o0l E 8o FLict.

[ —1 =
Ch E8F 2£2 AFS35H0{ CHE AMENO| e X7 B2 E 7ML 24 X7 2E 2 LY
AWS Z|HZ M AFE = UELICH X7 EEHE 7I K= 42 M 2T 2eE
St7HLE CHA| MM 5t AP El 248 ARNS 0| 0|E 8l oF &FL|C}.

20 AHSRITE XIHE 4 2l O/2] SHE0IEl of2f JHol X7 2Y HEXE & 4 laU
=

AWS loT Events 2£ 2 AL235l04 CHS 0o CHaH YolE AA|2.

Q12 B0

ClHIO|AQI Z2MAE DLIE{RIEE{T ¥Z2 S O|0|E{E AWS loT Events 2 £ ' 2H240]| {04
Of grLich MIAIXKIE 2o 2 ELHH AWS loT EventsELICH 042 7HX| WO 2 o] Zdg ¥

g+ A&LCH

« BatchPutMessage®d& AIE35HAIL.

« 0flA< AWS loT CoreM|A|X| CIO|E{E AWS loT Events™E 5= AWS loT & AFI AWS loT
Events Zx| 721 HMEHMAI2. &2 LIS O|E2 = Algd5HoF &FLCt.

« AWS loT AnalyticsOll A= CreateDataset® 2 At 3504 OIO|E{ MEE BHE == U&LICH

=2 T AAH
contentDeliveryRules O| #2/2 O|O|E M E LI 0| RS2 2 ™S E|E= AWS loT Events
g X|EgLich

ClHFO[A0f| M of2dEr W Ale = HO|EHE &t E‘dﬂ otLt Ol&fof U=IE Holsifor gfLICt. Of
= st2d™ 2t e=ol| 0|F 2 XIYstn Yol ZLIEZst= 4 HIAIX| C|o|E{e] E= & Xx|Hst

AR,



https://console.aws.amazon.com/iotevents/
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
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b. XM&ES MEAELICH
19. OofA|of O|HIEE A& FTtst AR
a. Ol CHali OnlinputO|HE FI7HE MEist T CtS O|HE HEE 25t XEFELICH
Event name: Overpressurized
Event condition: $input.Pressurelnput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3
b. Ol CHSH OnlnputO|HE F7LE ME45t 1 CHS O|HE HEE st MEFLICH
Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached
c. Ol [Add event] & MEHSI T M MEH Amazon SNS F=X|] ARNS AFE35t04 C}S O[HE X
2E st MEELICH OnExit
Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction
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23.

24.

25.

26.

Event name: BackToNormal
Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}
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aws iotevents describe-detector-model --detector-model-name motorDetectorModel
motorDetectorModel. json

Je{™ ChS 3 Hi< 8t LiEo| 2 & El 1Y (motorDetectorModel . json)Ol MAIELICH.

"detectorModel": {
"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel/motorDetectorModel",
"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"
.
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
.
"stateName": "Normal",

Hx7| 2 dY
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"onEnter":

"events": [

"pressureThresholdBreached",

"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"value": "Q"
}
}
1,
"condition": "true"

"events": []

]
1,
"onExit": {
}
1,
{
"onInput":

"transitionEvents": [

1,

"eventName": "Back to Normal",

"actions": [],

"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",

"nextState": "Normal"

"events": [

"pressureThresholdBreached",

"eventName": "Overpressurized",

"actions": [
{
"setVariable": {
"variableName":

Ilvaluell: II3II

1,
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"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
},
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
I
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {

=g 44 21
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"targetArn": "arn:aws:sns:
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"
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"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

}
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}

CHZ AWS CLI B2 AI835+0{ pressure HIO|E{E x5t (HIAIXIE EH E C|HIO|AE AlH
5t=) motorid &2 BtE = U&LILCH.

aws iotevents create-input --cli-input-json file://pressurelnput.json

It pressurelnput.jsonolEe CH2 0| L& E[0] /U&LICH.

{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}
Y eladg MME mE MHA CHO|A e ZZMANM oA HIAIX|E JSON U Z £~ Zl5Hof &
LICt O|2 AF23H 24 £&= CLIIAM e2dg MHE £+ &Lt
—_ (=) —_—
ClHFO|A #EfE LIEIL = X7 2= E MH5HAM 2
C|HHO|A HIO|E{E Zx{at7| 28t 2= Mo 2Eo| &= HIO|EHE B dt= HIAIXKIE 7[Rt 2

|
input2(E) HFEURELICE IME H&5t7| /s ZE{e] nteh & &0l cHSste A X7 22 E A mE
&L

“Normal” & “Dangerous”Q| F 7tX| & EfE MgfL|Ct. ZF ZX|7|(QIAEHA)= M E I "Normal”
MEN2 MEFELICH QIABAE key “‘motorid’of CHEF DRt 22 71Tl I230] T &F6tH MM EL

Ct.

ZR|7| QIARATL 70 O| 49| ohad MEZfS 415t "Dangerous" A EfZ MEHE| T Amazon SNS
HAIXIE Zo2 EL|Ct ¢34 S3zo| Hal(70 O|EH2 2 33| % 2L Z K| 7|= "Normal”
MEIZ Eot7t1 CHE Amazon SNS HIA|X|E 25 X[ 7| HEfZ EHL|C

O ofxl & X|Z7| 2= H2|o Amazon 2|4 A O|F(ARN)O| "targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction" 2 "targetArn": "arn:aws:sns:us-

ClHtolA &EHE LHEHLHE 2 X7 22 ddstMR. 34
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east-1:123456789012:pressureClearedAction"(2)2 EA|El F 72| Amazon SNS F=HM|E
MgsictD 7-ELICE

KEAMIEH LI Amazon Simple Notification Service 7HE AF SHLHME EHESIMQ. O A AR MH2
Amazon Simple Notification Service API & Z 2| CreateTopic g FHZESHAM 2.

b ol ool M= X8 HEt2 7HElI AWS Identity and Access Management (IAM)
F2 AMRMCtD 7PEELCt o] @38 o] ARN2 X7 22 Holof "roleArn":

!
'arn:aws:iam::123456789012:role/IoTEventsRole" 2h(T}) Z- 0| EAIEILICE o CHEH #&t
A% AWS loT EventsQ| EFAH|0f| T2} O] &2 AASt T 248 0| ARNS 4 X7 2E! Xo|o| Z4&dstH
Izl SASHAIL.
CHS AWS CLI BHE AM836tod X7 ZEE Mg &= A&Lch
aws iotevents create-detector-model --cli-input-json file://motorDetectorModel.json
It "motorDetectorModel. json"0= CHS 0| & E|of & LICH
{
"detectorModelName": "motorDetectorModel",

"detectorModelDefinition": {
"states": [

{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "OQ"
}
}
]
}
]
I
"onInput": {
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"transitionEvents": [

{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
},
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction”
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",

"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",

x

ClHRO|A HEHE LIEHLHE ZX[7| 2 S HHEHM 2.
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"value": "3"
}
}
]
},
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <=
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <=
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction"
}
}
]
}
]
}

7®||’

70 &&

ClHRO|A HEHE LIEHLHE ZX[7| 2 S HHEHM 2.
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1,
"initialStateName": "Normal"
I

"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

THERE QLA

HX[Z7o] HAIX|IE eRez ME

O|A| C|HFO| A ELH HIAIXK|C] S8 ZIEE Aldds}
EE X st7| @lst
model2(E) M4

22{0| Ho|=|H& LICHE[HHO|A H[O]

=
24 M A E). O Al

2= 49 "
H&LICHC|HFO|A AEIE LIEILE ZHX|7] 2 Ele M

Eof BrS3l= detector
A

SstMl2. HX).

>0II

t

o|X|E 2t=5te{H C|Hto|A (0] BRoll= AWS CLIZH EX|E HAfFE)| HAIXIE |70 3de =z
HUME.

(® Note
ZtX|7| REHS MM L 7|1ZE X7 2ES A-|o|E st

== -+

M
Ol HIAIRIE =&l5t T ZX|T7|(QAUARA)E S5t AlR5t7)) +
7| 2Elg o|olE5tH 0] 7|2t S0 o|F HFof 7|8 S50

CHHS AWS CLI BEE AL8stod |AIgtE fIEhet= OlOIE7F Z & E HIAIXIE EUHAIL.

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out

It “highPressureMessage. json’0ll= CtS 0| Z & k|0 Q& LICH

"messages": [
{
"messageld": "00001",
"inputName": "PressurelInput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80
\"temperature\": 39} }"

}

ZrR|Z]0f] HIAIRIE Qo =z &
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}

MEE|= ZF HIAIX|0| A messageId2(E) #HE5HoF g LICt B4E5HK| et 2™ AWS IoT Events Al
A B0 HIAIX[2] 52 AMHELICH AWS loT EventsE %2 52 O|L{of| &= CHE M A|X|2F
messageID & YUet HAIX|7t U= B2 HAIXKIE FAIELICE

Ol 2E{ "Fulton-A32"9| O|HIEE ZLIEES 7| 2|8t ZAXIZI(QIAEA)7F MM ELICH O] &
X7l HMEEIRS el "Normal" AEHE So{ZLICt ot X|PH A IZIS =0t5t= o3 22 B

7| I20i ZA| "Dangerous" &EHE MEE/LICE 22{™ ZX|7|= ARNO| arn:aws:sns:us-
east-1:123456789012:underPressureAction®! Amazon SNS AIEZQIEZ HA|XIE HEE

LICt.
CHS AWS CLI BE 2 A=listod 23] A 2L 0|2 e| Cllo|E{7t Z & &l HAIX|E EUM.

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

I} normalPressureMessage. json0l= CH2 0| & E|o] Ql&LICH
{
"messages": [
{
"messageld": "00002",
"inputName": "PressurelInput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60
\'"temperature\": 293} }"

}

5& O|Liol BatchPutMessage BEE £ & OiCt Tt U messageIdS

(8) HgshoF gLict HAIXRIE F H o ELHMIR. HIAIX|7L Ml H S E|H 2

“Fulton-A32"9| ZIX|7|(R2IAEA)7F Amazon SNS HIEEZQIE "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction"(2)Z MAIX|E ELHD "Normal" HENE
ChA| 24Ehct.

ZR[7]0] HAIXIE ¢2icz N

of
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® Note

BatchPutMessageE& At&3104 & B0l o] HIAIX|E ' = AU &LICt 5t XIEF O|2HEF HIA|
X7t MElElE =Me EEEX] L°.=.L—|EP HAIR|(E) 7t = MO E MEIZI=F ot24H HIA[K]
E & Hol st EUio APIZF S £ mioict S 432 7IChEIM L.

CHS2 ol MMoi| MFE AX|7| 22 oK 2 &&E SNS HIAIX| HOo|Z= 2| of A| LT

“oe] AAZL fIE O|HIE L Al

IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector":{
"detectorModelName":"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

1,

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

1Y

"state":{
"stateName":"Dangerous",
"variables":{

"pressureThresholdBreached":3
1,
"timers":{}
}
1Y

"eventName":"Pressure Threshold Breached"

H4 o S OHIE WA Al

IoT> {
"eventTime" :1558129925568,
"payload":{
"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",

HZI7|0l HAIXIE Rz & 70

of
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"detector":{

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"Pressurelnput",
"messageld":"00004",
"triggerType'":"Message"

I

"state":{
"stateName":"Dangerous",
"variables":{

"pressureThresholdBreached":0
},
"timers":{}
}
I

"eventName":"Normal Pressure Restored"

EtO|HE Holgt B aliT Eto|He| A HEiE SNS HA|X| HO|2Z=0|= FEA[FELICE

[-OII

HAIX| HO|ZE0= HIAIXIZF HEE Al (F, SNS 20| A= A™) Q| ZAXIZ|(QAARA) A EHO|

CHEt HEIt = %*El L|C}. https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-
data_DescribeDetector.html S ALE5t04 ZX|7| & EHof| CHEt RAIEt HMEE U2 = JUELICH

T AAE

2R|7| 2 7 Y R

dx7| e S99 i nedsiol & S ALY 2 O Z &L

[N
>

|.2I:II-
S o

It

actions &

actions &2 A S| SHAULICH AUME F 7H o|4 7HE = UX|EH ZF Aol = stLtel ZFedgt
S ELICh.
Example

"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",

X7 22 7A 2 Ast 41
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"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}
]

condition ZE ALS Y
condition(=) transitionEvents| E &=0|0H CHE ZR0i= ME) AP ILICH.
Y condition EEJ} Ql= B O|= "condition": truelh(d}) Z&LICEH

0 Bl Bt Aits B 2tolofor gfLICH At £ 2ko] ot B2 sliiE 242 falselt
=t

(T} SU5H O|HIEN|M X|IHEl nextState(2)22| MEH L= actions(2)2 A|EE|X| ot& L

& LH CHE O[HE 9|

nput, onEnter &=

o M
oy
4o
=
E_\'l_
mjo
>
0o
ek
4>
£
X
[
my
rlo
I

° x
N
rlo
Dl
0o
ot
1
50
d
1
I
om
1°
o
(@]
=]
H

Zx|7| 22 Holo M evaluationMethod ItZIO|E{E M 3t04 0| S& 2 HESIMR.
evaluationMethod2 (&) SERIAL(L)ZE MM5tH 471 UC|0|EE| D O[HETI Ho|E
CHE O|HIE 70| WIHEILICH 2 X| o1 evaluationMethod2(E) BATCH()Z HAH
712t e 2 dHstH, B LHe| Hx7t AUO|o|EX|D 2 E O|HIE Z=740| HItE &

O| O|HIEZ} ~HELICH

"Dangerous" &EH, onInput EEOMAM Z710| SFE|l= F (4R =il &=230] 70 05+l &
), "Pressure Okay" O|HIEQ| "$variable.pressureThresholdBreached"O|(7}) 3L}
M| 2t ABH|CH

(= g

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{

X7 22 7A 2 Ast 42
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"setVariable": {

"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"

ZX|71E "$variable.pressureThresholdBreached" O|(7}) 00 ZE3HES i

= A=
(&, @XI717k 70 olete| &3 HHLUE HE2 = M ¥ +~4HES M) "Normal" &

ENZ CHA| Ttz |o{oF &LIC} transitionEvents2| "BackToNormal" O|HIE =
"$variable.pressureThresholdBreached"O|(7}) 1£Ct & HL Z2X|(00] Ot ) EHIAE S}

1 "$input.Pressurelnput.sensorData.pressure"0lX M3¢8t #4XH Zto| 70 O|RHRIX| C}
Al Zrelsof &t

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}

-

@ 272 BE5t1 "Normal" AEAZ ChA| MBHELICH Z742 o|Fol Y2o| X{2l=/2iS
|

A=
"$variable.pressureThresholdBreached" ol X3 E! g}

"Overpressurized" O|HIEO|A B 240|322 MAEHME[X
AEE = QictE Holl RolstML.

X o™ 2H|M Ha B HAEY B2 S BSL 271t gk B5Zo] Fl=2E B
_|

[2 #elste ALCh ol 32

| M Zf2 04 conditiont

Eﬂ_
o

7|IBMe2 ZHEE0| onInput EE0| E0{Z MOICH condition2(=) onInputOollA x| e
Aol ofslf g7 HEE|7| Tl &= XE| AR AIHS| #H4 2Let = & [U/&ELICH onEnter
2 onExitT P‘UPXIO'I—IEP SEHE Ut HLE SEE M Mol MEE HE A2 SLE

onEnter E= onExit EEO| X|HE CIE ZHMME AF2E = i&LICH
Al AC|O|E Al X|94 AlZt

2x17l 2 eols, HH| U KAt 2
T(QIAHA) AR M 2HE A8 5to] 2
ch M 2 R17] 2ol 8 57 A l2lo] £are

_'__I_

2 (UpdateDetectorModel £ X), MMHE 2
RIZ|& CHA| st 7|7 x| kgt o
Zof CtA] W& ELct of 7|zt

27| 2 A L A s
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ol ZHXI7| oM MAE ZXI7I7H U A% *ElE
x|7| BEo M Holst gEie

=2 (A
2l21 7]0| B

2J21 Flofi= B0l HIBEIXIE 7| AT E U 4 Holot EHAIM 7| S AT I BT
Elo2 Fo{of &Lt o|§ E0{ CtEot Z2 HIAIX| Ho|2=7t {UctT 7HEELICEH
{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39
}
}
Ct2 2 ALE5tod 2l2dg Holghct.
{
"inputName": "Pressurelnput",
inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": " “motor id'" }
]
}
}
U A M MEIL AESt0o{ oledet 7|2f 22 FE 8l ok &fLich

$input.PressureInput.sensorData. ‘motor pressure’

of| A| MH: HVAC 2 X0

CIS ofA| JSON It & L2 ol= FM0| QIEIRIS 2 Z & E|o] Qo{ K& 5HK| &2 JSONO| ElLICt.
olgfst oflA| el M| HA(FM M Q)2 HVAC 2 A|o{of| A &l

Hi 3

ol dlxlE ChE &Y 2+ A 2 ZHI| Mo ZEE TR LICH

Ol Al MH: HVAC 2 Ao
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- 043 YAg ZLIEHZS D Mo{st= O AHSE = U= & X7 22 stuLtek ™o|ghct. Zx|7| ¢l
ABAE ZF o] CHaH AMAIELICH.

« ZF Mo ¥2do| o2 MMM 2 I0|E{E +EIFLICH

- EY Kol 2 ME™S HAFLIC

o QUAEATLALE FQ1 S0 ZF Yo 25 mietn|EE M5t o248t wetd|EeE AMAA™EELICH.

o YA MME SHMo 2 FIt E£= MXFLICH

o L AXE ESE = UE A HELJS XHFAMR2

- HIEAXMOI MM THEgts HEELICH

o MM ZStLoIM XIHE LA EC 227 24U FObT ET06HE 42 SA| U E= dYS &
SAIZ|= 14 dH™S Holglct

- HIEYMOI S5-It U 2 24462 20t

2laf 5ol

0] Yol 2L & PLIEASIT Mo{st= ol AASE £ U= st #X|7| 222 ohErdD gLt

Zt Jddoll= R E E1stE MM7E o] 7 Ulg = A&Lct 2 FAoll= it & x|t 2H2 5t

M olom, O HXIE 7A7LI 1™ Y 7ol R E ANo{E = Ut 7HHFLICH ZF Fd2 FtLte

X7 QIAEHAZ X|o{E/LICt.

ZLIEJs D Mofst= ¥dotct EMo| Ct27| iEoi Ao{ Zt2t0|E 7 CHE = U222 ZF Fdof

S oetO|E{E MBS TS 'seedTemperaturelnput ' £(2) AolgtLICt olzst 21 HIAIX| &

StLEE AWS loT Eventsoll 2 LHH aliE QoA At835tedE Thet0lE 7t 28 E M ZX[7| 2 Q1A

HATL MMELICH siE 249| Hol= chgat Z &Lt

CLI EH

aws iotevents create-input --cli-input-json file://seedInput.json

It seedInput.json

"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
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{ "jsonPath": "desiredTemperature" },
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangeLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
SE:
{

M

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperaturelInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

9

2 E MHAIXIOIA "areald' +&lE Zt TRXof CHa Ml ZX|7| QIABIATE W GELICH
I.

'areaDetectorModel' H2o[9| 'key' HEE FHZESHAM L.

M7t 'rangeHigh' ECt =2 2 & E05IH X717t 2462 E0stD A EZ FXIE 7t

SELCH
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MM CO|EE ZX|7| UARHAR MESH= O ' temperatureInput' O|(7h) AFREILICEH

CLI H&:

aws iotevents create-input --cli-input-json file://temperaturelnput.json

m}Ql: temperatureInput.json

{
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
==
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
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"inputDescription": "Temperature sensor unit data."

« oAl X7 °._|éE._'|é01IA‘I MME =™ HMofstHLE ZLIEZStE O 'sensorId' 0l(7h) AFSEIX|
4 e RS2z E%*E'I—IEP O|§ Soll 2F 71 dhdst Mo

HIE &Ml T= 7,t° JH7|"—1 Z ™M&st= dM7t = I"'él' T UD) Ee 2Zetel HEf7F E MA

g usE ZLIEZsE FIHHX|T E'%'QI UHoz ABElE BR)E Adst= Ol A8

= T |
VB FHAU0| BEn HIMo R CHE A% 'sensorld' 2(&) e F+Ho| e

= ([

Bl5t= Ol 'areald' Ol|(7t) AFSEILICH ZX[Z] 2l
|01|A‘| 'areaId' +AME ZE o cHs MAEELICH 'areaDetectorModel’

X7 22 HMo|

'areaDetectorModel' OfA[ollE FA40| QIEtCIo &2 |0 /U&LICE.

AN H

CLI H&:

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

m}Ql: areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{

"stateName": "start",

// In the 'start' state we set up the operation parameters of the new detector
instance.

// We get here when the first input message arrives. If that is a
'seedTemperatureInput'’

// message, we save the operation parameters, then transition to the 'idle'
state. If

// the first message is a 'temperaturelnput', we wait here until we get a
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// 'seedTemperaturelnput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives

"variableName": "sensorId",
"value": "OQ"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
//  sensor reading arrives
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.
"variableName": "resetMe",
"value": "false"

iy
"onInput": {
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"transitionEvents": [

{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > Q",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
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}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
}
I
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperatureInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
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}
1,
"nextState": "idle"

]
},
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

"stateName": "idle",
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"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",

// By storing the 'sensorId' and the 'temperature' in variables, we make

them
// available in any messages we send out to report anomalies, spikes,

or just
// if needed for debugging.
"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
// This event enables us to change the desired temperature at any time by

sending a
// 'seedTemperatureInput' message. But note that other operational

parameters are not
// read or changed.
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
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"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
I
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
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// When even a single temperature reading arrives that is above the
'rangeHigh', take
//  emergency action to begin cooling, and report a high temperature
spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "cooling"

iy

"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature
spike.

"actions": [
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{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
3,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"

}
.
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

//  because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
.
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}

1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
//  heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// "timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
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"actions": [

{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {

"events": [
// These are events that occur when an input is received (if the condition

is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
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}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
I
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
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"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureSpike",
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
.
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
.
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
.
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
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"actions": [
{

sns": {

"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{

"eventName": "delay",

"condition": "!$variable.noDelay && $variable

"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
}I
{

"eventName": "dontDelay",

"condition": "$variable.noDelay == true",

.enteringNewState",
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"actions": [

{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"

}

I
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"

}

}
]
I
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"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >

$variable.anomalousLow",
"actions": [

"value": "((($variable.averageTemperature * ($variable.sensorCount

{
"setVariable": {
"variableName": "averageTemperature",
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
.
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
1,
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,

"nextState": "idle"
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1,

"initialStateName": "start"
I

"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

[

0lo
I

~

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,

"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",

"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector 0| A

BatchUpdateDetector 2 A&5t04 EtO|H ! ¥~ i 2 Z &350 ZX|7| QIARHAE 24Tl

L—"T HA == (=] —_ — = =2
AEfZ OHE £ Q& LICH CHS of|MIolA BatchUpdateDetector 22 2 ZLIEE 2 Ao &
Rl godo| 2t metO|EE AHMHEELICEH ol e Sl A7 ZE S &K, Mdd E= 4dolE
g ZQ 9i0| 0|8 =T = UaLct

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

m}l: areaDM.BUD. json
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"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
"value": "22"

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangelLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
"value": "0.0"

"name": "sensorCount",
"value": "12"

"name": "noDelay",
"value": "true"

iy
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{
"name": "goodToGo",
"value": "true"

.

{
"name": "sensorId",
"value": "0Q"

.

{
"name": "reportedTemperature",
"value": "0.1"

.

{

"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state

// to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"
}
1,
"timers": [
]
}
}
]
}
SH:
{
"batchUpdateDetectorErrorEntries": []
}

BatchputMessage Oi/ ]|

Example 1

BatchPutMessage 22 AtE5to{ 2 Ao & 2LIER 5l &% FHoi| Ciet 2fs mt2t0IEHE
M= "seedTemperatureInput" HA|IX|E 2 = U&LICH AWS loT EventsOi| = 41E H| Al
Kol M2 "areald"O|(7}) AT M ZX|7| LUARHATE HMEEILICH SHX|BF M ZX|7| QIABIAE

HiZE 70
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MZ2 F40] Ci$t "seedTemperatureInput" HIAIX|7t A2 MK "idle" ()2 HEHE HE
StAHL 25 2B e e Y ZX| Mo{E AlEfStR| f& LIt

CLI| H&:

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

u}2: seedExample. json

"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"
}

[a

0l0
I

~

"BatchPutMessageErrorEntries": []

[

Example
2

BatchPutMessage 242 &3l "temperatureInput" HIAIX|E H&3to{ X|HE AMoi L ZLIE
2l Q3odof Q= Mo 2% MM Ho|E{E E1ng £ Q&L

CLI H&:

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out
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utl: temperatureExample. json

"messages": [
{
"messageld": "0Q0005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"
}

[

0lo
I

-~

"BatchPutMessageErrorEntries": []

[

Example 3

BatchPutMessage 222 S3&l "seedTemperatureInput" HA|X|E F&35H04 Fo{Tl F5oi| Y

=
o
of Hotes 2 28 HEE + UA&LICH

CLI H=:

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

I}l seedSetDesiredTemp. json
{
"messages": [

{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"

}
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C}t.
= .

0lo

~

"BatchPutMessageErrorEntries": []

[a

of: MQTT HIAIX| 2IMAE

MM AFE 2lAATF "BatchPutMessage" APIE A2 E £ QIX|EH ZZF MQTT Z210|
HEE AE5H0{ AWS loT Core HIAIX| EZ710f CIO|EHE 2 &+ U= B HAIX| O
O|E{& AWS loT Events &2 2 Z|C|2MEt= AWS loT Core M| &2 BHE = QU
&LICH CH2 2 MQTT £A[Q| "areald" & "sensorId" &2 EHEQ HAIX| HO|ZE
"temp" EE9| "sensorData.temperature" ZE=E 7}x42} O] CO|E{E AWS loT Events
"temperatureInput"(2)Z2 +Zl5t= AWS loT Events £A| #&l0| HollL|ct.

MM HAFE 2|AATF "BatchPutMessage" APIE AFSE =+ ¢ A2 MQTT E2t0|
IEE AtE235t0{ AWS IoT Core HIA|X| EE2 70| HIO|E|E Bl £ ‘BAE A< HAIX|
O|E{& AWS loT Events &2 = E|C|E|45t= AWS loT Core FX| 22 BFE = QU
&LICH CH2 2 MQTT £A|Q| "areald" & "sensorId" &2 EHEQ HAIX| HO|ZE
"temp" ZE9| "sensorData.temperature" Z=E 7}x42} O] CIO|E{E AWS loT Events
"temperatureInput"(2)2 $+&35t= AWS loT Events A 7#2!0| Ho|lL|Ct.

CLI H&H:

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

m}Ql: seedSetDesiredTemp. json

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"
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}
1,

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23"

0l0
it
o

[8R

]

M7t ChS Ho|Z2=2 &7 =X "update/temperature/Area51/03" 0l CHEF HIA|X|E EL=

He,
{ "temp": 24.5 }

A1t CHF "BatchPutMessage" APl & 0| O|F0{%! Zdx{H CI|O|E{7} AWS loT Events(2)E
Euct.

M

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

1t spoofExample. json

"messages": [

{
"messageId": "54321",

"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.5} }"
}

of: A A4=l Amazon SNS HIA| K]

CHE2 "Area51" #X|7| QIAEANM HHE SNS HAIX|Q] of LIt

Heating system off command> {
"eventTime" :1557520274729,
"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
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"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}3}, "eventName":"resetHeatCool"}

0i: DescribeDetector API

DescribeDetector 2E AI&35t0{ &4 X|7| QIAEIAO| 4 AEY, ¢4 Zf, EFO|HE & QIE &=

&Lch

CLI BHE:
aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

C}.
= .

0lo

)

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274 .405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

},

{
"name": "rangeLow",
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"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"15.0"

"noDelay",
"false"

"desiredTemperature",
Il2®.®"

"anomalousLow",
Il®.®"

"sensorId",

Il\ll@l\ll n

"sensorCount",
Il1®ll

"rangeHigh",
"30.0"

"enteringNewState",
"false"

"averageTemperature",
"19.572"

"allowedError",
Il®.7ll

"anomalousHigh",
"60.0"

"reportedTemperature"
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"value": "15.72"

.
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
},
"keyValue": "Areab5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

AWS loT Core T+2! 2IZEI of A

CtS 722 AWS loT Core MQTT HIAIX|E ME? UOIO|E 2 HIAIXKIZ CHA| HAIELICH AE 7]
2o ola] MofElzs 24 FFof et x| L HzE & x|of CHEF AWS loT Core AFE 0] H2|E|0{ QICH
i 7P7é>1 LIC}. o] ol Mlof A= O] 0| "Area51HeatingUnit" & "Area51CoolingUnit"Ql &5

0
0

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule. json

mtel: ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
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"awsIotSqlVersion": "2016-03-23",

"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

[

SH:[HI US

CLI B&:
aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

ut2l: ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}
]
}
}

SH:[HI US
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CLI E&:
aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

utl: ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

SH:[HIo /US

CLI B&:
aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

utl: ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description'": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
79
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"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}

[a

SH: [HIo] US
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AWS loT Events EtO|HE A &st7HLt H4-E dHEY + U= O3 TS RIEELICH

e setTimerZ EO|H M4,
« resetTimer2 ElO|H A,
« clearTimerZ E}O|H AA.

« setVariableZ Bif MM,

AWS loT Events = AWS MH|AE AISE £ Q= CFS &S X[HELUCH

« iotTopicPublishZ MQTT F=A[of CHEt HIA[X] HIAl
« iotEventsZ AWS IoT Events 0f| /23 2t 2 O|0|E M5,
« iotSiteWiseZ AWS loT SiteWise2| K}AH &40 Cl|O|E{E EHL|Ct.

» dynamoDBZ Amazon DynamoDB E{|0|=0i Cl|O|E| M&.

» dynamoDBv2 2 Amazon DynamoDB E{|0|=0i| Cl|O|E| M &.
-« firehoseAmazon Data Firehose 2AEZSZ H|O|EHHE T
« lambdaZ® AWS Lambda &+ 2 &.

- snsZ FA| ZZlof Cl|o|H T™S.

» sgsZ Amazon SQS CH 7|0 CI|O|E| M&.
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7|2 ME HHY AME

|
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e setTimerZ EO|H M4,
e TesetTimerZ E}O|H RHAH.
e clearTimer £ E}O|H ArA.

« setVariableZ B4 MAd

EFOI T St MY
Set timer action

setTimer 22 AIE5HH X B2 X|&ElE= EIO|HE BFE + JU&LICH
More information (2)

EtO|HE &g mi Ct3 mtet0|eE x| sHok g Lict

timerName

Eto|lHe| o|& LCt.

durationExpression

X|& Alzh ;34| rtEl ZAots 7H 7k E+= LHRIELICH ol & S04 EfO|HE 60.99
ZE Y5t 7|7 EH A0 WL Aite= 60 LICH

REMIEH LHE 2 2ol=2 4™ AWS loT Events APl 2 X 9| SetTimerAction(2)2 & ZHAI2.

EtO|H &4 RHAd7H
Reset timer action

resetTimer X US ALSStH EtO|HE O|Tof| BIHE X|& AlZh &
CH.

o
>
N
AL

=]
x
>
L
Q'I_l

More information (1)
EtO|HE AMEE e M C+Z utetn|EHE X[FsHok gfLiCt
timerName

Eto|Hel ol & Lct.

EtolH 4 4 82
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Nt R} OHLH A
AWS loT Events E}fO|HE ML M X|& Alzh B34S RIBIHeHR| & LICH
AEMIEH LIS 2otE 248 AWS loT Events API £ X | ResetTimerAction(2)8 & ZE35HMI2.
Eto|H & x| 7
Clear timer action
clearTimer S AE5tH 7|E EIO|HE AN = U&LICH.
More information (1)
EtO|HE AfAie i CtS met0IeHE X stiok gfLict
timerName
Eto|He| o| & Lch.
REME LIS 2otE ™ AWS loT Events APl 2 Z 9| ClearTimerAction(2)8 HZE35HMIR.
4 Bhod M
Set variable action
setVariable XS A 6tH X|HE 22 HE BHE = J&LICH
More information (2)
HeE MEe M Ot S o2t 0IeE X stok gfLict
variableName
0| O|F & LICH
value
B0 M 2L
ALAIE LIS 2otE ™ AWS loT Events API & Z 9| SetVariableAction(2)& HE5HMIR.

Eto|H 2 x| 7|
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CFE AWS AMH|AQF &7 ZHQd51 7]

AWS loT Events = AWS MH|AE AISE £ Q= CHS &S X[HELUCH

« iotTopicPublishZ MQTT FX{|oi CHEt HIAIX[ HIA|
« iotEventsZ AWS loT Events 0 /23 Zto 2 O|0|E M5
« iotSiteWiseZ AWS loT SiteWise2| X} &40 Cl|O|E{E EHL|Ct.

» dynamoDBZ Amazon DynamoDB E| 0|20 H|O|E T&.

« dynamoDBv2 2 Amazon DynamoDB E{|O|=0i| Cl|O|E| M&.

« firehoseAmazon Data Firehose 2AEZ{S Z O|0|E{ & M& 57| I M LCt
+ lambdaZ AWS Lambda &+ 3 &.

« snsE FA| ZZlof Hio|H TS

* sqs& Amazon SQS CHZ |0 Ci|O[E TS,

P

/A Important

>
i 0t0

WS loT Events AWS AMH|A QI &8 AWS X|dg MEHSHoF & L|C X[ &
=

= -
Amazon Web Services &t 2 =0 A AWS loT Events IEZQIE 4l &

o w o

[ rIr mjn

ook
b
Q'I_l
>
>
o)

WS loT Events 2 10i| AFS & CHE AWS B|AAE OHE e S YU AWS X|[HE AIE5
F &L AWS K| MEHSHTH AWS ZIAAN| HMASHE O 2EXM7F /U £ &Lt

o X

7|8 o 2 TE X{of CHGH JSONSZ EF H|0|2E=5 AWS IoT Events A A3&FL|C}. O] 221 |0
Z2E0E E2YUE EC|HE O|HESN X7 ZE QIAEIAC CHEF HE7} e BE H4-2f Ho{7}
ZEEILICH 2 Ho|ZEE FA5t2{H 2EHIx EHAE AFESHH EL|CH RHMIEH LIE = AWS loT
Events APl %X 2| E 314! 4l PayloadE & X SHAAIL.

AWS loT Core

loT topic publish action

O] AWS IoT Core HMHE AFESHH HAIX| E27{E Solf MQTT HIAIX|E HAIZ & AWS IoT €

&L|CH X|NHEl=E 2™ 552 Amazon Web Services &EH 2 Z 0|l A AWS loT Core ._"EiO._'_ o
2 HITSAAL

Ct2 AWS MH|A S} &7 ZHedst 7| 84
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html
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THEFRE QLA
AWS loT HIAIX| EZ27{= HIA| AWS loT EEt0IUENMH 75 ZEI0|UEZ HAIX|E & stoq
ZctOo|HEE AZELICH REM[EF LI 2 AWS loT 7HE R QHLHA S| AWS loTS| HIAIX| EEFHE
AR SAAD.

[ == R

More information (2)

MQTT HIAIXIE HAIE M CHS T2t 0|EE K| sH ok grLIct,

mqttTopic

—

HIAIX|E £=AI5HE MQTT FA|IL|CH.

UAX7| DM HHE e E= QR ZHE A8 5H0{ HEF)0| MQTT F£A| 0|82 S™Mo 2
Holgh £+ Q&LLCt.
payload
(MEd AL 7|2 HOo|ZE0= &YE EE|7{E O|HES Z4X|7| 2 QIAB A CHEF HE T}
UNeE DE £/d-ZF Io47} ié*al— Ct. =8 HO|ZEE AL X|YE =% U&LICH REAIEH
LI AWS IoT Events API £ Z 9| Payload& EZ S MAIL,
(® Note

AWS loT Events MH|A 23&of 4ZAEl HAM0| iot:Publish &S F045t=X| &Ql5t
M. RtAMIBH -dH2 AWS loT EventsQ| IAtZ S 2 HMA 2| MME FZESA L.

KEMEH LIES 2ot

248 AWS loT Events API & Z 9| |otTopicPublishAction(2)& & Z5tAMI

AWS loT Events

loT Events action

AWS loT Events 22 S35l CI|O|E{E AWS IoT Events 2o 2 ™
o 22

M 5 E2 Amazon Web Services &EH 2 X 0| A AWS loT Events ¢l
SHAAIL.

AWS loT Events & H| EEE SN
3t o|43t o|HIE 7} 5
Events? £ .:._7F_oHéM|_._. WS

32 DB &5 5

O EEF= B4 ALEHO| /I=K| &=
X8 EBAHE = U&LICH RHA[EH LR 2 What is AWS IoT
loT Events 7Her RF QFLHA{ 04| A

AWS loT Events
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More information (2)
Z AWS loT Events CIO|EHE 2 = Ct= 0471
inputName

CIO|E{E £ AlStE AWS IoT Events &239| 0|E.

payload

(H54 A8 71 mol= Soll= Sl Sel7iet OlM=g AX7| 2 Platiad tiet B
I

Fa
|IZEE MEX X|HE =T U&LICH RhAIEH

= b EEgh mlo
AN — . —
LHE 2 AWS T Events API & Z 9| PayloadE & Z5HMAIL
® Note
AWS loT Events AMH|A g0l ¢4ZEEl 20| iotevents:BatchPutMessage ™2
Ho{5t=X| ZQISIM . RtAIEt MBS AWS IoT EventsQ| IXt74 S Gl HMA FE[ MM
2 HZstMe.
KEMIEH LIS 2olEE4™H AWS loT Events APl 2 X 9| |otEventsAction(2)8 & Z=5HM2.

AWS loT SiteWise

loT SiteWise action

AWS loT SiteWise X2 E35H o AH4F 440 C|O|E{E £ 2= AWS loT SiteWise & LIC}H X|
HElE 21 552 Amazon Web Services &8t & & 04| A AWS IoT SiteWise HEXZQIE 2 &

Te ARFAUAIL.

AWS loT SiteWise £t¢] ZH|Q| HIO|E{E CHHEE £ 3, 7 2l EAME £~ Q)

— = T AAE —
LIC}H REAIEE LH2 2 AWS IoT SiteWise AH2 ME M| AWS loT SiteWiseZt £ L7128 F X5t
ML

More information (11)

O| AWS loT SiteWise AH&F RHito 2 H|O|E{E 2 W= CFS Di7H#H & XIgstioF &LCh

AWS IoT SiteWise 86
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timeInSeconds
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(@ Note
AWS loT Events AH|A &0l HE =l ZH=EHOQ|
Het2 20{5t=X| &QI5IA 2. RFA

iotsitewise:BatchPutAssetPropertyValue
Mg FESHML.

B MH2 AWS loT Events2| IX}Z4 &3 4l HMH A 22| Al

KEMIEH LIS 2 ot2 2™ AWS loT Events APl 2 X 9| otSiteWiseAction(2)8 & Z5HAIL.

Amazon DynamoDB

DynamoDB action

Amazon DynamoDB % ¢{2 &3l O|0|E{E& DynamoDB E|O|22 2 &= &L|CH DynamoDB E|
O|2 2| &t doll= X|Het Y Ho|2=90| BE £4-7t Ho{7t =AIELICH X[&et= 21 FF2
ol storakr2 X SHAA|IL

=
Amazon Web Services Y&t & Z= O] Amazon DynamoDB QIE ZQIE 2! gH&

Amazon DynamoDBE 2t T2 2|4 NoSQL G| O|E{H|O|A MH|AZ A 24g =]
1 0oF 7t53 458 MIELIct RiME L8 & 2otE 248 Amazon DynamoDB 7HE &t ©f
M2| What Is DynamoDB?& & Z & &A|2.

More information (10)
CtE met0leE xIdstiok gfLict.

HF

DynamoDB E|0|E 2| 3t W2 C|O|E{E 2

tableName
O|&&LIC}. tableName Zt2 DynamoDB E{0|E 2]

HlO|E{E £=4l8H= DynamoDB E|0|£ 2|
E|0|2 Oo|&x Yx|sHof BLICH EAE X|HY =% U&LICH
hashKeyField

Al ZI(TtE|M Z|2t D= &2l O|§ &lLICt hashKeyField (2 DynamoDB E|O|= 2| TtE|4

7|9t LxIstok ELICE E3AE XEE = U&LICH

hashKeyType
(MEd ALEH) SHAl 72| O|O|Ef EAlQILIC Al 7| R& Q| 242 STRING 5= NUMBERO|0{OF &
EHAS XY 5 AsLD

)
LICt 7|22t STRING°'L|E|'
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_IotSiteWiseAction.html
https://docs.aws.amazon.com/general/latest/gr/ddb.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
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hashKeyValue

SHAl 712] 2t LICt hashKeyValue2(E) CHAl RIES!2 AHSELICH Ol2{E HIES2 HEY
%
o

Al OIO|E|E M|ZtLC} E3iAlES K|

rangeKeyField

| & &LCt. rangeKeyFleld Zt2 DynamoDB E|O|

rangeKeyType
(ME ALE) Y| Z|o] Clole fEULICH SiA| 7] 2l 2t2 STRING B2 = NUMBERO|0{OF &
LICt 7|22t2 STRINGRILICH E3HAE X|HE = U&LIct

rangeKeyValue
(M4 ALE) Q| 7|2f ZEILICEH rangeKeyValue2(E) CHAl| RIZXS ASELICH Ol2{E &
Z£3/2 HEY A CIOIHE MSELICH EHAE X|HE =& J&LICH

XtoA

|

()Ik_-|E_I|-I A|.§>I-) _/IK_%H%I- 7(|-0-I_o_|
ofof BrLICH.

« INSERT - HIO|E{E M &5 22 DynamoDB Ei|O[2 0 & gL|ct. o|Zdo| 7|EgflLct.
« UPDATE - DynamoDB E|0|22| 7|& &S 2 M C|0|EHE YdIo|E g LCt.

- DELETE - DynamoDB Ef|0|22] 7|&E &5

payloadField

(444 ALE}) 5% 0|2 E& 4415} DynamoDB o] Ol& LT 7|12 0l&E payloadd

payload
(tIE*l.ll I'%l-) | '"olE':o'"E &!'O % E |7—|%}' Oll:ﬂlggl. 7|-x|7| E':é' OI_IéEl_-l 0_" L__H°|' 7(-II:|7|.
Rl RE 444t o7t ZEELICH £3 Ho|REE ASK XIHE S UaLIch A
LI&2 AWS loT Events API X 2| Payload& & ZE3tMA|2.

EH Ho|ZE R&0| EXAIYEQ! ZR DynamoDBAction H| JSON H|O|E{E O|Z! T|O|E{2
DynamoDB HE|O|E 0] 2 {L|C}. DynamoDB &2 H|O|E{E Base64 QT E HIAER A
grLICH payloadField 22 payload-field_raw®lLICH E3HAIE X|HE =T A&LICH
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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® Note
AWS loT Events AMH|A 480l 24ZEl 20| dynamodb: PutItem HEHE £ 0{5t=X|

o4
2OI5L M Q. AHMIEH A2 AWS IoT EventsO IXHZ 3 U HA|A BE| MM EZE5HA
(@]

.

KEMIBE LHE 2 AWS loT Events APl £ Z 9| DynamoDBAction2 & Z5tAAIL.

Amazon DynamoDB(v2)
DynamoDBv2 action

Amazon DynamoDB(v2) 22 A& 5tH DynamoDB E|O|20i C|O|E{E & = A&LICt.
DynamoDB E|O|E 2| . doi= X|HEt 75. HO|2E=9| £4-gf m|of 5tLt 7t = AIEL|CH K|

Hot= 2l 552 Amazon Web Services Y8t &% 9| Amazon DynamoDB IE X QIE 31 §HEf

Amazon DynamoDB& 272 2[& NoSQL HIO|E{H|O|A& MH|AZ M EE 2 E L1t &7H 2
T 0E 758t M52 MEZeict RS LHe 2 2ot 248 Amazon DynamoDB 7Hi R} QLY
M2l What Is DynamoDB?E& 2 X5t AA|2.

More information (2)

DynamoDB Ef|0|£2| oi2] ¥ = C|0|E & EL= B Ch3 uteto|EE X[EsHoF &LCt.

tableName
CIO|E{& #4!5t= DynamoDB E|O|22| O|F LICt. EFAIS X|He =% U&LICE
payload
(M4 AFE) 712 HO|RE0lE S Ea|H3 OlHES ZX|7| 2™ QIAE A CHEF HE I}
UE BE &/d-2F Ho{7} ZELICH E8F HO|ZEE AFSA X HE = J&LICH XHAIE
L& 2 AWS IoT Events API & X 2| Payload& & X35t MAIL.
/A Important

HO|ZE 72 JSONOJo{oF EL|ct E3AE X|HY = U&LICH
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® Note

AWS loT Events AMH|A 480l 24ZEl 20| dynamodb: PutItem HEHE £ 0{5t=X|

o4
2OI5L M Q. AHMIEH A2 AWS IoT EventsO IXHZ 3 U HA|A BE| MM EZE5HA
(@]

.

REMIEE LHE 2 AWS loT Events APl & Z 9| DynamoDBv2Action2 & Z5tAAIL.

olo}l= O|o|E] mtolo{E A

Firehose action

Amazon Data Firehose 22 A2 5™ Firehose 7148 AEZIC 2 H|0|EE MEE £+ Q& LICt
XL E X S22 2| Amazon Data Firehose IEZQIE 4l g&haF2 AR SHAA|2. Amazon

Web Services &8t & =X

Amazon Data Firehose= OtOFE AMZE A EE|X| MH|A (Amazon Simple Storage Service), OFOFHE
Redshift, OtOFE AMH|A (MH|A), AZHIQ 22 SHX|E Azt AEZ|Y OO|EHE ©E5t=
2™ el A‘IHIAO'I—IEP OpenSearch OpenSearch AtA|EH L& 2 Amazon Data FirehoseEt F
dL|77t? & & X 3FHAIAI2. Amazon Data Firehose 7HE A} 7+HO| =0 M & QIE 4= Ql&LICEH
More information (3)

Firehose T1& AE RO 2 H|O|EHE MEE = CHS of7HH+E XI"FsHoF &Lt
deliveryStreamName

CIOIE{E = AI8H= Firehose M& AE2|9| O|§ QILIC}.
separator

(MEH ALEH 2XF TEXIE AF2 5104 Firehose M&

- I>
[m
1L
0
HU
Al
of>

jull
Ir
5%
I
ini
[)
m
- M
4
el
Mok

+ A&LUch FEX S "\n'(ZF HE), "\t (&),

oF gFL|cH

payload
(MESALED 7|8 HOIZEO = S EC|I7E O|HES ZX|7| 2 QUARAN CHE HE T
e BDE &HM-ZF mo7} E?:.*E'I—I Ch. =3t HO|ZEE AR X|HE = U&LICH REAIS
L& 2 AWS loT Events API & X 2| Payload& & Z3tMA|2.

otobE d|Oo|E| molo{s A 5


https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBv2Action.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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THEERF OFHLHA
@® Note
AWS loT Events MH|A @3&tof HAZAE HAEo| HEHES B o{st=X| & 2l5HM2.
firehose:PutRecord XtA|EF AHES AWS loT Events2| IX}Z3 S 4l A EH 2| MM
2 AxSM2.
REMIEH LIS 2ot2 2™ AWS loT Events APl & X 9| FirehoseAction(2)& & Z=35HMI2.
AWS Lambda
Lambda action
AWS Lambda &2 E5 Lambda &+& &8 = A&LICE X|HElE 21 S22 Amazon
Web Services 2t 2 0| A AWS Lambda QIEZQIE 4l stEth2kr2 X FHAA|I

AWS Lambda MHE Z 2 H|Xds}7HL} 225t K| o L
LICt. REAIEE LH2 2 What is AWS Lambda? £ ’SZE%H;!AI_?_. AWS Lambda 7H Fxr of LHA—lOﬂA—I

More information (2)

Lambda &8 Z£¢ i ChZ mt2t0IEE XIGsHok gfLICt.

functionArn

payload
(MEd ALED 7|82 HOo|ZE0= &S EC|I7{E O|HES Z4X|7| 2E QIAB A CHEF HE T}
UNE BE &/9-2F Ho{7} ZEELICE E8F HO|ZEE AFEAL X HE =& J&LICH XHAIE
LI 2 AWS IoT Events APl # X 9| Payload& & ZE3HMAI2.
(® Note
AWS loT Events AMH|A 23&tof B El Z2H0| 1ambda: InvokeFunction H&tE £ 045}
=X| ZOISHM L. AREMIEH AT AWS loT EventsQ| IXFZd S8 al oA ztz| MME & X

SHM2.

AWS Lambda
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_FirehoseAction.html
https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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THL R} OHLHA
REMIEH LH8 2 ZotEE{™ AWS loT Events APl 2 X 9| LambdaAction(2)& & Z5tMIL.
Amazon Simple Notification Service
SNS action
Amazon SNS FX| H Al 242 A& 35 Amazon SNS HIAIXIE HAIE = JU&LICH X5t 2
Mol S5 2 Amazon Web Services Yt £ X 2| Amazon Simple Notification Service AIEZQIE
LIS HESAAR

Ol A EZOIE

Amazon Simple Notification Service(Amazon SNS)= 7+5 &¢
CHE HIAIX| MY £ MES =Y 2 #Elste | MulAluch xHAlét

—_= 11—
StAAIL.

Notification 7Hgt K} LA 2] What is Amazon SNS?E & X

R
oI

(® Note

Amazon SNS =X H Al
Rl 2txX EAL

— T 1
I A|E| K|

X422 Amazon SNS FIFO(MUME)E X|#5

& MH|A 0|22 Amazon SNS 2r10| A|ZHE! [ O| A

e+ A&Lich

More information (2)

Amazon SNS HIA[X|E HAIE f CFS mhetOlEE XI'Est ok &LCt.

4

CC =

ZZlo|HEo]
H = Amazon Simple

StX| et&LCH &
X7 RHEE &2

O - =

targetArn
HIAIX|7F M4 El= Amazon SNS CHAF o] ARNQILCY.
payload
(M4 AFE) 712 HO|RE0lE S Ea|H3 OlHES ZX|7| 2/ QIAE A CHEH HE I}
[ BE Sd-gf Ho{7t Z&ELICH E£8F HOo|ZEE AMEX XHE = JU&LICH REAMIEH
LHE 2 AWS IoT Events API & = 2| Payload & FHZHAAIL.
(® Note
AWS loT Events AH|A &0l ¢4Z2E HA0| sns:Publish HEHE2 S 04st=X| &Ql5}
M. REM|EH AH2 AWS loT EventsQ| 1AZ S & HMA | MME FHESIHIL

Amazon Simple Notification Service
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_LambdaAction.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-fifo-topics.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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REMIBH LI 2 AWS loT Events API TopicPublishAction X 2| SNSE & X 5HAAI2.

Amazon Simple Queue Service

SQS action
Amazon SQS 22 &3l Amazon SQS CH7 [P E MEE = U&LICE X|pEl= 2|H 82
Amazon Web Services B & % 9| Amazon Simple Queue Service QIEZQIE 4l st EFg X
SHAAI2.

Amazon Simple Queue Service(Amazon SQS)&= LT3 /1 718 0| SFoft 2ot S AR Y
7|82 NM35tH Ol Sl 24 AZERQ|o] AARD T AE SF L 22" += /U&LICH
AtMIEt HE = Amazon Simple Queue Service 7HEf X} FLHAM 2| What is Amazon Simple Queue

Service?E XA,

(@ Note

Amazon SQS 2212 Amazon SQS CH7|Y¥ FIFO(MQUME) =X|E R|sHX| L &LICH T
¥ MH|A 0|22 Amazon SQS 240| A|ZHE I HIAIX|7F R[HE &=

2 QIS o B AN
MZ EAIEIX| b2 4 UL

More information (3)
Amazon SQS TH7|¥ 2 HM&E i CtS metO|EE K18t of g LICt.
queuelrl

CIlO|E{& £=Al8tE Amazon SQS CH7 | 0| URLYLICE.

useBaseb4

XMt <2 O|0|E{E Baseb4 HIAEZ AWS loT Events @12 28FL|C} TRUE 7|2

payload
(MESALED 7|8 HOIZEO = S EC|I7E O|HES ZX|7| 2 QUARAN CHE HE T
e BDE &HM-ZF mo7} E?:.*E'I—I C}. 5_?_ HOo|ZEE AEXl X|HE == UYUSLICH REAMIE
LI AWS IoT Events API & Z 9| Payload& EZ 3 MAI2,

Amazon Simple Queue Service 95


https://docs.aws.amazon.com/iotevents/latest/apireference/API_SNSTopicPublishAction.html
https://docs.aws.amazon.com/general/latest/gr/sqs-service.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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® Note

AWS loT Events AH|A {gfoil 1A E HAo| HEHE F 045t =X
sqs:SendMessage AtAM[EF ABEE AWS IoT Events2| IX}E 5
xl-xo|.k||o

po bk
o
Q'I_l
x
FO

KEMIEH LI 2 AWS loT Events API TopicPublishAction 2 Z 2| SNSE & X3 AAIL.

Amazon SNS&t AWS IoT Core T#&! AEIZ2 AF2510{ AWS Lambda &2 E2|HE £
O|& &3l Amazon Connect@ Z2 CHE MH|ALE Z|AF ERP(TIAMA] X3 2 2]) o & 2l 0] M

otod ZX|E FE = U&LICH

(® Note
CHE Sl ololH Bl 2= 2ERE AA[ZFe 2 st 1 *{E|5t24d Amazon Kinesis2t 22 Ct
E AWS AHIAE A8 E £ R&LICH o{7[0lM =7| EME 228t CHS ZTHE AWS loT
Events 3oz HE7|o| TEE + U&LICH

Amazon Simple Queue Service 96


https://docs.aws.amazon.com/iotevents/latest/apireference/API_SNSTopicPublishAction.html
https://docs.aws.amazon.com/kinesis/index.html
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I 594 Al

AL L1

AWS loT Events= #X|7| 2R Y5t D HO|OIEE M k2 XI™st= ofed 7HR| YHE MBS e

Ch ESHAE AL 3tod BIEHE 22 XIFsHL §H 2t 2 XIYst7] Tol AWS IoT Events& St 3
S o

AWS loT Events A0 M EIEI™, Q4R o, & S CHA RIZESE MEE + /U&LICH

SIS

o
=
=3
®
«Q
)
=

T TQIMRHE 2F SRF0lofof BrLICH 2RI BIEER B20HSE()E Fodok BLICH

O Al: 'my' + 'string' -> 'mystring’

Arithmetic
e H5}7]: +
T I|QA R 25 X}o{oF §hLCt.

ﬁ

B
[l
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& otLt 0|

RH(SF4 EE HIT)

<l
Sl

=

LIC}.
e =237 *

3
<0

|
I

Lu|

ofAdll: 13 ~ 5->8
o Al: ~13 -> -14

ofAl: 13 & 5->5
e NOT: ~

oA: 13 | 5->13
« XOR: A

||
oln
N

g
N

wr

=.
/..

11

t

2 O|o|E 7}

o}f
C

ot 2l e Al0f Ho| ||

(® Note

|= Lo

__A_I

o

(2)
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FA
BT

5t

7|8 NS &=

timeout("timer-name")

=
(=]
x4
(=)
x4

EtO|H7} BIZH=X| 048 E true WItELICE “timer-name“S AL A}
st E}O|H O|E2Z HIRO{ IS EE EV|SHMR. O|HE Zdof M ElO|H
S o|gt Ct S ELO|HE AlZSH7HLE, RSt 7LE, O|Fol| Holgh EtO|HE X2
£ Ql&LICH EE detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerNameZ(E) XM L.

o o I'_

rol

bl el

o>

r

B AEHoM AT E

=st7| ™ol EfO|HE BFE &E

o|HE Ct K|

I

= A&LICH EO|HIE & Z

=
—
=2
=

OlA

- 0| R4

o€ E0of, &Xx|7| 2oz 2% 2l
TemperatureChecked & E{O{| A E}O|H

1 7|15 Hdlo|Ecte F 7HR| SEf7F

2 AHAISHA
=2 O OAAH

835t24™H HX{ TemperatureChecked A4 E{Z O|S3l{ofF & L|C}
MEdg 25 7| @8l Eto|HE d™sl ok st= Alzh2 |4 60 LICEH
® Note
Al ElO|H PR & XS & QIE B timeout () O|(7}) true(2)= Bt
ol false(2)Z HHetEILIC.
convert(type, expression)
XNHE fYo =2 HetEl Eed4|o| o2 HWItELICH ## 442 String, Boolean
DecimalOl|o{of & LI|Ct C}Z 7|/E & StLIE ALE5tHLE 7|/IE7H & E E4F
£ EHAME M-St CFS HEtEt H3stod R &8 af S grereLich
- B2 > EXE
EXAY "true" = "false"2(E) BHEHEILICEH
« 108l > 22X
- XY > RE
- XY -> 108l

(]

L= A}
— =

o

EHE

L{Ct.
L|Ct. RecordUpdated & E{0i| A EFO|HE At

JE

CC
4

L=

| —
—

B

7HE

ich
+
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X HE BXrEe &8 1071 EF0|o{ofF 5t0H, K| k2P convert ()& ALt
convert()O|(7) F &8 gfS BtEtotX| eto™ aliT gfo| &8 EHAE |RESHX| ef&LCH.
O| Zot= false2h() S USHH EA/0| Yt O|HIES| U Z nextState X|™E O[HE
ot actions(2)2 Met2 EC|H3HX| ef& L ct
isNull(expression)
FE3A0| NULLE HHEHE|H true(2)2 HWIHELICH o€ S04, 2124 MyInputO]

(ZH HIAIRI { "a": null }S(E) T45HHCIE S true(Q)2 HI7HE| X2
isUndefined($input.MyInput.a)2(E) false(2)Z H7HE LIC}.

isNull($input.MyInput.a)
isUndefined(expression)

E340| Ho|Z|x| o 4CHH true(2)E H7HELICH KIS S04, 2 MyInputOl

=X
(ZH HIAIXI { "a": null }S(B) 245HH OH2E false()2 BIbE|X|at
isNull($input.MyInput.a)2(E) true(2)Z BI7HELICH

isUndefined($input.MyInput.a)

triggerType("type")

## 2t 2 "Message" EE= "Timer"O|(7}) & &= U&LICt CFE o x|t Z 0| EtO|H7} B2 &
0 s O|HIE T} LIEILtE= O|HE 742 HWII SO|2tH true(Q)E HI7HELICH

triggerType("Timer")
= 23 HAIXIZF = A E|RA& LICH

triggerType("Message")

currentInput("input")

RHEE U2 HAIXIE 247] 2ol s HIAIX[7F LtEtLL= OHIE =4S Bt F0|2tH
04, /24 CommandO|(7}) HIAIX| { "value": "Abort" }2(E)

true® HWIIELICL E &
(@]

£ AB AR CI22 true(Q)2 HWIHELICH
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currentInput("Command")

T[]0 EFO|H7I BFRE|X| pife =

Ol 848 ABstod kg EHAlo] S
2 2740l B7tEln QIS K| Holg 4 s

startsWith(expressionl, expression2)
JRH EXYE E3440| F Huf BEXIYE EFASZ AESICHH true(Q)2 HILEILICH o 2
2y MyInputdAM HIAIX| { "status": "offline"}S(E) WM LIS true(Q)

TJ.
o

F EHA DT BAYE IO E WIHE|o{oF FLICH F EFA F Sttt BAYE ZIo 2 HItE
K| to™ g0l Ayt Holx|X| f&LICt HEr2 - K| et &LICH.

endsWith(expressionl, expression2)

N ._'”KH EXE E3HA0| F HM EAMY EHACZ BLICHH true(Q)2 7 PE*L—IEP og =
2 MyInputO A HIAIX| { "status": "offline" }2(E) Y™t

BIHE L

E3HA B SLIEIE EXE 2o 2 HItE

T EHAZE ZXE o2 HItE|ofof ELICH F
K| o™ ol At HolE| x| & LICH HEr2 S EX| k&Lt

contains(expressionl, expression2)

R Em E2XHE EHAO| F H 2AHE Eed 40| ZEE[0] UCHH true(2)E BIHELICH
0 & E01, = MyInputOlM HIAIX| { "status": "offline" }2(B)HHLCIS2

E3HA B SLIEIE EXME 2o 2 HItE

FEHAN DT EXY Y22 FItE[o{ok FLIcH F £
K| o™ ol At HolE| K| eh&LICH HEr2 S EX| k&Lt
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HIEW 4 A5

AN
= 8T

bitor(expressionl, expression2)

B Eeielo] UISH ORS BIIILICOIY OR U2 ool ChS 3 s HI=dl ofd 2
08 E£04, U= MyInputHM HIAIX| { "valuel": 13, "value2": 5 }2(B) @™}
22 13(2)2 HIHELICH
bitor($input.MyInput.valuel, $input.MyInput.value2)
T EAAM ST M o2 FItE|o{or FLCH & B4 & otLtv He U2 HIHE[R] &
o g0l AUt HO|L|X| et &LICH HEt2 ™LX el &L Ch
bitand(expressionl, expressionZ2)
Yo B340/ HIEH ANDE HI7HELICHOIE AND 2442 Hao| LS &= HIEol| CHall =&
}.

o —1—
F). & S04, U MyInputoilA‘l HAIX] { "valuel": 13, "value2": 5 128
5

T EHA D5 M4 o2 Hytslofol BLICH £ EHAI S stV B4 3o 2 BItE|R| of
O Bt40| Znt 7t HOIE|K| b4 LIC HEre SYEIX| ofaLICH

bitxor(expressionl, expressionZ2)

24410 HIEH XORE 7t LICHOIE XOR 42 2| L85t HIEO EH3H 30

o |
). 02 E04, = MyInputA HIAIX| { "valuel": 13, "value2": 5 }S(E) 4
8

EEHAMNRE ML tOR JH7}E|O-IO|= gLICH F E3HA & 5tLt7F P gfo 2 BIHE|R| &
O™ ol Ayt Holk|X| et&LICt BHEh2 s-> K| f&LIct
bitnot(expression)

M4 E$4AI0| HIEHY NOTS HIHELICH OIS NOT At X4
04, 124 MyInputO M MIAIX| { "value": 13 }2(E) &eo™

bitnot($input.MyInput.value)

ich
+
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T EAHAM DT M o2 HWItE|o{of FLCH F B34 & otLt7 M o2 WILE[IR|
o g0l AUt Ho|L|X| et &LICH HeEt2 ™LX el &L Ch
S
olad
= T
$input.input-name.path-to-data
input-name2(c) &= M P2 ALEstoq BHE U=ULICt
o & £0{, inputDefinition.attributes.jsonPath 52 Hol&t o Ar&E o|§ 0| X|HH
TemperatureInput 20| U= B CtF A8 7ts8 E=0i gf0| LIEHE &= & LCt.
{
"temperature": 78.5,
"date": "2018-10-03T16:09:092"
}
temperature EE Zt2 & ZA5tE{M OIS BHS AFSELICH
$input.TemperatureInput.temperature
ZfO0l Hi€Ql HEo| B [n]12(E) AE5to] HiE e HHE HZT Y & A&LICL o & Soi CtSnt
Z2 gftol ot 7h- et
{
"temperatures": [
78.4,
77.9,
78.8

1,
"date": "2018-10-03T16:09:092"

[

Chs HHEo R 2 78.8

fjo
it}

g+ A&

$input.TemperatureInput.temperatures[2]

mt
B
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateInput.html
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Variables

$variable.variable-name

p.N Jef |

x4
=1 e

o

b

—

ol

variable-name CreateDetectorModel £ A8735to{ Ho +lL|Ct.

r

& &04

detectorDefinition.states.onInputEvents.actions.setVariable.variableName2

Ol
AA —

() At&stod Holgt o|§0| X|'HE TechnicianID #H7¢ ZR s Hye

| ocoo=

A 3toq =

of 7t& x|Z2 ol XIHE(ERY) 722 & E = U&LICh
$variable.TechnicianID
setVariable XS AFSSHATE B S HHE = UGLICH EAos He 72 €2 =
ELCH Hee MYE MAE = iaLIC & 012 nullS(B) 82 &= &L
(® Note
(A EHA) IHE [a-zA-Z][a-2zA-20-9_]1*2(B) (HEX| &t = AHEXIE AFS
sHe BZOIME ST AIERIE #El() 22 Fofof FLICH o E S0f T= ol
$input.MyInput. _value ()2 X|HE =ioi CHet F=x= O] EE MyInput2(E)
_value(2)Z X|&H3aHof LICt.
EHAM HFXE ME5Ie BR LSS EHQUstMIR.
o StL} O|&fof AR &7 &HEE IL|HMKIE AIE5tE B2, & Ests 2E HIO|FH |R30| Z &t

EX| ZelstM 2.

oE Sof, Cts EHAM0IM Y 2E

S QILrR; ==2f(}) g& 2 F | L|AMAIQLIC Z|QULXE =

2t5t7] /IS E $variable.testVariable + 1 & $variable.testVariableO|(7}) H

leg

L= 10%l+& B ZaloF BfLCH
12(s) + ™

o

AREO| m|QAAKIILICE. k2t A $variable.testVariable2(£)
=

A
g LCh.

‘$variable.testVariable + 1 2 && $variable.testVariable’

x4
o

CcC

A
T 4=

mt
B
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
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« HZXE o M E Q-2 ME5E B2, &7 HZXste Io|EH RS X|Hst=X| & ISHA
2.
0| € =01, CtF timeout("time-name") &oe E2MZEIL U EXMLE0| el+=2 e L
Ch. ### ## 2f0l OiEt X E A6l B9 E2MSE7 U= EXtES Fxsf{of gLct
timeout("timer-name")
@ Note
convert(type, expression) 9| AL ## 7fol CHEH 2 ZE MB35t B & Z 9|

I} A= String, Decimal EE&

=
=

Boolean O|04{0OF &fL|C}.

AWS |oT Events E24|2 H, dTle, XY L 22 H|o|E R¥E XIHEFLICL OIS Holls &8
Z[X| et= f8el o S50| Ltet /&LICt
SEE[X| et 7 Hod
My, 2R
My B2
10%l, EXtL
10%l, B2
=AY, 22
CHA = E 2
'${expression}"’
${I= BEAIEES 27t E BXAMUE R AHEELICH expressions &12[9] AWS loT Events 3441
£ U&LICH of7|ol= d4tA}, & & FHEJF ZEELICH
o & £04, SetVariableAction 2 & A& 3t04 H4+E Holfl&LICH variableName2(E)
SensorIDO|X value2(=) 10LICt CtE0F Z2 OHA| RHEXE BHE = U&LICH

CHA = ES!
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetVariableAction.html
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CHA = &3

'${'Sensor ' + $variable.SensorID}"

'Sensor ' + '${$variable.SensorID +

1}

'Sensor 10: ${$variable.SensorID ==
10}

"{\"sensor\":\"${$variable.SensorID
+ 13\"}'

"{\"sensor\":${$variable.SensorID +

13}

CHE 22 Aoz ZX|7| 22| 2t e x|EE

WS loT Events 2&0f X|HElE B34S

>

AWS loT Events E 5§14 &FA

-

2o 21

"Sensor 10"

"Sensor 11"

"Sensor 10: true"

"{\"sensor"\:\"11\"}"

"{\"sensor\":11}"

AWS loT Events E3AIE 2 MHGHE Ol E20| £l= CFS A& FHX5HAM2.

ANEF
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2lE™E
SIEE gt 32 Ao A2mMZE 7t ZEE|o{oF ELICH B2 42 true £= false & &
StLFIL(CE
'123" # Integer
'123.12" # Decimal
'hello! # String
"true' # Boolean
Reference

$input.GreenhouselInput.temperature

- [} HeE XY, Greenhouse Temperature Table2 & ZEFLICEH

$variable.TableName

=& 2 F0{0F &fLICH CHA| EZE=

Jal
) )

|l
[=N—] —
CHR &30l T3t

al
[ =<
- CIS EfA0| W7t Aule A1, 50.018 in Fahrenheit&lL|CH.

'${$input.GreenhouseInput.temperature * 9 / 5 + 32} in Fahrenheit'

71 doteE 22X, {(\"sensor_id\":\"Sensor_1\",\"temperature\":

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensorl}\",\"temperature\":

\"${$input.GreenhouseInput.temperature*9/5+32}\"}"'

=AY o4
EAE Ao B +2(B) ArSalof ELICH EXtY 22 2B, Q4R & ¢, HE 2 chx &
ES/o| THE ZEE = A&
« OIS E3A0 Il AOtE EXIY, Greenhouse Temperature Table 2000-01-01¢lL|CH.
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. Z7do| NEf H4E HEs D R0l njet W4 2te MY
x

[ |
« 2O/ EO|HE HZst

« Amazon SNS& MQTT HIAIX|2] Zx|E F|5tML.
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L

"seedTemperatureInput"= S X|d9| ZX|7| QIAHAE

E Yolst= ol AFSELICH

CLI BHE2 Ch3E AFSE LI

aws iotevents create-input --cli-input-json file://seedInput.json

It Y: seedInput.json

ol w2t Efo|HE dEstML.

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" 3},
{ "jsonPath": "rangeLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
SE:
{
"inputConfiguration": {
0|24 x40
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"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/

seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

Zioof mak ZF ¥dol Zt M7} "temperatureInput"S(E) M&38HoF ELICH

aws iotevents create-input --cli-input-json file://temperatureIlnput.json

It Y: temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
SE:
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
ol24 X{ o] 111
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}

X7 2E %o

"areaDetectorModel" = ZF ZXK|7| QIARIAO| - F W AlZ MHO[FtLICt ZF "state machine"
[l

- A
QIABIAL R Mi BS2EE £ 8 08 0f BSzhol [t AEHE HHsT Mol HAIXISE L]

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

mtQl: areaDetectorModel. json

{
"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [
{
"eventName": "prepare",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "OQ"
}
.
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0Q.1"
}
.
{
"setVariable": {
"variableName": "resetMe",
X7 2 Hol 112
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"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangeLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
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"setVariable": {

"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,

"nextState": "idle"

]
iy
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"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",

HX|7| 2k
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"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",

"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}

}
1,

"transitionEvents": [

{

"eventName": "anomalousInputArrived",

X7 2 Ho
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{

==
02
|0
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"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >

($variable.desiredTemperature + $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

HX|7| 2k

==
02
|0

118



AWS loT Events FHEERE FLHA

},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "heating"

"stateName": "cooling",
"onEnter": {

HX|7| 2k
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"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
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},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",

X7 2 Ho
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"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

X7 2 Ho
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}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

:heatOn"

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,

"nextState": "heating"

iy
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"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
]I

"nextState": "idle"

iy

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{

"setTimer": {
"timerName": "heatingTimer",
"seconds": 120

}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

HX|7| 2k
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}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"

}

},
{

X7 2 Ho

125



AWS IoT Events

THERE QLA

"setVariable": {

"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}

X7 2 Ho
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}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
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},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{

"iotTopicPublish": {
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"mqttTopic": "hvac/Heating/Off"

}
}
1,
"nextState": "idle"
}
]
}
}

1,
"initialStateName": "start"

},
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

[a

0l
Il

-~

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchPutMessage O/ A

O| M0l A "BatchPutMessage" (=) @0 CHEt 4 X|7| QIABHAE BHED £ 7| & Tt2tolH
g ™Mo|5tE o AFSELICH.
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aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

I} : seedExample. json

"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

[

0lo
I

-

"BatchPutMessageErrorEntries": []

[a

|

rr

2t

fjo

O| ol Alofl A "BatchPutMessage"2(=) B L B Mol CHEF 2= M EF=3L
A+ ELICH

CHSE AFSELICH

rlo

CLI B

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --

cli-binary-format raw-in-base64-out

ut2l: temperatureExample. json

"messages": [

{
"messageld": "00005",

"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":

{\"temperature\": 23.12} }"
}
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]

[

0l
Il

-~

"BatchPutMessageErrorEntries": []

[

O| oMol A "BatchPutMessage"2(c) §8 Xl #dt= 2 & HE5I= Ol AFSELICH

CLI BHE2 Ch5E AFE & LI

rlo

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

2l seedSetDesiredTemp. json

{
"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
SH:
{
"BatchPutMessageErrorEntries": []
}

Area51 #X|7| QIAEAONM MM E Amazon SNS HIA|X|2] 0f:

Heating system off command> {
"eventTime":1557520274729,
"payload":{

BatchPutMessage 04| X| 131



AWS loT Events FHEERE FLHA

"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{
"detectorModelName" :"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"
I
"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageld":"00001",
"triggerType":"Message"
},
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalouslLow":0.0,
"sensorId":0
I
"timers":{}
}
},

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"
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1,

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0
},
"timers":{}
}
.

"eventName":"resetHeatCool"

O| O A|o M= "DescribeDetector" APIE AFE35l04 ZK|7| QIAEIA Of S ArEHO]| CHEF HEE
7tX{SL|C}.

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

C}t.
=1

0lo

)

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274 .405,
"state": {
"variables": [
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iy

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .

"value":

"resetMe",
"false"

"rangelLow",
Il15-®"

"noDelay",
"false"

"desiredTemperature",
Il2®.®"

"anomalousLow",
IIQ.QII

"sensorId",

Il\ll@l\ll n

"sensorCount",
Il1®ll

"rangeHigh",
Il3®.®"

"enteringNewState",
"false"

"averageTemperature",
"19.572"

"allowedError",
Il®.7ll
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{
"name": "anomalousHigh",
"value": "60.0"
.
{
"name": "reportedTemperature",
"value": "15.72"
.
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
},
"keyValue": "Area5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector 0| K|

O| ol AloflA "BatchUpdateDetector"2(£) &5 &2l
= Ol A ELch

CLI ¥

rlo

CHSE AFSELICH

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

utl: areaDM.BUD. json

"detectors": [

{
"messageId": "0001",

-

BatchUpdateDetector 0 A|
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"detectorModelName": "areaDetectorModel",
"keyValue": "Areab5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
Ilvaluell. II22II

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"
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},
{
"name": "sensorId",
"value": "0Q"
},
{
"name": "reportedTemperature",
"value": "0Q.1"
},
{
"name": "resetMe",
"value": "true"
}
1,
"timers": [
]
}
}
]
}
SE:
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS loT Core T+=! 27 of| X

Ct2 7 &2 AWS loT Events MQTT HIA|X|E ME YOI0|E 2% HIA|IX|2 CHA| HIA|ELICH HAE
7| Do ol Mo{zle ZF Yol Lhuk F x| L HZF Erx|of CHEF AWS loT Core AFE 0| Ho|x[of
Cto 7P ghLct

fjo
2
lo
gl:l
o>
r

Ol ofAoi M= O|F Ol "Area51HeatingUnit" & "Area51CoolingUnit"Ql &=
Ct.

CLI BH2 CIZ2 AFSErLCt
aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

utl: ADMShadowCool0ffRule. json

AWS loT Core = 2T oi|A| 137



THERE QLA

AWS IoT Events

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule.json

utl: ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"

138

AWS loT Core 72| 2IEl o x|



AWS loT Events FHEERE FLHA

}

[

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

u}l: ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

utl: ADMShadowHeatOnRule. json

139

AWS loT Core 72| 2IEl o x|



AWS loT Events FHEERE FLHA

"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

[

SH: [HIof JUS
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L Chefet HHo| O|HIE ZX[Z7] dd, 2171, YHI0lE, AfX|(CRUD)

.l
=
. 3H—P°| ?:!E—".é oig] O|HE ZX|7|Z et -t

#Create Pressure Input

aws iotevents create-input --cli-input-json file://pressurelnput.json
aws iotevents describe-input --input-name Pressurelnput
aws iotevents update-input --cli-input-json file://pressurelnput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name Pressurelnput

#Create Temperature Input

aws iotevents create-input --cli-input-json file://temperaturelnput.json
aws iotevents describe-input --input-name TemperatureInput
aws iotevents update-input --cli-input-json file://temperaturelnput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name TemperatureInput

#Create Motor Event Detector using pressure and temperature input

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel.json
aws iotevents describe-detector-model --detector-model-name motorDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name motorDetectorModel
aws iotevents delete-detector-model --detector-model-name motorDetectorModel

#Create Crane Event Detector using temperature input

aws iotevents create-detector-model --cli-input-json file://craneDetectorModel. json
aws iotevents describe-detector-model --detector-model-name craneDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateCraneDetectorModel. json
aws iotevents list-detector-models

(u]
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aws iotevents list-detector-model-versions --detector-model-name craneDetectorModel
aws iotevents delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -i '' "s/100008/100009/g" messages/*

#Replace motorlIds
sed -1 '' "s/200008/200009/g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

X7 2&

ut2!l: craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
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"setVariable": {

"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
},
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
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}
]
}
]
}
}

1,

"initialStateName": "Running"
1,
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

7|1E #x7| 228 Yol|o|EStEd™. m: updateCraneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

"craneThresholdBreached",

"alarmRaised",

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName":
"value": "OQ"
}
},
{
"setVariable": {
"variableName":
"value": "'false'"
}
}
]
}

Iy

#dr7I 2 =
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"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.Temperaturelnput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
},
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
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1,
"initialStateName": "Running"
I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

It motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
.
"onInput": {
"events": [
{

"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&
$input.TemperatureInput.temperature > 30",
"actions": [
{

"setVariable": {
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"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
.
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012 :MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
.
"key": "motorid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

7|1 #x7| 22 Holo|E5tEd™. m: updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
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"setVariable": {

"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"
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}

olzd
=

mt: pressureInput.json

{
"inputName": "Pressurelnput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}

m}Ql: temperatureInput.json

{
"inputName": "TemperatureInput",
"inputDescription": "this is temperature input description"
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
M A[X]

It Y: highPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",

"payload": "{\"craneid\": \"100009\", \"pressure\":
\uz@@@@g\u } n

’

80, \"motorid\":
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]

It Y: highTemperatureMessage. json

{
"messages": [
{
"messageId": "2",
"inputName": "Temperaturelnput",
"payload": "{\"craneid\": \"100009\", \"temperature\":
\"200009\"}"
}
]
}

It Y: lowPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",
"payload": "{\"craneid\": \"100009\", \"pressure\": 20,
\"200009\"}"
}
]
}

It : lowTemperatureMessage. json

40, \"motorid\":

\"motorid\":

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\"200009\"}"
}
]
}
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{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [],
"events": []
.
"stateName": "Device_exception",
"onEnter": {
"events": [
{
"eventName": "Send_mqgtt",
"actions": [
{
"iotTopicPublish": {
"mgttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DevicelInput.gps_position",
"nextState": "Device_in_use"

MM L oiEE7Ho|dE St O|HE ZX|
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}
1,
"events": []
I
"stateName": "Device_idle",

"onEnter": {
"events": [

{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
I
"stateName": "Device_in_use",

"onEnter": {
"events": []

iy

MM L oiEE7Ho|dE St O|HE ZX|
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"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

C|HFO|A HeartBeat

Ol ZX|7]| 2E&2 AWS loT Events 2£0|M A2 E = Q= ©HIZS! & stLEQLICH Ho|E £

ol ZfE[o] U&LICH

{
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,
"events": []
},

"stateName": "Offline",
"onEnter": {

"events": [
{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}

153
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"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}

C|HIO|A HeartBeat
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1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}

}I

"onExit": {
"events": []

1,

"initialStateName": "Normal"

ISA B2

ol #4X|7| 2EHE A
ol Z&x|of AU&Lct.

{
"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "unshelve",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",

WS loT Events 2£0 M AEE + = HER & stLtlLict HOlE 2lsl 017]
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"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

I
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"
I
{
"eventName": "acknowledge",
"actions": [],

HT
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"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"
.
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,

"events": []
.
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}

ISA

74
o
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},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

.

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{

"setVariable": {

HT
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"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
},
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\'"normal\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",

HT
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"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Acknowledged"

},

{
"eventName": "return_to_normal",
"actions": [],
"condition":

"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

.

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": []
I
"stateName": "Unacknowledged",

"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [

HT
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"setVariable": {

{
"variableName":
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents":
{
"eventName":
"actions":
"condition":

"unsuppression",

L1,

"state",

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&

$variable.state == \"normal\"",
"nextState": "Normal"
I
{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command ==

$variable.state == \"unack\"",
"nextState":
I
{
"eventName":
"actions":
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&

$variable.state == \"ack\"",
"nextState":
I
{

"eventName":

"Unacknowledged"

"unsuppression",

L1,

"Acknowledged"

"unsuppression",

\"unsuppressed\" &&

HT
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"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

}
1,
"events": []
},
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "return_to_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

I
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

I
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

I
ISA EE 162



AWS IoT Events

THERE QLA

{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
},
"stateName": "Out_of_service",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
I
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
},
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",

"nextState": "Shelved"

iy
{

"eventName": "remove_from_service",
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"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",

}I
{

"actions": [],

"condition":

"nextState":

"eventName":

"condition":

"Out_of_service"

"suppression",
"actions": [],

"nextState": "Suppressed_by_design"

}
1,
"events": []
},
"stateName": "Acknowledged",
"onEnter":
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
I
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
I
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"onExit": {
"events": []

}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

}
che e

ol Z4X|[7]| 2E&2 AWS IoT Events 2£0|M AF2E = Q= ©HIZS! & sHLEQILICEH To|E 2|3 047
ol Z&|of AU&LCt

{
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"
},
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",

"actions": [
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{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
I
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}

1,
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"events": [

{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",

"actions": [],
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"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",

"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
},
"stateName": "Alarming",

"onEnter": {
"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{

"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
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}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",

"key": "alarmId"
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LICF. AWS loT EventsOll A M2 35t=

A< AWS LambdaOl(7t) Amazon SES 2! Amazon SNS

StLt o &fol ZAEof CHS5t24 CH=2 AWS IoT Events APl 242
» BatchAcknowledgeAlarm
» BatchDisableAlarm
» BatchEnableAlarm
» BatchResetAlarm
« BatchSnoozeAlarm
ni
ZHE o el
AWS |oT Events= Lambda &+& AI835t0{ &2 g2 oteldt
Lambda & +& AFSSHHLE AR BHE £ Q&LICH
Lambda &+ MM
AWS loT Events= G2 E Safl O|HY L SMS £ 22 2L &
Ct.
LT AME
BE & Lambda &+ E OtE8{H OIS 2+ AHEO| MEELICH
- O|HY E=SMS ¢Ee2 AHE EL= 2
ot S| E 5185t IAM & 0| Qlofof &rL|Ct.
O M| 4=
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIldentity"
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchAcknowledgeAlarm.html
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchEnableAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchResetAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchSnoozeAlarm.html
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1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut"
1,
"Resource": "*"
I
{
"Effect": "Deny",
"Action": [
"sns:Publish"
1,
"Resource": "arn:aws:sns:*:*:*"
}
]
}
« AWS loT Events & AWS Lambda 250 CH3Hf S AWS 2| =45 o & LICE X|RE[= 2l
12 Amazon Web Services &t £ X 9| AWS IoT Events YI=E £ QIE 3! S=F2F0L AWS Lambda
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LIC}.

CHE 2 AWS Command Line Interface(AWS CLI)E (&) A& 5104 CloudFormation A& S Hdst= &
Mg Ho{EL|C}.
1. ClHtolA 9] E{O|H0M aws --versione Al&H510{ AWS CLIZ} M| A= K| &QlstL|Ct &}

MIEt L& AWS Command Line Interface AFHE MMM AWS CLI A x|E & X3HAMIL.

2. aws configure list2 &H5l0q O At& A0l CHEF 2 & AWS 2|AATF ZEE AWS Z|T2
TAFEX| AWS CLIZ &QIstM 2. AEAIEH LI 2 AWS Command Line Interface AFHS AT A 9|
AWS CLI #+482 & E&5tMI2
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3. CloudFormation & & &! , notificationLambda.template.yaml.zip.
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https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
samples/notificationLambda.template.yaml.zip
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6. CloudFormation AEHE MAd5E4 C}
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aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html

AWS loT Events FHEERE FLHA

of| Xl Lambda & £

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses boto3.client('ses"')
sns boto3.client('sns"')
def check_value(target):

if target:

return True

return False

# Check whether email is verified. Only verified emails are allowed to send emails to

or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False
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def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =

datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-

%m-%d %H:%M:%S"')

alarm_msg = "{} {3} {3 at {3 UTC ".format(nep['alarmModelName'], nep.get('keyValue',

'Singleton'), alarm_state['stateName'], timestamp)

default_msg += 'Sev: ' + str(nep['severity']) + '\n'

if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))

default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bcc_adrs = email.get('bcc', []1)
msg = default_msg + '\n' + email.get('additionalMessage',6 '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email (Source=from_adr,

Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,

'BccAddresses': bcc_adrs},
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Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

XtMIEH §2 = AWS Lambda 7HE R AEHAM 2| AWS Lambda(0|)EF F U ULI?E HASHMR.

CloudFormation & Z 2!
CHS CloudFormation BIZ%!2 AF235104 Lambda &+ & MM5IHAS.

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:

Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:

- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:

- PolicyName: "NotificationLambda"

PolicyDocument:
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Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"

- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda: :Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses boto3.client('ses"')
sns boto3.client('sns')
def check_value(target):
if target:
return True
return False

# Check whether email is verified. Only verified emails

emails to or from.
def check_email(email):

are allowed to send
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if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {3} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):

logging.info('Received event: ' + json.dumps(event))

nep = json.loads(event.get('notificationEventPayload'))

alarm_state = nep['alarmState']

default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'

timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')

alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],

nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
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if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bcc_adrs = email.get('bcc', []1)
msg = default_msg + '\n' + email.get('additionalMessage',6 '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
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logger.info('SNS messages have been sent')
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeletelInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/
${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/
${inputName}"

}
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= A ]
AMEXI7L RKFplo] 1QF HEI2 2 £~ QT2 58
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"Version": "2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"
]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Bt AWS IoT Events 12304 HAM|A

o€ E04, AWS HHE Aol AFE X0 A AWS loT Events /23, exampleInput & o|'L-|'0| CHSH A
AE 58&ste{n gLct £8F AR S FIt, HO|o|E L MKt S §{&5tedn g LICt

O] WA jotevents: ListInputs iotevents:DescribeInput, iotevents:Createlnput,
iotevents:DeleteInput ! iotevents:UpdateInput &S AL XIoiAH FHo{EtLICt AFS K}
oA HEt2 Fofstn E2&2 A& 504 EHAESHE Amazon Simple Storage Service(S3) MH|A 2 ot
LH oM E EedH OFLh ol Al AL A HA S S5l 7ol CHEF HM[A KMo{E FHESHMAIR.
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"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action":[
"iotevents:ListInputs"

1,

"Resource

arn:aws:jiotevents:::*"

"Sid":"ViewSpecificInputInfo",

"Effect":"Allow",

"Action":[
"iotevents:DescribeInput"

1,

"Resource

:"arn:aws:iotevents:::exampleInput"

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"iotevents:CreatelInput",
"iotevents:DeleteInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"

1,

"Resource":"arn:aws:iotevents:::exampleInput/*"
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"Version": "2012-10-17",
"Statement": [

FoiELict o]
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{

"Sid": "ListInputsInConsole",
"Effect": "Allow",

"Action": "iotevents:ListInputs",
"Resource": "*"

"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
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"Version": "2012-10-17",
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"Statement": [
{

"Effect":

"Principal": {

"Service": [
"iotevents.amazonaws.com"

"Allow",

]
.
"Action":
"Condition": {

"StringEquals": {
"aws:SourceAccount":

1,
"ArnEquals": {

"sts:AssumeRole",

"account_id"

"aws:SourceArn": "arn:aws:iotevents:region

5t

2 pEof AMAstE CIEF A E

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": [
"iotevents.amazonaws.com"

]
.
"Action":
"Condition": {
"StringEquals": {
"aws:SourceAccount":

1,
"ArnEquals": {

"sts:AssumeRole",

"account_id"

"aws:SourceArn": "arn:aws:iotevents:region

A
e

Ol

A

=

:account_id:detectorModel/foo"

LICH.

raccount_id:alarmModel/*"
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M us-east-19L]LC}.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
I
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-l:account_id:*"

[
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"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

O] B Mateo= my-example-input HE AL&35104 iotevents:ListInput BlAAN HMAS
T2 58s5t= MM Ao|Estetn Bkt H & Ehct.
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"timestamp": "2019-03-

"level": "DEBUG",

OF gfLICt.

15T15:56:29.4127",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",

"keyValue": "boiler_1",

"detectorModelName":

"initialState": "high

"initialVariables": {
"high_temp_count":
"high_pressure_coun

iy

"BoilerAlarmDetector",

_temp_alarm",

i,
t": 1
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"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": 0@
},
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [
{
"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

"result": "Skipped",

"eventName": "alarm_escalated",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"

"result": "True",

"eventName": "should_recall_technician",
"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht"”,

arn :
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"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}
}

.
"eventTime": "2019-02-08T19:02:447",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",

"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"

I

"responseElements": null,

"requestID": "00f41283-ea@f-4e85-959f-bee37454627a",

"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

C}S 2 CreateDetectorModel 23S E0{F £ CloudTrail 21 @S 0| LIEFH of M L|C}.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
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"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:ro0le/events_action_execution_role"
},
"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af@-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Ct22 Createlnput Y2 2 04F&= CloudTraill 21 50| LIEHH of M| ) L|C},

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
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"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreatelInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "batchputmessagedetectorupdated",

"inputDescription": "batchputmessagedetectorupdated"
},

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

C}HS 2 DeleteDetectorModel 2 E H04{F = CloudTrail 21 &= 0| LIEFH of K| ILICH.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
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"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:11Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
.
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Ct2 2 Deletelnput HYS 204F &= CloudTrail 23 50| LIEHH of M|l L|C},

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
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"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:38Z7",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Deletelnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
},
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

C}2 2 DescribeDetectorModel & E04F = CloudTrail 21 = 0| LIEFH of M L|C}.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
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"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
.
"responseElements": null,
"requestID": "18all1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb04",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Ct=2 2 DescribeInput 2HE E0{F &= CloudTrail 21 & =0]| LIEFHH oi| M LIt

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
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"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "input_createinput"
.

"responseElements": null,

"requestID": "3af64l1lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

C}22 DescribeloggingOptions %42 2 0{F = CloudTrail 21 &S 0| LIEHH oi| K| LICt

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",

AWS CloudTrail2 AF23l04 AWS loT Events API & 22 220



AWS loT Events FHEERE FLHA

"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

C}S2 ListDetectorModels 2 S E04iF = CloudTrail 21 &= 0| LIEFH of K| ILICE.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10WIKZTk1YT",
"maxResults": 3

},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

C}S2 ListDetectorModelVersions %S E04{F £ CloudTrail 21 &= 0| LIEHH of| K| L
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
.
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac@4see",
"eventID": "fc6281a2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

C}S2 ListDetectors 22 S E04{F & CloudTrail 21 &= 0| LIEFH of| & I L|Ct.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {

AWS CloudTrail2 AF23l04 AWS loT Events API & 22 223



AWS loT Events FHEERE FLHA

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
1,

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "batchputmessagedetectorinstancecreated",

"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",
"eventID": "@d2b7e9b-afeb6-4aef-afd2-a@bble9614a9",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

CH22 ListInputs S E0iF = CloudTrail 21 &= 0| LIEHH of| M ILICEH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1dF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXNOZDU30GZ",
"maxResults": 3
.
"responseElements": null,
"requestID": "dd6762al-1f24-4e63-3a986-5ea3938a03da",
"eventID": "c500f6d8-e271-4366-8f20-da4413752469",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
},
"responseElements": null,
"requestID": "df570e50-fbl19-4636-9ec@-e150a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9eb6fbc42c",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",

AWS CloudTrail2 AF&3t04 AWS IoT Events API & 22

226



AWS loT Events FHEERE FLHA

"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"roleArn": "arn:aws:iam::123456789012:ro0le/Events_action_execution_role"
},
"responseElements": null,
"requestID": "add29860-c1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa9al4-6a52-47dc-aea@-3cace@5147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
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"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"

iy
"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:00Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
1,
"responseElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba309e5dc62d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"Version"

"Stateme

{

: "2012-10-17",

nt": [

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}

}

"Effect": "Deny",

"Action": [

"iotevents:DescribeDetectorModel",
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"iotevents:
"iotevents:
"iotevents:
"iotevents:
:DeleteAlarmModel",
"iotevents:
"iotevents:
"iotevents:

"iotevents

"iotevents

"iotevents

"iotevents:
"iotevents:
"iotevents:
1,
"Resource": "*"

"Condition": {

DescribeAlarmModel",
UpdateDetectorModel",
UpdateAlarmModel",
DeleteDetectorModel",

ListDetectorModelVersions",
ListAlarmModelVersions",
UpdateInput",

:Describelnput",
"iotevents:
:ListTagsForResource",

DeleteInput",
TagResource",

UntagResource",
UpdateInputRouting"

’

"StringLike": {
"aws:ResourceTag/env": "prod"

"Effect": "Allow",

"Action": [

"iotevents:

]I

"Resource": "*"

"StringEquals"

* 10
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{

"aws:ResourceTag/env" : ["dev", "test"]
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ELicH ZX|7] 22 HololM evaluationMethod THEHO|E{E MX5t0{ 0| SEHE HAE 4+ A& L
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O|l=3afioF & = A&LICH

InvalidRequestException H|A|X|

CreateDetectorModel £ &35t 11 UpdateDetectorModel APIE InvalidRequestException A| T 5t
™ HA[X|7} LEEFE LICE.
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« @F: <timer-name> O|S 2| E}O|HE MHGX| ZMELICH X|& AlZh EAIE &QIsH & CHA|

AEZsl FAHAL.
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* expression-syntax

- data-type

» referenced-data

 referenced-resource

Location
LocationOi CHEt HETJ} 2 & E EA Aot= CFS 27 HIA|IX|of sHEELICE
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Q121 £440| ST Ufoll CHEH A 2tO| 41 IEH WIEIT S

=
triggerType(“Message”) &+ S &2 T AIFIMAIL.

#x|7| 2EoilM F7t S el =2

if ($input.HeartBeat.status == “OFFLINE”)
Ol Ct&1t Hlxguct.

if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

ZHA MZE =7| U ECH triggerType(“Message”) & §Z§-0| MM e E%. 0l 7|HE
At 5t trlggerType("Message") 7t true2 GIHElO{ M 2gIE Ehe TS BHESHA|
ElLIC triggerType & ALE0l CHEF REMIEF LHE 2 AWS loT Events 7HE At QFLHA{ Q| 344

MMM triggerType2 HZAAIR
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if (triggerType("MESSAGE") && timeout("awake"))

ZHA MZE =7| U ECH triggerType(“Message”) &+ S&£0| HX 2= F2.
ol ¥iZdo 2 ZX|7|0M EtO|H S=EH0| A|XHE|X| StoF HIA|X|7F 258t &
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£ 5 4: DynamoDBv22| H|O|2E R 2 JSONO|o{of gfLICt HO|2E7I RE B JSONO| X E=X|
== LS GIHE AWS loT Events = U= X| ISt R2. AEMIEH LIE2 AWS loT Events
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® Note
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temperatureDetectorModel Edit

Run analysis

Create input Publish

loT Events X
+
Detector models
Inputs -
Alarm models =1}
©
Settings e
ha] @ Start “
,/ \\
e :
‘ TemperatureCheck
\ 2 events
\\\ //,,

CFS 2 AWS IoT Events 2£ 2| M ZA1} of| A|JLC}.

Detector model palette

To build a detector model, drag
and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.

(O state

temperatureDetectorModel Edit Rerun analysis ‘ |

loT Events X

+
Detector models
Inputs -
Alarm models =] @T -~ -

& N
Settings o | TemperatureCheck |

\ 2 events
c \
\ /,«'

Detector model palette

To build a detector model, drag
and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.

(O state

Detector model analysis Learn more [2 v
(1) All & (0) Error /A (0) Warning @ (1) Information
@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked
® Note
AWS IoT Events7t ZX[7| 2= 2242 Al2Et = %|CH 24 A|ZHHR| 2 ZTHE 222 &= U

&LiCt.

#x7| 2
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a X7 22 EA(AWS CLI)

Ct2 EA0lMH= AWS CLIE At&36tod ZX|7| 22 E EA9gfLICt

0424
[=X=)

1. .

0jo
mjo
>

Aol EAS AIEELICH

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

@ Note

file-nameg #X|7| 2 Ho|7t & & mtelo| o|§o= CHAEfLICH

Example ZX|7| 2& %9

o —

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureIlnput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,
"transitionEvents": []
},
"onEnter": {
"events": [
{

"eventName": "Init",

ZHx|7] 22 EA(AWS CLI) 258
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"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "0Q"
}
}
]
}
]
.
"onExit": {
"events": []
}
}
1,
"initialStateName": "TemperatureCheck"

AWS CLIE Ar83tod 7|&E ZX[7| 2EE EMote 82, OIS & otLIE MEstod Z4X|7| 22

o|E HMSHM 2.

« AWS loT Events 2£ 2 AIE35I2{H OIS S &8 5IHAM 2.
1. BA Fol M HR[7| 2EHE
2. 4X7| 2RO|M CHa ZX|7| 2 & MEdFFLICE

3. Zdol M ZXI7| 2 LHELHTIE M¥stod ZX[7| 2Hg cte2cgfuch ZX(7| 2 e
JSONS 2 X{ZEElL|C}.

4. ZX|7| 2 & JSON TS dLCt.
5. detectorModelDefinition Z4X|2t QIodH ElLICI CIS S N HSHM 2.

(0

« HO|X| &Ere| & Hml S

ok

« detectorModel 2}2!
« detectorModelConfiguration Z4|
- H|O|X| StEFo| OFX|Y SE (D)

6
« AWS CLIE AF835l1 AlCHH, CIS 2 +35HAMI2.

=IJ' =L 1l
A xl7] Etaj' %E?ﬁtﬁ?béﬂt"' E|'9|:| I:ol ao' = ,E"LQO O NI =
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aws iotevents describe-detector-model --detector-model-name detector-model-name

detector-model-nameg HX|7| Z& O|E2Z HHAMIL.
detectorModelDefinition 7HXIE BEIAE TE|7|0of SAFELICH.
detectorModelDefinition 2|0 S5 ({})E F7}+&tLICH.

oIt UES JSONS E MEELIC

o > »bn

Example S 2| of

"analysisId": "c1133390-14e3-4204-9a66-31efd92a4fed"

oM 24

0424
[=X=

Pal
el

L|Ct.

M IDE =
Al
=

N
M
oo
mo M

Al H% 7-|AH%|=.I-|_||:|._

0f B AEE ZiM

0%
Q'I_I
I

w
n

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

(® Note

analysis-idg& SAE A1 IDE HHFAM L.

Example S 2| of

{
"status": "COMPLETE"
X
dHEi= O S & & stL Y &= A&LICH

« RUNNING— AWS loT Events= #X|7| 22 & EMst10 U&LICH O] Z2MAT 2 %= O
ZcH 120 42 £ AU&LICH
« COMPLETE— AWS loT EventsE ZX|7| 2& EM2 n0tx&
« FAILED— AWS loT Events= & X|7| ZEE Mg = QI&LICH LIS0l| CHA| A3l FAM[2.
= 74
= |

4. S BES ddstod Z4X[7| 22 o 24 Ant
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® Note
analysis-idg& SAtgt 24 IDE HIT M L.

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example SE 9| of

"analysisResults": [
{
"type": "data-type",
"level": "INFO",
"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

},
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"
}
]
}
]
}
@ Note
AWS IoT Events7 ZX|7| B& 2412 AJatEt £ A|CH 24 AIZHIHX| B4 ZATLE 22i8 4 3
&LCt.

261
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AWS loT Events &

Ol ¥oIME RIHElE ¥ MHIA Z2ZEZ0] CHst ME @™, 8E L @ FE E&5H0{ AWS loT
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