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"Version": "2012-10-17",
"Statement": [
{

"Sid": "LookoutVisionS3BucketAccessPermissions",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::my-bucket"

"Sid": "LookoutVisionS30bjectAccessPermissions",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-bucket/*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LookoutVisionS3BucketAccess",
"Effect": "Allow",
"Action": "s3:GetBucketLocation",
"Resource": [
"arn:aws:s3:::my-bucket"
1,
"Condition": {
"Bool": {
"aws:ViaAWSService": "true"
}
}
},
{
"Sid": "LookoutVisionS30bjectAccess",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-bucket/*"
1,
"Condition": {
"Bool": {
"aws:ViaAWSService": "true"
}
}
}
]
}
et gEstoi et 29 &858 FXSMR
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aws lookoutvision list-projects \
--profile lookoutvision-access

Python
0| == AWS £ M SDK oi|A| GitHub ME ANIM 7Kt &LICH H&| oAM= 047|ollA & 2l

StM 2.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: Apache-2.0

from botocore.exceptions import ClientError

import boto3
class GettingStarted:

@staticmethod
def list_projects(lookoutvision_client):

Lists information about the projects that are in in your AWS account

and in the current AWS Region.

:param lookoutvision_client: A Boto3 Lookout for Vision client.

try:
response = lookoutvision_client.list_projects()

for project in response["Projects"]:
print("Project: " + project["ProjectName"])

print("ARN: " + project["ProjectArn"])

print()
print("Done!")
except ClientError:
raise

def main():

session = boto3.Session(profile_name='1lookoutvision-access')

Amazon Lookout for Vision 2@ &

M


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
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lookoutvision_client = session.client("lookoutvision™")

GettingStarted.list_projects(lookoutvision_client)
if _name__ == "__main__":
main()

Java V2

Ol Z== AWS Z A SDK 0i|X| GitHub ME A0 7HMZ & LICH TA o|Ml= 047 (0f A = el
stMl2.

/*
Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX-License-Identifier: Apache-2.0

*/
package com.example.lookoutvision;

import software.amazon.awssdk.auth.credentials.ProfileCredentialsProvider;
import software.amazon.awssdk.services.lookoutvision.LookoutVisionClient;
import software.amazon.awssdk.services.lookoutvision.model.ProjectMetadata;
import
software.amazon.awssdk.services.lookoutvision.paginators.ListProjectsIterable;
import software.amazon.awssdk.services.lookoutvision.model.ListProjectsRequest;
import
software.amazon.awssdk.services.lookoutvision.model.LookoutVisionException;

import java.util.Arraylist;
import java.util.list;

import java.util.logging.level;
import java.util.logging.lLogger;

public class GettingStarted {

public static final Logger logger =
Logger.getLogger(GettingStarted.class.getName());

/**
* Lists the Amazon Lookoutfor Vision projects in the current AWS account
and
* AWS Region.

]
©
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/ListProjects.java

Amazon Lookout for Vision
*
* @param lfvClient
*/

1fvClient)

An Amazon Lookout for Vision client.
* @return List<ProjectMetadata> Metadata for each project.

JHeER 7Hol=

throws LookoutVisionException {

public static List<ProjectMetadata> listProjects(LookoutVisionClient
.maxResults(100)
.build();

logger.log(Level.INFO, "Getting projects:");

ListProjectsRequest listProjectsRequest =
List<ProjectMetadata> projectMetadata

ListProjectsIterable projects

ListProjectsRequest.builder()
1fvClient.listProjectsPaginator(listProjectsRequest);

new ArraylList<>();
projects.stream().flatMap(r -> r.projects().stream())
.forEach(project -> {

1)

projectMetadata.add(project);

return projectMetadata;

logger.log(Level.INFO, project.projectName());
logger.log(Level.INFO, "Finished getting projects.");

try {

public static void main(String[] args) throws Exception {

// Get the Lookout for Vision client.
LookoutVisionClient 1fvClient

.build();

Amazon Lookout for Visio

&f

List<ProjectMetadata> projects

n & 5

=2

M

LookoutVisionClient.builder()

System.out.printf("Projects%n

credentialsProvider(ProfileCredentialsProvider.create("lookoutvision-access"))

Projects.listProjects(1fvClient);
n");
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for (ProjectMetadata project : projects) {
System.out.printf("Name: %s%n", project.projectName());
System.out.printf("ARN: %s%n", project.projectArn());
System.out.printf("Date: %s%n%n",
project.creationTimestamp().toString());

}

} catch (LookoutVisionException 1fvError) {
logger.log(Level .SEVERE, "Could not list projects: {0}: {1}",
new Object[] { 1fvError.awsErrorDetails().errorCode(),
1fvError.awsErrorDetails().errorMessage() });

System.out.println(String.format("Could not list projects: %s",
1fvError.getMessage()));

System.exit(1l);

S5EHA|: (MEH AtE) 158t AWS Key Management Service 7| AE
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Service (KMS) 7|E A5t & MEIY = A&LICH AFM[EH LI 2 AWS Key Management Service
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O
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "LookoutVisionKmsDescribeAccess",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "kms_key_arn"

5EHA|: (MEHALEY) RFA| AWS KMS 7| AFE 21


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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}I
{

"Sid": "LookoutVisionKmsCreateGrantAccess",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "kms_key_arn",
"Condition": {
"StringlLike": {
"kms:ViaService": "lookoutvision.*.amazonaws.com"
I
"Bool": {
"kms:GrantIsForAWSResource": "true"

5CHAL: (MEHALER) KER AWS KMS 7| AFS 22
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Machine Learning

Amazon Lookout for Vision
Spot product defects using

computer vision to automate
quality inspection

A machine learning service that uses computer vision to automate visual inspection of product defects.

How it works

4, ZZXE MMM ZEME HE7|E MESSHLCE

Dashboard i+

v Overview

Total anomalies detected Total images processed

Getting started

Get started on the project dashboard, create a project, add
training images, and test anomaly detection on your own

product lines.

Pricing

Total anomaly ratio

[Py Y T NS (R J SR T SRS TN S,

1d3d1w1m3m6m‘c‘

R

Projects (9)

‘ Create project

1

2

>

0

=

ZME 4o Ho|x[o|M CtEE T LICH

-

x2™ME 0|§0f getting-started2 24gtL|CH
=

ME pFS7|E MEfELICH
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Create project i

(® The first step in creating an anomaly detection model is to create a project. A project manages the datasets X
and the versions of a model that you create. To ensure the best results, your project should address a single
use case.

Project details

getting-started

< eadst have no more than 255 characters. Valid characters are a-z, A-Z, 0-9, - and _ only. Name must begin with an
alphanumeric character.

e

Cancel

6. Z2ME HO[X| &S YA Mol HIOJE| ME Mg Mgt

26 A2 M 35



Amazon Lookout for Vision

JHeER 7Hol=

getting-started i«

v How it works

How to prepare your dataset

Create dataset

Add images to your
dataset. The images are
used to train and test your
model. For better results,
include images with
normal and anomalous
conte

Create dataset

B

Add labels

Add labels to classify the
images in your dataset as
normal or anomalous.

How to train your model

@

Train model

Train your model with your dataset.
After training, your model can
detect anomalies in new images.
Your model might require further
training before you can use it.

7. OIO|EH|0o|A W HO|XK|oAM CHEE - T LICH

a. EUOO|E ME BHETI|E

b. olOlx| & F#4
MEfEFLICEH

c. .manifest I} | x|0of=

3l & LA E 12 2| Amazon S3 %]

to getting started folder/manifests/train.manifestd} Hl%

MEdgFLICH

1EHA: L HAE m

M4 9 olojx HEE

M Moi| A SageMaker Ground Truth2 2i|0|& 0| X|'HEl o|0|X| 7t X2 7|&

O| 6.cEHAOMM Z7|F

d. OIO|E ME MdS MEigL|Ct.

2 o|zq4st
= H e

LICt. Amazon S3 & %|&=

s3://path
Sl OF §fL|Ch.
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Create dataset .«

Dataset configuration

Co option

© Create a single dataset

Simplify model training by using a single dataset.
Recommended for most use cases. Later, you can add a
test dataset for finer control over training images, test

Create a training dataset and a test dataset

Use separate training and test datasets to get advanced
control over training, testing, and performance tuning.
Later, you can revert to a single dataset project by
deleting the test dataset.

n: images, and performance tuning.

What are training datasets and test datasets?
« A training dataset teaches your model to find anomalies in images.
« A test dataset evaluates the performance of your trained model.

Image source configuration

Import images Info
Import images from one of the sources below.

Import images from 53 bucket
Use images from an existing 53 bucket
by entering the 53 bucket URI You can
automatically add labels based on your
53 bucket folder names.

Upload images from your
computer

Add images by uploading files from
your local computer. You're limited to
uploading 30 images at one time.

Import images labeled by
SageMaker Ground Truth
Provide the location of your .manifest
file. If you've labeled datasets in a
different format, convert them to a
.manifest format.

Manifest file location
53 bucket location of your manifest file

The maximum manifest file size is 1 GB.

Canc Create dataset

202 MY
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8. ZEZME MF HE THIOIXIQ-I o|O|x| Ml Mof M Cllo|E{ ME o|D|X|E = lEtLICt. 2 HIO[EMIE
olOlx|of Ciet 2F X o|0|X| B HE (OtAa3 L o2 = Blo|8)E 2 = &LIct o|o|x|
£ HMSI7LE, Blolg XY &El (BlolE xIF/EIolg eis) W2 ol0lX|E ZE{Zst AL, olOlx]|
of €& ole &5 tllolg2 7IE2 2 O|0|X|§ EEZY = J&LICH

© Allimages (63) Q 12 - >
Labeled (63)
Unlabeled (0) anomaly-0.jpg anomaly-10.jpg anomaly-11.jpg
(31)
(32)
Anomaly labels
Q, Find anomaly labels
Select all
Anomaly Anomaly Anomaly
cracked (32)
IV Anomaly labels (1) @ » Anomaly labels (1) ©® » Anomaly labels (1) ©®
v
M cracked
9. ZEZNE MNE ME HO|XK|oM 2R && S MESSLICH
N
getting-started . ( rain model )
v How it works: Prepare your datasets
[ 1 1. Classify images 2. Add anomalous areas
Classify images as normal or an anomaly. Classify multiple images at W If you want your model to also find anomalous areas,
= a time by first selecting the desired images. If you don't need your define your anomaly labels, such as a scratch or dent.
model to find anomalous areas, then you don't need to define any Then use the annotation tool to mark anomalous areas
anomaly labels. and choose anomaly labels.
You have enough labeled images to train a model.
» You can improve the quality of your model by adding more labeled images.
» Unlabeled images aren't used for training.
e Click 'Train model' above to start training a model.
10. 2 =& H|o|X|o|M 2= &S METLICH
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1. REHE 85D 4287122 Ciet dXtod 2E =348 MERrLICH
12. Z2ME D& H|o[X[ofA f&0| AlZTEl WE &HlE + U&LICH RE HHO| HEf He #lst
of $RH AEHE OIS AN, B StA S R 5He Ol 2|4 302 ZEILICH MEf7t s 2a=
HZEH 30| MBXoR R E WL
13. 220l ZLH 22 Ho|X[oM 2E 1S MEHEFLICEH
Amazon Lookout for Vision Projects getting-started Models
Models (1) info
Q 1 >
Model v Status v Date created A Precision v Recall v
Model 1 @ ,T’?”,’,‘?',‘SFP,’,“,PPEF? September 21st, 2022 100% 100%
\__/ \___/
14. ZEO| MF Y& Ho|X[olAM Hs x|E ol Bt AotE HSHAAI. OHE0i| A8 += /U=
X|E= ChEot Z &L
- DM £ 27 olF0f CiE MA 2 M5 KIE (HUT, MES, F1HD)
Model performance metrics info
Status Status message Date created
® Training complete Training completed successfully. September 21, 2022 11:55 (UTC-07:00)
Train duration Test images
20 minutes 17 seconds 20 images
Precision Recall F1 score
100% 100% 100%
10 anomalies were correct out of 10 anomalies were predicted out of The overall model performance.
10 total predictions 10 total anomalies
- EHIAE o|O|X|ollM YZAE of @ &5 BjolEof ChEt ds XIE (B 10U, F1 M=)
39
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Amazon Lookout for Vision

Performance per label (1) info

Q
Label A Test images v F1 score v Average loU v
cracked 10 86.1% 74.53%
« H£AE olO|x[of CHEF o & (EF, 2€ 0t&3, ol = l|0]E)
Images (20) info
Q 1 2 8 >
anomaly-35.jpg

anomaly-38.jpg

normal-125.jpgy

@ Correct @ Correct @ Correct
Prediction Confidence Prediction Confidence Prediction Confidence
Normal 95% Anomaly 95.3% Anomaly 95.4%

lw Anomaly labels (1) ® p Anomaly labels (1) ®

B cracked

ste2 M0l Z Bt A3kt o To|xlofl EAIE ZBket CHE 4= Ql&LICH KEMIEH LY

Amazon Lookout for Vision 2 & 7{M MME XML

=

=
(=}
=

3CHA|- Al A=
O| EtAl| M= O|0|X|E EME FH|7I E|=8 RE SAEIS A|ZELICE REM|SH LIE2 EEE
ol AlSH MAMS X XML
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® Note
2Eg A¥sts AlZtol et 2 30| HPELICH 5B 2H SX(oIM 2HS HX|Al7|H &
LICH
DS AT
1. ZREO MF HE Ho|x|o|Md ZE A8 S MBS O S 22l =0l API SE S MEiELCH
Amazon Lookout for Vision Projects getting-started Models Model 1
MOdel 1 Info | Run trial detection m
Create +
v How it works: Evaluate your model Cl_ bbb ,D

2. AWS CLIHEZ MMof|M{ start-model AWS CLI 23S S AT

AWS CLI commands

Use CLI commands to start, stop your model or detect anomalies in images.

Start model

Use start-model to start running your model. A model takes a few minutes to start. Check the status in the performance metrics tab or the models view for youppsest

aws lookoutvision start-model \
--project-name getting-started \
--model-version 1 \
--min-inference-units 1

3.  Amazon Lookout for Vision 2& & A8 35l= AWS X1t S s XG0 AT = AWS CLI
O| M| UEX| EQSHAAIR. AWS CLIZF AFE 5 AWS X|E S HZASHE{T SDKE Mkx|E

LICH AWSE EESHAAIL.

4, HH ZEIZEO| M start-model BHES =25t0{ 2 S AZHELICH lookoutvision ZE2E
A&38tod A}74 ZHE 7tX{284™ - -profile lookoutvision-access OH7H B2 F7}

AlAI2. 0f:

= —_ .

aws lookoutvision start-model \
--project-name getting-started \
--model-version 1 \
--min-inference-units 1 \

SEFA: 2 AR} “
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--profile lookoutvision-access

M 5£0| ¥3stH ChE £30| ZAIELUCH

"Status": "STARTING_HOSTING"

o

M
>

2 E0t7t B Folq Z=RS MEdFLCH

Amazon Lookout for Vision X Amazon Lookout for Vision Projects getting-started Models 1 Integrate cloud

Integrate API to the cloud
Dashboard

Projects

AWS CLI commands

Use CLI commands to start, stop your model or detect anomalies in images.

¥ getting-started

Dataset

Trial detections Start model

Use start-model to start running your model. A model takes a few minutes to start. Check the status in the performance

Edge model packages New metrics tab or the models view for your project.

aws lookoutvision start-model \
--project-name getting-started \
--model-version 1 \
--min-inference-units 1

Detect anomalies

After your model starts, use detect-anomalies to detect anomalies in a JPEG or PNG format image file.

aws lookoutvision detect-anomalies \
--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \
--body /path/to/image.jpeg

e ol 2 (2 1) AEi7t BAREOE EAIE K| VIctEl AR, ZRME
DEE e AlZ! Mol YCkH 24 DE w0l #2E WK JICHEIML.

Copy

(]

Copy

of| A o]0

SEHA: = AIF
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Models (1) info

Q
1 >
Model v Status Date created A Precision ¥ Recall ¥
Model 1 ® Hosted September 21st, 2022 100% 100%

\——-/

ATHA|: O[O K| 2 A

O| A= 22 E AF235t04 O|0|X|E AT LICH ZHFE{2| Lookout for Vision dHEAM 2|EZX|EE|

off U AlESt7] test-images ECIOM AL E & U= oA 0|0|X|E MSELICH RHAMIEH LI 2
olOIX[ofA of&f B X| MME A xstM 2.

O|0|X|& EAstedH

1. 2d Ho|X|oM R 12 MEeist|c

Models (1) info

Q
1 >
Model v Status V Date created A Precision ¥ Recall v
@ (® Hosted September 21st, 2022 100% 100%
v
2. ZHIOIME HE HOIX|oM 2 AL S MEIEHCHS E2L 1 API S& 2 MEIELICEH
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Amazon Lookout for Vision Projects getting-started Models Model 1
MOdEl 1 Info | Run trial detection
Create i
b <| Integrate API to the cloud D
w How it works: Evaluate your model
v

3. AWS CLIEZ] MAMOoJ|A detect-anomalies AWS CLI HZ S S ALEfLICH

Detect anomalies

After your model starts, use detect-anomalies to detect anomalies in a JPEG or PNG format image file.

aws lookoutvision detect-anomalies \ Copy
--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \
--body /path/to/image.jpeg

4, HH ZETEOM O|T EtH 2] detect-anomalies B S 24504 H|X A O|OIXK|E E
MErLIch ZAFE{Q] AESHT| test-images EC0IA] 4% O|O|X|E --body OH7H EH==0f
X3 AAIL. lookoutvision Z2EE AFE5104 AHY BHE 71X 22{™ --profile

EE o
lookoutvision-access D7 BHH=E FII5HAA|2. 0]

aws lookoutvision detect-anomalies \
--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \
--body /path/to/test-images/test-anomaly-1.jpg \
--profile lookoutvision-access

"DetectAnomalyResult": {
"Source": {
"Type": "direct"
},
"IsAnomalous": true,
"Confidence": 0.983975887298584,
"Anomalies": [
{

"Name": "background",

4EHA|: o|O|x| E4 44
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"PixelAnomaly": {

"TotalPercentageArea":
"Color": "#FFFFFF"
}
},
{
"Name": "cracked",
"PixelAnomaly": {
"TotalPercentageArea":
"Color": "#23A436"
}
}
1,
"AnomalyMask" :
}
}
5. Ct22 o] E=oi CiEt Rol At LCt,

IsAnomalous2 S E EF0| CHE 22
HX| tof falseS AASIAAIL.

LS — L—

ILICF olOlx|7} HI'H & 0lH true

0.9818974137306213,

0.018102575093507767,

"iVBORWOKGgoAAAANSUhEUgAAAKAAAAMACA. .. ... "

g Mgs,

H

« Confidence Amazon Lookout for VisionO| 0i 0] CHal| 4= AZEE LIEHHE B35 A

Mzrduict 02 71 E2 MEZo|n 12 7HE =2 ARz Ut

« Anomalies® O|O|X|0{A L74El O|4 T o] SFULICE Name= 0fl2| &5 oilo|= LIC.
PixelAnomaly 0iQ| &=0o| & B#EE MA (TotalPercentageArea) It 0i2| &= 20|
=9| M4 (Color)2 ZEELICE SF0l= ol0X|M H74E ol &S 0[]0 WAS Z & st
E“HiE" ool &5 & Elo] JU&LCt

« AnomalyMask2 EAME HaofM HIEHA 9| {X|E E0iF = 0tA 3 o|O|X|LCt,

Cl2 of| |9t 20| STto| MEE A= st EM=
gL oA 2 EE= EF & ]

ATt o|Olx| EA

45



Amazon Lookout for Vision XL 7Hol=

Classification:
Prediction: Anomalous
Confidence: 99.9%
Segmentation:

4EHA|: o|O|x| E4 46
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E£0{o| &t o|O|X|E EMELIC} 1lookoutvision

6. HH ZFIZEO|M AlES7]| test-images
ZZEE AR50 X1 SHE 71X28{™ --profile lookoutvision-access Oi7H HL-E
FIHHA A2, of:

aws lookoutvision detect-anomalies \
--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \

--body /path/to/test-images/test-normal-1.jpg \

--profile lookoutvision-access

"DetectAnomalyResult": {
"Source": {
"Type": "direct"
.
"IsAnomalous": false,
"Confidence":
"Anomalies": [

{

"Name": "background",
"PixelAnomaly": {

0.9916400909423828,

"TotalPercentageArea": 1.0,

"Color":

1,
"AnomalyMask" :

[

7. &3Z0fM IsAnomalous®| false Zt2 O|0|X|E H|EH A O] €

==

=
O|5lAMA|2. Confidence2 AI25IH ER

"#FFFFFF"

"iVBORWOKGgoAAAANSUhEUgAAAKAAAA. . ...

£ Aoz 2FEchs Hol &7
off cHer ¢lZ|= & Zdste ol =&0| 'uich £t

Anomalies HIZO|= background 0iQ| &= BilO|28t U&LICEH
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A™E[E AZHEFE 2 20| F#oELUCH ol ZEE A
Y mf ZES ChA| AIEE = U&LICH RhAIE

xotMlR.

Amazon Lookout for Vision
-
S K|

AE %3x|ol-|__||:|. E':'”O|

SX[alioF ELICH Ctg ol Ze

5EHA|: D E
O| EtAHMMHE BE S A
o|E
LI 2 Amazon Lookout for Vision 2 & A|Xt57| MM
Models 1 Integrate cloud

=) <>
o|' x| I- = 7=|
getting-started

Projects

Des SK|5He{H
PA FolMd 2=>E =g
Amazon Lookout for Vision X Amazon Lookout for Vision
Integrate API to the cloud
AWS CLI commands
Use CLI commands to start, stop your model or detect anomalies in images.
Copy

Dashboard
Projects
Start model
metrics tab or the models view for your project.

W getting-started
Use start-model to start running your model. A model takes a few minutes to start. Check the status in the performance

Dataset

aws lookoutvision start-model \
--project-name getting-started \

--model-version 1 \
--min-inference-units 1

Trial detections

Detect anomalies
After your model starts, use detect-anomalies to detect anomalies in a JPEG or PNG format image file.

aws lookoutvision detect-anomalies \
--project-name getting-started \

--model-version 1 \
--content-type image/jpeg \
--body /path/to/image.jpeg

212 MEfELCH

24 mo|X|oMH &2

Copy
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Models (1) info

Q
1 >
Model v Status Date created A Precision ¥ Recall ¥
Model 1 ® Hosted September 21st, 2022 100% 100%
v

3. ZEO MF HE HOo|x[ofM 2 ALS S MEE

=

CI2 22IRE0| API S8 MEHSHL|CE.

Amazon Lookout for Vision

Model 1 Info

Projects getting-started Models Model 1

| Run trial detection m

Create

v How it works: Evaluate your model

<| Integrate API to the cloud D
e —————————

4. AWS CLIHZ MMoiM stop-model AWS CLI B S SAHE
Stop model
Use stop-model to stop your model running. You are charged for the amount of time your model runs.

aws lookoutvision stop-model \

Copy
--project-name getting-started \
--model-version 1

5. ¥ ZExE0AM O] EtH2] stop-model AWS CLI HHES ¢l245tof ZEH S FX|E
lookoutvision ZZ2EE AI&5104 XAt 4 B3HZ 712 {H -

FL|CE.
E Tl o o=
access Of7H HE FII5HAAIL. of:

-profile lookoutvision-

aws lookoutvision stop-model \

--project-name getting-started \
--model-version 1 \

--profile lookoutvision-access

AIxS
==

fok
1¥]

Ol §3stH

—

njo

E£30| Z AIELICE.

5EHA!: 2 FX|

49



Amazon Lookout for Vision XL 7Hol=

"Status": "STOPPING_HOSTING"

6. ZE&Z SO0t7tA 2% &M Ho|X[ofM RS MEFrLICEH
7. SJEigol2E HEf7 o4 22w 2Ro| SX|E [Lch

MY OrE o|0X |2 REHE OHE EH|7H S HY T2 HMEE MMEHL|CE o X|IZE EML. X|& o]
= Amazon Lookout for Vision 2 L AWS SDKE AlE5lo{ REE MAMSE BHAH[7F & E|o] UE
LI|C}.

CHE oAl ClO|EMEE M35 Eed™ 0l Z= 2 IO|EMES FHERSHAAIL.
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Amazon Lookout for Vision 2 & A Ad
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® Note
Amazon Lookout for Vision Z2EMEE T 2 H|X{<st1 F445t= AWS CloudFormation O| At
8 = A&t RHMEH LI CHE 2 AH8 304 Amazon Lookout for Vision 2|4 A BHE T
AWS CloudFormation B & X5 AAIR

EMEE Hp{d T 2dME H7|8 AL Amazon Lookout for Vision CHA|ZE A2 E 0 Al A

1. 0l Amazon Lookout for Vision https://console.aws.amazon.com/lookoutvision/2& 2 3 L|Ct.
2. FZEMFM Z2MEE MEAEFL|CE

3. Z=EHME QHETIE MEFLIC

4. IZZHME O|Eof| Z2HMEQ| 0|EE =T LICH

5. ZEHME UE7J|IE MEFLICH Z2EME ME HE 1 o|X|7} AREIL|C

6. ClO|EH MEE HMste{™ CIo[H MEE MHTLICH Mol MALE [MEAA|L.

Ol CreateProject® 1S AFE2 304 Amazon Lookout for Vision TZMEE MM3tLICH SHolE =2
ME 0o|En ZZHME 9| Amazon E|AA 0|8 (ARN) O CreateProject E&E/LICH O& Chg M3t

E CreateDatasetZd0{ Z2ZHEO| 1€ LU EHAE HO|IEHMEE F7I5tM . REAIEH LIRS LT A
E mg A835t04 C|O|E{M E BHE7( () SDK EFHE FHESHAAIR.

Hu
2
m

mjn
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2iM ListProjectsE ST E5tMR. AtMEt LIS2 ZEME H7|
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https://console.aws.amazon.com/lookoutvision/
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateProject
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateDataset

JHeER 7Hol=

Amazon Lookout for Vision
Z=MEE OHE84™ () SDK
1. b= AMx|5tx| QQITHH U B MxI5hT TAI5HAIAI2 AWS SDKs. AWS CLI RHAIBH LIg S 48
H: AWS CLI 2 AWS SDK A% Bt E B ZFHA AR
2. O3 od Z=E& Adsto] ZEHES dggfLich
CLI
project-namel| Z{2 ZZMEO| AIEE 0|52 HAELICH
aws lookoutvision create-project --project-name project name \
--profile lookoutvision-access
Python
C = AWS 2 M SDK oAl GitHub K& A0IM 7Hrd@ ZdQILict F=| o &= 047[0dlA] &
project_name)

ol =

QIStAIL.

@staticmethod

def create_project(lookoutvision_client

Creates a new Lookout for Vision project

param lookoutvision_client: A Boto3 Lookout for Vision client
The name for the new project

The ARN of the new project

project_name
, project_name)

:param
return project_azrn
try:
logger.info("Creating project: %s
response =
lookoutvision_client.create_project(ProjectName=project_name)
response["ProjectMetadata"]["ProjectArn"]
%s'', project_arn)
%s.", project_name)

project_arn
logger.info("project ARN
except ClientError:
logger.exception("Couldn't create project

raise

else:
return project_azrn

44 () SDK
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py

Amazon Lookout for Vision XL 7Hol=

Java V2

A= AWS 2 A SDK oAl GitHub 2I|ZX|E 2|0 7IX{&t&LICh A of|Al= 0470l A

* Creates an Amazon Lookout for Vision project.

* @param lfvClient An Amazon Lookout for Vision client.
* @param projectName The name of the project that you want to create.
* @return ProjectMetadata Metadata information about the created project.
*/
public static ProjectMetadata createProject(LookoutVisionClient 1lfvClient,
String projectName)

throws LookoutVisionException {

logger.log(Level .INFO, "Creating project: {03}", projectName);
CreateProjectRequest createProjectRequest =
CreateProjectRequest.builder().projectName(projectName)
.build();

CreateProjectResponse response =
1fvClient.createProject(createProjectRequest);

logger.log(Level.INFO, "Project created. ARN: {0}",
response.projectMetadata().projectArn());

return response.projectMetadata();

3. ClolEf MIEE MM3t24™H Amazon SageMaker Ground Truth OHL|HA E TS AF& 35104 G| O]
EHAMHE M4 MMo| MRE [MEMAIL.
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2|z Ef M Rt M TEMES MESSH|C}.
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L HAE mhd 64


https://console.aws.amazon.com/lookoutvision/

Amazon Lookout for Vision XL 7Hol=

Single dataset

1. Y HIO|H ME BFE7|E MEfRfLICH
_I

2. O|0|K| AA A MMo

3. .manifest IFY 2%x|2] ZL Amazon SageMaker Ground TruthE A& 304 0|0|X|of 20|
= KXol 6EtAMIM 7I1F8l & LA E oo @|X|E U23FLICH.

Separate training and test datasets

1. 1% HIOEIME L BIAE ClO|EINIE BHE 7|8 MeygrLict,

e
2. 12 OOEHME ME HE MMolA SageMakerGround TruthZ 2{|0|£ 0| x| El o|O| K|
MR 7|E MENELCE

3. .manifest I Y| x|oAHE Amazon SageMaker Ground TruthE AFE 3504 O|O|X|of ol

Kol e HM 7|56l £ OiLHAE mho| @{X|LICH.

4. E|lAE OIO|IEMIE MEHEE MMoA SageMaker Ground TruthZ £i|0|2 0| X|HE! o|0]
X 7t MR 7|E MEfEhLCt

5. .manifest It 2 x|0{ A= Amazon SageMaker Ground TruthE AF& 3504 0|0|X|of| Bf|o|E
AEol 6HHMM 7IS5H £ OHLHIAE mto| Qx|LICH HIAE HO|E MEE HE
Ol L HAE melo| Eestcts M2 7IM5HMIR.

8. ZE &0l L2 EAof et REE &6k,

[o]l]

SageMaker Ground Truth E4{9| D{L|H|AE mUE 7tX{2t A CIO|[EHMIEE BtE &= /U&LICE O]

I‘E% =
0| X|0d Ground Truth OHL|HAE mlo| ol @Al Z Bl|o|E0| X|HEl AL 2 HEE AI2510
SageMaker Ground Truth &4 O{L|HAE It Y g BFEMA|L. SageMaker

oo AE mtel2 JSONEHRl A2 = Elof Rlem, Zf 2tel2 o|d|x|el BlojE SEE LiELi= &
et JSON Z4A iLict. olOlx| £F X o|0|x| 2 ol= CtLer E40] A&LICH OiLHAE Zted2
-8 213 FE A8 3stod UTF 2l FalioF & L|Ct,
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http://jsonlines.org
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® Note

O| Ml440| JSON 2t2l oAM= 7H5dE 2l F4

°
bal
0
n
29
I>
C
n

|AE mto| # =5t 0|0|XK|= S Y8t Amazon S3 B{Z!0d| Qlo{oF & L|C}. OfL|HAEE CIE
HZlol I8 £ l&LICt 2t2le] source-ref =0 o|O|x|Q| &%|& KX|&&EfL|Ct. JSON

EE Ar835t0o DHLHAE o2 BHE = U&LICEH Amazon Lookout for Vision Lab Python = ES
2|2 7|E ofA| olO|x|ofl CHEt o|OlX| 27 oL A E TS MMee WHE EoiELCH £
=
(]

kU ro Ru

ol 2lZX|EZ|e| CIO|HAE oM AWS ZEE MY = A&LICH HEE FEE gL () CSV

oIS AL85to LI AE TS &7 BHE £ U&LICH RIAMEH LIE2 1Yo EF ofLHAE
It BHEJ| CSV BH2 R ESHAAIR
=HA

o|0|x| 27 & <8 JSON 2+l Ho|

Amazon Lookout for Vision HLIHAE 1t Aol M AtEsted= 2 o|O|x|of CHsH & JSON £ HeolF
LICH BF 22 BFSc4H JSON 2telof e == ol o|o|x| B/ 7t Z & =|o{oF & LIt JSONEf
212 SageMaker Ground Truth 27 ¢ & AL OHLHIAE o2 7tx{2e{= o|0|X|E
8t 7§ O|AFQ| JSON Z2 FAIEILICY,

Al
(=]
=

1 34 Al
= o

258 ol0|x|of CHE DHLIMAE TUS BHE2ip
1. BIEAE DY AN
2. 7txi@eds 2t olnlxlof JSON E F7HeHLICh 2H JSON 2t Cha Tt Hl4 s of Bhict,

{"source-ref":"s3://lookoutvision-console-us-east-1-nnnnnnnnnn/gt-job/manifest/
IMG_1133.png", "anomaly-label":1,"anomaly-label-metadata":{"confidence":0.95, "job-

name":"labeling-job/testclconsolebucket","class-name":"normal", "human-
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https://github.com/aws-samples/amazon-lookout-for-vision/blob/main/Amazon%20Lookout%20for%20Vision%20Lab.ipynb
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/python/example_code/lookoutvision/datasets.py
https://docs.aws.amazon.com/sagemaker/latest/dg/sms-data-output.html#sms-output-class

JHeER 7Hol=

Amazon Lookout for Vision
annotated":"yes","creation-date":"2020-04-15T20:17:23.433061","type" :"groundtruth/

image-classification"}}

88 4 UK|BH T4k obeLict

2 oiLHAE ot

4. MM OILIMAE THUS A8 50 ClOIE MEE MMM, REME LIS
OHS 7| S TS AR

=5 JSON 2t¢!

o| dlMofA= o|0|X|E E& E

JSONO{==HZ| 22!
O EAIE 0|0KIE HEo{ELICH T2 class-namel| 2t

T

C}S JSON E2 ol &=
anomaly&lL|C},

"source-ref": "s3: //bucket/image/anomaly/abnormal-1.jpg",

"anomaly-label-metadata": {
"confidence": 1,
"job-name": "labeling-job/auto-label",
"class-name": "anomaly",

"human-annotated": "yes",
"creation-date": "2020-11-10T03:37:09.600",

"type": "groundtruth/image-classification"

I
"anomaly-label": 1

JSONL-EH 2} 2!
CIS JSON €2 Ma o=z EAIEl 0|0|X|E EodFLICE 2112 class-namel| 22 normal &L|C}.
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"source-ref": "s3: //bucket/image/normal/2020-10-20_12-14-55_613.jpeg",
"anomaly-label-metadata": {

"confidence": 1,

"job-name": "labeling-job/auto-label",

"class-name": "normal",

"human-annotated": "yes",

"creation-date": "2020-11-10T03:37:09.603",
"type": "groundtruth/image-classification"

}I

"anomaly-label": 0

JSONE}R! 712 2k

Ct2 ME = Amazon Lookout for JSON Vision 2}212| 7|2} Ztof| CHEt A& lL|Ct.

AN FE

(Z%) o|O|X[2] Amazon S3 Y X|LICH BHAI2 "s3://BUCKET/0BIECT_PATH"ILICH 7tK{= O
OlE{MIE 2| o|O|X|= S YUt Amazon S3 HHZ!0| X{& |o{of ghL|ct.

0|4 gilolg

(E=) 80|12 &4 7] anomaly-label &= MEE CHE 7| O|&2 AFE5HAIA|2. Amazon Lookout
for Visiond| M= 7| gt (91 oAl 0)0| ER5tX|BH AF E|X|= 2L &LICt. Amazon Lookout for VisionOf|
M MMEEH £ oL THAEE= HI™E4 o|0|X|e] A< gt2 12 HEtstn et o|olX|el AR 2t2 02
BB B LIt class-name®| Zhoil 2t O|O|X|7} HAQIX| HI'E & IX|7F AEELICH.

-metadata’t F7HEl ZE 0|22 A|HE[= 4 85t= HEHIO|E{7F Qlo{ok g LICt of: "anomaly-
label-metadata".

anomaly-label-metadata

(Z=) gilolg 4ol cHE HIEtH|OlE ZE O|&2 -metadataZt F7HE! Bf|0|& &-gu S Lok &L
Ct.
confidence
(M=) Amazon Lookout for VisionO| At & & Q& LICH 2fE XIHstE B 19| ¢S MEsHAA
(@)

job-name

(M= AHE) OIOIXIE *E|stE 2 Yol #stE 0lFE =0IAM2.
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class-name

(Z2) o|O|x|ofl it LHgo| Z&E ZBL normal S XI5, 2 X| &t 2™ anomalyE |35t

AA|2. class-name?| 2[0| CHE 2tQl B2 olO|x|= ellolE ol XIEE[X| ef2 o|0|x|Z ol Al
Eof F7tELCt o|O|x|of 2i|o|&& XI'Fsted™ Tl o[ M Eoi| o|0[X| F7t& HZstMA2.

human-annotated

(El) AHRO| M E ptdRiomM "yes" T2 XYM, ol Z20|= "no" 2 XI™HELICEH
creation-date

(M4 AFS) B9 MIAIAL(UTC) BHEo] AT et U Al
type

(2= olO|x|oi| M &sHot st *2| fFLICt olO|X| =& of2| Eilo|ZE2| B¢ 2
"groundtruth/image-classification"&lL|Ct.

7'-7-
rlo

ol0lx| 2&E <8 JSON M Ho|

Amazon Lookout for Vision OHL|HAE It Aof| M AHEStEd= 2 o|O|X|of| CHal 8 JSON &2 Holg
L|Ct MaHE|o|M RS MMsledE A<, JSON 2teloflE o|O|Xx|of Ciet MaME|o|M 2l EF &
(@]

Bt 2 z[ofof gfLICH DHLIHAE Y2 7K 224 O|0|X[Y stLtM], stLt 0|4 2| JSON 2tele
2 FdELch

27 ol0lx|§ ?le LA E T+

2 0
=

M

o4

r

2. 7tMQci= Z olO|x|of JSON £ FIHELICH Zf JSON 2t2l2 CHE 1t Hlz sl oF ErLCh.

{"source-ref":"s3://path-to-image", "anomaly-label":1, "anomaly-label-metadata":
{"class-name":"anomaly", "creation-date":"2021-10-12T14:16:45.668", "human-
annotated":"yes","job-name":"labeling-job/classification-job","type":"groundtruth/
image-classification","confidence":1}, "anomaly-mask-ref":"s3://path-to-

image", "anomaly-mask-ref-metadata":{"internal-color-map":{"0":{"class-

name" : "BACKGROUND", "hex-color":"#ffffff", "confidence":0.0},"1":{"class-
name":"scratch", "hex-color":"#2ca®2c", "confidence":0.0},"2":{"class-

name":"dent", "hex-color":"#1f77b4", "confidence":0.03}}, "type":"groundtruth/
semantic-segmentation", "human-annotated":"yes", "creation-
date":"2021-11-23T20:31:57.758889","job-name":"labeling-job/segmentation-job"}}
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Amazon Lookout for Vision

4. dYE fLHAE tUE ALE5t0{ DO|Ef MIEE dEstMR. REME LI 2 DHLTHAE mped

o
min
N
T
0
jo
ild]
b
g'l_l
il
>
Po

M2 HE|0|4M 2+l JSON

o| Mo M= olO|x[of CHEt Be X EF HE7F ZEE JSON Mg BteE Y S Lot=L

bl

CtZ JSON 2 2¢ & 257/ HEJt =&l O|0|X|E E0{ELICH anomaly-label-metadata®
F HE7 801 U&LICH anomaly-mask-ref12[1 MIOHE|O|M HEE anomaly-mask-ref-

metadata Z&&HL|C}.

"source-ref": "s3://path-to-image",
"anomaly-label": 1,
"anomaly-label-metadata": {
"class-name": "anomaly",
"creation-date": "2021-10-12T14:16:45.668",
"human-annotated": "yes",
"job-name": "labeling-job/classification-job",
"type": "groundtruth/image-classification",

"confidence": 1
},
"anomaly-mask-ref": "s3://path-to-image",
"anomaly-mask-ref-metadata": {
"internal-color-map": {
"0": {
"class-name": "BACKGROUND",
"hex-color": "#ffffff",
"confidence": 0.0

},

"1t {
"class-name": '"scratch",
"hex-color": "#2ca02c",
"confidence": 0.0

.

"2m: {
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"class-name": '"dent",
"hex-colox": "#1f77b4",
"confidence": 0.0
}
},
"type": "groundtruth/semantic-segmentation",

"human-annotated": "yes",

"creation-date":
"job-name":

JSONEtR! 7| & &t

Ct

ﬂlo

oA

o2k

P

(El==) o|O|X[2] Amazon S3 | x|IL|Ct.
O|EHMIE

M E = Amazon Lookout for JSON Vision 2212 7|2} Z

Al
Al
o| o|0|X|= S YUst Amazon S3 EHHZ!0]

"2021-11-23T20:31:57.758889",
"labeling-job/segmentation-job"

toi CHet Al |C}.

4

S
o

2 "s3://BUCKET/0BJECT_PATH"ILIC} 7tX2 O
XME E|ofoF BfLCt.

ol dilolg

(Z=) BI0|2 &4 7| anomaly-label == MEASH CHE 7| O|§ 2 AFE5HAA|2. Amazon Lookout
for Vision0ll M= 7| 2k (2] 0iAl 1)0] E2 35 X|BH AHE E[X|= 2L &LICH. Amazon Lookout for VisionOd|
M AEE 23 OlLHAEE HI'EY o|0[X|e] A2 2t 12 HHetetn U o|0|X|e] B2 w42 02
BB LICH class-name| Ztod| 2t O|O|X[7} H&QIX| HI'H & X171 A-EELICH.

-metadataZt F7tE ZE O|§2 2 AHE|= 435t= HEH|O|E{7t {040k B LICE. of: "anomaly-

label-metadata".

anomaly-label-metadata

(El=) glolg &/dol ciE HIEHEo|Ee 2/ HE 7t 01 U&LICH EE O|&2 -metadataZl F7+E
cllo|& &dut SsHok gfLct.
confidence
(A=) Amazon Lookout for VisionO| AF& & &= Q& LICH 22 XIHste B2 12| k2 AHSst Al
o
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job-name
(MES AL O|0|X[& #Elst= &YYol #st= OlF2 E0IML.
class-name
(Els) o|Ofx|ofl it Li&o| 2 & E B2 normal2 XIHstn, 2 K| oo M anomalyE x| &5t

2AI2. class-name?| ZtO| C}E Z):Ol 2<% ol0|x|= ellol= ol X|™HE|X| i 2 o|0|x|=Z ol OfE{Al
Eof &7FELICH o|0|X[oi 2ol & XI'¥stEd™ ClIOlE{ MEo| O|0X| F7tE HZEstAAL.

human-annotated

(T4 AbRrol A1 ohag

>~0Il

Ji
fjo
A
0%
Q'I_l
=
kO
o
[
o
4o
(=)
rr
::
o—
Hu
i
1101-

Ho|l:|_ nyes Lll:l‘

creation-date

(154 ALEH) B MIAIAL(UTC) BHE O AAIE! it 2 Al

o|O|X|ofl M&3Ho 5= XMl FEYULICE "groundtruth/image-classification"Z

anomaly-mask-ref

(Z4) otA 3 0|0|X[2] Amazon S3 {Ix|LICt 7| O|F0l= anomaly-mask-ref& At

&5t 7Lt 943}5 7| OI§ & ME3FHMAIR. 7IE -refE ZLtok &LICtH OkA 3 o|O|X]|of

= Zt o2l & internal-color-mapd CHEt He{ obAI 7} Z & E|o{0F B LICH AR
"s3://BUCKET/OBJECT_PATH" LIC} 7}X{2 HIOIE{MEL| o|O|X|= & Y& Amazon S3 HZ!0]|
XMz Elofok FLICE oA 3 o|0lX|= oIS A LIER=Z 2= (PNG) & 4| o|O|x|ofok gL|ct.

anomaly-mask-ref-metadata

(Els) o|Olx[e| MIE &t HIEH|OE. ?l O0|0i= anomaly-mask-ref-metadataZ® AFE3IHLE &
Ste 7| O|ES M85HAAIR. 7| O|ER -ref-metadata® ZLIOF &HLICEH

internal-color-map

(=) 7HE ol 2] R0 HE Ll My . M42 0tA3 o|0|x[of A4 1t Ux|sHofF BL|Ct
(anomaly-mask-ref).
7

ool 7|. & =oi= o|O|X[0lAM of| 2|7} Qe ¥4 S BACKGROUND LIEFLIE 244 Of

OHLHAE Tt 72



Amazon Lookout for Vision XL 7Hol=

class-name
(E) A3 Ex| £ HES 22 o2 R ol o|F LLCH.
éﬂ/k 94eﬂ

(E) ol o A A (0:#2ca02c). M4 2 anomaly-mask-refo| A4 nt AUX|5H
OF B LICt. BACKGROUNDO 2| &2l Zt2 &4 #ff LIt
confidence

(2==) X Amazon Lookout for Vision0l M= AtE8HX| §EX|EH 8 AT gfo| H L

= —
Ct.
human-annotated
(El=) AFRfO| A E tRiIomM "yes" T2 XYM L. ol BR0|= "no" 2 XIHELICEH

creation-date

(ME AbEH M ZHIE|O|M HE T MAE 315 MAH Al (UTC) 2R L AIZH

— 1 o
type

£ X2l RELICE "groundtruth/semantic-

ol
_l_

(Zl=) olO|x|oil X8 3Hok
segmentation"Zt2 AMSELICH.

oA EF OHLHAE ot BHE 7| CSV

0| of|X|l Python A3 ZIEE #|E2 FE Values (CSV) Tt A 35tod o|O|x|of Bilo|E S X|&iE
in Al

]
S=M EF HLHAE mtUE ZHEstA BhE + U&LICH TS Y-ELch csv

OLHAE o2 2™ &0 A8 E[= 0[0X|& dYEFLICH OiLHAE nfd2 stLf 0|4f 2 JSON
E2 -_r“HE'L—lEP Zf JSON £2 B o|0|x|E HBELICH XtAEH LHE2 0o[OlX|

>

ntle BAE CSV ol o &of CHEt & ¥A O|O|E{E LIEHHLICEH ™ol ZHEE= 222 F2F
LICt REAM[EH LI 2 comma separated valuesE & Z3SHM Q. Ol AT EIES| A CSV It 9| ZF o
ZF
4

(normal= &) 7F EEILICH anomaly

4u

= o|0|x|2l s3 fIxIet o|Olx|el o Q| &= &
HAE JSON T+ o| 2Qlof oHEELct.

o & S04, CtS CSV mtYU2 0i|A| o|0fx|e| LT o|0|x|§ dEEfLICH

s3://s3bucket/circuitboard/train/anomaly/train-anomaly_1.jpg,anomaly
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s3://s3bucket/circuitboard/train/anomaly/train-anomaly_10.jpg,anomaly
s3://s3bucket/circuitboard/train/anomaly/train-anomaly_11.jpg,anomaly
s3://s3bucket/circuitboard/train/normal/train-normal_1.jpg,normal
s3://s3bucket/circuitboard/train/normal/train-normal_10. jpg,normal
s3://s3bucket/circuitboard/train/normal/train-normal_11. jpg,normal

AT BEE= ZF o CH3l JSON 2FRIE MeLICH 0| & S04, ChE2 X #m &2l JSON Etel
3 ucket/circuitboard/train/anomaly/train-anomaly_1.jpg, anomaly) &L

{"source-ref": "s3://s3bucket/csv_test/train_anomaly_1.jpg", "anomaly-label":
1,"anomaly-label-metadata": {"confidence": 1,"job-name": "labeling-job/anomaly-
classification","class-name": "anomaly", "human-annotated": "yes",'"creation-date":

"2022-02-04T22:47:07","type": "groundtruth/image-classification"}}

csvuteof o|O|X|2| Amazon S3 BE7} X E|0] UX| 2 B --s3-path BHE C+E AT
04 o|O|X|oi| CHEt Amazon S3 BRE X|HGHAAI2.

HLHAE melg M7 Mol A3 ZEE= CSV ntof S=& 0|0|x|et & 0|2|o] o|0|x| 2/
7t A= x| #FHIELICEH normal anomaly 5 & O|0|X| £ O|0|X| ER/ 277t YAZH AFEIE
£ O3 s"Educh

- ZE o|O|x|ofl cHEr A Hmf R &2 O|0IX| ¥ FE &5 CSV M7AHE mdol 7| S ot

- 2F mjof o|0|x|7t EFE BRE 7ISELICHL

- @F ool normalLl anomalyZt @i O|0IX| EFE 7|SFLICH

- OiLHAE mtels 443X otbL.

27 ntol= = mtUoM S5 Ol0IX| EEE ER 2F7H LHE & HEI ZHELICL 27
CSV ItYUES A+ 3}od °.=.'E—"| CSV It YU HO|0|ES ChE A RIEE CHA| A™ELICH EE errors
CSV mtYUE At&Estod O|OIX| EF 27/ 7t ‘Edt 1 REol0lx| =1t o|O|x|Et & EE S5 MHE
CSV It YU HO|O|ESIMAI2. UHIOIEE 55 MM U2 AHE8to] 2AFRIES CHA| A-AELICH
CSV

Q2 CSV IIYo| 350|LE 2T 7 el 2 A3 E= 55 MAHE o|0OX| Ztdnt 27 CSV mh 0|
Hlo{ ez 2 ArA|srL|Ct.

O| Mxto M= CSV IS HE T Python AT EEE A¥MSIo OILIHAE It BHELICEH 0| A3
2|E & Python A 3.72 EHIAE E|i&LICH
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oo M oL HAE ot Y S BFSE4E CSV

1. Z doll Cts E=8 Z&sls Csv nteds e LICH (olOlX|E g &). csvutdo] sl &g =
7tst x| OhAI2.

= =
O|O|X| O|& =& Amazon S3 O|0|X| B2 olO|x[e| of | &= &&F (normal=E
o: s3://s3bucket/circuitboard/ =anomaly).

train/anomaly/train-anomaly
_10.jpg .Amazon S3 ZZ7} & o|O|X|
ot JX| o2 O|0|XKIE E¥E & &L
Ct.

0d: s3://s3bucket/circuitboard/train/anomaly/image_10. jpg, anomaly EE&=
image_11.jpg,normal

2. CSV It XEeLch

3. Ct3 Python A3 ZEE A™ELICH OIS Q& HMBstM2.

« csv_file— 1EAH|0 A BHE CSV THY

o (MEH AR --s3-path s3://path_to_folder/ — O|O|X| Tt O|&0f F7}& Amazon
S3E=E (EE1). 2= 19| o|O|x|of ot=| S3 BEI} L EE[0] UK| &2 BR --s3-path &
2 ALS gL

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: Apache-2.0

Purpose

Shows how to create an Amazon Lookout for Vision manifest file from a CSV file.
The CSV file format is image location,anomaly classification (normal or anomaly)
For example:

s3://s3bucket/circuitboard/train/anomaly/train_11.jpg, anomaly
s3://s3bucket/circuitboard/train/normal/train_1.jpg, normal

If necessary, use the bucket argument to specify the Amazon S3 bucket folder for
the images.
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from datetime import datetime, timezone
import argparse

import logging

import csv

import os

import json

logger = logging.getlLogger(__name__)

def check_errors(csv_file):
Checks for duplicate images and incorrect classifications in a CSV file.
If duplicate images or invalid anomaly assignments are found, an errors CSV
file
and deduplicated CSV file are created. Only the first
occurrence of a duplicate is recorded. Other duplicates are recorded in the
errors file.
:param csv_file: The source CSV file
:return: True if errors or duplicates are found, otherwise false.

logger.info("Checking %s.", csv_file)

errors_found = False
errors_file = f"{os.path.splitext(csv_file)[@]}_errors.csv"
deduplicated_file = f"{os.path.splitext(csv_file)[@]}_deduplicated.csv"

with open(csv_file, 'r', encoding="UTF-8") as input_file,\
open(deduplicated_file, 'w', encoding="UTF-8") as dedup,\
open(errors_file, 'w', encoding="UTF-8") as errors:

reader = csv.reader(input_file, delimiter="',")
dedup_writer = csv.writer(dedup)

error_writer = csv.writer(errors)

line = 1

entries = set()

for row in reader:

# Skip empty lines.
if not ''.join(row).strip():
continue
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# Record any incorrect classifications.
if not row[1l].lower() == "normal" and not row[1l].lower() == "anomaly":
error_writer.writerow(
[line, row[@], row[1], "INVALID_CLASSIFICATION"])
errors_found = True

# Write first image entry to dedup file and record duplicates.
key = row[0]
if key not in entries:
dedup_writer.writerow(row)
entries.add(key)
else:
error_writer.writerow([line, row[@], row[1], "DUPLICATE"])
errors_found = True
line += 1

if errors_found:
logger.info("Errors found check %s.", errors_file)
else:
os.remove(errors_file)
os.remove(deduplicated_file)

return errors_found

def create_manifest_file(csv_file, manifest_file, s3_path):

Read a CSV file and create an Amazon Lookout for Vision classification manifest
file.

:param csv_file: The source CSV file.

:param manifest_file: The name of the manifest file to create.

:param s3_path: The Amazon S3 path to the folder that contains the images.

logger.info("Processing CSV file %s.", csv_file)

image_count = 0
anomalous_count = 0

with open(csv_file, newline='', encoding="UTF-8") as csvfile,\
open(manifest_file, "w", encoding="UTF-8") as output_file:

image_classifications = csv.reader(
, quotechar=']|")

csvfile, delimiter="',
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# Process each row (image) in the CSV file.
for row in image_classifications:
# Skip empty lines.
if not ''.join(row).strip():
continue

source_ref = str(s3_path) + row[0]
classification = 0@

if row[1l].lower() == 'anomaly':
classification =1
anomalous_count += 1

# Create the JSON line.
json_line = {3}
json_line['source-ref'] = source_ref
json_line['anomaly-label'] = str(classification)

metadata = {}
metadata['confidence'] =1

metadatal['job-name'] = "labeling-job/anomaly-classification"

metadata['class-name'] = row[1l]
metadatal 'human-annotated'] = "yes"

metadata['creation-date'] = datetime.now(timezone.utc).strftime('%Y-%m-

%dT%H:%M:%S.%f ")

metadatal['type'] = "groundtruth/image-classification"

json_line[ 'anomaly-label-metadata'] = metadata

output_file.write(json.dumps(json_line))
output_file.write('\n')
image_count += 1

logger.info("Finished creating manifest file %s.\n"
"Images: %s\nAnomalous: %s",
manifest_file,
image_count,
anomalous_count)

return image_count, anomalous_count

def add_arguments(parser):

Add command line arguments to the parser.
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:param parser: The command line parser.

parser.add_argument(
"csv_file", help="The CSV file that you want to process."

parser.add_argument(
"--s3_path", help="The Amazon S3 bucket and folder path for the images."
" If not supplied, column 1 is assumed to include the Amazon S3 path.",
required=False

)

def main():

logging.basicConfig(level=1ogging.INFO,
format="%(levelname)s: %(message)s")

try:

# Get command line arguments.
parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)
args = parser.parse_args()
s3_path = args.s3_path
if s3_path is None:
s3_path = ""

csv_file = args.csv_file
csv_file_no_extension = os.path.splitext(csv_file)[0]
manifest_file = csv_file_no_extension + '.manifest'

# Create manifest file if there are no duplicate images.
if check_errors(csv_file):
print(f"Issues found. Use {csv_file_no_extension}_errors.csv "\
"to view duplicates and errors.")
print(f"{csv_file}_deduplicated.csv contains the first"\
"occurrence of a duplicate.\n"
"Update as necessary with the correct information.")
print(f"Re-run the script with
{csv_file_no_extension}_deduplicated.csv")
else:
print('No duplicates found. Creating manifest file.')
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image_count, anomalous_count = create_manifest_file(csv_file,
manifest_file, s3_path)

print(f"Finished creating manifest file: {manifest_file} \n")

normal_count = image_count-anomalous_count
print(f"Images processed: {image_count}")
print(f"Normal: {normal_count}")
print(f"Anomalous: {anomalous_count}")

except FileNotFoundError as err:
logger.exception("File not found.:%s", err)

print(f"File not found: {err}. Check your input CSV file.")

if __name__ == "__main__":
main()
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aws lookoutvision create-dataset --project-name project\
--dataset-type train or test\
--dataset-source '{ "GroundTruthManifest": { "S30bject": { "Bucket": "bucket",
"Key": "manifest file" } } }' \
--profile lookoutvision-access

Python
Ol L& AWS 2 M SDK 0l GitHub H{EH A 01 A 7HR{2 ZIULICH. T oIzl 017/0iA 2
CIStMI2.
@staticmethod

def create_dataset(lookoutvision_client, project_name, manifest_file,
dataset_type):

Creates a new Lookout for Vision dataset

:param lookoutvision_client: A Lookout for Vision Boto3 client.
:param project_name: The name of the project in which you want to
create a dataset.

:param bucket: The bucket that contains the manifest file.

:param manifest_file: The path and name of the manifest file.

:param dataset_type: The type of the dataset (train or test).

try:
bucket, key = manifest_file.replace("s3://", "").split("/", 1)
logger.info("Creating %s dataset type...", dataset_type)
dataset = {
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"GroundTruthManifest": {"S30bject": {"Bucket": bucket, "Key":

key}}
}
response = lookoutvision_client.create_dataset(
ProjectName=project_name,
DatasetType=dataset_type,
DatasetSource=dataset,
)
logger.info("Dataset Status: %s", response['"DatasetMetadata"]
["Status"])

logger.info(
"Dataset Status Message: %s",
response["DatasetMetadata"]["StatusMessage"],
)
logger.info("Dataset Type: %s
["DatasetType"])

, response["DatasetMetadata"]

# Wait until either created or failed.
finished = False
status = ""
dataset_description = {3}
while finished is False:
dataset_description = lookoutvision_client.describe_dataset(
ProjectName=project_name, DatasetType=dataset_type

)
status = dataset_description["DatasetDescription"]["Status"]
if status == "CREATE_IN_PROGRESS":
logger.info("Dataset creation in progress...")
time.sleep(2)
elif status == "CREATE_COMPLETE":

logger.info("Dataset created.")
finished = True
else:

logger.info(
"Dataset creation failed: %s",
dataset_description["DatasetDescription"]

["StatusMessage"],
)

finished = True

if status != "CREATE_COMPLETE":
message = dataset_description["DatasetDescription"]
["StatusMessage"]
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logger.exception("Couldn't create dataset: %s", message)
raise Exception(f"Couldn't create dataset: {messagel}")

except ClientError:
logger.exception("Service error: Couldn't create dataset.")
raise

A= AWS 2 M SDK oAl GitHub 2IZX|E2|0|M 7FA L& LICH ™A olAlE 047|0f| A

* Creates an Amazon Lookout for Vision dataset from a manifest file.
* Returns after Lookout for Vision creates the dataset.

* @param 1fvClient An Amazon Lookout for Vision client.

* @param projectName The name of the project in which you want to create a

* dataset.

* @param datasetType The type of dataset that you want to create (train or

& test).

* @param bucket The S3 bucket that contains the manifest file.

* @param manifestFile The name and location of the manifest file within the S3
& bucket.

* @return DatasetDescription The description of the created dataset.

*/

public static DatasetDescription createDataset(LookoutVisionClient 1lfvClient,
String projectName,
String datasetType,
String bucket,
String manifestFile)
throws LookoutVisionException, InterruptedException {

logger.log(Level .INFO, "Creating {0} dataset for project {1}",
new Object[] { projectName, datasetType });

// Build the request. If no bucket supplied, setup for empty dataset
creation.

CreateDatasetRequest createDatasetRequest = null;

if (bucket != null && manifestFile != null) {
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InputS30bject s30bject = InputS30bject.builder()
.bucket(bucket)
.key(manifestFile)

.build();

DatasetGroundTruthManifest groundTruthManifest =
DatasetGroundTruthManifest.builder()
.s30bject(s30bject)
.build();

DatasetSource datasetSource = DatasetSource.builder()
.groundTruthManifest(groundTruthManifest)

.build();

createDatasetRequest = CreateDatasetRequest.builder()

.projectName(projectName)
.datasetType(datasetType)
.datasetSource(datasetSource)
.build();

} else {

createDatasetRequest = CreateDatasetRequest.builder()

.projectName(projectName)

.datasetType(datasetType)

.build();
1fvClient.createDataset(createDatasetRequest);
DatasetDescription datasetDescription = null;

boolean finished = false;

// Wait until dataset is created, or failure occurs.
while (!finished) {

datasetDescription = describeDataset(1lfvClient, projectName,

datasetType);

switch (datasetDescription.status()) {
case CREATE_COMPLETE:

logger.log(Level.INFO, "{@}dataset created for

project {1}",

new Object[] { datasetType,

projectName });
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finished = true;

break;

case CREATE_IN_PROGRESS:
logger.log(Level.INFO, "{@} dataset creating for

project {1}",
new Object[] { datasetType,

projectName });
TimeUnit.SECONDS.sleep(5);

break;

case CREATE_FAILED:

logger.log(Level.SEVERE,
"{0} dataset creation failed for

project {1}. Error {2}",
new Object[] { datasetType,

projectName,

datasetDescription.statusAsString() });
finished = true;

break;

default:
"{0} error when

logger.log(Level.SEVERE,

creating {1} dataset for project {2}",
new Object[] { datasetType,

projectName,

datasetDescription.statusAsString() });
finished = true;

break;

logger.log(Level.INFO, "Dataset info. Status: {@}\n Message: {1} }",
new Object[] { datasetDescription.statusAsString(),
datasetDescription.statusMessage() });

return datasetDescription;
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1. OFE| MX|SHX| it Y & MRSt T A2 AWS SDKs. AWS CLI RbMIEH LHE 2 4EF
A: AWS CLI 2 AWS SDK 4H B2 XS AAIL.
2. OIS oA ZEE ME5t0{ 2R E SHEAIFIMAIR
CLI
Ctg 2t HEg Lot
« project-name dMstedi= ZEO| & E T2ZME O|ELICI

=
* output-config2 & ZANE M steds ARILICH O 2t 2 wAELCH

=
« output bucket Amazon Lookout for VisionO| 21 ZA1}tE X{& 5= Amazon S3 H
Zlo| O|Eo &2 EA|EILICE.

« output folder &t& ZANE MEE £ O|F2 &7 EAIELICY.
« Key2 Ef2| 7| O|F LICH.

« Value® tag_key2t Azt AIZI gL ILICEH

aws lookoutvision create-model --project-name "project name'"\
--output-config '{ "S3Location": { "Bucket": "output bucket", "Prefix":

"output folder" } }'\
--tags '[{"Key":"Key","Value":"Value"}]' \
--profile lookoutvision-access

Python

AWS £ X SDK oAl GitHub 2| ZX|E2|0A 7tX{2 ZdLCt ™A oAM= 047]of
M.

o
A

 py

o [n
o r

@staticmethod
def create_model(
lookoutvision_client,
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project_name,
training_results,
tag_key=None,
tag_key_value=None,

Creates a version of a Lookout for Vision model.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project in which you want to create

model.
:param training_results: The Amazon S3 location where training results
are stored.
:param tag_key: The key for a tag to add to the model.
:param tag_key_value - A value associated with the tag_key.
return: The model status and version.

try:
logger.info("Training model...")
output_bucket, output_folder = training_results.replace("s3://",
"").split(
nnoq
)

output_config = {
"S3Location": {"Bucket": output_bucket, "Prefix": output_folder}
}
tags = []
if tag_key is not None:
tags = [{"Key": tag_key, "Value": tag_key_value}]

response = lookoutvision_client.create_model(
ProjectName=project_name, OutputConfig=output_config, Tags=tags

logger.info("ARN: %s", response["ModelMetadata"]["ModelArn"])

logger.info("Version: %s", response["ModelMetadata"]
["ModelVersion"])

logger.info("Started training...")

print("Training started. Training might take several hours to
complete.")

# Wait until training completes.
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finished = False
status = "UNKNOWN"
while finished is False:
model_description = lookoutvision_client.describe_model(
ProjectName=project_name,
ModelVersion=response["ModelMetadata"]["ModelVersion"],

)

status = model_description["ModelDescription"]["Status"]

if status == "TRAINING":
logger.info("Model training in progress...")
time.sleep(600)
continue

if status == "TRAINED":
logger.info("Model was successfully trained.")
else:
logger.info(
"Model training failed: %s ",
model_description["ModelDescription"]J["StatusMessage"],
)
finished = True
except ClientError:
logger.exception("Couldn't train model.")
raise
else:
return status, response["ModelMetadata"]["ModelVersion"]

FE = AWS 2 A SDK oAl GitHub 2IZX|E 2|0 7IX&t&LIct A oA=& 0470l A

/**
* Creates an Amazon Lookout for Vision model. The function returns after model
* training completes. Model training can take multiple hours to complete.
* You are charged for the amount of time it takes to successfully train a
model.
* Returns after Lookout for Vision creates the dataset.
*
* @param 1fvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to create a
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ks model.

* @param description A description for the model.

* @param bucket The S3 bucket in which Lookout for Vision stores the
& training results.

* @param folder The location of the training results within the S3

ik bucket.

* @return ModelDescription The description of the created model.

*/

public static ModelDescription createModel(LookoutVisionClient 1fvClient, String
projectName,

String description, String bucket, String folder)

throws LookoutVisionException, InterruptedException {

logger.log(Level.INFO, "Creating model for project: {0}.", new Object[]
{ projectName });

// Setup input parameters.

S3Location s3Location = S3Location.builder()
.bucket(bucket)
.prefix(folder)
.build();

OutputConfig config = OutputConfig.builder()
.s3Location(s3Location)
.build();

CreateModelRequest createModelRequest = CreateModelRequest.builder()
.projectName(projectName)
.description(description)
.outputConfig(config)
.build();

// Create and train the model.

CreateModelResponse response =
1fvClient.createModel(createModelRequest);

String modelVersion = response.modelMetadata().modelVersion();

boolean finished = false;

DescribeModelResponse descriptionResponse = null;

// Wait until training finishes or fails.

do {
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DescribeModelRequest describeModelRequest =
DescribeModelRequest.buildexr()
.projectName(projectName)
.modelVersion(modelVersion)
.build();

descriptionResponse =
1fvClient.describeModel(describeModelRequest);

switch (descriptionResponse.modelDescription().status()) {
case TRAINED:
logger.log(Level.INFO, "Model training completed
for project {0} version {1}.",
new Object[] { projectName,
modelVersion });
finished = true;
break;

case TRAINING:
logger.log(Level.INFO,
"Model training in progress for
project {0} version {1}.",
new Object[] { projectName,
modelVersion });
TimeUnit.SECONDS.sleep(60);

break;

case TRAINING_FAILED:
logger.log(Level.SEVERE,
"Model training failed for for
project {0} version {1}.",
new Object[] { projectName,
modelVersion });
finished = true;
break;

default:
logger.log(Level.SEVERE,
"Unexpected error when training
model project {0} version {1}: {2}.",
new Object[] { projectName,
modelVersion,
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descriptionResponse.modelDescription()

.status() });
finished = true;
break;

}
} while (!finished);

return descriptionResponse.modelDescription();

}
3. st&0| BUH MsS IWIte £ &L XA LI 2 Amazon Lookout for Vision 2 & 741
EHR 2 B RSHAAL.

o st 2x) sz
OHLHAE mtd EE= &
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{

"source-ref": "s3://path-to-image",

"anomaly-label": 1,

"anomaly-label-metadata": {
"class-name": "anomaly",
"creation-date": "2021-10-12T14:16:45.668",
"human-annotated": "yes",
"job-name": "labeling-job/classification-job",
"type": "groundtruth/image-classification",
"confidence": 1
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},
"anomaly-mask-ref": "s3://path-to-image",
"anomaly-mask-ref-metadata": {
"internal-color-map": {
"0": {
"class-name": "BACKGROUND",
"hex-color": "#ffffff",
"confidence": 0.0

},
"1t {
"class-name": '"scratch",
"hex-color": "#2ca02c",
"confidence": 0.0
I
"2m: {
"class-name": "dent",
"hex-coloxr": "#1f77b4",
"confidence": 0.0
}
I
"type": "groundtruth/semantic-segmentation",
"human-annotated": "yes",
"creation-date": "2021-11-23T20:31:57.758889",
"job-name": "labeling-job/segmentation-job"
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L oz
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from PIL import Image
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img = Image.open('path to local copy of mask file')
colors = img.convert('RGB').getcolors() #this converts the mode to RGB
for color in colors:

print('#%02x%02x%02x"' % color[1])
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"EvaluationManifest": {
"Bucket": "lookoutvision-us-east-1-nnnnnnnnnn",
"Key": "my-sdk-project-model-output/EvaluationManifest-my-sdk-

project-1.json"
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"source-ref"*: "s3://customerbucket/path/to/image.jpg",
"source-ref-metadata": {
"creation-date": "2020-05-22T21:33:37.201882"

iy

// Test dataset ground truth
"anomaly-label": 1,
"anomaly-label-metadata": {
"class-name": "anomaly",
"type": "groundtruth/image-classification",
"human-annotated": "yes",
"creation-date": "2020-05-22T21:33:37.201882",
"job-name": "labeling-job/anomaly-detection"
.
// Anomaly label detected by Lookout for Vision
"anomaly-label-detected": 1,
"anomaly-label-detected-metadata": {

"class-name": "anomaly",
"confidence": 0.9,
"type": "groundtruth/image-classification",

"human-annotated": "no",
"creation-date": "2020-05-22T21:33:37.201882",
"job-name": "training-job/anomaly-detection",
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"model-arn": "lookoutvision-some-model-arn",
"project-name": "lookoutvision-some-project-name",
"model-version": "lookoutvision-some-model-version"
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"EvaluationResult": {
"Bucket": "lookoutvision-us-east-1-nnnnnnnnnn",
"Key": "my-sdk-project-model-output/EvaluationResult-my-sdk-project-1.json"
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"ModelArn": "string", // The Amazon Resource Name (ARN) of the model

{
"Version": 1,
"EvaluationDetails":
{
version.
"EvaluationEndTimestamp": "strin

evaluation finished.
"NumberOfTrainingImages": int,

successfully used for training.
"NumberOfTestingImages": int

successfully used for testing.

g",

// The UTC date and time that

// The number of images that were

// The number of images that were

.
"AggregatedEvaluationResults":
{
"Metrics":
{ //Classification metrics.
"ROCAUC": float, // ROC area under the curve.
"AveragePrecision": float, // The average precision of the model.
"Precision": float, // The overall precision of the model.
"Recall": float, // The overall recall of the model.
"F1Score": float, // The overal F1 score for the model.

"PixelAnomalyClassMetrics":

[
{
"Precision": float,
label.
"Recall": float,
"F1Score": float,
label.

"AIOU" : float,
Union for the anomaly label.
"ClassName": "string

//Segmentation metrics.

// The precision for the anomaly

// The recall for the anomaly label.
// The F1 score for the anomaly

// The average Intersection Over

" // The anomaly label.
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project-name2 Al 5tEdis REO| L& E Z2ME O|§22 O|SELICH.
model-version2 A& 3tg{s REO| HHMSZ O|SELICH
--min-inference-units2 AI235t2{= F2 EHe =L}

(MEH ALE) --max-inference-units Amazon Lookout for Vision0lHd REE XSS
2 AF|U>EE O AL E = U e Zf FE B &7HK| = lLc.

aws lookoutvision start-model --project-name "project name"\
--model-version model version\
--min-inference-units minimum number of units\
--max-inference-units max number of units \
--profile lookoutvision-access

IE = AWS EA SDK oA GitHub E|ZX|EEZ[| M 7FR{2t&LICH TA| of &= 097]0d| A

@staticmethod
def start_model(
lookoutvision_client, project_name, model_version,
min_inference_units, max_inference_units = None):

Starts the hosting of a Lookout for Vision model.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the version

of the
model that you want to start hosting.
:param model_version: The version of the model that you want to start
hosting.
:param min_inference_units: The number of inference units to use for
hosting.

:param max_inference_units: (Optional) The maximum number of inference
units that
Lookout for Vision can use to automatically scale the model.
try:
logger.info(
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"Starting model version %s for project %s", model_version,
project_name)

if max_inference_units is None:
lookoutvision_client.start_model(
ProjectName = project_name,
ModelVersion = model_version,
MinInferenceUnits = min_inference_units)

else:
lookoutvision_client.start_model(
ProjectName = project_name,
ModelVersion = model_version,
MinInferenceUnits = min_inference_units,
MaxInferenceUnits = max_inference_units)

print("Starting hosting...")

status = ""
finished = False

# Wait until hosted or failed.
while finished is False:
model_description = lookoutvision_client.describe_model(
ProjectName=project_name, ModelVersion=model_version)
status = model_description["ModelDescription"]["Status"]

if status == "STARTING_HOSTING":
logger.info("Host starting in progress...")
time.sleep(10)
continue

if status == "HOSTED":

logger.info("Model is hosted and ready for use.")
finished = True
continue

logger.info("Model hosting failed and the model can't be used.")
finished = True

if status != "HOSTED":
logger.error("Error hosting model: %s", status)
raise Exception(f"Error hosting model: {status}")
except ClientError:
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logger.exception("Couldn't host model.")
raise
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* Starts hosting an Amazon Lookout for Vision model. Returns when the model has
* started or if hosting fails. You are charged for the amount of time that a
* model is hosted. To stop hosting a model, use the StopModel operation.

* @param 1lfvClient  An Amazon Lookout for Vision client.

* @param projectName The name of the project that contains the model that you
Xk want to host.

* @modelVersion The version of the model that you want to host.

* @minInferenceUnits The number of inference units to use for hosting.

* @maxInferenceUnits The maximum number of inference units that Lookout for

& Vision can use for automatically scaling the model. If the
& value is null, automatic scaling doesn't happen.

* @return ModelDescription The description of the model, which includes the

& model hosting status.

*/

public static ModelDescription startModel(LookoutVisionClient 1fvClient, String
projectName, String modelVersion,

Integer minInferenceUnits, Integer maxInferenceUnits) throws
LookoutVisionException, InterruptedException {

logger.log(Level.INFO, "Starting Model version {0} for project {1}.",
new Object[] { modelVersion, projectName });

StartModelRequest startModelRequest = null;

if (maxInferenceUnits == null) {

startModelRequest =
StartModelRequest.builder().projectName(projectName).modelVersion(modelVersion)
.minInferenceUnits(minInferenceUnits).build();
} else {
startModelRequest =
StartModelRequest.builder().projectName(projectName).modelVersion(modelVersion)
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.minInferenceUnits(minInferenceUnits).maxInferenceUnits(maxInferenceUnits).build();

}

// Start hosting the model.
1fvClient.startModel(startModelRequest);

DescribeModelRequest describeModelRequest =
DescribeModelRequest.builder().projectName(projectName)
.modelVersion(modelVersion).build();

ModelDescription modelDescription = null;

boolean finished = false;
// Wait until model is hosted or failure occurs.
do {

modelDescription =
1fvClient.describeModel(describeModelRequest).modelDescription();

switch (modelDescription.status()) {

case HOSTED:
logger.log(Level.INFO, "Model version {0} for project {1} is
running.",
new Object[] { modelVersion, projectName });
finished = true;
break;

case STARTING_HOSTING:
logger.log(Level.INFO, "Model version {0} for project {1} is
starting.",
new Object[] { modelVersion, projectName });

TimeUnit.SECONDS.sleep(60);

break;
case HOSTING_FAILED:
logger.log(Level .SEVERE, "Hosting failed for model version {0} for
project {1}.",
new Object[] { modelVersion, projectName });
finished = true;
break;
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default:

logger.log(Level .SEVERE, "Unexpected error when hosting model
version {0} for project {1}: {2}.",

new Object[] { projectName, modelVersion,
modelDescription.status() });

finished = true;
break;

} while (!finished);

logger.log(Level.INFO, "Finished starting model version {0} for project {1}
status: {2}",

new Object[] { modelVersion, projectName,
modelDescription.statusMessage() });

return modelDescription;

}
3. 3L £240|Model is hosted and ready for use®l AL ZEE ALE35t0{ o|O|X|2 0|4
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+ model-version2 &X|5t2{E RO HT S Z O|SELICE.

aws lookoutvision stop-model --project-name "project name"\
--model-version model version \
--profile lookoutvision-access
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@staticmethod
def stop_model(lookoutvision_client, project_name, model_version):

Stops a running Lookout for Vision Model.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the version
of
the model that you want to stop hosting.
:param model_version: The version of the model that you want to stop
hosting.
try:
logger.info("Stopping model version %s for %s", model_version,
project_name)
response = lookoutvision_client.stop_model(
ProjectName=project_name, ModelVersion=model_version

)
logger.info("Stopping hosting...")

status = response["Status"]
finished = False

# Wait until stopped or failed.
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while finished is False:
model_description = lookoutvision_client.describe_model(
ProjectName=project_name, ModelVersion=model_version

)
status = model_description["ModelDescription"]["Status"]
if status == "STOPPING_HOSTING":
logger.info("Host stopping in progress...")
time.sleep(10)
continue
if status == "TRAINED":

logger.info("Model is no longer hosted.")
finished = True
continue
logger.info("Failed to stop model: %s ", status)
finished = True

if status != "TRAINED":
logger.error("Error stopping model: %s", status)
raise Exception(f"Error stopping model: {statusl}")
except ClientError:
logger.exception("Couldn't stop hosting model.")
raise

AWS 2 M SDK oA GitHub 2IZX|E 2|0 7t &LICH FA| oAM= 0470 A

Stops the hosting an Amazon Lookout for Vision model. Returns when model has
stopped or if hosting fails.

@param lfvClient An Amazon Lookout for Vision client.
@param projectName The name of the project that contains the model that you

want to stop hosting.

@modelVersion The version of the model that you want to stop hosting.
@return ModelDescription The description of the model, which includes the

model hosting status.
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public static ModelDescription stopModel(LookoutVisionClient 1fvClient, String
projectName,
String modelVersion) throws LookoutVisionException,
InterruptedException {

logger.log(Level.INFO, "Stopping Model version {0} for project {1}.",
new Object[] { modelVersion, projectName });

StopModelRequest stopModelRequest = StopModelRequest.builder()
.projectName(projectName)
.modelVersion(modelVersion)

.build();

// Stop hosting the model.
1fvClient.stopModel(stopModelRequest);

DescribeModelRequest describeModelRequest =
DescribeModelRequest.buildexr()
.projectName(projectName)
.modelVersion(modelVersion)
.build();

ModelDescription modelDescription = null;

boolean finished = false;
// Wait until model is stopped or failure occurs.
do {

modelDescription =
1fvClient.describeModel (describeModelRequest).modelDescription();

switch (modelDescription.status()) {

case TRAINED:
logger.log(Level.INFO, "Model version {0} for
project {1} has stopped.",
new Object[] { modelVersion,
projectName });
finished = true;
break;

case STOPPING_HOSTING:
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logger.log(Level.INFO, "Model version {0} for
project {1} is stopping.",
new Object[] { modelVersion,
projectName });

TimeUnit.SECONDS.sleep(60);

break;

default:
logger.log(Level.SEVERE,
"Unexpected error when stopping
model version {0} for project {1}: {2}.",
new Object[] { projectName,
modelVersion,

modelDescription.status() });
finished = true;
break;

} while (!finished);

logger.log(Level.INFO, "Finished stopping model version {0} for project
{1} status: {2}",
new Object[] { modelVersion, projectName,
modelDescription.statusMessage() });

return modelDescription;
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- =& — O|0JX|& LtEtLi= Y E[X] ot 2 27! HtO[E LT
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o| gf+ SHE ALEstod 0|0|X|7 HE[ZQIX| 0iF Ol M & +E EEE + USLICH
AWS CLI
O] AWS CLI B2 DetectAnomalies CLI £ doi| CiEt JSON £242 EA|EFLICt CHS &= nof
2tOlE{o] gfS HARLICH
- project name: AI83teis T2MEQ| O|F
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aws lookoutvision detect-anomalies --project-name project name\
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--body file name \
--profile lookoutvision-access
Python

MA| ZE oKX= GitHubE & X sHAAI

def detect_anomalies(lookoutvision_client, project_name, model_version, photo):

Calls DetectAnomalies using the supplied project, model version, and image.

:param lookoutvision_client: A Lookout for Vision Boto3 client.

:param project: The project that contains the model that you want to use.
:param model_version: The version of the model that you want to use.
:param photo: The photo that you want to analyze.

:return: The DetectAnomalyResult object that contains the analysis results.

DetectAnomalies &5t 7|
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image_type = imghdr.what(photo)

if image_type == "jpeg":
content_type = "image/jpeg"
elif image_type == "png":
content_type = "image/png"
else:

logger.info("Invalid image type for %s", photo)
raise ValueError(
f"Invalid file format. Supply a jpeg or png format file: {photo}")

# Get images bytes for call to detect_anomalies
with open(photo, "rb") as image:
response = lookoutvision_client.detect_anomalies(
ProjectName=project_name,
ContentType=content_type,
Body=image.read(),
ModelVersion=model_version)

return response[ 'DetectAnomalyResult']

Java V2

public static DetectAnomalyResult detectAnomalies(LookoutVisionClient 1fvClient,
String projectName,
String modelVersion,
String photo) throws IOException, LookoutVisionException {
/**
* Creates an Amazon Lookout for Vision dataset from a manifest file.

* Returns after Lookout for Vision creates the dataset.
*

* @param lfvClient An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to create a
ki dataset.

* @param modelVersion The version of the model that you want to use.

* @param photo The photo that you want to analyze.

* @return DetectAnomalyResult The analysis result from DetectAnomalies.

*/

logger.log(Level .INFO, "Processing local file: {0}", photo);
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// Get image bytes.

InputStream sourceStream = new FileInputStream(new File(photo));
SdkBytes imageSDKBytes = SdkBytes.fromInputStream(sourceStream);
byte[] imageBytes = imageSDKBytes.asByteArray();

// Get the image type. Can be image/jpeg or image/png.
String contentType = getImageType(imageBytes);

// Detect anomalies in the supplied image.
DetectAnomaliesRequest request =
DetectAnomaliesRequest.builder().projectName(projectName)
.modelVersion(modelVersion).contentType(contentType).build();

DetectAnomaliesResponse response = 1lfvClient.detectAnomalies(request,
RequestBody.fromBytes(imageBytes));

/*
* Tip: You can also use the following to analyze a local file.
* Path path = Paths.get(photo);
* DetectAnomaliesResponse response = 1lfvClient.detectAnomalies(request,
path);
*/

DetectAnomalyResult result = response.detectAnomalyResult();
String prediction = "Prediction: Normal";

if (Boolean.TRUE.equals(result.isAnomalous())) {
prediction = "Prediction: Anomalous";

// Convert confidence to percentage.

NumberFormat defaultFormat = NumberFormat.getPercentInstance();

defaultFormat.setMinimumFractionDigits(1);

String confidence = String.format("Confidence: %s",
defaultFormat.format(result.confidence()));

// Log classification result.

String photoPath = "File: " + photo;

String[] imagelLines = { photoPath, prediction, confidence };

logger.log(Level.INFO, "Image: {@}\nAnomalous: {1}\nConfidence {2}",
imagelines);

return result;
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// Gets the image mime type. Supported formats are image/jpeg and image/png.
private static String getImageType(byte[] image) throws IOException {

InputStream is = new BufferedInputStream(new ByteArrayInputStream(image));
String mimeType = URLConnection.guessContentTypeFromStream(is);

logger.log(Level.INFO, "Image type: {0}", mimeType);

if (mimeType.equals("image/jpeg") || mimeType.equals("image/png")) {
return mimeType;

}

// Not a supported file type.

logger.log(Level .SEVERE, "Unsupported image type: {03}", mimeType);

throw new IOException(String.format("Wrong image type. %s format isn't

supported.", mimeType));

}

DetectAnomalies & 0|5l
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{

"DetectAnomalyResult": {

"Source": {
"Type": "direct"
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I
"IsAnomalous": true,
"Confidence": 0.9996867775917053
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{
"DetectAnomalyResult": {
"Source": {
"Type": "direct"
.
"IsAnomalous": true,
"Confidence": 0.9996814727783203,
"Anomalies": [
{
"Name": "background",
"PixelAnomaly": {
"TotalPercentageArea": 0.998999834060669,
"Color": "#FFFFFF"
}
.
{
"Name": "scratch",
"PixelAnomaly": {
"TotalPercentageArea": 0.0004034999874420464,
"Color": "#7ED321"
}
},
{
"Name": "dent",
"PixelAnomaly": {
"TotalPercentageArea": 0.0005966666503809392,
"Color": "#4DDSFF"
}
}
1,
"AnomalyMask": "iVBORw@..... "
}
}
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Python

XMA ZE oAM= GitHubE & Z5HAAIL.

def reject_on_classification(image, prediction, confidence_limit):

Returns True if the anomaly confidence is greater than or equal to

the supplied confidence limit.

:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from
DetectAnomalies

:param confidence_limit: The minimum acceptable confidence. Float value
between @ and 1.

:return: True if the error condition indicates an anomaly, otherwise False.

reject = False
logger.info("Checking classification for %s", image)

if prediction['IsAnomalous'] and prediction['Confidence'] >=
confidence_limit:

reject = True
reject_info=(f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) is greater"
f" than limit ({confidence_limit:.2%})")
logger.info("%s", reject_info)

if not reject:
logger.info("No anomalies found.")
return reject

A
B[l
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Java V2

public static boolean rejectOnClassification(String image, DetectAnomalyResult
prediction, float minConfidence) {
/**
* Rejects an image based on its anomaly classification and prediction

* confidence
*

* @param image The file name of the analyzed image.

* @param prediction The prediction for an image analyzed with

& DetectAnomalies.

* @param minConfidence The minimum acceptable confidence for the prediction
ik (0-1).

* @return boolean True if the image is anomalous, otherwise False.

*/
Boolean reject = false;
logger.log(Level.INFO, "Checking classification for {0}", image);

String[] logParameters = { prediction.confidence().toString(),
String.valueOf(minConfidence) };

if (Boolean.TRUE.equals(prediction.isAnomalous()) && prediction.confidence()
>= minConfidence) {
logger.log(Level.INFO, "Rejected: Anomaly confidence {0} is greater than
confidence limit {11}",
logParameters);
reject = true;
}
if (Boolean.FALSE.equals(reject))
logger.log(Level.INFO, ": No anomalies found.");

return reject;
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def reject_on_coverage(image, prediction, confidence_limit, anomaly_label,
coverage_limit):

Checks if the coverage area of an anomaly is greater than the coverage limit
and if

the prediction confidence is greater than the confidence limit.
:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from
DetectAnomalies

:param confidence_limit: The minimum acceptable confidence (float 0-1).

:anomaly_label: The anomaly label for the type of anomaly that you want to
check.

:coverage_limit: The maximum acceptable percentage coverage of an anomaly
(float 0-1).

:return: True if the error condition indicates an anomaly, otherwise False.

reject = False
logger.info("Checking coverage for %s", image)

if prediction['IsAnomalous'] and prediction['Confidence'] >=
confidence_limit:

for anomaly in prediction['Anomalies']:
if (anomaly['Name'] == anomaly_label and

anomaly['PixelAnomaly']['TotalPercentageArea'] >
(coverage_limit)):

reject = True
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reject_info=(f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) "
f"is greater than limit ({confidence_limit:.2%}) and
{anomaly['Name']} "
f"coverage ({anomaly['PixelAnomaly']
['TotalPercentageArea']:.2%}) "
f"is greater than limit ({coverage_limit:.2%})")

logger.info("%s", reject_info)

if not reject:
logger.info("No anomalies found.")

return reject

Java V2

public static Boolean rejectOnCoverage(String image, DetectAnomalyResult
prediction, float minConfidence,
String anomalyType, float maxCoverage) {

/-k-k

* Rejects an image based on a maximum allowable coverage area for an
anomaly

* type.

*

* @param image The file name of the analyzed image.

* @param prediction The prediction for an image analyzed with

& DetectAnomalies.

* @param minConfidence The minimum acceptable confidence for the prediction

kS (0-1).

* @param anomalyTypes The anomaly type to check.

* @param maxCoverage The maximum allowable coverage area of the anomaly
type.

Xk (0-1).

* @return boolean True if the coverage area of the anomaly type exceeds the
* maximum allowed, otherwise False.

*/

Boolean reject = false;

logger.log(Level.INFO, "Checking coverage for {0}", image);
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if (Boolean.TRUE.equals(prediction.isAnomalous()) && prediction.confidence()

>= minConfidence) {
for (Anomaly anomaly : prediction.anomalies()) {

if (Objects.equals(anomaly.name(), anomalyType)
&& anomaly.pixelAnomaly().totalPercentageArea() >=

maxCoverage) {

String[] logParameters = { prediction.confidence().toString(),
String.valueOf(minConfidence),

String.valueOf(anomaly.pixelAnomaly().totalPercentageArea()),
String.valueOf(maxCoverage) };
logger.log(Level.INFO,
"Rejected: Anomaly confidence {0} is greater than

confidence limit {1} and " +
"{23} anomaly type coverage is higher than

coverage limit {3}\n",
logParameters);

reject = true;

if (Boolean.FALSE.equals(reject))
logger.log(Level.INFO, ": No anomalies found.");

return reject;

[a
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def reject_on_anomaly_types(image, prediction, confidence_limit,

anomaly_types_limit):

Checks if the number of anomaly types is greater than than the anomaly types

limit and if the prediction confidence is greater than the confidence limit.

:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from
DetectAnomalies

:param confidence: The minimum acceptable confidence. Float value between 0
and 1.

:param anomaly_types_limit: The maximum number of allowable anomaly types
(Integer).

:return: True if the error condition indicates an anomaly, otherwise False.

logger.info("Checking number of anomaly types for %s'",image)

reject = False

if prediction['IsAnomalous'] and prediction['Confidence'] >=
confidence_limit:

anomaly_types = {anomaly['Name'] for anomaly in prediction['Anomalies']\
if anomaly['Name'] != 'background'}

if len (anomaly_types) > anomaly_types_limit:
reject = True
reject_info = (f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) "
f"is greater than limit ({confidence_limit:.2%}) and "
f"the number of anomaly types ({len(anomaly_types)-1}) is "
f'"greater than the limit ({anomaly_types_limit})")

logger.info("%s", reject_info)
if not reject:

logger.info("No anomalies found.")
return reject

Java V2

public static Boolean rejectOnAnomalyTypeCount(String image, DetectAnomalyResult
prediction,
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float minConfidence, Integer maxAnomalyTypes) {

/**

* Rejects an image based on a maximum allowable number of anomaly types.

*

* @param image The file name of the analyzed image.

* @param prediction The prediction for an image analyzed with

& DetectAnomalies.

* @param minConfidence  The minimum acceptable confidence for the
predictio

& (0-1).

* @param maxAnomalyTypes The maximum allowable number of anomaly types.

*

* @return boolean True if the image contains more than the maximum allowed
ks anomaly types, otherwise False.

*/
Boolean reject = false;
logger.log(Level.INFO, "Checking coverage for {0}", image);
Set<String> defectTypes = new HashSet<>();

if (Boolean.TRUE.equals(prediction.isAnomalous()) && prediction.confidence()
>= minConfidence) {
for (Anomaly anomaly : prediction.anomalies()) {
defectTypes.add(anomaly.name());
}
// Reduce defect types by one to account for 'background' anomaly type.
if ((defectTypes.size() - 1) > maxAnomalyTypes) {

String[] logParameters = { prediction.confidence().toString(),
String.valueOf(minConfidence),
String.valueOf(defectTypes.size()),
String.valueOf(maxAnomalyTypes) };

logger.log(Level.INFO, "Rejected: Anomaly confidence {0} is >=

minimum confidence {1} and " +
"the number of anomaly types {2} > the allowable number of
anomaly types {3}\n", logParameters);

reject = true;

if (Boolean.FALSE.equals(reject))
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logger.log(Level.INFO, ": No anomalies found.");

return reject;
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

mmomn
Shows how to detect and show anomalies in an image using a trained Amazon

Lookout
for Vision model. The script displays the analysed image and overlays mask and

analysis
output.
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import argparse

import logging

import io

import boto3

from PIL import Image, ImageDraw, ImageFont

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class ShowAnomalies:

Class to detect and show anomalies in an image analyzed by detect_anomalies.

@staticmethod

def draw_line(draw, text, fnt, y_coordinate, color):
Draws a line of text on the supplied drawing surface.
:param draw: The surface on which to draw the text.
:param text: The text to draw in the drawing surface.
:param fnt: The font for the text.
:param y_coordinate: The y position for the text.
:param color: The color for the text.
:returns The y coordinate for the next line of text.
text_width, text_height = draw.textsize(text, fnt)
draw.rectangle([(10, y_coordinate), (text_width + 10,

y_coordinate + text_height)],
fill="black")

draw.text((10, y_coordinate), text, fill=color, font=fnt)

y_coordinate += text_height

return y_coordinate

@staticmethod
def draw_analysis_text(image, analysis):

Draws classification and segmentation info onto supplied image
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overlay analysis results on an image analyzed by detect_anomalies.
:param analysis: The response from a call to detect_anomalies.
:returns Nothing

## Calculate a reasonable font size based on image width.
font_size = int(image.size[0]/32)

fnt = ImageFont.truetype('/Library/Fonts/Tahoma.ttf', font_size)
draw = ImageDraw.Draw(image)
y_coordinate = 0
# Draw classification information.
prediction = "Anomalous" if analysis["DetectAnomalyResult"]
["IsAnomalous"] \
else "Normal"
confidence = analysis["DetectAnomalyResult"]["Confidence"]
found_anomalies = analysis["DetectAnomalyResult"]['Anomalies']

segmentation_info = False

logger.info("Prediction: %s", format(prediction))
logger.info("Confidence: %s", format(confidence))

y_coordinate 0
y_coordinate ShowAnomalies.draw_line(
draw, "Classification", fnt, y_coordinate, "white")
y_coordinate = ShowAnomalies.draw_line(
draw, f" Prediction: {prediction}", fnt, y_coordinate, "white")
y_coordinate = ShowAnomalies.draw_line(
draw, f" Confidence: {confidence:.2%}", fnt, y_coordinate, "white")

# Draw segmentation information, if present.
if (len(found_anomalies)) > 1:
logger.info("Anomalies:")

y_coordinate = ShowAnomalies.draw_line(
draw, "Segmentation:", fnt, y_coordinate, "white")

for i in range(l, len(found_anomalies)):

# Only display info if more than 0% coverage found.
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percent_coverage = found_anomalies[i]['PixelAnomaly']
['TotalPercentageArea']
if percent_coverage > 0:
segmentation_info = True
logger.info(" %s", found_anomalies[i]['Name'])

logger.info(" Color: %s",
found_anomalies[i]['PixelAnomaly']['Coloxr'])
logger.info(" Area: %s'", percent_coverage)
y_coordinate = ShowAnomalies.draw_line(
draw,

f" Anomaly: {found_anomalies[i]['Name']}. Area:
{percent_coverage:.2%}",

fnt,

y_coordinate,

found_anomalies[i]['PixelAnomaly']['Coloxr'])

if not segmentation_info:
y_coordinate = ShowAnomalies.draw_line(
draw, "No segmentation information found.", fnt,
y_coordinate, "white")

@staticmethod
def show_anomaly_prediction(lookoutvision_client, project_name,
model_version, photo):

Detects anomalies in an image (jpg/png) by using your Amazon Lookout for

Vision
model. Displays the image and overlays prediction information text.
:param lookoutvision_client: An Amazon Lookout for Vision Boto3 client.
:param project_name: The name of the project that contains the model
that

you want to use.

:param model_version: The version of the model that you want to use.
:param photo: The path and name of the image in which you want to detect
anomalies.

try:

logger.info("Detecting anomalies in %s", photo)

image = Image.open(photo)
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{photo}"

image_type = Image.MIME[image.format]

# Check that image type is valid.
if image_type not in ("image/jpeg", "image/png"):
logger.info("Invalid image type for %s", photo)
raise ValueError(
f"Invalid file format. Supply a jpeg or png format file:

# Get images bytes for call to detect_anomalies.
image_bytes = io.BytesIO()
image.save(image_bytes, format=image.format)
image_bytes = image_bytes.getvalue()

# Analyze the image.

response = lookoutvision_client.detect_anomalies(
ProjectName=project_name,
ContentType=image_type,
Body=image_bytes,
ModelVersion=model_version

# Overlay mask onto analyzed image.
image_mask_bytes = response['"DetectAnomalyResult"]["AnomalyMask"]
image_mask = Image.open(io.BytesIO(image_mask_bytes))

final_img = Image.blend(image, image_mask, 0.5) \
if response["DetectAnomalyResult"]["IsAnomalous"] else image

# Overlay analysis output on image.
ShowAnomalies.draw_analysis_text(final_img, response)

final_img.show()

except ClientError as err:

logger.info(format(err))
raise

def add_arguments(parser):

Adds command line arguments to the parser.
:param parser: The command line parser.
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parser.add_argument(
"project", help="The project containing the model that you want to use."

)

parser.add_argument(

)

"version", help="The version of the model that you want to use."

parser.add_argument(

"image",
help="The file that you want to analyze. "
"Supply a local file path.",

def main():

Entrypoint for anomaly detection example.

try:

logging.basicConfig(level=1ogging.INFO,
format="%(levelname)s: %(message)s")

session = boto3.Session(
profile_name="'lookoutvision-access"')

lookoutvision_client = session.client("lookoutvision")
parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)

args = parser.parse_args()

# Analyze the image and show results.
ShowAnomalies.show_anomaly_prediction(

lookoutvision_client, args.project, args.version, args.image

except ClientError as err:

print("A service error occured: " +
format(err.response["Error"]J["Message"]))

except FileNotFoundError as err:
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print("The supplied file couldn't be found: " + err.filename)
except ValueError as err:

print("A value error occured. " + format(err))
else:

print("Successfully completed analysis.")

if __name__ == "__main__":
main()

Java 2
CIS oA 2 E= MSE o|0|X|of| ] o|& 2 X[ LICH BEEWAM CIS M0l S ELICH

* project: AI&3dte{z= ZEMEO| 0|F
. version— ZE2ME LHo|M AR50 A 5t BE B{A.

- image— 2Z 0|0|X| I (JPEG EEE= PNG &4l o| Az 3l mpel,

/*
Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX-License-Identifier: Apache-2.0

*/

package com.example.lookoutvision;

import software.amazon.awssdk.auth.credentials.ProfileCredentialsProvider;
import software.amazon.awssdk.core.SdkBytes;

import software.amazon.awssdk.core.sync.RequestBody;

import software.amazon.awssdk.services.lookoutvision.LookoutVisionClient;
import software.amazon.awssdk.services.lookoutvision.model.Anomaly;

import
software.amazon.awssdk.services.lookoutvision.model.DetectAnomaliesRequest;
import
software.amazon.awssdk.services.lookoutvision.model.DetectAnomaliesResponse;

import software.amazon.awssdk.services.lookoutvision.model.DetectAnomalyResult;

import
software.amazon.awssdk.services.lookoutvision.model.LookoutVisionException;

import java.io.BufferedInputStream;
import java.io.ByteArrayInputStream;
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import
import
import
import
import
import

import
import
import
import
import
import

import
import

java.io.File;
java.io.FileInputStream;
java.io.FileNotFoundException;
java.io.IOException;
java.io.InputStream;
java.net.URLConnection;

java.text.NumberFormat;
java.awt.*;
java.awt.font.LineMetrics;
java.awt.image.BufferedImage;
javax.imageio.ImagelIO;
javax.swing.*;

java.util.logging.Level;
java.util.logging.Logger;

// Finds anomalies on a supplied image.

public
/**

class ShowAnomalies extends JPanel {

* Finds and displays anomalies on a supplied image.

*/

private static final long serialVersionUID = 1L;

private transient BufferedImage image;

private transient BufferedImage maskImage;

private transient Dimension dimension;

public static final Logger logger =
Logger.getlLogger(ShowAnomalies.class.getName());

//

Constructor. Finds anomalies in a local image file.

public ShowAnomalies(LookoutVisionClient 1fvClient, String projectName,
String modelVersion,

String photo) throws IOException, LookoutVisionException {
logger.log(Level.INFO, "Processing local file: {@}", photo);
maskImage = null;

// Get image bytes and buffered image.
InputStream sourceStream = new FileInputStream(new File(photo));

SdkBytes imageSDKBytes = SdkBytes.fromInputStream(sourceStream);
byte[] imageBytes = imageSDKBytes.asByteArray();
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ByteArrayInputStream inputStream = new
ByteArrayInputStream(imageSDKBytes.asByteArray());
image = ImageIO.read(inputStream);

// Get the image type. Can be image/jpeg or image/png.
String contentType = getImageType(imageBytes);

// Set the size of the window that shows the image.
setWindowDimensions();

// Detect anomalies in the supplied image.
DetectAnomaliesRequest request =
DetectAnomaliesRequest.builder().projectName(projectName)
.modelVersion(modelVersion).contentType(contentType).build();

DetectAnomaliesResponse response = lfvClient.detectAnomalies(request,
RequestBody.fromBytes(imageBytes));

/*
* Tip: You can also use the following to analyze a local file.
* Path path = Paths.get(photo);

* DetectAnomaliesResponse response = lfvClient.detectAnomalies(request,

path);
*/

DetectAnomalyResult result = response.detectAnomalyResult();
if (result.anomalyMask() != null){
SdkBytes maskSDKBytes = result.anomalyMask();
ByteArrayInputStream maskInputStream = new

ByteArrayInputStream(maskSDKBytes.asByteArray());
maskImage = ImageIO.read(maskInputStream);

drawImageInfo(result);

// Sets window dimensions to 1/2 screen size, unless image is smaller.
public void setWindowDimensions() {
dimension = java.awt.Toolkit.getDefaultToolkit().getScreenSize();

dimension.width = (int) dimension.getWidth() / 2;
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dimension.height = (int) dimension.getHeight() / 2;

if (image.getWidth() < dimension.width || image.getHeight() <

dimension.height) {

dimension.width = image.getWidth();
dimension.height = image.getHeight();
}

setPreferredSize(dimension);

private int drawlLine(Graphics2D g2d, String line, FontMetrics metrics, int
yPos, Color color) {

/**

*

*

*

Draws a line of text at the spsecified y position and color.
confidence

@param g2D The Graphics2D object for the image.
@param line The line of text to draw.

@param metrics The font information to use.
@param yPos The y position for the line of text.

@return The yPos for the next line of text.

*/

int indent = 10;

// Get text height, width, and descent.

int textWidth = metrics.stringWidth(line);
LineMetrics 1lm = metrics.getlLineMetrics(line, g2d);
int textHeight = (int) lm.getHeight();

int descent = (int) lm.getDescent();

int y2Pos = (yPos + textHeight) - descent;

// Draw black rectangle.
g2d.setColor(Color.BLACK);

g2d.fillRect(indent, yPos, textWidth, textHeight);
// Draw text.

g2d.setColor(color);

g2d.drawString(line, indent, y2Pos);

yPos += textHeight;
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return yPos;

public void drawImageInfo(DetectAnomalyResult result) {

/**

* Draws the results from DetectAnomalies onto the output image.

*

*

*

*

*/

@param result The response from a call to
DetectAnomalies.

// Set up drawing.
Graphics2D g2d = image.createGraphics();

if (result.anomalyMask() != null){
Composite composite = g2d.getComposite();

g2d.setComposite(AlphaComposite.SrcOver.derive(@.5));
int x = (image.getWidth() - maskImage.getWidth()) / 2;
int y = (image.getHeight() - maskImage.getHeight()) / 2;

g2d.drawImage(maskImage, x, y, null);
// Set composite for overlaying text.
g2d.setComposite(composite);

//Calculate font size based on arbitary 32 pixel image width.

int fontSize = (image.getWidth() / 32);

g2d.setFont(new Font("Tahoma", Font.PLAIN, fontSize));
Font font = g2d.getFont();

FontMetrics metrics = g2d.getFontMetrics(font);

// Get classification information.

String prediction = "Prediction: Normal";

if (Boolean.TRUE.equals(result.isAnomalous())) {

prediction = "Prediction: Anomalous";

// Convert prediction to percentage.
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NumberFormat defaultFormat = NumberFormat.getPercentInstance();

defaultFormat.setMinimumFractionDigits(1);

String confidence = String.format("Confidence: %s",
defaultFormat.format(result.confidence()));

// Draw classification information.
int yPos = 0;

yPos = drawlLine(g2d, "Classification:", metrics, yPos, Color.WHITE);
yPos = drawlLine(g2d, prediction, metrics, yPos, Color.WHITE);
yPos = drawlLine(g2d, confidence, metrics, yPos, Color.WHITE);

// Draw segmentation info.
yPos = drawlLine(g2d, "Segmentation:", metrics, yPos, Color.WHITE);

// Ignore background label, so size must be > 1
if (result.anomalies().size() > 1) {
for (Anomaly anomaly : result.anomalies()) {
if (anomaly.name().equals("background"))
continue;
String label = String.format("Anomaly: %s. Area: %s",
anomaly.name(),

defaultFormat.format(anomaly.pixelAnomaly().totalPercentageArea()));
Color anomalyColor =
Color.decode((anomaly.pixelAnomaly().coloxr()));
yPos = drawlLine(g2d, label, metrics, yPos, anomalyColor);

} else {
drawLine(g2d, "None found.", metrics, yPos, Color.WHITE);

g2d.dispose();

@Override
public void paintComponent(Graphics g)
/**
* Draws the image and analysis results.
*
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* @param g The Graphics context object for drawing.

& DetectAnomalies.
*

*/

Graphics2D g2d = (Graphics2D) g; // Create a Java2D version of g.

// Draw the image.
g2d.drawImage(image, @, @, dimension.width, dimension.height, this);

// Gets the image mime type. Supported formats are image/jpeg and image/png.

private String getImageType(byte[] image) throws IOException

/**
* Gets the file type of a supplied image. Raises an exception if the image
* isn't compatible with with Amazon Lookout for Vision.

*

* @param image The image that you want to check.
*

* @return String The type of the image.
*/

InputStream is = new BufferedInputStream(new
ByteArrayInputStream(image));
String mimeType = URLConnection.guessContentTypeFromStream(is);

logger.log(Level.INFO, "Image type: {0}", mimeType);

if (mimeType.equals("image/jpeg") || mimeType.equals("image/png")) {
return mimeType;
}
// Not a supported file type.
logger.log(Level .SEVERE, "Unsupported image type: {03}", mimeType);
throw new IOException(String.format("Wrong image type. %s format isn't
supported.", mimeType));
}

public static void main(String[] args) throws Exception {

String photo = null;
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String projectName = null;
String modelVersion = null;

final String USAGE = "\n" +

"Usage:\n" +
" DetectAnomalies <project> <version> <image> \n\n" +
"Where:\n" +

" project - The Lookout for Vision project.\n\n" +

" version - The version of the model within the project.\n\n"

" image - The path and filename of a local image. \n\n";

try {

if (args.length != 3) {
System.out.println(USAGE);
System.exit(1l);

projectName = args[0];
modelVersion = args[1l];
photo = args[2];
ShowAnomalies panel = null;

// Get the Lookout for Vision client.
LookoutVisionClient 1fvClient = LookoutVisionClient.builder()

.credentialsProvider(ProfileCredentialsProvider.create("lookoutvision-access"))

photo);

.build();

// Create frame and panel.
JFrame frame = new JFrame(photo);
frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);

panel = new ShowAnomalies(lfvClient, projectName, modelVersion,

frame.setContentPane(panel);
frame.pack();
frame.setVisible(true);

} catch (LookoutVisionException 1fvError) {
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logger.log(Level .SEVERE, "Lookout for Vision client error: {0}:

{13",

new Object[] { 1fvError.awsErrorDetails().errorCode(),
1fvError.awsErrorDetails().errorMessage() });

System.out.println(String.format("lookout for vision client error:
%s'", lfvError.getMessage()));

System.exit(1);

} catch (FileNotFoundException fileError) {

logger.log(Level .SEVERE, "Could not find file: {0}",
fileError.getMessage());

System.out.println(String.format("Could not find file: %s",
fileError.getMessage()));

System.exit(1l);

} catch (IOException ioError) {

logger.log(Level .SEVERE, "IO error {@}", ioError.getMessage());
System.out.println(String.format("I0 error: %s",
ioError.getMessage()));

System.exit(1l);
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

Purpose

An AWS lambda function that analyzes images with an Amazon Lookout for Vision
model.

import baseb4

import imghdr

from os import environ

from io import BytesIO

import logging

import boto3
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from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

# Get the model and confidence.

project_name = environ['PROJECT_NAME']
model_version = environ['MODEL_VERSION']
min_confidence = int(environ.get('CONFIDENCE', 50))

lookoutvision_client = boto3.client('lookoutvision')

def lambda_handler(event, context):
Lambda handler function
param: event: The event object for the Lambda function.
param: context: The context object for the lambda function.
return: The labels found in the image passed in the event
object.

try:

file_name = ""

# Determine image source.

if 'image' in event:
# Decode the encoded image
image_bytes = event['image'].encode('utf-8"')
img_b64decoded = base64.b64decode(image_bytes)
image_type = get_image_type(img_b64decoded)
image = BytesIO(img_b64decoded)
file_name = event['filename']

elif 'S30bject' in event:
bucket = boto3.resource('s3').Bucket(event['S30bject']['Bucket'])
image_object = bucket.Object(event['S30bject']['Name'])
image = image_object.get().get('Body').read()
image_type = get_image_type(image)
file_name = f"s3://{event['S30bject']['Bucket']}/{event['S30bject']
['Name']}"
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else:
raise ValueError(

'Invalid image source. Only base 64 encoded image bytes or images

in S3 buckets are supported.')

# Analyze the image.

response = lookoutvision_client.detect_anomalies(
ProjectName=project_name,
ContentType=image_type,
Body=image,
ModelVersion=model_version)

reject = reject_on_classification(
response[ 'DetectAnomalyResult'],
confidence_limit=float(environ['CONFIDENCE'])/100)

status = "anomalous" if reject else "normal"

lambda_response = {
"statusCode": 200,
"body": {
"Reject": reject,
"RejectMessage": f"Image {file_name} is {status}."

except ClientError as err:
error_message = f"Couldn't analyze {file_namel}. " + \
err.response[ 'Exrror'][ 'Message']

lambda_response = {
'statusCode': 400,
"body': {
"Error": err.response['Error']['Code'],
"ErrorMessage": error_message,
"Image": file_name

logger.error("Error function %s: %s",
context.invoked_function_arn, error_message)

except ValueError as val_error:

lambda_response = {
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'statusCode': 400,

'body': {
"Error": "ValueError",
"ErrorMessage": format(val_error),
"Image": event['filename']

}

logger.error("Error function %s: %s",
context.invoked_function_arn, format(val_error))

return lambda_response

def get_image_type(image):

Gets the format of the image. Raises an error
if the type is not PNG or JPEG.

:param image: The image that you want to check.
:return The type of the image.

image_type = imghdr.what(None, image)

if image_type == "jpeg":
content_type = "image/jpeg"
elif image_type == "png":

content_type = "image/png"
else:
logger.info("Invalid image type")
raise ValueError(
"Invalid file format. Supply a jpeg or png format file.")
return content_type

def reject_on_classification(prediction, confidence_limit):

Returns True if the anomaly confidence is greater than or equal to

the supplied confidence limit.

:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from DetectAnomalies

:param confidence_limit: The minimum acceptable confidence. Float value between
0 and 1.

:return: True if the error condition indicates an anomaly, otherwise False.
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reject = False

if prediction['IsAnomalous'] and prediction['Confidence'] >= confidence_limit:
reject = True
reject_info = (f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) is greater"
f" than limit ({confidence_limit:.2%})")
logger.info("%s", reject_info)

if not reject:
logger.info("No anomalies found.")
return reject

T
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"Statement": [

{
"Sid": "LambdaPermission",
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "ARN for lambda function"
}
]
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

Purpose: Shows how to call the anomaly detection
AWS Lambda function.
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from botocore.exceptions import ClientError

import argparse

import logging

import baseb4

import json

import boto3

from os import environ

logger = logging.getlLogger(__name_ )

def analyze_image(function_name, image):
Analyzes an image with an AWS Lambda function.
:param image: The image that you want to analyze.
:return The status and classification result for
the image analysis.

lambda_client = boto3.client('lambda')
lambda_payload = {3}

if image.startswith('s3://'):
logger.info("Analyzing image from S3 bucket: %s", image)
bucket, key = image.replace("s3://", "").split("/", 1)
s3_object = {
'Bucket': bucket,
'"Name': key
}
lambda_payload = {"S30bject": s3_object}

# Call the lambda function with the image.
else:
with open(image, 'rb') as image_file:
logger.info("Analyzing local image image: %s ", image)
image_bytes = image_file.read()
data = baseb4.b64encode(image_bytes).decode("utf8")
lambda_payload = {"image": data, "filename": image}

response = lambda_client.invoke(FunctionName=function_name,
Payload=json.dumps(lambda_payload))
return json.loads(response['Payload'].read().decode())
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def add_arguments(parser):
Adds command line arguments to the parser.
:param parser: The command line parser.

parser.add_argument(
"function", help="The name of the AWS Lambda function "
"that you want to use to analyze the image.")
parser.add_argument(
"image", help="The local image that you want to analyze.")

def main():

Entrypoint for script.
try:
logging.basicConfig(level=1ogging.INFO,
format="%(levelname)s: %(message)s")

# Get command line arguments.

parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)

args = parser.parse_args()

# Analyze image and display results.

result = analyze_image(args.function, args.image)

status = result['statusCode']

if status == 200:
classification = result['body']
print(f"classification: {classification['Reject']}")
print(f"Message: {classification['RejectMessage']}")
else:
print(f"Error: {result['statusCode']}")
print(f"Message: {result['body']}")

except ClientError as error:
logging.error(error)
print(error)
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if name == "__main__"
main()
3. IEE AMYELICH HWHE 29| B2 Lambda &< 0|1 BA5tedE 24 o|0|X|e] ZEE
M3stAAI2. of
python client.py function_name /bucket/path/image. jpg
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a. CUDAE X|H5t= GPU7I JU=X| &QIStM L. XAl LHE 2 CUDA-Capable GPU7} /=X

b. C}2 & slLIE £&5l04 7|7|0ofl CUDA, CuDNN 2! TensorRTE A& gfL|Ct.

 Jetson C|HIO|AE AI25tE B, JetPack HX 4.4 - 4.6.12 MHXISHMIL. AEMIEH LIS
JetPack O}7}0|E & & X SIAAI2.
- x86 7|dt StEQJ0{E AI2 35T NVIDIA GPU OtO|3 20} 7|El % 7} Ampere O| HZIQI 7

2 (HFY 450080 0I2, T} S +HHAAIL.

1. Linux& NVIDIA CUDA A x| 7}0|= 9| X|&ofl 2t CUDA BH7 10.28 MM EHLICE

2. NVIDIA CuDNN A2 Aol x|&of tth2t cuDNNE A X[ & L|Ct.

3. NVIDIA TENSORRT &EA{o| X|&lofl [t2} TensorRT (H% 7.1.3 0|4}, 8.0.0 O|HE M
x-lol-|__|[_-_|._
[ =|

. x86 7|9t StES0{E AL St /T NVIDIA GPU O-O|Z 20t 7| X{ 7 Ampere (&
2 8.0)2 B2 52 TSI MAIR.
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https://docs.nvidia.com/cuda/cuda-installation-guide-linux/index.html#verify-you-have-cuda-enabled-system
https://docs.nvidia.com/cuda/cuda-installation-guide-linux/index.html#verify-you-have-cuda-enabled-system
https://developer.nvidia.com/embedded/jetpack-archive
https://docs.nvidia.com/cuda/archive/10.2/cuda-installation-guide-linux/index.html
https://docs.nvidia.com/deeplearning/cudnn/install-guide/index.html
https://docs.nvidia.com/deeplearning/tensorrt/install-guide/index.html
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1. Linux& NVIDIA CUDA A x| 7t0|= 9| X|&l0| 2 CUDA KT 11.28 A &hL|Ct.
2. NVIDIA CuDNN A A 9o| X|&of 2t cuDNNE AxR[gf LIt
3. NVIDIA TENSORRT MEA{ 2| X|Fo [}E} TensorRT (K& 8.2.0)& MHELICH

2. 304 C|HOo|A0| AWS IoT Greengrass Version 2 2.0{ &2 E Q|0 x| AFAMIEH LIE 2 AWS loT
Greengrass Version 2702 X HLHA Ol A AWS 0T Greengrass Core AL E2J0{ Mx[& & X3}

o]

= .

3. EHE X% st= Amazon S3 HZ!OAM e12E{®H AWS loT Greengrass Version 2 A% Sof &M
gHIAM & (E2 wet Yg)of HEtE HAGSI YA, RtME LIE2 74 24 ofE[HEof CHEH
S3 HA M A 5182 FZFHMAIL

4. B ZFIZEOMCHS HBE UZ35t0{ Pythontt Python 7t&f BtE3E Fo{ T x|l Ax|EfLICH.

sudo apt install python3.8 python3-venv python3.8-venv

2 A&875104 Greengrass AF&AHE HIC|R &0l F7HELICH O|Z A 6t Greengrass
7t HHEZ Bt 74 Q AT GPUO| HMAE = Ql&LCt

sudo usermod -a -G video ggc_user

6. (MEH AEH CHE AFERIZEE{ Lookout for Vision Edge Agent APIE S &35I2dH Z 8 AFSXIE
ggc_groupOfl F=7tgrLICt 0|8 S35l A&t Unix TH Q! £%E &3 Lookout for Vision K|
olo|MES S4IE = A&LCt

sudo usermod -a -G ggc_group $(whoami)

Amazon Lookout for Vision Z&! 7| &

2 7| A 242 Amazon Lookout for Vision ZHIS & 44 @ A2 IiF| A gHL|Ct
DH of7|E 2 MAMSe{H 7| 2e DEHS MEISET Eo M MAMEE RE A 240 CHEt
MM Mg 2oz st&E Do of 7| &E 4+ QlaLch

Lookout for Vision 2& EEE AWS SDKE Al25to D& mf7|Z 22 MAsH 4= Ql&L|Ct MAdstH
SE 7| A Eof CHet HEL b2 = Usuch AtAE L1882 22 {7 | & 2o cHEt HE 7t
27| MME HZ5HMKR. AWS IoT Greengrass V2 2& = AWS SDKE At&35t01 74 QA E AWS
loT Greengrass Version 2 201 C|HtO|A0| HHZE 5= U&LICH
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https://docs.nvidia.com/cuda/archive/11.2.0/cuda-installation-guide-linux/index.html
https://docs.nvidia.com/deeplearning/cudnn/install-guide/index.html
https://docs.nvidia.com/deeplearning/tensorrt/install-guide/index.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/getting-started.html#install-greengrass-v2
https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html#device-service-role-access-s3-bucket
https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html#device-service-role-access-s3-bucket
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He CHA ClbbOlA i CHA BHE
A S|

=
EE HZI ClstolA, & o 7|

CH& ClHfofA

DEo| 4 C|HFOlA (od: NVIDIA® Jetson AGX Xavier). ATl SMS X|HE L7t gi&Lict.

CHA Z3HE
Amazon Lookout for Vision2 C}21} ZH2 ZHE 192 K|RELICH

. X86_64 (x86 H20| M E 2| 64H|E H{7) L Aarch64 (ARMVS 64H|E CPU) OF7|El%.
« Linux 24 XA

- NVIDIA EE= CPU HM2{30|E|1E A3t F2.

Zuts] S48 A2 5 AWS loT Greengrass Version 2 204 Cldto|A0| L4 ERES xIHE 4
QELICH OHe BY M2 XIBY £ s

EERESE T


https://www.nvidia.com/en-us/autonomous-machines/embedded-systems/jetson-agx-xavier/
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NVIDIA 44242 0|E

« gpu-code— 2= 7 QAE A™st= 304 ClHO|A LS| GPU = x|&M3Lct
e trt-ver— TensorRT HH™E x.y.z. A0 2 X|HFLI|Ct
* cuda-ver— CUDA HHTE x.y @402 X|HgLict

CPU HAlE{g|0|E

o (MEY AE) mcpu — B MEE XIHELICE o: core-avx2. 2t ME3HX| 228 Lookout for

Vision2 Ztcore-avx22 AL EfL|C}.

{"gpu-code": "sm_75", "trt-ver": "7.1.3", "cuda-ver": "10.2"}

HE2 dxe HAEE HEICHO|A, E ol 7|5A 2 28 MK E HESAL.

2 7Y sl 2Ue Eaets DY HEUES MBI O] &
H

= =
V27t BE 7Y @A E 0 F k[0 B{EZ = ol AS5t= olE[HEE BHELICH

Lookout for VisionO| 22 I{7|& o ddste D2 74 40| O|FLICE X|HE 7+ 24 0|
O] AWS IoT Greengrass V2 2& 0| ZA|ELICH. 22I0|HE OfZEZ|70|ME T4 QA Z OHE F|A]
o] 4 R4 O|FE ASELICH RtAME LI 2 ZEI0|E o EE|7H0|M 74 24 o MMdg 7

oM.

7Y QA HM HELIC 7|2 HH HEE JUE A85HAHLE 2™ MEfE = JU&LICH H
3£ o|0| MAH HEH HE & AHQ! major.minor.patchE [2FoF EfLICEH o€ £041.0.0 HE2 7
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d Ao HW £ 2e[AQLICH REMIEH LIS YotEe{H o|O] A
M. Zte ME6tX| &2 ™ Lookout for Vision2 ZE | KA HE E A2 5104 I:H’F_"% ”%E*L—llj.

D of7|E EHoiMd 2 M 4 olE[MEE MEE Amazon S3 2|x|ILICt Amazon S3 A2
AWS loT Greengrass Version 22 At& 3= AWS 2/ 2 AWS H ™ot 22 AWS 2|Tod| Qlo{of BFL
Ch. Amazon S3 H{Z! ol CHEr REMIEF LIS 2 HZ! M e FESM .

El

E{1E AM830d 7+ QA E A, M, M 2l ZEZE = JU&LICH Z eEfa= AFS K Hol 7|2t
o2 T dE o2t 22 7| & 0| GreengrassHiM 22 HEAEE MHE m Ef2 7t
TR AHATHEN HEELUC #4 24 AWS loT Greengrass V2 2|AAL

2 Lookout for Vision 2|AA0| HEE|X| A& LICH REAEH LI 2 AWS E|AA0 EfT X|H EHHE 7
Z3tM2.

ZE 7Y (&)

Amazon Lookout for Vision 2&& AL 310 2H T7| & &teig M4e 4 RlaLich
7|5 Aol ciet LI8 2 17|X| MF BHelg HESIMR.

2 7|82 staHEe)

1. Lookout for Vision0{| A I{Z7|Z %] olE|[HE (2ZE 7 24) E M&E St Ol AL&8t= Amazon
S3 HZIE MM HLE 71E HAIE MAFS = LICH

https://console.aws.amazon.com/lookoutvision/0{| A Amazon Lookout for Vision 2&2 3L|C}.
AlEtSt7|E MENELICE.

= _l
ZENME HMoM 7| Fsttie Dol Z&E Z2MEE MEAEL|C
o|z% EFAMH Xto| T BME O|E0|M WX D& THF| K|S MEASHL|CH
SEH OF|E &Y MMM 22 {7 |E 2] MeS MEdErLCH
245FLICH REMIEH LIS mi7|X| M MMHE & ZSIMR
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https://semver.org/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://console.aws.amazon.com/lookoutvision/
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12. AWS loT Greengrass Version 20| 282 724
&2 MEfgrL[CH ApM[EF &2 ClHfo|A0 T4

22 17| & (SDK)

SEH 7Y AHYE MYEstol REHE RE 7 QAR HF|EFLICH RE I7|E A YE MM5ieiH
StartModelPackagingJob APIE S £ & LICt. t25t= O AlZto| 23 &= U&LICH 34X 4EHE =2l
5t24™ DescribeModelPackagingJobS &35t SE 9| Status EEE QIS AL

7| s d-oil cHet LHE2 m7|x| B EHHE HZshM .

CtS ExtolMHE AWS CLIE AFE5t0 I 7|8 &2 Al&sHE WS ATHELICH CHe E%ﬂ% L
CHA ClHFO|lA 822 RIS m7|AE 4 &Lch J
SHAAIR.

D (SDK)S I 7| &l 5t 24

1. OFE m{7| &5t K| EACHH AWS CLI 2 AWS SDKE Mx|5tT FH5HAMIR. AHAMIEH LIS 2 4EHAH:
AWS CLI &/ AWS SDK M7 MM & XHMI2.

2. ZEHOF|Y US AFE = e 2HHE HEH0| U=X| =elshoF BLCH RHAE LIS
StartModelPackagingJob& % )

=
3. CH3 CLI BEES AMEstod CHY CIHIO|A EEE CHY S &0 X H ZEE 7[5 &+ A&Lich

Target platform

CHS CLI &2 NVIDIA HMZ{E0|E{E AI835I0{ CHat ESHER RS 7|8 sl= WHE

HoiE LIt

« project_name2 I{7|&5tei= RRO| X E TENME 0|F2 2 HHELICH
« model_version2 I7|&sled= 22O HHMSZ HFELICH
o (ME4 AHE) description2 2 I{7|E E o CHEt MBS = HHELICH

« architecture2 2& 7 @A E A&5E AWS loT Greengrass Version 2 301 C|H} O]

A 0| Ot 7|ER (ARM64EE=X86_64)2 2 AT LICH.
« gpu_code2 & HEHAEE M™st= F0{ C|HIO|ALS| GPU ZEE HFF LICEH

« trt_ver 304 C|HIO|AO| MX|E TensorRT HHS 2 BHZAELICE.
« cuda_ver 304 C|HIO|AO| MX|EF CUDA HHS 2 BH4ZAFLICE.
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/StartModelPackagingJob.java
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob.html
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- component_name2 AWS loT Greengrass V20i CHal MA5tede 2 74 Q49| 0|2
2 #HZEFLICH

o (MEH AR component_version2 7|3 2o MEEls REH FH QA9 HES R
%

HE . major minor.patch @AI2 AFSELICH & £011.0.02 78 249 A
i =2 & 2|AL|CH.

[
AL

« bucket2 I{7|Z Zo| ZEH M @A OlE[HEE X{ZSl= Amazon S3 H{Z/e 2

o (ME4 AE) component_description2 22 71 @A MHOZ BiZAELICE

aws lookoutvision start-model-packaging-job \
--project-name project_name \
--model-version model_version \
--description="description" \
--configuration
"Greengrass={TargetPlatform={0s='LINUX',Arch="'architecture', Accelerator="NVIDIA'}, Compi
code\": \"gpu_code\", \"trt-ver\": \"trt_ver\", \"cuda-ver\":
\"cuda_ver\"}"',S30utputLocation={Bucket="'bucket',Prefix="prefix'},ComponentName="Compor
{Key="tag_key2',Value="tag_value2'}]1}" \
--profile lookoutvision-access

of:

aws lookoutvision start-model-packaging-job \
--project-name test-project-01 \
--model-version 1 \
--description="Model Packaging Job for G4 Instance using TargetPlatform
Option" \
--configuration
"Greengrass={TargetPlatform={0s='LINUX',Arch="'X86_64"',Accelerator="NVIDIA'}, CompilerOpt
code\": \"sm_75\", \"trt-ver\": \"7.1.3\", \"cuda-ver\":
\"10.2\"}"',S30utputLocation={Bucket="bucket',Prefix="'test-project-01/
folder'}, ComponentName="'SampleComponentNameX86TargetPlatform', ComponentVersion='0.1.0",C

2 m7|& (SDK) 191
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is my component', Tags=[{Key='modelKey®@',Value="'modelValue'},
{Key="modelKeyl',Value="modelValue'}]13}" \
--profile lookoutvision-access

Target Device

project_name2 I7|&stties DOl Z&E ZE2ME 0O|E2 = HtELICEH
« model_version2 WM7|HstEis DEo| HHM = HHELICH

o (MEY AL description2 2 mi7|& ol Cist MHEo Z HFELICH.

 component_name AWS loT Greengrass V201 CH3H M 45te{= D& 74 Q49| 0|2
2 BHFghc

o (ME4 ALE) component_version® M7|E YoM MEE= BEH 74 QA HTHSE
AT LICH major.minor.patch @AIE ALSELICEH 0| & §011.0.02 +4 249 A

E
| =2 2elA Lot

* bucket2 I{F7|& 0| ZE T 24 OlE|[HEE K& 3= Amazon S3 H{ZIo 2 #4

« prefix2 I7|E %ol 2 7 24 OtE|HEE K& St= Amazon S3 HZ! LI fIX|2

o (MEH AMED) tag_keyl U tag_key2E ZE AEXHAEN MEE Ef19| 7|2 #HEFLICH
o (MEH AR tag_valuel & tag_value2E RE HAEXHAE0| MEE E|O9| 7| ZIo 2

aws lookoutvision start-model-packaging-job \
--project-name project_name \
--model-version model_version \
--description="description" \
--configuration
"Greengrass={TargetDevice='jetson_xavier',6 S30utputlLocation={Bucket="'bucket',6 Prefix="'pre
{Key="'tag_key2',Value="tag_value2'}1}" \
--profile lookoutvision-access

2 m7|& (SDK) 192
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of:

aws lookoutvision start-model-packaging-job \

--project-name project_01 \

--model-version 1 \

--description="description" \

--configuration

"Greengrass={TargetDevice='jetson_xavier',6 S30utputlLocation={Bucket="'bucket',6 Prefix="'con
model component',6 Tags=[{Key='tag_keyl',6Value="'tag_valuel'},
{Key="tag_key2',Value="tag_value2'}1}" \

--profile lookoutvision-access

4. SE2|JobName ¢t 7ISEfLICH ol HE &= CtS BHAOM HELch of:

{
"JobName": "6bcfdoff-90c3-4463-9a89-6b4be3daf972"
}
5. Eo| #Hxl HENE 7tX{2= Ol DescribeModelPackagingJob2 AFSELICH CH2S HEE
L|C}.

« project_name2 At FQl ZEZNME 0|§2 = HHELICH
0

« job_name O|™ EHO0M 7|E 3 & Q| O|F§2 2 HELICE

aws lookoutvision describe-model-packaging-job \
--project-name project_name \
--job-name job_name \
--profile lookoutvision-access

Statusg{O| SUCCEEDEDO|T 2 m{7|Z 20| &t =& ZAL|Ct. 2k0| CHE A2 & A| 7|CHE
F CHAl A3 AL,

6. AWS loT Greengrass V2& AF85t0{ HIEZE HESAAIL. REMEF LI ClHO|A0 74 24
HiZ MME HEMS.

el oj7|Al ®redof cHer ME 7Ix{2 7|

Amazon Lookout for Vision 2& ! AWS SDKE AtE35t04 MAIst 2 E ojF7| & =rdof CHst HEE A

£ & A&LICH

= 715 Aol het B2 HM2 7] 193
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d o7 d &Y HE 77| (&)

2d 7| A M E MM (22)

1. https://console.aws.amazon.com/lookoutvision/0llA Amazon Lookout for Vision 2&& JLIC}.

2. AZESt7|E =L

3. iz e Hold Z2MES MBI

4. ZEHME MMM Eais 2 1f7|E edo| ZEHE Z2MES ML)

5. BIZEMFOZRNME O|FHM WX 2 D7 |X|E MEAFLICH

6. 2 m7|E ated MMolM BRis 2Y 7| Aedg MesLch Y 7| & Aol MR HE

SR m7|d & HE (SDK) 7HK 27|

(o}

AWS SDKE At835to ZEMEO| B 17| 2 YE LHFstT §d 2 m7|Z 2ol cHet HEE

¥ = A&LIcH

SEHIi7|E Y S5
ListModelPackagingJobs APIE £ &£36t0{ ZE2EMEO| D& I{7 | AU Z LIEY £ JU&LICH SHO
= ZF 22 07| & 2hdof cHet £ ModelPackagingJobMetadata Zix| S5 0| Z & ElL|

Ct. E3t S 50| S|ME 4= ot EENMed AEE = A= HOoIX| & EEL Z§

Tjof A&LICH

il |-II

2 o7E 5y

fjo

L}d52{ 04

1. Ot& m7| &3St X| of~ACHH AWS CLI & AWS SDKE MxIstT stM . REMIEH LIS S 4EHA:
AWS CLI & AWS SDK &8 MME HZEstM L.

2. CIS CLI BHE ALE3FIAAIR. project_name2 AIE35l2{E ZZMEQ| O|E2 2 #HZAELICH.

aws lookoutvision list-model-packaging-jobs \
--project-name project_name \

=9 0715 Aol e B ey 194


https://console.aws.amazon.com/lookoutvision/
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModelPackagingJobs
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ModelPackagingJobMetadata
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--profile lookoutvision-access

DE o7 EE dY

DescribeModelPackagingJob APIE At&5t0o] 2= 7| & 2ol CHet MEE 7S LIct 82 %
ol #x] MEfet 7|EF HEJF Z & El ModelPackagingDescription ZH| I L|C}.

{7|X|& dEsted™

1. OFE| m7| &5t K| ofACHRH AWS CLI & AWS SDKE |5t TASHMIR. REMIBH LIS 2 4EH74:
AWS CLI 2/ AWS SDK A% MM B ZsHM2.

2. LIS CLI BEE A8tAA2. COhES HEELICH

« project_name2 At FQl ZEME 0|§2 = HIELICH.

+ job_name %@io| 0|5 lL|C}. StartModelPackagingJob2 &3t ¢4 0|5 (JobName)2
d&Lct.

aws lookoutvision describe-model-packaging-job \
--project-name project_name \
--job-name job_name \
--profile lookoutvision-access

Zeto|HE ofZ2|A0ld 7 d 24 Y

Z2t0o|HE ofE 270l FH A= AFERI7} 2 St= AFEAF K| AWS 10T Greengrass Version
2 7+ 2AlLICH AWS IoT Greengrass Version 2 204 C|HFO|A0{| A Amazon Lookout for Vision 2
A2 ME5te Ol EREt HIZELIA 2E|E FHELICH

ZHEof HMASHZ| 230 22H0IHE ofZE 2|7 0| 74 2 A= Lookout for Vision Edge Agent 74 2
A8 AFSELICE Lookout for Vision Edge Agent 4 A= ZEE AM&35t0{ O|0|X|E M5t 2
of ClHtO|AOIM 2= E 2tE[etE Ol AH&st= APIE MSEfLICH

Lookout for Vision Edge Agent API= $H73 Z2AM S ES et Z2EZQ! gRPCE At &3tod T3
ELct XM L1823 gRPCE EZESHAA|R. gRPCTL X 5"_

&t £ Ql&LICH oAl Python 2EE ANEELICH RFAIEH L
M EE ALS MMS B ESMS.
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ModelPackagingDescription
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob
https://grpc.io/
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@® Note
Lookout for Vision Edge Agent 7t @A E HIZs= 22 74 Q40| 4 &=L ct 24
T AE FofClHto|aof HiZESH Fof ClHto|A| RiS2 =2 HiZEE LICH

1. gRPCE A6t 5 142 MXst 1 EFAL 2lo|EEEIE MRIELICt
2. DHIS A% I EE MM,
3. AEE AKX XM 7 QA Z 30{ C|HFO|AO| HYZ &L},

A& Xt X|’d GStreamer THO|Z 2[RI M Ol B XIE =t YHE 2oiF = 2E0[AUE ofE 2|7
o|lM 7 49| 0 &= https://github.com/awslabs/aws-greengrass-labs-lookoutvision-gstreamer2 %t

oA

£ ztdst7| fIsh 7HY ZE2 Amazon Lookout for Vision Z& 714 24 L B

Z2I0|¢1E FE= gRPC Z2I0|1EE A& 5104 Amazon Lookout for Vision S K| | O|HEOf| KM A
S A8 5to{ 7le B2 M35 DetectAnomalies oA 2 =0

st} EME
L3t EIA SE M Mx|sHe ¢S EoiFL
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https://github.com/awslabs/aws-greengrass-labs-lookoutvision-gstreamer
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-development-tools.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/develop-greengrass-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/develop-greengrass-components.html
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gRPC M

7Het B+ E o ME Lookout for Vision Edge Agent APIE £ &357| {all 2= 0|M AF83H= gRPC 22t
O|1ET} B ErL|Ct 0|2 | 324 Lookout for Vision Edge Agent2| . protoAH|A Ho| mt& At
83510 gRPC AE{S A MErLCt.

® Note

Lookout for Vision Edge Agent O Z 2|7 0| HE 0| M MH|A Ho| ot

2 7t & A&LICt o E2|7H 0] #HHE 2 Lookout for Vision Edge Agent

TE A7 2E FY 240 B4z MxIE W Mx|ELICH ofEE/7

O|M HE2 /greengrass/v2/packages/artifacts-unarchived/
aws.iot.lookoutvision.EdgeAgent/edge_agent_version/
lookoutvision_edge_agent0l Q&LICH AHE &2l Lookout for Vision W X| 00| ME H
Mo 2 edge_agent_versiong WAt A[2. ofE 2|7 0| HE S B2 E{™ Lookout for
Vision 2| 0| 0| MEE 3 0{ C|HIO[A 0 HHAE&H{OF TFL|CH.

gRPCE dHste{H LI5S +stAL.

1. zip IUQ! proto.zipE CHR2EESHAMIL. zip THU0Y|=.proto MH|A H9O| mt Y (edge-
agent.proto)0| £0{ Q&LICH.

¥ edge-agent.protoO| Z&E EHZE O|SELICE

4. Chg BEE AHE3St0q Python 22t0|ME QIE{H0[AE H-GELICH

%%bash

python3 -m pip install grpcio

python3 -m pip install grpcio-tools

python3 -m grpc_tools.protoc --proto_path=. --python_out=. --grpc_python_out=.
edge-agent.proto

HE0o| S35t 2] CIHME 2|0l AF edge_agent_pb2_grpc.py & edge_agent_pb2.py
O| dELct.

5. ZHZ AE5tE 2c0|¢E ZEE FYSHMI. REMIEH LI&2 ZE2H0[YME o E 2|7 0| 74
LANM R AE MM FXSHAR

i
o
nx
0
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EfAL B&H F7t517]
DetectAnomalies O K| I E& Pillow 2O|EE{2|E AF2 5104 0|0O| K| 22 £alistL|Ct REAMIBH LK
&2 0|0|X| HIO|EE AtE35t04 0|4 2 F E B X|FLICH MME FHESHML
CHS BYE S AF85H0q Pillow 2HO|EEH2IE M X[ELICE
python3 -m pip install Pillow
ZClo[HE o EEZ(A0|M FH @AM Z- AMS
Z0|E ofE 2|70l 7 @A ZRIE A& dt= HAE 2etRE0 ZAEHE ZRE AI&St=
ChA|2t "I gLct
1. B A} S AIZFELICH
2. O|O|X[o|M Ol &t 2 Z RIEFLCt
3. Mol EHRsX 2 d¢ R g SXIFLICH
Amazon Lookout for Vision Edge OI|0|ME= 2 A|ZtSt, o|O|X|olAM O|& 2 ZX|etn, ZEHE
SXIE = U= APIE MBS ELICH APIE AF&35t04 ClHtO|A S| ERIE LHE5t D b = Fl =2 =Zoi CHEt
HEE g £ &LICt REMIEH LI 2 Amazon Lookout for Vision Edge Agent APl £ X MMg
AESML.
gRPC &fEil I E &QI5t0] 2F HEE U2 = UELICE RAE LIE2 2F HE 7IMH7| MM
xl-x5|.k||o
gRPC7t X[5t= 2 E 20{E AHE5t0d I EE EHMHE £ JU&LICH oA Python 2 EE XS ELICEH
S|
- 22t0[? HEZ|IAHOIM 748 RAS| AF ME
o THE AIE
- 0|4} ZX|
- 2E 3%
- ClHOo|AS| EHI F&
. Dol M
c 2R HE I

H
i
>

0l
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https://python-pillow.org/
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Zcto[AE o EE|F0|E 78 Ao A ME

CHE ZEE AFE735H0q Lookout for Vision S X| O O|MEE Sal| 220 CHE HMAE HM™EHLICEH

import grpc
from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

# Creating stub.
with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as
channel:
stub = EdgeAgentStub(channel)
# Add additional code that works with Edge Agent in this block to prevent resources
leakage

2 AR

S E5t0{ ZEE AR ELICH 222 AlEFstE O Alztol 22! &= l&Lict
S EHH X AEHE =HOIE 5= Q& LICH status EE 20| RunningO|™ Z & 0|
P

D]

StartModel APIE
DescribeModel &

oA 2=

component_name# RE T QA 9| O|ESZ HH T AAIL.
import time

import grpc
from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

model_component_name = "component_name"

def start_model_if needed(stub, model_name):

# Starting model if needed.

while True:
model_description_response =

stub.DescribeModel(pb2.DescribeModelRequest(model_component=model_name))
print(f"DescribeModel() returned {model_description_responsel}")
if model_description_response.model_description.status == pb2.RUNNING:
print("Model is already running.")
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break
elif model_description_response.model_description.status == pb2.STOPPED:

print("Starting the model.")
stub.StartModel(pb2.StartModelRequest(model_component=model_name))
continue

elif model_description_response.model_description.status == pb2.FAILED:
raise Exception(f"model {model_name} failed to start")

print(f"Waiting for model to start.")

if model_description_response.model_description.status != pb2.STARTING:
break

time.sleep(1.0)

# Creating stub.
with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as

channel:
stub = EdgeAgentStub(channel)
start_model_if_needed(stub, model_component_name)

ole &%l

_

DetectAnomaliesAPIE A& 35H04 0|0|X|2| O|& & Z X|&L|Ct.

O| DetectAnomalies 240{ = O|O|X| HIETHO| RGB888 Y= YAIOZ MEE WO = of &L
Ch Xl HIO|E= W7HM DS, F HW HIO|E= =M D2, Ml ¢ HIO|E= THEHM DS
LIEHHLICH o|O|X|& CHE ¥4l (o: BGR)2 2 MBS 3st= E< DetectAnomalies2| 0 F2 SHIEX| &t

&Lt

7|2%2 Z OpenCVE O|O|X| HIEHo| BGR EAlE AL & LICH OpenCVE A& 75}04
DetectAnomaliesZ £44g O|0|X|& ZIX{st= B O|O|X[E DetectAnomaliesOf MY 37| ™
of O|O|X|E RGB888 ¥AloZ HgtsloF & LILCt.

DetectAnomaliesOl MEst= O|0[X[2] LH|2t £0| X[+= 2R E 3f& A7 ol AEE o|0|X|<t
Zotof gfLCt.

O|0|X| HIOIEE AtEst0d Ol =& B X|FLICH

o|O|x|£ o|0|x| HFO|E 2 K|S st0q OIEIIIIOI olgE HXlE + UA&LICH O XoME 24 THY

Al&Hlof X{ZEl o|O|x|ol A o|0|X| HO|E & HAELICH.

sample. jpgE EM35tedE o|0|X| I} Uo| O|F 2 Z HFELICH component_nameE BY 74 @4
O| O|ESZ HITAMAIL.
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import time

from PIL import Image

import grpc

from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

model_component_name = "component_name"

# Detecting anomalies.
def detect_anomalies(stub, model_name, image_path):
image = Image.open(image_path)
image = image.convert("RGB")
detect_anomalies_response = stub.DetectAnomalies(
pb2.DetectAnomaliesRequest(
model_component=model_name,
bitmap=pb2.Bitmap(
width=image.size[0],
height=image.size[1],
byte_data=bytes(image.tobytes())

)

print(f"Image is anomalous -
{detect_anomalies_response.detect_anomaly_result.is_anomalous}")

return detect_anomalies_response.detect_anomaly_result

# Creating stub.

with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as

channel:
stub = EdgeAgentStub(channel)
start_model_if_needed(stub, model_component_name)
detect_anomalies(stub, model_component_name, "sample.jpg")

2 W22 MIHES AHS3H0 014 TR 8 EXIFLIC

L|Ct %|4fo] M52 LHE{™ DetectAnomalies 20| 28 HZE2IE AF25tE 70| £

LI 2 DetectAnomalies MM 2 X HAMI2.

&LICh RHAIE
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DE SX]

02

THS O 014 AB3HR| s HP ZY MBS FXISHS StopModel APIILICE

stop_model_response = stub.StopModel(
pb2.StopModelRequest(
model_component=model_component_name

)

print(f"New status of the model is {stop_model_response.status}")

Clotolao] 2 =2

the section called “ListModels” APIS Al &304 C|HFO|AO| HIZE REIE LIQPE &= U&LICH.

models_list_response = stub.ListModels(
pb2.ListModelsRequest()

)

for model in models_list_response.models:
print(f"Model Details {model}")

2 A

]

DescribeModel APIE &
DescribeModelE AtE38tE HE Q| $4/l HEHE 7IX 2= Ol RS LICH
DetectAnomalies® £ &5t7| Toll Bx 20| 4% FQIX| Yobok BLICH x| == 2 Al

CHeg HXstAle.

5o 7|7|of BHZE 2o CHet HEE ¥ &= JU&LIcH
S C =

SF HE 727
gRPC &Ef Z=E&= API 20t E BT 5= ol AFSELCH

CHS OllxeF Z 0l RpcError ORIE 25101 2F HEE 7HXE &+ A&LICH 27 B Z=0of CiEt
A (@)

AHMEE LI 2 APIS| & X 52 & E5H

E
I

# Error handling.

try:
stub.DetectAnomalies(detect_anomalies_request)

except grpc.RpcError as e:
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print(f"Error code: {e.code()}, Status: {e.details()}")

gRPC AHg MM5tT ZF2t0|HE o EE[AH 0l I =EE ZH|FISH ZE0|AE of Z 2|71 0]M

T RAE MEE = JUsLICH HMet 74 24 = AWS IoT Greengrass V22t &7H AWS loT
Greengrass Version 2 Z.0{ C|HFO|A0]| HHZSHE Ol AFESHE AFE XA X|H 74 @A QL|CH MAMst
Bl AlI|= MRXP XY 78 QAE MFEELICE Bl|lAlZ|ol= B 5ok 6t 2E S550[ Z&E[o] QU
&L|Ct. 0] B Amazon Lookout for Vision Z& m{Z| 2o MMs DE FMHAE X|&EHLICE O]

et 7 4 Bl AlZ[of CHEF REMIEF LI 2 AWS IoT Greengrass Version 274 Q4 BA|LZ| X &
AESHAAIR.

ol &59o| Mt AL ZtUoM ECI0|1E SEZ 20 T4 QA E X5t 0|2 AWS loT
Greengrass V2 AL At 74 QA2 H Aot WS E0{ELICH. AWS loT Greengrass V2 2& £ &
AWS SDKE Ar&35t01 72 QAE HAIE += JU&LICH.

AERXE 7 QAE tte= WHol CHEt REM[EH LHE 2 AWS IoT Greengrass V2B M| CHE S
[SESS FIPNIR

« CHIO|AMM T8 248 IS T HAESHMAIL.

« AWS loT Greengrass 7t @4 MM
O

o T0{C|Hlo|A0f HfZE 7

|

« ZEto[¢E ofEE|F 0| 7S

kO

2 E HAlsHZ| @8 IAM T8t

« DA 4

- Z2I0|HE o Z2|AH 0| T4 24 HA| (BD)
O AN

« 2CI0|ME ofEE|7H0|HE T4 24 (SDK) AlAl

ZCI0|HE ol Z2/F0|Md 718 R4 & HAlAISHY| f{et IAM HEt
Zzto|E o EEFH oM 7 QA8 BHED AHAISHEH CHE 3 22 IAM BEto| ZREfLIcH

* greengrass:CreateComponentVersion

* greengrass:DescribeComponent
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https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/getting-started.html#create-first-component
https://docs.aws.amazon.com/greengrass/v2/developerguide/create-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/publish-components.html
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* s3:PutObject

oAl &

O| MRtof M= ZHEHSH 2EI0|HE ofZ2IA0|M M A0 BlIA|ZIE M Fct
lookoutvision_edge_ agent example.pyl| ZE= C|HO|AO| HHEZE 2RZ LIF3SH, 74
2AE F0{ ClHto| A HEF 3 RHSO2 AMELIC 22 220 74 QA B BT 3 24
QA BIE EHRISHAAIR. XHHIS.J LI&2 ClHIO|A0 74 @4 HiE MME F XM L. EH[7t =|H
O| HXtE At835t0{ HIZLA 2R 8 F3stE 2 EO| BAILIE TFEMAIL.

I|/E JSON EEE YAML &4l mpel2 MAshL|Ct EE3F Amazon S3 HHZ!od E2H0|E o = 2|7 0]
MIaIcE =z =shuct.

Zcto|HUE o ECIF0ld 4 24 BA|LIE BHEEdH

1. Ot%| ot x| A QUACHH gRPC 2H TS BHELICH RHMIEF LIS 2 gRPC HE MM E M E oM 2.

2. C}Z ZEE lookoutvision_edge_agent_example.pyO|2t= b0l AHEELICEH

import grpc
from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

# Creating stub.
with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as
channel:
stub = EdgeAgentStub(channel)
# Add additional code that works with Edge Agent in this block to prevent
resources leakage

models_list_response = stub.ListModels(
pb2.ListModelsRequest()
)

for model in models_list_response.models:
print(f"Model Details {modell}")

3. Amazon S3 HHZ!E M4 (= 7|1& HZ AH8)5t0{ EEI0|1E OHEZ|AHIOIME 74 A9 AA
IS XMEELICH HE2 AR AWS A LHo| 24010k 3tTH, AWS loT Greengrass Version 2
2 M85t AWS X[t SUEH X[ & Amazon Lookout for Vision0d| 2{0{0F & L|C}.

4. O|™ EtH0f|AM g8t Amazon S3 EHHZ!0]| 1ookoutvision_edge_agent_example.py,
edge_agent_pb2_grpc.py and edge_agent_pb2.pyS Y2 =& L|Ct 2t o}t

Zeto|AE of Z2[7H0lM T4 24 WY 204


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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©| Amazon 83 B2 & 7|5 & LICH gRPC HE0lM edge_agent_pb2_grpc.py
edge_agent_pb2.pyE MM gLICt

5. HE7||M S 22 JSON EE= YAML HIA|I| Tt LS ddgfLct

« model_component2 B2 74 QA0 0|F2E HMELICH AtME LIB2 2 24 4Y

MMS 2 ESN Q.

« URI &3 lookoutvision_edge_agent_example.pyedge_agent_pb2_grpc.py, ¥
edge_agent_pb2.py2| S3 A2 2 HZEELICt

JSON
{
"RecipeFormatVersion": "2020-01-25",
"ComponentName": "com.lookoutvision.EdgeAgentPythonExample",
"ComponentVersion": "1.0.0",
"ComponentType": "aws.greengrass.generic",
"ComponentDescription": "Lookout for Vision Edge Agent Sample Application",
"ComponentPublisher": "Sample App Publisher",
"ComponentDependencies": {
"model_component": {
"VersionRequirement": ">=1.0.0",
"DependencyType": "HARD"
}
I
"Manifests": [
{
"Platform": {
"os": "linux"
1,

"Lifecycle": {
"install": "pip3 install grpcio grpcio-tools protobuf Pillow",
"run": {
"script": "python3 {artifacts:path}/
lookoutvision_edge_agent_example.py"

}
.
"Artifacts": [
{
"Uri": "S3 path to lookoutvision_edge_agent_example.py"
.
{

Z20|1E ofZ2[7{0|M TA @A AMA
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"Uri": "S3 path to edge_agent_pb2_grpc.py

I
{
"Uri": "S3 path to edge_agent_pb2.py"
}
]
}
1,
"Lifecycle": {3}
}
YAML

RecipeFormatVersion: 2020-01-25
ComponentName: com.lookoutvison.EdgeAgentPythonExample
ComponentVersion: 1.0.0
ComponentDescription: Lookout for Vision Edge Agent Sample Application
ComponentPublisher: Sample App Publisher
ComponentDependencies:
model_component:
VersionRequirement: '>=1.0.0'
DependencyType: HARD
Manifests:
- Platform:
os: linux
Lifecycle:
install: |-
pip3 install grpcio
pip3 install grpcio-tools
pip3 install protobuf
pip3 install Pillow
run:
script: |-
python3 {artifacts:path}/lookout_vision_agent_example.py
Artifacts:
- URI: S3 path to lookoutvision_edge_agent_example.py
- URI: S3 path to edge_agent_pb2_grpc.py
- URI: S3 path to edge_agent_pb2.py

6. JSON EEE YAML mt 2 AFE{ofl K& ErL|Ct.

7. LIS & stLE s&sto] 2Et0|UE ol EEFH 0| 78 248 eI

ZCto|HE ofEE|F01M 718 24 dY 206
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« AWS IoT Greengrass =& 2 AF&5tEd{™H Z2t0|E o ZE2|F0|M 748 24 HA| (ES)E =
M2
o O

« AWS SDKE A5t AICIH Z2t0|HE ofZZ|AH0|M 74 24 (SDK) HAIE +-FHAMI2.

O

Zcto[ME o EE|F0IME 78 24 HA (EE)

>
o
1
20
>
C
o

AWS loT Greengrass V2 2&2 AI&35t01 Z2I0|ME o E2(F|0|MH 7 QAE A
ZClo|ME o EC|7Hold 7 @A E HAIStEH

1. OFZ| BFEX| A UCHH Bl A|x| WS +&5to] ZEI0|UE ofZZIF0lME 7 24 BlA|Z|E B
=1=|u

AWS loT Greengrass 22 (https://console.aws.amazon.com/iot/)& 3LI|C}.

1% B M 2 o| Greengrass MM 74 QA S MEHELICY.

L 7 @A0M 7 24 Mg MENELICE

JSON 4| BHAII|E AHE5tE{H 74 24 4 1 0|X|0| M BIAIZIE JSONSE 2 g =Y
LICE YAML &4 BlAIZIE AHE5t2{H BAITIE YAMLE 2iS MEfghL|ct

Sl AIZ|o M 7|& BIA|ZIE Bl Alx| 2440 A BFHE JSON EE= YAML BllA|Z| 2 CHA|E L Ct

7. TE2A dEsS MEELICH
OH

ZCAH oM T @A E HiAEZ B LICH

o b~ 0N

il

o

Zcto|ME ol ZEF0M 2E 2

>
@
)
kS
X
>

CreateComponentVersion APIE At&35t01 Z2I0|1E o EE2(AHO|M 8 QLA E HAI" = UA&LCH

Z220|HE ofZE2|7H0|MH M 24 (SDK) & HlAlstE{™

1. OFE| BHEX| A ACtH B AT M4 S +=&5to{ EI0|HE ofZZAI0IME M 24 BlA|Z|IE Bt
SLct.

2. BHZEZEAMCIE BES 2sto{ S2t0|HE ofZ2(AH0lMH 74 LA E MFLCH B
AL MHoM et BlAlZ| Tt Lol O|E S E recipe-fileS HEELICH

aws greengrassv2 create-component-version --inline-recipe fileb://recipe-file

ol 74 ea0

Chs ErAoAM EF L

>
py)
zZ
fjo
N
J
o
r
ful
o
0
HL
rr

0l0
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https://console.aws.amazon.com/greengrass/
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateComponentVersion.html
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3. L[} BHS ALE5tod 2Et0|¢E o E2IAH0|M T 24 HEfE 7HXZ LTt component-
arn2 O|F HHAOM 7|E 8t X2 ARNSZ HF M|, componentState?] 20|
DEPLOYABLEO|™ Z2}0|01E 22 T2 33 1A @ A7t FH|E ZddL|ct.

aws greengrassv2 describe-component --arn component-arn

4. Ct2oz ZEto|HE ofEEIF0lME H RAE HIZELICH

C|HFO|AO| 748 24 HHE

DEE A U EF0HE S8 T2 7 QA E AWS loT Greengrass Version 2 204 C|H}

= g
O|A0f HHZZ 5F24H AWS loT Greengrass V2 &2 A& 5t7HLE CreateDeployment APIE AFS &L

Ct. XFM[EF LI 2 AWS loT Greengrass Version 2 7HEF AT QFHLHAM Q| HHEZ MM FESIMIL. 204 C|
HFO|AO| BHEE T QA E UOIO|Ests Yol CHE AHAIEH LIS 2 HIEZ +=HE FXSHAAIR.
=

« T A HIZE 2[8H IAM HE

- FE A HE (E8)

« 74 24 (SDK) HixE

AWS loT Greengrass V2& At&35t0] 714 RAE HZSt2{H Ctg Heto| ERELIct

* greengrass:ListComponents

* greengrass:ListComponentVersions
* greengrass:ListCoreDevices

* greengrass:CreateDeployment

* greengrass:GetDeployment

* greengrass:ListDeployments

FLICH REMIEH LHE = AWS loT

ok

CreateDeployment 2! GetDeploymentE S 40| Qlo{of
Greengrass V20i| M Ho|3t 28 & TS A,

IAM HEH 70l ChE REMISH LIS S ALS X Bt S BESHAAR.

C|HtO|AO T4 24 HHE 208


https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/create-deployments.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/revise-deployments.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotgreengrassv2.html#awsiotgreengrassv2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotgreengrassv2.html#awsiotgreengrassv2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
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T A HlE (ED)

CtZ MAE ALS35to{ 22t0|UE ofE (A0l 4 @A E T 0 CHIO|A0 BHEZSIAMA|R. EEL0]
1E ofZ2|7o|M2 2 E 7 24 (Lookout for Vision Edge AgentO k2t &2k &))oi| 2k EF2F &L
Ct. Z22t0|E o EZ|AH0|M 78 RAE HiEZ S 2= 7 24 I Lookout for Vision Edge Agent
O| HiZ T Al ELICH

® Note

JIE BHEO| T4 248 £7HE £ YBLICH A2 280 7A 48 HEY 25 laLi

O| MXIE Al&5l2d™ AWS IoT Greengrass V2 Z0{ C|HFO|A7F A E[0{ Qlo{of

&2 AWS loT Greengrass Version 2 301 C|HFO|A M-I 7| MME & ZFIML.

FL|CH REAISH LY

110|-

M @A E ClutolAo HiZ &t 2™

ol
0

-_—

https://console.aws.amazon.com/iot/AWS loT GreengrassOld &2 LICH.
215 EtAM % o| GreengrassOilA HHEZ S MEHEHL|CE

HiZ oM W d S MENEFLICEH

> W B

CHe XIS mHo|x|ol M Ch Zrds s>ELICH

1. HiZ G oteol|l M El=eh HixZ O|F 2 Y™{stHLt

1
. HiZ CH& ol Zo{ C|HIO|AE MEHSt T CHY OIS

1. L 78 Q40 2E0|HE 88 T2 13 74 Q49| O|F S MEHFLIC
(com.lookoutvison.EdgeAgentPythonExample).

2. Ct2 S MEghL

6. T8 A T HOo|X[oM 34X 7 HE RX|StD CHS S ME4EHLICEH
7. 1gZ MdE FM M©Oo|X[oM A MHE XI5t CHESE MEIEHLICE
8. Z4E W O|X|0{A HIEE MEHGI0{ LA @A HIEE A|ZEL|CH

T 24 HIZ (28) 209


https://console.aws.amazon.com/greengrass/

JHeER 7Hol=

Amazon Lookout for Vision
HiZZ &Ef = QI (E2&)

AWS IoT Greengrass V2 Z£0i| A HIE & EHE 2RI = U&LICH EEI0|ME S8 T2/ 71

Q4 7} the section called “Z22t0|HE o E2[F0[M 74 24 He"o| ofA| SAlZ|et L EE AFE St

= B HIZ7I 22 E F 2C0|0ME 38 T2 71 QA EOE SHOISHAAR. H35H +4

22401 Bl Z El Lookout for Vision Z& S5 0| 210i & EL|CI
AWS SDKE Ar&3t04 HHEZ HENE = Qlst= ol CHEM REMISH LIS 2 HHE AEH =012 R ASHAA
Q.
HiZ & EHE =FQlsted™
AWS loT Greengrass &£ (https://console.aws.amazon.com/iot/) S iL|C}.
0f A Zof ClHto|A & MEHFL|CE
MERSHL|C
22 Y€1 /greengrass/v2/

1835l 49 2a0le

o

%E_EI IE=I|'A|'| Xt

Greengrass A0{ C|HFO|AOIAM Z 04 C|HIO[AE M
A HHZ AEHE HioiHH o BiS MENEL|CH
logs/com.lookoutvison.EdgeAgentPythonExample.log0liA ZE+0|HE ofZE|7

3 (& Ef7t 2t=El) Zof ClHto|AoM E{ Ol
StEAI2. i Z oA oflAl| BllAlTIR ZEE

(= X=X°]
2 50|

HH = 7+

1.
2.
3.
4.
5.
ol 2 4 ZIE &9l

Mz
lookoutvision_edge_agent_example.py®| £2i0| L& ELIC}. of:
Model Details model_component:"ModelComponent"

4 2l Amazon Lookout for

T8 24 (SDK) HH=
Ctg HAHE ArE5t0 2EI0|ME oHEE|7HO|M T 24, BH AH
Vision Edge Agent& F.0{ C|H}O|A0f HHEZ S A,
deployment.json IS M4d5t0{ 714 QAO HIZ FMHS HolghL|ct. o A2 CH=Z oilA|

1.
ot H|x g LICH.
210

"targetArn":"targetArn",
"com.lookoutvison.EdgeAgentPythonExample": {
"1.0.0",

"components": {

"componentVersion":
"configurationUpdate": {

}

(SDK) HHZ

0]
B>

=4


https://docs.aws.amazon.com/greengrass/v2/developerguide/monitor-logs.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/check-deployment-status.html
https://console.aws.amazon.com/greengrass/
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}
}

}

« targetArn ZEO|AM targetArnS(E) LIS HAICZ HIZ CHA S Z X|HE AIE EE A2
J1E& 9| Amazon ElAA O|E(ARN)2 2 HiE LC}.
« AF=Z:arn:aws:iot:region:account-id:thing/thingName
« AF2 O8: arn:aws:iot:region:account-id:thinggroup/thingGroupName
2. HiZ CH&of ssteds 71& HiZ 7} JEX| FHelst A2, sl E &H:
a. Ch3 BUS MHsto] 1T CiY ol BT LIJELICH THY AWS loT AHE EE AHE T8

Amazon ZlA A 0|& (ARN) targetArn2 2 CHAISHA AL, $AH AWS E2|T0f Q= AFE Q|
ARNES 7tX224iH B2 aws iot list-things2 AI3SIAAIL.

aws greengrassv2 list-deployments --target-arn targetArn

Eoll= cHatol CHEE 2| Al HHE S &0| Z & k|0 U&LICH SEO| H|o /U= AR CHAof 7|
A= [JOIE 2, 3EAHE HHE = U&LICH OJZEX| oM™ g HAHM ALESE
EHol M deploymentIde SAHELICEH

Alti5to] HYZ O] M MEE JtX{=2L|ct. 0|28 M ME o= HIEH| 0B, F
3l 2tod 40| ZEELICI deploymentIde ™ EHAHQ| IDE HFELICE

4> T 00

oz 1
ko Olo
b 0

aws greengrassv2 get-deployment --deployment-id deploymentId

EolM CHS 71-2t 42 deployment.json2 2 SAFEFLICEH A HHZ Ol A O|2{3t

deploymentName— HiZ 9| O|&.

« components—HIEOS| M 24 FH QA E M7{5tE{4H O| A 7 LA E A7
SHAAIL.

« deploymentPolicies— HiXE Z4%H,
« tags— HHEZ Q| EiT.

3. Che TS M¥stod Clutolao| 74 248 HESLICH SE Ol deploymentId 2t 7|58
LICH

aws greengrassv2 create-deployment \
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--cli-input-json file://path/to/deployment. json

4. Ct3 BES 4&sto] HiZ 4EHE =QIFLICH deployment-id2 O|T™ EtAH0IM 7[S 8 g2
B35t LICH deploymentStatus®| 21Ol COMPLETEDQ! A HiZ 7} MZXMo 2 =2 El 2L
Ct.

aws greengrassv2 get-deployment --deployment-id deployment-id

5. HH{EI} Y55t 30{ ClHto|A0|M EHOIE S Y1 /greengrass/v2/logs/
com.lookoutvison.EdgeAgentPythonExample.logOtA S2}0|Q1E ofZ 2|7 0|4
TE A EOE HQSHMAIR. HHEO|M oiA| BA|TIRt AEE AI8%tE B2 E0E
lookoutvision_edge_agent_example.py2| £2i0| Z & E/LIC} of:

Model Details model_component:"ModelComponent"

Amazon Lookout for Vision Edge Agent APl &=
O] M/M2 Amazon Lookout for Vision Edge Agent0dl CH8H API & Z= QlL|C},
DEZ ALE35t0{ O|&f E K|

DetectAnomalies APIZ AF& 3T AWS loT Greengrass Version 2 304 C|HIO| A0 A8 501 2 &
2 AH&3toq o|O|x[e] O|&E BIKIE = U&LICH

2 ME 77|

2 0{ C|HtO|A0] HiZE 2o CHet MEE 71X 2= AP

rr

» ListModels

» DescribeModel

EI:-II Al

0%

304 C|HFO|A0] HiE £[= Amazon Lookout for Vision 22 & A|ZHSt1 S X|5t7| {8 APIQILICE.

» StartModel
 StopModel
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DetectAnomalies

M€ olOlx|oiM ol

fjo

HX[gfLch

DetectAnomalies®| & ¥Alofl= o|O|X|of 5tLt Ol 2| of| 2|7} Z & E|o] QJICH=E B2 oS 1t of
Eo0f CcHer AMZEIZf0| ZEELICH ZEIo| B REIQI AL 2Cofl= Ct=0| Z&ELIC

OII

o ZtofQ K3 1get Mao=2 T ESE 0tA 3 0|0|K|L|CH DetectAnomaliesO| OfA 3 O]
OXI& 3% HEzlol K& 5t7{Lt 0tA3 E O|0|X| HIO|ER Btetst = & & &= U&Lct

 ofe| RFEol Zefst= ol0lx|e| HEE SALICH
- Ot&3 o|Ofx|of = olel FEol 16T+ Mo elLict

(® Note

DetectAnomalies®} &7 AI235t= 2 20| A& S 0|0{oF & LICt. DescribeModel
o X MEHE EQIE = UELICH 2RIE A|ZHSE{H™ StartModel BHH S & =354

2: mjn

¥
1%
r
o
»
rII
E=]
=
o

DetectAnomalies QIE{Z|E RGB888 &Alo| m{ZIEl HIEH (0|O|X|)E X

Es w7ZIMMEZ2, F HW HIO|E= M RHE 2, Ml HY HiO|E = uhatM A2 LIEFHLICE. o|O|
X|E CtE Al (0d: BGR)2E A3 5tE < DetectAnomalies?| 06| &2 S2HI2X| f&LICtH

7|2% o2 OpenCVE O|0|X| HIER0| BGR &Alg AFEEFLICH OpenCVE A& 5104

DetectAnomaliesZ £A4% O|0|X|& ZIX{st= @< O|O|X[& DetectAnomaliesOf MY 37| ™

of O|0|X|E RGB888 Ao 2 Hgtafof §L|Ct.

XHElE Z|A o|O|X| 37|= 64x64 = ILICH X E|= Z|CH O|O|X| 2 7|= 4096x4096 % A lL|C}.

Protobuf HIAIX| £E= S} HZ 2| MOHEE Sl 0|0[X|E T&Y = U&LICH 2 O|0IX|E
protobuf H|A|X|2 %2335} 5™ DetectAnomaliesOll CHEt £ & X1 A|ZHO| 3 H| &0 = U&LICEH

XA AZhE z[AEetedH S/ HZElE AL8stE 20| E&LICH

OH

rpc DetectAnomalies(DetectAnomaliesRequest) returns (DetectAnomaliesResponse);

DetectAnomaliesRequest

DetectAnomalies®| /23 mlztO|E.
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message Bitmap {
int32 width = 1;
int32 height = 2;
oneof data {
bytes byte_data = 3;
SharedMemoryHandle shared_memory_handle = 4;

}

message SharedMemoryHandle {
string name = 1;
uint64 size
uint64 offset = 3;

1
N

message AnomalyMaskParams {
SharedMemoryHandle shared_memory_handle = 2;

}

message DetectAnomaliesRequest {

string model_component = 1;

Bitmap bitmap = 2;

AnomalyMaskParams anomaly_mask_params = 3;

}

Bitmap

DetectAnomalies®t &7 2240 A E O|OIX].
width

o|0lx|Q| LAH|(= )

height

o[dlx|el =Ool(EHd)

byte_data
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protobuf HIA[X|of 4 El 0|0O|X| HO|E.

shared_memory_handle

3% HZEl M2HEo| MEE o|0|X| Hto|E

SharedMemoryHandle

POSIX 37 HZE| MaHEE LIEFHLICH

name

POSIX HEZ| MOHEQS| O|FLICt 37 HZE[ o CHEF AtAIEH LHE 2 shm_openg & E 54

A2,

size

LI KoM AlEstE ol0lx| tHH 27| (HIOIE).

offset

37 HZE|l MIHEL| AZ 2EFE O|0|X| HIHS| A|XF FE7HX|2| 2 Z M (HIO|E)
AnomalyMaskParams

of | OtA3 & £335t7| @Iet metOlE. (M HE|o|M ZH).

shared_memory_handle

7

ox
40

OtA3 9| o|0|X| HFO|EE Z&ELICt (shared_memory_handleO| X3 £ K|

)
ro

DetectAnomaliesRequest

model_component

A835leiE 20| £04 = AWS loT Greengrass V2 AEZHE Q| 0|5,
bitmap

DetectAnomalies®t &7 2440l ALEE O[OIX|.
anomaly_mask_params

OtA3 &24g Q5 Mei™ nlzto|E. (M HE| oM ZE).

DetectAnomalies
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DetectAnomaliesResponse

DetectAnomalies®| &.

message DetectAnomalyResult {
bool is_anomalous = 1;

float confidence = 2
Bitmap anomaly_mask 3;
repeated Anomaly anomalies = 4;
float anomaly_score = 5;

float anomaly_threshold = 6;

}

1 ~e

message Anomaly {
string name = 1;
PixelAnomaly pixel_anomaly = 2;

message PixelAnomaly {
float total_percentage_area = 1;
string hex_color = 2;

}

message DetectAnomaliesResponse {
DetectAnomalyResult detect_anomaly_result = 1;

}

o4

oo

%
o|0|X[ol M L 74E o|& S LIEFHLICH (M HE|o[M ZH).
name

O|O|X[o M & Z4El of 2] 72| O|&. name2 &H& ClIOIE MEQ| O] R0l DHEELICH O] MH|A
£ DetectAnomalies®| SE 0l HiZB 0| RS RS2 2 & UL

pixel_anomaly

ool e Taets LA otA ol chet MR LI
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PixelAnomaly

hex_color

ololx|e] ole| REE LIEILHE 16T My ZLLICH MY 2 & To[E HME| AEE o] R
A &foil ofEELICH

DetectAnomalyResult

is_anomalous

o|O[x[of| oi| 2|7t 8 Elod EX| 04F & LIEFHLICE trued OlOIX[0l| o 2|7} 23 &l FL.
false= O[OIX|7I &2l 82

confidence

DetectAnomalies®| 0|5 2| HE Mo CHSt AlZ|E. confidences 01+ 1 AO|Q| B8 A 2t
LIC}.

anomaly_mask

oI

B2 0t2&39| o|O0|X| HIO|EE ZFE

rIo

shared_memory_handleO| M| & Z| x| &f FLC (M Z2HE] o] 44

ZE.

212 Aol M HZAE 074 Ol 0| ollQl &S =2, (MIHE|OlM 2 R).
anomaly_score

o|O|x|ol| CHal of| & &l o] =0l o F=0| gi= ol0[x|o A HotLt Edo{L=XIE HE FiPﬁPE
AHILICH anomaly_score= ~ (Yt O|0O|X[2te| %|A HR}) 0.001A 1.0 (KBt olOIXK|2te] Z|CH
i) Helol #8 A ZHILICE Amazon Lookout for Vision2 O|O|X|of| CHE of| 50| Hat el B 01|
T anomaly_scored| CHEF gt2 gtetghLct.

> b

anomaly_threshold
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GOl EE BR/7I YK HIHACRIXIE &2
anomaly_threshold®| gtECt 3 7Lt &2 O[O|X
anomaly_threshold Ot2i{e| anomaly_score
£ anomaly_thresholdZ/2 22 E &t&
anomaly_threshold /2 &5t 7{L} HEE

ME| ZE
Ac =Kt
&0l 0
UNKNOWN 2
INVALID_ ARGUMENT 3
NOT_FOUND 5

RESOURCE_EXHAUSTED 8

FAILED_PRECONDITION 9

INTERNAL 13

AlZ M Amazon Lookout for Vision0i| A 7|&HEFLICEH.

A4
= o

DetectAnomalies 2 0F

2 43HoE sAMELICH

O|&fof =] mtetolE{7t
ot &LICH REMIEH LA
2F MHAIXIE &It

ro por I-
9'|_|
Ral
a2
>
i

FO oo 40 o

0 € £ 01 Lookout for Vision
Edge Agent= DetectAno
malies 2 S &5t L E
2t == &Lk RtAIsH LY
22 27 HAIXIE &elstAl
o

-l .

DetectAnomalies

RUNNING &E{7} o}l 2 &lof|
CHall S & E|&LCt

LIS MH|A QF 7} gh A3

L|C.

o>

DetectAnomalies

218



Amazon Lookout for Vision XL 7Hol=

DescribeModel

AWS loT Greengrass Version 2 2.0{ C|HO|A0f Bf 2 E|= Amazon Lookout for Vision 22 & dH gt
L|C}.

rpc DescribeModel(DescribeModelRequest) returns (DescribeModelResponse);

DescribeModelRequest

message DescribeModelRequest {
string model_component = 1;

}

model_component

MEstede RS ZE 5= AWS loT Greengrass V2 HEZHE 9| Of

i

DescribeModelResponse

message ModelDescription {
string model_component = 1;
string lookout_vision_model_arn = 2;
ModelStatus status = 3;
string status_message = 4;

}

message DescribeModelResponse {
ModelDescription model_description = 1;

}

ModelDescription

model_component

Amazon Lookout for Vision 222 Z&5t= AWS loT Greengrass Version 2 74 Q49| 0| lLCt.
lookout_vision_model_arn

AWS loT Greengrass V2 74 @A E M5t = O AFHEE Amazon Lookout for Vision 22 2| Amazon
2|aA O|F ARNYILICE
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el
Dol T HEHRILICH REAMIEH L2 ModelStatus A4S FH XM 2.
status_message

pEof def HAIXILICE.

HEf I
ac =Kt =
ige] 0 SEO| HBFMELICE
UNKNOWN 2 of = QlE QF 7 ErMsi&L
C}
INVALID ARGUMENT 3 StLt O| &t o 1= m2tO|E{ 7t
FE K| t&LICEH RFMISEE LK
22 2F HAIXIZ &2l5HA|
(o)
NOT_FOUND 5 MBE olgE 7tz mHElg &
2 £ gigLch
INTERNAL 13 LHE MH|A @F 71 dhdsis
LIC}.
ListModels

AWS loT Greengrass Version 2 Z0{ C|HIO|A0] H{Z & 2H S L} &gfL|Ct

rpc ListModels(ListModelsRequest) returns (ListModelsResponse);

ListModelsRequest

message ListModelsRequest {3}
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ListModelsResponse

message ModelMetadata {
string model_component = 1;
string lookout_vision_model_arn = 2;
ModelStatus status = 3;
string status_message = 4;

message ListModelsResponse {
repeated ModelMetadata models = 1;

}

ModelMetadata

model_component

Amazon Lookout for Vision Z&& Z & 35t= AWS loT Greengrass Version 2 74 49| O|§ lL|C}.
lookout_vision_model_arn

AWS loT Greengrass V2 7+ Q4 M40l A& El Amazon Lookout for Vision 22 2| Amazon 2|AA
O|& (ARN)RIL|C},

& Ef
SOl HHRH HENRLICE REAIBH LI 2 ModelStatus MM E & XA L.
status_message

DEof #ef HAIXILICE.

0
1L

I-EH 3

Ic =K} =l
o] 0 ZSEO| HBF&LIC
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ac =Kt =
UNKNOWN 2 of = Qe QT e MM&L
C}.
INTERNAL 13 LIS MH|A QF 7 ghMtS
L|C}.
StartModel

AWS loT Greengrass Version 2 0{ C[HIO|AOM A Sl RRAZ A|FFErLICEH 2= A>E AIES
= o Alzto] AZ! £ Ql&LICH $4x ArEfE & Ql5tE{H DescribeModel =22 £ &6HML. Status
ZIc 7} RUNNINGH 2 EO| Aldl S0l ZdelL|Ct.

SAlof dde = s 28 = 304 C|HtO|& 9| st=9)o] AbeFoll et 2Lt

rpc StartModel(StartModelRequest) returns (StartModelResponse);

StartModelRequest

message StartModelRequest {
string model_component = 1;

}

model_component

o
o

AlEtstedE Z20| Z&E AWS loT Greengrass Version 2 ZAEZIHES
StartModelResponse

message StartModelResponse {
ModelStatus status = 1;

}
Abef
o] #AH AEHQLICH SEE 3E0| MBS B STARTINGLICH RHAMIEH LIS ModelStatus
MMg HEsHR
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ME| FE=
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UNKNOWN

INVALID_ARGUMENT

NOT_FOUND

RESOURCE_EXHAUSTED

FAILED_PRECONDITION

INTERNAL

StopModel

AWS loT Greengrass Version 2 Z0{ C|HIO| A0 A&l SOl 2
Ol ZX|El & gtetgtct 82| Status EE7 STOPPED & &2
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= O AA
ct.
St ol& ol U3 mhataled7t
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LHE MH|A @F 71 ghasis

LICH

rpc StopModel(StopModelRequest) returns (StopModelResponse);

StopModel
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StopModelRequest

message StopModelRequest {
string model_component = 1;

}

model_component

SX|st2d= 20| £&E AWS loT Greengrass Version 2 AEZIHEQ

StopModelResponse

message StopModelResponse {
ModelStatus status = 1;

}

AFEH

pHlo| 5

MME FESHMS

ME| FE
Ic At
&0l 0
UNKNOWN 2
INVALID ARGUMENT 3
NOT_FOUND 5

o
7

Ad
=

0%

ZHo| X1 JU&Lct.

Ol&fof =] mtetolE{7t
StX| ef&LICH REAM[EF LK

2F HAIXKIE & QletAl
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A AMENRLICH SEH2 E&0| MBS B STOPPEDQILICH XIAIEH LI & ModelStatus
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=

FAILED_PRECONDITION

INTERNAL

ModelStatus

AWS loT Greengrass Version 2 204 C|HIO|A 0] HHZE &2
DescribeModel &S5 2 Z&5tM(.

enum ModelStatus {
STOPPED = 0;
STARTING = 1;
RUNNING = 2;
FAILED 3;

STOPPING 4;
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JHEER} 70| =

Dashboard

¥ Overview

Total anomalies detected

500 30,000

Projects (5) info

Q

ManufacturingLine01

Total anomalies
70 6,300

Total images processed Total anomaly ratio

1.11%

ManufacturingLine04

Total anomaly ratio
1.00%

Total anomalies Total images processed
60 6,000

CHAIE =& A8 stedH

1. https://console.aws.amazon.com/lookoutvision/0llA{ Amazon Lookout for Vision 2 &2 JLICt.

Total Images processed

1d 3d 1w 2w 1m 3m 6m @ O

Total anomaly ratio

1.67%

Create project

1 2 3 4 >» @

ManufacturingLine05

Total anomalies Total Images processed
140 5,700

J\M

Total anomaly ratio
2.46%

ManufacturingLine03

Total anomalies Total images processed
120 5,500

Total anomaly ratio
2.18%

AlEfst7|& MEHEfLICEH

A w0 Dd

213 EtM Zoll M CHA|E =& MEstLct
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1d 3d 1w 2w 1m 3m 6m | C

5. ZEME Cie £t MR HEE 2eH Z2ME MMo|d Z2HE O|F
(0d:Manufacturingline@l)S MEHEHLCY.
Projects (5) info
Q
ManufacturingLine01
Total anomalies Total images processed Total anomaly ratio
70 6,300 1.11%
6. TEMES SHSHM T2ME MMolM ZEHE BHEY|S MEBLICH
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Z2ME S22 73 YBHo| YLtk ZRHES BHEJL AXlsE Z2 Z2HE S5

=
o =&l ENTt E[Z|7H K| & Al Z|Ct2doF & & U&LICH

https://console.aws.amazon.com/lookoutvision/0ll A Amazon Lookout for Vision 2&& iL|C}.

AI’S.%UI g *._‘"5—'1.%.*L—IEL

T2ME = B AL Abzd|of A o|o|H HIES% DHEg sE|FUCH Z|H 2#&o o4 2 HXlsts 3
LE 02 & = JU&LICH OF oAM= ME E852 7IX27| Il ListProjects2 £ &&
L|CF.

ot &l Mx| & A R| L ACHH AWS CLI 2 AWS SDKE Mx|5t1 TAELICH RHAMIEH LIS 4
CHH|: AWS CLI 2/ AWS SDK A% MIME & Z5HAMI2.
2. OIS oAl ZEE AF25l0{ Z2EMEE EQI5IM 2.

-

CLI

list-projects BH0{E ALE3sto] AHol| U= Z2HMEE LIdefL/cH

aws lookoutvision list-projects \
--profile lookoutvision-access

describe-project £ AtE5to{ ol CHet WEE 7S LICt.
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F

rir
|l

EME o|§oz HEFLICH

ol

project-name2| Zt2 YK}

aws lookoutvision describe-project --project-name project_name \
--profile lookoutvision-access

Python
0| AEE AWS MHA SDK oAl GitHub ZIZX|EE|0|A 7FX{t&LIct A&l of| M= o47]0]|
M ECIGHAMIR.
@staticmethod

def list_projects(lookoutvision_client):
Lists information about the projects that are in in your AWS account
and in the current AWS Region.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
try:
response = lookoutvision_client.list_projects()
for project in response["Projects"]:
print("Project: " + project["ProjectName"])
print("\tARN: " + project["ProjectArn"])
print("\tCreated: " + str(["CreationTimestamp"]))
print("Datasets")
project_description = lookoutvision_client.describe_project(
ProjectName=project["ProjectName"]
)
if not project_description["ProjectDescription"]["Datasets"]:
print("\tNo datasets")
else:
for dataset in project_description["ProjectDescription"][
"Datasets"

print(f"\ttype: {dataset['DatasetType']}")
print(f"\tStatus: {dataset['StatusMessage']}")

print("Models")
response_models = lookoutvision_client.list_models(
ProjectName=project["ProjectName"]

)

if not response_models["Models"]:

z2™E H7|(SDK) 231
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print("\tNo models")
else:
for model in response_models["Models"]:
Models.describe_model(
lookoutvision_client,
project["ProjectName"],
model["ModelVersion"],

PLint(M--mm s e e - \n")
print("Done!")
except ClientError:
logger.exception("Problem listing projects.")
raise

Java V2

AWS HdEA SDK 0i|A| GitHub 2|Z X|E 2|0 M 7t & LICt. M| odl A= 0 7|0
M.

Jor
o |n
o rr

ol
A

/**

* Lists the Amazon Lookout for Vision projects in the current AWS account and
AWS

* Region.

*

* @param lfvClient  An Amazon Lookout for Vision client.

* @param projectName The name of the project that you want to create.

* @return List<ProjectMetadata> Metadata for each project.

*/
public static List<ProjectMetadata> listProjects(LookoutVisionClient 1fvClient)

throws LookoutVisionException {

logger.log(Level.INFO, "Getting projects:");

ListProjectsRequest listProjectsRequest = ListProjectsRequest.builder()
.maxResults(100)
.build();

List<ProjectMetadata> projectMetadata = new ArraylList<>();

Z2ME H7|(SDK) 232


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/ListProjects.java

Amazon Lookout for Vision XL 7Hol=

ListProjectsIterable projects =
1fvClient.listProjectsPaginator(listProjectsRequest);

projects.stream().flatMap(r -> r.projects().stream())
.forEach(project -> {
projectMetadata.add(project);
logger.log(Level.INFO, project.projectName());

1)

logger.log(Level.INFO, "Finished getting projects.");

return projectMetadata;
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aws lookoutvision delete-project --project-name project_name \
--profile lookoutvision-access

Python
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@staticmethod

def delete_project(lookoutvision_client, project_name):

Deletes a Lookout for Vision Model

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that you want to delete.

try:

Z2ME (SDK) M| 234


https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DeleteProject
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py

Amazon Lookout for Vision XL 7Hol=

logger.info("Deleting project: %s", project_name)
response =
lookoutvision_client.delete_project(ProjectName=project_name)
logger.info("Deleted project ARN: %s ", response["ProjectArn"])
except ClientError as err:
logger.exception("Couldn't delete project %s.", project_name)
raise

Java V2
O]l ZEE= AWS AEHA SDK oAl GitHub 2lZX|E 2|0 7FK &L AA| of| A= o770
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* Deletes an Amazon Lookout for Vision project.
*

* @param 1lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project that you want to create.
* @return String The ARN of the deleted project.
*/
public static String deleteProject(LookoutVisionClient 1fvClient, String
projectName)
throws LookoutVisionException {

logger.log(Level.INFO, "Deleting project: {0}", projectName);
DeleteProjectRequest deleteProjectRequest =
DeleteProjectRequest.builder()
.projectName(projectName)

.build();

DeleteProjectResponse response =
1fvClient.deleteProject(deleteProjectRequest);

logger.log(Level.INFO, "Deleted project: {@} ARN: {1}",
new Object[] { projectName, response.projectArn() });

return response.projectArn();
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aws lookoutvision describe-dataset --project-name project name\
--dataset-type train or test \
--profile lookoutvision-access

Python

0] 2== AWS MEA] SDK oi& GitHub 2IZ X 2l0I M 7hxigt&LIch M oK< 0470
M EelstMle.

@staticmethod
def describe_dataset(lookoutvision_client, project_name, dataset_type):

Gets information about a Lookout for Vision dataset.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the dataset
that
you want to describe.
:param dataset_type: The type (train or test) of the dataset that you
want
to describe.
try:
response = lookoutvision_client.describe_dataset(
ProjectName=project_name, DatasetType=dataset_type
)
print(f"Name: {response['DatasetDescription']['ProjectName']}")
print(f"Type: {response['DatasetDescription']['DatasetType']}")
print(f"Status: {response['DatasetDescription']['Status']}")
print(f"Message: {response['DatasetDescription']['StatusMessage']}")
print(f"Images: {response['DatasetDescription']['ImageStats']
['Total']1}")
print(f"Labeled: {response['DatasetDescription']['ImageStats']
['Labeled']}")
print(f"Normal: {response['DatasetDescription']['ImageStats']
['Normal']}")
print(f"Anomaly: {response['DatasetDescription']['ImageStats']
['Anomaly']1}")
except ClientError:
logger.exception("Service error: problem listing datasets.")
raise
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print("Done.")

Java V2
Ol ZAEE= AWS AH M SDK oAl GitHub 2|Z X|E 2|0 7t & LICH ™A of|Al= 047]0
NECIEY
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* Gets the description for a Amazon Lookout for Vision dataset.

*

* @param 1lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to describe a

* dataset.

* @param datasetType The type of the dataset that you want to describe (train
* or test).

* @return DatasetDescription A description of the dataset.

*/

public static DatasetDescription describeDataset(LookoutVisionClient 1fvClient,
String projectName,
String datasetType) throws LookoutVisionException {

logger.log(Level.INFO, "Describing {0} dataset for project {1}",
new Object[] { datasetType, projectName });

DescribeDatasetRequest describeDatasetRequest =
DescribeDatasetRequest.builder()
.projectName(projectName)
.datasetType(datasetType)
.build();

DescribeDatasetResponse describeDatasetResponse =
1fvClient.describeDataset(describeDatasetRequest);

DatasetDescription datasetDescription =
describeDatasetResponse.datasetDescription();

logger.log(Level.INFO, "Project: {@}\n"
"Created: {1}\n"
"Type: {2}\n"

"Total: {3}\n"
"Labeled: {4}\n"
"Normal: {53}\n"
"Anomalous: {63}\n",

+ + + + + +
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datasetDescription.

datasetDescription.

datasetDescription.

datasetDescription.

return datas

new Object[] {
datasetDescription.projectName(),

datasetDescription.creationTimestamp(),

datasetDescription.datasetType(),

imageStats().total().toString(),

imageStats().labeled().toString(),

imageStats().normal().toString(),

imageStats().anomaly().toString(),
1}

etDescription;
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Python
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@staticmethod

def update_dataset_entries(lookoutvision_client, project_name, dataset_type,

updates_file):

Adds dataset entries to an Amazon Lookout for Vision dataset.

:param lookoutvision_client: The Amazon Rekognition Custom Labels Boto3
client.

:param project_name: The project that contains the dataset that you want
to update.

:param dataset_type: The type of the dataset that you want to update
(train or test).

:param updates_file: The manifest file of JSON Lines that contains the
updates.

try:
status = ""
status_message = ""
manifest_file = ""

# Update dataset entries
logger.info(f"""Updating {dataset_type} dataset for project
{project_name}
with entries from {updates_file}.""")

with open(updates_file) as f:
manifest_file = f.read()

lookoutvision_client.update_dataset_entries(
ProjectName=project_name,
DatasetType=dataset_type,
Changes=manifest_file,

finished = False
while finished == False:
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dataset =
lookoutvision_client.describe_dataset(ProjectName=project_name,

DatasetType=dataset_type)

status = dataset['DatasetDescription']['Status']
status_message = dataset['DatasetDescription']['StatusMessage']

if status == "UPDATE_IN_PROGRESS":
logger.info(
(f"Updating {dataset_type} dataset for project
{project_name}."))
time.sleep(5)
continue

if status == "UPDATE_FAILED_ROLLBACK_IN_PROGRESS":
logger.info(
(f"Update failed, rolling back {dataset_type} dataset
for project {project_name}."))
time.sleep(5)
continue

if status == "UPDATE_COMPLETE":
logger.info(
f"Dataset updated: {status} : {status_message} :
{dataset_type} dataset for project {project_namel}.")
finished = True
continue

if status == "UPDATE_FAILED_ROLLBACK_COMPLETE":
logger.info(
f'"Rollback complated after update failure: {status} :
{status_message} : {dataset_type} dataset for project {project_name}.")
finished = True
continue

logger.exception(
f"Failed. Unexpected state for dataset update: {status} :
{status_message} : {dataset_type} dataset for project {project_name}.")
raise Exception(
f"Failed. Unexpected state for dataset update: {status} :
{status_message} :{dataset_type} dataset for project {project_namel}.")

logger.info(f"Added entries to dataset.")
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return status, status_message

except ClientError as err:
logger.exception(
f"Couldn't update dataset: {err.response['Error']['Message']}")
raise

Java V2
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/**

*

Updates an Amazon Lookout for Vision dataset from a manifest file.
Returns after Lookout for Vision updates the dataset.

*

* @param 1fvClient An Amazon Lookout for Vision client.

* @param projectName The name of the project in which you want to update a

* dataset.

* @param datasetType The type of the dataset that you want to update (train or
kS test).

* @param manifestFile The name and location of a local manifest file that you
want to

* use to update the dataset.
* @return DatasetStatus The status of the updated dataset.
*/

public static DatasetStatus updateDatasetEntries(LookoutVisionClient 1fvClient,
String projectName,

String datasetType, String updateFile) throws
FileNotFoundException, LookoutVisionException,

InterruptedException {

logger.log(Level.INFO, "Updating {0} dataset for project {1}",
new Object[] { datasetType, projectName });

InputStream sourceStream = new FileInputStream(updateFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

UpdateDatasetEntriesRequest updateDatasetEntriesRequest =
UpdateDatasetEntriesRequest.builder()
.projectName(projectName)
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.datasetType(datasetType)
.changes(sourceBytes)
.build();

1fvClient.updateDatasetEntries(updateDatasetEntriesRequest);

boolean finished = false;
DatasetStatus status = null;

// Wait until update completes.
do {

DescribeDatasetRequest describeDatasetRequest =
DescribeDatasetRequest.builder()
.projectName(projectName)
.datasetType(datasetType)
.build();
DescribeDatasetResponse describeDatasetResponse = 1fv(Client
.describeDataset(describeDatasetRequest);

DatasetDescription datasetDescription =
describeDatasetResponse.datasetDescription();

status = datasetDescription.status();
switch (status) {

case UPDATE_COMPLETE:
logger.log(Level.INFO, "{@} Dataset updated for
project {1}.",
new Object[] { datasetType,
projectName });
finished = true;
break;

case UPDATE_IN_PROGRESS:

logger.log(Level.INFO, "{@} Dataset update for
project {1} in progress.",
new Object[] { datasetType,
projectName });
TimeUnit.SECONDS.sleep(5);
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break;

case UPDATE_FAILED_ROLLBACK_IN_PROGRESS:
logger.log(Level.SEVERE,
"{0} Dataset update failed for
project {1}. Rolling back",
new Object[] { datasetType,
projectName });

TimeUnit.SECONDS.sleep(5);
break;

case UPDATE_FAILED_ROLLBACK_COMPLETE:
logger.log(Level.SEVERE,
"{0} Dataset update failed for
project {1}. Rollback completed.",
new Object[] { datasetType,
projectName });
finished = true;
break;

default:
logger.log(Level.SEVERE,
"{0} Dataset update failed for
project {1}. Unexpected error returned.",
new Object[] { datasetType,
projectName });
finished = true;

} while (!finished);

return status;
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1. oA Mx| X T3t X[ £ ACHH AWS CLI & AWS SDKE M x|t FELICH RbMlEH LHE= 4
SESC oS

THA: AWS CLI 2 AWS SDK ™ Mg
2. ZEES AMKX|stedH CFS oMl Z=E AFSELICH
CLI

« project-name2 AXE ZHO| & E Z2ME O|F§2E HFFLICEH
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ZE2MEJ} 5HLHEQI 72 O|lo|E] MEE AXSHES trainZ XK 5HA

LICH HIOlE M E
(@)

-l .

aws lookoutvision delete-dataset --project-name project name\
--dataset-type dataset type \
--profile lookoutvision-access

Python
O] ZE &= AWS B AM SDK oAl GitHub E|ZX|E 2|0 7t 2t&LICH ™A of|ME o47|of
M EQISHMIR.
@staticmethod
def delete_dataset(lookoutvision_client, project_name, dataset_type):
Deletes a Lookout for Vision dataset
:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the dataset
that

you want to delete.

:param dataset_type: The type (train or test) of the dataset that you
want to delete.

try:
logger.info(

"Deleting the %s dataset for project %s.", dataset_type,
project_name
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)

lookoutvision_client.delete_dataset(
ProjectName=project_name, DatasetType=dataset_type

)
logger.info("Dataset deleted.")
except ClientError:
logger.exception("Service error: Couldn't delete dataset.")
raise

AE = AWS AZE A SDK oAl GitHub Z|ZX|E 2|0 7FR{t&LICH HA| ol K= 0470
SFO

* Deletes the train or test dataset in an Amazon Lookout for Vision project.

* @param lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to delete a

ki dataset.

* @param datasetType The type of the dataset that you want to delete (train or
ki test).

* @return Nothing.

*/

public static void deleteDataset(LookoutVisionClient 1fvClient, String
projectName, String datasetType)
throws LookoutVisionException {

logger.log(Level.INFO, "Deleting {@} dataset for project {1}",
new Object[] { datasetType, projectName });

DeleteDatasetRequest deleteDatasetRequest =
DeleteDatasetRequest.builder()
.projectName(projectName)
.datasetType(datasetType)
.build();

1fvClient.deleteDataset(deleteDatasetRequest);

logger.log(Level .INFO, "Deleted {@} dataset for project {1}",
new Object[] { datasetType, projectName });

clolE| ME (SDK) 4FA| 250


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/DeleteDataset.java

Amazon Lookout for Vision XL 7Hol=

}

ZZ2ME (SDK) oM Cl0|E ME LHELHZ|

AWS SDKE A2 3104 Amazon Lookout for Vision T2 XM E 0f| A Amazon S3 HZ! { x| 2 |0|E| ME

£ L2 & &Lct

CIOIE{ MEE LHELHH AA T 2HE O| O|0|E| ME SAEE AF235}04 Lookout for Vision Z2ME
Ol = SO &g o8lg £ QSLICH EY p{To ZEof| AFZE HIO|IEMELS| AHAFE OIS

= =
= —_
=& &Lk

O] Exto| Python Z=E= ZEMEO| 84 O|0|E| ME (DHLHAE % O|o|E ME o|0|X|)E x[H
8t CH& Amazon S3 9x[2 HEHLICH ZEMEN U= A2 ZE= HAE HO|H ME o H A
EQ OO|E{ ME O|0|X|T LHEHLICH CHA 2 B =2 ME QL SUSH Amazon S3 HHZ! e CHE
Amazon S3 HZ!0f| Q€ £ QU&LICH F E & ListDataSetEntries 22 AF& 3104 C|O|E{ M E O L ||
AE 08 XS LICt Amazon S3 A2 Of|0|E|ME 0|0|X|2 UC|0|EE! OiL|HAE nS CH
A Amazon S3 | x|0d| S AL LICE

oA
=
.{

=

O| Atz Z2HME Q| HO|[EHMEE LIEU = S EoiELIch LHEH Ho|E MEE At&stod M
w 3

Z2MEE dYsis g EoiELICH

Z2ZME (SDK)O|A CIOIHMIEE LHELiE{™

—

ob&! x| & F M5t K| A ACHH AWS CLI & AWS SDKE Mx|etm FdgfLct RtAM[EH LHE2 4
CHAl: AWS CLI 2 AWS SDK &3 MME EZESHMIR.

2. OIOIE{MIE LHELHZ|of| At2E CHA Amazon S3 B2 E ZAXEHL|Ct. S 2 X|7} Amazon Lookout

for VisionO| X|&5t= AWSZ[0f /U =X| = Qlst A2, Af Amazon S3 HHZ!E BtE= WH2 H
A ddg AT HAIRL.

3. AL8XtoIAH CIOIEMIE LIELHTZ|E 28t CHe Amazon S3 29t £4 ZZHME H0|EMEQ| 0
O|x| Aol CHEF S3 %[0l CHEH HM|A HEHO| UEKX| EQISHAAIR. 0|0IK| TFAO| 0f= /%]
ofiLt QI8 + QIotn Jhgste Ch S BME ME8F = UELICH ##/##8 CIOIHAMEE LH2 L
& HA W FE2E g AL,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "PutExports",
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"Effect": "Allow",

"Action": [
"S3:PutObjectTagging",
"S3:PutObject"

1,

"Resource": "arn:aws:s3:::bucket/path/*"

"Sid": "GetSourceRefs",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion"
1,

"Resource": "*"

-
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Shows how to export the datasets (manifest files and images)
from an Amazon Lookout for Vision project to a new Amazon
S3 location.

import argparse
import json
import logging

import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

def copy_file(s3_resource, source_file, destination_file):
Copies a file from a source Amazon S3 folder to a destination
Amazon S3 folder.
The destination can be in a different S3 bucket.
:param s3: An Amazon S3 Boto3 resource.
:param source_file: The Amazon S3 path to the source file.
:param destination_file: The destination Amazon S3 path for
the copy operation.

source_bucket, source_key = source_file.replace("s3://", "").split("/", 1)

destination_bucket, destination_key = destination_file.replace("s3://",

"").split(
II/II’ 1

try:
bucket = s3_resource.Bucket(destination_bucket)
dest_object = bucket.Object(destination_key)

dest_object.copy_from(CopySource={"Bucket": source_bucket, "Key":

source_key})
dest_object.wait_until_exists()
logger.info("Copied %s to %s", source_file, destination_file)
except ClientError as error:
if error.response["Error"]J["Code"] == "404":
error_message = (
f"Failed to copy {source_file} to "
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f"{destination_file}. : {error.response['Error']['Message']}"

)

logger.warning(error_message)

error.response["Error"]["Message"] = error_message
raise

def upload_manifest_file(s3_resource, manifest_file, destination):
Uploads a manifest file to a destination Amazon S3 folder.
:param s3: An Amazon S3 Boto3 resource.
:param manifest_file: The manifest file that you want to upload.
:destination: The Amazon S3 folder location to upload the manifest
file to.

destination_bucket, destination_key = destination.replace("s3://",
"").Split("/"’ 1)

bucket = s3_resource.Bucket(destination_bucket)

put_data = open(manifest_file, "rb")
obj = bucket.Object(destination_key + manifest_file)

try:
obj.put(Body=put_data)
obj.wait_until_exists()
logger.info("Put manifest file '%s' to bucket '%s'.

, obj.key,
obj.bucket_name)
except ClientError:
logger.exception(
"Couldn't put manifest file '%s' to bucket '%s'.", obj.key,
obj.bucket_name
)
raise
finally:
if getattr(put_data, "close", None):
put_data.close()

def get_dataset_types(lookoutvision_client, project):

Determines the types of the datasets (train or test) in an
Amazon Lookout for Vision project.
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:param lookoutvision_client: A Lookout for Vision Boto3 client.
:param project: The Lookout for Vision project that you want to check.
:return: The dataset types in the project.

try:
response = lookoutvision_client.describe_project(ProjectName=project)

datasets []
for dataset in response["ProjectDescription"]["Datasets"]:
if dataset["Status"] in ("CREATE_COMPLETE", "UPDATE_COMPLETE"):
datasets.append(dataset["DatasetType"])
return datasets

except lookoutvision_client.exceptions.ResourceNotFoundException:
logger.exception("Project %s not found.", project)
raise

def process_json_line(s3_resource, entry, dataset_type, destination):
Creates a JSON line for a new manifest file, copies image and mask to
destination.
:param s3_resource: An Amazon S3 Boto3 resource.
:param entry: A JSON line from the manifest file.
:param dataset_type: The type (train or test) of the dataset that
you want to create the manifest file for.
:param destination: The destination Amazon S3 folder for the manifest
file and dataset images.
:return: A JSON line with details for the destination location.

entry_json = json.loads(entry)

print(f"source: {entry_json['source-ref']}")

# Use existing folder paths to ensure console added image names don't clash.
bucket, key = entry_json["source-ref"].replace("s3://", "").split("/", 1)
logger.info("Source location: %s/%s", bucket, key)

destination_image_location = destination + dataset_type + "/images/" + key

copy_file(s3_resource, entry_json["source-ref"], destination_image_location)
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# Update JSON for writing.
entry_json["source-ref"] = destination_image_location

if "anomaly-mask-ref" in entry_json:
source_anomaly_ref = entry_json["anomaly-mask-ref"]
mask_bucket, mask_key = source_anomaly_ref.replace("s3://", "").split("/",
1)

destination_mask_location = destination + dataset_type + "/masks/" +
mask_key
entry_json["anomaly-mask-ref"] = destination_mask_location

copy_file(s3_resource, source_anomaly_ref, entry_json["anomaly-mask-ref"])

return entry_json

def write_manifest_file(
lookoutvision_client, s3_resource, project, dataset_type, destination

Creates a manifest file for a dataset. Copies the manifest file and

dataset images (and masks, if present) to the specified Amazon S3 destination.
:param lookoutvision_client: A Lookout for Vision Boto3 client.

:param project: The Lookout for Vision project that you want to use.

:param dataset_type: The type (train or test) of the dataset that

you want to create the manifest file for.

:param destination: The destination Amazon S3 folder for the manifest file

and dataset images.

try:
# Create a reusable Paginator
paginator = lookoutvision_client.get_paginator("list_dataset_entries")

# Create a Pagelterator from the Paginator

page_iterator = paginator.paginate(
ProjectName=project,
DatasetType=dataset_type,
PaginationConfig={"PageSize": 100},

output_manifest_file = dataset_type + ".manifest"
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# Create manifest file then upload to Amazon S3 with images.
with open(output_manifest_file, "w", encoding="utf-8") as manifest_file:
for page in page_iterator:
for entry in page["DatasetEntries"]:
try:
entry_json = process_json_line(
s3_resource, entry, dataset_type, destination

manifest_file.write(json.dumps(entry_json) + "\n")

except ClientError as error:

if error.response["Error"]["Code"] == "404":
print(error.response["Error"]["Message"])
print(f"Excluded JSON line: {entry}")

else:
raise

upload_manifest_file(
s3_resource, output_manifest_file, destination + "datasets/"

except ClientError:
logger.exception("Problem getting dataset_entries")
raise

def export_datasets(lookoutvision_client, s3_resource, project, destination):
Exports the datasets from an Amazon Lookout for Vision project to a specified
Amazon S3 destination.
:param project: The Lookout for Vision project that you want to use.
:param destination: The destination Amazon S3 folder for the exported datasets.
# Add trailing backslash, if missing.
destination = destination if destination[-1] == "/" else destination + "/"

print(f"Exporting project {project} datasets to {destination}.")
# Get each dataset and export to destination.
dataset_types = get_dataset_types(lookoutvision_client, project)

for dataset in dataset_types:
logger.info("Copying %s dataset to %s.", dataset, destination)
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def

def

write_manifest_file(
lookoutvision_client, s3_resource, project, dataset, destination

print("Exported dataset locations")
for dataset in dataset_types:
print(f" {dataset}: {destination}datasets/{dataset}.manifest")

print("Done.")

add_arguments(parser):
Adds command line arguments to the parser.
:param parser: The command line parser.

parser.add_argument("project", help="The project that contains the dataset.")
parser.add_argument("destination", help="The destination Amazon S3 folder.")

main():

Exports the datasets from an Amazon Lookout for Vision project to a
destination Amazon S3 location.

logging.basicConfig(level=1logging.INFO, format="%(levelname)s: %(message)s")
parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)

args = parser.parse_args()

try:
session = boto3.Session(profile_name="1lookoutvision-access")
lookoutvision_client = session.client("lookoutvision™")
s3_resource = session.resource("s3")

export_datasets(
lookoutvision_client, s3_resource, args.project, args.destination
)
except ClientError as err:
logger.exception(err)
print(f"Failed: {format(err)}")
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if __name__ == "__main__
main()
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aws lookoutvision list-models --project-name project name \
--profile lookoutvision-access

describe-model BHE AtE5to{ ZEof CHet HEE 7tIXSLICt Ch g gt HEg L
« project-name EQI¥

+ model-version2 M5 1A 5l ZEO| HEHSZ HZASL|CEH

aws lookoutvision describe-model --project-name project name\
--model-version model version \
--profile lookoutvision-access

Python
0| A== AWS MHAM SDK oAl GitHub ZIZX|E 2|0 7HK{gt & LICH TA| of|xl& o47]of
M ERISHM 2.
@staticmethod
def describe_models(lookoutvision_client, project_name):
Gets information about all models in a Lookout for Vision project.
:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that you want to use.
try:
response =
lookoutvision_client.list_models(ProjectName=project_name)
print("Project: " + project_name)

for model in response["Models"]:
Models.describe_model(
lookoutvision_client, project_name, model["ModelVersion"]

)
print()
print("Done...")
except ClientError:
logger.exception("Couldn't list models.")

raise
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Java V2
Ol ZE= AWS MM SDK oAl GitHub 2|ZX|E 2|0 7L & LICH MR of|Xl= o47]0]|
M EQIGHAMIL2.
/**

* Lists the models in an Amazon Lookout for Vision project.

*

* @param lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project that contains the models that

& you want to list.
* @return List <Metadata> A list of models in the project.
*/

public static List<ModelMetadata> listModels(LookoutVisionClient 1lfvClient,
String projectName)
throws LookoutVisionException {

ListModelsRequest listModelsRequest = ListModelsRequest.builder()
.projectName(projectName)
.build();

// Get a list of models in the supplied project.
ListModelsResponse response = 1fvClient.listModels(listModelsRequest);

for (ModelMetadata model : response.models()) {
logger.log(Level.INFO, "Model ARN: {@}\nVersion: {1}\nStatus:
{2}\nMessage: {3}", new Object[] {
model.modelArn(),
model.modelVersion(),
model.statusMessage(),
model.statusAsString() });

return response.models();
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CLI
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+ model-version2 &N

aws lookoutvision delete-model --project-name project name\
--model-version model version \
--profile lookoutvision-access
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@staticmethod
def delete_model(lookoutvision_client, project_name, model_version):
Deletes a Lookout for Vision model. The model must first be stopped and
can't
be in training.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the desired
model.
:param model_version: The version of the model that you want to delete.
try:
logger.info("Deleting model: %s", model_version)
lookoutvision_client.delete_model(
ProjectName=project_name, ModelVersion=model_version

model_exists = True
while model_exists:
response =
lookoutvision_client.list_models(ProjectName=project_name)

model_exists = False
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
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for model in response["Models"]:
if model["ModelVersion"] == model_version:
model_exists = True

if model_exists is False:
logger.info("Model deleted")

else:
logger.info("Model is being deleted...")
time.sleep(2)

logger.info("Deleted Model: %s", model_version)
except ClientError:

logger.exception("Couldn't delete model.")

raise

Java V2
O]l ZEE= AWS MEHA SDK oAl GitHub 2lZX|E 2|0 M 7FK &L AA| of| A= o770
M EQISIAIR.
/-k-k

* Deletes an Amazon Lookout for Vision model.
*
* @param 1fvClient An Amazon Lookout for Vision client. Returns after the
model is deleted.
* @param projectName The name of the project that contains the model that you
want to delete.
* @param modelVersion The version of the model that you want to delete.
* @return void
*/
public static void deleteModel(LookoutVisionClient 1fvClient,
String projectName,
String modelVersion) throws LookoutVisionException,
InterruptedException {

DeleteModelRequest deleteModelRequest = DeleteModelRequest.builder()
.projectName(projectName)
.modelVersion(modelVersion)

.build();

1fvClient.deleteModel(deleteModelRequest);
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boolean deleted = false;
do {

ListModelsRequest listModelsRequest =
ListModelsRequest.builder()
.projectName(projectName)
.build();

// Get a list of models in the supplied project.
ListModelsResponse response =
1fvClient.listModels(1listModelsRequest);

ModelMetadata modelMetadata = response.models().stream()
.filter(model ->
model.modelVersion().equals(modelVersion)).findFirst()
.0rElse(null);

if (modelMetadata == null) {
deleted = true;
logger.log(Level.INFO, "Deleted: Model version {0} of
project {1}.",
new Object[] { modelVersion,
projectName });

} else {
logger.log(Level.INFO, "Not yet deleted: Model version
{0} of project {1}.",
new Object[] { modelVersion,

projectName });
TimeUnit.SECONDS.sleep(60);

} while (!deleted);
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aws lookoutvision create-model --project-name "project name'"\

--output-config '{ "S3Location": { "Bucket": "output bucket", "Prefix": "output
folder" } }'\

--tags '[{"Key":"Key","Value":"Value"}]' \

--profile lookoutvision-access
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aws lookoutvision tag-resource --resource-arn "resource-arn"\
--tags '[{"Key":"Key","Value":"Value"}]' \
--profile lookoutvision-access
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aws lookoutvision list-tags-for-resource --resource-arn resource-arn \
--profile lookoutvision-access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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{

"Sid": "SpecificProjectOnly",

"Effect": "Allow",

"Action": [

"lookoutvision:DetectAnomalies"

1,

"Resource": "arn:aws:lookoutvision:us-east-1:123456789012:model/myproject/*"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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DetectAnomalies X2 A} A= HEtE FO 12 LICt. production

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"LookoutVision:DetectAnomalies"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "production"
}
}
}
]
}

Ef1E AI235t04 E Amazon Lookout for Vision 22104 CHEF HMAE HEE £ QU&LICE.

Of oil X H22 AWS HHo| At X} EE= Q& 0| stage 5’I9P U2 Bt X HE REE A 510
DeleteModel = StopModel 22 &Y + U= HEtE HEFLICH production

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"LookoutVision:DeleteModel",
"LookoutVision:StopModel"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/stage": "production"
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AWS 2|3 H3: Amazon LookOutVisionReadOnlyAccess
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» DescribeModel

» DescribeModelPackagingJob

« DescribeProject

» ListDatasetEntries
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeDataset
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModel
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeProject
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListDatasetEntries
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"Version": "2012-10-17",
"Statement": [
{

5t242d AF2 XHod| 7| Amazon S3 B{Z! HEHO| -‘_é
%ol CHer & =7t Z&HE = U&LITH ol E
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"Sid": "LookoutVisionReadOnlyAccess",

"Effect": "Allow",
"Action": [

"lookoutvision:
"lookoutvision:
"lookoutvision:
"lookoutvision:
"lookoutvision:
"lookoutvision:
"lookoutvision:
"lookoutvision:
"lookoutvision:

]I

"Resource": "*"

DescribeDataset",
DescribeModel",
DescribeProject",

DescribeModelPackagingJob",

ListDatasetEntries",
ListModels",
ListProjects",
ListTagsForResource",
ListModelPackagingJobs™"
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModels
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModels
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListProjects
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListTagsForResource
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AmazonLookoutVisionConsoleFullAccess HZA& A& 35104 Amazon Lookout for Vision SDK &}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LookoutVisionFullAccess",
"Effect": "Allow",
"Action": [
"lookoutvision:*"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_Operations.html
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« LookoutVisionConsoleDatasetlLabelingToolsAccess— FE X2l Amazon SageMaker 11
CIRCERA g3 2tdg §{& & LIC} Lookout for Vision2 0|28 ZS AFE 3504 S3 {0 M
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« LookoutVisionConsoleDashboardAccess- OtOFE CloudWatch X|EE 212 £ Q!
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 LookoutVisionConsoleTagSelectorAccess— AMME E T 7| 2 E{ T gf MIeHS el2 = U
& LIC}. Lookout for Vision& 0|28t HEHS Al25t04 Efa 22| 24 1 o|X| Lol M Ef2 7| & Ef
Ztofl CHek HE AHEE XS EhLIC.

« LookoutVisionConsoleKmsKeySelectorAccess— =5 AWS Key Management Service
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LookoutVisionFullAccess",
"Effect": "Allow",
"Action": [
"lookoutvision:*"
1,
"Resource": "*"
.
{
"Sid": "LookoutVisionConsoleS3BucketSearchAccess",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
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"Resource": "*"

"Sid": "LookoutVisionConsoleS3BucketFirstUseSetupAccess",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutLifecycleConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": "arn:aws:s3:::lookoutvision-*"

"Sid": "LookoutVisionConsoleS3BucketAccess",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetBucketAcl",
"s3:GetBucketVersioning"
1,

"Resource": "arn:aws:s3:::lookoutvision-*"

"Sid": "LookoutVisionConsoleS30bjectAccess",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:PutObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts"
1,

"Resource": "arn:aws:s3:::lookoutvision-*/*"

"Sid": "LookoutVisionConsoleDatasetlLabelingToolsAccess",

"Effect": "Allow",

"Action": [
"groundtruthlabeling:RunGenerateManifestByCrawlingJob",
"groundtruthlabeling:AssociatePatchToManifestJob",
"groundtruthlabeling:DescribeConsoleJob"
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]I

"Resource": "*"

"Sid": "LookoutVisionConsoleDashboardAccess",
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

"Sid": "LookoutVisionConsoleTagSelectorAccess",
"Effect": "Allow",
"Action": [
"tag:GetTagKeys",
"tag:GetTagValues"
1,

"Resource": "*"

"Sid": "LookoutVisionConsoleKmsKeySelectorAccess",
"Effect": "Allow",
"Action": [

"kms:ListAliases"

]I

"Resource": "*"

AWS ZH2|& H3: Amazon LookOutVision ConsoleReadOnlyAccess

AmazonLookoutVisionConsoleReadOnlyAccess™=E A& 3104 ALE X7} Amazon Lookout for
Vision 2&, &Y (SDK &) & MH|A0] Q= 2E S&5Mo st 217| T8 AMAE 58 = U

&Lt

0| AmazonLookoutVisionConsoleReadOnlyAccess H20{= Amazon Lookout for Vision 2&
EHZ!of CHEt Amazon S3 &0l Z & ElLICt O|0|E M E 0|0|X| EE= Amazon SageMaker Ground
Truth OHL|H|AE Tt 0| CHE Amazon S3 HA!0H| Rl= AR ALKt A F7F HEto| 2 LI At
M8t L& & the section called “Amazon S3 H{Z! H&t M%) MME X Z5HML2.
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+ LookoutVisionConsoleS30bjectReadAccess— Lookout for Vision 2Z& H{Z!0{| A Amazon
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M LICH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "LookoutVisionReadOnlyAccess",
"Effect": "Allow",
"Action": [

"lookoutvision:DescribeDataset",
"lookoutvision:DescribeModel",
"lookoutvision:DescribeProject",
"lookoutvision:DescribeTrialDetection",
"lookoutvision:DescribeModelPackagingJob",
"lookoutvision:ListDatasetEntries",
"lookoutvision:ListModels",
"lookoutvision:ListProjects",
"lookoutvision:ListTagsForResource",
"lookoutvision:ListTrialDetections",
"lookoutvision:ListModelPackagingJobs™"
1,

"Resource": "*"
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Amazon Lookout for Vision
},

{
"Sid":

"Effect":
Il. [
"s3:ListAl1MyBuckets"

"LookoutVisionConsoleS3BucketSearchAccess

"Allow",

"Action":

i n

]I

"Resource":
"LookoutVisionConsoleS30bjectReadAccess

{
"Sid":
"Effect": "Allow",
"Action": [
"s3:GetObject"
s3:GetObjectVersion
arn:aws:s3 lookoutvision-*/*"

1,
"Resource":
"LookoutVisionConsoleDashboardAccess",

iy
{
"Sid":
"Allow",

"Effect":
"cloudwatch:GetMetricData"

L

"Action":
"cloudwatch:GetMetricStatistics"

i n

]I

"Resource":

}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAYN4CJAYDEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/MyUser",
"accountId": "123456789012",
"accessKeyId": "ASIAYN4CJAYEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAYN4CJAYDCGEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-20T13:15:09Z2"

}

}
},
"eventTime": "2020-11-20T13:15:437Z",
"eventSource": "lookoutvision.amazonaws.com",
"eventName": "CreateDataset",
"awsRegion": "us-east-1",
"sourceIPAddress": "128.0.0.1",
"userAgent": "aws-cli/3",

"requestParameters": {
"projectName": "P1",
"datasetType": "train",
"datasetSource": {

"groundTruthManifest": {

"s30bject": {
"bucket": "myuser-bucketname",
"key": "training.manifest"

}

iy

"clientToken": "EXAMPLE-0526-47dd-a5d3-2ca975820a34"
iy
"responseElements": {

"status": "CREATE_IN_PROGRESS"
iy
"requestID": "EXAMPLE-15el-4bc9-be38-cda2537c75bf",
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"eventID": "EXAMPLE-c5e7-43e0-8449-8d9b87el5ach",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_LookoutVision.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

Amazon Lookout for Vision XL 7Hol=

OIE{H|O|A A= EQIE (AWS PrivateLink) & AH& 5}04
Amazon Lookout for Vision0l| H M| A

AWS PrivateLinkE AF& 30 VPC2F Amazon Lookout for Vision AFO[0{| Z 208! 44
U&LICE QIE{L! HO|ES 0], NAT C|HFO|A, VPN 917 EE= AWS Direct Connect 9322 A& 5t K|
ot 11 vPCO| Y= Zd%{= Amazon Lookout for Visionofl UM AE = QI&LICH VPCL| QIARA
Lookout for Vision0l| HM|ASHE Ol HEE! IP 471 ERSHK| §E& Lt

fjo
>
==
X
e

AWS PrivateLink0ll A M S &= QIE{H|

0|4 A= ZQIEES MMstof 0] Zato|Y! HZAS MEEHLICH
Qe o|]A A= xZQIEof Cisll AAE M5t 2 HEHM A=2QIE HERF QAEHO|AE MY
gFLICH OlE Lookout for VisionZ &ste EEfZio| ZIQM He2 ot A &2ld HELA 2IF

H O] A ] L|C}.

KFAIEE LI AWS PrivateLink 7F0|E.2| AWS PrivateLinkE S5 AWS AH|A0]| HMAE B Z5HA
(@]

L.

Lookout for Vision VPC IEZQIEof CHEF 1124 AFE

Lookout for VisionS0i| CHEF QIE{H|O|A ANEZQIEE M StE{™H HX{ AWS PrivateLink 7}0|E 2
Considerationsg AE&L|C}.

Lookout for Vision2 QIE{HO|A AEXZQIEE S5l ZE API 20| CHE = &£ K[HELICH

Lookout for Vision0| CH§t VPC AE X QIE HAH0| X|HELICH 7[2XMo 2 CIEHO|A JEXQIEE
& 5l Lookout for Vision0d| CHEF A HM AT S{SELICH = Bt D& A=EXQIE HESLF 2
E{mH 0| A2 21435104 QIE{H|O|A AEEZQIEE S35l Lookout for Vision2L E &5t EciZE Mo{E

= A& LT

Lookout for Vision0i| CHEF QIE{H|O|A VPC AEZQIE MM

IE = AWS Command Line Interface(AWS CLI)E AM& 3104 Lookout for Vision0| CH
3t OIE{H|O|A AEZQIEE MAIEH 4= QI&LICH KFM|EH LHR 2 AWS PrivateLink 7H0|E.2| QIE{TH| O]
%

com.amazonaws.region.lookoutvision

Lookout for Vision VPC Q1= Z QIEof CHEF 124 AFE 316


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

Amazon Lookout for Vision XL 7Hol=

CIE{H|O|A AEZQIEN| Z2}0|H! DNSE AISIEE
0|2 & At235}09 Lookout for Vision0ll APl e & £+

east-1.amazonaws.com.

HdYst= E2, 2lI™ol Cigh 7|2 DNS
ol
AN

LIC}t. od: lookoutvision.us-

Lookout for Vision0i| CHEF VPC AIEXZQIE A MM

(o)

IEZQIE HM2 QIE|HO|A AEZQIEN GIZAE = U= IAM B[AAQLICH 7|2 AEXQIE
RS AF2 5 QIE{H O|A AEZQIEE E35H Lookout for Vision0ll CHEH A& HMHAE s{2EFL|LCt.
VPCO{| A Lookout for Vision0f {1 | HMAE XN 0{5t2{H AIEA X|H JEZQIE MHES QIEH|
O|la A= xZOlEO HAZAELICE

r
0 |n

b1l

A xOlE MM Clg MEE X|™HELct

« NAUE sE £ e EoF FA (AWS AH, IAM AFE XL 1AM A E)
. EiE £ Qls B

« XA g pEE £+ QE ElAA

KFMIEt HE = AWS PrivateLink 70| =2 = z Q|

HESHMR.

m

>
I
o
Pl
0l

5104 MBI 0] CHEH HMIA K01

0i Al:Lookout for Vision 2240l CHer VPC A= Z QI E Z{=H

CHS2 Lookout for Vision0l| CHEF AHE X} X|H A= Z QIE Ao of M| ULICH O] HAg QIE{H|0|A
A=xZQIE0 AZSHH VPC QUEHO|A AEZQIEN HHAY = U= BEE ALE X7t myModel Z
ZHMEQ} ¢1Z4EImyProject Lookout for Vision Z&0{| CiEt DetectAnomalies API 2/¢{2 S &8
= UL T X|-Fgct.
{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"lookoutvision:DetectAnomalies"
1,
"Resource": "arn:aws:lookoutvision:us-west-2:123456789012:model/myProject/
myModel"
}
]
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