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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://console.aws.amazon.com/managedblockchain/
https://console.aws.amazon.com/managedblockchain/
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Node.js & ALE 35104 ofO}E DHLIXIE EE AR (AMB) ZEIAPI 28 ¥4

Python2 At&35t0q ofnotE 2|8 E=XIQ (AMB) #EIAPI 2F g*g
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CtS AFO|E0i A Amazon Managed Blockchain (AMB) #EIE
Console GetTokenBalance 242 AlsH 5240
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OII

AMBZ{ 2| AP 2210 M| ASHZ| 2T IAM H2E MMM 2.

AMBZZ|E API %3248 Amazon Managed Blockchain (KEY) # 2|01 CH$H &8t IAM HEHo|
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Ch Ch2at 22 (7t dx|E EO|'dolMH AWS CLI Mx|El = CIZ BHEE Adsto{ AMB #E| API
ol HMASHZ] 28 IAM HRE ddefLct

cat <<EOT > ~/amb-query-access-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBQueryAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"
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"Resource": "*"

}

EOT

aws iam create-policy --policy-name AmazonManagedBlockchainQueryAccess --policy-
document file://$HOME/amb-query-access-policy.json

R{RHS AH A
o=E So
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| |
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AWS *2tUEFIEE ASsHE CHAl S API & ol CHEE HM|A HEFHE Ro{sts WOl E4&

A3
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CHS oMl E Go o= EHME(Qiom #HE| 22 AHEELICE. AMB API Goofl CHEH REAMIEH LIE 2 Go
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://go.dev/doc/
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
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package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"
"time"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
.
1)

client := managedblockchainquery.New(ambQuerySession)

// Inputs for ListTransactions API

ownerAddress := "0Ox00000bf26964af9d7eed9e@3e53415d***** ="
network := managedblockchainquery.QueryNetworkEthereumMainnet
sortOrder := managedblockchainquery.SortOrderAscending
fromTime := time.Date(1971, 1, 1, 1, 1, 1, 1, time.UTC)
toTime := time.Now()

nonFinal := "NONFINAL"

// Call ListTransactions API. Transactions that have reached finality are always
returned
listTransactionRequest, listTransactionResponse :=
client.ListTransactionsRequest(&managedblockchainquery.ListTransactionsInput{
Address: &ownerAddress,
Network: &network,
Sort: &managedblockchainquery.ListTransactionsSort{
SortOrder: &sortOrder,
1,
FromBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &fromTime,
I
ToBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &toTime,

+

GoE A& ¢t ol 9
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ConfirmationStatusFilter: &managedblockchainquery.ConfirmationStatusFilter{
Include: [J*string{&nonFinal},

iy
1}
errors := listTransactionRequest.Send()
if errors == nil {

// handle API response

fmt.Println(listTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

0jo
m]

ot U K& EH £ ListTransactionsC|ZE{2| LH0I M C}
listTransactions.go.

CHS £32 OS2 "I &L

Transactions: [
{
ConfirmationStatus: "FINAL",
Network: "ETHEREUM_MAINNET",
TransactionHash:
"Ox12345ea404b45323c@cf458ac755ecc45985fbf2b18e2996af3¢c8e8693354321",
TransactionTimestamp: 2020-06-01 01:59:11 +0000 UTC
},

{
ConfirmationStatus: "FINAL",

Network: "ETHEREUM_MAINNET",

TransactionHash:
"@x1234547c65675d867ebd2935bb7ebe@996e9ec8e432a579a4516¢c7113bf54321",

TransactionTimestamp: 2021-09-01 20:06:59 +0000 UTC

.

{

ConfirmationStatus: "NONFINAL",

Network: "ETHEREUM_MAINNET",

TransactionHash:
"@x123459df7clcd42336cdlchbbcae@ebb66@ccfl3ef3al159f05061232a24954321",

TransactionTimestamp: 2024-01-23 17:10:11 +0000 UTC

S AM8stod AEE A™-ELIClgo run

GoE AtEEt oA
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Example — GoE At&3l0{ GetTransaction API ¢ =&

Ojo

Of of&of M= O|T E34o| EZHEHM SHAIE AHSELICH CHE FEE GetTransaction.go
|

GetTransactionC|ZE{2|0f| O|& 0| X|HE mtof SAFEFLICE.

I

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
.
1))

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTransaction API

transactionHash :=
"0x123452695a82868950d9db8164dfb2f6f0ad79284a6c461d115ede8930754321"

network := managedblockchainquery.QueryNetworkEthereumMainnet

// Call GetTransaction API. This operation will return transaction details for all
// transactions that are con#rmed on the blockchain, even if they have not
// reached #nality.
getTransactionRequest, getTransactionResponse :=
client.GetTransactionRequest(&managedblockchainquery.GetTransactionInput{
Network: &network,
TransactionHash: &transactionHash,

b
errors := getTransactionRequest.Send()
if errors == nil {

GoE AHEt oAl 11
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// handle API response

fmt.Println(getTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

oL E X et ¥ GetTransactionC|[ZE{Z| LI A CHE HHEE AI&sto] ZEE A™-ELICtgo run

GetTransaction.go.

CHS £32 OS2 "I &L

Transaction: {
BlockHash: "@x000005c6a71dlaftbc@@5a652b6ceca71cd516d97b0fc514c2ald0f2ca3912345",
BlockNumber: "11111111",
CumulativeGasUsed: "5555555",
EffectiveGasPrice: "44444444444",
From: "@0x9157f4de39ab4c657ad22b9f19997536* ****x** !
GasUsed: "22222",
Network: "ETHEREUM_MAINNET",
NumberOfTransactions: 111,
SignatureR: "©0x99999894fd2df2d039b3555dab80df66753f84be475069dfaf6chl@3*******x!
SignatureS: "0x77777al0le7f37dd2dd0bf878b39080d5ecf3bf082c9bd4f40de783e******* i,
SignatureV: 0,
ConfirmationStatus: "FINAL",
ExecutionStatus: "SUCCEEDED",
To: "@x5555564f282bf135d62168c1e51328Qd*****x*x*!
TransactionHash:
"@x123452695a82868950d9db8f64dfb2f6f0ad79284a6¢c461d115ede8930754321",
TransactionIndex: 11,
TransactionTimestamp: 2022-02-02 01:01:59 +0000 UTC

[

Jm fHI
02 Hm
> U

(ETHZBTC) of U2 20lE = = WS GetTokenBalance API M335tH, O &
|

|| 2IF A% A (EOA) o 3/l A S 7HXE =+ U&LICH
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Example — GetTokenBalance API 22 At83504 GoollAf L[O|E|E EE Q| ZtHZ =OIHM 2.

CtZ ol Al M= & AFE5H04 O|HEIZ HIQIH | M F 4 Ether (ETH) &t & 7HX{ZLICH

GetTokenBalance API C}H2 ZEE GetTokenBalanceEth.go CIEE{Z|0] O|§ 0| X|IHE o

E ALgFLICH. GetTokenBalance

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {
// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
b
1)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTokenBalance API

ownerAddress := "OxBeE510AF9804F3B459C0419826b6225%**** **x%n
network := managedblockchainquery.QueryNetworkEthereumMainnet
nativeTokenId := "eth" //Ether on Ethereum mainnet

// call GetTokenBalance API
getTokenBalanceRequest, getTokenBalanceResponse :=
client.GetTokenBalanceRequest(&managedblockchainquery.GetTokenBalanceInput{
TokenIdentifier: &managedblockchainquery.TokenIdentifier{
Network: &network,
TokenId: &nativeTokenId,
},
OwnerIdentifier: &managedblockchainquery.OwnerIdentifier{
Address: &ownerAddress,

3,
1))
errors := getTokenBalanceRequest.Send()
if errors == nil {

GoE AtEEt oA
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// process API response

fmt.Println(getTokenBalanceResponse)
} else {

// process API errors

fmt.Println(errors)

oI U2 MHEEH F GetTokenBalanceC|HE 2| LHOIAM CFHS BE 2 AI85t0d I EE A™ELICHgo

run GetTokenBalanceEth.go.

CHS £32 OS2 "I &L

{
AtBlockchainInstant: {
Time: 2020-12-05 11:51:01 +0000 UTC
3,
Balance: "4343260710",
LastTransactionHash:
"Qx00000ce94398e56641888f94a7d586d51664eb9271bf2b3c48297a50a0711111",
LastTransactionTime: 2023-03-14 18:33:59 +0000 UTC,
OwnerIdentifier: {
Address: "0x12345d31750D727E6A3a7B534255BADd******x %"
b,
TokenIdentifier: {
Network: "ETHEREUM_MAINNET",
TokenId: "eth"
}
}

Node.js & AI& 75104 otOrE OHLIX|E S5 X2l (AMB) #HE| API 2
Ao

Olz{3t o = oI RIE MHSEIE CHS A 27 AE0| MBELICH

1. AFE0o| == HH™ 22| (nvm) 2 Node.js 7F A x|=|04 J0{0F BFLICH 047]0i M SHE OS2l Ax|
XEE HE = U&LICh

2. node --versionBHE AI&304 Node 7T 14 O|&2 A5t UEX| EHQIFLICH ERFHF
? HHS MAEE OZ nvm install 14 BHE AE5t0o] HT 148 X" = UA&LICH nvm

use 14

Node.js AFZ of|x| 14


https://github.com/nvm-sh/nvm
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3. 843 B0l = AWS_ACCESS_KEY_ID A1} g2dE X174 535 0| AWS_SECRET_ACCESS_KEY X
grz|o{of ghL|Ct.

CHS BEE AEstod 220U E0|M Ol2iet HE EXIEZ LHEHLICH CHSolMd 2= EAIE
x 7

U2 1AM ALSRH AE | MAHS fo 2 HHAA2.

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

(@ Note

« DE MM T AEE 228 £0|= Amazon Managed Blockchain (AMB) # 2| API & 40]|
HTTPS M ASH7| I8t MHEE 2HE ME35HD Node.js 2| |O|E|E https ZES AFHE 5
0 @ H5t7HLE, AXIOSHE(Q 22 EtAL E0|EE{E|E AHE5t0{ TIOIEE AME = JU&L
Ct. AMB

« O| o A|lAE= Node.js & EFAF HTTP Z2I0|1EE A
£ Ql&LIC AWS JavaScript SDKAMBQueryE Q%357

« CIS of|Xl= AxiosE AI&3tod AMB #HE|E Qs &g Eo{ELICH AWS
SDKSigV48 ZE.

[&3tX|2F CHE EEt0|UEL A SE
| e A LIt

Ct=Z package.json IS 2 A 9| 2r] C|2E{Z(0of| S AR LICH

"name": "amb-query-examples",
"version": "1.0.0",
"description": "",

"main": "index.js",
"scripts": {

"test": "echo \"Error: no test specified\" && exit 1"
1,
"author":
"license": "ISC",

"dependencies": {

"@aws-crypto/sha256-js": "74.0.0",

"@aws-sdk/credential-provider-node": "~3.360.0",

"@aws-sdk/protocol-http": "A3.357.0",

"@aws-sdk/signature-v4": "A3.357.0",

mnn
’
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https://nodejs.org/api/https.html
https://www.npmjs.com/package/axios
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"axios": "A1.4.0"

Example — QueryE AI835t0{ EH Q|8 AR F4A (EOA) oM It EZ Tt E HAMELICEH AMB
GetTokenBalance API

Mg 5tod Chest E2 (of: ERC2 0, &) I L[0|EIE F QI (M:ERC721, LERC1155) o| X1 = &0l
£ QoM ETH O|& AFE310{ 74 timestamp (Unix EFHARIZ - X) E 7|Hto 2 Q|8 AR A
(EOA) o| 34X ZHHE 7tXME = U&LICL GetTokenBalance API BTC O] oAM= & A& 3t
0 GetTokenBalanceAPIO|HZ|E HIQILI0MH ERC2 0 EE29| 4 T T E FELICE USDC

02! mek M

I2{8 CHS Z EE 2= token-balance. js IH0| SEAMStD IS S
2ol &St AI2. GetTokenBalance API

rob

sted CIME

const axios = require('axios').default;

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: 'managedblockchain-query',

region: 'us-east-1',

sha256: SHA256,
18

const queryRequest = async (path, data) => {

//query endpoint

let queryEndpoint = “https://managedblockchain-query.us-east-1.amazonaws.com/
${path}";

// parse the URL into its component parts (e.g. host, path)
const url = new URL(queryEndpoint);

// create an HTTP Request object

const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(data),
method: 'POST',

Node js AF2 Ol K] 16


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/GetTokenBalance.html
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headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: queryEndpoint, data: data})

console.log(response.data)

} catch (error) {
console.error('Something went wrong: ', error)
throw error

let methodArg = 'get-token-balance';

let dataArg = {
" atBlockchainInstant": {
"time": 1688071493
},
"ownerIdentifier": {
"address": "Oxf3B0073E3a7F747C7A38B36B805247B2**x****%*" // externally owned
address
},
"tokenIdentifier": {
"contractAddress":"0xA0b86991c6218b36c1d19D4a2e9EbQcE********" = //USDC contract
address
"network" :"ETHEREUM_MAINNET"

//Run the query request.

Node js AF2 Ol K] 17
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queryRequest(methodArg, dataArg);

Al

A E ddstodH ot 22 ClEEE|of Qe El0IdE €1 Chs BB S gL

1]
02

npm i
node token-balance.js

Ol BF2 23 EE ddistT Aol Hel&l 2l+& T stod O|HElE MU0l ECA LIEE &=
S ERC20USDC #HAE QHFLICH SE2 Ot RARLICH
{

atBlockchainInstant: { time: 1688076218 1},

balance: '140386693440144"',

lastUpdatedTime: { time: 1688074727 1},

ownerIdentifier: { address: 'Oxf3b@073e3a7f747c7a38b36b805247b2*******xx1 1

tokenIdentifier: {
contractAddress: 'Oxa@b86991c6218b36c1d19d4a2e9eb@ce******x*x1
network: 'ETHEREUM_MAINNET'

PythonE Ar&3t0{ ototE 2|8 =5X2 (AMB) 2| API 278
AH A4
o O

| Z7d0| M ELIcH

pal

O[2{38t Python MM & A&5te{™ CtE ™

1. A FE{0oll PythonO| A x| %0 %'01 F&HLICH 047]0i M SHE OSe| x| X|ES &2 = U&LICH
2. AWSSDKPython& (Boto3) & M x|&fLICt.
3. Ax|IAWS BHE QIE{HO|AE At HHE aws configure 225104 Access Key

IDSecret Access Key, & ¥i+E MHFLICE Region

r

N 27 AEg 223 £ 082 A8 4 &Lich AWS SDKHTTPSPython S i
Amazon Managed Blockchain (AMB) 2l API 2FE g = J&Lich

Ct= Python MXl= boto32| E=2 A& 350 E <= Sigv4 sl 7 £3HEl @S Query 2ol 2L
Ct. AMB ListTransactionEvents API O| oAM= O|HZ[& HIQIH0M XHE ECHEEMO| LHE LA
O|HE S5 ZMeLICt.

CtZ list-transaction-events.py It€E 24 BZ9| 2] C|HEE[o| SASHMIR.
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https://wiki.python.org/moin/BeginnersGuide/Download
https://aws.amazon.com/sdk-for-python/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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import json

from botocore.auth import SigV4Auth

from botocore.awsrequest import AWSRequest

from botocore.session import Session

from botocore.httpsession import URLLib3Session

def signed_request(url, method, params, service, region):

session = Session()

sigv4 = SigV4Auth(session.get_credentials(), service, region)
data = json.dumps(params)

request = AWSRequest(method, url, data=data)
sigv4.add_auth(request)

http_session = URLLib3Session()

response = http_session.send(request.prepare())

return(response)

url = 'https://managedblockchain-query.us-east-1.amazonaws.com/list-transaction-events'
method = 'POST'

params = {

'network': 'ETHEREUM_MAINNET',

'transactionHash': 'Qx125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd0c52229841905"
}

service = 'managedblockchain-query'
region = 'us-east-1'

# Call the listTransactionEvents operation. This operation will return transaction
details for

# all transactions that are con#rmed on the blockchain, even if they have not reached

# #nality.

listTransactionEvents = signed_request(url, method, params, service, region)

print(json.loads(listTransactionEvents.content.decode('utf-8')))

I-.u

E ListTransactionEvents A&5t2{™ 2] C[2E2|oi ot =
|EPpython3 list-transaction-events.py. O| 3H2 AJREE A™s T F=o ™
=504 O|HElE QKM XIHE ERHEM SHA|Qt BHEE O|HEE QEFLICH 8H

ro rtn o px
o I%
r

Ch=t 1°TM°*I-IEP
{
'events':

PythonZ A+t of| x|
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L
{

'contractAddress': '©x95ad61b0al50d79219dcf6i4elebcc@lf***x*x**xxt

'eventType': 'ERC2@_TRANSFER',

'from': '@xab5801a7d398351b8bellc439e@5c5h3*****x%x1

'network': 'ETHEREUM_MAINNET',

'to': 'Oxdead0000000000000000420694206942* ****x %%

'transactionHash':
'0x125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd@c522* *****x% 1

'value': '410241996771871894771826174755464"

Ct= AFO|E0{ A Amazon Managed Blockchain (AMB) #Z|E A
5t A Al2. AWS Management Console GetTokenBalance 242 Al
i 51240
oo il

CH2 0d = Amazon Managed Blockchain (AMB) #Z2I& AI&3t04 O|HZ|E HLH EE R E &
QlotE WS Eo{ELICH AWS Management Console
Example

1. oA otOtE #2lE EEAQl 2&£2 QLICt htps://console.aws.amazon.com/
managedblockchain/.

22| MMM FHE| WEI 7|8 MEdEFLICE.
EZ2x 2] MAINNET UIEQ/3 2 ETHEREUM £ MEHSHL|LC}.
#{2| GetTokenBalanceR &2 2 ME4EIL|CE.

EZ9 EEANC FAE =T LICE
of FAE QBT
EZo| Meix E3 DS 3L}
[ EHSH |Ef

AMBZ{E|7} A |1 22| 2 Foil 27t EAIELICH

£ AL&¢H o AWS Management Console 20


https://console.aws.amazon.com/managedblockchain/
https://console.aws.amazon.com/managedblockchain/
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https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTokenBalance.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
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"Version": "2012-10-17",
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"Effect": "Allow",
"Action": [
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"Resource": "*"
}
]
}

Example IAM Amazon Managed Blockchain(AMB) # 2| ListTransactions & HA|A &AM
GetTransaction APIs

o| oMo =2l IAM AFZ2RHOH AMB 2| ListTransaction 2!0d| CHEF AWS 7| HA|A HEHS
Ho04&fL|C}. GetTransaction APls

@ Note

O MIAPISC|E CIZ 2 H} R 7L} F£7}5}04 CIE t£= 1 0|AF 9| APIsOl| CH3F HA|A HEHS

o{& £+ U&LICIAPIs. AMB # 2| 52 Amazon Managed Blockchain(AMB) # 2| API &
OHHME APIsE Z3IAMI2.

=
T
&

SE2

0l

T 7|8 HAH ol x| 40



Amazon Managed Blockchain 72| THLRE 7H0|=

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AccessAMBQueryAPIs",

"Effect": "Allow",

"Action": [
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"Resource": "*"

}
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