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https://console.aws.amazon.com/support/home?nc1=f_dr#/case/create
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html
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{
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#! /usr/bin/python
import boto3
session = boto3.Session()

b3account=boto3.client('sts').get_caller_identity()['Account']
print("using account {} in region {}".format(b3account,session.region_name))
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def getBudgetFilters(filtertype):

def

def

Returns budgets nested within the filter values [filter value][budeget name].

The filtertype is the CostFilter Key such as Region, Service, TagKeyValue.

budget_client = session.client('budgets')
budgets_paginator = budget_client.get_paginator('describe_budgets')
budget_result = budgets_paginator.paginate(
AccountId=b3account
).build_full_result()
returnval = {}
if 'Budgets' in budget_result:
for budget in budget_result['Budgets']:
for cftype in budget['CostFilters']:
if filtertype == cftype:
for cfval in budget['CostFilters'][cftype]:
if cfval in returnval:
if not budget['BudgetName'] in returnval[cfval]:
returnval[cfval].append(budget['BudgetName'])
else:
returnval[cfval] = [ budget['BudgetName'] ]
return returnval

getMarketplaceInstances():

Get all the AWS EC2 instances which originated with AWS Marketplace.
ec2_client = session.client('ec2')
paginator = ec2_client.get_paginator('describe_instances"')
returnval = paginator.paginate(
Filters=[{
'Name': 'product-code.type',
'Values': ['marketplace']
1]
).build_full_result()
return returnval

getInstances():

mp_instances = getMarketplaceInstances()
budget_tags = getBudgetFilters("TagKeyValue")
cost_instance_budgets = []
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for instance in [inst for resrv in mp_instances['Reservations'] for inst in
resrv['Instances'] if 'Tags' in inst.keys()]:
for tag in instance['Tags']:

# combine the tag and value to get the budget filter string

str_full = "user:{}${}".format(tag['Key'], tag['Value'])

if str_full in budget_tags:

for budget in budget_tags[str_full]:
if not budget in cost_instance_budgets:
cost_instance_budgets.append(budget)

print("\r\nBudgets containing tagged Marketplace EC2 instances:")
print( '\r\n'.join([budgetname for budgetname in cost_instance_budgets]) )

if __name__ == "__main__
getInstances()

E R

Using account 123456789012 in region us-east-2

Budgets containing tagged Marketplace EC2 instances:

EC2 simple
MP-test-2
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aws ec2 run-instances

--image-id resolve:ssm:/aws/service/marketplace/<identifier>/version-7.1
--instance-type m5.xlarge

--key-name MyKeyPair
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AWSTemplateFormatVersion: 2010-09-09

Parameters:
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AmiAlias:
Description: AMI alias
Type: 'String'

Resources:
MyEC2Instance:
Type: AWS::EC2::Instance
Properties:
Imageld: !Sub "resolve:ssm:${AmiAlias}"
InstanceType: "g4dn.xlarge"
Tags:
-Key: "Created from"
Value: !Ref AmiAlias
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Offer details
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Pay-as-you-go pricing

SaaS H|S 7l Aletg +

1. HISJH A ol 3

101

SaaS HIZ7H Mot 5



AWS Marketplace

T OHRF A

2. Aot ME HE FHolAM S2HHE HISIH Mets MEIR=X| = elgh Lt XMEoi| Cial &etol ofzd 74
A2 = UGLICH
3. A2 AR 2 J|ZH BollM Ak 7|z L A2k ME HEJF EAE LIS QK| #olgtLich a3 K| of
2 722 SHIE H|Z 7] Mote MENHERX| &olstHLE AMeHS MAdst EtofRtof Eol5tAAIL.
® Note
Oz Zmo| HIZ 7] Mot 7| Ao 2 EAIELICH RFMIEH M E £ the section called
“OlzH gmto| AH|oF #Ed &ted" g xSt
4. pay-as-you-go 7tZA2 &Et A2 Yy T2 M= MEI U= F0| EA|Z|o{of ELCt.
Ol HEE &fQlst7{Lt, ol HEE 21X st=0| Qi 42 siiY Tofxto EolstMAIL
5. ZAM HE #olM AX HEE =elgLch S8t A dHS Yo 4, AX 2w 2 Q|
EAIELCH OEX| §f2 A, Mot =2 Al & A2 20| FELICEH
6. EULA & Hlof 4 ZolMd EULATF EHOHREQE 2148 ZAQIK| = QIgfLICt A SF 0|8 e 25
HAE 8t F Create contract(H| 2 4)E MEASI0 X[etE =2 gLt
Mlote 42t6iH HIZES MEMoR TEHCHs LIR 9| 29l 1 o|x|7F ¥RILICH Set Up Your
Account(H& M%) E MEHSo] THOWKI S| HO|X|Z2 O|S st EtOHRIS| ¢ AFO|E oM HIX 442 ot
Euct
-
AMI H|S7H M|eF 15
Amazon Machine Image(AMI) HIS 7 HM|otofl AL = = MMD 24 SMH2 XNE St
ArStE AHl2kol e EekELICt CHS ol0|X|= AWS Marketplace 2] AFO|E S| AMI Z2}0|H! @1 |
O|X| tilo|otR 2 Eo{ELICt.
CtZ Colo{a A HIS 74 Mt HOo|X|ofl= ChE ot 22 Mol A& LICt
- 3ZUA 0l L ME - 3ZUol o|F 2 HISH M cH el MELICH LEZ S MES T4 H
E Lt
- HHO|X| X|& - o] ¥ol= o] mWo|X|o| e 2251 HIZH MetE #2tetE 30 #adE x|F
Of A&LICH.
« O|& & - o]l MMoll= CtE HEJH AUd&Lct,
- 2% 2[oll= "I ®Metel o2t s A|eto| HIZ7H XM etlS LIEtLH= BI0|E 0] A& LICH.

AMI H|S 74 Mot 25

102



T OHRF A

AWS Marketplace

to{ HIS7H

2 HES ABS

LICt 7[of 4

A 2
of 3 g2jo] UL

A

| —
—

« HIS7H XMet ol & MM ofeho

O, 047|0|ME EULAE EHU CleEE g £ olaLct.

U=of HioF ZR U0l EAIELICH

7t A

=
T

i mMetel MUY olalx|7F A& LCH.

fra )
o

® Note

=N

Alo]|

Ch
o

o Molo|EE HIS I XehS

|5

EO
I —

Vi
—

FOHREOA 7]

B4

Al2. A A

103

AMI H|S 74 Mot 25



AWS Marketplace

T OHRF A
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Page guidance
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Terms and Conditions
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Terms duration
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"version": "Q",

"id": "@1234567-0123-0123-0123-0123456789ab",
"detail-type": "Listing Available",

"source": "aws.discovery-marketplace",
"account": "123456789012",
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"expirationDate": "2025-08-26T00:00:00Z"
},
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"title": "Product Title"
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"sellerOfRecord": {
"name": "Seller Name"
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HEE ME HEE NS TEE &Y SHESHNTE  AEU
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O -
Lt 28 R XI5ttt ELICH 2OE6
27 W Set 2HEF

LHAF% _I?I_o|_|- o=

|0

| point-in-time AtMQULICH AEXS LHELHH CI|O|EE QEEtRlo= O 2

1 HAESID, B O|IOIEHE HESt D, MES Hlug = U&Lct

JSON EE= CSV Ao 2 LHEE = l&LICH AHXE HWELHE{H OFHS BHE =& FLct

1. 0l AWS Management Console 2191511 AWS Marketplace &£ LIC}

Vendor Insights& ME4EHLICT

Vendor InsightstlM ME 2

Hot #dH & "M 2 MMo 2 0|50 LHZLZ|E MEfEFL|CH
A

CEECIR S50|AM CHRZE(JSON) £ CHRZE(CSV)E MEfErLCH

o M D

AWS Marketplace Vendor Insights 2| HA|A 8t |04

AWS Identity and Access Management (IAM) 2 AWS Z|A A0 CHEF HMAE Ao{5t= B E=Z0|
AWS MH|A El= EFLICH IAM2 F7F AWS MH|A H[E g10| AF8 & = JU&LICH EEIXtel d<
CIAAE AL E AWS Marketplace = U= Q15 (ZQl) & et 2o (HEH E &HE £+ U= AR
£ Mo{g £+ U&LICH AWS Marketplace Vendor InsightsE IAME A& 304 EtOHA} CI|O|EY, 7}, &
OHA RH&| B8 L (A & ZA 2 Aof CHEt HMAE Fo{FLIC.

U= = HE 22 IAME AHE510{ AWS Marketplace Management
E2 ddste JULIct O ot AFSAHE J&o F7istn 2§ 22lgulct

o17| 18 MBS MBshs WA wE MEH2 T 2B0l HHY £ YBLICH ¢7| TS HM AT} L

AL LHE LY 7] 173


https://console.aws.amazon.com/marketplace/
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R OHE A8 XS 0] JE ER0l= 0I52] AWS A Ho| HErE FItetx| 1 dgE 250 ol

7ot o

M2 A8 O&E E= ol M8&ls Hete Heolste EMYULICH HEt2 AL XH7F AWSOl A
T™E = U= FYS AYELICH Y2 ditMo 2 5 zhdof ChEt AMAE $&5HH Amazon
EC2 QIAEIA, Amazon S3 buckets HHZ!IF Z 2 &7 2|&A00 CHE HHUE S1&st =S MEXe =z
TEE Roig & UELICH HHM2 HMAE BAHoz HEE £ UELICH HE2 & 220
CHEH HMAE 18 8HHLE HF st S3 L 2Lt
/A Important
ddsts ZE MEXE Atelel 1tH S ALEstod QS FLICE J2{Lt O|E2 St
AWS HEE ALSELICH ALERI0 ol ZE #HE2 A AlHol| I £ + A&LICH

AWS Marketplace ™3t2 % 2[5t04 ST HEHE 7tZl AlE O =& & = U= B UE MogL|ch AWS
Marketplace Management Portalod2d H&H2 ZAglst= 82 AWS Marketplace B 11 2t 2|5t=
MR Ql&LICH O] AWSMarketplaceSellerProductsFullAccess A2 AL XLl A AWS
Marketplace Management Portal 2| X[ & 0| CHEt A HAl|A FHEHS F 047 LCY.

A& 7tSE B, 2laa & =7 F(of Cist RhAIE LI& 2 AH
Marketplace Vendor Insights2| 21, B2[AA S T 7| XA AL,

AWS Marketplace HICH QIAO|E FOHXIE @|8F THE

AWS Marketplace 32 x| QIALO|Eof CHEH IAM H&oi| M CHS HEt2 AHSE £+ U&LICt o248t

TetE Y IAM HHol| Zgfsto] Bst= HEt2 F0{E = UA&LICH

GetProfileAccessTerms

im
K

GetProfileAccessTermsAt&Xt7F AWS Marketplace HIC 1ALO| EEIS AE, 8 4l A

At O et of#hE Mg = &Lt

2
2

a

I

1217

M8 & ¢47]-27].

e
1

2lAA: SecurityProfile.
ListEntitledSecurityProfiles

ListEntitledSecurityProfiles= AFEXI7F M 7| HEto| U= EQt Z2LE 2 F LIEE

= ULF s8I

AWS Marketplace HIL{ QIAO|E FOHALE 2|8t & 174


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsmarketplacevendorinsights.html
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2
104

a

Al

(7| M8

Ltd ™ME & e{7]-247].

I

4
A

e
1

=

k>

s

0
{0

ListEntitledSecurityProfileSnapshots

ListEntitledSecurityProfileSnapshotse= AF& X7t SecurityProfileg g2 = U= &

A 9l7| HBHo| Qe HOt T2 Eo| O TRE AMALS LIYE 4 YT E 5{8%

Ch

2
2

a

I

Q7| ME, L M al gl7]-AM T

, =

e
1

=

k>

A SecurityProfile
GetEntitledSecurityProfileSnapshot

GetEntitledSecurityProfileSnapshot2 AFEXI7F &M ol7| HEto| Qe Eot T2 Eo| Hot

ZzHAHFHNF HEE 71K E = U S {8 ELCH

2
2
o]

a

o

17] H8 & 9i7)-87)

e
1

2|A&A: SecurityProfile
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H

!
o
o

&l AWS Marketplace

YA DEE TOiXtel AZES 01§ HMsto] HMEt ME L FEE *XIst7| flol I Moz
ot U&LICH 2= T0[ Ct27| =20 ofotES| SE = 2[AEE MSol Ciet SEe SEE A
S5t0{ 40| SHHE FOH ZEE LIE & AWS Marketplace 2= st= ZdLICH

(® Note

AWS Data Exchange2| CIO|E{ A& 2 otoil CH8t XEM[EH L& 2 AWS Data Exchange AHS A
Pl HotE B =ML,

EtOfRFE I8t £ otol| CHEt REMIBH LHE 2 AWS Marketplace Al2{ 7+0| = 9|AWS Marketplace
Hot2 TS AI2. AWS Marketplace

. 17 0% U 7lE XY KBk st B,
PN ZEX ASRL RIE,

A BONARTE REAL R EIS HEHE 4 QTS 3|4 OB, M T4 WA 2F 2 HEE BOiR

o ZRE 4 aLich 1 sholl OIS ABolo| 3118 Hylshe O £80| F 4 U= S HE A

DRSO ZRE 4 UaLICH BOHAHS ol0] ERehT e Kok B ol HEE A8 sto] ¥y

Zlof CHEt 241t S5 TOHRIO] ST S HOIE 4 s

1 Qo= BRI HEE TR 4 UE HHS oYL HE 52 HE TE THS E4E S
OfLIEHY YEHEo 2 TOHRIY T2 HEE TR

IAM M3 |Pve 2 10| =

AWS Marketplace 242 IAM 22 Al&5t0{ 518 %lE IP
O{LtE IP A7+ AWS Marketplace 2l A0 M| ASHK| 25t

AWS Marketplace 2 AIO|E = HQI0| IPv6 Z2EEZ HIdo|=5|1 YU&LICH.

TOiRIe BREE TSAF B2 7


https://docs.aws.amazon.com/data-exchange/latest/userguide/security.html
https://docs.aws.amazon.com/marketplace/latest/userguide/security.html

AWS Marketplace TOHAH MEAM

IPv6 =AE MElSHES |IEZ|X] 8f2 IP =4 BT HHE AEstH ZE0|UETH & AIOIE

dclo
o| Z|AA0 HMASHK| ZE £ UELICH. AWS Marketplace

IPV4OI A IPVEE S18(0|E A| Qg = 117

O|F 4 X|HE M8ste 12 o|H Yaciol=o| I&S L&LICH 0|8 4 X[Holz HES=Z
oM IPv4gt IPv6E 25 X|#EtCh= ofO|iLct

5 54 KIS ABSHE Z2 H IPv4 BA T4 THE IAM EHHS AE|0|E 5104 IPv6 BA| T
I=va St
= i =

HM|A ZXof CHEF =F 0] ER35H™M AWS Supportol| =2|35HAM L.

(® Note
Ct2 122 ot dago|=o| Wake utx| of&Lch
o« IPv4 HEQITEH AHRSHE 1,
. IPv6 LIEQIIE AHRStE 1,

IPVv6EH?

IPveE Z=0i= IPV4E CHAISHZ| Qs 7HELEl &FMICH IP EZ=QLIC O] HFQ! IPv4E 32H|IE T4
X &M HE AH25t0{ 4324 71| C|HIO|AE K|RELICE IPv6E 128HIE T4 X|H XM HE AHE 50
o 340Z (£ 20| 128%8) 7He| C|utO|AE K| #4gfL|Ct.

2001 :cdba:0000:0000:0000:0000:3257:9652
2001:cdba:0:0:0:0:3257:9652
2001 :cdba: :3257:965

IPv60i| CHEF IAM X2H 21H|0|E

IAM E&2 34Xl aws:Sourcelp EEE AIE35t01 = IP T4 HE dMst= o AASE L.

O|Z =4 X|H2 IPv4 ECHED IPV6 ECHEE 25 KIHELICH WERIZAM 0|5 T4 X|IHE M
83t B2 IP 4 ZEHZH AFS L= IAM H2H0| IPve 4 HYE ZESITS o|0|E5Hof &L
CH,

0 £ £04 0| Amazon S3 H{Z! HAM2 F{E L= IPv4 T4 H2192.0.2.0.* 2 203.0.113.0.*S

Condition A0|A Aledst|Ct.

IPV4O{ A IPVEE HE0|E Al J&g e o 177


https://support.console.aws.amazon.com/support/home/?nc1=f_dr#/case/create

AWS Marketplace TOHAH MEAM

# https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_examples_aws_deny-ip.html

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"*aws:SourceIp*": [
"%192.0.2.0/24*",
"*203.0.113.0/24*"
]
.
"Bool": {
"aws:ViaAWSService": "false"
}
}
}
}

0| MA 2 AH|0|EstE{m ZAM 0| Condition A7t IPve T4 B12| 2001:DB8:1234:5678: : /64
2l 2001:cdba:3257:8593:: /645 X &S5 CiO|E3HoF &L|Ct.

(® Note

7€ IPv4 TAE O™ Tt o| S 8ol ZHRFt=2 2 X|7{5HX| OtMI2.

"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*", <<DO NOT remove existing IPv4 address>>
"*203.0.113.0/24*", <<DO NOT remove existing IPv4 address>>
"*2001:DB8:1234:5678::/64*", <<New IPv6 IP address>>
"*2001:cdba:3257:8593::/64*" <<New IPv6 IP address>>

},
"Bool": {
"aws:ViaAWSService": "false"
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curl -v -s -o /dev/null http://ipv6.ec2-reachability.amazonaws.com/
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* About to connect() to aws.amazon.com port 443 (#0)
L Trying IPv6 address... connected
* Connected to aws.amazon.com (IPv6 address) port 443 (#0)
GET / HTTP/1.1
User-Agent: curl/7.18.1 (x86_64-unknown-linux-gnu) libcurl/7.18.1 OpenSSL/1.0.1t
zlib/1.2.3
> Host: aws.amazon.com
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ping aws.amazon.com
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* AWSMarketplaceManageSubscriptions

« AWSPrivateMarketplaceRequests
 AWSPrivateMarketplaceAdminFullAccess
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aws-marketplace:*",
"cloudformation:CreateStack",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:List*",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
ec2:CreateSecurityGroup",
"ec2:CreateTags",
ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",
ec2:DeleteSecurityGroup",
"ec2:DescribelImages"”,
ec2:DescribeInstances",

AWSMarketplaceDeploymentServiceRolePolicy 184
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ec?2

1,

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DescribeKeyPairs",
DescribeSecurityGroups",
DescribeSubnets",
DescribeTags",
DescribeVpcs",
RunInstances",
StartInstances",
StopInstances",

:TerminateInstances"

"Resource": "*"

"Effect":
"Action":
"ec2:

"ec2:

"ssm:

"sns:

n
"iam
n

1,

ec2:

ec2:
"ec2:
ec2:

ssm:

"ssm:

sns:

sns:

iam:
iam:

"Allow",

[
CopyImage",
DeregisterImage",
DescribeSnapshots",
DeleteSnapshot",
CreateImage",
DescribeInstanceStatus",
GetAutomationExecution",
ListDocuments",
DescribeDocument",
ListTopics",
GetTopicAttributes",
CreateTopic",

:GetRole",
iam:

GetInstanceProfile",
ListRoles",
ListInstanceProfiles"

"Resource": "*"

"Effect":
"Action":
"ssm:StartAutomationExecution"

]I

"Allow",
L

"Resource": [

"arn:

"arn:

arn:

arn:

aws:ssm:eu-central-1:906690553262:automation-definition/*",
aws:ssm:us-east-1:058657716661:automation-definition/*",

aws:ssm:ap-northeast-1:340648487307:automation-definition/*",

aws:ssm:eu-west-1:564714592864:automation-definition/*",

AWSMarketplaceFullAccess
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arn:
"arn:
n

arn:
"arn:

"Effect":
"Action":

aws :
aws @
aws :
aws @

ssm:
ssm:
:eu-west-2:587945719687:automation-definition/*",
ssm:

ssm

us-west-2:243045473901:automation-definition/*",
ap-southeast-2:362149219987:automation-definition/*",

us-east-2:134937423163:automation-definition/*"

"Allow",

L

"s3:ListBucket",
"s3:GetObject"

1,

"Resource":

"arn:aws:s3:::*image-build*"

"Effect":
"Action":

"Allow",

L

"sns:Publish",

1,

"Resource":

"Effect":
"Action":

sns:setTopicAttributes"

"arn:aws:sns:*:*:*image-build*"

"Allow",

L

"iam:PassRole"

]I

"Resource":

"

1,

"Condition":
"StringlLike": {
"iam:PassedToService": [

"Effect":
"Action":

{

"ec2.amazonaws.com"

"Allow",

L

"iam:PassRole"

AWSMarketplaceFullAccess
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"Resource": [

"

1,
"Condition": {
"StringLike": {

"iam:PassedToService": [

"'ssm.amazonaws.com"

1,

"iam:AssociatedResourceARN": [
arn:aws:ssm:eu-central-1:906690553262:automation-definition/*",
"arn:aws:ssm:us-east-1:058657716661:automation-definition/*",
"arn:aws:ssm:ap-northeast-1:340648487307:automation-definition/*",
"arn:aws:ssm:eu-west-1:564714592864:automation-definition/*",
"arn:aws:ssm:us-west-2:243045473901:automation-definition/*",
"arn:aws:ssm:ap-southeast-2:362149219987:automation-definition/*",
"arn:aws:ssm:eu-west-2:587945719687:automation-definition/*",
"arn:aws:ssm:us-east-2:134937423163:automation-definition/*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowlLicenseManagerActions",
"Effect": "Allow",
"Action": [

AWSMarketplaceLicenseManagementServiceRolePolicy 187
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"organizations:DescribeOrganization",
"license-manager:ListReceivedGrants",
"license-manager:ListDistributedGrants",
"license-manager:GetGrant",
"license-manager:CreateGrant",
"license-manager:CreateGrantVersion",
"license-manager:DeleteGrant",
"license-manager:AcceptGrant"

1,

"Resource": [

"
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"Version": "2012-10-17",
"Statement": [

{

"Action": [

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe"

1,

"Effect": "Allow",

"Resource": "*"

I
{

"Action": [
"aws-marketplace:CreatePrivateMarketplaceRequests",
"aws-marketplace:ListPrivateMarketplaceRequests",
"aws-marketplace:DescribePrivateMarketplaceRequests"

1,

"Effect": "Allow",

AWSMarketplaceManageSubscriptions 188
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"Resource": "*"
1,
{
"Resource": "*",
"Effect": "Allow",
"Action": [
"aws-marketplace:ListPrivatelistings"
]
}

AWS 2l A AWSMarketplaceProcurementSystemAdminFullAccess

AwWSMarketplaceProcurementSystemAdminFullAccess A2 IAM £¢t 2l
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aws-marketplace:PutProcurementSystemConfiguration",
"aws-marketplace:DescribeProcurementSystemConfiguration",
"organizations:Describe*",

"organizations:List*"

1,

"Resource": [
nkn

]

}
]
}

AWSMarketplaceProcurementSystemAdminFullAccess 189
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"Version": "2012-10-17",
"Statement": [
{

"Resource": "*",

"Action": [
"aws-marketplace:ViewSubscriptions",
"ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",

"ec2:DescribelImages",
"ec2:DescribeInstances",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",

ec2:DescribeVpcs"

1,
"Effect": "Allow"

"Resource": "*",

"Effect": "Allow",

"Action": [
"aws-marketplace:ListBuilds",
"aws-marketplace:DescribeBuilds",
"iam:ListRoles",

iam:ListInstanceProfiles",

sns:GetTopicAttributes",

"sns:ListTopics"

"Resource": "*",
"Effect": "Allow",
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"Action": [
"aws-marketplace:ListPrivateMarketplaceRequests",
"aws-marketplace:DescribePrivateMarketplaceRequests"

]
},
{
"Resource": "*",
"Effect": "Allow",
"Action": [
"aws-marketplace:ListPrivatelListings"
]
}

AWS & 2|& M= AWSPrivateMarketplaceAdminFullAccess
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "PrivateMarketplaceRequestPermissions",

"Effect": "Allow",

"Action": [
"aws-marketplace:AssociateProductsWithPrivateMarketplace",
"aws-marketplace:DisassociateProductsFromPrivateMarketplace",
"aws-marketplace:ListPrivateMarketplaceRequests",
"aws-marketplace:DescribePrivateMarketplaceRequests"”

1,

"Resource": [

"y

"Sid": "PrivateMarketplaceCatalogAPIPermissions",

AWSPrivateMarketplaceAdminFullAccess 191
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"Effect": "Allow",
"Action": [

"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:

ListEntities",
DescribeEntity",
StartChangeSet",
ListChangeSets",
DescribeChangeSet",

"aws-marketplace:CancelChangeSet"
1,
"Resource": "*"
1,
{
"Sid": "PrivateMarketplaceCatalogTaggingPermissions",
"Effect": "Allow",
"Action": [
"aws-marketplace:TagResource",
"aws-marketplace:UntagResource",
"aws-marketplace:ListTagsForResource"
1,
"Resource": "arn:aws:aws-marketplace:*:*:AWSMarketplace/*"
1,
{
"Sid": "PrivateMarketplaceOrganizationPermissions",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*"
}

AWSPrivateMarketplaceAdminFullAccess
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AWS 22l 22 AWSPrivateMarketplaceRequests
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aws-marketplace:CreatePrivateMarketplaceRequests",
"aws-marketplace:ListPrivateMarketplaceRequests",
"aws-marketplace:DescribePrivateMarketplaceRequests"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [

"vendor-insights:
"vendor-insights:
:GetEntitledSecurityProfileSnapshot",
ListEntitledSecurityProfileSnapshots"

"vendor-insights

"vendor-insights:

]I

"Resource": "*"

"Action": [

"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:

1,

"Effect": "Allow",
"Resource": "*",
"Condition": {

GetProfileAccessTerms",
ListEntitledSecurityProfiles",

CreateAgreementRequest",
GetAgreementRequest",
AcceptAgreementRequest"”,
CancelAgreementRequest",
ListAgreementRequests",
SearchAgreements",
CancelAgreement"

"ForAnyValue:StringEquals": {

"aws-marketplace:AgreementType":

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

]I

"VendorInsightsAgreement"

AWSVendorlnsightsAssessorFullAccess

194



AWS Marketplace TOHAH MEAM

"Resource": "arn:aws:artifact:*::report/*"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vendor-insights:ListEntitledSecurityProfiles",
"vendor-insights:GetEntitledSecurityProfileSnapshot",
"vendor-insights:ListEntitledSecurityProfileSnapshots"

1,

"Resource": "*"

1,
{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "arn:aws:artifact:*::report/*"
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ManageMarketplaceDeploymentSecrets",
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:PutSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:DeleteSecret",

"secretsmanager:RemoveRegionsFromReplication"

]I

"Resource": [

arn:aws:secretsmanager:*:*:secret:marketplace-deployment*!*"

1,
"Condition": {
"StringEquals": {

aws :ResourceAccount": "${aws:PrincipalAccount}"

}
.
{

"Sid": "ListSecrets",
"Effect": "Allow",
"Action": [

"secretsmanager:ListSecrets"”
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]I

"Resource": [
nin

]

I

{
"Sid": "TagMarketplaceDeploymentSecrets",

"Effect": "Allow",
"Action": [
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:marketplace-deployment!*",
"Condition": {
"Null": {
"aws:RequestTag/expirationDate": "false"
.
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"expirationDate"
]
},
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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* private-marketplace.marketplace.amazonaws.com
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PrivateMarketplaceCatalogDescribePermissions",
"Effect": "Allow",
"Action": [
"aws-marketplace:DescribeEntity"

1,

"Resource": [
"arn:aws:aws-marketplace:*:*:AWSMarketplace/Experience/*",

"arn:aws:aws-marketplace:*:*:AWSMarketplace/Audience/*",

"arn:aws:aws-marketplace:*:*:AWSMarketplace/ProcurementPolicy/*",

"arn:aws:aws-marketplace:*:*:AWSMarketplace/BrandingSettings/*"

"Sid": "PrivateMarketplaceCatalogDescribeChangeSetPermissions",
"Effect": "Allow",
"Action": [

"aws-marketplace:DescribeChangeSet"

1,

"Resource": "*"

"Sid": "PrivateMarketplaceCatalogListPermissions",
"Effect": "Allow",
"Action": [

"aws-marketplace:ListEntities",
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"aws-marketplace:ListChangeSets"

1,

"Resource": "*"

"Sid": "PrivateMarketplaceStartChangeSetPermissions",
"Effect": "Allow",
"Action": [
"aws-marketplace:StartChangeSet"
1,
"Condition": {
"StringEquals": {
"catalog:ChangeType": [
"AssociateAudience",
"DisassociateAudience"

I

"Resource": [
"arn:aws:aws-marketplace:*:*:AWSMarketplace/Experience/*",
"arn:aws:aws-marketplace:*:*:AWSMarketplace/ChangeSet/*"

"Sid": "PrivateMarketplaceOrganizationPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganizationalUnit",
"organizations:ListDelegatedAdministrators",
"organizations:ListChildren"

1,

"Resource": [
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ANEXRL, 2§ Ee dgof Z2tol|t! Ot Eaio|AE 21735104 AWS Identity and Access Management
(IAM) the section called “AWSPrivateMarketplaceAdminFullAccess” 0|74 Z2t0|8! oI Z2{|0|AE &
ZIg = U HEt2 RoFLICH O8 E= A S MEste [o| EaLCH YAME eddst= o]

| = [ = N )
CHEF REM[EF LIE 2 IAM AFE DB ALEA O 501 HA 9128 X otM 2.

AWSPrivateMarketplaceAdminFullAccess =& o| HEtod| CHEH AHAISH LI& 2 the section called
“AWSPrivateMarketplaceAdminFullAccess” MM E X 5HM L. AHEE = U= CHE HRol CHal
AWS Marketplace 2 Ot 22{H of 21218t ChF AWS Management ConsolelAM 2 10| X|2 0|S
SHAAIL. M A XLol MarketplaceE 1235101 AWS Marketplace2t ZZAE ZE MM S & LIC

ZZtols! o EDolA #EIXRE fle AS A XE HA A
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Mg = JU&LICH AWS Identity and Access Management (IAM) &M Z Z=735t04 AWS Marketplace
Catalog2| AWS Marketplace Catalog APl 224, 2lAA 2 =74 7[of| LIAEl 2Fdoil Chet =74 7|2 2l
2= Q&LICE AWS Marketplace Catalog APl H13 98 4l B[AAE AI&3504 IAM HA
QIHFQ1 HIFHL|E = AWS Marketplace Catalog APl 7}0|E.0] M E|0{ QU&LIC}H H|S
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aws-marketplace:AssociateProductsWithPrivateMarketplace",
"aws-marketplace:DisassociateProductsFromPrivateMarketplace",
"aws-marketplace:ListPrivateMarketplaceRequests",
"aws-marketplace:DescribePrivateMarketplaceRequests"

1,

"Resource": [

i

"Effect": "Allow",
"Action": [
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"aws-marketplace:DescribeEntity",
"aws-marketplace:ListEntities",
"aws-marketplace:ListChangeSets",
"aws-marketplace:DescribeChangeSet",
"aws-marketplace:CancelChangeSet"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"aws-marketplace:StartChangeSet"
1,
"Condition": {
"StringEquals": {
"catalog:ChangeType": [
"AllowProductProcurement",
"DenyProductProcurement"”
]
}
},
"Resource": "*"
}
]
}
zgto|dl ot EolA 2lAA0| 5t HE S HEISIES WME Metg =k J&LcH OS2 8§74
zgto|d! ot Eio|A FEt gElg = U= BElAE Mdste Ol A8 E = U= 22 JSON o Al
ILIC} O] MMM = Experience AlEXI7F exp-1234example®! ElAA BXIEE AFEELICH

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aws-marketplace:AssociateProductsWithPrivateMarketplace",
"aws-marketplace:DisassociateProductsFromPrivateMarketplace",
"aws-marketplace:ListPrivateMarketplaceRequests",
"aws-marketplace:DescribePrivateMarketplaceRequests"

]I

"Resource": [

"
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]
I
{

"Effect": "Allow",

"Action": [
"aws-marketplace:ListEntities",
"aws-marketplace:DescribeEntity",
"aws-marketplace:ListChangeSets",
"aws-marketplace:DescribeChangeSet",
"aws-marketplace:CancelChangeSet"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"aws-marketplace:StartChangeSet"

1,

"Resource": [
"arn:aws:aws-marketplace:*:*:AWSMarketplace/Experience/exp-1234example"

]

}
]
}
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