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collector setup B E= collector setup --aws-configurations B AL Al AWS
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1. Have you setup IAM permissions... ZZ0{ Y(0i)& 24§ LICt. Strategy Recommendations AHS
Al 2! o4&t o| EFA|of [F2F AWSMigrationHubStrategyCollector EEIE M2 S ALE35t0{ &
70| HMAE AFSAHE ST I o248t HEtE M- ELICH.

2. Strategy Recommendations At X} 2 @3gf o| EhA|of| 2t =& [of] HMASHZ| 2IH 2435t A
EXL7F U= AWS HHo| MA|A 7(eF Eot &f 5 7|18 U=dgfLct

3. BI™(: us-west-2)2 &24EtLIC} Strategy RecommendationsOlAM AFE3HE Z21™ S0l
Qo &= 212 MEdStLICE o|2Et 2| S5/ 2 AWS et = 9| Strategy Recommendations

endpoints& & ZHAM|L.

4. Upload collector related metrics to migration hub strategy service? 2201 Y(0)& =4&L|C} |
* HE = AWSTH MAE X|#g M3 ste ol =0l Eulct

5. Upload collector related logs to migration hub strategy service? Z20 Y(0i)& =&LIct 2
ol ME = AWSTI MAE x| MIst= ol =0l Eulct.

CHS ool M= AWS T80l CHEr oldl 52 Z&eto] EAEIE LIS EoiELICH

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

AWS 74 14
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1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default

collector will upload metrics. [Y/N]: Y
Upload collector related logs to migration hub strategy service? By default collector

will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully
Start registering application data collector

Application data collector is registered successfully.

vCenter 743 AX

collector setup BH E= collector setup --vcenter-configurations @& AIE Al

vCenter 4 ™

1. VMware vCenter 22t 15 E Al&35t0{ 21E3lEd= Z2 Would you like to authenticate using
=
=

VMware vCenter credentials Z 201 Y (o)
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2. Windows MHHE F43t2{= E<? Do you have Windows machines managed by VMware
1 Y(ol)& U=3IgLct.
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® Note

Windows #4723 A7} Active Directory TH|QI0| &3t= Z<2 CLIE AF8304 ¥ M
T2 MBE I AR Xl O|EE domain-name\username L 2 235l oF EILICt. 0 E &
01, =M@l 0|& 0| exampledomainO|1L A& X} O|F O| Administrator®! Z3< CLIO| 1245t
= A2 Xl 0|& 2 exampledomain\Administrator & LIC}.

3. Linux AlHHE FMsl24E 7 Setup for Linux using VMware vCenter Z201 Y(0i))& 248
Ct.

Linux2| AtEX} O|E2 &t 5 & U™ELICH

4. vCenter 2|5 MO CHEt HA M 2ot 0158 M™HstEdi= Z2 Would you like to setup

=
credentials for servers outside vCenter using NTLM for Windows 2! SSH/Cert based for Linux &

2of y(oi)E st
5. vCenter 2|80 M 2 2|E|l= Windows A|AE0] CHEE EoF 215 0| vCenter Windows A|AEL0]|

CHet 2ot 0152 F4E M MBS E 2ot 2151 S U F2 Would you like to use the same

1D

o
Windows credentials used during vCenter setup 220 Y(0)E =24&L|Ct 2 K| 2t N(ot

LR)S Y=Lt

Y(ol)= Est™ Chsnt 242 22 0| LIEFELICH

a. Are you okay with collector accepting and locally storing server certificates on your behalf
during first interaction with windows servers? & 20 Y(0)E =24gFL|C}.

b. SSH 215& F/435t24™ Enter your options EE0{ 12 =24gFL|C}.

SSH 2152 M85tz MEfst A WEE 7| EoF Q152 Linux MEHO| S AtsHok &f LICt.
_|

REM[EH LHE 2 Linux MEHOA] 7] Z7[8F 215 H7H dldE & ESHML.

CtS oo M= VMware vCenter 7t4304| CHEH oAl =2 2 &6l01 EA|IElE LIS Eoi&FLILCE.

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

vCenter 714
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NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: vy

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

vCenter 7' 17
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Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

7 M 74 MY

collector setup BE = collector setup --remote-server-configurations @A Al
g Al 9174 Me 74 9

1. Windows MHHE F/d35tEd= B Would you like to setup credentials for servers not managed
by vCenter using NLTM for Windows ZZ01 Y(0)& =38 L|Ct.

WiIinRM2| AFE XL O|ET &S E =AELCt.

® Note

Windows #Z3 M7} Active Directory TH|QI0]| &£35t= Z<2 CLIE AH&3t04 4 MHH
T2 NMEE ) AH2 X 0|1B S domain-name\username2 2 A&l oF ELICH K& &
04, =Ml 0|Z 0| exampledomainO| 1 A2 X} O|& O] Administrator®! Z3< CLIof| /245t
= A2 Xl 0|& 2 exampledomain\Administrator & LIC}.

Are you okay with collector accepting and locally storing server certificates on your behalf during
first interaction with windows servers? Z&01 Y(0)& 23&L|Ct Windows Server 1 M= C|
SlE{2| /opt/amazon/application-data-collector/remote-auth/windows/certso
MEELCH

MAE M 2ot 915 S Windows AEHO ZARSHOF BLICH KEAIEH LES S Windows AEHOIA 24
7| M T4 A% MM RSN,
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2. Linux MHHE F435t2d= &< Setup for Linux using SSH or Cert 220 Y(0)E =24gFL|C}.
3. SSH 7| 7|¢t 2152 F 44524 Enter your options E20{ 12 248tL|C}.
SSH IE 2 ALE5t7|2 MEiSt A2 MYEl 7| 2ot QIE S Linux ME{0l S AtaHoOF & LICH RHA
3t LI 2 Linux MBI 7| 7|8t @l A

4. QIBM 7|8t Q15 E F 445242 Enter your options &E0i| 28 /=248 L|C}.

OIF A 718k O1F Adoll CHE KFMIEH LI Linux Mol M QIE M 7|8t Q15 M8 Mg &%
sthle

CHS ofolM= A A 8ol Ciet ofd| =& Z&stod ZATlE LSS EoiELICH

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username

Password for WinRM: password

Reenter password for WinRM: password

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

EERMERT
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Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.
Your Linux remote server configurations are saved successfully.

B Bal T A

collector setup BH E= collector setup --version-control-configurations B
AL Al B BHE| A M

8.

Set up source code analysis? ZE0 Y(0)E =3gLCt.

Git M = ZQIEE F443t2{™ Enter your options ZE0{ 12 23&tL|Ct

GIT M A=ZQIE Z github.comS 248tLICT.

GitHub Enterprise Serverg T ‘35t2{™ Enter your options ZE0{| 28 =23 L|Ct.

GIT server endpoint: git-enterprise-endpoint2t Z 0| https:// 10| AE{Z2}0|= A= Z O
EE =gct,

Git username} 721 MMIA tokens U=IEFLICH

C# A& EM35ted= A< Do you have any csharp repositories that should be analyzed on a
windows machine? & 20 Y(0)E =g L|C}.

@ Note

Porting Assistant for NET & At&rof CHsH .NET 2|Z X|E2[& &495t24™ Porting
Assistant for NET O|4] H7} =72 M™El Windows A|ARIZ XS 3t oF &L|Ct REAl
8t LI& 2 Porting Assistant for NET A% A 9| Getting started with Porting Assistant
for NET= &=35HML.

Would you like to reuse existing windows credentials on this machine? 2 &0 CHal C# &

A 2ME /5 Windows A|AEIO| O|F0 --remote-server-configurations &= --
vcenter-configurations Ao U2 XMIE Eot 150 SUSH Eot QIS 2 AL 85t 4
< Y(oi)& =gt

(L

E

VMWare vCenter Windows Machine 22t 2152 A& 35t2{ Choose one of the following options
for windows credentials0il 12 Q/=248rL|C}.

M EoF OIS S 3steds B9 N(OtLIR)S =L

Windows A|AEIO| IP FAE 3{FLICH

HH 2el 74 20


https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html

Migration Hub Strategy Recommendations ALZ%t 7H0|=

CHS ofolM= BT 2te| 8ol et ol =& Z&stod ZAZlE LSS EoiELICH

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

CllOIE =& & I8 223 Windows & Linux AMbE{ &H]

(® Note
vCenter 29 Q15 S Al 35}104 Strategy Recommendations OfZ 2|7 0|4 T|O|E| +=ZI7|E M
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.htmlAmazon Virtual
Private Cloud A& MBEAME HZSHAM L.

4 Linux MEHE &EH|st2d™ ¥ Linux MEH ZH| MMg EERHAIR.

7 Windows MHE #H|st2d™ Windows MM A M 714 8 Mg HEStAMR.
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Linux AEHOAM 7| Z7[EF 215 M
1. ZHo|49| IS Z{0f A id_rsa_assessment.pubZt= OIS 2 MME HER| 7|8 SAMEFLIC.

/opt/amazon/application-data-collector/remote-auth/linux/keys.

2. SBATHER 7|8 RE Y A|AEO| $HOME/ . ssh/authorized_keys Ztoi| F7+&HLIC
A8 £ Qe 0| Qe AR touch EEE vim HHES AL 5to{ MAdEL|CH

3. oA MHHel & EC7t HEt =& 755 Olst x| &lgL|ct 777¢ B2 & Sstx| k&L
chmod BEE AtEstod HetE MEHe - U&LICH
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/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessment.pub
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/opt/amazon/application-data-collector/remote-auth/linux/keys

1B M2l O|&2 id_rsa_assessment-cert.pub040F & L|C}.
o

4. GETAHM QIBEM I 0|58 YELICH

Windows MEHO|M 274 MH 74 HH

&7 AHM o M FH 2 AHE [ WindowsE MHSHE S MENSH < Strategy
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collector diag-check -a
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Linux AH

Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Linux Bash installation...
Linux Bash installation check succeeded

All diagnostic checks complete successfully.

This server is correctly set up and ready for data collection.

Windows At

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded
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Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

CHS e 4 M 22F 2150l R E 32 EAIEE 2F HAIXIE EoiELICH

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action":[
"s3:ListAl1MyBuckets"
1)
"Resource":"arn:aws:s3:::*"
b
{
"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action":[
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource":"arn:aws:s3:::examplebucket"
},
{

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action":[
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"
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https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
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"Resource":"arn:aws:s3:::examplebucket/*"
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Migration Hub Strategy Recommendations AL 7Hol=

AWSServiceRoleForMigrationHubStrategySLRM| A A& 5t TEF

%4

= =
(I_-|KI- A|'°|' AHA—| XI-O-I) = AIoHoI- _J'\_ (HD;\IQL—“:l' I:IH:_E'-O %7'- AI%-I
Al 74
o

2l B2 IAM 2£0M SLR At 7F Ao gfL|ct SLR Af&f|7+ A
= = MHE MAZE = UE&LICH SLRE AlA|sHZ| ©of| HHE Elaa

Strategy Recommendations AH|A 914 3gho| X[ El= 21T

Strategy Recommendationst| A= MHIAE AL E = /U= 2E EIT0M MH|A 42 HE A2
KIHELICH REME LI 2 AWS 2| 2 IEZQIE MM FESHAAIL.

Migration Hub Strategy Recommendations ! QIE{IH[0|A VPC IEEZQIE
(AWS PrivateLink)

QIE{H|0|A VPC AIEXZQIEE M4d5t0{ VPCL} Migration Hub Strategy Recommendations ZHof| =
2tO|H! dAS MME £ USLICH QEHO|A A=EXRIEE 2 S ELICIAWS PrivateLink AWS
PrivateLink& Al235tH QIE{4! 70|E 0|, NAT C|H}O|A, VPN 2143 EE= AWS Direct Connect €4
4 10| Strategy Recommendations APl 240 H|Z7HZ OHMIQ%* £ Ql&LIC VPCo| QIAEA
= Strategy Recommendations API12 &4l5t= Ol HE2! IP FAE ZQ 2 5tX| et&LICt VPCet

Strategy Recommendations 7+2| EZ{E2 Amazon HIE-?—-IEL LHO A Bdo{LtX| et & L.

=

Zt OIE{H|O|A AEZQIE = MEUI0|AM 5L} O|Ar Q| EL HES3 CIE{Ho|AR EFEL|CE

KtA[EH LHE 2 Amazon VPC AHE AEAMOIM CIE{H O|A VPC S EHE(AWS PrivateLink)2 & Z Al
o

L.

F

ofr

Strategy Recommendations VPC AIE X QIE 112{ A}

0

0|4 VPC A= ZQRIEE HHst7| T0l Amazon VPC ALS

Strategy Recommendations0| CH &t QIE{E
|E &4 9l Mgt AHE T AWS PrivateLink 82 &2 AESHoF grLCt.

M Mol QIEfT|0|A A Z O

Strategy Recommendations= VPCO|M 2 E API & oi CHEt & =2 X|YELICH Strategy
Recommendations& £ 5 At835t2dMH VPC A=EXQIEE M50k & LICt

Strategy Recommendations0i| CHEt QIE{H|O|A VPC QIEZQIE M
Amazon VPC & K= AWS Command Line Interface(AWS CLI)2 At& 35104 Strategy

RecommendationsOf CHEt VPC IEZQIEE MHE £ &LICH XHMIE LHE 2 Amazon VPC AFE
MBEMO| CIE{H|O|A AIEXZQIE MMHE FHZSIAL.

CHE MH|A O|& & AH83}0q Strategy Recommendations& VPC A= ZQIEE MAFHLICH.

VPC A= ZQIE(AWS PrivateLink) 78


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts"”,
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUsexrName",
"accountId": "111122223333",
"userName": "myUserName"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html

Migration Hub Strategy Recommendations AL 7Hol=

"requestParameters": {

"serverId": "ads-server-006"
},
"responseElements": null,
"requestID": "@7D681279BDO4AED",
"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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