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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
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"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka

]
I
{
"Effect": "Allow",
"Action": [
"kafka-cluster
"kafka-cluster:
"kafka-cluster:
1,
"Resource": [
"arn:aws:kafka:
]
1,
{
"Effect": "Allow",
"Action": [
"kafka-cluster:
"kafka-cluster
1,
"Resource": [
"arn:aws:kafka:
]
}
]
}
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AlterCluster",
DescribeCluster"

:region:Account-ID:cluster/MSKTutorialCluster/*"

:*Topic*",

WriteData",
ReadData"

region:Account-ID:topic/MSKTutorialCluster/*"

AlterGroup",

:DescribeGroup"”

region:Account-ID:group/MSKTutorialCluster/*"
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sudo yum -y install java-11

Apache Kafka& Ct2 ZEsted® Chg BES AL

wget https://archive.apache.org/dist/kafka/{YOUR MSK VERSION}/kafka_2.13-{YOUR MSK
VERSION}.tgz

® Note
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security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
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<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-server
BootstrapServerString --command-config client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --
broker-list BootstrapServerString --producer.config client.properties --
topic MSKTutorialTopic
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<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapServerString --consumer.config client.properties --
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HES H27{ Ztol MEE|l= CIOIEE Y& 5t57| Ut EB{AE 9| AA|

| A
ot S 5 MAIE MEHSHL|C} XIAI8H 2 &= the section called ‘A& & ¢ 5352 & ZX5HM2.

e Ol A8 E KMS 7|2 S/ E MEHFILICEH REA|IEH HE = the section

=
=
Y B AEEE HRStMR.

o 09
fol
o
[e][]

Hots ZLIEZ & EfaE MEELIC o] Dol et &7 £lE XIE EEol ZEELICH XHA

& HE = FEAE ZLIEHZ S #Z35HMKR. Amazon CloudWatch, Prometheus, E£27{ 21 ™

S E= S04 EjOE MBS F OhS S MEELICH

i 48 AESAAR. Ol 2& Moz Sob7te{H 0| E MEst 1 & Se{AH

MdEe HEoto{H HES MEsto UHE HEY + USLICH 40| SHZ2H 2e{AH dd
S MEfErLIcH

2HAE Q9 HO|X|0M 2RHAE YEHE =R LICH Amazon MSK7} 2E{AEE Z2H|Xd
ot Ef7 8 SolMd gdez HEFELICH JEi7 €40|H FHAEN HAEE & AU&LICH
ZeiAH HEfol CHEF REMIEH LIS 2 224 H SEf MM E HZsHAL.
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https://docs.aws.amazon.com/msk/latest/developerguide/client-access.html#public-access
https://docs.aws.amazon.com/msk/latest/developerguide/monitoring.html#monitoring-level
https://docs.aws.amazon.com/msk/latest/developerguide/open-monitoring.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-logging.html#broker-logs
https://docs.aws.amazon.com/msk/latest/developerguide/msk-tagging.html
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£ At8otod EE{AE dE AWS CLI

1. CtS JSONZ2 SAtsto ool K& &Lct ot 0|2 brokernodegroupinfo.jsonZ x|
gLct JSONS| MEH! IDE MEHlo| T ste o2 HhELCt ol2{8t MEYE M2 CHE 7t
2 ddof Qlojof ELICE "Security-Group-ID"E ZEt0|HE VPC2| 5tL} O|&t o] HOot O &
IDE HtELICE O] 2ot O E ot HAE ZE0|HEE FE{AE| HMAE = USLICEH ASKE
o SRE EHOt OES XIHE B ASK7t sliE 2ot O o cHEt #Eto| *lo{of Lct §3l,
ec2:DescribeSecurityGroups H&to| 2R & LICH M= Amazon EC2: £ VPC2} 9173
El Amazon EC2 Eot D82 E&0dd Z2aa|d WAlo= HEFE = UEE HES FZstA

2. 0x|2 e 2 LOo|EE JSON IS AWS CLI Ax|8F HAFE{ofl K& & L|Ct.

{
"InstanceType": "kafka.m5.large",
"ClientSubnets": [
"Subnet-1-ID",
"Subnet-2-ID"
1,
"SecurityGroups": [
"Security-Group-ID"
]
}
/A Important
Ol= MERE|ZLol |8) EIdE ArSste B2 HEs| F 7He| MEUE X|FgLch.
Amazon MSKE A& == Q= CHE 2[del 832, F 71 E= Ml 7He| MEHE X(™HE
UBLICH RIBSHE MEH2 HIHol 718 B0l 2l0{ok BLICH BEAAEIS A4S

2 sfZgfLict
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Amazon MSKE AIEX}L7) X

2. brokernodegroupinfo.jsonIt¥dE X% et C|REE|0| M CtZ AWS CLI BHEE Adstn
“Your-Cluster-Name”# ### #### HHELICE "Monitoring-Level "0il CH3H DEFAULT,
PER_BROKER EEi= PER_TOPIC_PER_BROKER, Al 2t & 3tLIE XI™HE = U&LICt o248t Al 7+
X 2LIEE =&of cHet RtMIEH LI 2 277 EHHE HZSHMAIR. enhanced-monitoring Tt
2t0|Ei= M = LICH create-cluster YU X[HSIX| 2™ DEFAULT 2LIEE =+

#0| MEELCH

M
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_securitygroups-vpc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_securitygroups-vpc.html
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aws kafka create-cluster --cluster-name "Your-Cluster-Name" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"
}
(® Note
O| create-cluster @AE2 5Lt O|& 9| MEUIO| X|JHEIX| &= 718 FHof £EHChe
QFE HEtE = &L 0| B2 27/ = ofH 718 G0 X[HE[X] Elt | AIRFL
Ch X|HEIX| b= 718 GHE A856HK| 2= MEUE BHE D create-cluster @&
2 CHA| A|Z &L CH
3. ZHAEMAMLCIE 22 £8iste ol 223822 ClusterArn 7| 42 K& eL|CH
4. Ct5 BES AlAlstod STATE E2SHAEE HIELICE STATE 12 Amazon MSK7 EB{AEE
ZZH|XEEol el CREATINGOMIAM ACTIVESE HZAEIL|CH AEH7F ACTIVEO|H ZHAE] 0
iZAE = U&LICH EiAE AEHo CHEF AFMIEH LIS 2 2814 H ME| MME XM 2.

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>

E Ar23510 A2 A X|Z Amazon MSK tAdo 2 S AE A4 AWS CLI

AFE R RI% Amazon MSK 43 & A4 W0l CHE! REAMIEH LI 2 T4 MM A THAIR.

1. C}Z JSONE mofl M&E 3t configuration-arng EC{AEE MMSE O A2 E 749
ARNS 2 HiEL|C}.

"Arn": configuration-arn,
"Revision": 1

£ Ab23tod A2 XX Amazon MSK Ao 2 Z2{AE] M4 AWS CLI 19
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}

2. create-cluster WS AT configuration-info SME AFE310{ 0|~ EHAlof %
g JSON T+ E 7t2ZLIch o2 o /uCt

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-

nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration.json
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[ul

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",

"ClusterName": "CustomConfigExampleCluster",

"State": "CREATING"

APIE AlE35l0{ SE{AE MM

APIE AtE75t0{ EHAEE ddsted™ & ARt Al CreateCluster.

Amazon MSK E{AE] AMA|

(® Note

=15 l Auto Scaling %4
st

AE{0 S
N HYELICH RtME EE

E1E A Ast7| ol sliie HHE XMHstE

E ME3501 EB{AHE AKX LICH AWS Management Console

1. https://console.aws.amazon.com/msk/H| A Amazon MSK &

o
12
iu}

2. <ol = FHlgts MEYstod A M|steiE MSK EBHAEE MEFLICH

d
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
https://console.aws.amazon.com/msk/
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E A835I04 2{AE AMA AWS CLI

SAEE M8 m &2 Amazon EI A O|& (ARN) ClusterArn2 2 CHA|5to] Chg BY S A
LICH 22{AEol CiEt ARNO| §iE B9, ZE S2AEE LYsto{ ¥ 2 & JU&LICH RHMIE HE

=
= the section called “2HAE L}QE"E2 ’EL’F_%P

x
FO

aws kafka delete-cluster --cluster-arn ClusterArn

APIE AlE38t0o] ST{AE A

APIE AFE35l01 EHAEE AMAISHE{H 2 F XS A2 DeleteCluster.

Amazon MSK 2 2{AEE st EEAE= HE 7] 7}X{ 27|

E ME35I0{ REEAER E2 7] 71 X{2 7| AWS Management Console

BHEAEY HE7{El= 80{= Apache Kafka 22}0|HE 7 2BH{AE0] 57| Q& AREHOZ AL
g8 4 9l B27 S22 onlFLIth ol S50 2HAES BE B2 747t TEE0] U= WL of
|__I|_||:_|.
= .

-_—

https://console.aws.amazon.com/msk/0ll A Amazon MSK & & iL|C}.
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|2l LICt ZooKeeper
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E MEF0{ BEEAEM EHEF] JIX{27| AWS CLI

My

HAEE MAME M 82 Amazon 2|44 O|F (ARN) ClusterArnS 2 CHA|SH04 Chg WHS A
gLich E2{AEo| CHEt ARNO| @i= 4%, ZE EAHE LIYsto] 32 = U&Lct RHAME HE
£ the section called “2{AE LIS FZ5HM L.

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

the section called “IAM HAM|A X|0{"E AF& 3= MSK EB{AES| B2 siE HHE 9
JSON Oi|A|e} Z&LCt.
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DeleteCluster
https://console.aws.amazon.com/msk/
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"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}

CHE iRl T2 AMATH LHE SHAE REAEH B2 718 2oIFELIC HES

= "1 T — e Q|
CHM|AO0|= BootstrapBrokerStringPublicSaslIam &, AWSLHE AL BM AN E
BootstrapBrokerStringSaslIam EXIUS AFSELICH

"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}
HEEAEM HRZ I BEXYE0o|= MSK EAE 7 HIZE 7} ¥do| H2 7] 3747} T & |o{of &L|Ct
(AHB 7ts8t E27{7} 2718t Qe A2 A Q).

APIE AI25I0{ REEAEM B2 7 7} X2 7|

APIE At85t0{ REEAER HEHE 71MHE{H HEHE TS A2GetBootstrap.

Amazon MSK Z2AE Lty

E ME3501 EE{AHE LIEELICH. AWS Management Console

1. https://console.aws.amazon.com/msk/0|A{ Amazon MSK £ & L|C}.

2. O| & O] Aol £t &M 2lnie| ZE SE{AEHE EiELICH MF YEE Ee{H 22HAE

O|§& MEfgfLICH

22


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-bootstrap-brokers.html#GetBootstrapBrokers
https://console.aws.amazon.com/msk/
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aws kafka list-clusters

APIE At8310{ E2{AE LI

APIE At&75t0] EHAEE LIEsicd™ 2 A XSt AR ListClusters.

HIE}E| OB 22|

Amazon MSKE o} 1}t x| ZooKeeper £ A2 Z E MEIH|O|E{ # 2| ZEE X|HELICH

Amazon MSKQ| Apache Kafka HH 3.7.x0 M 2= CHAl Kraft ZEE AI85HE EHAEE MHE =
U&LICt ZooKeeper Kraft 7|8 22 AE = Kafka LHS| ZAEEHE AF&350{ HIEIH|O|EHE E2l'hL
Ct.

=S|

« ZooKeeper L E

« dEijlZE ZCE

ZooKeeper 2 =

ZooKeeperApache= “T4 HE |X| &2, 0| X|d, 24t S718 M3, & MHIA MSE2 /et &
Y B A MH|AQILICE ol2f8t 2 E FF 2| MH|AE Apache KafkaE HIR & B4 88 T2 30]
M oiiH FENZE A ELICH”

S HAE{7t ZooKeeper 2EE At&3t= G ofell EHAHE A& 50 ZooKeeper Apache 912 EAHY
g 7IX2 £ U&LIch 22{L} O] BootstrapServerString --zookeeper Z2i1E Kafka 2.50]
M H O|& AFE E[X| &8 T Kafka 3.00 M MIHE|IISEE E AFE5t0{ EE{AE 0| A5t 22| 2
2 sdsts Qo E&LIC

£ A835104 Apache 122 BXIY 71X 27| ZooKeeper AWS Management Console

1. https://console.aws.amazon.com/msk/0lA{ Amazon MSK & & jLC}.

2. Ol = o] Aol &8t 34xH 2IMe| RE EHAEHE E0oiELICH MBS Eo{H E2HAEQ 0|F
2 MEighLCH

3. Efa E-I RoF HO|X[o|AM 22t0|UE HE E7|E MEFLICH REAERY HE7{2 ZooKeeper
Apache 212 EXtE0| EA|ELICE
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#ListClusters
https://zookeeper.apache.org/
https://console.aws.amazon.com/msk/
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E AF835104 Apache 212 2 A ZooKeeper 7HX{ 27| AWS CLI

1. Zt{AE9| Amazon 2|44 O|F(ARN)E EE2E B2, AlEe| EE FB{AHE LIdstod ¥ E =

Ql&LICH KM ME = the section called “2 A E LI 2 X 5HMI2.
7

2. Z{AE et 7|EF HE QL 7 Apache ZooKeeper ¢4
ClusterArnARN2Z CHA|3t0{ CHg HHES M- LICH

AEE 7HM e {H ZEHAE 9

FII]

aws kafka describe-cluster --cluster-arn ClusterArn

O| describe-cluster @&E2| £ 2 CIS JSON oAt Z&LICtH

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAzZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789abcdef0",
"subnet-2468013579abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

},
"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/
testcluster/12345678-abcd-4567-2345-abcdef123456-2",
"ClusterName": "testcluster",
"CreationTime": "2018-12-02T17:38:36.75Z7",
"CurrentBrokerSoftwareInfo": {
"KafkaVersion": "2.2.1"
b
"CurrentVersion": "K13V1IB3VIYZZH",
"EncryptionInfo": {
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef01-abcdef123456"
}
},
"EnhancedMonitoring": "DEFAULT",

ZooKeeper 2= 24
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"NumberOfBrokerNodes": 3,
"State": "ACTIVE",

"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"

}
}
0| JSON O A= describe-cluster B £230f /= ZookeeperConnectString 7|& £
oiEZLICt o] 7|of SHESt= 2t 2 SAStL, 2EAEHAM =X E ddsHok & HE cHHlSH HE5t
AAIR.
/A Important

Amazon MSK Z2{AE{7} Apache ZooKeeper 914 EX€E 7IX{2 & U= ACTIVE &
EHof| QlofoF &L|Ct S {AE{7} 09715| CREATING AEH0]| /274 describe-cluster
HZO| £330f ZookeeperConnectStringO| L& E|X| §i&LICH O] B2, H & HE 7|

=<I_

Ct2l ChS E8{AE7FACTIVE &EH0l EE2 8 # describe-clusterE CHA| A& EL

=O0OH
Ct.

APIE Al 3}04 Apache ZooKeeper 213 EAtY 71X 2 7|

APIE At&3t0{ Apache ZooKeeper 214 EAtEE 7t e{H & F X5t MA|L. DescribeCluster

doiZE 2=

Amazon MSKE Z+Z 7} T 3.7.x0IA Fef=ZE (otmt x| 7t= 7} efZE) of CHet XS TUMSL
Ct. ofm x| 7t =7t HFLIE|= otut x| 7t 7t E{AE{C| HELH|O|E #EIE fI5H otutx|E EHiﬂﬁF
7| 2|3l KraftE 7Her & LICH ZooKeeper Kraft 2E0|ME 28{AE HEHOIE{7I == 7t

£ &l Kafka 22AE|e] YE QI Katka ZHEEE] 25 LHollM MItE LICH ZooKeeper Kraft 74

MHe F7FH|I2 Qo] 5| F7F AXo|Lt #2|7F e 5HKR| et& L Ct. Kraftoll CHEF XAt L|'|o
KIP-500 EME FESHMAIR.

« Kraft ZE= M SHAE|MEF AL E + A&LICH ESHAEHE Yde Fols HEHOEH 2=
Mg = elaLitt

« MSK 2&0{|M Kafka BHHT 3.7.xE MEHS T Se{AE MM Foll M Kraft & QI2HS MEHSH0{ Kraft 7|

AojZE 2E 25


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://cwiki.apache.org/confluence/display/KAFKA/KIP-500%3A+Replace+ZooKeeper+with+a+Self-Managed+Metadata+Quorum
https://cwiki.apache.org/confluence/display/KAFKA/KIP-500%3A+Replace+ZooKeeper+with+a+Self-Managed+Metadata+Quorum
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MSK API EE= 42 ALE5H0d Kraft ZEM|MH EBHAEHE HE5t2{H HEHS 2 ALE 3t oF & L|C}.
CreateClusterCreateClusterV23.7.x.kraft ZE0| A ZooKeeper 2EH{AEE H+d5t2{H
HHMOZ AL AIAIR23.7. x.

HE27HY I E|M == Kraft & ZooKeeper 718t F{AE{OM SLELICE 5t X[BF KraftE AHE5HH
AR H B2 EEHE ZTEH[XI510] EHAEY M B2 TtE|/ME SARE £ J&LICH

T

Amazon MSKOIA A EHZE ZEE ALS57| I5H APIE HEE L= gi&LIct 5tX|8F Z2+0|2d
E7 X2 o8 BAYEE A5t UCHH - -zookeeper 12 EXAIEE AFE5H0{ EB{AE] 0] --
bootstrap-server ¢1ZSIE S ZCI0|HEE UC|O|ESHOF & LICH O] --zookeeper ZEi1E
Apache Kafka HH%1 2.501| A T O|& AF& E|X| ot S Kafka HH 3.0 E KM HEIRI& LICEH [HEFA
SHAE Cigt ZE 420l |4 Apache Kafka 22H0[1E ML 44 BAPEE A8 SHE A
O] Z&LIC} --bootstrap-server

ZooKeeper Apache KafkaOll| M= AFSALE X|Het= 2E ZEIA HAMM ZEEE HE A SE =
A&LICE Apache Kafka 7T L &+ AO|O|Eof CHE K| S=of CHEt RtMIEH LI 2 2 & x5t
AAIL X[ == Apache Kafka BT,

I

AMNEsteE ZE =77t 44 810| Kafka Admin APIE A& = U=X| & Ql&lofF & LICt ZooKeeper
ZHAEE Amazon Linkedin MSKe} & 74 At&St= ottt x| 7t L7318 35 X ZAE E Cruise Control
of @1Z%t= YOO|EE BHHE & FXRSAAR. AR = HEEO = AESX| 1 IFX ZEE

= A7 fIFt XIE T L2t ZooKeeper U &LICE.

el 22 2l 22 AE 2 Kraft 5"“EEE-IOH M HMAE Hee dsLich a2e{u 7HEE 2L
E{2E ALE85t0d HEZE +=E5te 39 St{AH gt HEE2{Qt 2710| gl YR HEZZ
+&5t2iH ZHEE S| DNS = x Q| | T EHELICH MSK Z£0|M EE= APl 2Fd S AF8 504
0|28t DNS A EEZQIEE 7t &= QYU&LICE ListNodes Kraft 7|8k 22{AE Q| 7HWHE ZLIEHES
A7HSt7| PrometheusE AHEEH 7HE S ZLIEE f[et UOIo|EE BEAle € FEsHAAIR

2C 2HAEE S5t Kraft 2= 2 AE{of chdl| 2LIE{RISHOF = £ 7} CloudWatch X|E= Q&
L|Ct. ZooKeeper MSK= EE{AEUM AL E|= Kraft ZIEEHE 2= LICH

HE EXEE ME5I0{ Kraft 2= 2HAHE AE5I0{ ACLE A& BEl" &= JU&LICE. --

bootstrap-server --zookeeper?Z 2XAE AFE5t0{ ACLE EElaliA= et ELICt
Apache Kafka ACL MMZ2 EHASHMAIL.

Kraft 220 22{AE{ 9| HEIHIO|E{E QI = E7} ot Katka LH2| Kraft ZAE E2{0i| M & ElL
Ct. ZooKeeper [MFEtA = EMAE ZHEEE =0 CHEF HHAE HE Z Xo{& EH 7| &L
Ct. ZooKeeper
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https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters.html#CreateClusterV2
https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
https://docs.aws.amazon.com/msk/latest/developerguide/limits.html
https://github.com/linkedin/cruise-control/wiki/Run-without-ZooKeeper
https://github.com/linkedin/cruise-control/wiki/Run-without-ZooKeeper
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-nodes.html#ListNodes
https://docs.aws.amazon.com/msk/latest/developerguide/metrics-details.html
https://docs.aws.amazon.com/msk/latest/developerguide/zookeeper-security.html
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AE K| 22
Amazon MSKE MSK 23AE 9| AEZ|X| &Elof E20| £|l&= 7|52 ME2¢HLCt.
=S|

. HE5E AEZX|

c HEH AEEX| AAY Y

« AEE|X| XME|F ZT2H|X'E

5t

8 AECX|E AHAMY FAE AECIXIZ EEE = Qo AEZ|Y OIO|E| o E 2|70l E HIS
HlC g = Amazon MSKQ| MH|& AEE|X| ASLICE.

Hs1t HIEo| FHE HFE= HEYH AELXIZE A E Amazon MSK E2{AEE MME = AUEL]

Ct. Amazon MSKE Apache Kafka =X 2 & °._+_'.:_01| & MR AEE|Y OI0|EE Hs0l 2[5t
E 7|8 AEEIX| AS0| XMEELICH 28{™ Amazon MSK7} AHS2 2 H|O|E{E MZR XHIE AE
2|X| HS2Z o|sELICH

ofZ2|7[0|M0] AZE 2 EE[X|0|M TIOIEHE 17| AlEstH ME E HIOIE St ¢47] x| AlzZ+O|
sold & A&LICH MHI& ABHAM LIHX| CIO|EE =xtH2 IH 718 AEEX| A
I Hlx et &2 x| AlZHE 6ldE & JA&LICH XMEI8 ASE 2EEXIE 2l 2EE[X|E Z=2H|
MdstAu Izt E el eIt gi&LIch Hete BFE R CIoIEE XM st AEE BHEEH HIE
A

£ K2 £ &LICt 0] 7|5 KIP-405: Kafka HE5HE AEE|X|of]| EUE APIQF S &HE|L|CT

ClE2 AEY 2E2|X[e] &Z 7tX| 7|s &L ch

« AEBX| FEE HO Az Z™HE £ U&LICH Apache Kafka QIZEto| FE2E ZHst= &
HE FE5F eIt edaLct

- H27{ £E =2l|X| & 1T Apache Kafka FA|0f| CIO|E{E @2 E&5HHLE X MHE SZtE =
2 = A&LIc

- Of|7|x| i 2 ME| X[E XMelst7| fls o Z! 7|zhe| eHH HIHE NS gfLich

- 7|& AEZ ME| ZE} Kafka APIE AtE5t01 &5t Mok =MCHE QEfE CIoIEE MAEE +
A& LICH
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https://cwiki.apache.org/confluence/display/KAFKA/KIP-405%3A+Kafka+Tiered+Storage
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aws tiered-storage create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"
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bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728
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T|X| ef&LcH

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000"
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bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-applicationautoscaling-scalabletarget.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-applicationautoscaling-scalabletarget.html
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://docs.aws.amazon.com/cli/latest/reference/application-autoscaling/#available-commands
https://docs.aws.amazon.com/cli/latest/reference/application-autoscaling/#available-commands
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_RegisterScalableTarget.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_PutScalingPolicy.html
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AN
=S XY

AEZ|X|E =2lo{H FHAE7HACTIVE &EN7H 2 7K Z7|CHEILICH AEE|X| 72 ZHoi= OfH
E AOIofl 2|4 6AIZHS FX| 7|ZHO| YA LICH O &S S £+ AEEIXIE FAASE & x|t
MElAE BEAEOIM ZICH 24A1ZF OI4 A2 4 i 2|x48HE S #BLICH 21545t 7Izte AEE)

Xl 2710 HI2[ELICE.

b

E Ar&35tod HE2 7| AEE|X|E EHEELICE AWS Management Console

1. https://console.aws.amazon.com/msk/0|A{ Amazon MSK 2£& L|C}.

2. E27 AEZX|E HUUIO|EE MSK EH{AEE MEHELICL.

3. AEZ|X| MMoMd HES MEfgrL|CH

4. Hot= AECIX| 282 KGO AEZX| 8F2 =2 = UK 2L == gi&LICH
5 HEAME MES MEIFLICH

E M85t HE2 7 AEE|X|E & EFLICH AWS CLI

S AEE MAME I 22 Amazon EI A O|& (ARN) ClusterArn2 2 CHA|5t0{ CHS HHES A
guct F22{AE{0f CHEF ARNO| i B2, ZE EHAEHE LIYsto 2 = UELICH RHMEF HE

= the section called “2HAE L}Q@"S2 ’E.*ZFjMIlR.

Current-Cluster-Versiong Zc{AE{Q| $4xl| HHM S 2 HIE L|C}.

/A Important
Z{AH HM2 Hedt "ot ottt 2AEHS| FHA HTE #of{H
DescribeCluster® @] == AWS CLI describe-cluster B AIHAA|. HEHS € EH
KTVPDKIKX@DERILICF.

0

Target-Volume-in-GiB LIZIO|E{E 2t EE2 77| ERE AEZ|XK|Q| &S LIEIHLICH RE HE
79| AE2|X|E o"IZ-||0|E°* A'ﬁL—II: AEEXIE HUIO|EY TE EEAHE XIHE + glgLch
42 100GBECH 2 B+040F FLICH. HCIOIE B + E=

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "All",
"VolumeSizeGB": Target-Volume-in-GiB}'
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https://console.aws.amazon.com/msk/
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html
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APIE AlI235l01 EE27{ AER|X| A7 &

APIE Mt E5t0 EZ27{ AEE|XIE YOIO|EsEAH A EE|X|E H A St A AIL. UpdateBroker

AEEIKR| M| Z2H|MY

Amazon MSK EZ7{= AEE|X| E&0{ OIO|E{E FXIELICH AEE|X| /0= MAKE7F E{AE 0]
& 1, E27{ Ztol CIo|E{7t SXME et AH|XI7F HE 2l @i CIo|EE o2 [ AH|ELICH 28
AELR| MBI AERXK| EE0 HIO|E{E M1 ol ol ZZH|MHYE AEZ|X|

glg 4 U4
eI e SHAES B2 7ol chall ST ST XIFE £ = 75 UL

ek IIIIO

HZ 7| 727} kafka.m5.4xlarge AL AEZ|X| 20| 10GiB 0|42 SB{AE{Q| ZZH|XMIE
MEISEE =T MiB EHRI2 X|HE = U&LCH FBHAHE dMsts 5ol Z2H|XEE XM2F S

X|Eg =+ U&LICh 8 ACTIVE SEHQI ER{AE 0 Chs Z2HIM'JE *2|F S &d=t6t AL HIE
gete = AsUc

HE7 MEFH| HF #HAo| M2 = 28 AMElF, Amazon EC20{ A Amazon EBSZ 2| HE £
Ml S0 Y& Z2H|IXHIE AEZ[X] MHE|F S 243515104
EE x2S =™ £ laLich a8{Lt Amazon EC20A Amazon EBSZ 2| HIE Q|3 *{2|2Fn}

Amazon EC2 &4l MEIF2 2 Qs EZ 7] XM2|F Xeho| e +~ AU&LICh

Amazon EC2 &4 H2|E2 AH|AF 28§ L AH|XF Y AH|RF =0 A
TZ27F 242 Amazon EC2-Amazon EBS HE 2|3 #2|ZF1 Amazon EC2 &4l
LIC}.

EE 37|71 10GiB 0|42l A0l XY 250MiB O|& 2| AEZ|X| HE2|ZFS T2 H|XIE £

AfAeLct. 7|22 =9 250M|B 2L|CH AE2|X| Me2[F S Z2H|XE oPE#dE 71 27|

kafka.m5.4xlarge O|& (EE= kafka.m7g.2xlarge O|4h) 2 MEHSHOF 3HH, CHS EoF 20| Z[CH M2~
2 X|"8g = &Lt

H27{ 37| ZcH AEE|X| M2[ZF(MIB/X)
kafka.m5.4xlarge 593

kafka.m5.8xlarge 850

kafka.m5.12xlarge 1000
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-nodes-storage.html#UpdateBrokerStorage
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HE27{ 37| Z|ch 2 E2|X| ME[ZF(MIB/X)
kafka.m5.16xlarge 1000

kafka.m5.24xlarge 1000

kafka.m7g.2xLarge 312.5

FtZ7t.m7g.4 x 2t K| 625

kafka.m7g.8 x 2I X| 1000

kafka.m7g.12 x 2t X| 1000

kafka.m7g.16 x 2t X| 1000

AEZX| Me2lFE &Y

VolumeReadBytes & VolumeWriteBytes X|EE AFE5t0{ E{AES B AEE[X| XMEFES
EME = &Lt o F X|EQ| FHE HE AEE[K] X—lElak(HPolE)E LEEFHLICE. E'*E-l/\E-IP-l g
o AEZX| XME[F S Yo{H 0| F X[EE FHE HYstD 7|72 1822 MYE £ OIS

rulo

Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

VolumeReadBytes & VolumeWriteBytes X|Z Ol CHEF XkMIEF LHE 2 the section called
“PER_BROKER =& HLIE{Z" MMZ A EtM 2.

74 ool

IZ2HIMIE MElF2 g485t7] HOolLt g A3t8t F0i Amazon MSK 7182 YO0|EE &= /U&L
Ct. 224Lt num.replica.fetchers 74 mtZtO/E{1E YO|IO|ES 1 Z2HIXMIE XMEFS
te F 7tX| 2 E 25 ™8T 7t K|= dote XMelF S = = st

ol

7|2 Amazon MSK 7t0|A num.replica.fetchers /2 2QLIC}t num.replica.fetchers&
UC|o|ESHY| @8l CHS E ol AMeHEl 72t 2 AL e == JU&LICH O] 22 X|EE I8t ZLIchH AL8 AL
glofl 2k o] &2 =™t R[S HEELICH

AEE[X| Xe2lF Z2H|XE 41
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HEH AR num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

UO[O|EE M2 Z|CH 24 A|2t St MEE[X| I 2 = U2H 24 EHO| 25| ASE[X| b2 2
o el 28 = ‘BA%I—IEP JcdLt oto|aelo|M |zt S¢t oto|aeo|M E& 52 x4t A4 A
I} SQUEHLCH 2G| L= 1TIB 2EE5E UO|0|EE Ao Z oro|2g|0|A

o
oF gA|ZHO| A EILICE.

2 AI835lo 2AEE|X| MElZE T2 H|XMIELICH AWS Management Console

1. 0l AWS Management Console 21 2I5} 11 https://console.aws.amazon.com/msk/home?
region=us-east-1#/home/ 0| X Amazon MSK 2& & LIC}.

2. Eo{AH MMEES MEfELICE

3. AMEX XE dES MEELICH

4. Ze{AEQ| 0|F2 XIEELICH

5. AEZ|X| Mol M EHSHE MEIEFLICEH

6. Bz 2EEX| ME|Fol Cieh k2 =R/t

7. VPC,EF A MEU Hot 35S MEELICE

8. CI=S MEfgLICH

9. O A ofeiolM ChE 2 MEtEFLICH

10. 2LIEE X BT A ot2iol M CtEE MEfELICH

11. 2BiAE dEE dES O S SeiaH 488 MEELIC
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https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
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E AM235t0d AEE|X| M2 S T2 H|A{LEL|Ct. AWS CLI

O] MMoME E AF2510d Z2H|XEE A 2|ZF0| AWS CLI EA5El SHAEE MAMsHE o]
0o € HoiEL|Cl.

1. CHZ JSONE SAtstod mdof 2o{gd&Lict HEL ID X 2ot IF ID A2l EAKE HEel 2t
o2 HAFLICIH I} O|F 2 cluster-creation.json2 2 X|H5t1 XA FLICH

{
"Provisioned": {

"BrokerNodeGroupInfo":{
"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets": [

"Subnet-1-ID",

"Subnet-2-ID"

1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250
}
}
}

.

"EncryptionInfo": {
"EncryptionInTransit": {

"InCluster": false,

"ClientBroker": "PLAINTEXT"

}

.

"KafkaVersion":"2.8.1",

"NumberOfBrokerNodes": 2

},
"ClusterName": "provisioned-throughput-example"
}

2. O™ EtA0A JSON TS XEF CIME 2|0l A CHS AWS CLI 3-8 E ALt

AEE[X| Xe2lF Z2H|XE 43
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aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

APIE Al236t0d AEZ|X| XME|ZF T2 H|X L

SHAHE MMSE S0 ZZH|MIHE AEE|X| M2FE FH5IE{H V2E AL ELICH
CreateCluster

H27{ 37| Yoo|E

Apache Kafka TZtE|MEZ ZHEHSHA| St HE27{ 37| 45101 E0| mar MSK 22AHE
e £+ EeLIcH HE2FH 378 HESH 22{AH I/OE SHSIX| 1 r HI 2= Hstof et
MSK 22{AES| HFE Tt Mg £ l&Lct Amazon MSK: XHE 2HAES 2
E 227{o] CisH SLE

O] MMojME MSK E2HAEIS| EE27 3 7|8 UOIO|ESIE e MLt
7|12 M5 EE T30M M7g2 E= M7golilM M52 YH|0|E 8 4= Ql&Lich of &
ofo|zio|MetHd dsol Mstelm EEFHT E 4 7hs8t Z|CH iiEI%FOI =
StA. 4 & 2o EE27{Z Oto[ado|M3tH 450 =

Lict.

BEZ27{ 37| HHlo|EE= E8{AE7t 7
MSKE E27{ 37| YH|0|EE =& 0P7| 2?54 & ol stLte| ERHE %EFE*LH:P E 27 37|
UCIO|E B0 EHAEHE DIISMHoRE BtE= WHof CHE XFMIEH L2 2 XA AIL. the
section called “171 84 F{AE HE” Modol| O/x|= A &2 HS £0[2{MH ECiTo| M2
Z|1ztol E27{ 37| HCl|o|EE &5t ELICt
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BHz7{ 37| UH0|E ol 7[&8iM CIoIHE ddst AEE + U&LICH Lt d|o

1=
ZE M7 K| 7|ctedoF EE2FHE MEEISHHLE Amazon MSK ZHQ] of 2ol LtQ =l 24H|0|E E i &

£ + &L

SHAHE X2 E27 37|2 Yo|o|Este{H BX] HIAE Ze{AE0 M UH0|[EE AlLst0d
AlLtE|20] ofd BEFE O|xl=X| #Felet= W0l E&LICH
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https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters.html#CreateClusterV2
https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters.html#CreateClusterV2
https://docs.aws.amazon.com/msk/1.0/apireference/operations.html
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/A Important

HE7{Y TtE|M =7t of X[HE 2|cf =8 Xt 42 SHAEHE HHR2 HEFH ITVI|E
0| E & £ the section called * E'~E—|/\E-| 37|12 MMM =8 - F |Ad & ol
L|CF.

Hu
=d
o
_|‘T‘_|
m

E ME5to{ EE7{ 37| YO|0|E AWS Management Console

o & 0N

A

https://console.aws.amazon.com/msk/0| A Amazon MSK 2£ & L|Ct,

HE7{ 37|18 HH0|EStE{= MSK 2HAEE ME{EL

Z{AEO ME HE HO|X[MH EHEFH of MM Ftot HEF 37| HES MEHFLICE.
E20|M ote E27 37|12 MESSLICH

He 7C=>1 LHE?.O X-IXl‘ol'L_lEl.

00

5t EHE27{ 37| YOl[0|E AWS CLI

Ju

> 1
rok o2

E{1E MAE ) 22 Amazon 2lA&A 0|& (ARN) ClusterArn2 2 CHA|Slo4 CHS HHS
Lict E2{AEO CHE ARNO| Q1= B2, ZE EBHAEE LtYsto &2 = J&Lct &

shL|C}.
ME = the section called “2HAE LI 8 & ZSHAMI2.

¥ ]y

X

Current-Cluster-Version# ST{AEQ| R TargetTypeHT I Hot= EEFH ITIE 0
=

Mot AAIR. BEE27{ F 20| CHEE REM|EH LHE 2 € & XSHAIA|L. the section called “EE7{ 37|

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

Ct

0|0
rlo

o] s

fjo

A&t

rr

YHE HoiF = oM LCh.

aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

O] HHo| £32 Ct3 JSON oAt Z&LC.
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https://console.aws.amazon.com/msk/

JHeER 7Hol=

Amazon Managed Streaming for Apache Kafka
"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",
"arn:aws:kafka:us-east-1:012345678012:cluster-

"ClusterOperationArn":
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-

abcd-4f7f-1234-9876543210ef"
Alstst |}, o

Y AN E VHME{H OIS HHEE A™E
oM 7tXK{2 ARNS 2 CHA|EFL|CH update-broker-type

=
O

}

update-broker-type®t

ClusterOperationArn#

dad =24
= 1
aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

2.

o o

242 Ct= JSON oA et Z&LCt.

Ol describe-cluster-operation 9ol &

"ClusterOperationInfo": {
"982168a3-939f-11e9-8a62-538df00285db",

"ClientRequestId":
"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/

abcd1234-0123-abcd-5678-1234abcd-1",
"CreationTime": "2021-01-09T02:24:22.198000+00:00",
"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/

exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab@1-2/0123abcd-

abcd-4f7f-1234-9876543210ef",
"UPDATE_COMPLETE",

"OperationState":
"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {
"InstanceType": "t3.small"

1,

"TargetClusterInfo": {
"InstanceType": "m5.large"

OperationState 20| UPDATE_IN_PROGRESSQ! AL, & A| 7|Ct2l C}S describe-

WS CHAl MELICH

cluster-operation 833 =
APIE AIE&35l0d EE7{ 37| YO0 E
HlO|E 524 UpdateBrokerf &2 & X 5HAAIL.

E o
= =

APIZ Al235l0d 227 37|

46
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-nodes-type.html#UpdateBrokerType
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E UpdateBrokerType At&35t0 2B{AE HE7 3 7|8 M5 E&= T30 M7gE2 E= M7g0ilMd M5
E YOo|EE = J&LLCH

Amazon MSK EAE 4 UO|0|E

Z{AEQS| M2 AO|o|Este{H S e{AE{7} ACTIVE XENQIX| &QlghL|C}. gt MSK 22{AE{ 9|
=2 7% O}E|M £=7}the section called “ 2HAE 37|58 MAHSIH =M H2 7Y TIE|M 70 MH
El M8t o|5HQIX| EQlHof ELICt MBS Z0tsteE 2eiAE S TH2 HUH|0|EE £ iaLCt

MEX XE T8 dYste EY, UO0|EE £ U= &4
iC

o
LtEtLLE At &, MSK T 40

E A83504 E2{AEH #/4 YUO|0|E AWS CLI

0

1. CtZ JSONZ2 S Atstod ool XME g LICt o O|F & configuration-info.jsonZ
XI’S*LIEP 334/\542 °*I:+IOIE%+E ol AF8 & 79| Amazon 2|4 A 0|& (ARN)
CHS JSONOIAM 218 B3 = F0q0F &
LICt

0z
lo

Configuration-Revision2 AL8E T

g Hyez shELIch 74 Jige 1 ool 4l
LIC}. O] 4= CI=2 JSONOIA QI E52 Fo[HQ

"Arn": ConfigurationArn,
"Revision": Configuration-Revision

2. Zp{AEE MAME | Y ClusterArnARNS 2 CHA|50{ C}S a2 AldshL|CH Z22{AE{of
CHEF ARNO| Qi 82, ZE 2THAEE LIFsto{ ¥ E & U&LICH RtMIEH HE = the section
called “E{AE LIY'E & XSHM2.

Path-to-Config-Info-File2 T HE o] ZE = ”tELICt O™ configuration-
info.jsonEtH0| A 245t I o| O|F S XI5t TR CIHE 2|0l ME T B Path-to-
Config-Info-File2 configuration-info.json®lLIC}

Current-Cluster-Version2 Ec{AEQ| $X| HTX S Z HiELICI

ZeiAE 74 ddjolE 47
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/A Important
SHAH HE2 Ehedt H7t ot HLIch A #HM HEHE Fto{™
DescribeCluster® ¢ E- = AWS CLI describe-cluster WS AL 84 A|2. HE Q| o 2
£ ™M KTVPDKIKX@DERILI|C}.

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

YHE HoiF = oM ULct.

rr

Ct A&t

0jo
rlo

JEEE

fjo

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

Ol update-cluster-configuration @Ol £242 C} JSON oA|et Z&L|Ct.

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. update-cluster-configuration®® A& 7Ix{2e{H Ctg HHES A LICH Ol
ClusterOperationArn# BE £330 M 7} X2 ARNS 2 CHA| B LICt update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

Ol describe-cluster-operation &9l £232 C}5 JSON oAt Z&LCt

"ClusterOperationInfo": {
"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

E M835to{ E2{AH 74 «ol|o|E AWS CLI


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/

exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.735Z7",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-

abcd-4f7f-1234-9876543210ef",
"OperationState": "UPDATE_COMPLETE",
"OperationType": "UPDATE_CLUSTER_CONFIGURATION",
"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/

ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

0| £=240{ M OperationType UPDATE_CLUSTER_CONFIGURATION®RILIC}.
OperationState ZfO| UPDATE_IN_PROGRESSQ! A<, & A| 7|C}2l C}2 describe-
cluster-operation BEZ CtA| A& ELICEH

APIE AME35t0{ EB{AH 74 UO|O|E

APIE At83to] 1A 782 YUOIo|EsteH 782 HZ st &l A[2UpdateCluster.

Amazon MSK A E| &%

MSK 22{AEol HE27{ £E S2|2dE B2 0| Amazon MSK &g Al2&L|ct 2HAEE &%tst
240 T 2 AE{7} ACTIVE AEHQIX| &HOl8tL|Ct.

/A Important
MSK 2HAEE & 5i24™ 0]l Amazon MSK 2 S AFEELICH O 2 UE AHESIX|[ 41
FHAE EZ2HE FIHetX| OFAA2.

Z{AE EEFHE F7UI8H £ nlE|[ME RHEHISE &2 the section called “LHE|A RH &M= B
2 AR,

APIE AtE35t0] 2E{AE 7M 4H0|E 49


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-configuration.html#UpdateClusterConfiguration
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JHeER 7Hol=

E ME5tod E2HAHE & ELICH. AWS Management Console

https://console.aws.amazon.com/msk/0| A Amazon MSK £ & L|Ct,

H27{ & sElti= MSK E2{AHE MEfgFLCt.

IXt ot & B2 £ £8 LIEPLICH Target—Number—of—Brokersoﬂ X ™ste a2
HAEQ| R HEFH £=ECH 2 Hoof FLCH 8 718 B =2 bijs=04of &L|Ct,

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

ChS JSONI Z &Lt

ro
Ojo

O| update-broker-count 29| &=

EHAH &M HE HOIX|HMH EHAE & HEH MR HE AS of e WE HES MEY
groict.
712 FAG EHAEI EQE EEH 8 Q=S OIS €4 AFE HE S MENEFLICE.
A&35to{ Ee{AE &% AWS CLI
S{AEE MAME I 22 Amazon 2l4&A | (ARN) ClusterArn2 2 CHA|5l04 CI S HHS
AlslsrL|CH E2{AE o] CHEH ARNO| Qe B, ZE 28{AEE LIYsto & = USLICH &}
M|t ME = the section called “2 A E LI % HESM L.
Current-Cluster-Versiong Sc{AEQ| 34X HH S = HIELIC}.
/A Important
EHAE HT2 =8t Hot obLict 28{AES| A HEHE 3tog{H
DescribeCluster®t®] &= = AWS CLI describe-cluster 22 A28 A A, H{TO| o E
E 0 KTVPDKIKX@DERSL|C}.
Target-Number-of-Brokers It2tO|EHE 0| 22 HI X0 = 2t5 50 E2X{AH Z& 5
(=2

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

E At835lod ZB{AEE & ELIC AWS Management Console

50


https://console.aws.amazon.com/msk/
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html

Amazon Managed Streaming for Apache Kafka JHEER} 70| =

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. update-broker-count®®d ZIE 7IX22{™ Cts BHE2 A-ELICE ol
ClusterOperationArn# BE £330 M 7t X2 ARNS 2 CHAMIELICH update-broker-
count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

O| describe-cluster-operation &9 £242 C}S JSON oMt Z&LICt

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

},

"TargetClusterInfo": {

"NumberOfBrokerNodes": 12

O E20i A OperatlonType._ INCREASE_BROKER_COUNTILICt. OperationState (0|
UPDATE_IN_PROGRESS®! A<, & A| 7I|Ct2 C}2 describe-cluster-operation @HE S Ot
Al At

APIE Al&350{ Ec{AE =%

APIE M E835t0] EHHAELS EE27 =& =2l2i™ CountE XSt AIL. UpdateBroker

ok
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Amazon MSK 23 AE A 227 A7

Amazon Managed Streaming for Apache Kafka (MSK) Z 2 H|X{'d E2{AE0M EZ2HE M 752
£ 8% 0l Amazon MSK g AMEHAAIR. 718 &E, HIo|E L7 fI™ == Hlo|E| AEE|
Y oiEE[AH ol BE g0l EEFH MEE M7t 2HAHS AEE|X| L AFE LWHE EL = A
&Lct

|=I

ZeiAH0| H B2 E2HE FTtstod EEfE F7HE Melstn, EEiHo| E0iEH E=HE MHE

= A&LCH EEH F7F Y AHH 7IsS AHESHH EE%Eiﬂ%% Z|CHE &35t MSK Q1= 2} H]
2L Z™Msleg = ?AQLIEF HZFH NMHE &3l 7|& E1A4H 9%% EE9-I &0 M AMoistod =3
BEC QF Ago| 2t& 1 CfE Z22{AEZ olo|28l|o|MsHK]| etot = =ElL|Ct.

AWS 2&, CLI (BZEE 2EH0|4), SDKE A8 5L Z2HIXGE EHAES HE7 =8 AWS
CloudFormation Z0|AA|2. MSKE 7iLIZ|ol EZIE XN|Q|stn TE|M0| Qe E27{E AMEHS0] of
Z|7o|Mo| iF EE27H0] C|0|EHE MMt X RHE S dt= S Aol 2HAEHMWM T HEHE
OF S AH| M| 7HE LICE.

CHAE{O| AEE|X|Q HERIZ
Ho| HEF M7 o= 27H %
Qjod S AE{MM M 7He B2 945 Xﬂ 4E* = ggucr

\o ﬂH)l

00 ot mu

EHAEHWM E2HE M8 £ mtE|ME MEMHSHE wof CHEr RIMIEH LHE2 2 X
the section called “I}E|A K&t &

H&Al

0|l
to

=iA 37(0f BHEO0| BE M5 L M7G 7|8k MSK Z2 X S2IAEIM B27E XMAY 4

Kraft 2= Z{AEHE Z #5104 Kafka HT1 2.8.1 O|& ol 227 A 7{7t X[ ELIC.

|

- ZE ME|ME M7Hstod E=7{ MHE EHIsHAAIL.

- AWS 2| 2£8 AI83510i EE7HE MZHELICH

« AWSCLIZ E27{ A|7

« AWS APIE Al235t0d E2FHE N HEL|CT.
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B E mE|ME NM7{5tod EEF MHE FEHISHAAIL.

HEH MH ZZ2MAE AIESH7| Mol HX{ FX| __amazon_msk_canary ZHE|A41}
__amazon_msk_canary_state M7{ét2dE E27{Q| WE|ME N|2lst ZE TE|ME 0|56t &Al
2. Amazon MSK7} E2{AE HEf 2 ZIE X|EE {8 H&st= LHE FAMLIC

Kafka 22| API EE= Cruise Control2 A& 3501 A B0l R X|5tE{= CIE E27{Z TE|ME 0|8

o
=
g+ AELICH TE|M TS HFESFAAL.

IHE|M M7H ZE2MA oA

O| M2 X|7{steds E= 70l M TtE[MEE M7HstE Sl o LIch EZ27{ 671, Zf AZo| EZ27{ 2
M7t U= S4BT o EXEo| 472t 7HEsH 27 &L

__amazon_msk_canary

__consumer_offsets

__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2

msk-brk-rmv

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list

o| oMol M= Ul 7Hel =HA| Ol&,,, __amazon_msk_canary

__consumer_offsets__amazon_msk_connect_offsets_my-mskc-

connector_12345678-09e7-c657f7e4ff32-2, & 8 £ msk-brk-rmv YU&LICI
o

3. ZCI0|YE topics.json A|AEIAM SEE|E json TS HHETD CHS FZE ofXQF 20| 2E
MEX FH| ol F7IEULCE ol FAle MH|IA 228 _ _amazon_msk_canary &AM 0|22
|.

E
g M AS2z O|SEER FXH o|§2 28E TRVt el&aLich

{

"topics": [

{"topic": "msk-brk-rmv"},
{"topic": "__consumer_offsets"},
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{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}

iF

"version":1

}

CtS BES Ao 2E{AE 67 EZ27 & 37lel EERFHRDH ItE|ME 0|S 5t Aot A
HotAIL.

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate

ohe IS BHE T 99| reassignment-file. json BHE|AM 7}X{=2 proposed partition
reassignment configuration A& SAFELICH.

CtE BB S A™sto] o M xX|Hst TtE[ME O|S & L|Ctreassignment-file. json.

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --execute

CHE BY¥E Adsiod ZE otE[M0] O|S &N

rir
hal
1
1%
C
o

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --verify

£33 2ots O S0 HIRELICH 28 50| 2 E mtE|Mo| d3XMez xfe T2 m7tx| el
£ ZLIHZ M 2.

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.
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8. &EHO 2t 2 otE|MHo| IHE|M AHE T 0| 2 E|RICID EAIL|H 58 S0t
27{0] CHsll EA|L|=K]| &
&

UserPartitionExists X|EE ZL|IE{2!5t0{ IIE|/ME 0|S¢Eto &
2t Al2. O|E = QIEt # SRHAEUM EE27H MHE THE =+ A&LICH

AWS ZrE| &2 Ar8stod EZ2HE MR LICH

| 2E£2 ME8tod EEFHE A7Hsted™ AWS

-

https://console.aws.amazon.com/msk/H|A Amazon MSK & & L|C}.

M7Hstede BE27{7 L& = MSK 28{AE{E MEistL|Ct.

ZeHAEH MF HE HO|X|oM 2t HES MEistn BE27{ & HE SMHS MEiFL/CH

R

Y42 22707} MAElE e WRley| Sl 24 227 AXIE Holstets HAIKIE EAIHL
=

AWS CLIZ E27{ XA

S{AEE MME M 22 Amazon 2lA&A 0|5 (ARN) ClusterArn 22 CHA|5t0{ OIS HES Al
efLict 22{AEoi e ARNO| gl E<, E— ZHAEE LG50 &2 5= U&LICH RHAlEE LY

22 Amazon MSK Z2HAE E2EE2 XA A|IL. 2AEQ 34X HHFSE Current-Cluster-
Version m&|5HAIA|2L.

/A Important
EHAE HT2 th=8t HTt obLic E8{AES| A HAEE 3tog{H
DescribeCluster®tQ] Ec = AWS CLI describe-cluster 232 AF2&tLICH HEQ| E EH
KTVPDKIKX@DERILICE.

Target-Number-of-Brokers LtZtO|E{= O| Qg HSHo = 2 =510 FE{AE| Z&StTAt
st & B2 & £5 LIEVHLICH ## #a# ##t #aust #ft #upss #ft #ay #a4 Tr2 24040F
ghL|ct. =8 7H8 44 £~ Of Hi{£~040F &FL|C}.
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aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

CS JSONT} Z+4&LCh.

ro
Ojo

O| update-broker-count 29| &=

{
"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

},

"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}

0| £240{|M OperationType DECREASE_BROKER_COUNTRILICH OperationState (Ol
UPDATE_IN_PROGRESSQ! A<, & A| 7|C}2 CIS describe-cluster-operation @&E CHA| Al
st |C}

oH

AWS APIE At835tod E27HE M|7{E L.

APIE AL83t0{ E{AE MM E27E AN 7{524H Apache Katka& Amazon EE|& AEE[Y API &
Z 9| UpdateBroker7H+=E& & X3 MAIL.

SE{AE{o HOt 4T Yool

0| Amazon MSK & Al&3510{ MSK E2{AE{ 2| ¢!
EgLICt Est 45 TLS 215 E 2I5H 21 Aol HHSH
QUELICH BEIAE LR 7 253 dye ¢

rr oM
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2 Z2to|HE-E27 ¢ 53t S Yolo|
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APIE EE27 &K 56


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-nodes-count.html#clusters-clusterarn-nodes-count-url

Amazon Managed Streaming for Apache Kafka JHEER} 70| =

IAM, SASL EE= TLSE At &5t0{ Q152 & d3tste B9 2ctolUEL H27 7ho| A E 5t &dst
soF ZLIct Chs EolleE 7hse =& 0l Lkt J&L

el& Zolo|E-HEH ASE S HZ27{-227{ 2535
M
Unauthenticated TLS, PLAINTEXT, TLS_PLAIN EM3IE|7L} H|E A SHEl AER
TEXT & = A&Lct.
mTLS TLS, TLS_PLAINTEXT gt st El AEffoqof ELCt.
SASL/SCRAM TLS M3l El AEjoqof g L|Ct.
SAL/IAM TLS M3l El AEfoqoF B LICE

I'm
7P oizIE & %‘t F 7F I F9o| 2laHE ddgfLct 6H—PE —éEPOI‘P_1

Hot Yol Cier RiMIEr LIS 2 E0F MM S M EotA 2.

E AM&35t0 E2{AEQ| 2ot M 0| 0|E AWS Management Console

1. https://console.aws.amazon.com/msk/H|A Amazon MSK & & iL|ct

2. YClo|EStEAE MSK EE{AEE MEfELICH

3. HoH MY MMM HES MEfELICH

4. EHAE AMEE Q15 U 253 HYHS MEE OIS HE A ME S MEFLICH
AtE3tod FR{AEe| 2ot M Y| 0|E AWS CLI

1. EBAE M8steis ¥ 3t 40| ZFE JSON mtds HAELICH Cha2 of uCt.
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{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. EHAEON HMEE ¢IE5 M™o| ZEE JSON TS HMELICH ChE2 o &Lct.

{"Sasl":{"Scram":{"Enabled":true}}}

3. CIS AWS CLI HHEE AldgrLct.

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

Ol update-security 29| £E=242 CtZ JSONIt Z&LCt

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4. update-security® #EfE EoiH Ctg HHES HAFLICEH Ol ClusterOperationArn
u

# B =240{| M 7} 42 ARN2 Z CHA|IELICH update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

O| describe-cluster-operation BWEO| £22 CIF JSON Oi|A|et Z&LICt.

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f71-1234-9876543210ef",

E At835lod Z2e{AE 9| 2ok M% 40|0|E AWS CLI 58
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"OperationState": "PENDING",
"OperationType": "UPDATE_SECURITY",
"SourceClusterInfo": {3},
"TargetClusterInfo": {3}

OperationState ZtO| PENDING B = UPDATE_IN_PROGRESSQ! B EA| 7|CtE CHS
describe-cluster-operation @™ & CHA| Al&stL|Ct.

APIE AM23510{ 2AE{S| Eot MK 0| E

APIE At835t0{ 2HAEC| 2ot MHE YOIO|EStE{M & F XM AIL. UpdateSecurity

(® Note

SBIAES| ot MEES UEI0IE 5| 2IE AWS CLI X API &ie Z2istx| ShasLich. 5,
2ot C0|E B2 BESD BHAET BA) JHRID Qe MWD SUR 015 T A2
MEe RIMHE T S WHER Lt

Amazon MSK 2HAEE gt HE2 7 R EE

MSK 2{AEE QIS EEHE MEESE{E B2 0l Amazon MSK 242 AFEEL|CH 28{AE 0]
CHEt EE27{E A EEIStE{™ 2 8{AE{7} ACTIVE &E{QIX| Eolgt|Ct.

Amazon MSK MH|AE TIHX| EE= HA HadolEet Z2 AARQ| RX| 22| S0 MSK E2{AE 9|
HE7{E MELYE = UELICHL BEEFHE =522 MEE 5 Kafka 2EI0|UE QS| S S E|AE
5to1 A[AEIO| RX| EE|of ofEAH BHSSH=XR] =g & JU&LICH

—

https://console.aws.amazon.com/msk/0l A Amazon MSK 2& 2 dL|C}.

MEESEdE EE2 77} Q= MSK 28{AEE MEHSHLCE

Bz MF EE 4M7x| olelz A3 E5to] AR Eettis BE=7HE ME{EfLICH
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E M85t E27{ RHE & AWS CLI

1. OIS BHES A~ 2HAEHE MEE M 252 Amazon 2l&A O|& (ARN)
ClusterArnBrokerId2 2 CHA|StD £ A EEIStE{= EH2 79| IDE CHA||EFL|C}.

(® Note

O| reboot-broker Zd2 & Bdof 5tLto| EHZ 70t RHEEIE &~ Q& LT}

E1E LtYstod & + USLICH RtME HE =

So{AE CHEt EE2F ID7 Qe AR BEE27 LEE LIY5l0d 32 £ Ql&LICt XIAM|E L
list-nodes& X 3HAM2.

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

O| reboot-broker 2{°o| £342 CIF JSONIT Z&L|ICH.

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. reboot-broker®d ZE 7t 2c{H HE S0 M 7t ClusterOperationArnARNS
2 CHAIStod Ot WY S A™E LI reboot-broker

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

Ol describe-cluster-operation @&9| £232 C}S JSON x|t Z& Lt

"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea”,
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

MEE 2d0| 22 £ OperationState= REBOOT_COMPLETEQILICE.
APIE Al&35t0i HEZ 7 R E

APIE ALE35l04 EHAES HEHE MMERSIE{H & RT3 A2 RebootBroker.
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Amazon Managed Streaming for Apache Kafka
® Note
Tgol CHsH MEdSHE Ol 2 "A[0-9A-Za-z][0-9A-Za-z-1{0,}$"2t L x|5HoF B LIC.
aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description --kafka-versions "1.1.1" --server-properties
fileb://config-file-path
ol WY AE £ 4THQI S| diFIULct

0jo
rlo

Ct
"arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

{
"Arn":
abcdabcd-1234-abcd-1234-abcd123e8e8e-1"
"CreationTime": "2019-05-21T19:37:40.626Z"
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z"
"Description": "Example configuration description
"Revision": 1
b
"Name": "ExampleConfigurationName
%ELIEP O] ARNZ A&t A|
.| .|E| 7=|o 7:||7<-|o.|| (o) E oE
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configuration-arng 782 dMHE M 71X ARNSZE HZLICH 7182 AT 1 ARN
2 XME5HX| ot 2 AR list-configurations BHEE AL&3H0 A™O| 2E FHS LIYE £

QI LICH 220 #sts 70| S0l EAIELICH T4 ARNE S{Z SSoil LhehtLict

aws kafka update-configuration --arn configuration-arn --description "Example

configuration revision description." --server-properties fileb://config-file-path
3. CH22 0l IS A $ 4B 0| diFYULict

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {
"CreationTime": "2020-08-27T19:37:40.626Z",

"Description": "Example configuration revision description."
"Revision": 2

[a

MSK 7t d& MA|StE{H Cte2 A& LI

Ct2 Hits EAE AL X| 2 2 AXstE WS E0{ELICH EB{AE HAZE 74
2 AANE = &Lt
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Mg MME M ARNS XMESHK| 2 B2 list-configurations WHEE AFE35H04 HHel 2
E T2 LY £ UELICH SFTM Bote 70| 8Eofl EAELICH H29 ARNT i
S50 LIEHLICH

aws kafka delete-configuration --arn configuration-arn

2. Ch22 ol HHS Mt £ 430l 3ol o Lict
{
"arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"
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aws kafka describe-configuration --arn configuration-arn
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"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-

abcd-1234-abcd-abcd123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [
"1.1.1"

1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

.

"Name": "SomeTest"
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aws kafka describe-configuration-revision --arn configuration-arn --revision 1
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Ct
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"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-

abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21TQ0:54:23.5917",
"Description": "Example configuration description."
"Revision": 1,

"ServerProperties":
"YXVOby5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50aWllb3VOLmlzI

}

ServerProperties #/2 base64= QIS ELICt base64 C|ZH(04: https:/
www.base64decode.org/)E AtE 35101 S E C|ATY = G AFSA XH 282 otE= O
A8 BE 7o oo 82 7IXHSLICt ol ZR Ch31t 242 AN E ¥E =+ U&Lch

rr

I.E T AAH

|

auto.create.topics.enable = true

log.roll.ms = 604800000

o
0jo
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o
mjo
>
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d3H2 SEHQ oA L.

"Configurations": [

{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description."
"KafkaVersions": [
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"1.1.1"
1,
"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"Revision": 1
},
"Name": "SomeTest"
},
{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-03T23:08:29.4467",
"Description": "Example configuration description.",
"KafkaVersions": [
"1.1.1"
1,
"LatestRevision": {
"CreationTime": "2019-05-03T23:08:29.4467",

"Description": "Example configuration description.",
"Revision": 1

1,

"Name": "ExampleConfigurationName"
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2EHA| - 1AM A& MY
O| CtAHOM = & 7tX| EHAZE s-ATLICE & HMf EfA3 = F{AEM FHME HEstn id =
Ao IO|EHE MEE = U= HMA HEtE Foiste IAM B E dMst= JAULICH F B EfA=3
= IAM &2 dH5tT s A E 0470 A5t JALICt O|F EHo|AM o] &g 2= Zet0l
OIE HHAlg MA5 T, 0|8 AFS5Hod ARl FRIE 445D, 31T FRIZ Olo/EE MeBLICH
FHME Mdstn FH 22 £ = A= IAMEMZ FEE{H OS2 LT
1. https://console.aws.amazon.com/iam/0lAM IAM & LIC}
2. ErM FHo|M EAME MEIELICH
3. M MM ML
4. JSON R MENE Chs WEI7| &2 JSON2 CHS JSONL ZE HZAS LI
##E BHAEHE Mdet AWS 2|1 ol I =EE HAELICH Account-IDE AH& XL 7H|1H IDE
Aot MHE|IA E8{AE{ 2| msk-serverless-tutorial-clusterO|S 22 HIFAA|IL.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"
1,
"Resource": [
"arn:aws:kafka:region:Account-ID:cluster/msk-serverless-tutorial-
cluster/*"
]
iy
{
"Effect": "Allow",
"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
26 - IAM 4E MM 93
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"arn:aws:kafka:region:Account-ID:topic/msk-serverless-tutorial-

cluster/*"

"Allow",

[
"kafka-cluster:AlterGroup",

"Effect":

"Action":

"kafka-cluster:DescribeGroup"

1,

[
"arn:aws:kafka:region:Account-ID:group/msk-serverless-tutorial-

"Resource":

cluster/*"
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2 MEiE dEfzE S

5. t2.micro QIAEA f¥E MEE HEHE SLICH

6. ZlHo{(Za2h)oM 7| Ho{ MMHS MEAELICE 7| m[of O|F 0l MSKServerlessKeyPairE 2!

2BLICEH 7| Ho{ CHREEE MEHEILICH =& 7|E 7| H0{E A8 E + U &LICt.
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% IDE K& Bt Amazon VPC MHIAE 7(|HtS 2 3t= VPCRILICE
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20| E HAlol| Apache Kafka 2EI0|HE =& MHste{™H CtS 2 S~ LICH

0jo
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mjo
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-
[ul

1. JavaE MX[sted™ 20U E mHAlol| A CF

sudo yum -y install java-11

2. FHNE ddst Clo|EE HM&ste ol 228 Apache Katka =7 & 7HX28{H CHE BHEE 4
efLct

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

3. kafka_2.12-2.8.1/1ibs C|HE{Z|Z 0|55t CtS HWHES ASS504 Amazon MSK IAM JAR

Ch2 2= #HL|CH Amazon MSK IAM JARS At25t04 22t0|HE AIo| SE{AE{0] A

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1l.1.1/aws-msk-iam-
auth-1.1.1-all.jar

4. kafka_2.12-2.8.1/bin C|EEZ[Z O|SELICH CtS £4 HHE SAIsto] A mtdoi Eod=
&L|CH 1} O|& &2 client.propertiesZ Xt MHEELICE.

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

CHS EA

AEH7A|: Apache Kafka A M

ATH7|: Apache Kafka X| A4
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FHE ddstn FHof| CIOIEHE M ChES A ELICH

rd

1. C}S export WM my-endpointE Ec{AEE MMsH = X{&
2 #HZBgLICH O3 o2 22t0|ME HAlQ| kafka_2.12-2.8.1/bin C]|

export BHS AAMFLICE.

HEAEY MU ExtA
2

E{2|Z 0|S3t0d

export BS=my-endpoint

2. [CI=2 HHES ASH5t0d msk-serverless-tutorialOlgtE FXA|IE MAIgHLICH

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6
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1. Ct

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial

2. Hste HAIXIE =45t Enter9|E SELICH O|EHAHE FHEE M HUEESAAR. 8t EE
245t EnterE + & {OiCt SHiE £0| W= o| HIAIX|Z E{AE 0| MSEILICH

EHO|ME Halof Ciet AEE Loi = ChE, M oM aliE Tilol CHEr Hof & Him| A4S

w
2 mu o ri

T
_|j|_

4. Zcio|HE Hlof it & Hmf HEE AI8sto{ Ohs BE Lz & AHINE dIFLICH my-
endpointg Ze{AEHE YEe & XM FEAER M EXtEz HEELICH

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

S5EA|: ClOlE] &t & AH| 97



Amazon Managed Streaming for Apache Kafka FHERE 740

=

Z& HMX BEE MEE W S L= HAIXIZE ZA|Z| 7] A=FEFLICH

5. MR FHoll HAIXIE o &=t AH|RF ol HAXIZ7F EA=l=X] &gt

CHS EHA|

BErA: 2l ATK|

6CHA: 2[aA AN
O| EHAHlIME Rt Mol M5t BIAAS AFIELICH
SAEIE AXlstEdH Cha S S8 gt

1. https://console.aws.amazon.com/msk/home0i|A{ Amazon MSK & & iLIC}.
ZHAE SF0M O] Xt&

Aol SeHAE AA

KE 9Is) A3t SAEIE MefgLIC

11|

A w N
M
rx
1
9'|1
r
[ul

Aol deleteE =S CHS ATNIE MEATILICE

Ze0|HE HAlg SX|stc{H CHE S +-AFLICH

1. https://console.aws.amazon.com/ec2/0{|A{ Amazon EC2 2& & JLIC}.

Amazon EC2 QIAEIA S50iM Ol AtEME 2lall & EE 2EI0IUE HAIS MEfELICEH

F

2
3. QIAEIA NE|E MEHEH OIS QIARIA SRE ML
4

M

—

oh
fu
1]
i
i

L

CH.

IAM E2 9l &g AfK|StE{H CHE S - ELICH
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7. EHE MEistH sllE 29 Ho|X|7F HEILICE S22l 2 oF Ho|X|of M &Y AXE MEEFLICH
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8. AfA|

MHE|A S HAEQ| T4

Amazon MSKE MHZ|A Z2HAE CHEt EE2 7| A SAM42 A
MY HEE = QX OHU O FA 7 S82 A-E £

T 54 7|2k HE 7S Z|CH 518 &
cleanup.policy ALK of, 22l FHE o

Mgt mjet 7Hs B
compression.type MAFRL of
max.message.bytes 1048588 of 8MiB
message.timestamp. long.max of

difference.max.ms

message.timestamp. CreateTime of

type

retention.bytes 250GiB of 250GiB
retention.ms 7 o s ks

I 3t Apache Kafka B2 AL25t0d Al FAIQF 7|Z FAof CHEt FA| & M 442 Md™etHLE
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https://kafka.apache.org/documentation/#topicconfigs_cleanup.policy
https://kafka.apache.org/documentation/#topicconfigs_compression.type
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https://kafka.apache.org/documentation/#topicconfigs_message.timestamp.difference.max.ms
https://kafka.apache.org/documentation/#topicconfigs_message.timestamp.difference.max.ms
https://kafka.apache.org/documentation/#topicconfigs_message.timestamp.type
https://kafka.apache.org/documentation/#topicconfigs_message.timestamp.type
https://kafka.apache.org/documentation/#topicconfigs_retention.bytes
https://kafka.apache.org/documentation/#topicconfigs_retention.ms
https://kafka.apache.org/documentation/#topicconfigs
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MSK MHEIA X|EE EedH ChEE -t

1. https://console.aws.amazon.com/cloudwatch/ 0{lA{ AWS Management Console 21 915t11
CloudWatch 2& 2 4Lt

2. EIMFHO|X|E0M ZE XEE MEHFLICEH
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MSK Connect

MSK ConnectEF FS017} 272

MSK Connect= 7H2f X7t Apache Kafka 22{AE{0|AM CIO|E{E ZHHSIH AEZ|UE = UL T sHF
£ Amazon MSK2| 7|5 &LICt. MSK Connect= H|O|E{H| 0|4, 7.:1&* QIHA mA AARIT Z2 2R
A|ABTE Apache Kafka 2EAEE 12517| {8t 2LE &4 Z|I3 ¢l Kafka Connect 2.7.12 A

SELICH MSK ConnectE A& 52 Amazon S3 2 Amazon OpenSearch Service2t Z2 Q17| U&=
CllOo|Ef AE0{2 O|0|E{& OIS 3t HIO|EHE 7t 2= Kafka Connect& 22 & 2t 2™
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1. https://console.aws.amazon.com/msk/home?region=us-east-1#/home/0| X Amazon MSK &2
Fuict

2. 1% 30| MSK ZH{AE{0A 2{AEE ME4ELICE

3. Zo{aH dys =g

4. ANEX XY ddS M=

5. Z2{AE{ 0|&0 mkc-tutorial-cluster® 23&fLCH.
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Next: Permissions(Cr &
& M’ (Create policy)
o CHA| CHE of Hol=

N o o & 0N
IR

JSON EiS MEist]

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
.:*"

15
"Resource": "arn:aws:s3::

.
{
"Effect": "Allow",
"Action": [
"s3:ListBucket"
s3:GetBucketLocation

"s3:DeleteObject"

104

s

AL MY
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JHetxt 7hol=
1,
"Resource": "arn:aws:s3:::<my-tutorial-destination-bucket>"
},
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:ListBucketMultipartUploads"
1,
"Resource": "*"
}
]
}
9. C}Z: EfIE MEiELICH
10. CtS: AEE MEHFFLICE.
11. E2 0|F 0 mkc-tutorial-policyE U=Jet CHS ofeHzE A3 &0 & ddS MEEL
Ct
12. o4&t MAMSIE HE K| Bio 2 Sol 7t M2 13 HES MEist |}
13. mkc-tutorial-policyE& %ot 210l = HES =G0 0| MEAELICE
14. Ct3: E{OE MEELICH
15. Ct2: ZEE MEELICH
16. A& 0|0l mkc-tutorial-role2 st Y AXol AAEE AX|FLICE.
17. g Y S HEgLIc
MSK Connect7} &2 TSt S 5{8st2{M a2 s=>AFLICH
1. 1AM 2&2| 21% Fof U= HAMA ZE|ofA HE S MERFFLICE.
2. mkc-tutorial-role2 Ao} MEHEFL|C.
3. 8ol QotollA AR B B MENSHLICH
4. MEZ| A HES MEFLICH
5 7|& AE HME Ot JSONSE HEFLIC.
{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

-

6. AZ HH HHolE

MEfEFLICH

Z2{AE{Q| VPCO|A Amazon S3Z Amazon VPC QIEZQIEE MA5e{H CI22 £&ELICT

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC E2£& 04M|2.

2. 2F FoM A=ZQlEE MEAFILIC

3. Create endpoint(PI=ZQIE MAM)S MENFILICH.

4. MH|A O|E 0l M com.amazonaws.us-east-1.s3 AH|A 2! HO|EQ 0| &S MEiELICH

5. 2HAEQS|VPCE MEHECOHE E{AES| MEUD HAZAE 2t E HIO|E 2IZd U= 4RE
MEASLCY.

6. Create endpoint(P=ZQIE MAM)g MEHFHL|C.

Ctg EHA

2EHH: ALBRE K| Z21001 MAd M

DEHA: AL A KIS B0l AN M

Z{a2lol= HYEC| 222 Holste ZETF X E|0] J&LICE O] A0 M= R Amazon S3
da HEEE Z =Tt ZEE ALK X E2{228 SYELICH ofF B0 MSK HHEEE 44

g s Z=7F ol AER XIE £l JUTSE X|HEfLICH SUeF E2E222IE AEsod M2
CHE 7822 o] 7o MSK B E dEE & /&L

AMEX XIE EB{aelg ddstci{H ChE S s-ELICH

1. S3 FHHEHE CI22 8L

2B A AL R X1 E2{a2 WY dHY 106


https://console.aws.amazon.com/vpc/
https://www.confluent.io/hub/confluentinc/kafka-connect-s3
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2. AMA HEHO| = S3 HIZ!0] ZIP Ttlg Y2 EFFLICH Amazon S30f TS ¢
ofl CHEt REAIEH LHE 2 Amazon S3 AHE MEAMo| A 2 EE HZtM L.

3. https://console.aws.amazon.com/msk/0l A Amazon MSK &2 iLCt.

4. 1% B0i A MSK Connect® =H5tst CHS AL A | {012 MEdsLCH

5. A%t XIE E{ael Mg MENELICH

6. S3 &0l27|(Browse S3)& MENEHLIC

7. HZI SS0MzIP o2 HEEE KIS Fot sHE IS MEIFELICE

8. HZIo| x| S=0iM zIP ot 2lF0i Q= 2o HES MEfst CHg MEHo|2hE glolZ0] X
HE HES Mg

9. AM8X XIH Z2422! 0|80 mkc-tutorial-plugine 248t Ct2 M X X|H E{10! A
Mg MEHErLICE

ABR XK B0 MAE SRt Ol AWS 2 E HE 2 4 UsLICH 4N Z2AAT} 22
o et e x| & AErel HiLAol CFS BIAIXI7H EAIEILICH

Custom plugin mkc-tutorial-plugin was successfully created
The custom plugin was created. You can now create a connector using this custom plugin.

CHS EA

3EH7A|: 22I0|1E Al &I Apache Katka A M4

3CHA|: Z2I0|HE M4l & Apache Kafka A M4

2 CiE HE UAEAB AS &wﬂa a|$m§ggﬂuu

o

Z2to|HE

fjo
fun

c{H

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. QIARA AIZtE MEdELICH
3. ZClo|ME Hilo| o|F S U LICHO: mkc-tutorial-client).
4 ]

Amazon Linux 2 AMI(HVM) - 7{'4 5.10, SSD =2 & & 0| Amazon Machine Image(AMI) &2
2 MEiE| MEl2 S0

5. t2.xlarge QIAEIA SRS ME4FLICE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://console.aws.amazon.com/msk/
https://console.aws.amazon.com/ec2/
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6. 7l Ho{(ZaQ)olM 7| Ho] A2 MEfstL|C} 7| Ho] O|S 0l mkc-tutorial-key-pairZ
et O S 7| Ho{ CI2EEE MEELICH EE 7|E 7| HO{E MEE == J&LICH
7. CQIAEA A|ZtE MEHEhL|CH
8. QUAEA H7Y|E MEiELCH O CHE 2ot 8 FollM M QAEAR (ZAE Hot OF S MY
gLICH £t O & 0| IDE SAtstod LIS AL E £ UESF KL
M2 HHE ZEto[UET FE{AEM HOIHE TS = UL ST 5EstcdH S S = ELIch
1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&2 0{A L.
2. Y% Fo|HotolM Hot aF S MEELICH 2o 38 ID YoM EB{AES 2ot a8s }E
LICt. the section called “1EfH: 28t 2|AA ME ol 2E{AEE MHE mf ol 2ot 1E9| IDE
MEMELICH & 21F0]| U= &XHE =stod ST 2ot 2§ M=EfLICH CHE 2o 1 &0
SAlof| MEHE|X| f 4 =X]| & QIgfL|Ch
3. 3 StEHoA QHIR E & B S MEEL|Ch
4, QHt2E #3 HES MEELC
5. 3 2I1Z ST M & FIHE HEELIC
6. MTE fE oM ZE EBEE MEATLICH A4 Ho| 2FEF EEof E20/UE HFE{Q
Hot O F IDE UE LIt Z2t0|HE Hilg ddet & MEE 2o O& IDYLICH
7. TEXMYES MHEUELICE oM MSK ZE{AE{7t 0| HxtoiA M2t EEI0|MES| ZE ECHE
g i Lt
=R AAS P
1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 & & jLC}.
2. CQIAHA EO|M mkc-tutorial-clientE& ME{EFLICH
3. 3}H Mo IZ S MBS O XIEol| et QIAE A AT LICH
4. CI2 BHES 4Asto ZEI0|MUE QAR A0 JavaE ER[ELICH
sudo yum install java-1.8.0
5. Apache KafkaE CHR2CE5t24™ g HE 2 A-ELICH

wget https://archive.apache.org/dist/kafka/2.2.1/kafka_2.12-2.2.1.tgz
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® Note
Ol Holl AL El ALOIE O[2l2| D2 AtOIEE AL 3t Apache BAFOIE0IA CHE 7
g Meig 4 e

6. O™ EtA0f TAR IS Ch22 =8 CIMEE|0AM CfS BES AdeLict

tar -xzf kafka_2.12-2.2.1.tgz

7. kafka_2.12-2.2.1 C|HE{Z|2 0|55t AA|2.

8. https://console.aws.amazon.com/msk/home?region=us-east-1#/home/0|A{ Amazon MSK 2& 2

Juict.

9. |IF FolM FHAEE MEHF CHS O|& mke-tutorial-cluster& MEHFFLICE.

10. Ect0|E HE 2|8 MEdgLct

11. UEHEIAE 044 ERHES SAHELICH

12. 22 E MEFLICH

13. E{AEQ EE0|HE HEE 2 M ME S g2 2 bootstrapServerStringth&|5to{ E2+0|
AHE QIARA (mkc- tutorlal client) oA CH& BHEES AAgfLict

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server bootstrapServerString --replication-factor 2 --partitions 1 --topic mkc-
tutorial-topic

H230| M3 51T Created topic mkc-tutorial-topic. HIAIX|ZF EA|IELICE.

CtS EHA|

4THH: FHHE] M

ATHA: HAE] A

74 E

st S gL

1. 0l AWS Management Console 21215} 11 https://console.aws.amazon.com/msk/home?
region=us-east-1#/home/ 0| A{ Amazon MSK £2& 2 LIC}.

=
2. 1% ZHol|M MSK ConnectE & %5t HHEEE MESSILICEH

4B HEE 4 109


https://www.apache.org/dyn/closer.cgi?path=/kafka/1.1.1/kafka_2.11-1.1.1.tgz
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
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3. [H4E| MM(Create connector)]& ME4EFLICE.

Z32 S50 A mkc-tutorial-pluging MEHSt D CIS S MEHEHLICH
7{E] 0|01 mkc-tutorial-connectorE I24grL|Ct.

2ci{AE SE0|M mkc-tutorial-clusterE ME4EHLICEH

CHe TS ZAFSHod HUE| T4 BEof 2O

N o o &

oL
o>
r
o

connector.class=io.confluent.connect.s3.53SinkConnector
s3.region=us-east-1
format.class=io.confluent.connect.s3.format.json.JsonFormat
flush.size=1

schema.compatibility=NONE

tasks.max=2

topics=mkc-tutorial-topic
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
storage.class=io.confluent.connect.s3.storage.S3Storage
s3.bucket.name=<my-tutorial-destination-bucket>
topics.dir=tutorial

8. MHAA HMEIo| A mkc-tutorial-roleS AMEHSHL
9. CISS MEdFLICE EoF HO|X|o| M CFS 2 CHA| MEIEHLICE
10. 21 H|0|X|0| M CtS2 MHEdFLICE.

-y
11, HE U MM HUE| M8 MeptLIc

CHS EHA

5EHA|: ClolH ™&

5&HAl: HIolE &

O] EFAoMHE o|Hof 48t Apache Kafka =X 2 Cl|O|E{E T1& 8 CFE T S3 HAMM &

CIOIEE & &LICH

0%

TELICH

MSK 22{AEZ CI0|E{E & ste{™ Tt

Ojo
fjo

1. Zclo|ME QAR A0 Mx|E Apache Kafkall bin Z2CH0| CIE LIS 2
client.propertiesit= O|F 2| HIAE mg MELICH

security.protocol=PLAINTEXT

5E7: Cllo|E| &
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2. CH2 TS A¥stol Z& MMXE MABLICH O/ BYS ABHES 1 e

[= N
BootstrapBrokerStringgt = HHFAAIL.

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerString --producer.config client.properties --topic mkc-
tutorial-topic

3. #dt= HIAIXRIE =25t Enter7|E =ELICH O| HAIE F H £= M H BFSSHMA|R. B
4 [ L

2243t 1 Enter§ +& UHOICH, I E2 Apache Kafka 2220l B o HAIX|Z S E

Ay
mo

4. CH& Amazon S3 HZIOA O|F EFA[0AM 2 HAIX|E & &LICH

7

F{HlE{= OIO|E{ AA 9| AEZ|YU H|0|E{E Apache Kafka EBH{AEZ X|EH 2 SAGHHLE E28{4&
E{9| CIO|E{E 0| &3 2 XI&EXHO 2 SALS0] 2|8 AAED Amazon MH|AE Apache Kafka2t
SEELICH HYE = IO E ol MY sty Mo B8, " A vt == O|o|H ZE 3ot 22 7t
et 222 $d88 = JU&LICH 24 HYEE 0B AA0 M CIO|E{E 7HX2tAM T HIOIEE
ZHAEHE FAISHD, 43 HUE = S2{AE| A CIO|EE 72t A 8iiE CI|O|E{E HIO|E A3 2
FAIELICH

= = = 3I'E Java 7|'é>|- EH
O| 22 M5t CI|O|E S A
=

=

s £ 2le O|o|E] 1o

(VM) Z2MALICH Zf 2RI E &

Al =
— —
steig S BILICH 5Yle AEHE X 5HA| oD EHEyso|n
Zaielg

M
>
>,
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Connector Architecture

: Connector Application | !

i Task 1 ‘ Task 2 ‘ ‘ Task 3 ‘
| Task 4
Worker 1 Worker 2 Worker 3 ;

Ut ok ARG MSK 22 Erfl(MCu) 2| =~of et HetE
47|7tHtolE | H22|E LIEHHLICH MCU HIZEl= A& ¢!

el & 82
\ o
SRt QIAEAO| 75_7<1I HIZ 2|t #E0| U& LI

LICt 2 MCU
sl 227t 0

rr

O

v X
1L
m

u

e
HL
- 90
= ok

\1 J>'

=

c

MSK Connect ZAt= 40| M|3Et MELIO| IP FAE AIEE
28Ul I 5Ll IP FAE AL ELICE CreateConnector %101 A| = 2
SIEE MEUlof| A2 758t IP TA7F SE8HK| & Qlalof &L|Ct. Eél AR 7 HEE £

FHUEE X5 & ste AR0lE S aZaLct

OH L
ﬂ
_I_
[T
L
2
A
2
t
olo
E”r

Aol-l

7{E]

]
0z

ot

n

= F 7tX| 83 2= & stLIE MEstof ZLCt

ZzHIXE - HEE S 8F 27 MEE &1 Us B2 ol Z=E ME{ELICH F 7HX| 22 XIEE
LICE.

2
=l

_/I\_
UXE MCU =

37| =" - HUE S| 8F 2F ALZ0| 7t#HA0|Lt O|E D2l Y = Qi BR 0| 2EE
LICH Rt 72 Z™H 2EE A835t= 42 Amazon MSK ConnecteE HYE{0|AM A8 SO &
=oF XY MCU =of Hlal|5t= 2t 2 HHE{ Q| tasks.max £42 R Q|&rLICt.

Olo
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21 1o ofn Jd 2
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M 7tx|el 2t MEE RI-EgLct

« Z|A S E(CH BFURL

 CpuUtilization X|E0i o|& Z™E|E CPU AFSE0| CHEH A7 Q1 U AU ol R HIEZE,
FE{of CHE CpuUtilization X|E7F A7 o} HIES %158 MSK Connecte 7{4IE
oM A& SOl 2tdxt =8 =&LICt CpuUtilization X|E7F A7 21 H|E o2 2 Ho{X]|
T4 MSK Connect= 2 At & EQLICH 2 UXt == &4 HUAEHE CHE M XI™E 2[4 2 A
CH == O|LHE S X|ELICt

- HAxtE MCU

Erodxlof CHet RFA|EE LHE 2 the section called “Er X MME X 5HM|L. MSK Connect K| E01| CH
Bt XtMIBH LI 2 the section called “E2 LIE{ZI"E & X 5HMIL2.

il
JL

B &

£ Ar&3tod {49 E BHE 7| AWS Management Console

1. https://console.aws.amazon.com/msk/0|A{ Amazon MSK £ & L|C}.

2. 2IZ % 9o| MSK Connectoi| M 7 E{ES MEHSHL|C}

3. [F4E{ MA(Create connector)]S MEEFL|C

4. Z|E MR X|IE E2{22 AE5t0] HEAHE ddstHLE M ALER X|H E2{2l8 THX Y

Mote QA S0M MEiE = QELICH AFSAL Hol E2{aQl 2 Z2{aQ! M gredoi cHet AHAl
gt LHE 2 the section called “S2{ 21" MME FZSHMR. 0| MAto| M= ALEStE{= AFE A} K|
M Eo{aclo] otz 7 ds EZ&LICH AFEAF XY E2{OQ SEo|M AF8stEie E2{ael
2 3ot 21F0f Q= HXHE MEHE £ OIS MEIFLICEH

7. e 2 RIHHLICH RIBHOF sHe T TletOlEfs MAstats e S8l mat 2at

Zluch gLt Y5 mh2tolE{(o: connector.class 2 tasks.max TItEHOE)E 2 E FHHE
ol 2E2 2 MELIC} CF2 2 Confluent Amazon S3 Sink Connector 432 of M|l L|C}.

connector.class=io.confluent.connect.s3.5S3SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1
s3.bucket.name=my-destination-bucket
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flush.size=1

storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

8. IHCIZ 7HUH 8F2 FHELICH Z2H|X'IH A5 72 ZH0|gte F 71X 8F ZE o
M MEdE = Q& LICH o248t & 7tX| SMoi CHEF XFAM|EH LHE 2 the section called “Capacity”
CH2 HZSAAIR

9. 7|2 &YX M £ AASA XY HUR 7+ F SHLIE MEHELICEH AFE A XY AR 74
Mol Chgt REMIEH LI 2 the section called ‘A AP MME R X 5HAML.

10. O CtS MH[A M- &2 XI™HE LI 0= MSK Connect7t 2IE &= U= IAM & 0|o{of
SO, E{ofl TR 2la A0 AMASHE Ol W3t AWS BE H3He F0istE IAM & 0]o]
of &Lict. olz8t HEt2 7{HE{ ol 2 Zlof et et EILICH O] & A4 o CHEr At LY
& the section called “AH|A A=l g EHRE FZSHA AR,

11. CtE2 MElStD Eot HEE HESH F OS2 ChA| MEdFLCH

12. Hote EZ SME XMt = CHE2 MEgLICH 2Zof cHet £7F "HE = the section called “2
D HME BESHAMR

13. [F=IE] M4 (Create connector)]|2 MEHEHLICH

MSK Connect APIE AF&3510{ HYEE{E BtEE{H & & X SHA Al CreateConnector.

{22l

E2I0Q2 HHEE 25 S Holsts ZE& X ¥ sts AWS B[22
StL} Ol&f 2] JAR u+° ol =& zIP ItY)E YUEEStT
=2
o

E AM83tod AF&XF X1 £ 2! BHE 7| AWS Management Console

1. https://console.aws.amazon.com/msk/H| Al Amazon MSK £ & iL|C}.
2. {lF 9| MSK Connecttl M AFEXF K| E{a QI8 MEIFLICEH

Ep{a¢l 114


https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateConnector.html
https://kafka.apache.org/documentation/#connect_development
https://kafka.apache.org/documentation/#connect_development
https://console.aws.amazon.com/msk/

Amazon Managed Streaming for Apache Kafka JHEER} 70| =

3. ALK XIE EHOQ MMHS MEHFHLCE.
4. S3 &tolE 7|(Browse S3)E MENEHLICY.
5. S3IHA =SFoIM E2{alS I8

6

TR B2 M EHTQI0| JAR Ei ZIP T4 10| Qs ARHE MEUS CHS M2 MEEHL

Ct.

7. ANEXX|E &0 S M=

MSK Connect APIE AFE3t0{ AR} X|H £2{1QIE2 BHEL{TH & HXSHEAIR
CreateCustomPlugin.

|
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t= Java 7He HAI(UVM) Z2MA
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HE tE= o 7| x| 28t

AR MEM ER
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AHIRF 25 E AMEstod st MEYELICH
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Apache Kafka

T QT AHE0| 7HHMO|7Lt o F 57| 012{R B MSK Connectl M Z 0 2t x|
A5t ALO|OAM B AAL = 2 E ZHE &= UELICH E= HUE 222 A™E Hetst &
X|&Me £ Q&LCt KIM|EH ME £ the section called “Capacity’S HZ M 2.

_

oh I
m
1o

1 o

P

e e
=

Pal

gul % StLEO IP FAE ASELIC CreateConnector ""Oil MBE MEYof X|HE 8
HEEE RIS & H5 PE

. KIBEIS SRt T4 &4
. AL RIE SRt T4 A

ztoix} 115


https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateCustomPlugin.html

Amazon Managed Streaming for Apache Kafka JHEER} 70| =

7|8 AR+

MSK Connecte CHE21} 22 7|8 &YX #4842 MBS ELIC

\J

key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter

MSK Connect= 7|2 R 42 MIELICH HEE{Q & AL E AR XIH 2Rt 7HE
Mete SMT UELICH S F=ol= Amazon MSK Connectoll A K| 243t 7-LE X|45HX| ek= &
T4 &80l et 27 ZE (o] U&LICH

 key.converter & value.converter $42 &

=2
« MSK Connectd| M CH2 O Z2 producer. 4 48 X|&ghLCt.

producer.acks
producer.batch.size
producer.buffer.memory
producer.compression.type
producer.enable.idempotence
producer.key.serializer
producer.max.request.size
producer.metadata.max.age.ms
producer.metadata.max.idle.ms
producer.partitioner.class
producer.reconnect.backoff.max.ms
producer.reconnect.backoff.ms
producer.request.timeout.ms
producer.retry.backoff.ms
producer.value.serializer

« MSK Connecto M= Ct21t Z2 consumer. 743 &4 x|&hLCt

consumer.allow.auto.create.topics
consumer.auto.offset.reset
consumer.check.crcs
consumer.fetch.max.bytes
consumer.fetch.max.wait.ms
consumer.fetch.min.bytes
consumer.heartbeat.interval.ms
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consumer.key.deserializer
consumer.max.partition.fetch.bytes
consumer.max.poll.records
consumer.metadata.max.age.ms
consumer.partition.assignment.strategy
consumer.reconnect.backoff.max.ms
consumer.reconnect.backoff.ms
consumer.request.timeout.ms
consumer.retry.backoff.ms
consumer.session.timeout.ms
consumer.value.deserializer

il

- [t £48 M5t producer. =& consumer. HFALZ A|RSHX| SE=ECIE ZE FH &4
(=]
o,

access.control.

admin.
admin.listeners.https.
client.

connect.

inter.worker.

internal.

listeners.https.

metrics.

metrics.context.

rest.

sasl.

security.

socket.

ssl.

topic.tracking.

worker.

bootstrap.servers
config.storage.topic
connections.max.idle.ms
connector.client.config.override.policy
group.id

listeners

metric.reporters

plugin.path
receive.buffer.bytes
response.http.headers.config
scheduled.rebalance.max.delay.ms

X|HElE AR 7Y & 17
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send.buffer.bytes
status.storage.topic

AR o S U SHY SHO| LIEL = LHE ol CHE REAIEH LHE 2 Apache Kafka B A2l Kafka
Connect Configs& & Z5tM .

NER XIE AR T A
E AL&3tod AL XE X1 =d XL 24 BHE 7| AWS Management Console

1. https://console.aws.amazon.com/msk/0lA Amazon MSK &2 L|C}.

1% & 2| MSK Connectol|l M 2 A T+ 4S ME4ELICH

o M w0 D
o

MSK Connect APIE AtE35t04 ZUAt FHE MM S FESHAAIL
CreateWorkerConfiguration.

offset.storage.topicE AtE5t0] LA FHHEH @ Z 4l 2H

o] MMOME 2

ZMAEER| FHE AFE5H0 A ZHUE 2EAMZ 2HE|5HE o]

E MZeLct 2z M AEE|X| FHE Kafka Connectol| A F{HE] 2! 2Hod 1M @ A2 X{&t st
E” A|'c> °|'E LH‘ITI‘ 2|<‘ ||=||—||:|'.
712 QI AER|X| X AIE
7|2% 2 Z Amazon MSK Connecte= AFEAF7F Md5HE ZF 7HEE{oll CHEH Kafka 2844
E{o M| LEZA AEZ|X| FH|E MHELICH MSKE ZHHE{ ARNS| LEE ALE5104 7|
E A o|§g & LICt o 2 £0{__amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c657f7e4ff32-2LILC}.
AA ZAM AER|X| A XA
2A FHEE 7Ho]| LE M ALK HEE MSotti™ 72 FH cHel #ete LzA AEZX| FHE AISE
= &Lt @M AEZ|X| FANE X[H™stH O™ ZHAE Q| OtX|8F 2 Mo e17|E CHA| Al%St
= AA FHUEE MdsteE A0 22 e s=85ts o ==0| ' uch
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QEM AERIK| FRIE XIH5HH HHAES MAIsH7| Foll R A0l M
offset.storage.topic &4 22 MI33sHoF LI _?_ié\ AEE|X] -’F—XﬂE CHAl A+ 5t0{ 0|
of BHE F{UE|o| 2T M ALS5ta{Ed A F{HE(ol O|F FIE|2t SYUB O|F S XIKsHof ELICH A
X XNHE M AEE|X| FANE StEE E2 FA| A0 A cleanup.pollcy% compactZ &MY
&t oF &FL|C}.

® Note
A3 AHEEE Y8 2o AEEX| FHE X|IHstE R T FATt ob & EXHSHX]
22 MSK Connectoll A s FME ddgrLct 2Lt o] FAlE HH LM E ME st
£ Ol AH8 EIX| 2t &Lt
43 AH4E 2T A2 thel Kafka £HIAL 1E Z2EZSS AE +04 ZElELICH 2t 3 7
E{= connect-{CONNECTOR_NAME}O|EtE I E S M4 . 2H|Xt 2 & 0| EXlst= Bt
S Bt CONNECTOR_NAME Z{2 2 MME|l= ZE £4 43 7 ﬁE+E OiX|%ez AHUE 2=
AFE ASEUCH

—|— ol.

Example : YCI0|EE 2 H2 2 A4 HHEEE CHA| ddst7| 2EF 224 AEE|X| A X|H

2 olo|Ef ZIx/(CDC) HE{7h 21 CDC AE 2ol /%8 /x| &2 7HE| TAlg +5st

1 7bae AL 71E HUE 742 UololEY ££ gixlp ?4'—*'E15 AR S Y
M HHUEIS AT $5 ABLICH M HUEITHCDC AERIOIM 2718 AISE SI%IE LEiFH
stoiRt T AdollM OIF FHYE{Ql @Z A AEE|X| FAIS KIH s FLICH THE Aol ME 0] B
_/I\_%

mo rg lo i rg

Aot S dHELICH

—

S2H0IIE HHAlOIM CHE TS MHstol Yl 2 T4 AEEIX| X 0182 &L
S ZojAElo| HEAEY BEy| EXfUE WAL FEAE
C

I8t X|&l2 Amazon MSK 2 AEE st EEAER L

<bootstrapBrokerString>2 &
HERH EXLEE 7HH2= Yo
E2EH IIXMHL7| MME EZSHA

F

<path-to-your-kafka-installation>/bin/kafka-topics.sh --list --bootstrap-
server <bootstrapBrokerString>

CtE 280z 7|2 WE H4YH FNE 28t ZE 2AH A S 50| Lt A &LICt 0]
oMo M= Z7|E CDC F=IE{ 7 MSK Connectdll M 48t 7|2 @Z M AEZ|X| FHE A
SELICE o|7o| LEM X{EH A FME __amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c657f7e4ff32-28t1 B 2& o|glL|Ch

N
&
m
to
5
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https://kafka.apache.org/27/documentation.html#topicconfigs_cleanup.policy
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__consumer_offsets

__amazon_msk_canary
__amazon_msk_connect_configs_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_status_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2

my-msk-topic-1

my-msk-topic-2

2. https://console.aws.amazon.com/msk/0{ A Amazon MSK & & iLct.

3. FHUE SB0IM HUEE MYBLICH HUE T4 TEO| LSS SASO K 5 0| 4
st M FHEIE MAIsts Ol AFSE £ 2laLich

4. FIE{B ARSI ARIE HHBLICL D CHE SAS /2 Bl e OB efato:

jo
oé

_L

OII
L
11
A
o
ro
>
00
Pl
A
02
2
2
Pal
-1

5. AlLIZ|of M§st Zte 2 AFS A XIH Bt 74
(@)

AR MM CHS 490 ZHo| o|™of| HME 2 Z M AER|X| A2l 0|EE
offset.storage.topic@| 22 X|H3lof &LICt.

config.providers.secretManager.param.aws.region=us-east-1
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsManac
config.providers=secretManager

offset.storage.topic=__amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c657f7e4ff32-2

6.
/A Important
A F{HE{o] o 7{E|9l S Y O|E2 XIFaHof BLICH
O™ EA[oll M et HUR T HE AEstod M HHHE dEELICH x|E2 74 d&82 &
M.
Z{HE] 2T A #a 120


https://console.aws.amazon.com/msk
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124 AME

AaA FHUEHE QEAE HEE e CHEE TESAML.

« LM AEEX| FHME X|HetedH HEUH 2EZ M 0| MY El= Kafka A2 0|& S 2%t F0of
M offset.storage.topic@| /22 M3 LIC.

. FHE| TS HEY Is FOUSMR. T4 3HS WM A4 HUET T4 2k 71 QA B
Acol ABsts B2 olT x| o2 HUE S3H0| YAE £ AUALICH B0 MBME s
of XIS OISt 2

- 7|2 THE|M = AFE At K| - of fset.storage.topicE F7+5t01 X +42 AHE At X5t
£ A oz 2z 3l &ef AEE|X| FAof CiEF TE|M =& ALEX}F X|HE & J&LICH LR F
Mel 7|2 mE|ME chtEa Z &Lt

n
jn

- config.storage.topic: 1, #4 27t5, &Y TE|M FX|0{0F &
- offset.storage.topic: 25, offset.storage.partitionsZ A335tod 74 7ts
+ status.storage.topic: 5, status.storage.partitionsE X&3lod M 7t

« XN =& 4K - Amazon MSK Connect= 7{<EE H{Z & HOIC {22 Kafka Connect LI
HNM(FH| O|&2 __amazon_msk_connectZ AIZHE HMELICH AX|E 7HE{o ¢IZ2E O™
FHMe S22 MHEIXK| =0l LIS F=H|(0f: of fset.storage.topic)t 22 Fxl&s 744
E{ ZHofl CHAl AFSE &= Q7| HEJLICH Z2{LF MSK Connectt| A 438t ALESHK| o= LR =
Ne 8522 AXE = U&LICH LHE FX|2| O|§2 __amazon_msk_connect_<offsets|

status|configs>_connector_name_connector_id &40l el X ELICH.

__amazon_msk_connect_<offsets|status|configs>_connector _name_connector_id
M7 EHAIS AL 504 LI FHIS AME 4 UG LICH U8 501 AHUEol M HAY AL SO Ly
2 RS ARSAME o o

 MSK ConnectOl| A 243t LHF FX|of ST 0IF A& - 0|0 BHE FHEE{MH 2T S
AEst7| fle LEZM AEE|X| FHNE CHA| AFE5tE{H M FHEE{of O|F 7Bl STt
O|& 2 X|Fatiof &LICH ZH YAt F+HZ AL&610{ of fset.storage.topic S HHS
1 offset.storage.topicOl SUEt O|F S &S0 CHE FHHE] 7t CHA| AL E = QU
&Lt ol #Y2 7 2z 4 #rE|of dEE[of U&LICH MSK ConnectE MEZ CHE 74
E{7} config.storage.topic %! status.storage.topic2 3R35t= XS 583K &
&LICh Ol 8t &A= MSKCHIM M HHEEE e oo MEELICH olefet AHEE =
__amazon_msk_connect_<status|configs>_connector_name_connector_id @Al [l
2t AtS2 2 0|§0| K™ 22 MMst= HYEOtCH CHELICH
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_
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-workers.html#msk-connect-create-custom-worker-config
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T8 S2AE ALE 5o Bl e HE 2F St

EQE AA TN ZZXE M504 Amazon MSK Connectl| BI1Ztst MEE 9|25l 5l=
OiELICH 7 ZZXE AB5HH HAE = XUR A0 L HIAE CHAl HLE X|H

e

==

¥ 4 om HUE{O| M A% SO R HEFY Al 0|23 M4 SHoIBtLIC Ol st Hot
SIES Lict ol oiFlel 744 Bt

=2

(o]

AA —

HE U TIE HILo| Y MAER MEEIE 22 UK £ Us
s A
2

| = A
48f LICH. 25*74I0+IA-I: T OOI'E:|E MHul2of CHEr RIZ e SEO| MY A AME dHsts g™

. 21 Cheet B
+ SEA: T4 MB R0l CHEH BEE ALS 5104 ALSAF XIB AHIRE T AN
« AP HLE]

- T AME

1EtA: AFERE X 21018 MG S30] =2 E

& BB MASEIH HUEH ZHE zip THUS MG 22 AAHIM CHE HY

kS =
2 AM#SHAI A2, msk-config-provider

E{0l'd E 1t DebeziumE 7B = ALE5t01 AFE X XIH E2{a¢QlE RrEt{W ChES s LICH

OI)i
2

AWS CLIE Ar&3t™ S3 HHZlol| HMAE = = Xt U THEME BHS A = ¢
&LICH AWS . AWS CLI A x| 2 Ao CHEt Xk LHO% AP% HOI AWS CLI A|Z5t7| & &
A5 A Al2.AWS Command Line Interface Amazon S30{|A AWS CLIE AF&3t= wEdof CHE RHA
3t LiE2 AF8 MHEML| AWS CLISH &7l Amazon S3 A2 S ’EZF_ﬁH;. |2.AWS Command Line

Interface

0.u.

1. EO/E ZoM S BHEES AF8 310 WorkspaceOll custom-pluginO|2t= O|§2| ECHE M
%I-L_||:|.
=] N

mkdir custom-plugin && cd custom-plugin

b

|& 2l2|A

HHE ALE 5104 Debezium AFO|E A MySQL 7HEE E2{1219| PHH %2l
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3.html
https://debezium.io/releases/
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wget https://repol.maven.org/maven2/io/debezium/debezium-connectormysql/
2.2.0.Final/debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

CHS WHES AF83109 custom-plugin EHIM CIHRZE$t gzip IO & FHE ELICH

tar xzf debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

3. CIS BBS MEstod MSK 78 S At zip It LS 22 =8 LICH

wget https://github.com/aws-samples/msk-config-providers/releases/download/r0.1.0/
msk-config-providers-0.1.0-with-dependencies.zip

Ct2 BHE2 A& 3109 custom-plugin EHOIM CHR2EEF zip Tt Aol & FE2 ELCH.

unzip msk-config-providers-0.1.0-with-dependencies.zip

zip -r ../custom-plugin.zip *

5. L3 &ZE = JULE S30 IS 2 =FLCH

aws s3 cp ../custom-plugin.zip s3:<S3_URI_BUCKET_LOCATION>

6. Amazon MSK Z£& 2| MSK 212 MMoiM ALEX X8 EE{aQle MEfS O, AEXR X8 &2
Q! ¥ de MBS, s3:<S3_URI_BUCKET_LOCATION> S3 HZ!S EfM5to &3 YR =38 A
o St
S XY B0 ZIP TUS MEUBLICH
Amazon S3 > Buckets » msk-lab- NI -plugins-bucket > debezium/
e
Objects Properties
Objects (1)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4
Actions v H Create folder
‘ Q Find objects by prefix 1 @
Name A Type v Last modified v Size v Storage class v
@ custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2MB Standard
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https://github.com/aws-samples/msk-config-providers/releases/download/r0.1.0/msk-config-providers-0.1.0-with-dependencies.zip

Amazon Managed Streaming for Apache Kafka JHEER} 70| =

7. Zt{19! 0|E2Z debezium-custom-pluging 2&L|Ct MBS Q245 1 AL R XY
Ol MdS MEHFHLICHAMEY AFE.

MK

Amazon S3 > Buckets > msk-lab- INEEMB-pugins-bucket > debezium/

. Copy S3 URI
debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [

Actions v ‘ l Create folder [ Upload

‘ Q Find objects by prefix 1 &
Name A Type v Last modified v Size v Storage class v
B custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2 MB Standard

2EHA|: Ch et SEAtol CHet otetnlE & Het +48
Chg 37HK| AHlAol M Th2tOlE] gte T4 4+ et

» Secrets Manager
+ Systems Manager Parameter Store

« S3 - Simple Storage Service
ofzH & & stLIE M=5R oD AMblaol it TEtOlE] & B3t #s MHof st x|Elg HolE 4
A& LICE.
Configure in Secrets Manager
Secrets ManagerOl| A Tt2t0|E] 2t S FM5tcAH CHE2 =3 ELct

1. Secrets Manager

=
1S MY M HIES dEELcH X2 A8 dEA Ll AWS
o

o rr (i
bl o |

2. Hotelzs "WE & = 51 51
Secrets Manager &5 MM & XS4 AI2. AWS Secrets Manager
3. EHOt SO ARNS SAELICH

4. LIS of|xl| =4 9| Secrets Manager HEHS A{H|A AlgH odstoi| FI}EHLIC.
<arn:aws:secretsmanager:us-east- 1:123456789000:secret:-1234>8 A3 Z!9|
ARNS Z HI M| 2. MySecret

5. =R pAm FUE| X|ES FIHELICH
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-service-execution-role.html
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [

"<arn:aws:secretsmanager:us-

east-1:123456789000:secret:MySecret-1234>"

]

6. Secrets Manager 7+ S 2 A& AFS5tE{H 3EA Q| 2xt L BHIAE Mo CtS I E &
2 SAtgELICh

# define name of config provider:
config.providers = secretsmanager
# provide implementation classes for secrets manager:

config.providers.secretsmanager.class =
com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1

[N
A
mo
i
>
o
-
[ul

7. Secrets Manager 743 At 4EHAH[Q| ZUE FHoi| CHE =

#Example implementation for secrets manager variable
database.hostname=${secretsmanager:MSKAuroraDBCredentials:username}
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database.password=${secretsmanager:MSKAuroraDBCredentials:password}

ol BHAHIE o Bte T4 IR B ASE 4+ Qlauich
Configure in Systems Manager Parameter Store
Systems Manager Parameter Storel| A Tt 2t 0|E{ 2t F6tE{H CtE 2 s> LICH

3

1. Systems Manager 2&& jLIC}.

2. B FolM mtetole AE0E MEHELICH

=
3. Systems Manageroll M{E & M mtztOlEE HEFLICH XHMIEH XIE2 AL B9
Systems Manager OH7H#4 A4 (2£) 2 AWS Systems Manager & Z5tAA|2.

4. Ii2t0|E{e] ARNS EAFEHLICE

5. CFZ oAl &9l Systems Manager T8t2 AMH|A A of&tofl F7HEHLICH
<arn:aws:ssm:us-east- 1:123456789000:parameter/ ># ##### ARNSZE HH 4
Al2. MyParameterName

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter"
1,
"Resource": "arn:aws:ssm:us-east-1:123456789000:parameter/
MyParameterName"
}
]
}
6. IEIOIE XML FH SZRE ALSstedH 3EHof 2rdxt 74 HAE Mol CHE ZE &
£ SAHELCH

# define name of config provider:
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https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-service-execution-role.html
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config.providers = ssm
# provide implementation classes for parameter store:

config.providers.ssm.class =

com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.ssm.param.region = us-east-1

7. WELODIE M2 Fd 3SR 32 5EHAel AU FHlM O 25 £2 SAFELICH

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=
${ssm: :MSKBootstrapServerAddress}

L

flol F HAHAE HEH2 74 32X H HEEZ MSE =% U&LICH

Configure in Amazon S3
Amazon S30 M ZiA|/mt U FEst2{H ChE 2 &g LICH

1. Amazon S3 2& 8 gLt

2. S32| HZlol AANE L= &Lt X|E2 24X Y= & HEsHAM L.
3. Zi|e| ARNS SAtErLICEH
4. C+Z oA M2 Amazon S3 ZA| ¢47| HeEtE AMH|A A=l eIghof FIbefLct
<arn:aws:s3:::MY_S3_BUCKET/path/to/custom-plugin.zip>2 Z4X|S| ARNSZ
HZELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "<arn:aws:s3:::MY_S3_BUCKET/path/to/custom-
plugin.zip>"
2CtH: 3ZR
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-service-execution-role.html
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}
]
}
5. Amazon S3 78 S=XAE ALEsE{H 3E Ao YAt 1 HMAE YXtol S ZAE EE S
g

# define name of config provider:

config.providers = s3import
# provide implementation classes for S3:

config.providers.s3import.class =
com.amazonaws . kafka.config.providers.S3ImportConfigProvider

6. Amazon S3 7 SEXL| B 4EA 2| 7HE F ol & = ES SAELICH

#Example implementation for S3 object

database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

L

flol F HAHE M2 74 32X H HEZ MSE =% U&LICH

3EHAl: 4 MSKtol| Cigt HEE AtEstod ArEA XY Xt 74 dd

1. Amazon MSK Connect A M0{| A E AR TS MEHELICE

2. PR Fd Yds MEELCH

3. EHX 4 0|F HAE ¢ Xtol SourceDebeziumCustomConfigE 2dgL|Ct MY MEY
Aot

4. Yste SSxtol met 2 7 Z=E At YR 7 MAE dRtol Eo{d&LICH

5. OS2 M 7RI MSA 2ol cHet S LRt 742 o Lct.

key.converter=org.apache.kafka.connect.storage.StringConverter
key.converter.schemas.enable=false
value.converter=org.apache.kafka.connect.json.JsonConverter
value.converter.schemas.enable=false
offset.storage.topic=offsets_my_debezium_source_connector

SEA: ALSA XY HURt 7 A 128
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# define names of config providers:
config.providers=secretsmanager,ssm,s3import
# provide implementation classes for each provider:

config.providers.secretsmanager.class =

com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider
config.providers.ssm.class =

com.amazonaws .kafka.config.providers.SsmParamStoreConfigProvider
config.providers.s3import.class =

com.amazonaws . kafka.config.providers.S3ImportConfigProvider

# configure a config provider (if it needs additional initialization), for example
you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1
config.providers.ssm.param.region = us-east-1

6. EURt T AN

fjo

=L

ATHA): B A

1. M AEE dEo| x|Foil ek M HEEE 87 LI

2. 2?70l M S3 HZ!oll YE =Bt custom-plugin.zip IHUE AFEA X E240Ql0| AA R {HEY
gfLct.
3. Hote SEAol et #E 7d ZEE SASto AHEH 74 E=of 2od&Lch

4, OS2 Ml 7HX| MIS A 250 CHet 7B F40| of lLc.

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=${ssm: :MSKBootstrapServerAddress}

#Example implementation for secrets manager variable
database.hostname=${secretsmanager:MSKAuroraDBCredentials:username}

database.password=${secretsmanager:MSKAuroraDBCredentials:password}

#Example implementation for Amazon S3 file/object
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https://docs.aws.amazon.com/msk/latest/developerguide/mkc-create-connector.html
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database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename.jks}

5. ASA RIY T ARS MEHET SR 74 SECH20A MEErLIC
SourceDebeziumCustomConfig

6. FHEE 4ol Lot /e RIFe| LIHX| EAHE &g LICH

e ALY

Amazon MSK ConnectO M MSK -8 S2XIE AIE35l= 42 L8 2 L4t 2.

- T8 SEZXE IAM MH|A M- AdFof A%t A MAE HEtS g ELUc

« EUXL MM M SSXHE Holetn HUUE g0l Y 32 HolgLIc

- E{aelol Y k2 %*?.E HOo|5tX| f2 A2 AHUEE 2a0f TS 74 2ol ZAIE = Y&
C}. Kafka ConnectE IEIII of2 7 gt2 7IEr e A E Zhat SYUSHA FZELICH KFAIE
LI 2 HHE 2301 H|ZO| EAEIX| IE S 57| MME FZSHMR

- 7|2X2 2 MSK Connecte H4E{7} T -3-

_1_0_>|'_

= SAE A8t B2 HUEE Rt CHA| AEFEL
Ct. Ol|24et CtAl AlZF S22 sHAlstE{H 7 T40I|M config.action.reload &2 none2

2 dYstH Eoloh

JI'
I."_

MSK Connect2| IAM 3&h 2l &{=H

« MSK Connect2| IAM Z24 of| A

« WX MH|A ESE CH2(Q EX|

« AWS MSK Connect0il CHEF 2 2|3 &*H
« MSK ConnectOl| AH|A @47 g ALS

(® Note
Amazon MSK Connecte= AMH|A 9472 982 MH|A A HAe 2 AI8 5t A2 XISHK| &
&LICH YHWEO| MH|A AR ojstg MAMSH ok ELICH AR X X1 IAM &g dAMsHe A
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Identity and Access
AMz[ o] 2{o{oF MSK

oo &

Management (IAM)
Connectof| M SHE & 2 ¢

section called “1 X} AMH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "Account-ID"
},

"ArnLike": {
"aws:SourceArn": "MSK-Connector-ARN"

7| E{Qt BTl AL 324 Amazon MSK 2E{AE{7} IAM 2158 AL&38tE 2RAEQ 2 7HH
o| MH|A &® &0 CtE A8 Tt M E FItaHof L SHAEC|UUIDE ¥ SHM EX

_l3 =
ARNEZ T AMst= &edof CHer REAI8H L 2 the section called “E|AA” MME 2 X5HML.

ol

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
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"kafka-cluster:DescribeCluster"

15
"Resource": [
"cluster-arn"

]
1,
{

"Effect": "Allow",

"Action": [
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [

"ARN of the topic that you want a sink connector to read from"

]

1,
{

"Effect": "Allow",

"Action": [
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [

"ARN of the topic that you want a source connector to write to"

]

1,
{

"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [
"arn:aws:kafka:region:account-id:topic/cluster-name/cluster-uuid/

__amazon_msk_connect_*"

]

},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"
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]I

"Resource": [

"arn:aws:kafka:region:account-id:group/cluster-name/cluster-uuid/
__amazon_msk_connect_*",

"arn:aws:kafka:region:account-id:group/cluster-name/cluster-uuid/

connect-*"
]
}
]
}
7UE|o| ZR0| wat 2lar0] A £ UTE 5{Sote HE HME Mula M8 gt o
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IAM g0l CH2 T 22 MAME2 AASIM 2.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafkaconnect:*",
"ec2:CreateNetworkInterface",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

>
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"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
kafkaconnect.amazonaws.com/AWSServiceRoleForKafkaConnect*",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "kafkaconnect.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
kafkaconnect.amazonaws.com/AWSServiceRoleForKafkaConnect*"
.
{

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,

"Resource": "ARN of the Amazon S3 bucket to which you want MSK Connect to
deliver logs"

iy
{
"Effect": "Allow",

>
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"Action": "iam:PassRole",
"Resource": "ARN of the service execution role"

"Effect": "Allow",
"Action": "s3:GetObject",

"Resource": "ARN of the Amazon S3 object that corresponds to the custom
plugin that you want to use for creating connectors"
},
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "ARN of the Firehose delivery stream to which you want MSK

Connect to deliver logs"

}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": " kafkaconnect.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "Account-ID"

o
"ArnLike": {
"aws:SourceArn": "MSK-Connector-ARN"
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REMEH LHE 2 IAM AHE R DE M| AWS Eh 2 A HZEshM L.

ol
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AmazonMSKConnectReadOnlyAccess M2 IAM 2ot Q15 of AZE = U&LICH.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafkaconnect:ListConnectors",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:ListWorkerConfigurations"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeConnector"
1,
"Resource": [
"arn:aws:kafkaconnect:*:*:connector/*"
]
.
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeCustomPlugin"
1,
"Resource": [
"arn:aws:kafkaconnect:*:*:custom-plugin/*"
]
},
AWS e/ HA 137


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Managed Streaming for Apache Kafka JHEER} 70| =

{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeWorkerConfiguration"
1,
"Resource": [
"arn:aws:kafkaconnect:*:*:worker-configuration/*"
]
}

AWS 2|8 H3: KafkaConnectServiceRolePolicy

M M= 2 MSK Connect AH|A0] AmazonMSKConnectManaged:true Ei27} Qe HER/Z 2
E{H 0| AE H4st #Elstes ol 2R MEt2 F£oigfLIc 0|28t HES|A QIE{HO|AE &3
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T ARAL T —

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/AmazonMSKConnectManaged": "true"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonMSKConnectManaged"

}
iy

{
"Effect": "Allow",

"Action": [
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"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},

{
"Effect": "Allow",

"Action": [

"ec2:CreateTags"
1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

}

}
},

{
"Effect": "Allow",

"Action": [

"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {

"ec2:ResourceTag/AmazonMSKConnectManaged": "true"
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east-1.amazonaws.com/INTERNAL_IP) could not be established. Broker may not be
available. (org.apache.kafka.clients.NetworkClient:782)
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my_access_key

HYE 230i HIZO| EAIZX| =5 57|



Amazon Managed Streaming for Apache Kafka

JHeER 7Hol=

2022-01-11T15:18:55.000+00: 00
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= [hidden]
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[Worker-05e6586a48b5f331b]
[Worker-05e6586a48b5f331b]

[Worker-05e6586a48b5f331b]
[Worker-05e6586a48b5f331b]
[Worker-05e6586a48b5f331b]

aws.region = us-

aws.secret.key
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secret.ttl.ms
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(com.github. jcustenborder.kafka.config.aws.SecretsManagerConfigProviderConfig:361)
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« Amazon S3 413 7{4E
« 28 MZR7E QYUE Debezium AA F{EE]

Amazon S3 A3 7{4E

O| | M|0fl A= Confluent Amazon S3 &3 7{4E{t & AF& 3104 MSK Connect0i| A Amazon S3 413
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1. CHS JSONS SAFSHO4 A THoll EoiaLIC. At2| EAIR 2XLS Amazon MSK & AE
q H
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O|REEAE M 014 EAY & He 74 5t
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Al
=
A MM AESHML.

"connectorConfiguration": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"s3.region": "us-east-1",
"format.class": "io.confluent.connect.s3.format.json.JsonFormat",
"flush.size": "1",
"schema.compatibility": "NONE",
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"topics": "my-test-topic",

"tasks.max": "2",

"partitioner.class":
"io.confluent.connect.storage.partitioner.DefaultPartitioner",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",
"s3.bucket.name": "my-test-bucket"

1,

"connectorName": "example-S3-sink-connector",

"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,

"securityGroups": ["<cluster-security-group-id>"]

},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 4

}
},
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-a-role-that-msk-connect-can-assume>",
"plugins": [
{
"customPlugin": {
"customPluginArn": "<arn-of-custom-plugin-that-contains-connector-
code>",
"revision": 1
}
}
1,

"kafkaClusterEncryptionInTransit": {"encryptionType": "PLAINTEXT"},
"kafkaClusterClientAuthentication": {"authenticationType": "NONE"}

2. O™ EtA 0 JSON mt LS XZ e E2C0lM CHE AWS CLI BES A~AFLICH
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aws kafkaconnect create-connector --cli-input-json file://connector-info.json

Chee Hue MTMoR AHS I EASE EHol diF UL

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
S3-sink-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",
"ConnectorName": "example-S3-sink-connector"
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b. AWS Secrets Manager 78 SZAtE CHRELES5t0 58 ELICH
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 debezium-connector-mysql £
 jcusten-border-kafka-config-provider-aws-0.1.1 £

d. O|™ EtAlol M MAdst CIMEZ|IE zIP U Z =6t
ghLich X|22 Amazon S3 AF2 MMM 2| 2

CHS s zIP Y& S3 HAo| ==

e. C}Z JSONZ SAtsto] ol Eod&LICH o & 04 debezium-source-custom-
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2 HH D, < arn-of-your-s 3-bucket>#ZIP ItYE YZE8F S3 Q| <file-key-
of-ZIP-object> ARN2Z, S30{| Y2 =5+ zZIP Z4xl[Q| Y 7|2 HiE L|Ct.

{
"name": "<example-custom-plugin-name>",
"contentType": "ZIP",
"location": {
"s3Location": {
"bucketArn": "<arn-of-your-s3-bucket>",
"fileKey": "<file-key-of-ZIP-object>"
}
}
}
f. JSON ItU2 XMEFH EC{0IM CHZ AWS CLI HES A™>sto E22{a0l2 ddgLct

aws kafkaconnect create-custom-plugin --cli-input-json file://<debezium-source-
custom-plugin. json>

CHS ollxIeF 7 AHEE

IIH)|I

2{0| EAIEILICH
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"CustomPluginArn": "arn:aws:kafkaconnect:us-east-1:012345678901:custom-
plugin/example-custom-plugin-name/abcd1234-a@b0-1234-c1-12345678abcd-1",

"CustomPluginState": "CREATING",

"Name": "example-custom-plugin-name",

"Revision": 1

g CI3 BHS M50 E2{0Q] 4ENE = lerL|ct. 2EH7F CREATINGOM|A ACTIVER B4
| ZAIRE O HHEO| £20{|M 7HX{2 ARNSE BHZ g LCt

aws kafkaconnect describe-custom-plugin --custom-plugin-arn "<arn-of-your-
custom-plugin>"
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b. CIO|E{HO|A 201 2ot 218 HEE MEE ME2 H|2H
Secrets ManagerAt& ME Mol 20 25 Mg #

c. HotAEOo| ARNE SAELICEH

d. LCFS oilX| 4= 9| Secrets Manager TEHE2 A{H|A AlSH ofstoi F7lghLC}.
<arn:aws:secretsmanager:us-east- 1:123456789000:secret:-1234>& A|3 3
O| ARNS £ HI T M|R. MySecret

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [
"<arn:aws:secretsmanager:us-east-1:123456789000:secret:MySecret-1234>"
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IAM #HetE F7tst= ol cieh X[EH2 1AM ALE dB MM IAM ID HEF F7F S A AHE
2x5AM Q.

3. TN RZRIO CHE HEE AS5H04 AL R KIE SdRt A A

a. CI8 ZUX 74 §482 Tdof|l EASH0] 2| EAIR 2AHEE AlLtE| 0 sHEst= 22
2 BHZAELICE AWS Secrets Manager Config M3 Ate| 74 & Moi CHE REMIEH LIS 2
2412l SecretsManagerConfigProviderdEME & XA AIL.

key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>

config.providers.secretManager.class=com.github.jcustenborder.kafka.config.aws.SecretsV
config.providers=secretManager

config.providers.secretManager.param.aws.region=<us-east-1>

b. CtS AWS CLI BE S 4=stod ALS A X ARt 2 4E HHeLCH

« < my-worker-config-name >- AtEXt HO| &YX}t £ MHE HHFS= O|F

o =
« < encoded-properties-file-content -string>- O|F BtH0lM SAISH Lt &

AE £49| baseb4Z QA G E HHH

aws kafkaconnect create-worker-configuration --name <my-worker-config-name> --
properties-file-content <encoded-properties-file-content-string>

4. FHHEH 44

a. A8 32l Debezium H{T(2.x EEE 1.x)0| ;H':*;P= EPg JSONZ = Atstod A mHdof o4
&LICH <placeholder> BEAIEE AlLLE|20] sHE5tE Z2fS 2 BHAFLICH MH|A A™ o
ge gy atHW%M$*MW§mo:mewmmmwmmmwﬁﬂ%%ﬁ?ﬂ&%ﬁi
M.

O| 7o M= Clo|E{H|o|A& Eot 915 HEE X|He m Lt HAE Tl
${secretManager:MySecret—1234°dbusername}J"—P 2 HeE AL Setchs ™Mol /el
StMIR. MySecret-12348 20 0| O|E 22 HASI T AMSIEdE 7|0 0|2 S =dE

=
LIC}. B8t <arn-of-config-provider-worker-configuration>g AF&XF K| =]
A} RAo| ARNS E B4Z35HoF gtL|Ct.
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Debezium 2.x

Debezium 2.x HHH Q| B2 C}S JSONS SAI5H0d MZR mteof 2o &Lct.
<placeholder> EAtEE AlLtE|20 L 5t= 2t 2 HEgLICEH

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.include.list": "<list-of-databases-hosted-by-specified-server>",
"topic.prefix": "<logical-name-of-database-server>",
"schema.history.internal.kafka.topic": "<kafka-topic-used-by-debezium-to-
track-schema-changes>",
"schema.history.internal.kafka.bootstrap.servers": "<cluster-bootstrap-
servers-string>",
"schema.history.internal.consumer.security.protocol"”: "SASL_SSL",
"schema.history.internal.consumer.sasl.mechanism": "AWS_MSK_IAM",

"schema.history.internal.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"schema.history.internal.producer.security.protocol"”: "SASL_SSL",
"schema.history.internal.producer.sasl.mechanism": "AWS_MSK_IAM",
"schema.history.internal.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"
},
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
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"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
I
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1
}
I
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",
"plugins": [{
"customPlugin": {

"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
11,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

},

"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"

},
"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1
}
}

Debezium 1.x

Debezium 1.x HX 2| ZL CI= JSONS S AF5H0d ME2R T ol 2o &LCt.
<placeholder> ZAtEE AlLIE2[201 1T Z

()I'I
Q'I_l
rr
5:]_
|0
b
rlI
0x
o 5
L
[l

{

"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
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"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",

"database.password": "<${secretManager:MySecret-1234:dbpassword}>",

"database.server.id": "123456",

"database.server.name": '"<logical-name-of-database-server>",

"database.include.list": "<list-of-databases-hosted-by-specified-server>",

"database.history.kafka.topic": "<kafka-topic-used-by-debezium-to-track-
schema-changes>",

"database.history.kafka.bootstrap.servers": "<cluster-bootstrap-servers-
string>",

"database.history.consumer.security.protocol”: "SASL_SSL",

"database.history.consumer.sasl.mechanism": "AWS_MSK_IAM",

"database.history.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"database.history.producer.security.protocol”: "SASL_SSL",
"database.history.producer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"
},
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}
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},

"kafkaConnectVersion": "2.7.1",

"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",

"plugins": [{

"customPlugin": {

"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",

"revision": 1
}
1,
"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"
I
"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"
},
"workerConfiguration": {

"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1

b. 0| ErH0lA JSON mtUE K{EEH EC0 A CHE AWS CLI BHE S AligfLch

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

2 WS M3MoR AMHS uj EAIEE 20| oix Lo
{
"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/

example-Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"ConnectorState": "CREATING",

"ConnectorName": "example-Debezium-source-connector"

KEAIEH BHA|7F Z&HEl Debezium F{EE| of| A& Amazon MSK Connect &7 - 2t2|& Z{EE{E AI2 5}
0§ Apache Kafka 22{AEQt C|0|H AEE|YS HEFIAM L.
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2 e ALg|

Amazon MSK ConnectZ 852 SCH3t517| 8t THE AIE S 27| 3te{MH O LIS X ZE Al
g;

=X
o ZHHE{0| @14

S0 A 217
CHZ 2 A& S350 Amazon MSK Connect0l CHE 244 M58 1M £+ A&t
Amazon VPC I|0{2! EE & Transit Gateway2| IP7} Z3%|X| St =& 3HAI2.

Amazon MSK Connect@t & 74 Amazon VPC I|013 = Transit Gateway® At&35t= @< CIDR 'Y
Qo] IPE AH835t0d LRI VPC Elaao| TEHEEE HHUEE 7445 K| OtMIR.

+ “10.99.0.0/16”

+ “192.168.0.0/16"

« “172.21.0.0/16”

Amazon MSK Connect 0+0|28|0|MH 7}0|E

0| M Mo M= Apache Kafka Connect® otOHE O{LIX|E A E 2|2 (Amazon MSK Connect) 2 &2
Apache Kafka 7{<|E{ ol £2|7i|0|44E Oto|2Ef|o|Md3stE LE HBELICH

=

« OfOFE MSK Connect A& 2| 0|

« OfOFE MSK ConnectZ 0+0|Z12{|0|M

OFO}FZE MSK Connect AF2 2| 0™

Apache KafkaE A AZF CIO|E| 2EBIE =& & ®MElst7| /sl 7t el A E 2 & A4 AERY
EHE B StLLICH Apache KafkaE A& st H|O|EE /&5t C|O|E & AH|st= oHE 2|71 0|M

2 25l S2xo=z =ate £ laLoh
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Kafka Connect= Apache Kafkag At&35t0{ AEZ|Y o EE|7H0|ME FF5tT A= O [0
Qe T 2ARILICEH Kafka ConnectE Kafka2t 2|5 A|AE! Z7Hof CI|OIE{E 0|8 st E&stE Y
H2 MBIt Kafka Connect= 2 & 440| Flo{Lt D CHEE C[O|EHE X' = U&LICH Kafka
Connect= Kafka X2 2|F A|AH] 7Ho] HIO|EHE O|Ss5te HHEE 74, Hix L 2 LIE-IS 7]
et 225t API &Y L =7 MEE MSELCE o248t =+ & AF&5t0q éEEIE‘J o Z 2|7 0|M 2]
EXM T Atgtof 2 Kafka Connectl| 7|s2 A2 A} X|XMH6tD &HEHsr &= Ql&LCh.

Apache Kafka Connect 2HAEE RIXAMo 2 2H5H7H{LE 2E A A Apache Kafka Connect O E 2|
710|142 Z Oio|dio|Mstedn & M EM 7t gde = JU&LICH AWSO|2{E EXMofl= l=Zet 8-
2l o Z 2|7 0| M HHZOof 2R FF AlZF, RFA| 212 Apache Kafka Connect 2C{AE S MHE ml &M

St XL ol g, #El Y 2= So| =& ELIc
olzfst EXE 3H 15t242 Apache Kafka Connect& Of0OFE OfL|X|=E AEE[Y (Amazon MSK

Connect) 2 AF835104 2 & AA Apache Kafka Connect OHZ Z|7]0|4E 2 ofo|df|o|M3tE 20|
Z &LICH AWS Amazon MSK Connect= Kafka ConnectE AM&5t04 Apache Katka 2 2{AE{Q 2|

AAE (of: Sio|EHIo| A, AAM QI A I A|AH]) 7Fo| CIO|EE 2 EE[YstE XS ZhASHE L

Ct.
Amazon MSK Connect2 OtO|2gf|O|ME ] &4 = Q= EH 7t X| O|™He Ct=20 &4 Lt

- 24 2HSIE AM7{ — Amazon MSK Connect= Apache Kafka Connect 22{AE Q| i x|, T2 H|X
=l &y i E Y BEE QIoHELICH Amazon MSK Connect= Connect 2E{AE{ Q| A EHE

o T
X&EHMo 2 PLIEHZES D K ERE XEHE FX| oM x| L HH ¢da8|o|=E AtS3HE L
Ct.

« Connect 1 XIS K A|ZF — Amazon MSK Connect= AlTlst 242 XIS o2 S 75104 MAL SC
2 £ £ Ql&LICH Y M= Kafkal| TCP 2473 X|8h Q{Etnt ZH2 UA|ZQI @ F 2 QI5H gr At
= om, M| X7 AT FHHEE Q| AH|AF 20 7FUE mf M= 2 RHZHOo| g ME £+
o] L|E|'

AA .

d Ol 2% &% Amazon MSK ConnectE A5t 7{E| o Z Z|7H|0|M0o| O =2 *{2|
XSS RIS 2 &&E & Ql&LICH Amazon MSK Connect= AFEAHE CHAIGHO] 72
£ HE|”LICt Auto Scaling & 2| At =2 AAEE UAHZLEH X[ 5tH ElLICH Amazon
MSK Connect UpdateConnector APl 242 At&35t0{ vCPUE 1~87 AtO|0| M =E|o 2 &35}
HL H45104 7t ME|FF 2 XIHE = A&Loh

ool A
ox mo om my
4>

. M“ HIE L3 ¢34 — Amazon MSK Connecte= Z2}0|8! DNS O|& & AF& 304 AWS PrivateLink
A A AT AAEI| HIZIHZ dZ8L|Ct.
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OFO}FE MSK ConnectZ 0OFO|18| 0|44

Ol M Mofl A= 7t =7} 7= 9t O}DHE MSK Connectolld ALS3HE AEH BHE| FHIE ZHeratn| M
BLICH Of M40l A4 U 43 7{E{E Dtola@olMshs BRE CHELICH

|

« ZtEIt HHE|M ArEstE LIE X

« olOFE MSK Connect OHZ 2|7 0| 0| AFEY E 2|

o« AA FHHE{E Amazon MSK ConnectZ OF0|18{|0|M5H7|

A3 Z{HE{E o}0}&E MSK ConnectZ O+0|28|0|M517|

FtZ 7t HEEo|M AtEstE LIF X

24 2o M A-E|E Apache Kafka Connect S8 ZZ 122 Kafka 2c{AE L 28§ 7| LY
H Z=HE AH235to{ AEHE XMEELICH CHS 2 Kafka Connect OHZZ[FH|0|M0f AFR ElE LT & 50

T =0l M Kafka Connect= 2 & FHHE{ 2| 41t AL X7t A|ZFE 2F 4 S MHERILICH AHS AL
7t HE] 7S AololEstHL HUE 7 T AHE @A E wjotct (of: FHLE{7} It =g A=
g = Aot X[t Z2) o]l &=of cHet 7|5 0| HHELICE o] ¥FolMHe LS M = U2
o= g4 Zt AdE[E| OrX[2 HEHE FXIELICEH

« QEM FH| CIZE S5l X|HE offset.storage.topic
QIEAM S=0j M Kafka ConnectE AA F{HAE|S| QA XEELICH M &S0 0I&VIRIRE 2
TS o= g5t o]l ¥=2 2|F A|AHI0|M KafkaZ HIOIEHE Mt LA 714
Eo| AA |X|Bt 7|Fst= | AHSEILICH KaftkaOl A CIOIE{E 211 2|F A|ABRICE M&st= 4
3 HUYIE{= 2t Kafka AH|AF 122 AF2510{ AH|RF QT Al R{ZHEHL|CE

- &Ei A, CtE2 Sall XIYE status.storage.topic

& E & F0lA Kafka Connect= 7{ElE{2t 27 10| T4xH HEHE MY ELICH O FF2 REST API A
X7t #{2lstE CIOIHE XMEstsE Y fIRIZ AZELICH ol FHE S8l ALSRE ZE HHE
FEStHME A S ZE 21010 YEHE =g = gLt 74 X 2z M =0 op&tt

X2 HEf &S AFS M8 £ UaLct
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Olz{et F=A| 2|0l Kafka Connect= Kafkal| 1& HEHA APIE E'HR[etH AHSELICEH 28 Ol
2 F4E 0| S A HWHELICH o€ £0 file-sink2tE H4E{e| 22 1 & o|E0| XIFEELICH
connect-file-sink 1§ 2| Zf AH|XI= B 2o B2 EE NS ELICH o 22 it AHIRFOE &
TE ME3I04 o233t &I Y LEME HME £~ J&LICt Kafka-consumer-group.sh Z
413 7{4E{o] CHal Connect HEH2 KafkaOllM BIZEE = 5P" Uet AH|RL 25 S A>T L

] —‘T'— 0

—_

OfOFE MSK Connect O Z 2|71 0|/ 2| AFE} EHE|

7|12x 0o 2 Amazon MSK Connect= Kafka 22{AE{0| M ZF Amazon MSK 7 E{0f CHal 2= 0| =
MNE Ml 7§ MM5tod HHE{o| M, @ = Al Al AEiE KEELICH 7|8 FH o|§o| X CisSaH &
&LCt

 __msk_connect_configs_ ### ## _ ### ID
s _ mSk_##_##_ ### ## _ ### ID
s msk_##_###_ ### ## _ ### ID

(® Note
A F{HE| Zhol 2T A ei& M2
28 4 aLth 2z AE2|X| FXIE XIHsH ofF HE| Q|
CHAl AR shE 24 74 =
AEEX| FHME RIEstedH A
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qQ o

AA FHHEHEIE Amazon MSK ConnectZ 00|18 0|M3517]

AA FHUEE QI8 AAHIM|M KafkaZ B|ZEE 71X 2= Apache Kafka Connect 88 T Z134¢/
LICt o] MMoiMHE 2=g|0|A EE= AFA| 2213 Kafka Connect 2T{AEE A SHE Apache Kafka
Connect &4 FHHE| O E 2|70 2 Amazon MSK ConnectZ O+0|12|0|Msl= Z2MAE HHE
LICt AWS

Kafka Connect 24 7HHE 88 T2 I2 714 £40i A *5._ Zfo 2 o|E0o| XIME E=ol 2z Al
£ XMEELICH offset.storage. topic OS2 ¥ Et= MZE CHE F HIO|EMM HIO|HE 7HX2
£ 5 g A¥stE JDBC B CHEt MEZ = Al EHIM |2/LIC} movies shows E{|O|€ FH|

oM 7Hx{e 717 %2 &o| 7|2 IDE QLICH 18343 4 El|0|E0M 7} 7HE %2 &o| 7|2 IDe
732 L|ct.
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["jdbcsource", {"protocol":"1", "table":"sample.movies"}] {"incrementing":18343}
["jdbcsource", {"protocol":"1", "table":"sample.shows"}] {"incrementing":732}

24 F{HUE{E Amazon MSK ConnectZ 0+O|1E|0|M5tE{H CHE 2 TSt M AIL.

1. 2= d|0|A = KA 22|13 Kafka Connect 22{AE{ 0| M FHHEE 20|22 2|E 7} 2FA Amazon
MSK Connect AF& At X|H E0{aQlS MEELICEH

2. Amazon MSK Connect 21X} £42 MH35t10 £/ key.convertervalue.converter, 2

offset.storage.topic £ 7|& Kafka Connect 2E{AE{0| M A&l &9 Kafka 7H{<E{0l| MHE
W S o2 ™ LICH

3. 7|& Kafka Connect 22{AE{0 M PUT /connectors/connector-name/pause L%&835t04 7|&
SHAE|M HEE o Z2|FH|0|MHME LA B KIEFLICE.

4. 7 E| o E 2|7 0|Mo| R E E 0| &™T| BRIEIU=X| #HQISHAA|L. 7|& Kafka Connect 21
AE{0|M GET /connectors/connector-name/status L&sI7{LI Mo MHE FX| 0|5
O| HIAIXIE Ar&35tod 2tdE SX|E = A&LICE status.storage.topic

5. 7|& AENM HHEUEH FHE 7IXSLICH 7|1E ZE{AEM GET /
connectors/connector—name/conflg/ LA HL S0 MHE FA| O|E 2| HIAIRIE A
5to4 HHE| 148 7}XE £ config.storage.topic U&LICH.

6. 71Z SEAE{2t 0F0] Z2 M Amazon MSK F-IEIS MAIEHLICH 1Bl A AAIEH 7] A
SR RIS EBI10), 2B A0l M MAdEt SR £, SEHHIOIM F S B THS M504 Of

F{EIS MadBtLc

7. Amazon MSK Connector 2 EH7} 0|8 active 22 21 HUE{7} 2A A|AEI0|M OIO|E] 7}K
QI|E AR EX| &OIELICEH

1 AR -

8. 2&5t0d 7|&E E{AE 9 HUEE AX|SHAA|I2. DELETE /connectors/connector-name

Al3 7{HE{E ofOlE MSK ConnectZ 0O}0|18|0|44517]

Al3 FUE{= KafkaOll A 2|8 A|AEIC 2 H|0|E{E LHE LH= Apache Kafka Connect OHZ 2|71 0|44
LICt o] MMoiMHE 2=g0|A E= AFAl| 2213 Kafka Connect 22{AEE A 5HE Apache Kafka
Connect &3 74 E| ofZ2|# 0|4 € Amazon MSK ConnectZ OtO|2&|0|M3lE Z2MAE MHE
LICt AWS

Kafka Connect 413 F{LE{E Kafka 215 HEHA APIE AI25HH YEHEQ1 AH|X}F of Z 2|7 0441}
ST _ consumer_offset £ LEAE K& ELICI O] S22 XA &2 S HAEAM
Amazon MSK ConnectZ2 &3 7Y EE oto|ad|o|Mst= &dE ErestgfLCt
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-plugins.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-config-provider.html#msk-connect-config-providers-create-custom-config
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-connectors.html
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Alg FHUYE{E Amazon MSK ConnectZ 0}0|12{|0|A15t2{H Cl2 2 =35 A A2

1. 2 f|0|A E= AHA| 2213 Kafka Connect 2B AE{0|A] 7F{EE 20|EEH2|E 71X 2t A Amazon
MSK Connect Ar& At K| E2{2QlS MdELICEH

2. Amazon MSK Connect 2 2dxt 492 key.converter 4443t 1 value.converter 48 7|
£ Kafka Connect 2 t{AE{01| A *'30 &2l Kafka 7E{of MHE 20t S Y8t 2o 2 Hd-EL

3. 7|& Kafka Connect 22{AE{0| M PUT /connectors/connector-name/pause Q%8504 7|&
ZHAEH M HUE o E2|AH 0|2 YA SXIRFLICEH

4. 7HHE ol Z2|7i|o|Mel ZE A o| &AM SRIZUR=X] =HQISHAAIL. 7|E Kafka Connect 224
AE{0| M GET /connectors/connector-name/status 2&st7{LI 4o MXHEI FX| 0|
O HAIXIE AtE35t0o{ 22 SXIE = UELICH status.storage.topic

5 7|& SHAEHAOM 7H4YH 28 E 7tXMHSZLICH 7|&E F2{AEWM GET /
connectors/connector—name/conflg QEGHL 80| MHEE =X ol 2| HAIXIE AHS
5to4 FHHEE 7142 71X 2 4= config.storage.topic U&LICEH

6. 71= B AE{2} OB 0| Z2 M Amazon MSK =IEIS A4AIELICH 1EH |0l A44d8t ZLE] AF
A XH Z22Q, 2B H oM M5 AR £, 5EAM FESH HEUE T2 AHE5H0q 0]
HHEE M ggct.

7. Amazon MSK Connector 4E{7} 0|8 active 23& E1 HEAE 7} AA A|AEIO|M T|O|E] 7}
Q7| AIEME=X| &elgLct.

8. 2%35tod 7|Z Se{AE{ 9| HHEE AMX|SHAA|2. DELETE /connectors/connector-name

Amazon MSK Connect 2| s Z

CHS ME &= MSK ConnectE AR5
Ch. AWS re:Postt| EXME AAIE == U&LICH

FHHE{7} HEZ QIE{HoM SARIE|E BlAA HAMAE £ GP&LCH.

Amazon MSK ConnectE /8t QIE{Y! HM|A S MFIE HTFHM 2.

F{IE{0f A A% F01 59 47} tasks.maxoll KIEE &hed 401 SUstx| ShaLic
Che e HUE} XIME 20 & £ 20 M 40| Hg A8sts ® 7hx| ol LIt

. YR FHE TH2 A

F T e &Y =8 MEteLct o E E0{ MySQLE 2|et Debezium 744
Eie B EfAT ALS
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-plugins.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-config-provider.html#msk-connect-config-providers-create-custom-config
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-connectors.html
https://repost.aws/
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-internet-access.html
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s A2 2 8 ZEE AE5E B2 Amazon MSK ConnectE F{HE{0| A A& =01 4R}

40} ZFAXIE MCU £0i H|d|5te 2o 2 F{NE| 9| tasks.max 442 Ai&Io|gL|Ct.

AT F{UE{o] L ¥ K| £E(EY $)2 A THE|M £5 X8 4 iaLIch &Y 2[izte
O|ECt I3 MYE = UX|DH B TE|MS §F Hofl 5 7l o|& Q| Edo 2 X 2|c|X| & LCt

E
E|M && A= RangeAssignor&ILICt O] & Xlo| S&t
H

Kafka Connect 2.7 x0l A 7|2 AH|X} Z}
2 2E FAo X Hwf IHE|ME HU AH|Rt| A, 2E FAQ| F S TE[ME B AH|XHof| A
Xﬂ st= 89| &2 s™8ELICt &, RangeAssignorE AFE3st= A3 5’-|‘-*'E-|°| Z|cH o &2y

= A8 50 B FH|of 2|CH TtE|M =of SUELICH O 20| AFS Atadlol 2E5tR| &2 3
2 consumer.partition.assignment.strateqgy $4& O Mg st AH|X} TtE|M EE X2
MAEHE TR 1A S MMEHoF & LICH Kafka 2.7 /E{H O|A ConsumerPartitionAssignor: &4

TEE 73 A E BXFAARL
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-workers.html#msk-connect-create-custom-worker-config
https://kafka.apache.org/27/javadoc/org/apache/kafka/clients/consumer/ConsumerPartitionAssignor.html
https://kafka.apache.org/27/javadoc/org/apache/kafka/clients/consumer/ConsumerPartitionAssignor.html
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MSK Replicator

Amazon MSK Replicatorgt F£21217t 272

Amazon MSK Replicator= 021 x| = S8 x| 2] Amazon MSK Z2{AE] 7tof HIO|E{E ¢F
HMo 2 EME & Ues Amazon MSK 7|5 ILICE. AWS MSK ReplicatorE AI&35tH 718 d1t HIX
LA & EE £0[7]| Q3 XU 2 Et2dXQl AEE|Y OHEEFO|ME &H 25E = ‘BA'QL—IEP

MSK Replicator= MSK Z2{AE Mol 24X XIS HIS7| =X 7|52 M3522 AEX XH 2
E M5t ML QIZEtE ElstHLE 21 7t HESIZE HEE e Jt gigu ot

MSK Replicator= 7|2 ZAAE AISoR A5 2Z EF 2 ZLIERSHHL & E 2o Qo] 2
ClMHE HAlo 2 O|O|EHE SAE &= U&Lct E38 MSK Replicatore A 7+, HAMA Ao =5
(ACL), AH|X} 18 @Z A 5 ZQ 3t Kafka HIEIH|O|E{E SAELICH S7% X[240f| M 0f 4F | 23} 0
HIE 7} Bt M5l 42 CHE X102 HYUH{50] XIS HESH MIHE £ U&LICH AW

—

MSK Replicator= 2|™ ZF SXM(CRR)QF 8 2| SM|(SRR)E 25 X|HFLICH X[ 7 SHME
HE MSK 22 AE{Q CHef MSK 22{AE{7} MZ CHE X[Hof /U&LICH AWS S X[H SR M=
HE MSK 2HAES CHA MSK 22{AE7F 25F S48 X[Hof| /&LICH AWS &4 3 CHaf MSK
S{AEE MMFH & MSK Replicatoroll A At 35HoF & L|C}.

(® Note

MSK Replicatore CHS AWS X[ X|H{EfLICt O|F S5 (us-east-1, H{X|L|o} S§&), O|F

E (0= 88 2, 2350[|2), 0|2 ME (28 us-west-2), F& (eu-west-1, OFLRE), R
(eu central-1, ZF I F=E), ot A|o} EfH Y (ap--Central-1, TR IAFZE) HSE-1, AJIx
2), o} Alo} EfT Y (ap-southeast-2, A|EL]), R (eu-north-1, AS &), ofAlo} EHE Y (ap-
south-1, FHI0I), & (eu-west-3, Tt2|), =HOLHI2IF} (sa-east-1) & Tt=2F), of Ao} EfHQF
(ap-northeast-2, ME), 7 (eu-west-2, ZH), Ot Alo}t BB Y (ap-northeast-1, =2), 0I5 M
2 (us-west-1, ZZ|Z Lo} §8), FliLiCHca-MEH-1, MER).

CH2 2 Amazon MSK Replicatore| & 7} x| &8tx40l 2 = Q1L |Ct

- OF 2| 2E2|Y ol Z2/7i0|M HE: AISK X[H £FME ”’“ﬂxl dnT SHHE 017 2
sff 7t&dol =1 LHF&Eol Flol 2E2|Y ol EE2[7io|ME L

g
« O|O|E] HMA X|9d AlZH EHF: C S X|2|1X 22| AH|RFo|A| K|
AE MSELict

R

AlZtol & B olole]

Amazon MSK ReplicatorZt £I217t2? 169
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« MEL{0of|H| CllO|E{ HHZE: 3tLt2| Apache Kafka 22{AE{0i| A 0424 Apache Kafka EEHAEE G| O]
E{E SAtstod oig] B/EIEL{7} ZtRLo| OB SAIEE 7HE = JUTF guict

1
=24

£ 2|8t dlolE]| &lA|: 042 Apache Kafka 2E{AE{2| HIO|E{E &tLIo| 2E{AEZ SALSt0{ &
Al

_|
A
A&l A AlZE ClolEol| CHEt QIAO|EE ZHESHAH| dEe + JU&LICh

. ZZOIM A3 T MAHOE HOIE{f ANA: THE B4d SIS A 5t04 B AWS X|2J0fA] £ 8
£l M7|8 O} X[MOE RSO R Hstod O B2 K AIZHT HIZ 2R COIE{E MIBELICH

Amazon MSK Replicator &/ & 2f 4]

MSK Replicatorg A|Zft2{H CHA 2 EHAE X[Go| M| SH|7[E 480k & L|Ct AWS MSK
Replicator= &4 2= 7|2 E|™ol = EE{AES| 2 & |0|EE EtZo|2t= e AWS 2|7e| 2
HAEE XS SAFRLICH AA EE{AES} B 2HAEE 22 X(F0|LE OHE X0l JUE = UE
LICH AWS CH& 2B{AE 7} ot & EXMSHX| et= B2 O|& A gsHofF &LCt

ReplicatorE A445lM MSK ReplicatorE Z2 3t B E Z[AAE CHA EE{AE{ 2] AWS X|dof HiZ 5}
0 ClO|E{ =&l x| AlZtE =|&5HELICH =X X[ AlZt2 MSK E2{AEH AWS X[ 7 HIERIT A
2, HE Y e FHAES X2 8F, B2 L iy FHAEC| TtE|M = S ofz] 2lof et Eet
ZLIC}H. MSK Replicatore 7| EI.’.‘.&E ASe2 &YstEE EF S ZLIEHBSHHL &g Ze o
O] 2C|MHE &Aoo = H|O|EHE FSAE = A&LIC.

CilolEf =X

7|22 2 MSK Replicator= 44 Z2{AE EZ DiE[Mo| £[A @ T Mo|M Ched EBAEZE ZE O

O|EIE HIS7|MeZ SARLICE “M FH A4 A S AP HE0| 71K U= B MSK Replicator= A

FH Ee FM oE/ME XSS = HAMst0] Y B{AE 0| SALELICH 5HX[2F Replicator7} CH

SHAEMM M FH E= FA TEIMEE AX[stn 445t Ol 2|0 30x7t 23+ &LTh o

¢ EAE| FHT7F EE7| T 24 FHo] dEE HAX= SHEX| f&Ut £ FHo &

gt 71Z HIAIXIE Che 2RHAE0| SHSIEE B2 48 5ol &4 ZFe{AH FA| HE[MO| 7HY 0|
=

(=]
QEMNEE SXME AESHE § Replicators A = l&Lct.

-

MSK SH|7|= CIOIEHE M&E K| E&LICH CIOIEHE &4 EEAEHMM AHIZ|D QIHZ 2| HIHE
Tl chat 22{AE{ofl 7ISELCh dOlE7 832 7|FE|HL MAIZ £ MuisiH HE{E &}
=02 X|YELICH MSK Replicator®t S2{AE| 7to] ZE E41 2l OB & S0 g4 23535}
Euct | ot Z2 2 & MSK SXl|7| APl 2£ 0| Z4R{E/LIC}. DescribeClusterV2 CreateTopic
DescribeTopicDynamicConfiguration AWS CloudTrail MSK E27{ 210 S8 LI&O|
HtIELICH.
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MSK Replicator= 2|Z&E2|70|E] WE{7} 32! CHY FeHAE| FHME dEFLICH Ee

HAEOIM &M 2R QA 4ME £ olaLlch

B2 Y 2

rot

HElC||O|E| 2K

EE 3t MSK Replicatore= &4 Z2{AE Q| HIEIH|O|EE CHA 2{AERE SAE = UA&LICH HEH O
Elole FA 74, 27| HMA Mo{ SE (ACL) L AH|XI 285 2= Alo| ZEHELICH Hlo|E EX|Qt
OtEH7HX| 2 HEHHIO|E SXM T HISZ7IMo 2 O|Fo{ELICH d& &4 SK Replicator= M|E}
Clo|Ee | ECt diole |XME M AR LICEH

o o
do
g|=l
=

Qgto 2 MSK Replicatore AE 20| i T oi| 7772 x| (FA| THE|AM

2) oM = AA EBHAES| AH|RM| HAH #[AMSHEFLICH AH|AF 2 & 0| A4 E{AEM X|AHAE
JE0| 20 HIS H &2 X2 & = U&LICH &, Ol FHAEHE

A= O B2 55 HAIRIE Mx2I5HAH Euct ol2{8t X|ed2 EolE{™H LA 22

EZlo| & B& (&AM mE|Me| &) BH et ZotM AHIE AlZFSHoF &FL[CH AH]

™ MSK Replicator7t AHS2 2 X|242 E04FLILC}.

& » MSK
o~ N Replicator
= P

Source MSK Cluster

Amazon MSK ReplicatorE MA5t7| @8t @+ AFEnt 1ed AFE

Amazon MSK ReplicatorE &l&5t2{™ Ct& MSK 2HAE F AFEE F15HM L.

A

+ MSK Replicator& MAds5l= o 22
- XHE[E EHAH R8O HE

« MSK MHZ|A EAEH 74

23t

fa
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Amazon Managed Streaming for Apache Kafka JHEER} 70| =

. BHAE TA W ALY

rr
ini
I}
0
ro
M
ro

MSK ReplicatorE 435t

CH2 2 MSK ReplicatorE M45t= o 2
=

8 IAM H2 0| of| IL|Ct. O] kafka:TagResource 42
MSK ReplicatorE A& i Ef2 7t M-S E |

RH
g0l 2o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"iam:PassRole",
"iam:CreateServicelinkedRole",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:CreateNetworkInterface",
"ec2:DescribeVpcs",
"kafka:CreateReplicator",
"kafka:TagResource"
1,
"Resource": "*"
}
]
}

CtE2 SHM7[& dB5t= IAM HAof 0| IL|CH kafka:DescribeReplicator & dnt
kafka:ListTagsForResource & & 5tLt7I 2 5HX|0F = CF 2 F 72 ot=LCt

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"kafka:DescribeReplicator",
"kafka:ListTagsForResource"

1,

"Resource": "*"

mkl

MSK ReplicatorE 45t= ol 28t Het 172
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}
]
}
XHE|lE EHAEH S HH
KHE|E QUAEHA % Kafka HX, HIEX T 7o CHE 7 AFEHILICE

« MSK Replicatore &4 2 CHY E2HAEZE MSK Z2H|MIE EHAEQF MSK MHEIA 2844
E{E 25 Z &304 X[ ErLICH 3R] MSK Replicatordl M= CHE R% 9| Kafka EB{AE{E X5t
x| ef&Lct.

e MSK AH{Z|A SHAE{E IAM HAMA Ho{7} TR stT, Apache Kafka ACL £X|E X|H5tX| &t
H &AM 4 SHME MEMo2 X|HE LD MSK MEHEIAE HAESIAL.

* MSK Replicator= &4 ZEAESF Cle FSHAETH Z2 X0l UE CHE X[Hol| UE A 80|

Apache Kafka 2.7.0 0|4 & M&st= Z2{AE{0|AEH X[ ELICH AWS
« MSK Replicator= QIAEA 0| m5.large 0|42l FB{AEE X|BELICH t3.small 22{AEE

XX ef&LICt,

« MSK ZZH|X'Y EHAE S} &7 MSK Replicatorg At&3tE A9 44 L CHA EHAE 250
Z|A 370l E2 77 HRELICH 5 71| 788 Yo Qe EBHAE ZHo HIOIEE SAME = U
X|ot e 2{AElE A 4710 E27{7 ZgtLct.

o &4 MSK 2HAES T MSK 2EHAE7I 2+ S AFol 2{oof &LICH AWS CHE A9
2AH 7t SAE KIHEIX| et&LICH

<

o AA UCHY MSK 2B{AE{TL AMZ CHE X[ (AWS X[ 7H) of = B, MSK Replicatort| M=

AA EHAES| IAM HM[A Ao W2 9|5 CtS VPC ZEt0|8! 122 g Mstatof g LICH &4
SHAEI OHE 218 YHof= Ot S VPCIF ER56HK| e &LICH SYE X[Fo| F2E{AE ztoi H[o]
E{E SAlsl= 42 CHE VPC7F 2R 35HX| eE&LICH AWS the section called “EF 2|0 2| CH&
VPC Zz}ol|Y! "2 A RSHAIL.

=

e o
my -

MSK MEE|A EAH 74

« MSK MHE|IAE FA| M4 ol MSK MHE[A CHA S AEf Cig = 74
(cleanup.policy, compression.type, max.message.bytes, retention.bytes,
retention.ms)e| SAME X|HELIC.

« MSK MtHE|lA= =X 7td 718t 01 compression.type, max.message.bytes,
retention.bytes, retention.ms FA| 440+ x| ErL|CH

XHElE 2AH 3 HE 173
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- SX7]= CHY MSK MHE|A FE{AEM 83712 & FEl TtE[ME AFEFLICH CHaf MSK AME{Z|
A B{AE{0] SE8 o FFE THE[MO| UK EHOIFLICH MSK MH 72 ZHE #E5tHAl
2.

FEIAE T4 HH AR

« MSK ReplicatorE 8438t o= AS5E AEZ|XIE 7AHL I1X| &t= XWO| E&LICH CHY 2214
E{7} ASSIEIX| o2 B A4 E{AE7 ASstElo] UEX| 045 0of BAH Q0| MSKE A S SHE
AEBIX| FHEE SASHK| &LICH SH7I7F HEE & Cld EAEWM ASE AEEX|E 7
£ 42 57|12 chA| MMdsHor gLict AISStEIR| f2 ERHAEM HASstE E2{AEZ H|O|
EIE SAStE E 42 X 742 sAEIAE o Euict 71E FHAM ASE AEE[X| #2445 &
HIE 3 E XML

« MSK Replicatorg 483t o= EAE 74 MYS HESX| OtMIR. EBHAE 74 HHE
MSK ReplicatorgE 45t= S¢ AE ELICt. MSK Replicatore}t £+tzdE —.-_-7(1|E 2 x[st24™H MSK
Replicator7} M4l Fof= Ctg HWE WHE5HK| OHMIL.

- MSK 2HAEE t3 QIAHA R¥o 2 HAFLICH
o MHIA A odst MEtE HEELICH

- MSK C}& VPC Z2t0|4! o142 HIg Astgct

. T BEIAE| 2lAaA T8 HME HABLICH

- 2MAE Eot OF A8 HEFLC

Amazon MSK Replicator& A-&30{ A|&f5t7|

Ol AA&MoIME SUE AWS X[ £= CHE X[ol| 2 E{AES CHY EHAEE MY YWY

2 EoiELICt AWS 13 CFH2 sE S EAE{E AF25104 Amazon MSK ReplicatorS A4 A4gtL|C}.

1EHAl: Amazon MSK &4 SE{AE £H|

MSK ReplicatorE 2|5l 0|0| MAEl MSK AA ZE{AE{7} Qe F2 o] Mo MHE QF AIEE 5

Eot=x| #elstbe. 2| s* HOS

EtA o]l 2} MSK Z 2 H|X

| cC =

MHZIA AA 2 B{AEH

O
E Mdgct.
2| 7t 2 5 Z|® o] MSK Replicator A4 ZE{AEE MMslE TEMAT QAMEILICH CHS A%}
oA xtO|™S AAHEFLICH
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-enable-disable-topic-tiered-storage-cli.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-enable-disable-topic-tiered-storage-cli.html
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JHeER 7Hol=

1. &4 B[™|M IAM HA[A Ko7 74X /= MSK Z2H|X'd EB{AE = MHHEA EEHAHE

HEgLICH AA FHAEOE E|A 3742 E=27{7} Qlo{ok gfLICtH

2. 2|™ 7k MSK Replicatore| < 247t Z2H|X'd SHAEY M IAM HM[A Ko &|7H|of CHaH
CtE VPC Z 208! dAE A8t & MEst0 g LCt ChS vPCIt /g3t El d<o= ¢l

SElx| gt 218 /80l XIHEX| gf=Ch= ™ol R2

SCRAM)E 2|ali Ct& VPC Z 20|t 1A dHE L

|stMIR. CHE Q1B & A(MTLS EE SASL/
12 & i&LICH MSK EHAEof| 435t = Cf

£ Zcto|¢MEo CHell mTLS EE= SASL/SCRAM 21& HMHE SAlo| AAE == U&LICH 2& 2

HAE ME HE HER3 HHH|M E= UpdateConnectivity APIE AFS
SHE HEFMR. a2 E2BA

oldl 4742 R MEt £ olaL|Ct 2 {AE A8 X7} CFE VPC

F A4
o
Z

E{7F MSK AMHE[A 2B{AEQ 2 OHS VPC ZEt0[ A A Hes ¥

= X|2d MSK Replicatore| 39 MSK
M CtE Scto|HET QIS EIX| pf2 2l

o
3. 2|™ ZF MSK Replicatore| A< 2|AA 7|8 A
5t MSK7t sie 2 2{AE ol 1225104 H|O|E

&tof CtS VPC =2t

&Lt

S{AEE CIS VPC Z2to|8l ¢dZ30| 2R SHK| ofo
2 A85t01 SHAE | AL HMAE £ A&LICH

=
AHE A85t04 Ol S +dE =+ U&LITH. Amazon MSK B[4 7|HJ 7‘5"—'1_'.:_ *Fﬁowg s

2| 9| MSK Replicatore| A< O| &HHE s=&E &7l &Lt

Console: create resource policy

C}S JSONCE AA ZP{AE| MAMS oH|0|ESL|CE RIE| EAIRIE AA
B3 LICt

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"kafka.amazonaws.com"

.

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": "<sourceClusterARN>"

Z2{AECS ARNSE

1E-A|: Amazon MSK A4 E8{AE{ &H|
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}

Services Q

Amazon MSK

¥ MSK Clusters
Clusters
Cluster configurations
Managed VPC connections New

Replicators New

MSK Connect
Connectors
Custom plugins

Worker configurations

Resources
AWS Streaming Data Solution

AWS Glue Schema Registry [4

Customer survey

CloudShell

Feedback Language

N. Virginia v replicator @

® New feature: MSK Serverless
Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2

® We have launched a new feedback form to make it easier for you to send us feedback and let us know of
features you'd like to see in Amazon Managed Streaming for Apache Kafka.

Leave feedback b4

Amazon MSK » Clusters » multiVPC

multiVPC

’E

Edit/Delete

Upgrade Apache Kafka version
Cluster summary Pd 3

Edit cluster configuration

Status Edit broker type

Apache Kafka version ARN

2.8.1 Edit number of brokers

@ Active arn:aws:kafka:u

1 Edit security settings

Cluster type Total number of brokers

3 Edit storage

Provisioned 3 5
Edit monitoring
Edit log delivery
X . ) Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations
Edit cluster polic
poilcy T
Delete
Amazon CloudWatch metrics Analytics

Create Studio notebook [4

No time range selected | UTC Create Apache Flink application [4

- [G

CPU (User) usa

Connectors

4

Disk usage by broker Create MSK Connector [4

Percent Percent

© 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

CLI: create resource policy

HI:AWS Z2£2 ME5t0 A SHAEE HHst T M IAM g2 dHsts SME HHSHH

ZLRfh AE| HA G gtof AWS AZAELICE MSKTL 7|&E IAM HE S MEFHESE 3t7{Lt 2Y

g2 ddots B O3 AE HHME i Ao 24Zst01 MSK Replicator7t sl g S &S

= ULE M. Ago| MZ| BHHE +Hss YWH| CHEF RAIEH I8 2 UE +=H e RS

A2

1. Ol BHE MS5t0{ MSK S RHAE HAMO| AR HHE 7S LICH X2 ZAIKE AX| 22
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aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",

"Policy": "..."

}

2. ElAA J|H MM S MAIE04 MSK Replicator7b A4 ZE{AE 0] HMAE £+ UTE FHSE
LICI CIS 22 HIESISZ AI85l0d RI2| EAIRIE AKX AA ST{AE ARNSZ BHZAE L
Ct.

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

b

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": "<sourceClusterARN>"
}

]
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Access permissions

Replicator uses |IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4}.

(@ You can't change the access permissions after you create the replicator.

Access to cluster resources

© Create or update 1AM role MSKReplicatorServiceRole-. with required policies

(O Choose from IAM roles that Amazon MSK can assume

>

b. Amazon MSK7} Z& = = IAM Q& S0 MEYE MEASto] T/EHIAM ° %% M5t
Al2. IAM H2 g E|H] & A8 = CHAl AWSMSKReplicatorExecutionRole #ZIE IAM
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafka.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<yourAccountID>"
}
}
}
]
}
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2. 24 Uy MSK E2EHAEM SX ESfEE X[HE = U S8 47| 2 47| 80| JUe=X| &
QIEFLICE. MSK Replicator= AA Z2EHAE(SANS| AH|AF & 1} CHa EHAE (A1) 2| AR}
g2 guct et FAES OHE ESiEHI HE 0 =Xl EEfEHE X|HE = ULE EB{AH
T2 Z2H[M'F5HoF &L|Ct MSK AR 37| 2o CHet X[E2 72?2? AME HESHAMR
3. 2
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=AM
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3. Kafka CLI =7 & A835t04 &4 S{AE0 CHsl| CHE BHS AJ-HFLICH
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add-config 'consumer_byte_
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster-v2.html
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"
.
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"

DataVolumekKMSKeyIde| 2 12 2| 7|8 X|IHst 7Lt AH el MSKE AWS #EIY 7|
(alias/aws/kaftka)E& X|H& = JU&LICE EncryptionAtRest X 5HX| &L 0t Amazon MSKE&=
0{715| of| M& & CIOIEHE ¥ =3t efLict AWS BE™ 7|2 2HAEHWM AHE 52l 7|8 &elste{™
GET 2HE ELH7HLt DescribeCluster API 34 S &8 LICY.

EncryptionInTransit®| B2 InClusterQ| 7|&Z(2 trueLICt Lt 2274 7t CO|E{ 7}
MEE M Amazon MSK7t &5 3}5tX| eI =5 5l24H O| & false2 HHE &= U&LICH

ZCI0|HES} HZ27{ AlO|of| MEEl= HIO|Eo| 58t RPEE X|H52dM ClientBrokerE TLS,
TLS_PLAINTEXT & PLAINTEXTS| M| 7} X| 2t & stutz A&dstL|ct

T

SEIAEIE OHE 0 35 NS XINs

mjo

1. O™ oMo LHiES mUo| Mot mtdof Hot= O|FS RIGELICH o|E S04,

encryption-settings.jsonO|2t1 X|&&L|Ct.

2. create-cluster HHE AT encryption-info SM2 AFE5l04 714 JSONS X{E 8t
ot g 7t2|Zuct chE 2 o LCt {YOUR MSK VERSION}E Apache Kafka Z2+0|P1E HH
o Ux|ote HES R HAERLICH MSK 22{AE HTE &= 2ol CHE XEMIEH LI 2 To find
the version of your MSK cluster M2 & Z5HML. MSK 2 2{AE| T} CHE Apache Kafka 2
BtO|P1E TS AFE 5T Apache Kafka CIO|E] &4, &4, 718 SX|7 &g 5= Ql&LICt

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3
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"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"

fol
1]
ol

TLS & %3 E HAES E{H

1. the section called “3Et7|: 22t0|1E Al MA7 o X|&of 2l ECI0|HE {AlIE BHELILCE.

2. Z-2lo|E HAlof| Apache Kafka® M x|&fLICH.
3. O] dxoiAM= JvM EE—IAEAEN% Ar&3t0{ MSK EHAEQF SAIELICH O|F A dte{H ™
X Zzt0o|AE Halol| /tmpEte EEE BHELICH O3 CHE Apache Kafka x| EHQI bine 2

O|S3stod Chx HEE s F*'AISP_. (JVM B2 £ CHE + J&LIH)

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

4. Z2}0|E HAle| Apache Kafka x| ZHQI binol U= SO CHS LIBSE
client.propertiesct= BIAE mlg pHELCH

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore. jks

5. AWS CLI Ax|El AlAHRIM CIE HHEE A3 D ClusterARNS ##### ARN## CHA|E LICEH

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

M3l A= oS0t Z &Lt oS BAHO 2RstEE ol ZIHE MESHAAIR.
{
"BootstrapBrokerStringTls": "a-1l.example.g7oein.c2.kafka.us-

east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g70ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

6. CIg BHS A™Astod O] HH M & ES HEEFH A= XRIE F LR
BootstrapBrokerStringT1sCHAELICE.

5 5h= o M| AIRHEILIR? 210
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic

TLSTestTopic
7. MEZES D sYUE 2EI0|UE Helo| AZFLICH I S BHEE Adsto] 2& AH|
RHE HderLct.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. ALXt FHolM 2R HAIX| BHEHE =I5t 0 AH[AL HollM SUE HIAIXIE H&LICH Amazon
MSKE O]l HIAXIE H&sts S 5 EM&LICH

2f = 3£l Cl|O|E{2 %35t == Apache Kafka E2t0|HEE Fdst= HRdol| CHEt RHAlEH L8 2
Kafka 2EI0|HE TS HEHAAIL.

Amazon MSK API0{ CHEF 215 &l HEt 504

AWS Identity and Access Management (IAM) 2 Z2|At7t 2[A A0 CHEt HMAE OHHSHA Ho{E
= AWS AMH|A JIEE AWS T 2HELICEH IAM 2 2|AH= Amazon MSK E|AAE AFSE = U F ¢
S(EI)5tT HEtE Fo(Het ER)E = U= AFSKHE Mo{&L|CH IAM2 &7 AWS

10| AL E = U&LCt

o| H O| x|l A= IAME A2 3510{ 2B{AE{0)| A Amazon MSK EHed
I.

£ g MEELICH 2 {AE{0lM Apache Kafka 24 £+8E & Qe AFEXIE Ao{5tE Yo
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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

A5 J1e 55 oA 217


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

tLE2| Amazon MSK 2 AE| M A

0| 0i0d| M= Amazon Web Services A 2| IAM AL XHo|H| E2HAE & 5HLEC!
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"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateCluster",
"Effect":"Allow",
"Action":[
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*"
1,
"Resource":"arn:aws:kafka:us-east-1:012345678012:cluster/
purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef0123ab01-2"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:cluster/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:username}"
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o| MH|&

OlEE &

A4 &2 o2& A KafkaServiceRolePolicyol AZELICH o] Z=Hof CHE A
2z 5 & A2 KafkaServiceRolePolicy.

AWSServiceRoleForKafka AMH|A @443 &2 et 2 +=lst7| |l CHS MH|AE A Z|EHL|CE.

+ kafka.

"Versio

amazonaws.com

XA S E5| Amazon MSK= 2|AA0] CHsl CFS &Hodg 2tz 8t £ QlaLct.

n': "2012-10-17",

"Statement": [

{
"Effe
"Acti

"ec2:

"acm

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

ct": "Allow",

on": [

CreateNetworkInterface",
DescribeNetworkInterfaces",
CreateNetworkInterfacePermission",
AttachNetworkInterface",
DeleteNetworkInterface",
DetachNetworkInterface",
DescribeVpcEndpoints",
-pca:GetCertificateAuthorityCertificate",

"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I
{

"Effect": "Allow",
"Action": [

"ec2

1,

:ModifyVpcEndpoint"

"Resource": "arn:*:ec2:*:*:subnet/*"

iy
{

"Effect": "Allow",
"Action": [

"ec2
"ec2

1,

:DeleteVpcEndpoints",
:ModifyVpcEndpoint"

"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
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"ec2:ResourceTag/AWSMSKManaged": "true"
1,
"StringlLike": {
"ec2:ResourceTag/ClusterArn": "*"
}
}
3,
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"

1,

"Resource": "*",

"Condition": {

"ArnLike": {
"secretsmanager:SecretId": "arn:*:secretsmanager:*:*:secret:AmazonMSK_*"
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JHeER 7Hol=

o IAMTEF — Amazon MSK7} AFE A A'H0| A MH|A @14 &g M5t A& XEH7F Amazon MSK

of MH|& A g S g + leciH Ee Lo

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcAttribute",
"kms:DescribeKey",
"kms:CreateGrant",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
1,
"Resource": "*"
},
{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

]

.
{
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"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/AWSMSKManaged": "true"
},
"StringLike": {
"aws:RequestTag/ClusterArn": "*"
}
}
1,

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
I

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
1,
"StringLike": {
"ec2:ResourceTag/ClusterArn": "*"
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "kafka.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
I

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*"

},
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/delivery.logs.amazonaws.com/

AWSServiceRoleForLogDelivery*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}
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AWS Z 2|8 E3: AmazonMSK M| A ReadOnly

O| M2 Amazon MSKC| MEE = &= & 7| & HEE ALEXtolAH £oigfL|Ct o] H&o|
REl 2ot TR 7|E ElAAE HHOIESHHLE AXE = g2 M Amazon MSK E|AAE H4E
= GELICH o & 04 O|248F HEtO| /U= FAl= AHalo Adn AZE E{AH Y AE SES
£ = UX[E EHAES #EO0|L MHEHE HEE == Q& LICH ST HAo| M2 Ct3t 2ol 1
EstE LIt

« Amazon MSK™8 — Amazon MSK E|AAE L}Q5t 1, , 2 24

o o =
Amazon EC2W8F — Z{AE{Q} &21El Amazon VPC, MEY! Hot O & L ENIE
St

« AWS KMSTE - ST{AESt 2E 7|1E dBst= ol ALEELICH

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"kafka:Describe*",
"kafka:List*",
"kafka:Get*",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"kms:DescribeKey"
1,
"Effect": "Allow",
"Resource": "*"

AWS & 2|8 H: KafkaServiceRolePolicy

IAM KafkaServiceRolePolicy IE|E|0f 4AE 4= gi&LICt. O] WA MH|A @44 dgof HEE|od

Amazon MSK7} MSK 2 2{AE{0M VPC AIEZQIE(FHHE) B2, HEXZ 2E{H 0|A EE], AWS

Secrets Manager2 Z{AE 20 015 HE (et 22 &YE s = ULS FLICh RtAEH
H = the section called “AMH|A 917 g E FHE5HAM L.

o
E=
In o
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AWS ZH 2|3 H2: AWSMSKReplicatorExecutionRole

O| AWSMSKReplicatorExecutionRole 22 Amazon MSK S&|7|0 MSK £2{AF Ztoi oI O|E
E SAg = e HEt2 Fofgfuct g "ol HEt2 chant 2ol 2 EstE LY.

AMT =T T

0

« topic— Amazon MSK Replicator0l| FA|E dE, M L HES T FAo| XM FHE HEY =

A= HetE FOo{FLICH

- consumer group— Amazon MSK Replicator0il AH|X} 2&S HH
MYmE eln mn SXZ7F 488t LR FRE AAHE = e Here —'?'—Oii*L—llZF.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ClusterPermissions",
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AlterTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:WriteDatalIdempotently"
1,
"Resource": [
"arn:aws:kafka:*:*:cluster/*"
]
},
{
"Sid": "TopicPermissions",
"Effect": "Allow",
"Action": [
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"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AlterTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:AlterCluster"

1,

"Resource": [
"arn:aws:kafka:*:*:topic/*/*"

]

},

{

"Sid": "GroupPermissions",

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:*:*:group/*/*"

]

}
]
}
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CH2 M| 2 /7= mateojackson IAM AFEAI7L 2£2 AFE
kafka:DeleteCluster H&t0| Qe A< ghAigtL|Ct.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

O] B Mateo= purchaseQueriesCluster 242 AF&5t0{ kafka:DeleteCluster 2[AA0]
HMASHES {85t HMS YOlO|EStetn B2|Atof|H - 'LCt.
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https://docs.aws.amazon.com/msk/1.0/apireference/operations.html
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Amazon MSKE HAM|A O|HEE 7|E35tE2E 0| Z4ALE £ U&LICH XIAM|SH HE = the section
called “CloudTrail O|HIE"E & E3HA[L.
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IAM HM|A M0{E AFE 5= MSK E2HAE{0]| CHSH Apache Kaftka ACL APIE S£& + &
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Amazon MSK2| IAM M| A Ao] &F& 4]

Amazon MSKOi| CHet IAM HAM[A X|0{E AtEstEdH ChE HHIE +-stH, ol MMo| LiHX| FEoi
M REMI5| DB LICH

« the section called “IAM HA|A H0{1E AF5t= S {AE] MAL”
« the section called “IAM HAM|A K012 Q|Et Z2}0|HE FAI”

the section called “T & 504 A MAY~

the section called “IAM HAM|A K|O{E Tt FEEAEY HEFH 71X 7|

IAM 4 Al A &[0 232



Amazon Managed Streaming for Apache Kafka JHEER} 70| =

IAM A& RI0IE AR 3t BEAE] M4

O| MM0f M= AWS Management Console, API EE= & AF&5104 IAM M A K0{& AL 5tE 22
A 4% MAStE AWS CLI S AEELICE 7|& Se{AE0| CHEH IAM M| A K018 AFS M-St
= wheHof| CH 8 AFM|IBH LI 2 the section called “E.0F 0|0/ E” MME A XML

AWS Management Console & Al&3510{ IAM HAMA X018 A5t EHAEHE HMHE &= &L
C

_

1. https://console.aws.amazon.com/msk/0H|A{ Amazon MSK 2£& L|C}.
2. E{AH ddg MEiFhLCH

3. AMERXIE HEo=z EBHAE PSS MEELICH

4. QB MMM IAM HMA Ko{E MEHELICH

5. SHAE MME 8t LIHX| KIE2E =2 § L}

AP| EE= E AFE75104 IAM HAM|A XN0{E AFESlE EBHAEE MMEHL|CH AWS CLI

o |AM YA|A Ko7} EMEEl 2HAE{E MAISHE{T CreateClusterAPl EEE create-cluster
CLI B2 A5l meto|E{of CH2 JSONS MESHAA|IL. ClientAuthentication
"ClientAuthentication": { "Sasl": { "Iam": { "Enabled": true } }
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« SASL_OAUTHBEARER HI7{LI& & AF& 304 H| Java 2EI0|01E 7
« SASL_OAUTHBEARER H|7HLI& EE&= AWS_MSK_IAM H|Z{L|EE AF25l04 Java 22}0|HE T

Ad
o
SASL _OAUTHBEARER HZL|E & Al235104 IAM 7+

1. Ot2H Python Kafka 2ZI0[HE OiXo|M Z X EA|El +FEE 7I0|=EE A& 3510{ client.properties T
Motdg HAEGLICH M HE2 O E Ao{o|ME HIxE L c

#!/usr/bin/python3from kafka import KafkaProducer
from kafka.errors import KafkaError

IAM UM A A|oq 233
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import socket
import time
from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<my aws region>')
return token

tp = MSKTokenProvider()

producer = KafkaProducexr(
bootstrap_servers='<my bootstrap string>',
security_protocol="SASL_SSL',
sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

topic = "<my-topic>"
while True:
try:
inp=input(">")
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)

producer.close()

2. MEE 7 Mool & gto|EE{2|E CHRZEs D Y ¢lof 2to|= 22| T 0| X|2f AlZH3t 7|

MMol A= XIEHE HEAM L.

 JavaScript: https://github.com/aws/aws-msk-iam-sasl-signer-js#getting-started

Python: https://github.com/aws/aws-msk-iam-sasl-signer-python#get-started

Go: https://github.com/aws/aws-msk-iam-sasl-signer-go#getting-started

.NET: https://github.com/aws/aws-msk-iam-sasl-signer-net#getting-started

JAVA: Java& SASL_OAUTHBEARER x| aws-msk-iam-authjar IS Sl AFR 75
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https://github.com/aws/aws-msk-iam-auth/releases
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MSK AL A} X|&H AWS_MSK_IAM H|Z{LIE S Al235l0{ IAMS T4

1. client. properties uoi Ct=2 2 F7HefLICt. <PATH TO_TRUST_STORE_ FILE>E ZclO0|
OiEO| EE{AE AE0] m}ol CHEt MHFSI=El A2 2 HZ3sH|C}

® Note
EMOISME AME3X| t224M client.properties IFUAM
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>E M|74{3t™ & L|C}.
ssl.truststore.location®| ZS X|&5tX| & 2™ Java Z2MANM 7|2 QS A
E ArS gLt

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

AWS X4 ZHZ 25 BHE BHE Z2 L2 AH&5tE{H SLH0|HE 74
awsProfileName="your profile name"; LU0 ZEA|F|AAI2. B
Mzt LHE2 AWS CLI Mo BHEI T LS FERFHAA|

2. 9HHX0l 2| Al aws-msk-iam-auth JAR I} S C}2 2 =510
AEotes B2 B0 et HH HEE THsto{ Chg S5EE %"—ﬂEfL—IEL
<dependency>

<groupld>software.amazon.msk</groupIld>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>
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OlRIEE T 438t g et o HAS ST YUE Z2Wo| AT} 7Y
called “IAM M| A XN0{E 2|8t ECI0|HE A" BHE T2 Z
TA33ts Wof Chal ABELICH

IAM 22 ote = ghedof CHst XEMIEH LIS 1AM HA MM S FXSHMIR.

CH 2 Ol§ 0| RITE SHAE{0] Chat M3t Kod B0l oL
|

I MyTestCluster. Action %
Resource 29| o|0|& 0|s5t2{™ the section called “Zr] 2l 2|AA Q| o|O"E A ZSHM2.

/A Important

IAM Z%0]| CHEF #173 AFSHS 1AM API 2 AWS CLI 0 SA| BHAEILICH T22{Lt & wizdo|
MBEI2H 4T 8 AIZH0| AR 4 BLICH CHEE
1
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AA EH

=
S #7Ae 12 o|ufoll M ELICH U

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/

abcd1234-0123-abcd-5678-1234abcd-1"

]

.
{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [

"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/*"

}I
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{
"Effect": "Allow",
"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"
1,
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:group/MyTestCluster/*"
]
}
]
}
SHEl Mg

CllOJE] A4 2! AH|QF ZH2 UHFE Ol Apache Kafka AFE AlE{|ol SHESHE =X QAT 2
MM SHE B2 2ol 2 B4 the section called “YEt AL2 AFE|"E B XSHMIR.
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Kafka EHZ1 2.8.0 0|40 M= WriteDataldempotently T8+0| I O| & AF& £|X| f & LICH (KIP-679).
7|22 2 enable.idempotence = true’l MEE|0] U&LICH [2FA Kafka BHT1 2.8.0 0|4}
o| AL IAM2 Kafka ACLT} St 7|52 MB5HXR| et&LICH Y Fxol CHSt WriteData Al
A Mot MBS s M= FA|ol writeDataldempotently S —’Fé”ga* £ lgLich ol 2& FH[of
WriteDataZl MSEle Bole GFE O|x|x| ef&LICt 0] B2 WriteDataldempotently7t &
SELICt o= IAM 2 2]o| 7134 g ATt Kafka ACLS| 731 & Alof Xt0[7} Q47| HE ILICE.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster",
"kafka-cluster:WriteDatalIdempotently"
1,
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/
abcdl1234-0123-abcd-5678-1234abcd-1"
]
.
{
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"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/
abcdl1234-0123-abcd-5678-1234abcd-1/TestTopic"
]

O| A2 WriteData: TestTopicOll CiE AA7|& 5{& 6t WriteDataldempotently2 ZE{AFE]
of CHEt HEM M7IE SHBELICH WriteDataldempotentlyE EAE =& HEHol2te ™Mol &
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Tlof {e® siE HAo| &St x| ef&LICH
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ol PAFS

CtS Z 0= Amazon MSKE /8 IAM A A K0{E ALSE [ HEH 2o HAMol| AFSE
X 89| 2|AAE Bo{&ELICE DescribeClusterAPl EE= AWS CLI describe-cluster &
AWS Management Console EE&= 0| AM 22{AE{ Amazon 2|2&4 0§ (ARN) 2 7HMH2 = %
JH S 22 AE ARNS AF25t0d A, 15, ERZM ID ARNS 28 4 QlaLct HE
Ao A 2| AAS R|M5HE{H sHE 2|AA S| ARNS AHREFLICEH
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Resource ARN &4/
SHAH arn:aws:kafka:region:account-id :cluster/cluster-name /cluster-uuid

=H| arn:aws:kafka:region:account-id :topic/cluster-name /cluster-u
uid /topic-name

& arn:aws:kafka:region:account-id :group/cluster-name /cluster-u
uid /group-name

EMMMMID  arn:aws:kafka:region:account-id :transactional-id/cluster-n
ame /cluster-uuid /transactional-id

HE(*) QFUEIIEE ARNS| :cluster/, :topic/, :group/, :transactional-id/ Fl0 2=
B & o{C|ofMLt o] H AL E = UELICH COhS2 EE() ALUEFIEE AIE6I0{ X |02 E H
Zote Wedof cHek & 7HX| of &LICE

« arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/*: E2{AE{ 2| UUID
o ArEtgiol RE 2{AEQl ZE FH| 0|0| MyTestCluster X|&E/L|C}H

arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test: O|& 0| MyTestCluster '_test'0| 1 UUID7} abcd1234-0123-
abcd-5678-1234abcd-12! 2E{AE{0|A O|F 0| “_test’E BlLt= 2 FA.

* arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1: AFE A} 7H|™Hof 0|5 0| X|HE Z2{AEQ 2
E 7 &of Cier EHMM D7} 5555abed-1111-abecd-1234-121 2 & EZHEM MyTestCluster &
MyTestCluster, O|&0| X|HE 2AHE H/HE OIS AXE OIS 22 O|lE2 2 O E EX{AHE
HstH o] 2|44 ARNEZ AFES5I0 & 2EAEM SYE ETXME IDE EAIE £+ &Lt O
BiLE ARIE SHAEE AMAE £ olaLch
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£ the section called

Amazon MSKO{| CHEH IAM M| A AMofe| R QI BE Zredof CHE REMIEH LIS
“Ztod 9l 2jA 40| o0 MMS HESAIL.
® Note
7|2Mo 2 2ejo| HFE ELICH 2LI0|UET +-E = UESF HEHE Foisitis
2 BAMo 2 5{&38HofF gLt
ALE AbE| 2 &Y
= 2| Rt kafka-cluster:*
FH| 4o kafka-cluster:Connect
kafka-cluster:CreateTopic
CllO[E A4t kafka-cluster:Connect
kafka-cluster:DescribeTopic
kafka-cluster:WriteData
CllO|E{ AAH]| kafka-cluster:Connect
kafka-cluster:DescribeTopic
kafka-cluster:DescribeGroup
kafka-cluster:AlterGroup
kafka-cluster:ReadData
HS O 2 Cl|o|E A4t kafka-cluster:Connect
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kafka-cluster:

kafka-cluster:

kafka-cluster
potently

kafka-cluster:

kafka-cluster:

kafka-cluster

kafka-cluster:

actionalld

kafka-cluster:

ionallId

kafka-cluster

kafka-cluster

DescribeTopic
WriteData

:WriteDataIdem

Connect
DescribeTopic
:WriteData

DescribeTrans
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:Connect
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erDynamicConfiguration

kafka-cluster

kafka-cluster
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kafka-cluster

:Connect
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ALE AbE| 2 &Y

FHe| 74 UH[o|E kafka-cluster:Connect
kafka-cluster:DescribeTopic
DynamicConfiguration
kafka-cluster:AlterTopicDyn
amicConfiguration

FH 3 kafka-cluster:Connect

kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic
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O Z 2|7 0| A404| A Amazon MSK EZ7{Z2| ¢4Z40] CH5H TLSE £3F 22}0|0E QB S & M5te &
A&LICH E2to|E Q15 S AFE85IEd™ AWS Private CA7F R ELICH 2 2{AEQF AWS HH S
gt A Y = AWS Private CA 2411 CHE HHof| UE = U&LICH. AWS Private CA sof| CHeH xt
MiEt LIS a M4 & #E|E & X35 AI2 AWS Private CA.

® Note

28 HiolE & Ak X[HFoMHE TLS 2152 AL8E =+ el&LIch

Amazon MSKE @& M sliX| S5 (CRL)2 X|¥5tK| et&LICH E{AE FH|of CHEH HMAE X0
StAHLE &4 E Q1B ME AFE5HE{™ Apache Kafka ACL & 2o IE 2 AFSSHAIAI2. AWS Apache
Kafka ACL AF&0i| CHEF REMIBH L& 2 the section called “Apache Kafka ACL” MIME R X5HMIL.
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Zcto|ME 2B X|Hst= EHAHE W dstt{™

O| HRl= aE AIE235t04 20| E 25 S g H5tst= WS E0o{ELICH. AWS Private CA

(® Note
A3 TLSE AH8510 BMAE Mo{E = ZF MSK AWS Private CA E2{AE{ 0] CH3H 5 &%
S Z M&83tE [0l E4&LICH Ol A 3tH PCA7F MY S TLS 215 M= B MSK E2AH
ol ME RIS ElLCt.

1. C}g 2YXE 717 clientauthinfo.jsonOl2teE TS MM EFLIC)H Private-CA-ARNS
PCAS| ARNS Z HtEL|C},

{
"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]
}
}
2. the section called “E AI&35t0] F2{AE Hd AWS CLI"| dHEICHE

brokernodegroupinfo.json It A4AstL|CH.
3. ZC0|ME 2IE5 2 At835t2{H Z20|HER 7{ 7t
2 2HXE 7T encryptioninfo.jsonO|2t= It US M EELICH KMS-Key-ARNE KMS 7|
O| ARNS E HtELICH ClientBrokerE TLS &= TLS_PLAINTEXTE AHE + A&LICH

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
.
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}
ot 5 3tofl CH8H REMIBH LI 2 the section called “2t 3 3} (Encryption)” MM 2 2 XFIHI2.

{10158 Y ME & 5357t st E Fe{AH

=

o

4. AWS CLI Ax|E AAHIOM CIE HHES A&
HMstL|CH SH o MEBE S8{AE ARNS K& ELCt
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ol
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ffo

aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3

M-S S Zeto|MEE HEsit{H

ol

ZEI0|HE HAISZ ALEE Amazon EC2 QIAEAE MMErL|CH ZHEHS] 87| I8 2 HAE o
A8t At LSt VPCH| O QIAEAE HMeFL|Ct o218t 22I0IME HAIS MH5t= Ei
|2 Eh

ol CH8t ol XM= the section called “3EtA|: 22}0

o
FHNE MAMEILICH o2 S04, the section called “4EHA|: A MAl” EBHedo| XIS &X5

r
AWS CLI Mx|E! AlAEI0IM CHE BYE A-lstol 2HAES BREAEYM B2 I{E 7K
Cluster-ARNS S{AE{S| ARNSE HtELICE.

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

S0l M BootstrapBrokerStringTlsol QIZAE EAtUE S XEELICEH
Z2}o|HE HAl|M ClS W2 Aldslod JVM EB{AE AEO0{E Al235l0 22I0|M1E EFHA
E

AEO0{E gLt JVM BE7} CHE ZE< a0 et

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore. jks

sto{ Zctol1Eof CiEt = etol8! 7|& BtELCt
lias, Your-Store-Pass, Your-Key-Pass& ¥st=

20| E HAloM CHg EEE A
Distinguished-Name, Example-
AFEE HiEL[CEH

o

HO

>

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2

Z2tO|UE HAlolM Chs BES A=stod o|H EAOIAM BFHE Z2to|8! 7|2 IZM S B
SLCh.

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass
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]

250

—
[
w
ro
0l



Amazon Managed Streaming for Apache Kafka JHEER} 70| =

7. client-cert-sign-request TS @, ----- BEGIN CERTIFICATE REQUEST----- 2
NES2- I END CERTIFICATE REQUEST----- 2 BLeX| FHlgoh ----- BEGIN NEW
CERTIFICATE REQUEST----- 2 AESts B2, oo AE 220 2 220 Bo{ NEW &

1 Fo| B BEig ArX||ELICt.
8. AWS CLI Ax|El AAEIOMCHS

o4
o
ARNE PCA2| ARNS 2 HtZL|C}. 25}
A EFLICE.

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --csr
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

SEH M3 E 2EMH ARNE MEELICH

(@ Note
Zo0|ME 2B ME AMSIEd™ acm-pca get-certificate HHE A5t AR}
Q15 M ARNE X
M.

=
|& 8 Lct REAIEE LI 2 AWS CLI BE FH Z 0ol M get-certificate & & &

= HHE A™SH0o{ CHAl AWS Private CA AHAEEH QIS ME 71X LAMIL. Certificate-ARNE
™ HH>of cist SEOIM €2 ARN2Z HFEL|LC}.

I

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

10. O|%1 WS ASlst JSON AofA Certificate L CertificateChainoll HAZE EXtUEES
2432 O|F0| X|HEl M mtof 8042 &LICt signed-certificate-from-acm.
M Cert1f1cate01| HAE EXYE 204 IR C}Z, CertificateChain®t QIAE BXIYEE
%04 H&LCH \n EAE M £2 HFELICH COHS2 8 AM U IS AM #Ql8 20 &2 0|F 9| ot
o FZELCEH

AS TLS 9IF 251


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm-pca/get-certificate.html
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11.

12.

ZCt0|HE HeloM CHE BHEE Asiol MSK EZ27{et SAY M KMSE = UTLF 7| AE0]

of ol 215 ME F7}&tLCt.

mlo

keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

S 2EXE 7%l client.propertiesOl2te TUS HHELICH EHAE AE0{ A 7| A&
E 0] #X|& kafka.client.truststore. jksE XM&& 22 ZHEILICE {YOUR KAFKA
VERSION} AtE| E A|XHE Kafka E2t0|HE HHMS 2 CHAIELICE

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

RIEE ALE35t0] HIAIXIE Mt AtSste{H
1. CIS BHS A FHME MMELICH client.propertiesZhe IS O™ HXboi| A AAISH
b lLct
<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties
2. Z& YARIE AEfSte{H CHE BHES M-S LICH client.propertiesZhs THU2 O™ M}
of M A AS8H ThQiLict
<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties
3. Zco|HE HAo| M BHE FoM S BHS AAstod 2& AHIKE AL
43 TLS 213 252
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<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. EAXEEO| HAIXIE Y245t D LR Eo| EA|IZ=X| &Qlgh|ct.

AWS Secrets Managerg sttt 212! A4 & 215

Amazon MSK 2

AWS Secrets Managerg At&36t01 M Y ES k= 2301 XtH 3HE ALHE 5104
15 HE & M&stH
CC

)
BHAE{O| CHEF HMAE M o{& = U&LICH Secrets Managerdl A& AF E0F QI

2ot ols ME ZEAL UOIOIE, mAQF Z2 EMAE 2B 9| L= 7 E20{ELICt. E§ Secrets
Managerg At&35tH SHAE 7Hol AFSXL 2ot 918 HEE SR = U&LUCH

« Amazon MSK 28{AEE 2|8 SASL/SCRAM 215 M%
o AR} R

« M ALY

12

= HEAI
S o™

Amazon MSK2| 21921 Hot 215 MHE QI&2 SASL/SCRAM(SlmpIe Authentication and Security
Layer/Salted Challenge Response Mechanism) /52 At &tL|Ct S 2{AE{of CHEH 2221 E ok QI
H oI5 2 Ad5tEd™ AWS Secrets Manager0l A 20+ &5 2|AAE M50 2301 2ot 2l
g 2ot ot 5 of @4t LCt

o oA
o o

T
NM
ol

SASL/SCRAMES RFC 580201 &9|E|04 Q)& LICH SCRAME Eot 314l ot 135S AF235H Sa}0|
IEQI M ZHol LRt BIAE 2391 Hot Q

(® Note

Z{AEof CHall SASL/SCRAM

P58 MXSEI™H Amazon MSKE SEI0|EQ EHZ 74 ZH9|
2 E EcHEol CHal TLS =358 A%

SASL/SCRAM 215 253


https://docs.aws.amazon.com/secretsmanager/?id=docs_gateway
https://tools.ietf.org/html/rfc5802
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Amazon MSK 2 HAE{E 9|3+ SASL/SCRAM Q1= AX

Secrets Managero| A AWS A|ZZIE M t2{™ Secrets Manager AFE HAEMO| A2 M 21 4
AR EEPUSAWS [FEN L.

Amazon MSK 22{AE0| CHEF 2ot S E M= F20= ChE 27 AHE |2ol5HM2.

= MEXF X|H AWS KMS 7|2 AF235HLt 2t 0f CHEN A AFR A K| AWS KMS 7|E BHE 0]
g ecrets Manager= 7|29 2 A|330f 7|2 AWS KMS 7|& At FLICE

o
o
-
[l
wn

/A Important
7|2 AWS KMS 7|2 M8t &5 = Amazon MSK 2 {AE{0|AM Al2E £ Q& LTt

- UHtEIAE SME ALE504 7|-gf Ho{E 2=isieiH 221 EeF 215 HE 0|7t CHS &40
0{0F gFL|Ct.
{
"username": "alice",
"password": "alice-secret"
}

- Hot k5o CiEt Amazon 2|4 A O|F(ARN) #t

/A Important

the section called “ 2{AE 3 7|E MAsHH =H:
Z 15t EAE0|= Secrets Manager 22 &f &

- 2 A23t0d AWS CLI A|Z2!2 MAst= 72 nhetole{oll 7| ID E= ARNS kms-key-id X|&3t
A

1
¥l
|>
m
_K;
mn

ZA35t24™H Amazon MSK £ L= BatchAssociateScramSecret® 42 AFE 6
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-scram-secrets.html#BatchAssociateScramSecret
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/A Important
A SE S{AEQ A5 Amazon MSKE StHAE7I Holst Hot ¢f 5 ZHofl M| A S
g = AT §8slE 2laa HAME k2 of 4 ELICE O] 2lAaA HAME =Xl A
= Ot ELICI O|&7| 5t E{AE7F EoF 450 HMASHE W XS = U&LicH

C BatchAssociateScramSecret 19| oA JSON =i Hot &S & S E{AE{QF oA4E
LIC}.

"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/
abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"

]
}
29I Hot 0lE HEE AHE5tod EE{AHo| 4E
Hotofs & ddstn SE{AE0| ¢dZstE SEI0(AUEE FeHAE HAZAE + U&LICH CHS oA
EtH oAM= SASLISCRAM R1&5 & At dt= S{AE{0| 2EH0[AUEE AZst= Lt oA FHofA
4d & AHlstE HE 2odELICH

1. AWS CLI# ### ##### ## ### #### ClusterARN# ##### ARN## #####.

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

2. Ox| =S MAIstedH CFS H2S AMSI0d BootstrapServer#### O THAO|AM & E 5t
HE2F{ AEZQIE F 5tLI2 CHAELICTH

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapServerString --replication-factor 3 --partitions 1 --topic
ExampleTopicName

3. Zcio|UE MM 50l MEE ALSA 2o Q15 HEI7F 23 E JAAS 78 mtels HHehL
Ct. o & S01 AtEX} aliceod| CHsl CHEIF 22 LIE2 dog
LICF.

2 users_jaas.confile ItUS M8l
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KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

4. C}S HHS AIS5104 JAAS 4 1l Y S KAFKA_OPTS &Z mizto|Ee 2 LHE Lt

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

5. ./tmp CIZE{2|0f kafka.client.truststore. jkscte IS MAEHLICH

6. LIS HHES AS5104 JVM cacerts ZCH0A] O[T EHAH|of| A A A48t
kafka.client.truststore.jks IUZ JDK 7| MEA DS SALELICE JDKFolderE
QIAEAAO| JDK E{ O|E2 2 HZAEILICE 02 S0{ JDK E{2| O|ER java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64% & U&LICH.

cp /usr/lib/jvm/IDKFolder/jre/lib/security/cacerts /tmp/kafka.client.truststore.jks

7. Apache Kafka Ax[|2| bin C|EE{Z|0] C}2 LHE 22 client_sasl.propertiesct= EE10]
AE £ ntUg HHFLICH o I U2 SASL HI7ALIEY Z2EZS HolgrLch

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512
ssl.truststore.location=<path-to-keystore-file>/kafka.client.truststore. jks

8. OIS BHo= REAEYM EHE7 EXtEg HMELICH E2{AE2] Amazon 2|44 O|& (ARN)
ClusterArn2 2 HIT &AL,

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

H2390| JSON ZA1}of| A BootstrapBrokerStringSaslScramO|2ts EAMQD Q4BHE Z2t2 XN
N

o
9. MM oA FHZE Y5tE{H Seto|UE Ao CHg BWEE A~ Lot
BootstrapBrokerStrlngSaslScram# Ol BEHHAM AMEt ZEo 2 CHAISHA AR,
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

10. HME FX0|Mq AHE5tEd™ 22t0|E HAloMd Ctg HE2
BootstrapBrokerStringSasl#### ### T8t 2t 2 HIF A AL,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

AR A Y

MR e 2ot 50 7|-Zf HOIZ AFSAIE MM LICH Secrets Manager 2£0{A Yt HIAE

A
o 11—
SME M85t d? 212 Hot 215 HE HIo|HE CHE A2 2 x|HaloF & Lict

"username": "alice",
"password": "alice-secret"

AL RE HMA F|A: BEHAEO| HMASH| & Y2 E Fadto{H HXY 2l
B0 M ACLE M7Hst7{LE M8 Chg Ho &5 A2 siAlste Ae HEELICh ol= Ch3n 22
O|f & LIcH.

« MEXE MHSZ 7|E d42 FolX| e&Lic

o =
- Hob et of cHet #HE Atgo| MutkEl= olol= z[Ci 1020] AL F LI

Amazon MSKO0{| A ACLZ AtE5te 2ol CHE XEAMIBH LHE 2 Apache Kafka ACL MM E E T 5HAl
o

-l .

ZooKeeper ZEE Al &5t= E{AES B AFEXI7F ACLE =5t 255 ZooKeeper = =0
CHEt HMAE ANEHsHE 20| E&LICH REAMIEH HE = obmtx|oi| CHEF M| A A|0{ ZooKeeperE & &
StAl2.

Mgt AL

SCRAM E¢t ot 5 & AL8¢ = CHS M ALEoll R2lstA 2.
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« Amazon MSKE SCRAM-SHA-512 QIS0 x| &4 &FL|C}.
« Amazon MSK ZZ{AE= %|CH 1,00082| AHEXHE £
« AWS KMS key Al 21} E7H aE AFR =
2 S = Amazon MSKSt &7H A& & 5= Qi&LICH KMS 7| ‘4dof CHEr RFMISH LIS CHE 255t
KMS 7| dd8 FXstMR.
« Secrets Manager0i M= HICHE KMS 7|E A E £ gl& Lt

« BatchAssociateScramSecret® 42 AF&35t04 § Hoil Z|CH 107He| HIZE Ec{AE A48T = U
&L|Ct.

)
o
-
n
N
nec 4o
> M
LLI
paLl
rH
L]
Pal
nQ
Fol
tob
N
i
>
()
ol
rr
HL
o

<]

bt

+ Amazon MSK 2 Z{AE{Qt 1T ot o5 0| 0|E0lE XA AmazonMSK_7} {040k &tL|Ct.

« Amazon MSK Z2{AE{e} ZEE H|L2 ZHAE L 88 Amazon Web Services 71 & AWS
X|2dof Qlo{of Eict.

Apache Kafka ACL

Apache Kafka0oll= £2{1 7ts8t Mt F04Xt7t o] HEt £04xt 7340| &7 A S ELICt. out-of-

box Amazon MSKE E27{9| server.properties ZIt0iX O HEt £04xE & HSHEHLICt.

Apache Kafka ACL2| EA2 “F P= RP2 HR|st= EE 2|44 RO CHEt ZAE HO| 51 [5&8/
745 LICt.” ResourcePattern RP7F £ ElAA Rt UX|5tX| 2™ Roj| @12 E ACLO| gie =

E +H{XN 029 +F & RO AMAE 4= gi&LICH O] Apache Kafka S22 #HEsE{H &4
allow.everyone.if.no.acl.foundZ true2 M&ELIC} Amazon MSKE Ol £4E 7|EMe =z
trueE A™MELICH &, Amazon MSK 2EHAHE A E [ 2|AA0 ACLE BAIMoE HH5HX| &
oM BE Hot =TI o] E[AL0 HMAE = JU&LICH EI_/.\_AOH CHSH ACLZ & 4dststH &0
Fo{E EoF FX|OF ACLO| HMAE 4= USLICH TLS &% QB2 A8 5104 FA|of CHE HMAE A|
ehst 11 E2t0|AE | HEHE 045t Apache Kafka & $ =|7<+ CLIE At83t0{ ACLE F7HE L
Ct. ACL =7}, M7 & Ltd 2ol CHEt XtMIEH LIS 2 Kafka Q1F BHEE QIE{H0|AE FHASHAA
(@}

—r .

POI'

Ze0|ME Qo E=277t 7|2 TE[Mo|M HIAIXKIE SMY = ULSF ZE BE2FH0| AT FX|of
CHEF MM A HEHE FodsloF B LICH BEE27{7F FHof ML = gle B FAof Ciet Sx7t A
mfgfL|ct,

ZFAof| CHEE 17| L AT HMA HEHE FIHSHHLE M H5HEd™
1. HZZ7{7} ACLO|

ol Al F=~|od| cH

e BE FxlolM 28 4 =S ACL ElolZ 0| B2 78 FIELCH Ha
3 947 24 NEER
Lojif chg e

| AMA HEHE F0o{5t MSK 2EHAESt & A= 2LHo|HUE O
A—ELICH

-
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-scram-secrets.html#BatchAssociateScramSecret
https://cwiki.apache.org/confluence/display/KAFKA/Kafka+Authorization+Command+Line+Interface
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HetRE 7HOl=
Distinguished-Name2 si'd EHAES| RFEAEYM HZF{O|DNSE HIE C}Z 0| 11
R O|§2| X Hmi Ot &I E 2ol Q E ARG S HE(*)E HELICH o & 04, 22{AH
O|REAEM EHZ27{F 5tL}0J DNS b-6.mytestcluster.67281x.c4.kafka.us-

east-1.amazonaws.comO| U= o-?- CH2 WR9| pistinguished-Nameg

* . mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com@ 2 HEL|CH BFEA
ER HE2FHE 7t = SHol cHet XA LHE

I BHg AT AL,

£ the section called “BEEAEZ HZ 7] 7} X2

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
--bootstrap-server BootstrapServerString --add --allow-principal

"User:CN=Distinguished-Name" --operation Read --group=* --topic Topic-Name
2. FH[ol cHEt 47| HM|A HEHE Fofsti{H SEH0IHUE HAIoA CHE BHEE AAeLICH o
Z TLS Q52 M8ste B2 Zeto|d! 7|8 dEE W AE8r Wt SYE Distinguished-

Nameg AFEELICE.

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
--bootstrap-server BootstrapServerString --add --allow-principal

"User:CN=Distinguished-Name" --operation Read --group=* --topic Topic-Name

042
[=N=) =o

217| HM|A HEHS M52 --addE --removeR HHF0| 22 B st ELich.

-

3. FHof CHEE A 7| HMA HEHE 2045248 SCt0|¢E HAM CHS Hy S AJSiL|Ct &
S TLS QB S AM8ste A2 Z2tol4! 7|18 MME mf AFEE 220t
Nameg AFEErLICE.

Eols
S =0

Distinguished-

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
--bootstrap-server BootstrapServerString --add --allow-principal
"User:CN=Distinguished-Name" --operation Write --topic Topic-Name

M| HMA HEHE N 7{5IE4H --addE --removeZ HIF0{ Z2 HE2 A

o o =

0%

ot L.

Amazon MSK Z22{AE{o| EoF O & 473

o
Ol Wo[X[olME 7I&E MSK ESHAE S| Eot O 58 HBsts YHE HFFELICH §H AEX MEO
M A HetE MSskHLE S SHAEof CHE "—'.*Hlé% Migtst7| 2ol EeHAEe| 2ot 258 HE

A 2
of & = U&LIcH Eot aEoi| CiEt RFAMIE LHE 2 Amazon VPC AHE B0 VPCO| £t T

259


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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1. 2| ListNodesAPI EE= list-nodes BHEE ALE5t0{ EE{AE|Q| EE27{ S5& J7IX{E AWS CLI
AUELICH O] 2ol Autols EE7{Qt AE B L E Q{3 QIE{H|O|A(ENI)Q| ID7t Z & E
L|CH.

2.  AWS Management Console 212!t 11 https://console.aws.amazon.com/ec2/ 0| A Amazon EC2

4. 1% Ho 3 QlEfno| A8 Mgt
5. 3 ) EAOIA ThR2 A W ENIE MEHEHLICH 81 AERO] Bted Bl B MeiE b et
2 MBI ST ENIOI M Sot T8 S SR ELICH & BN B0l THR 2t ENI

® Note
Amazon EC2 2£& ALE5t0{ E{AEe Eot OFof Ciet HE ALE2 HERXZ M
HOo| MSK &0 BHIE|X| f&LICH

6. M EoH1Eo| FElg TAst0d TZH0| HE ol HHAE
ofl CHEH XFAMIBH LIS 2 Amazon VPC AHE ATAMOlA 72 71,

/A Important
S{AES HZ 7t ¢IAE Eot O E S HASH O S siY E{AEW M EEHE F7t5HH
Amazon MSKE M EZ7{E E{AE7} MHE [ Se{AEQF AQE e 2o a5 14
ghLiC gLt EAET SHIZA & S6iedH D E E277F SYUs HoF 1 &0 o4& (0

0{oF FLICH mhetM Eot D& S HEE & M E27HE FIIste B2 Ol™ HRIE CHAl =
L

HOtA O] 0|R 2 Amazon MSK S E{AE{ 2] YUE 9l Apache ZooKeeper = =01 CHEF M| A S A||5HE
= A&LCH =0 CHEt HMAE AEHst7| -?—lﬁH WL ol Hot OES €Y E = ULt JH S
g 2o JE ol CHE HAM|lA HEtE ZEE = J}U&LICH

otubx|ofl CHEF HMIA A0 ZooKeeper 260


https://docs.amazonaws.cn/en_us/msk/1.0/apireference/clusters-clusterarn-nodes.html#ListNodes
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/list-nodes.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules
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/A Important

O] MM Kraft 2E0|M A E|E EHAENE MEEIX| E&LICH the section called “3.24
ZE DC"MHMME FTFAHARL.

OII

l_l

ol FHIE CHE Mg T

lII)

LICH.

ol
I-_I

18

« Apache ZooKeeper = Heof 2ot JFoi Hix|st2{H

« Apache0i| A TLS 2ot AH ZooKeeper

Apache ZooKeeper ==& Hr o| 29t O &0l HiX|5tE{H™

1. 2HAE{Q| Apache ZooKeeper 212 EAEE 7t ZLICH REAMIBH HE2 the section called
“ZooKeeper ZE"(2)E XM L. ¢4 EXLE0l= Apache ZooKeeper .==2| DNS O|§0|
ELct

2. host EE= ping €2
iz

TTE AL85t0f O B0l L2 DNS OIS S IP FAR HELICH
ol Mxte| SR Rt

S22 0| IP FAE XESHAAIL.

3.  AWS Management Console 21 Q!5 11 https://console.aws.amazon.com/ec2/ M| Amazon EC2

242 oot
4. A x| NETWORK & SECURITY(HIES|3 L £ ot of2oll M Network Interfaces(HIE ST @l

5. UHESZ QEm o[ EO|E flof AM E=of 22{AH O|§S U=E ChS returnS URELICH
O|Z A st E|o|E0] EAIZ[E HERXA EHO|A £7F AR} HAZAE QEH oAz KB
Lt

6. S5o| X Hm HELZ QEm|o|Aol siEstE el AR FE20i U FHelgs MEgL|ct

7. HO|X| P':FOI M= HE #olMq = Z=eto|8! IPv4 IPE #&LICt Of IP =471 O ™MAtel & &
HollMH ©b2 IP F4A & stLet UX|5HH 0| HER{Z QUEH0|A Tt FE{AES UF QI
ZooKeeper h:':01| S E|ie22 oj0|gLct OZK| fo™ o] HE QT QIE{m 0|A Qo &QIEt
MEHZ F(A5tD, SE0| M CHE UESRZ QIEH0|AE MEHEILICH HIEST QIEHO|AE M

EistE =MeE 325K E&LICt CHS EHA 0| = Apache ZooKeeper = =01 E§EE ZE HE

?|3 QIEm|o|AN M SUE 2 S SHLE g LCH

8. Apache ZooKeeper =E0i| 8ilEstE HE QT QIE{H 0|AS AMEHE = m|O|X| AFEHo| Zhed o
w8 MElECIE 2ot OF a2 MEigLCt ol HERA QlEHm oA M 2ot OES &Y E
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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Lich 2oF O & ddoi CHet REM[Eh LHE 2 Amazon VPC B MO 2¢F T &5 4 S FHESHA
o

L.

9. O| EtHE Ht=35lo{ E2B{AE Q| Apache ZooKeeper .= E 2t QIZE 2 E HES3 QIEH 0|A
of SUst M 2ot OF =S T ELICH

o
10. O|A| of A 2ot T F0f HMAE = U= AASKE MEE = J&LICH Eot O35 73 Aol o
4 0

2F XkAMIEH LIS 2 Amazon VPC AEMOIM = 74 H7H, UCI0[EE HZESHAIR.

Apache0l M TLS 29+ AL ZooKeeper

Z2l0|1EQ} Apache =E 7t &
ZooKeeper =E0{ TLS E9 % T

£

TLS
)

of Hot2 M8E =+ U&LICE ZooKeeper Apache
1 Z0o| Q

Al
&t
« Apache0Oi| M TLS E2+2 A& 3t2{H 2 2{AE 7t Apache Kafka BT 2.5.1 O|& 2 A& 3ok & LICH

ZooKeeper
« SAEE MMSHL 7 HE W TLS EotE EMstErLCt TLS7F & 448 El Apache Kafka

o
7™ 2.5.1 O|&4 22 OHE S {AEE Apache AIEZQIEO| TLS EOH2 AIS2 2 AL ELIC.
ZooKeeper TLS 20t M7&of CHEF RtAMIEH LIS 2 L= 8t= o{ZH AZSILER? MME HESHAIL.
Z

« X412 AFE35104 TLS Apache YIEZQIEE Z{AHsH |C}

« kafka-configs.sh! kafka-acls.shE= &= Aot &7 AEE Apache ZooKeeper 743 T}
g MMBHLICH ZooKeeper Zt =0 A --zk-tls-config-file OH7HEH4Z A& 8104 Apache
ZooKeeper 42 X|™H&LICH.

ooKeeper DescribeCluster

Ct2 M= LB QI Apache #+4 IHYUE ZooKeeper 2 04ELICEH

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore. jks
zookeeper.ssl.truststore.password=test1234

« 7|EF B (0i:kafka-topics) o] B KAFKA_OPTS &4 #4+E AI835104 Apache ZooKeeper OH
i HE TSl oF ELICH CHS o XMl= Apache ZooKeeper OH7H BH4+E CIE HHof| MY SIS
KAFKA_OPTS &4 8 Fdst= &g EoigLct

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#CreatingSecurityGroups
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://kafka.apache.org/documentation/#security_authz_cli
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-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

KAFKA_OPTS &4 HE F et o= CLI BHEE HHYMoE AEE = J&LICH CHS o
Mol M= 83 #4=2] Apache ZooKeeper 782 A& 3504 Apache Kafka &A1& Bt LICt
KAFKA_OPTS

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic
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Apache Kafka 227 218 Amazon Logs, Amazon S3, Amazon CloudWatch Data Firehose2} &2
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&LICH AWS CloudTrail.
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https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
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"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

H AWS KMSZHE| 7|2+ & 7H -managed key (SSE-KMS) & A +25+04 S3HZIo| MH & 255 E
A2, Amazon MSK7t E27{ It U2 HZ!o| £ &= U5 KMS 72| 7| H&oi Ct22 F7}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
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create-cluster BEE update-monitoring HHS AIS 6t MEHX
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{
"BrokerLogs": {
"s3t: {
"Bucket": "ExampleBucketName",
"Prefix": "ExamplePrefix",
"Enabled": true
b
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true
b
"CloudWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

APIE AI235lo{ 227 210 7 A
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
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https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/msk/1.0/apireference/operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"Records": [
{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:usexr/Joe",
"accountId": "@12345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"userName": "Joe"

I

"eventTime": "2018-12-12T02:29:247",

"eventSource": "kafka.amazonaws.com",

"eventName": "DescribeCluster",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {

"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

I

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el18dbd42aas",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
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"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "012345678901",

"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
.
"eventTime": "2018-12-12T02:29:40Z",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
.
"responseElements": {
"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
},
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf@663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

CHS oldlE e E04F £ CloudTrail 221 & =2 2E0{&ELIC} kafka-cluster:CreateTopic

{

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",
"userName": "Admin"

.

"eventTime": "2021-03-01T12:51:1972",
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"eventSource": "kafka-cluster.amazonaws.com",

"eventName": "CreateTopic",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.51.100.0/24",

"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970

Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b10 java/1.8.0_272
scala/2.12.8 vendor/Red_Hat,_Inc.",
"requestParameters": {
"kafkaAPI": "CreateTopics",
"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-
dae9-440d-85db-4ef52679674d-1/Topic9"
I
"responseElements": null,
"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",
"eventID": "belf93fd-4f14-4634-ab02-b5a79cb833d2",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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DescribeCluster AWS CLI B{Z12] of|

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":

"SERVICE_PROVIDED_EIPS"}}

Ol update-connectivity B&9O| £242 C}S JSON oAt Z&LCt

"arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

"ClusterArn": :
abcdefab-1234-abcd-5678-cdef0123ab01-2",
"arn:aws:kafka:us-east-1:012345678012:cluster-

"ClusterOperationArn":
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-

abcd-4f7f-1234-9876543210ef"

}
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® Note
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"{"PublicAccess": {"Type": "DISABLED"}}'

2. update-connectivity®d Z0E 7IXti™M Ctg HHES AJELICt o|m
ClusterOperationArn# BE £330 M 7tX{2 ARN2 E CHAIELICH update-
connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

Ol describe-cluster-operation &9l £232 C}S JSON KAt Z& Lt

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

},
"TargetClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"
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"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
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"clientAuthentication": {

"sasl": {
"iam": {

"enabled": TRUE
}

}

}
}
}
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{

"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012"

},
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"
1,
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"

}
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Example APIE At835t04 215 MHAE 7A7LE 11edH S S s>ELICH

MSK 2 & [ 4l UpdateConnectivity APIE AF&5t0{ CtE VPC Z2t0|8! H4ZE 2 741 ACTIVE 224
EloiM 215 MHE FHE &= U&LIC O ofd= E2{AE 0| A E SASL/SCRAM 2! |AM @15
XHE EoiELICt

M 2I1B HMAE ALS ARE M Q1B #MHoll CHEF 22I% VPC HAE MZ BHED S2toletE st A
OIF RHol SHE SEAEY B2 B AR TR Yol ot ELICH

215 AAHofl CHEt CHS VPC Z2t0[H! A HIEH3tstH S2t0|UE £2| 7|& VPC 20| HIZE S
AtEf2 HZAE| T 228 VPC 9128 T §Hstod 2B{AE| 9| PrivateLink 1 Z 27} MHELICH 32
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A

B 4 224 HY ASRHE SEIAEO CHE A HZS A4siok BrLiCt
Request:
{

"currentVersion": "string",

"connnectivityInfo": {
"publicAccess": {
"type": "string"
}I
"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
1,
"iam": {
"enabled": TRUE
}
1,
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": [
"123456789012"
]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"

1,

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"

}
]
}
MSK ZZ{AE{of it CE VPC Z2to|8! 12 /8t 2EI0|UE HEt

Kafka Ect0|AHEQF MSK E8{AF 7Hof CFE VPC Z2lo|8! ¢1Z4E M™siedH Scto|HEof CHE
kafka:CreateVpcConnection, ec2:CreateTags, ec2:CreateVPCEndpoint Zrdoi| CHEH Tt
2 2od5t= (A4S |ID MAMO| ZeEtL|Ct T2 C22 7|2 Z210|HE ID MAHoi| CHEt JSSONQ] of
ML ct,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"
1,
"Resource": "*"
}
]
}
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<path-to-your-kafka-installation>/bin/kafka-mirror-maker.sh --consumer.config
config/mirrormaker-consumer.properties --producer.config config/mirrormaker-
producer.properties --whitelist '.*'

Ol BH|M config/mirrormaker-consumer.propertiest
CLUSTER_ONPREMOY| = R EAER H27{E 7t2[ZLICHod:
bootstrap.servers=localhost:9092). 12|11 CLUSTER O| FEAEM EHZ
748 config/mirrormaker-producer.properties 7F2IZILIC} (0d:) AWSMSK.
bootstrap.servers=10.0.0.237:9092,10.0.2.196:9092,10.0.1.233:9092
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3. O3 2EI=7I & & e ddstn 0|&E prometheus.ymlZ X|EgfLICH

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. ListNodes® g AF235101 EE{AEH EZ2FH S8 7K &= UYU&LIch
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JHeER 7Hol=

5. LCI= JSONS S35l targets.json It M

|C}. broker_dns_1, broker_dns_2 % Lt

MHX| EZ27{ DNS O|& & O[T EtAo|MH EZ7{0 CH5H L2 DNS O|E 2 Z HFEL|C} O|T EHA|

oM ESstZE BEZHE ZE
Exporter0ll ZE 110028 A &LICH.

ZooKeeper mode targets.json

"labels": {
Iljobll: IljmX

},

"targets": [

"broker_dns_1:11001",
"broker _dns_2:11001",

"broker_dns_N:11001"

]
.
{
"labels": {
"job": "node"
.
"targets": [

"broker _dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"

KRaft mode targets.json

"labels": {
Iljobll: Iljmx

grLICH Amazon MSK= JMX Exporterod £ E 110012, Node

Amazon EC2 RIAEIA | A Prometheus A E A%
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},

"targets": [
"broker_dns_1:11001",
"broker_dns_2:11001",

"broker_dns_N:11001",
"controller_dns_1:11001",
"controller_dns_2:11001",
"controller_dns_3:11001"

"labels": {
Iljobll: Ilnodell

},

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"

(@ Note
Kraft ZEE2{0|M JMX HEZRE 233 ste{8 ZIEEE{ DNS 0|§2 JSON 1t o)

CHA O 2 FII6HML. of: AN ZHEEP] controller _dns_1:11001 DNS O|E2 &
controller_dns_1 HIF &AL,

prometheus.yml 2! targets.jsong M et C|HEE[AM CE BHES AL

./prometheus

Amazon EC2 RQIAEAA | A Prometheus EAE A7 320
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7. O|™ EtAH 0| A PrometheusE A& 8t Amazon EC2 QIAEIAO| |IPv4 TH{EE! IP TAE B&LICE
ClS EAHOIM o]l HER! P FA7 ERELICH

8. Prometheus & UI0| YA ASE{H Amazon EC2 QIAEIAO| HHAE £ QlE HEIRKE
QT prometheus-Instance-Public-IP:90902 2 O|S¢&tL|Ct. 047|M Prometheus-
Instance-Public-IPE O|™ BEHA0IM 2 HER! P =AQlL|C}

Prometheus X|E

JMXZ Apache Kafkaoll 2|8l & El ZE X|E = Prometheus 2 Z ZLIE{RIZ2 A5}

0 HMAE = Q&LICt Apache Kafka X|ZE 0l CHEF XEAM|IBH L& 2 Apache Kafka A A Q]
MonitoringE & X354 A|2. Apache Kafka X|ZE 2t &7H AH[At x| X|E L JMX MBean O|&
kafka.consumer.group:type=ConsumerLagMetrics Ol ZE 110010{|AM At E = &L
Ct. Prometheus = E LHELH7|E AFE 3504 ZE 110020l EZ7{0i CHEt CPU & C|AF X|EE

Mg+ gLt

Amazon Managed Service for Prometheus0l| Prometheus X|& X%

Amazon Managed Service for Prometheus= Amazon MSK EAE ZLIERI0| AF8E = U &
Prometheus 28t ZLIEHZ & 22 MH|AQLICH X|Eo| =&, AEZ|X|, #E| L LRSS
Aste 2HHBEIE MHA QLI E5F AWS 2o AMH|A 9L S8 (0] Cllo|E{ofl =1 ot 7|

P QUELICH 2EF A4 PromQL #E| 0{E ALE5t0 XIRE FEIst D X|Hof CHal L& == QU

XEMIBH LI 2 Amazon Managed Service for Prometheus AlZHSH7|E & ZSHAMI2.

Amazon MSK AEZ|X| 2F a2

Amazon MSK Z 2 H[X'd FBHAEHWM 2E{AEQ| 7|2 AEEX] 8F S MEELICH Z2H|IHIE
SAEM B2 AEC|X| 82 ATIStH E27{o| Of|o|E{ M4 ! AH| s240i Qe F0f
HIZO0| Eo| EE& 718 X2 ZeHE &= UE&LICH Amazon MSKE EHAES AEEX| 8&F 2 2L
E{@5t= Ol =&0| &= CloudWatch X|E£E& M3 gfLICH 3tX|EF AEE|X| 8 EXNE o &H #X
st sHZ2E = UET = Amazon MSKE S% ZHAE AER|X| 23 22 Kfs50=2 MEELICH A
EEX| EF 2oz EHAES AEE(X| S eIt flgt B 2 HII1M E 20
ZEEILICE Amazon MSK Z2£0M & LISl i E BT E AE6to FA| HY ZXIE =T = U&
L|Ct.

MSK 2EE|X| T LEolE AN ozt 7iMdolets & 7HR] &0l /&L
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- A (=R HR) AEEIX| 8F LR SHAH| HAMH AEE(X| 2 Mol e BELct
MSK 2BAE{| E27{7} C|A3 AEE|X| 8F 2| 60% = 80% Ol A8 B2 Y¥E e

=2 7{of CHet AFM 222 ghA| Ec.
« HM(ER TR ER') AEEIX| 8 S22 AZKIo|AH MSK 22AEC BE27] & stLtol Cla3
AEDX| 20| BEEE M £ XX F|5lod 528t ZB{AE EXME slZ2st == gfLct

Amazon MSK= O|2{3t & &lE Amazon MSK Z&, AWS 71Z CHA[E = EventBridge, Amazon 2 At
Xt AWS HHO| O|H Y B X2 XAFS o2 EHLICH 8t o|2Et Y El2 £=0|Lt w& 2], HIO|E
S Zr2 =70l EventBridge ME S5 Amazon2 7 8E = U&LICH

AERR| 8F A= 2E MSK Z2H|XIE E2HAEMAM 7|22 &

0| 7|52 MSKE AI8E =+ /U= ZE EITo|M A8 E + U&LICH

0%

stzld & & gLt

Amazon MSK AEZ|X| % & ZL|IEZ

0

ofEf 7hR| WHHO R AEEIX| 8T YRS HAY 4 YBLICH

« Amazon MSK Z2£Z O|S&LICH AEE|X| 8T L& 2 A L2 Fol 90 St EAELICH
gZlofe= Claa AEZIX| 8F XM E siZst7| e HE A L #HEE 23 S&0| =

« ListClustersDescribeCluster, ListClustersV2 £ DescribeClusterV2 APIE A}235t04 2
8t D E 222 & CustomerActionStatus & U&LICH

- AWS 74Z CHA|EEZE 0|S3t0f MSK & 7|E} AWS AH|A Q| 2

« AWS Health APl & EventBridgeAmazon2 A%43504 & & 2212 Datadog NewRelic, Slacklt Z 2
EtAL ESHECE Bt REE = A&LICH
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https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://aws.amazon.com/pm/eventbridge/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-api-destination-partners.html
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#ListClusters
https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters-clusterarn.html#DescribeClusterV2
https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters.html#ListClustersV2
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/health/latest/ug/health-api.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-api-destination-partners.html
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Amazon Linkedin MSK&} &7 AFE235tE otubx| 7tZ7I2 3
EXHAEE

Cruise Control& Ab&3t0q Linkedin Amazon MSK 22AEE A1, ol48 K| W +H5t1
SAE{Q| AEHQt AEHE TLIE{ZIE £ Q&L

ted ChE & s>dgLch

ol

Cruise Control€ CIR2ZE35tD 2E

1. Amazon MSK Z2{AE{2} S8 Amazon VPCO| Amazon EC2 QIAEAE MM

2. O|F B0l M8t Amazon EC2 QIAEI AN PrometheusE A x|&LICH
7|88 SUCh 718 ZE H3 = 9090 LICt EB{AEo CHE X|E
T-5tE Wedof et XHM[EF L& 2 the section called “Prometheus&
Mg FRSML.

3. Amazon EC2 QIAEAO0|M Cruise Control& CHHREEFLICH (E= H5te @< Cruise Control
of = O] Amazon EC2 QIAEIAE A& £ Ql&LICH) Apache Kafka EHZ 2.4.*7F M x| &l 22
AE{9| B %[4l 2.4.* Cruise Control ZIZ|AE AFSELICH EE{AE 0l 2.4 *ECt 22 El Apache
Kafka EHT0| = B2, %41 2.0.* Cruise Control 2 2|AE AFSErLICH,

4. Cruise Control I} UO| A EE E CIF YFES # ECE 0|5 LICH

=

CHS BE S Adsthod git

L

At
= ALS st

e

EEP ometheusa
L™ 2LIER

sudo yum -y install git

rOl'

Ald5to| 24 2|ZXIEEIE E7ISHELICE Your-Cruise-Control-Folderg&
| (Cruise Control CH2ZE 0| =2 EUS ] 7IML2 EC)2 2 #HZAFLICH.

git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."

o424
o o

7. C}

1jo
jo
>
o

5tod &4 IEE Lot

./gradlew jar copyDependantlLibs

Cruise Controlg 745l A&¥5te{H CISE =& ELIC

1. config/cruisecontrol.properties IS CtS1 20| UCO|EELICH oA R E
AERM MH U REEAEM HEFH BXUES FHAHS 22 HIFAMAIR. F2{AHO]

323
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Amazon Managed Streaming for Apache Kafka JHEER} 70| =

CHEH ol2{Et 2XIYS YoM 2a0lM SHAE ME HEE HOIY & ALt E=

5|
GetBootstrapBrokers 2! DescribeClusterAPl 2124 EE = 0]0f| A4S 8t= CLIZE AH2E £ d&LICH

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption
security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

7|12t CcPU Z0o{ 2 HESZ
st= CLI) 2 A2 5tod ClA
toil e A= Amazon EC2 Q!

2. config/capacityCores.json I}E TZXl50{ SHIE I:I E—L
/&= AMEt2 XIYELICt DescribeClusterAPl ¢4 (EE=
3 37| #olg = QU&LICH CPU 20 & LHIERZ /&
ABRA M.

olo Hu

ol

o+ 1

=
12
o=

J0 m

==

~

"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "10000",
"CPU": {
"num.cores": "2"
},
"NW_IN": "5000000",
"NW_OUT": "5000000"
b
"doc": "This is the default capacity. Capacity unit used for disk is in MB,
cpu is in number of cores, network throughput is in KB."

}
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-bootstrap-brokers.html#GetBootstrapBrokers
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://aws.amazon.com/ec2/instance-types/
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]
}

3. Cruise Control UIE MX[& = U&LICHMEY AR, CHR2 2 E5HE{™ Cruise Control ZHEQIE

4. CIs B S A304 Cruise Control& A|ZELICH screen EEE tmuxet £ =FE AIE35HH
L &7 A3 HME dof F= A DedstMI2.

<path-to-your-kafka-installation>/bin/kafka-cruise-control-start.sh config/
cruisecontrol.properties 9091

5. Cruise Control APl EE= UIZ A2 35104 Cruise Control01| EAH ZEE H|O|E7F JIEX|, 228l

Cruise ControlO| R{=HE M|etst=X| &QIELICH REF XE 2 /M= EH 2 H: AR
= £ U&Lch

Amazon MSK& 38X 7HEE9| XI5 HixZ HIZE!

EE 3t 0| CloudFormation &l
MSK 2HAES Mg Al
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Xo

=
S=
Moz mhofstn ElAas A ES 2[MEE + JU&LICH

Ot (UK

TR I

« IAME S8t 28t Q5. PlainText
- AR X ZHEEO = AISA7I o|ESHK| eE&LICH
- Amazon S3 HZlol| AZE RtA| A4 I U2 K250 Prometheus EHZ 3£ X 71EE 22 MY

S3
X 7|Et T HE EH ALK XIEE £ A&LICH
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Amazon Managed Streaming for Apache Kafka JHEER} 70| =

Amazon MSK &HehZF

o
rlo

AWS HHE0ll= Amazon MSKe| 7|2 EEZ 0| U&LICH el BAIEX| b= &, Z4 AEE &€F
AY W X|9E = ChELICH AWS
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« the section called “IAM M A Ho"E AFE5HE 2BAEHE HMEX| EEAHY Z
CH 3,0007H2| TCP A& & 7HE &+ JU&LICH o] BH= & =2l21™ Kafka AlterConfig
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kafka-configs.sh & £ & stLtE £2 U2 E £0|H A = ¢iH E += Uchs Hol R2
StMIR.
« TCP Ao CHBt AM|Et HE S HAEE &/45}8H A MSKE =& 100749 HAAE S EELICt
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MSK Replicator & & &

- A™Y z|CcH 1571 2] MSK Replicator.

« MSK Replicator= HMEE =ME =|C 750712 &AM SAMELICH H B2 =HME SAIstofF 5t=
AR HEo| SA|7|E MM 20| E&LICE ReplicatorE 75071 0|4 o FA|of S X[¢40| 2
5t 42 AWS 2& K| MEZ 0|53504 X AHHIE M5 AAIL. “ TopicCount HEZE A& 3t
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« MSK Replicatord Z|CH =4I X212 =& 1GBLICH O £2 gL 2H35l2{H AWS 2&
Support Center2 0|S3504 X| ¢ At E M MAIL.
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£ QlE Apache Kafka HH& S £0| Z&x|o{ A

"CompatibleKafkaVersions": [
{

"SourceVersion": "2.2.1",

"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"
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aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion
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Ct
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JSONI} ZH&Lct.

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. update-cluster-kafka-version®®] A& 71X 22| Ot BHS AAFLICH Ol
ClusterOperationArn# BE £330 M 7} X2 ARNS 2 CHA| B LICt update-cluster-
kafka-version

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

Ol describe-cluster-operation B2l £2I2 CtZ JSON ofx|et Z&L|Ct
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"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
I
"StepName": "INITIALIZE_UPDATE"
I
{
"StepInfo": {
"StepStatus": "PENDING"
I
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"
I
{
"StepInfo": {
"StepStatus": "PENDING"
I
"StepName": "FINALIZE_UPDATE"
}

iF
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {

"KafkaVersion": "2.4.1"

o
"TargetClusterInfo": {
"KafkaVersion": "2.6.1"

OperationState ZfO| UPDATE_IN_PROGRESSQ! A<, & A| 7|C}2l C}2 describe-
cluster-operation BB E CtA| A-HELICH 20| 2= &|P OperationStatel| Z40]
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Troubleshooting.html
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https://kafka.apache.org/documentation/#producerconfigs_reconnect.backoff.ms
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https://blogs.apache.org/kafka/entry/apache-kafka-supports-more-partitions
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fdy7oqpxkwhskb.cloudfront.net%2FMSK_Sizing_Pricing.xlsx&wdOrigin=BROWSELINK
https://aws.amazon.com/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
https://aws.amazon.com/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
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https://kafka.apache.org/documentation.html#upgrade_2_5_0
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-update-broker-type.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-update-broker-count.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-update-broker-count.html
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https://docs.aws.amazon.com/msk/latest/developerguide/cruise-control.html
https://docs.aws.amazon.com/msk/latest/developerguide/open-monitoring.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-configuration-properties.html
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https://kafka.apache.org/documentation/#basic_ops_cluster_expansion
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