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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/iam/details/mfa/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html
https://youtu.be/MWJtuthUs0w
https://aws.amazon.com/blogs/security/securing-access-to-aws-using-mfa-part-1/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/blogs/aws/aws-cloudtrail-update-turn-on-in-all-regions-use-multiple-trails/
https://aws.amazon.com/blogs/aws/aws-cloudtrail-update-turn-on-in-all-regions-use-multiple-trails/
https://www.youtube.com/watch?v=BJprWgompq0
https://www.youtube.com/watch?v=BJprWgompq0
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_data-sources
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AmazonNimbleStudio-LaunchProfileWorker™Z & |AM IDOJ| Q1Z2E 4= Ql&L|C}.

0| 24242 Nimble Studio Builderoll A 2448t EC2 QIAEIA 0] 24725104 Nimble Studio EA| T2 Tl &}
AR 228t 2| AA0| CHEF HMA HEHS F0{5I A2,

et A HE
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Microsoft AD a2} 242t =01 LaunchProfile & L|C}.

* ec2 - LaunchProfile 2 4At7} a0l @4Z3st7| 8t 2ot 38 L MEY HEE HME = A&LICh
LaunchProfile

« fsx - LaunchProfile ZF4Xt7} a2} 2tZEl Amazon FSx = &0 CHE &4
LaunchProfile
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"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”

1,

"Resource": [

"y
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1,
"Condition": {
"StringEquals": {
"aws:CalledVialLast": "nimble.amazonaws.com"
}
.
"Sid": "GetLaunchProfileInitializationDependencies"

}

1,
"Version": "2012-10-17"

AWS Zt2|3 =4 AmazonNimbleStudio-StudioAdmin

AmazonNimbleStudio-StudioAdmin=EE & |IAM IDO]| @1Z2E £+ l&LICt.

O| HAME ARLC|QQF HAE BE|RI A& of ¢1Zd5t0d ARLC| EE|XI2E 244 El Amazon Nimble
Studio 2|AA LI CIE MH[AQ| 34 ARLC|Q ElAAN CHEF MM|A HEHS FEo{ELICH

e M8 HE

o] M&Moi= C}e Hsto| TatE|of QlaLct.

nimble - Studio AF2 A} 7t RFAI0|H| /2 E! Nimble 2lAA0]| HMAE £ QI E §HL|C}H
StudioAdmins

« ss0- AFLCIL AFSXA7 ARC|20] = OHE AHERIL| OIS 2 + ULSF gL Ch

- identitystore - AR LC|2 AASKI7F ARLC|04 Q= CHE ALEALQ| O|ES2 2 = U E FLICH
« ds - Nimble Studio0l| A 7t& QT AE|O|ME FIHE = U & ELICH. AWS Managed Microsoft

AD ARLC|22t AZ4E|0{ /U &LICH.
« ec2 - Nimble StudioZ7t} & E KT AE|O|Mo]| 7I4 I AE|0|MHME HAZAE = UE S & LICE VPC
+ fsx - Nimble Studio7} 7} 4 ITAE|O|ME T HEl Amazon 2501 ¢14E = U E ELIC} FSx

« 2EIRESR]- HE ARCIQUM X E AME 5 U&LICH CloudWatch

"Statement": [
{
"Sid": "StudioAdminFullAccess",
"Effect": "Allow",
"Action": [

AWS 22 HH 39


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonNimbleStudio-StudioAdmin$jsonEditor
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"nimble:CreateStreamingSession",
"nimble:GetStreamingSession",
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:DeleteStreamingSession",
"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup",
"nimble:ListEulas",
"nimble:ListEulaAcceptances",
"nimble:GetEula",
"nimble:AcceptEulas",
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListStreamingSessions",
"nimble:GetStreamingImage",
"nimble:ListStreamingImages",
"nimble:GetLaunchProfileInitialization",
"nimble:GetLaunchProfileDetails",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents",
"nimble:ListLaunchProfiles",
"nimble:GetLaunchProfile",
"nimble:GetLaunchProfileMember",
"nimble:ListLaunchProfileMembers",
"nimble:PutLaunchProfileMembers",
"nimble:UpdatelLaunchProfileMember",
"nimble:DeletelLaunchProfileMember"

1,

"Resource": "*"

I

{
"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

1,

"Resource": [

T

]

I
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{
"Effect": "Allow",
"Action": [
"ds:CreateComputer",
"ds:DescribeDirectories",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems"
1,
"Resource": [
T
1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "nimble.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "cloudwatch:GetMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/NimbleStudio"
}
}
}
1,

"Version": "2012-10-17"

AWS Zt2|3 =4 AmazonNimbleStudio-StudioUser

AmazonNimbleStudio-StudioUser2HE |AM IDOI| 4Z3E 4= Q& LLCE.

O| HAE ARC|QQ ZTE MK} 2dgtof 914510 ARLC|I AL I 944 E Amazon Nimble
Studio 2|44 S CHE MH[A Q| 231 ARLC|2 B|AA| CHEF HMA HEHE Fo{gfLICH
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonNimbleStudio-StudioUser$jsonEditor
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et MF &2

« nimble - Studio AF2 X7} RFAIO|AH| @2 E! Nimble 2| AA0| HAMAE £ QT E gHL|C}.
StudioAdmins

« ss0- AFLCIL AFSA7 ARC|R20] = CHE AHERIL| OIS 2 + ULSF gL Ch

« identitystore - ARLC|2 AFEAI7F ARLC|20] U= CHE AFBXIC| O|EE 2 &= UTS FuCt
« ds - Nimble StudioOllA 7t & KT AHO|ME FIHE = UL E &LICt. AWS Managed Microsoft

AD A RLC|22e AZAE[o] J&LICH

+ ec2 - Nimble StudioZ7} 7+ &E KIAEO|M0| 7t I AEHO|ME e = UE S FLICH VPC
+ fsx - Nimble Studio7t 7t& K I AE|0|MHME 7T HE Amazon E80 HAAE = U E & LICH FSx

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"ds:CreateComputer",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterfacePermission",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”
1,
"Resource": [
T
1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "nimble.amazonaws.com"
}
}
},
{

"Effect": "Allow",
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"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [
"nimble:ListLaunchProfiles"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"nimble:requesterPrincipalld": "${nimble:principalId}"

"Effect": "Allow",

"Action": [
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListEulas",
"nimble:ListEulaAcceptances",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:DeleteStreamingSession",
"nimble:GetStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:ListStreamingSessions"
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22|RE 2FLHA

"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"nimble:ownedBy":

[}

]I

"Version": "2012-10-17"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "identity.nimble.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
},
"StringlLike": {
"aws:SourceArn": "arn:aws:nimble:us-west-2:123456789012:studio/*"
}
}
}
]
}
Amazon Nimble Studio X4 & 2 HMA EX| sHZE
CtE HEE M%ﬂ Nimble Studio 2! 0f|A{ Zf & [ e = U= et el EXE ZTIT st &Y
Ast= ol 20| Eulch 1AM
A

« Nimble Studio0ll M g =& #to| QA& LICt
« X £ PassRole iam:2 &g Hsto| Q& LICt.
.

=
MM A 7S & Qlstnxf BLIC

A 4 47

Ho



Amazon Nimble Studio ZE[Rt et M

« ZE|RIQIM|, CFE AF2 XE2| Nimble Studio HAMAE & 25t84D gL|Ct.

A
. QI AIEXIE &5t Al&LICH AWS A LY Nimble Studio S|AA0| HMASHT| ISHAM S

Nimble Studio0llA Ef2 =g HEHo| Q& LICt

st
=

02

| =
U H

=la
o
o
0
o
rr
X0
=]l
N
=l
>
m
e
2
2
mjo
4>
o
ok
4>
20
H1
J
02
12
[0
2
]
o
m
e
o

A
o

ok 12
L

L1 mlo

CH2 M| 27 = mateojackson IAM AFEXI7F 2£8 A
of CHet M2 HEE Ei1 5t X[Eh 7ty Heto| gl B2 SMELICH nimble: GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
nimble:GetWidget on resource: my-example-widget

O| B2 nimble:GetWidgetE S AL& 3504 my-example-widgetBlAAN| HMAE = UEE
mateojacksonAtE At HHE Y| O|E5HOF &LICt.

(@)
i

L

A2 o

0jo
)

12t X2 0|5t AA|2. AWS ZE|XIol A ZEIXl= 230 X8 5HE M

rok Hi

=0l
AR

° e

o ro

X £ PassRole iam:2 =&l& H§to| gi&gLICt.
=7t

iam:PassRole XS +~&sr Heto| Qicte
. 2982 Nimble StudioZ MY SIE=E {235l

%FZH AWS AMHIA A MH[A A8 EE= MH[A 14 QE S BtE= Ofd 7|1E HE 2 sl MH[A00 T
Se o+ A&LICH Ol A ottdH MH[A0f HE S TEE + = Heto| EELICH

o

Ct2 oXl 2 F & johndoeZHs AFAI7F 248 AFE5104 Nimble Studio0l M Xt &
£ 20| WABILICH SHRIE EHADE S8 5h2T MEIA0] MHIA E0| Sodst Mt

LICt John2 MH|AO| HEE HMEY + e HEFE 7HXI JUK| et&Lich

o 0%
Q'I_l
A
Kl
Q'I_l

User: arn:aws:iam::123456789012:user/johndoe is not authorized to perform: iam:PassRole

fjo

=S SME UOo|EY RE rElXtoi

ol

AL John2 iam:PassRole &S +8list HEtE £od
%4
o

o
e LICH

=X 4 48



Amazon Nimble Studio ZE[Rt et M

HMA 7|8 = let TR BFLICH

Amazon Nimble Studio= HMA 7|1E€ MS35HX| et&LICH 2ot HMA F|of CHEH otEE{E IAMALS
MEMO| HMA 7| ZEIE R ESHAAIL.

/A Important

HAAEXID 27|18 571 flsiAet D stEetE HMA F|1& M3Rto| Al XS tX| OtM|L. O
2 QlI&l CHE At A Al™ofl CHE BT AMAE MBHH 2 &= A&LICH

UNIA 7] HO1E MAE I M 7| DS HIY XA 7|8 HEIEH QUxIol MESHEHE HAIXIZHE
AIEILICH S0t ML 7] MAE IS ALSE 4 QUSLICH HIL HHA 7|8 QoiH B 2L
M2 7|18 AR ETbotMR. ZIH T TH HMA 718 7HE £ BLICt olo| £ M7t U &
S MZ A48 A 7| Hod 3HLHE ARIBrLICH XIZS 2P AR MMl AMAANIA 7| Bl
X HAAIL.

|ru|ru

ZHE|Rteld|, CHE AF2 AF2| Nimble Studio HMAE {2 5t8{ &FL|Ct.

CHE A2 O] Nimble Studiooll HMAE 4= UT 5 5tE{H AMATH R JHR! == of Z2|7H0]Mof
CHEF IAM RIE|E| (A8 AL EE AE) & dYstHAIR. 0|2 sliE AE|E|S| A4 ZSHE AFE5t0{ A
MAZfLICH AwS. O3 ChS SHHE HEHE Fodsts 2 E AE[E|of AZEELICH

=HE ARCIQE O3 22 7|52 M3 &Lt AmazonNimbleStudio-StudioUser AWS
Management Console. 2& 2 2 2Z|5t= IT B 2|At= 0| WM E AFE504 CHE A At H ARLC 2 A
MA Hete HoishLct.

Br2ixt B8 ALB0f Chet xhér M Nimble Studio 41E SIS SE3HHI2. -8R 2 NE 221
MM 22 7IE HUS BRI 7S YHS YoLEHB ABK MY IAM (2&) S AZ5
MAl2.

S0f CHEE REAIEH LIS AFS MTA{O| & WiRh IAM SIS AL SR U I8 BHE 7|

=X 4 49


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html#FindingCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html

Amazon Nimble Studio ZE[Rt et M

0{ 55 (ACLs) 2

X
RofEr 4 g

|#etE MH|AC| B2 sllE M E AFEs0d ALE XA 2|40 CHEF HAMA H
LICE.

rot
mlo

KEMS| ZotEe{H L2 BESMIL.

+ Nimble Studio0| M O|2{Et 7|5 & KIHSt=X| dotEe{™ otOtE HE ARLIL RS E= A
IAM EHHE HZshMR.

« ™ AMA LS ElaAol CHEr HHAE MSste YHS LdotEed™ AWS HE A RE ALEXHE O
IAM AL RO H| M| A Het MSE HESEAL. AWS AE IAMAIE DB Mo Ue ARH

o Elaaof Cigt AMA HEHE KK AH St YHs LotEe{ AWS AEHMA NS 7
Z5HAAIR. AWS AE IAMALS HBMO| FM3R7F AR FHLICH

- ID HC{Bl0IMS S3H ANAE RIS BPE SEiS orobiEEiEd ALS MTMO| 9| QIS E AZRHo]
A M A RIZ (1D HEHH0IM) S 1AM A ZSHIAIL.

o AE ZF HM A0 CHEF A ALE 1 E|AA T[EF HAO| X O|HE LotEE{H A B M| IAMS
.l

Nimble Studiol| 2ot O|HE 2Z 2 FL|E{Z
2 L|E{ZI2 Amazon Nimble Studio2t At XS] oHAM 71244 4l 4
Holllck AWS 28 M. 2E EE0jM ZLIE|R HIO|E{E £ El6tA
42 0|E 2t &lAH CIHZE = U £F ML Ct

AWS Nimble Studio= 2|AAE ZLEZAS T EAHA Atnof| CHSE
047|oll= Ct&o| EEELICI CFE & AFE 35104 Nimble Studio 3 2
CloudFormation AF X} 7}0|E

= e EF7E NMZELCH
Z | AWS CloudTrail AWS

g5t

Amazon Nimble Studio2| & gfAloj| CHSH RFAISH LK

HEZ2lg Z &S Amazon Nimble Studio 2[AA L &M HFXE B XA A|2. AWS CloudFormation
A8 MHEAM. CloudFormation&E 2! A WS O|aH5tE{™ & & XS AI2. AWS CloudFormation
704,
A

« CI2&8 AF25}04 Nimble Studio £3F 2Z5t7| AWS CloudTrail

EZ Y ZLEE 50


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_NimbleStudio.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html

Amazon Nimble Studio ZE[Rt et M

CI= 2 AL 35104 Nimble Studio £8F 22Z5t7| AWS CloudTrail

Amazon Nimble Studio= CtZ1t S8 k|04 Q&LICH AWS CloudTrail, AFE A} & E£= HER7L =
At Aol CHEr 7|5 S MSat |~ eluch AWS A—II:II/\ EHE AKCI204A. CloudTrail €& &

C|2of CHEt 2 E API S3H8 4 ElE= Z&0& Nimble Studio 2& 2R E{9]
&t Amazon Nimble Studio & .=".01| CHet 2= s &0| Z&ELct

2 rr
= X
is

Fol :|m

Efde M43 Nimble Studio® CloudTrail O|HIEE EZ & 5104 Amazon S3 HHZISZ O|HEE X|
H£XO 2 MEE £ Q&LICH EMYS FMHEHX| 2O CloudTrail 2£ 2] O|HE 7|Z0{|AM £|Al O
HEEZ A& 2 £ Q&L ol =&t CloudTrail 2 £ A2 3104 Nimble Studiodl O|F 0%l 3,
LZO| O|FO{EIIP A, @S AZ @ AIZ| L FIHME HEE &olg £+ &Lch

=8 ARLC|Q ME &= CloudTrail

CloudTrail CHSOlAM & M3tE|0o] U&LICH AWS HE HHE BHE [ Nimble Studio0i| A &S 0| g A4
5t sliie &S 0| CHE CloudTrail O|HIE QL &7H O|HIE | Z7|FELICH AWS AMH|A O|HIE 7|&2| 0]
HIE LH AfO|EONM 2|2 O|HIEE B, AM5tD, CIREEE = AU&LICH AWS HHE. REAIEH LIS
2 o|HE 7|E2 Z CloudTrail O|HIE '='7|E (SES JSPSI=N

L O|HIES| TI& S0l 7|52 2248 AWS A Nimble Studio2| O|[HEE i

o EML. ERYE AF235IH CloudTrail Amazon S3 HZIe 2 21 mtalg2 ME& £ l&L|ct 7|2
Moz 20| EYUS MMM EY U0 ZE ASKIAA MEELICH AWS 2. EBYS

| 2E X|doi M 225 O|HIEE 7S & LICH AWS X538t Amazon S3 HHIISZ 21 mOI
= tD MESELICH 8 CHE 8358 788 = U&LICH AWS MH|A CloudTrail 22104 A

=l O|HIE C|lO|E{E F7I2 M5t oo et =X|E FIg Lt

CloudTrail X[ Hkl= MH|A & S&

Cl=2o0f CHet Amazon SNS & 2! 744 CloudTrail

0924 X[20{| A CloudTrail 21 Tt =4l

042{ HIH 0| M CloudTrail 21 Tt EF7|

HE ARCIQ ES Amazon Nimble AR C|2 CloudTrail 2lHEHAO olal 7|F |1 EM3HEL
CH API 6| & E04, of CHEt & GetStudio 2! DeleteStudio 22 21 mto| 52 MAFLICH

CreateStudio CloudTrail

C=2 & AFE 3104 Nimble Studio &3t 2Z3t7| AWS CloudTrail 51


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/nimble-studio/latest/api/welcome.html

Amazon Nimble Studio ZE[Rt et M

DEORME A 20 FF0:s SgE ALSRtol| CHEr HEIH S0 &L 2eF 2

EEIERY
0lg5HEd Cha S 2 BEY 4 oLt

o>
Ol

HAHE
S

- RLHO| REE ME35t0{ 0|F0{FF=X]| ofL|™H AWS Identity and Access Management (IAM) At & Xt
INEEIRs

. o4t £ = W 0] AFRRFO| CHEF QIA| EOF HOF OIE 2 AFR510{ Q30| MME|R=X| 0L,

« CHE MH|20M @EFH =X

KEM|EE LI 2 CloudTrail AFEAHID RAE HEFHAAIL.

Nimble Studio 21 1}l &= 0|3

o]
o MI°
rlo

-—
n=
o
==

i3t A
tLE Ol *°I 23 50| (o] U&LICH OJHEE
toq =t

I |m
pey

M oh 0>|

mazon S3 HZ!of| O|HEE 21 TtU=E MEe £ ¢
=2

m

Sotrr A
2

_ -

°
o =

oH kO

Z0| MEE| A EPO|ATV} OlLER EXM & M2 E ALK &t&L|CH

ok~

=

Pl

O| JSON Oi|Mofl M= Ml 7HX| 2t d S Ho{FELICH

* ACTION_1: CreateStudio
 ACTION_2: GetStudio
 ACTION_3: DeleteStudio

{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

FA4elL|ct. CloudTrail 2

L—
=
E AAZEEO A 9AME L}

A Emet AlZh, 27 mi2tolE Sof thgh HE 7 S0{ Q&LICH CloudTrail 221

C=2 & AFE 3104 Nimble Studio &3t 2Z3t7| AWS CloudTrail

52


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Nimble Studio ZE[Rt et M

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:25:49Z"

}
}
I
"eventTime": "2021-03-08T23:25:497",
"eventSource": "nimble.amazonaws.com",
"eventName": "CreateStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"displayName": "Studio Name",
"studioName": "EXAMPLE-studioName",
"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User",
"adminRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-Admin"
I
"responseElements": {3},
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
},
{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UsexrName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
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"userName": "EXAMPLE-UserName"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:44:25Z"

}
}
},
"eventTime": "2021-03-08T23:44:25Z",
"eventSource": "nimble.amazonaws.com",
"eventName": "GetStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {

"studioId": "us-west-2-EXAMPLE-studioId"
},
"responseElements": null,
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

},
{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UsexrName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

iy

arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
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"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:45:14Z"

}
}
},
"eventTime": "2021-03-08T23:44:147Z",
"eventSource": "nimble.amazonaws.com",
"eventName": "DeleteStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"studioId": "us-west-2-EXAMPLE-studioId"
I
"responseElements": {
"studio": {
"adminRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-Admin",
"displayName": "My New Studio Name",
"homeRegion": "us-west-2",
"ssoClientId": "EXAMPLE-ssoClientId",
"state": "DELETING",
"statusCode": "DELETING_STUDIO",
"statusMessage": "Deleting studio",
"studioEncryptionConfiguration": {
"keyType": "AWS_OWNED_CMK"
I
"studioId": "us-west-2-EXAMPLE-studioId",
"studioName": "EXAMPLE-studioName",
"studioUrl": "https://ss0111122223333.us-
west-2.portal.nimble.amazonaws.com",
"tags": {},
"userRoleArn": "arn:aws:iam::111122223333:r0le/EXAMPLE-ServiceRole-User"

1,

"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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