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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
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ElAmazonOneEnterpriseReadOnlyAccess®d H2E HoiELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"one:Get*",
"one:List*"
1,
"Resource": "*"
]
}
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 "Action": ["one:*DevicelInstanceConfiguration"]
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e "Action": ["one:*"]
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{
"Effect": "Allow",
"Action": [
"one:*"
1,
"Resource": "*"
},
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UpdateDevicelnstance

DeleteDevicelnstance
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DeleteAssociatedDevice

RebootDevice

CreateDevicelnstanceConfigu
ration

GetDevicelnstanceConfigurat
ion

arn:aws:one:region:accountID
nstance/deviceInstanceld
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CreateSite AIOIE

arn:aws:one:region:accountID :site/siteld
DeleteSite ALO|E

arn:aws:one:region:accountID :site/siteId
GetSiteAddress AOIE

arn:aws:one:region:accountID :site/siteId
UpdateSite AOIE

arn:aws:one:region:accountID :site/siteld
UpdateSiteAddress ALO|E

arn:aws:one:region:accountID :site/siteId
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arn:aws:one:region:accountID :device-configuration-templ

ate/templateld
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [
"one:GetSite",
"one:GetSiteAddress"
1,
"Resource": [
"arn:aws:one:region:accountID:site/siteId"

= il Mo e EX 7 2lof CHE Amazon One Enterprise 21 A2 7| 24 7HE & LICY.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": [
"one:DeleteSite",
"one:UpdateSiteAddress"
1)
"Resource": "arn:aws:one:region:accountID:site/siteId"
}
]
}
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"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5bl193afh",
"detail-type": "Device Health Status Changed To Healthy",
"source": "aws.one",

"account": "123456789012",

"time": "2022-10-22T18:43:48Z",

"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
.
"data": {

"currentHealthStatus": "HEALTHY",
"previousHealthStatus": "CRITICAL",
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Amazon One Enterprise

"assetTagId": "0000195169",
"deviceInstanceName": "Device name"

ClHFO|A B SEf7 !IHe = HEE

C|HFO|AZF StLE O|&Fo| A Ef = Qlod| AlmFH 1 C|HFO|A QIAEIA AEH AEH7I CRITICALOIM 2 #HE
E|RAELICIHEALTHY.

{
"version": "Q",
"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Health Status Changed To Critical",
"source": "aws.one",
"account": "123456789012",
"time": "2022-10-22T18:43:487",
"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
1,
"data": {
"currentHealthStatus": "CRITICAL",
"previousHealthStatus": "HEALTHY",
"assetTagId": "0Q000195169",
"deviceInstanceName": "Device name"
}
}
}

C|HtO|A @140| 2Eelez HEE

C|HFO|A 7} QIE{Lof @4ZAE| T C|HIO|A QIAEIA O @474 AEN7F CONNECTEDOIM 2 BHZAE|ARE L
CDISCONNECTED.

"version": "Q",
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"id": "11232345564-96a4-ef3f-b739-b6aa5b193afbh",
"detail-type": "Device Connectivity Changed To Online",
"source": "aws.one",

"account": "123456789012",

"time": "2022-10-22T18:43:48Z",

"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
},
"data": {
"currentConnectivity": "CONNECTED",
"previousConnectivity": "DISCONNECTED",
"assetTagId": "0000195169",
"deviceInstanceName": "Device name"
}
}
}
C|HtO|A 40| @ZElQlo 2 HAH

C|HFO|A 7 QIE{H0o] HAZAE|0 QK| b2 CIHFO|A QIAEIA O] 0474 AFEN7} DISCONNECTEDO| A
2 HEE|ARAESLICFCONNECTED.

"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5b193afbh",
"detail-type": "Device Connectivity Changed To 0ffline",
"source": "aws.one",

"account": "123456789012",

"time": "2022-10-22T18:43:487",

"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
I
"data": {
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"currentConnectivity": "DISCONNECTED",
"previousConnectivity": "CONNECTED",
"assetTagId": "0000195169",
"deviceInstanceName": "Device name"

Mz S5 83

AMERI7L 43Xz SEEIE mel ol HIE LT

"version": "Q",

"id": "aebc9c86-f20e-75db-caaa-63bf14926f59",

"detail-type": "New Successful Enrollment",

"source": "aws.one",

"account": "679792848029",

"time": "2023-11-22T02:55:177",

"region": "us-east-1",

"resources": [
"arn:aws:one:us-east-1:679792848029:user"

1,
"detail": {
"version": "1.0.0",
"data": {
"accountId": "679792848029",
"enrollmentSource": "QfUuUnFgs5accl",

"createdTimestamp": "2023-11-22TQ2:55:17Z2",
"userStatus": "ACTIVE",

"associatedIds": "[{\"associatedIdType\":\"badge\",\"associatedIdValue\":

\"1111358294500\"}]1",
3
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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CHS XM= CreateSite Y S H04F = CloudTrail 21 52 Ho{ELICH.

~

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAKDBGOAT6C2EXAMPLE:J_DOE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/J_DOE",
"accountId": "123456789012",
"accessKeyId": "AKIALAVPULGA71EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAKDBGOAT6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-11T06:28:04Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-10-11T07:19:09Z2",
"eventSource": "one.amazonaws.com",
"eventName": "CreateSite",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

Amazon One E{Z2l0|= 21 e &= 09| 0|5 o2


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon One Enterprise

AR 7H0|E

"requestParameters": {

"name": '"Fx*!",

"description": "***",

"address": {
"addressLinel": "#***",
"addressLine2": "***",
"addressLine3": "#*x*",

"city": "EXAMPLE_CITY",

"postalCode": "12345",

"countryCode": "EXAMPLE_COUNTRY",

"stateOrRegion": "EXAMPLE_STATE"
I

"clientToken": "abcl2d34-567e-8910-1112-12fghi®jk131"

iy

"responseElements": {
"stateOrRegion": "EXAMPLE_STATE",
"createdAtInMillis": 1697008749263,
"city": "EXAMPLE_CITY",
"countryCode": "EXAMPLE_COUNTRY",
"deviceInstanceCount": 0,
"postalCode": "12345",

"name'": "**x*"
"description": "***",
"siteId": " abCdefGl2hijkL",

"siteArn": "arn:aws:one:us-east-1:123456789012:site/abCdefG1l2hijkL",

"tagS": Wk Kk kM

}I

"requestID": "labcd23e-f4gh-567j-klm8-9np0lq234156",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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one:GetWidget on resource: my-example-widget
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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