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Example

of| Xl JSON &

{
"RequestedInstancePools": [

{
"InstanceType": "c5.24xlarge",
"Count": 1

I

{
"InstanceType": "m5.24xlarge",
"Count": 2

}
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ping 10.0.3.128
E£30| ofAl= CtE 1 Z&LCh

Pinging 10.0.3.128

Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128

Ping statistics for 10.0.3.128
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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2 Ao et ssh EE= rdpE AR 5109 Outpost QIAEIA S| ZELO[H! IP FA0i AT LIC}H EC2
QIAEIA o4Zd0] CHEF AFAIBH LHR 2 Amazon EC2 A2 MTHA{Q| EC2 QIAEIA O] A4S BRI ZSHAIA|
O
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ping 172.16.0.130
E£39| ol A|l= CtE 2t Z&LICH

Pinging 172.16.0.130

Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128

Ping statistics for 172.16.0.130
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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aws ec2 run-instances \
--image-id ami-abcdefghil234567898 \
--instance-type c5.large \
--key-name MyKeyPair \
--security-group-ids sg-1a2b3c4d123456787 \
--subnet-id subnet-6e7f829e123445678
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2. 24 AMAof 2t Outpost QIAEIA S| Z2tO|H! IP AR HAZASH=E Ol ssh EE= rdp2(E) AFE L
C}.

3. Outpost LIAEAO|M ping B2 A= 5t0{ AWS X[ LY QIARAO[IP FTAE K[HELICEH
ping 10.0.1.5
£20| o A|l= CtE &Lt

Pinging 10.0.1.5

Reply from 10.0.1.5: bytes=32 time=<lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<lms TTL=128

Ping statistics for 10.0.1.5
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = O@ms, Maximum = Oms, Average = Oms
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https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/local-server.html#lni-sl
https://docs.aws.amazon.com/outposts/latest/server-userguide/local-server.html#lni-sl
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https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/whitepapers/latest/aws-outposts-high-availability-design/aws-outposts-high-availability-design.html
https://docs.aws.amazon.com/whitepapers/latest/aws-outposts-high-availability-design/aws-outposts-high-availability-design.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/local-network-interface.html
https://aws.amazon.com/architecture/well-architected
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https://docs.aws.amazon.com/outposts/latest/server-userguide/disaster-recovery-resiliency.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
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https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/disassociate-resource-share.html
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https://www.ups.com
https://www.ups.com/dropoff?loc=en_US
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https://www.dhl.com
https://mydhl.express.dhl/us/en/locator.html#/find-locations
https://returns.dhl.co.uk/ereturns
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-enis
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cb6id.large
c6id.xlarge
c6id.2xlarge
c6id.4xlarge
c6id.8xlarge
c6id.12xlarge
c6id.16xlarge
c6id.24xlarge
c6id.32xlarge
c6gd.medium

cbgd.large
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7|& CHAZ(Gbps)

0.15625 2.5
0.3125 2.5
0.625 25
1.25 25
2.5 2.5
3.75 3.75
5 5
7.5 7.5
10 10
0.15625 4
0.3125 4
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-network-performance-ena.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-network-performance-ena.html
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-network-interface.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-network-interface.html
https://console.aws.amazon.com/ec2/
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https://aws.amazon.com/compliance/shared-responsibility-model/
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "outposts:GetOutpost",
"Resource'": "arn:aws:outposts:region:12345678012:outpost/op-1234567890abcdefd"
}
]
}
CHE oMo ElaA =& HEHE ALS5t04 X|HE AO|Eo]| et HEE 7tXE = U= THete 7
09 gf LIC}.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "outposts:GetSite",
"Resource": "arn:aws:outposts:region:12345678012:site/os-0abcdef1234567890"
}
]
}
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« Zd:all AWS resourcesOf CHEt ec2:CreateSecurityGroup

« 2d: all AWS resourcesOl Cigt ec2:CreateNetworkInterface
AWSOutpostsPrivateConnectivityPolicy_OutpostID™EAME S35l X|HE BlAAM OIS HAUS
AWS Outposts &t 2& = Ql&LIC.

« ZQ4{: 311 AWS resources that match the following Condition:oi CHEt
ec2:AuthorizeSecurityGroupIngress

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« ZQ4f: 311 AWS resources that match the following Condition:oi CHE!
ec2:AuthorizeSecurityGroupEgress

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

- %1 all AWS resources that match the following Condition:Oi CHEF
ec2:CreateNetworkInterfacePermission

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourceId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« 2td: 311 AWS resources that match the following Condition:oi CHEt
ec2:CreateTags

{ "StringLike" : { "aws:RequestTag/outposts:private-connectivity-resourceId" :
"{{OutpostId}}*"}}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"outposts:StartConnection",
"outposts:GetConnection"

1,

"Resource": "*"

}
]
}
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--start-time 2019-12-01T00:00:00Z --end-time 2019-12-08T00:00:00Z
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"eventVersion": "1.05",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"sessionContext": {

AWS Outposts 2| 22| O|HE CloudTrail 76


https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-08-14T16:28:16Z"

}

}
I
"eventTime": "2020-08-14T16:32:237",
"eventSource": "outposts.amazonaws.com",
"eventName": "SetSiteAddress",
"awsRegion": "us-west-2",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": {
"SiteId": "os-123ab4c56789de@l1f",

"Address'": "**x"
I
"responseElements": {

"Address'": "***",

"SiteId": "os-123ab4c56789de@l1f"
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/outposts/latest/server-userguide/install-server.html
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https://aws.amazon.com/blogs/compute/deploying-an-automated-amazon-cloudwatch-dashboard-for-aws-outposts-using-aws-cdk
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
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NSK thumbscrew HEX tool included with NSK Use hex tool to crush IC behind the label to destroy data by
turning crush screw at least 3 turns
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