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Set up device: Name

Specify name Configure

We'll help you set up your
device

You'll use the name to find and identify your device later, so pick
something memorable and unigue. The optional description and
tags make it easy to search and select by location or other
criteria that you supply.

Download file

Power on Done

What do you want to name your device? infe
Name

OVIOE 3 unique name. You can T edit this name Later

my-appliance

Description - Optional

Application development and testing.

Q, asset_tag X

Value - optional

Q 1234ABCD X

-

Exit Previous m

6. IPFEA NTP AMH EE= DNS MHE 502
LICt 2ZX| ot 2 A< [Next]E MEELICE.
7. Oi7to|E CIREEE MEIEILICE CHS(Next)2

8. TAo}7}0|EHE USB
9. USB EZIO|HE o{ZCI0|HA HEHO
USB EC}O|EE ¢

74
Abetm AWS 2R =0 947
OIEHMO 2 Hb T CHA| sA o

otodH ChS 2 MEigrLICh

2 HFEL|C}.

10. A&

cCololEo| RE C|HEZ|0 £

T2 HEST MRS MEHst

SAHEFLICE

O| HDMI ZE 0i| %{= USB 3.0 ZEof dZgfLICt,

5104 1B 2H0IIATE T4 ObstolE} LIESIT T4 THUS RIHKoZ =
Z3HLICH oi730] 2R ElE o{Batolpdaof A

HEAISO| =240i[A

AWS Panorama 01Z2+0|21A
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Set up device: Plug in USB device and power on

© © © ® O

Specify name Configure Download file Power on Done

. Plug in the USB storage device, cables, and
pl.l_lg the USB Storage device power on your device infe

and cables inr and power on Now plug the USB storage device with the configuration file into

your device. Plug in the power cable, ethernet cable (if you're
using that connection type), and press the power button to
finish the initial set up.

The lights will flash for a few moments while the device reads
the configuration and connects to your on-premise network.
MNext the device will automatically establish a secure connection
to your AWS account in the cloud, and all further status and
device settings are then managed from the AWS Panorama
console.

| () Your appliance is now connected and online.

The configuration file is read from the USB storage device when
the device is first powered on. The device connects to your on-
premise network, and then establishes a secure connection to
your AWS account in the cloud. Further management of the
device is done from the AWS Panorama console.

O{ZCto|AA A

|H

E{lo{ dadol=

AWS Panorama 0{Z2}0[21A 0= Linux 24 AMA|, AWS Panorama Application SDK, X|#El= AF
EH H|™ 2to|E222| & Z8FE HIRE ode] 2 ZEQo] 74 QATF U&LICH o{E2t0o[d A0
M =& 7|53t ofEE|7H0|MHME MEE = JULF StEdH dX| = UO(0|EV NS E motct AT EQ
01§ YIB0|ESIMAIR,

O{Ect0o|HA AZE 901§ UC|0|E St

1. AWS Panorama 2% C|HIO|A | O|X|& LIC}.

O{Z2t0|A AT ER|0{ ¥aEol= 10


https://console.aws.amazon.com/panorama/home#devices
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2. O{ECO|AUAE MEHEFLICH
3. MY MEgLUC
4. ALE AZEL[0{0M AZEQ] 0] YH|0|E HRIE MEAELICH

System software Install software update

Version Updated date
4.1.34 10/12/2021, 10:02:04 AM

» Update history

/A Important

H& 7| &of o{Z2to|HA MM USB EEIOIEE AN7{stT ZoHstod LIRS ATA|ISHAAIR
T4 otzto|Eofl= Bt OlO|E{7t Z & E|H RIS 22 AKX | X| ef&LCH.

Ls H

A olE T2 MALS 308 O|A Z2 £ Q&LICH AWS Panorama 2£ £= 4= T LIE{o| M &
M AES DLERE &= A&LICH Z2MAT 2F2E|H o{Z2to|dA 7 RHEEIE L|CE.

CIS 22, AWS Panorama 20 7IHEZI AEZE SE5IAM2.
et AERIE S55le{™

1.  AWS Panorama 2% O 0|E]

>

A I|0|X|E L|C}.

2. OlO|E AA F7IE MEHSHLICE

FtHlgt 2EZ F7t


https://console.aws.amazon.com/panorama/home#data-sources
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Add data source

Camera stream details info

Mame

exterior-south

Description - optional

Stream 2 - 720p

« O|& - 7tHlzt AEZ|9| O|F &LICt.

o A% - 7tHlel IR E= 7IEH M2 HEol| CHEt ZHEfE Y

« RTSP URL - 7}HI2te| IP FAQ AEZ| HAEE X|™HstE URLYLICE of;
rtsp://192.168.0.77/1ive/mpeg4/

- HoF Qs HE - st 2EBE ER 2
PN

4. M¥S ME{gEfLICH

s ATl

}OI'

St B9 ALEX o|F T 5 & XIFEELICH

AWS Panoramat= 7}HEIS| E Ot Q15 HE E AWS Secrets Manager0i| 9t Al A& &FL|Ct. 042
OHZZ|7lo|M0o| S L 7tHIet AERIE SAlol XM2|& = JU&Lch

CtS THA
M B0l QF 7 WM B 24 LS HESAAL.

HE ofE2|7lo|ME HiZstedH O S F X2 7% TidstAAL.
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AWS Panorama MZ ofZ2|710|AM Hi=Z

O|AE M5t AZEQ0{E PaBol=st & M
OHEE |?1| |[442 AWS Panorama OHZ2|7{0|M CLIZ
LICH.

of

MH

AWS Panorama O{ZCI0|9iA EEE= S8t ClH}
ZC|1AH0|ME BHESIAA|L. CIS MM HE

AMZ 71 X2t A AWS Panorama 201 HjZ &

ME o ECAHOIM2 7|H & ZHE AH85t0{ HERZ stHEtel HIC|R = B2 JHAME 2
grLICt. AWS Panorama Application SDKE At&5to] 22 E E=5t1, O|0|X|E 7M1, 2EHE
I>ELICH O3 oS ol E2IFo|Me 2 E & HIC|IL <o 9_|:|-|E1|0|0L|_ HAGE ClaEB olof

12215}

HE 270l 7tK 27
2|70/ Hix

L]
(@)
==

S (e e (>
o

o
m

M

« SD

~

for Python AFHS

o
o

o
0jo
il
o

| A
El_l_

A
!

Ol At& Ael %

MR IH2EE BUS AN Y TE FYE s0ldo] WL 2E S2olM Y
of gols ZEZE 7| =3

B?)0| ZAIFELICH

~/panorama-project$ this is a command
this is output

71 BEO| B2 o|AF 0|z EXH(\)E AEsto] BHE o] E2 ELELICH

Linux 2 macOSE M3E 21t Z{7|X| 2[XHE AFE & LICEH Windows 100 M Linux& Windows
Subsystemg &4 %|5+0{ Ubuntu®t Bash2| Windows & & HH™E2 7tX{ZLICt. Windows0i| A 7Hgh &F
2 MASte ol E20| Z25H Windows0l| A 7Heh 2728 MXE BRI AA|IL.

”E
5

O Z2|A 0| HiZ 37| 13


https://docs.microsoft.com/en-us/windows/wsl/install-win10
https://docs.microsoft.com/en-us/windows/wsl/install-win10
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o)
2

PythonQ| I 7| X| Z+2|XI 2l pipE AF& 504 AWS Panorama OHZE[FH|0|MHS I st =7 & MX|
OFZ| Python AtE S0|2tH =4l HAE M XISHMIL. Python 32 AL& 38t pip= AFS

o I
-

= A&LICH

Xl ete A2 29 AMA el 7 |X| #EIRHE A8 50 pipE ARISHALE pip2t BH MBEl= M H{FQ
Python2 MX[StAAIL,

O| Xk& MOl A= DockerE A+&3t0d OH%EI?{IOI.A_=| IS E AEst= ZEI0IL{E Y=g LICH Docker

¢l AHO|E 0| A Docker A%|: Docker CH2

0| AH& Mol A= AWS Panorama Application CLIE AF&35104 MZ OEZ2|AHI0|ME 7K1, THF|X]
E 45t olE[HEE YZ =8 L|CH AWS Panorama OHZ 2|70 CLIE AWS Command Line
Interface(AWS CLI)E& At&35101 MH|A API Y E S E&LICH 0|0/ AWS CLIE AFE &0[atH %[ &

HTIS 2 ¢a80|=8tM L. AWS Panorama OHZ 27014 CLI2H AWS CLIZ M XIStEAH pipE At
Egct.

$ pip3 install --upgrade awscli panoramacli

HE oEE|7H0|ME T2 2 =501 ZF Y G0l F

M
Q'I_l
>
>
to

x
MK

O Z 2|71 0|44 — aws-panorama-sample.zip

HME oiZ2|7 0| 7Hri=27|

HEHoM AL E ME o E 2|7 0|ME 71K 284 AWS Panorama Application CLIE AFE3HAIAIL.
oHZz|7o|Mo| Z2C{9t DHLIHAE|= Xt2| EAIRF A #H50f CHEt "‘*3‘_7P ZEE[o] A&LICH A
HHS 2 YO|0|ESHE{™ panorama-cli import-application WHEE AYSIAML.

aws-panorama-sample$ panorama-cli import-application

packages C|HE2|2| SAMPLE_CODE I{Z|X[0ofl= o E 2|70 7|8t O|O|X| panorama-
applicationE& Ar&3t= Dockerfile2 HIZR &t ofEE(710|Me| I =2t F440| E0{ JU&LICt ofEzat
O|HA M A™E|= ofZE(7|0|M ZIE|0|L{E B =5t24™M panorama-cli build-container &
HE A2 5HAMIL2.

aws-panorama-sample$ ACCOUNT_ID=$(aws sts get-caller-identity --output text --query
'Account')

aws-panorama-sample$ panorama-cli build-container --container-asset-name code_asset --

package-path packages/${ACCOUNT_ID}-SAMPLE_CODE-1.0

HE ofZ2|70|M 7 K2 7| 14


https://www.python.org/downloads/
https://docs.docker.com/get-docker/
https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/v1.0-ga/aws-panorama-sample.zip

AWS Panorama FHEERE FLHA

AWS Panorama Application CLIS| O} X[2F Et7AH|= of ZE2[A|0|Me| ZER BRH T EE SE5t1T A
7

HIA0|M XS 5t= Amazon S3 HAM|A ZRIE O AHoHE YEESHE JALICEH Rtatolz= ZEQ| ZH|
oL o|O|x|, 2= & ZtZtofl CHEt AYA mtdo| ZEELICH tE& S85tT ofdg Y2 =524 H
panorama-cli package-application @& AI#ELICH
aws-panorama-sample$ panorama-cli package-application
Uploading package model
Registered model with patch version
bc9c58bd6f83743f26aa347dc86bfc3dd2451b18f964a6de2cc4570cb6f891F9
Uploading package code
Registered code with patch version
11fd7001cb31eab3df6aaed297d600a5ectf641a987044a0c273c78ceb3d5d806
OfZ 2|70 HH2=
AWS Panorama 2& & At&3t0 O Z|71|0|41E 0{Z 0| A0 HIZ St AR,
ofZ |7 0|44 E HiZstEdH
1. AWS Panorama 2& HiZx ofZ2|70| M HO|X|& L|Ct.
2. OHZZIZ|o|M tiZ & MEAEHLICEH
3. OHEZZ|7o|M DL HAES| ERIX graphs/aws-panorama-sample/graph.jsong HAE
HEZ|o 20{'d&LICt ChS(Next)S M4 LICH
4. OHEE|70|M O|§ 0l aws-panorama-sample 238 L|C},
5. Hi{EZZ TIMS MEAFLICH
6. HHE A|ZrS MEATHL|CH
7. ofgtg MesK| oD Che S Mesc
8. C|HtO|A MEAS MENFH O} O{ZEt0|HAE MEHETLICH CHZ(Next)2 MEHEILICE.
9. ClolE & MEH EHA0M &= BE7|E ME5t 0 FtH2t AE RS O|lO|E AL 2 FI4EFLICH CF
o

UCIo|EE </l ol HO|X|E ME T X|7HLI Ctg AT REE AH&5t0
StAl2.

IZ0|MHIZE ZLIE{E

Ol'IJ

OHZ 2|7 0| HH 15


https://console.aws.amazon.com/panorama/home#deployed-applications

AWS Panorama
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Example monitor-deployment.sh

while true; do

aws panorama list-application-instances --query 'ApplicationInstances[?Name=="aws-
panorama-sample ]
sleep 10
done

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6uu
"DefaultRuntimeContextDeviceName": "my-appliance",

"Status": "DEPLOYMENT_PENDING",

"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has been scheduled.",
"CreatedTime": 1630010747.443,

"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"TagS": {}

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6uu’

"DefaultRuntimeContextDeviceName": "my-appliance",
"Status": "DEPLOYMENT_PENDING",
"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has completed data validation.

"CreatedTime": 1630010747 .443,
"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

n
7’

1
7’

1
7’

"Tags": {3}
}
2l7lo|M0] A E|X| ot 7 Amazon CloudWatch LogsOllA OHZ 2|70 2! C|HIO|A 2
EQISHMAI2

OHZ2|7|0[M HHZ
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AWS Panorama THErFRF OFLHA
z2 s
HiZ7t 2t 2 =T o Z2|710[440]| H|C|R AER MEIE AlEst 238 CloudWatch2 2-iLICH.
HeH
4 O[X|E uict.
X o{ECto|¢A 2O 8 HOE = UGLITH

CloudWatch LogsHlM 218
'TERM'

CloudWatch 23 249|213 a8

1.

2. =18
« C|HFO|A 21 - /aws/panorama/devices/device-id

CtS 2 &0i A AWS Panorama O =
- OZ2|70|M 232 - /aws/panorama/devices/device-id/applications/instance-
INITIALIZING APPLICATION

## ENVIRONMENT VARIABLES
'/usr/local/sbin:/usr/local/bin:/usx/sbin:/usxr/bin:/sbin:/bin

id

podman'...}
Configuring parameters
Configuring AWS SDK for Python

2022-08-26 17:43:39 INFO
Initialization complete
epoch length: 160.183 s (0.936 FPS)
805.597 ms

120023.984 ms
1065.129 ms

2022-08-26 17:43:39 INFO
149813.972 ms

container
PROCESSING STREAMS

{'PATH'
xterm'
2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:29 INFO
2022-08-26 17:46:29 INFO
2022-08-26 17:46:29 INFO

avg inference time
max inference time
avg frame processing time
max frame processing time
epoch length: 10.562 s (14.202 FPS)
7.185 ms
15.693 ms
66.561 ms
123.774 ms

avg inference time
max inference time
avg frame processing time
max frame processing time
S A2
= o
=
I_

218 HDMI #|0| &

2022-08-26 17:46:29 INFO
2022-08-26 17:46:29 INFO
[lo|Me| HIC|2 E3i2 2
Zz70|M2 AEETF20% O|&el 2
"tiger shark"
Ilcockll Ilhenll’

OHEZ
Ch. 7|2Xo 2 O E
Example squeezenet_classes.json
"great white shark"
stingray",

"goldfish"
electric ray

["tench"
"hammerhead"

ostrich"

aE

24
==

1}


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/squeezenet_classes.json
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"brambling", "goldfinch", "house finch", "junco", "indigo bunting",
"robin", "bulbul", "jay", "magpie", "chickadee", "water ouzel",
"kite", "bald eagle", "vulture", "great grey owl",

"European fire salamander", "common newt", "eft",

"spotted salamander", "axolotl", "bullfrog", "tree frog",

MEZ Ddof= B2 82, A, Uit 74X E E &8 1,000702] A7t U&LICE ZHHIEZIER ZIEEL
HI|FE 712|174 EAM2

coffee mug (24%)
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Sofl thd tfdE S2FLICE A o Z 2|70l Mol M Chat& E3{0] U= 7HA HX| 2= E O R+
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SDK for Python AlE

ME of =27 0|42 AWS SDK for Python (Boto)2 At&3t04 Amazon CloudWatcholl X|E & 2
LICt. o] 75 #d3tsttd{H ol Z2I7 oMol X|E TS et Foists U S Wdstn Hgo| o
ZEl o Z 2|70l 42 THEHE St M A2,

ME off Z2|Fo|MHollE B st HEHE 7HT 2 MMS= AWS CloudFormation BlZ5!0| Z & |
o QY&LCH &g PHEPd™M aws cloudformation deploy HHE AIESIMIL.

$ aws cloudformation deploy --template-file aws-panorama-sample.yml --stack-name aws-
panorama-sample-runtime --capabilities CAPABILITY_NAMED_IAM

of Z 2|7 0|4 XHHH £ 5t2{H

1. AWS Panorama 2% H{{%Z o ZZ|7|0|M H|0|X|E L|C}.

ofZE2|7 0| E MEfErLICE.

HHE71E MEfEFLICEH

w0 D

OHZ2|7|0|M HiZ THAHIE t2 &L Ct. IAM 238 K| %]
O|§ 0| aws-panorama-sample-runtime® A|&35tE= ?:H‘— o1 |c}.

_I_
>
o oto
pal
N
0z
0x
rok
192
ok
mjo
x
gl
9'|_|
r
ful

5. HiZ7} 2t %|™H CloudWatch 2£ & Y€1 AWSPanoramaApplication LA O|AM X|E
E FolgfL|ct. 150=Z 2| lotCt o ZE2|7H0|M2 =Y X2 & FE Alztol CHE X|EE 7|85t
U2 =gt

Si=

HE ofZ 2|7 0| 2t g 2t 28t H AWS Panorama 2 £ At&36to4 o{E2t0[AA0 M SHE OHE
2l70|ME MHE = JU&LIch

0{Zcto|AA0{A of Z2|70|MHE M| 7HstE{H

1. AWS Panorama 2£ H{ % o ZZ|7|0| M H|0|X|& JLICt.

2. OfEZ[7loldE MEFLICH
AFT

3. ClHIO[A0M A ME MEYFFLICH

SDK for Python A& 19


https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'AWSPanoramaApplication
https://console.aws.amazon.com/panorama/home#deployed-applications
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AWS Panorama OZ 2|7 0| 7Het

ME off Z2|70|M42 AWS Panorama OHEZ 2|7|0|M 7= 0f CH3H HiR= Ol AR E £ 2 oOHE
Aol Mg KAl OHE 2[F0| M| A|IZIHo 2 AIEE 5= l&LCE

Ct= Ctolo{2 72 AWS Panorama O1Z2t0[1A0M AME|= OHEE|Z0|MO =2 FTHE QAE R
o{F L|Ct. ofZ 2|7 0| Z == AWS Panorama Application SDKE AL& 304 O|0O|X|E 7}7(4 o2

o 85 X Eohx|gh ZHof X AMAE = glELICH ofEE|7o|Md2 AZE ClaEeolof HIC|
QE Etx|Bt 24 UHER A 2/F 2 o|0|X| CIOIEHE M&etx|le &LCh

Sample application

On-premises

,jTr: AWS Panorama Appliance

3 __

BY Amazon Web Services cloud
AWS Panorama SDK

111 Display
QIT AWS Panorama
@ Telemetry s
TTITIT | |£}| |
Application code Model Logs Amazon CloudWatch

O| oflM|ofl A ofZ 2|7 0|42 AWS Panorama Application SDKE AFE35t04 FIHIZI 28 E H|C|2 =8|
2 7t 21, HIC|2 C|o|EE Mx2lstn, A E ZX|ste AFE HI™ 222 HIO|EHE M&EL
Ct. ol Z 270|442 0{Z 20|14 0] Q1ZAE HDMI C|AZ B 0lol| ZE EA|ELICY.

IP cameras

=

« OHEE[70lM oL HAE

. ME jBEIAHOIMS ASS WE

. 5'-1-U-E-| HlX-I EE o=|

« O[OX[ AP M2

« SDK for Python2 &¢&t X|E HELC
o CI= CHA|
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OHZ 2|7{o|MH DU A E

£ graphs £H9| graph. jsonO|2tE O Q| TtUIL|CH DHLHAEE=
0

ofZ (70l oL |m| &
2 ofE27oldel 1 RAE HolgfL

7[x], &, AX|<t

E
k=1
—

f7|x|= oiE2|F ol Z =, 2, Fioi2t & C|AZ8|01E fIFF 2, 74 & Hio[L 2| Thd L.
HE o Z (70|22 4712 T 7|XIE AL ELICE.

Example graphs/aws-panorama-sample/graph.json - Il 7| X|

"packages": [

{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"

b

{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"

b

{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"

b

{
"name": "panorama::hdmi_data_sink",
"version": "1.0"

}

1,
Mg F W7|X|l= o ZEE[AH 0| L2l packages CIHEE|MM Ho|ELICt 0{7|0f= O] ofZ 2|7 0|4
ot ptEE I cet REO| E0{ JU&LICH CHE & I Z|X|= AWS Panorama MHE|A0|A XS 5t= gt

FtH2F L CIAZER|o] THZ|X|LICH abstract_rtsp_media_source I{7|X|= HiE S0i R 2
& £ U= FtHELS] X2l EAIRFLICH hdmi_data_sink W7|X|E & %|e| HDMI £2f 7HHEE Lt

== mj7[x[oi cHet QIE{m| oA 2 EF ofLI2t HiZ Al R elstE 7| ZLE 7HE & = HITZIK]
metojeuct ZE 3 29 mf7[X[s U £3E X 2
£ HolgfLict 2lEmo|A& = HIC|2 2EZO|HL d=, #E
A& LICH

0 £ £0{, code_node === SAMPLE_CODE I{j7|X|2| QIE{H|O|AE &= EFL|CE.

OHZZ|AH 0| OiLHAE 22
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"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface",
"overridable": false,

"launch": "onAppStart"
I

o| QIE{m|o|AE 7| K| 714 T package. jsonol & o|z|of Q&LICE O] RQIE{H0|AE THF|X]
7} H{EL|A 2Z0|H video_inO|2t= HIC|2 AEZT} thresholdEte B A4 X2 o=
o2 =t X|getL(ch £t o] IE{H|0|A= CIAER|Olof HIC|RE £33517] {8 Z =0
video_outO|2t= O|E2| HIC|R AER| HIH7} 2o e XI™ELICt

[ |

Example packages/123456789012-SAMPLE_CODE-1.0/package. json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [],
"interfaces": [

{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
},
{
"name": "threshold",
"type": "float32"
}
1,
"outputs": [
{
"description": "Video stream output",
"name": "video_out",

"type": "media"

OHZZ|AH 0| OiLHAE 23
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OHZ 2|71 0| OHL|HAEO|M camera_node === 7tHEte| HIC|Q AE RIS LIEFALICE 047]0f
= OHEE2|7|0|ME =& [ &0 LtEtLE ClZ T 0|E{7F X't E[0o] /0] 72t AERIZ MEASH
2= MIAIX|I7F EAIELICE

Example graphs/aws-panorama-sample/graph.json - 7}HEI ==

"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"launch": "onAppStart",
"decorator": {
"title": "Camera",
"description": "Choose a camera stream."

iy

I2t0/E =E threshold_parame= OHEEI70|MH ZE0M AFBSHE AMEIT AIZL TEt0IEHE
OfgtLIC 7|E2Zt2 600|H HHE Sof MAEHE £ &Lt

(Al

Example graphs/aws-panorama-sample/graph.json— ItZ2t0/E = E

{
"name": "threshold_param",
"interface": "float32",
"value": 60.0,
"overridable": true,
"decorator": {
"title": "Confidence threshold",
"description": "The minimum confidence for a classification to be
recorded."
}
}

OHEZ 2|70l DHLHAE >4
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CZtHEte| HIC |2 AE

OHZ2|A0|M OiL|HAE 9| OFX|2 MMOl edges= = E ZH 94 E BHELICH
2o AAZL oEt0lEHE 2 E 29| 3o H4E|n I E L E9| H|C|R £3i2 C|AED|olo] 1A
ElLict,

Example graphs/aws-panorama-sample/graph.json — S|

"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
b
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
b
{
"producer": "threshold_param",
"consumer": "code_node.threshold"
}
]

ME fEEIF OIS AR R WUE

HME o Z2|70|ME RtA| o EEIFHO|Me| AR Ho = MEE £ A&LICH

Zt mf7|x|ef o|&2 AEolA ZRatoF FLICH AE L EP% AERt2E B7H code EEE model 2 A
Hh 7| X| O|& S F%oFE B2 HizE m W7[x| HHo| AR E + U&LICH 2= WF[X|2| O|FS
OZE(7[0|ME LIEILHE OIE 22 HBMAIL.

FE m7|X|e| o|E& HAE5IE{H

—

m7|X| £ 0| ¥4: packages/123456789012-SAMPLE_CODE-1.0/.
CtZ |x[oAM ZHZ|X| O|F S UCIO|ESHMAIL.

N

- OjZ2|#H 0| OfL|HAE - graphs/aws-panorama-sample/graph.json
« I{7|X| 7+ — packages/123456789012-SAMPLE_CODE-1.0/package. json

« lIC A3 2E —3-build-container.sh

HE ofE2|F0|ME AL E = 25
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ofZ2|7|o|Mel ZEE YHO|0|EstEdH

3
4.
)
6

EO|L{E Y E=5}24% 3-build-container.shE A&SIAL.

aws-panorama-sample$ ./3-build-container.sh
TMPDIR=$(pwd) docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0
Sending build context to Docker daemon 61.44kB
Step 1/2 : FROM public.ecr.aws/panorama/panorama-application
---> 9b197f256b48
Step 2/2 : COPY src /panorama
---> 55c35755e9d2
Successfully built 55c¢35755e9d2
Successfully tagged code_asset:latest
docker export --output=code_asset.tar $(docker create code_asset:latest)
gzip -9 code_asset.tar
Updating an existing asset with the same name

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"98aaxmpllclefb4cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz",
"descriptorUri":
"1872xmpl129481edd53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at ~/aws-panorama-

sample-dev/
assets/98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083c343.tar.gz

CLIE= assets ZEH0|A] O|™ ZIE|O|L] RI&tE RIS 2 AMX|5H D 7| K| 4 E UO|O|EE L
Ct.

m7|X|E YZE=35t2{™ 4-package-application.pyE A™SIHIR.

AWS Panorama 2& H{E offZ2Z[7{[0|M m|0|X|E dL|C}.

of 2|7 0|ME MEfELICE.

HH71& MEfErLICH

HE ofZEE|F0|ME AT HE
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7. OHEC|F 0| HiZ EAE =& LICE 28t 42 ofE2|7iolHd ofLHAE, FtH et AER &

=
£ Let0[EE HEE = A&LICH

HFE HIE 2Y WY

OHZ2|7[0|Mol|= HFE HIT 20| ZF /o] UELICH AHA ZHE MEStE{H ZH =0
T2 £H35t 11 AWS Panorama Application CLIE AI&35l04 ZEE XHMOZ 7HKHQAAL.

r

C}S 0 Al= MXnet SSD ResNet50 Z 2 M StH, | Ol 22 o] dHEA2| GitHub Z|ZX|EE]
ssd_512_resnet50_v1_voc.tar.gz0| A CI2 2 T A& LY.

0
m% 0o

HME o E2(7Holde| RS HESHE{H

1. ZEo &A mF7|X| EEHO| 0|2 HEFLICEH o E 0
packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/2 HHZEgLICt
2. CIZ /x| zf7|X| O|§ 2 UOIO|ESAAIL.

« OHEZZ|70|M ODHL|HAE — graphs/aws-panorama-sample/graph.json

« I§7|X| 44 - packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/
package.json

3. m7|X| £ mtYU(package.json)ollAl. assets (2 Bl HIPZ #4Z88LICH

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SSD_512_RESNET50_V1_vocC",
"version": "1.0",
"description": "Compact classification model",
"assets": [],

4. WF|X| dHBX mt(descriptor. json)E FLICt framework & shape 7t &0 A &
HIOIESIAAI2.

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
"framework": "MXNET",

"inputs": [

{

AFE HIHE 22 #HE 27


https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/v0.1-preview/ssd_512_resnet50_v1_voc.tar.gz
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"name": "data",
"shape": [ 1, 3, 512, 512 ]

1,3,512,512& 2Eo| ¢l2do Z dt= o|O|X| (1), Z o|O|X|e| ZHED (3-- 7t =
, ItetAy o|0|X| 27((512 x 512)& LIEFHLICH HiE Q| gt =M= 2=&otct CHELICh.

5. AWS Panorama Application CLIE At&35t0{ 2= 7tX{ZL|Ct. AWS Panorama Application CLI
DE A MHX IUE 1 RE 0|§0| U assets E2C{0| SAS D I7|X| FH S LHIO|E

aws-panorama-sample$ panorama-cli add-raw-model --model-asset-name model-asset \
--model-local-path ssd _512_resnet50_v1_voc.tar.gz \

--descriptor-path packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/descriptox.json
\

--packages-path packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0

{
"name": "model-asset",
"implementations": [
{
"type": "model",
"assetUri":
"blal589afe449b346Ff47375c284a1998c3e1522b418a7be8910414911784cel. . tar.gz",
"descriptorUri":
"a6a95089531393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json"
}
]
}

6. ZEZ2 U2 C=3l24M panorama-cli package-application2 A#SAIL.

$ panorama-cli package-application

Uploading package SAMPLE_CODE

Patch Version 1844d5a59150d33f6054b@4bac527a1771fd2365e05f990ccd8444a5ab775809
already registered, ignoring upload

Uploading package SSD_512_RESNET50_V1_VOC

Patch version for the package
244363c74d01e082ad012ebf21e67eef5d81ce@desdbadlae2b69dObc498c8fd

upload: assets/

blal589afe449b346Ff47375c284a1998c3e1522b418a7be8910414911784cel.tar.gz to

e e 2d 9g 2
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s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wcbbmbeishfasissz5jefhx
63a/123456789012/nodePackages/SSD_512_RESNET50_V1_VOC/binaries/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel.tar.gz
upload: assets/
a6a9508953t393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json to

s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wce6bmbeishf4asissz5jefhx63
a/123456789012/nodePackages/SSD_512_RESNET50_V1_VOC/binaries/
a629508953t393f182f0@5f8beaa86b83325f4a535a5928580273e7fe26f79e78. json

{
"ETag": "\"2381ldabba34f4bc@100c478e67e9ab5e\"",
"ServerSideEncryption": "AES256",
"VersionId": "KbY5fpESdpYamjWzZ@YyGgHo3.LQQWUC2"
}

Registered SSD_512_RESNET50_V1_VOC with patch version
244263c74d01e082ad012ebf21e67eef5d81ce@destdbadlae2b69dObc498c8fd

Uploading package SQUEEZENET_PYTORCH_V1

Patch Version 568138c430e0345061bb36f05a04al1458ac834cd6f93bf18fdacdffb62685530
already registered, ignoring upload

~
o

HE2|7o|MM I EE UCIO|ERLICH CHREES| ZIE= MAISE = /JU&LIch 22 S 2
El A== process_results HIM=o0] Q&LICH

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a
video frame."""
for class_tuple in inference_results:
indexes = self.topk(class_tuple[@])
for j in range(2):
label = 'Class [%s], with probability %.3f.'%
(self.classes[indexes[j]], class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, ©0.25 + 0.1*j)

2eof 2t preprocess HAMEE AC|O|ESHoF & == AU&LICtH

olO|X| AFH el

ofZEl7olMd2 o|0lx|E 2= 27| ™o o|0|x|e| 27|& Z=Hst M4 O|0|EE H&hstod
FE S ZHIgLUCH ol Z2(7Holdo] AEstE ZEo= & Hmi 2olo2] &l H—’F—QF ARt F Al
7Ho| Mat Mol U= 224 x 224 A O|0O|X|7t ERELICH OHEE|FH 0|2 2 M4 72 00iA1 1 Al

o|0Ix| AbH ®E| 29
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Olo| ZAIZ Bighst ,
s Zgstod L:é'OI AMElE = U= NumPy BHQEE BHtgfLict,

|—_|
=Io|=|
onl
1
0%
lo
oH
Xl
™
mo
i
=5
EN
e
>
Hu
-
r
_?_

-I% L_||:|' |:||.x|l:|l-0§ AHé)I-

def preprocess(self, img, width):
resized = cv2.resize(img, (width, width))
mean = [0.485, 0.456, 0.406]
std = [0.229, 0.224, 0.225]
img = resized.astype(np.float32) / 255.
img[:, :, 0]
img_b = img[:, :, 1]
img_c = img[:, :, 2]
# Normalize data in each channel
img_a = (img_a - mean[Q]) / std[0]
img_b (img_b - mean[1]) / std[1]
img_c (img_c - mean[2]) / std[2]
# Put the channels back together
= [[C1, 01, [1]1]
x1[0][0] img_a
x1[@0][1] = img_b
x1[0]1[2] = img_c
return np.asarray(xl)

img_a

ol ZzMAE 02 S&ez 3 oF 7is Helel 22 22 MSELICH ol E&E 2 YAo|x|E
DEnich oHE & e 1S ClolE MELQ| o|O|x|of ME &= MA 2|k UXIEfLICH

SDK for Python2 &8 X|E YZEE=
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M E o £2[7 0|42 SDK for Python2 At&3+0{ Amazon CloudWatchoi| X| &

Example application.py — SDK for Python

def process_streams(self):
"""Processes one frame of video from one or more video streams."""

logger.info('epoch length: {:.3f} s ({:.3f} FPS)'.format(epoch_time,

epoch_fps))
logger.info('avg inference time: {:.3f} ms'.format(avg_inference_time))
logger.info('max inference time: {:.3f} ms'.format(max_inference_time))
logger.info('avg frame processing time: {:.3f}

ms'.format(avg_frame_processing_time))

YEC 30
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py
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logger.info('max frame processing time: {:.3f}
ms'.format(max_frame_processing_time))

self.inference_time_ms = @

self.inference_time_max = 0

self.frame_time_ms = @

self.frame_time_max = 0

self.epoch_start = time.time()

self.put_metric_data('AverageInferenceTime', avg_inference_time)

self.put_metric_data('AverageFrameProcessingTime',
avg_frame_processing_time)

def put_metric_data(self, metric_name, metric_value):
"""Sends a performance metric to CloudwWatch."""

namespace = 'AWSPanoramaApplication'
dimension_name = 'Application Name'
dimension_value = 'aws-panorama-sample'
try:

metric = self.cloudwatch.Metric(namespace, metric_name)
metric.put_data(
Namespace=namespace,
MetricData=[{
'MetricName': metric_name,
'Value': metric_value,

'Unit': 'Milliseconds',
'Dimensions': [
{

'Name': dimension_name,
'Value': dimension_value

},
{
'Name': 'Device ID',
'Value': self.device_id
}

]
)

logger.info("Put data for metric %s.%s'", namespace, metric_name)
except ClientError:
logger.warning("Couldn't put data for metric %s.%s", namespace,
metric_name)
except AttributeError:

logger.warning("CloudWatch client is not available.")

A=l =,

FH
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HHE Sof gt HEIY - Hete d&L|ct JE 2 aws-panorama-sample.yml AWS
CloudFormation & Z X!0i| 2 o|x[o{ U &LICEH.

Example aws-panorama-sample.yml|

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

ME ojZ 27 OIM2 pip® AFS 510 SDK for Python X! 718t B4 $=2 MxIEHLICH ofZ 2l ol
& 2% Dockerfile® HHE Asto] 7|2 OIDIKIg H7 NIBEIE ¥ Sl

a2 IEERE=C)
cholEE{2|E AR[E U

Example Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

SDK for Python2 £t X|
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* github.com/aws/aws-panorama-cli
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« github.com/aws-samples/aws-panorama-samples
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AWS Panoramat PyTorch, Apache MXNet, TensorFlowZ
2 HiEZ & [ AWS Panoramai= SageMaker NeoOl M 2 &S
Z|= tllojo1E M83tE B, Amazon SageMaker = 7HEE

Ji)|'

TEE X|HEELICH ofEE[AH 0]
. SageMaker Neo2t = &
oM RRIE 5 £ JU&Lch

HIC|RE XMEIstn REZE MEE o|0|X|E 7K 27| 28] AWS Panorama 0{Z20|1A = RTSP =
EEZES A830{H.264Z QI E HIC|2 AEZ|0f| HAZELICH AWS Panoramae CHFEH it 7t
H2tel Z&HdE HAERLICH
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AEEle 22

AWS Panorama& O Z2|70|ME HEE B2, AL&XHE o Z2|7 00| HFE HITo| AL& st 7|
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Ee MY FSotn of&E R2E MET + U&LICH

(® Note

AWS PanoramaZ EHIAESt AIM YE Rl 222 oo S48 XS AAIR.

OHEZ Z|7l0|ME HiZ & I AWS Panorama= SageMaker Neo ZI

2 HutUstLICH SageMaker NeoE CHAN ZEHZ 0| E X2 ’é‘g 2 nde "I’“SP = Z EP
{2, Amazon Elastic Compute Cloud(Amazon EC2)2| QIAE A

A9t ZH2 AX| Cluto|A Tt E = U&LICEH

AWS Panoramat SageMaker NeoOf|A{ S K| ElHI-OléQ-OE X|Hdst= PyTorch Apache MXnet 2

TensorFlow HEE X[HELICH XA 22 E F55t= 8, SageMaker Neo EA| HEof LIKEE =
HEUHT HHE ALSE = &L Ct SageMakerOHA‘lE LI = o|0|X| EF LDE|ES M2E £ 9
&LCt.
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/resources/model-compatibility.md
https://aws.amazon.com/releasenotes/sagemaker-neo-supported-frameworks-and-operators/
https://docs.aws.amazon.com/sagemaker/latest/dg/image-classification.html
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1920x1080 T/ = AEZO| 7IE M| E H|E2 XI5t SS& A7IE FA4LICH

oII

+ Axis — M3057-PLVE, M3058-PLVE, P1448-LE, P3225-LV Mk II
« LaView - LV-PB3040W

« Vivotek — 1B9360-H

* Amcrest - IP2M-841B

* Anpviz — IPC-B850W-S-3X, IPC-D250W-S

« WGCC - Dome PoE 4MP ONVIF

O{ZCI0|HA Q| FFE 0] AF¥FE2 AWS Panorama 0{Z2}0|A ALY E EESHAAIL.
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Nvidia Jetson AGX Xavier(32GB RAM

2x 1000 Base-T(7|7tHIO|E)

#&Lch CHE = &F C[Hto|Aof CHHM =
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USB 2.0 17§ 2/ USB 3.0 EFRJ-A 17H(2&)

2.0a

7.75" x 9.6” x 1.6”(197mm x 243mm x 40mm)

J7TLRE
100V-240V 50-60Hz AC 65W
IEC 60320 C6(3E!) 2|4E
IP-62

FCC Part-15(0|=
|IEC-62368
-20°C~60°C
0%~95% RH
-20°C~85°C
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Service Quotas

AWS Panoramatc A0 M8 2|AAQL HIEZSHE OHEE|Fo|Mo & e MEEL|C}. o
21 AWS 2|0 M AWS Panoramag At&35t= A<, ZF 2Tl €2 & 0| 22 MEFELICH AWS
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ElementalAppliancesSoftwareFullAccess
https://console.aws.amazon.com/panorama/home
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaServiceLinkedRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaApplianceServiceRolePolicy
https://console.aws.amazon.com/iam
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2 [ A'Eel o{Z2to|ed Ao CHEH
}. aws:SourceAccount X712 AWS

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "panorama.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
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https://console.aws.amazon.com/iam/home#/roles/AWSPanoramaApplianceServiceRole?section=trust
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Example 412 H& - B o{Z2t0[RdA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "panorama.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:panorama:us-east-1:123456789012:device/
device-1lk7exmplpvcr3heqwjmesw76ky"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiot.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazons3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awssecretsmanager.html
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Example aws-panorama-sample.ym| — OHZ 2|7 0|44 o3&

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData’
Resource: '*'
Path: /service-role/
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/aws-panorama-sample.yml
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https://console.aws.amazon.com/panorama/home#devices
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https://console.aws.amazon.com/panorama/home#devices
https://console.aws.amazon.com/panorama/home#devices
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https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
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« AWS loT 20t 215 HE(HTTPS, £ E 443) - credentials.iot.<region>.amazonaws.com
L St =l

* Amazon Elastic Container Registry(HTTPS, 2 E 443) — api.ecr.<region>.amazonaws.com,
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* Amazon CloudWatch(HTTPS, 2 E 443) —monitoring.<region>.amazonaws.com.

* Amazon CloudWatch Logs(HTTPS, 2 E 443) - 1ogs.<region>.amazonaws.com.

* Amazon Simple Storage Service(HTTPS, 3£ E 443) - s3.<region>.amazonaws.com, s3-
accesspoint.<region>.amazonaws.com 2! 5t = HQ!I.
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Add data source

Camera stream details info
Mame

exterior-south
Description - optional

Stream 2 - 720p
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https://console.aws.amazon.com/panorama/home#data-sources
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https://console.aws.amazon.com/secretsmanager/home#!/listSecrets
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https://console.aws.amazon.com/panorama/home#devices
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AWS Panorama OZ 2|7{|0|M 22|

OfEZ 2|7 0|2 AWS Panorama 0{Z2t0|1A M A& E|0] HIC|2 AE RN AFE H|™ =
TAELICH Python Z =8} 717 3 & HE S A stod AFE HIT ofZEIFH0lMdE 75t QIH
2 &35l AWS Panorama O{Z2t0|HA0] HiZE 5= Q&LICEH OHE2[70|HM2 HIC|2E CIAZH|0|2

& st7LE AWS SDKE AHE5t04 ZIE AWS AH|A0 MESE 4 U&LICH
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OHZ2|71|0|M HHE

OHEZZ|AHo|ME HE;PEP AWS Panorama Application CLIZ At&3504 AHSZ ofZE[AH 0|ME 7t

M1, ZEo|LE Yest T, KP”" Yz U S5, oiE 2|7 0|M AAHAS HHFLICH O
FHME 2t EHE RIMIS| AT HIEt2E0M ol % do| s~ ElE x| dBELICH

Ot%| of E2|7|0| M E HiZ St X| f2 B KtAMEH LIE 2 AWS Panorama A% st 7| EHHE R R SHAIA

ME HZ2IH0IMS AFSRE XIEStT Har st Yol CHEt RMIE LI AWS Panorama OHE 2|
ol W= el AT AR
444

« AWS Panorama Application CLI A %]
- OZ2|70|M 7KL 7|
« ZHo[L4 o|OjX| HE
- ZE IIX27|

- OHEZ |7 0|4 R4

o=
« AWS Panorama 2&& AI&3504 oOfZ 2|7 0|M Hi=E
S

« OHEC|7 0| HiZ X}

AWS Panorama Application CLI A x|
AWS Panorama Application CLI2} AWS CLIE M x|524™ pipE AF2ELICH

$ pip3 install --upgrade awscli panoramacli

AWS Panorama Application CLIZ O Z2|7{|0|M 0|0|X|E Y =3t24 Docker7t 2 &FLICE. Linuxoi|
ME gemut 2t A|AE! BlolEB{E|E 2 & LICH. AWS Panorama Application CLIS| A x| & 7
off CHEH XEMIEH LI& 2 =2 M E O] GitHub E|ZX|E 2|0 /= README IS & ZSHAAIL.

» github.com/aws/aws-panorama-cli

WSL2E AI&30{ WindowsO|M EHE &3 A-E5H7| 28 X[E2 Windows0i| A 7HEF 878 A7 &
212 x5 AIAQ.
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https://github.com/aws/aws-panorama-cli
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ofEZ2|7|0o|M 7t K2 7|

ME o ZE2[#H 0| E= ELALOIM K|S o ZE 2|7 0|MS 2 25t F<R, AWS Panorama
Application CLIE AF&735t0{ OHEE[FH|0|ME 7HK{2LA A2,

my-app$ panorama-cli import-application

O| HHE2 ofZ2|70|M Ii7|X|2| O|F2 AH IDE HhELICH IZ|X| O|§2 W7 |X|7t BHEE|l= AH™
O| H’¥ IDZ A|IEELICE oHZ A 0[ME o] Hl'Hol|l tiE st= E< 2 AHE=Z o Z2|70ldE Tt
Xet m{Z| &8st ok gf Lict.

oIS 501, 0l MBAMO| ME ofZElAH0lMolE T W7IXIot 2Y W7IXI7t Ao, 22 EalolaE

o AE IDE 0| 0| X|™HE|o] U&LICH O] import-application B CLIZF & @0l AWS
Hot o185 HE M =E5t= HE IDE M-St S O|§2 HiELICt

/aws-panorama-sample

### assets

### graphs

# ### my-app

# ### graph.json

### packages
### 123456789012-SAMPLE_CODE-1.0
### Dockerfile
### application.py
### descriptor.json
### package.json
### requirements.txt
### squeezenet_classes.json
### 123456789012-SQUEEZENET_PYTORCH-1.0
### descriptor.json
### package.json

HOoH H O B R

123456789012= W7|X| CIHEE| O|F2 Ol & ZEst= OHEEIFH 0| DT A E(graph. json)of
M H’S IDE CHA|E LICH AWS CLIE AF83104 aws sts get-caller-identityE® S&35tH AY

IDE &felg = AU&LICH

$ aws sts get-caller-identity
{
"UserId": "AIDAXMPL7W66UC3GFXMPL",
"Account": "210987654321",
"Arn": "arn:aws:iam::210987654321:user/devenv"

o Z 2|70 7t X2 7| 60


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/graphs/my-app/graph.json
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SQUEEZENET_PYTORCH-1.0
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}

ZiE| 0|4 o|O|X| &=

O Z2|7|0|4d =& Dockerfile0ll Ax|8t oHZZ|FH|0|MH =2} 2lo|E2 22|17} &=l Docker Z1E | O]
L4 o|O|X|ofl m{Z| & ElLICE. AWS Panorama Application CLI build-container HHEE AI85t0
7{ O|0|X|& #+ &5t Tt A|AE O|0|X|E LHE-LICEH

my-app$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/210987654321-SAMPLE_CODE-1.0

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8cl6bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227¢c5.tar.gz",
"descriptorUri":
"1872xmpl129481ed0@53¢c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at
assets/5fa5xmplbc8cl6bf8182a5chb97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz

O| B code_assetZtE O0|§2| =7 0|0|X|E MAIstT YU A|AEIS assets Z22| .tar.gz
otztolE 2 LHEHHLIC CLIE ofE 2| 0| 2| Dockerfileodl X|ZE! CHZ Amazon Elastic Container
Registry(Amazon ECR)M|AM o Z2|7{0|M 7|& o|O|X|& 7tX{ZLCt.

CLI= ZiE{|o|Ld o}7}0[|E 2|0 = THF|X| MR
F o 25 i mtdo| SHAIE BHHEste=
Application CLI= 5 XI&He| O|E € 7§ 5t
Z2 M Sof o{Z2t0|AL00| A AFS ELICE

KH(descriptor.json)oll CHEH RFAHS A AEFLICE.
AlHXIZ 0| 0| HFEIL|CH EE8F AWS Panorama
£2 mf7|x| ol FItgLIct. ol O|§2 Hix

Example packages/123456789012-SAMPLE_CODE-1.0/package.json — XA}

Pl
NI
Jhu
e

Q'I_I

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code."

740l o|O|X| EE= 61


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/package.json

AWS Panorama FHEERE FLHA

"assets": [

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8c16bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227c5. tar.gz",
"descriptoxUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f . json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
.
build-container B0 X|HE I = AHLHO| O|F 2 WF|X| 42| asset EE {1 UX[SHoF &

LIC} 2| ool e 5 2L0l 25 code_asset&ILIC}

2 717

Ot7}0|E 7} Rlg & R

ofZ 2|70l o] Rtat Z2Ho| 2 & of7tO|E 7 UHLI HEZR CIREEE 2 E
e B2 add-raw-model

SLICH M 29, AEl0lEE 2Y £ HH0|EE 2Y LA B1Yo|
E=1° A'. ol'O:| 5HL_éI- _u_|.OI° 7|-X=IOA|A|O

>
0

my-app$ panorama-cli add-raw-model --model-asset-name model_asset \
--model-local-path my-model.tar.gz \
--descriptoxr-path packages/210987654321-SQUEEZENET_PYTORCH-1.0/descriptor.json \
--packages-path packages/210987654321-SQUEEZENET_PYTORCH-1.0

MR TUBH A0S0k St B R CIMEElof 2 7IE DS AR 4 ALt £5
ASHHUT DES PR V52 TAEH MUK BUS HHlo|sok B 4 gLt oS S
of Chg A3BES ME Yo o] AU £¥shs WS HoiELIC
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Example util-scripts/update-model-config.sh

#!/bin/bash

set -eo pipefail
MODEL_ASSET=fdlaxmplacc3350a5c2673adacffab@6af54c3fliadabfesta8be24cac687a386e
MODEL_PACKAGE=SQUEEZENET_PYTORCH

ACCOUNT_ID=$(1s packages | grep -Eo '[0-9]1{12}' | head -1)

panorama-cli add-raw-model --model-asset-name model_asset --model-local-path assets/
${MODEL_ASSET}.tar.gz --descriptor-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/
descriptor.json --packages-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0

cp packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/package.json packages/${ACCOUNT_ID}-
${MODEL_PACKAGE}-1.0/package.json.bup

DE o7 |X| CIMER|e ClAZ BIE mhof CHet #4F AFE 2 CLIZ CHA| 7kX42 K| M =|X| of
&LICt CLIi= ZHE|0|L{S CtA| 2= & mf o Z 2|70l ZE mF|X|o] A S YH|0|E st Walnt

FASHA M R Ol& 2 AHEsto 2 m7|X| 724 OO0l EELICH

OfZ2|7ilo]M Xf& M=

2 otztole, HE|O| oY A|AR ofFto|E & MHEX} TtUS Zste oHEZIAH 0|M RHAtg =
C35ln SE3524H package-application HHE AFSSIAAI2.

my-app$ panorama-cli package-application

Uploading package SQUEEZENET_PYTORCH

Patch version for the package
5d3cxmplb7113faald130f97f619655d8cal2787¢c751851a0el55e50eb5e3e96

Deregistering previous patch version
e845xmpl8ea®36leb345c313a8dded30294b3a46b486dc8e7cl74ee7aab29362

Asset fdlaxmplacc335@0a5c2673adacffab@6af54c3fladabfes4a8be24cac687a386e.tar.gz already
exists, ignoring upload

upload: assets/87fbxmpl6fl8aeaesdle3ff8bbc6147390feafs47d85b5da34f8374974eccsaaf. json
to s3://arn:aws:s3:us-east-2:212345678901:accesspoint/
panorama-210987654321-6k75xmpl2jypelgzst7uux62ye/210987654321/nodePackages/
SQUEEZENET_PYTORCH/
binaries/87fbxmpl6fl8aeae4dle3ff8bbc6147390feaf47d85b5da34f8374974eccsaaf. json
Called register package version for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faaldl30f97f619655d8cal2787c751851a0@el55e50eb5e3e96

Rpar ol = o 7(X| 80l HE ALY 0| @ls E< CLIE 0l& &L

Uploading package SAMPLE_CODE

OHZ 2|70l Rt UZRE 63
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Patch Version ca9lxmplca526fe3f07821fb0c514f70ed@c444f34chb9bd3a20e153730b35d70 already
registered, ignoring upload

Register patch version complete for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faald130f971f619655d8cal2787c751851a0el55e50eb5e3e96

Register patch version complete for SAMPLE_CODE with patch version
ca91lxmplca526fe3f07821fb0c514f70ed@c4b4T34ch9bd3a20e153730b35d70

All packages uploaded and registered successfully

CL|= Zt I 7| x| Q| RHoHE AFRAE HH 8 Amazon S3 M A ZQIEo| YZEELICH. AWS Panorama

A+ S AHE CHAISH0d o”Ml/\ ZOIEE 2|8l DescribePackage APIE S8l HE S MZ &t
CLIE Zt 7| X|o| RHAtE Sl THF (X0l MSE x|l YEE5tD TF K| FHol MHE HMHEHE A
£35l0{ AWS Panorama A‘IHI&OH SE&hct.
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https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackage.html
https://console.aws.amazon.com/panorama/home#deployed-applications
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AWS Panorama Application CLI & panorama-cli package-application2 AI&35tH CLI

7} o Z 2|7 o|M | XFAFE Amazon S30]| Y2 E 3511 0| AWS Panorama0l SE&FLICt XH&tof=
AWS Panorama 0{ZE2}0|1A 7} HE Sof CtR2 2 =5t HEO|L2| ZhY(ZIE|0|L] o|0|x| & =2 &) &
MEXRF ot do| ZEELICE IH7|X| RS SFotedH w7 (x|, A & QIE{H|0|AE Holsts Er 9|
H7|x| T8 mtd S MSELct

Che o K= YT} £20| LM /s AE wE ol IhFIx| TAE HoiELIL HlCle Yg S
stolzt A= 210 olnlx| HOlE{of AMAE 4 U&LICL £ s MalE o/0XIE ClAE 0|2

M&ELCH
Example packages/1234567890-SAMPLE_CODE-1.0/package.json
"nodePackage": {

"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",

"version": "1.0",
"description": "Computer vision application code."
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"3d9bxmplbdb67a3c9730abb19e48d78780b5071f3340ec3871201903d8805328a.tar.gz",
"descriptorUri":
"1872xmpl129481ed053¢c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",

THZ|X| 67
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Iltypell: Ilmediall

}
1,
"outputs": [
{
"description": "Video stream output",
"name": "video_out",
"type": "media"
}
]
}
]
}
}
0| assets MM 2 AWS Panorama Application CLI7} Amazon S30{| YJ2Z =8 OlE[HE 9| 0|5 & K|
HEfLch ME ofEZI70lMd E= OHE AISKIERE ol Z2[70|ME 7HX{2= B 0| A4M0] H|o

fjo
>
0%
Q'I_l

U7HLE Aol Qi RS B X8 £ Q& LICH panorama-cli package-application
™ AWS Panorama Application CLI7} O] MME 2HIE Zf2 2 AMSLICH
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AWS Panorama O{Z2|7|0|M OL|HAE

OHZZ|Zo|ME HiZ & [ OHZZI70|M LT AEEIE 74 TS MESHML. 0] IhU2 o EZ|
Ao|ME ot AUX|7} Qe aei= 2 ™HolgfL|ct ofZ2(F| ol oL A E = o ZE 2|7 0|M A
FE 0| AE0|H graphs CIEE2|oi XZHE LIC}.

>

Example graphs/aws-panorama-sample/graph.json

"nodeGraph": {
"envelopeVersion": "2021-01-01",

"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
I
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
I
{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"
I
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
}
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
I
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",

"overridable": true,
"overrideMandatory": true,

OHZ 2|7 0|M oL AE 69
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"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
},
{
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
},
{
"name": "log_level",
"interface": "string",
"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."
}
}
1,
"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
.
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
.
{
"producer": "log_level",
"consumer": "code_node.log_level"
}
]
}
L|CF. &t
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JSON A 7|0}
OHZ 2|7 0| DHLITAE L XHEIO| 2A{0| B3AlS JSON A 7|0t Ao|E|o] Q)& LICH HHE 57| ™
o JSON A7|0HE ALR35104 A EAO| R EMS ZAE £ UALICH JSON AF|0Hs 0] M9

GitHub E|ZX|EE[|0| M A E = /U&LICH.

- JSON A 7|0} - aws-panorama-developer-guide/resources

JSON A 7|0f 71


https://github.com/awsdocs/aws-panorama-developer-guide/tree/main/resources
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OHEZZ|A0|MH L=

L= 2E 3E Jtoet 2AER, £, of2t0|Ee Ut tEols 3 £33 Holst= 2IEH 0|
A 71 Q& Lct QIE{m oA E Aol mfF|X|, AWS PanoramadlM ME35t= 7 |X| EE= LIEEoZ

HMolgh = Q&L Ct.

Ct= o A|olA code_node®t model_node= MEZE O ZZ|70|Mof| Z&E ME =t D& IF|X|

E ZZ gLt camera_nodeE AWS Panorama M XME&35tE TIHZ7|X|E AF235t04 HilZ Sof X|H5tE
FtH 2 AEES| Xt EAIRIE M ELICH

Example graph.json — =&

"nodes": [

{

"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"

},
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
},
{
"name": '"camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"overrideMandatory": true,
"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
}
]
N
Axlz et =Eo| EXZ2 CIE =2 =of oHEELICH CHS od|Aof| A 2 g °*'II= FtHE AE
H ool £3Z ojEEA0o|M ZE L =9| 230 ofEELICH O|F video_in & video_out=
E 1{7|X|9| QIE{H| 0| A0f THOlE|o] /U&LICE

Example graph.json — S X|

"edges": [
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{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
iy
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
iy
OHEZE|F0|M ZEM= inputs & outputs £ 2 AL&35t0 ¢34 AEZ|0|M O|O|X|E 7t
E£23 AEZ|OZ 0|0|X|E EHHL|C}

Example application.py — H|C|2 /24 2! &=

def process_streams(self):
"""Processes one frame of video from one or more video streams.

frame_start = time.time()

self.frame_num += 1

logger.debug(self.frame_num)

# Loop through attached video streams

streams = self.inputs.video_in.get()

for stream in streams:
self.process_media(stream)

self.outputs.video_out.put(streams)

FeE
O Z 2|7 0| DHL|HAE M F4 LEE AWS Panorama0il A X o|st mi7|X|E o|O|stmd, ofZ 2|7
O|M DHL|HAEO|M RI2| EAIKIZ AFRE 4= Q& LICEH AWS Panoramae 5 7HX| &9 FA L&
X."_l_ol'l’lEl.
- FtHEF AEZ - o ZE(70|M0| HHE Foil AtE5t= ZHHIEZt AERIZ MEdFLICEH

m{7|X| O|& - panorama: :abstract_rtsp_media_source

QIE{H|O|A O|& - rtsp_vl_interface

- HDMI £3 - o Z2[71|0|M0| HIC|2 & EXF S LIEHHLICH

I 7|X| O|& - panorama: :hdmi_data_sink
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OlE{H|0|A O|2 - hdmi0

CE of|Al= 7t AEE] %ﬂ|aﬂ:m%mmwum02

QE £335l= o ECIF0|Me] 7|E Tl
7|X|, == U AX| MEE E0{FELIC}. AWS Panorama®{|A abstract_rtsp_media_source I{
7|1X|Q] QIE{H|O|AE P%ﬁPE FtHEt === 042 7tHIEt AE RS QB E B2 = &L T
hdmi_data_sink& & ZXsl= E8H L= O-I 20|91 A S| HDMI ZEO|AM S2iC|E H|C|Q HHIHo||
CHEt o ZE 2|70l T E HMA HEHS F0o{gfLCt.

Example graph.json - 4 &

{
"nodeGraph": {
"envelopeVersion": "2021-01-01",
"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
},
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
},
{
"name": "panorama::abstract_xrtsp_media_source",
"version": "1.0"
}I
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "camera_node",
"interface'": "panorama::abstract_rtsp_media_source.rtsp_vl_intexrface",
"overridable": true,
"decoratoxr": {
"title": "IP camera",
"description": "Choose a camera stream."
}
},
S =
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{
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
}
1,
"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
}I
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
}
]

1
o
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n
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Of = 2|7|0|44 mtetalE

I2tOlEE 7|2 82 7HX|H B2 ol ;2 = = ==Lt mtetdlEols 7|2 2fnt ofE
2|70l AL R0l A 8 S E X|Alst= 2 E0IE7t /S + UA&LICH

ietolEe /38

« string- EXtY. of: DEBUG.
e int32-EH=%.0d: 20
float32 -85S A3+H £.0f: 47.5

« boolean-true == falselL|C}.

CHE Al ZE 20 3o 2 ME s EAEn ZXiets F uteto/EE EoiE LI

Example graph.json — I}t2+0|E

"nodes": [

"name": "detection_threshold",
"interface": "float32",
"value": 20.0,
"overridable": true,
"decorator": {

"title": "Threshold",

"description": "The minimum confidence percentage for a positive
classification."
}
},
{
"name": "log_level",
"interface": "string",
"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."
}
}
1,

20| E 76
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"edges": [
{
"producer": "detection_threshold",
"consumer": "code_node.threshold"
},
{
"producer": "log_level",
"consumer": "code_node.log_level"
}
]

ofZ2(7[0lM OiLIHAEMAM X7 Ti2t0|EHE +HotHLE HiZ A HElE Sall M 22 MSE =

UELICH REMISH LIS RHBI0IS ALS B HE Al T4 BHIS BIZSHAIAIL.

ut2to|E
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HiZ Foi mi2tolEet T4 =8 FELICEH AWS Panorama 2£2 AFE5lo{ HHE S B2, 24
oietolE el gf2 XI’'d35tn 7tHE AE RIS Q=2 MENE = Q& LICH AWS Panorama APIE A}

=
83oto] ofE2|7|0|ME HixstE B2, LHEIOIE A= o|2fet BEE XIFELICH

=202

2QHEIo|E A= o EE[FH 0| LT AE L F 27} HIRELICH 7|2 og"OI A= metolEe| 8
¢ & HolgfLch 7tHiet AERS| B S5 et 2ERo| 8Ll =2 I7[X|E e
gfLICH O3 oh3 o E2l7H ol DL EH A B M T ==& X|Hstes & iEOiI CHEF 2HE2tol=
g HolghLct.

Example overrides.json

{
"nodeGraphOverrides": {
"nodes": [
{
"name": "my_camera",
"interface": "123456789012::exterior-south.exterior-south"
},
{
"name": "my_region",
"interface": "string",
"value": "us-east-1"
}
1,
"packages": [
{
"name": "123456789012::exterior-south",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "my_camera"
}
]
.
{
P pSXel
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"replace": "region",
"with": [
{
"name": "my_region"
}
]

1,
"envelopeVersion": "2021-01-01"

o ol Alod M= stLtel EXHE mhetole{et F4 FtHlet = =0oi CHEt 2EI0|EE HolghLCt.
nodeOverridese O| EAM 2HEI0|E0|AM O{H =7} OHE 2|70l OHLIHAEN UE=X|IE AWS
Panorama0i 2 2{& L|Ct.
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Panoramat PyTorch, Apache MXNet, TensorFlowZ 75 ZAFE HI™ 22 X[ LICt
(@ Note
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Example application.py - F&

def process_media(self, stream):

"""Runs inference on a frame of video.

image_data = preprocess(stream.image,self.MODEL_DIM)

logger.debug('Image data: {}'.format(image_data))

# Run inference

inference_start = time.time()

inference_results = self.call({"data":image_data}, self.MODEL_NODE)

# Log metrics

inference_time = (time.time() - inference_start) * 1000

if inference_time > self.inference_time_max:
self.inference_time_max = inference_time

self.inference_time_ms += inference_time



https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/resources/model-compatibility.md
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py
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# Process results (classification)
self.process_results(inference_results, stream)

=
[
k=

I.

—

CHS olAloAM = 7|8
22l

7 2o ANt E Melste g8 EoiELICH ME RE2 A sfdel A
SOk} Ut 2R HE i)

CEER

Example application.py - L2 M|A ZAx}

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a video
frame."""
if inference_results is None:
logger.warning("Inference results are None.")
return
max_results = 5
logger.debug('Inference results: {}'.format(inference_results))
class_tuple = inference_results[0]
enum_vals = [(i, val) for i, val in enumerate(class_tuple[0])]
sorted_vals = sorted(enum_vals, key=lambda tup: tup[1l])
top_k = sorted_vals[::-1][:max_results]
indexes = [tup[@] for tup in top_k]

for j in range(max_results):
label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, 0.1 + 0.1%j)
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Example packages/123456789012-SQUEEZENET_PYTORCH-1.0/descriptor.json

"mlModelDescriptor": {
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"envelopeVersion": "2021-01-01",
"framework": "PYTORCH",

"frameworkVersion": "1.8",
"precisionMode": "FP16",
"inputs": [
{
"name": "data",
"shape": [
i,
3,
224,
224
]
}
]
}
}
(@ Note

ZH T HHO| HIO|X AT} OFo|L] B X|HSHAA|2. X[ El= PyTorch, Apache
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https://docs.aws.amazon.com/sagemaker/latest/dg/neo-supported-devices-edge-frameworks.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/resources/manifest-schema/ver_2021-01-01/assetDescriptor.schema.json
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of= |70 o|O|X| 5

AWS Panorama O{1Z2t0|dA = 75 E o|0|X|0|M LHEH ZAE|0|L] Tt Y A|ARIS 2 o Z 2|7 0]
£ AT AWS Panorama OHZ2[7{0|A 7| O|0|X|E AlRH2ZE AF235H= Dockerfile 01l A Of
EZC7|0|Mo| B4 men ZIAAE X|IHELICH

O Z 2|70l o|0|X|& YUE=3t24™H Docker@t AWS Panorama Application CLIE A& 35HAIA|2. O] M
HAMO| ME ofZ2|7|o|Mof U= CFSZ o Al= Ol2{Et AHE AtE|E Eo{E LIt

Example packages/123456789012-SAMPLE_CODE-1.0/Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

CH2 Dockerfile X|&10| AF2={L|C}.

« FROM - OHEZE|7{0|M Z7|& o|0|X|(public.ecr.aws/panorama/panorama-application)&
E g
igfLICt. /panorama= OHEE|70|M ZE A £HE

« WORKDIR - O|O|X|of ] C|HERIE M™ o}
Ot SX|2|0d HEIY Al o Z2|AH o|Me| ZH M CIHER|ofls GFF

ol AFEEILICH o] dH2 dE= o
2 FX| f&LIcty).

- COPY - 2Z Z=Z0iA o|0|X|e| ZEE WUS SAFELICE COPY . .= X CIHIEE|(T 7
Xl ClHEZ)el o2 o|0|x|el 2] CIHEE|Z FSAeLICH 0o & £04, OE2[70|M 2 E
= packages/123456789012-SAMPLE_CODE-1.0/application.pydlAX /panorama/
application.pyZ SAMELICH

« RUN-2E Fof o|O|X|ofMq & BHES Al-MBFLICH EF2 RUN 22 B ALO|0]| &&= AFE St
0 042 BHZ =AtMHo 2 A = U&LICt O] HAl= pip HZ|X| #E|XHE AUO|O|EF CHS

=

requirements. txtof LIZE 2tO|EEH2|E HX|ELICt

4 Al R&8 7|t X|Z(o: ADD LARG)=S ALEE = U&LICH ZE| 0|0l HEIY HEE FItete=
BZ(0dl: ENV)2 AWS Panorama®t &7H AFEE £ Si&LICH. AWS Panorama= ali'g O|O|X|of A £
EHO[L{E A=™StR| &t &LICt O|OIX|E AF86to I A|ARIES LHELHT, ot A|ARI2 0{Z2t0|2

A2 X-IAEI |__||_—_|._
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/Dockerfile
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S5 oY x| H

requirements.txte= OHEE|ZH0|MO| M AFESt= EHO|EE{E[E X|'H3t= Python 7 AHE oAU
LICH MZ ofZ2|70| 42 Open CVeF AWS SDK for Python (Boto3)E AFEEfLICH

Example packages/123456789012-SAMPLE_CODE-1.0/requirements.txt

boto3==1.24.*
opencv-python==4.6.*

Dockerfile2| pip install B2 0[24Et Et0|EEHEIE oHEE|FH 0| ZEAM 7IK{E = JUEH /
usr/local/1lib Ot2i Q| Python dist-packages C|EE 2|0 Ax|&LICt.

2 AEZ|K]

AWS Panoramate OfZ2|7|0|MH AEE|X|& /opt/aws/panorama/storage CIHEE|E 0L
Ct. o Z2[7o|M2 o] B20IM U2 Mdstn =8e = &Lt AEZ|X| CIHEZ|of ModEl ot
U2 AMEE ol RX|IELICH CHE A It ?|xl= 28 Al X[IELCEH

O|O|X| Rtk 15

AWS Panorama Application CLIZ OfZ2|7{0|4 m{7|X|2| O|0|X|E #+FE [, CLI= T 7|X| C|ZH
2|0iA docker buildE A&ELICt 2™ ofZ2|AH0|MH ZE7L & E o E 2|7 0] 0|E||7<|7P T
SELICH 33 ChE CLI= ZE|0|LE ddst, sliE ot A|ARE LHEL T, 255104 assets &

ol M &L

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0 --pull

docker export --output=code_asset.tar $(docker create code_asset:latest)

gzip -1 code_asset.tar

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"6f67xmpl32743ed0e60cl51a02f2f@dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz",

"descriptorUri":

"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f.json"
}
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/requirements.txt
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]

}

Container asset for the package has been succesfully built at /home/
user/aws-panorama-developer-quide/sample-apps/aws-panorama-sample/
assets/6f67xmpl32743ed0e60c151a02f2f0dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz

19| JSON &2 CLI7} I{Z|X| +M(package.json)oll F£7}6t11 AWS Panorama MH|A0]| S5
KHaFHo|JLICH EFt CLI= ofEEIAH 0l AF R E(OHEE|7Ho|Mo] TIE) A2 E XI™Hs=
At oS SAHELICH

mx St Mk
0g rr Jf”

Example packages/123456789012-SAMPLE_CODE-1.0/descriptor.json

{
"runtimeDescriptor":
{
"envelopeVersion": "2021-01-01",
"entry":
{
"path": "python3",
"name": "/panorama/application.py"
}
}
}
Ko Z2Ho M AHEXEQF o Z2(74 0] 00| X[= SHA-256 AM342| O|& 2 A BHELICE O] O|F

2 Xt&HO| Amazon S30i| MEE M s AHare| 1 AEAIZ AHSE L—|EF.
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OHEZ 2|7 0| T EO0|AM AWS MH|A S &

AWS SDK for Python (Boto)2 At&35t0{ O E2|A|0|M I =0 AWS MHIAE S & = JU&LICH

0 € E0f, ZH0IM 0|4 S ZX|5HH Amazon CloudWatcholl X|EZE HA|S7HLE, Amazon SNSE &
|2 ELH7HLE, Amazon S30d| O|0|X|E K&t HLE, FI} %{E2IE I8 Lambda &£& ZH %o

& &= QI&LICH CHE 29| AWS MH|A M= AWS SDKSF 71 AFEE 4= = 71 API7L Q&

for me
!l

W 0

oo

LICE.

O{ZCt0|HL 0= 7|[EM2 2 AWS AH|A0f AMAE HEFO| gi&LICH HEHE F0o{5te{H of E 2|
70|40l CHEF 82 st Hix Sofl ofE 2704 QUAE AN EESHAAIL.

£
« Amazon S3 A2

« AWS loT MQTT FA| Al S

Amazon S3 Al
Amazon S3E Alg35tod X2 2t L 7|El ofE 2|71 0| CI[O|E{E X{E & £~ U&L|C}.

import boto3

s3_client=boto3.client("s3")

s3_clients3.upload_file(data_file,
s3_bucket_name,
os.path.basename(data_file))

AWS loT MQTT &A| Al

SDK for Python(Boto3)& At&3t04 AWS loTO|A MQTT F=HZE HAIXIE 2 = UA&LICH O of
HlM= AWS [oT Z£0i|A &lE &= = 0{ZEI0[AA 2| ALE O|&2 M O|F 2 XIEE FXofl of
Z 2|7 0| M0] HIAIRFLICH

import boto3

iot_client=boto3.client('iot-data"')

topic = "panorama/panorama_my-appliance_Thing_a@le373b"
iot_client.publish(topic=topic, payload="my message")

ClHFO[A ID EE= MEYEE J|E AERE LIEHLE OI§ S MEELICH HIAIXIE HAlstE{H OHE 2|7
O|440f iot:Publish& E&& T&to| Qlo{of &rLLCt.
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https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://console.aws.amazon.com/iot/home#/thinghub
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MQTT CH7|¥E 2 LIEZste{H

1. AWS loT & EHAE 1 0|X|E iL]C}.
2. 75 FHol| =A|e| o|§2 =FLICt. of: panorama/panorama_my-
appliance_Thing_a@1le373b.

3. FHN F=S MEELICH
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https://console.aws.amazon.com/iot/home?region=us-east-1#/test
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AWS Panorama Application SDK

AWS Panorama Application SDK= AWS It=2k0t O Z 2710 i 2 2|8t Python 20|E2{2 L
Ct. o Z2[71|0|M Z =04 A AWS Panorama Application SDKE AtE35+04 HAFE HIM REE ZE5}
2 Ads5tT, 2L HIC|2& &=24F L ct.

rHl

A, =

@ Note

AWS Panorama O Z 2|7|0|M SDK2| Z|Al 7|S0d KM ASE{H 0{ZEt0|IA AZEQ0{E
A 0|ESHAAIL.

O Z 2|70l SDK7} HMolste ZEiAQ HIMEof CHEt REMIEH LIRS Application SDK 2 X & & =X
SHAMAIL.

|.

o

e

S HICIoo HAE U 4R £}

=

EH H|C|20]| HIAE I Xt FT}

=

AWS Panorama SDKE A3t C|AEZD|0lof HIC| AERIS
Ho|l &34 ofZ2|7o|Me| g4l AE} = 7|EF O|O|E{E HoiFx £ H

Ct.

0|

video_in Hide| Z JH&E 7|7|of AZE 7tmH|2t 2E2{Q| o[OIX|LICH O] 7HA| 2| RE=2
panoramasdk.media®L|C}. O|O|X|0f AAEQL MZE &AE FTIE CHE video_out B0l &

get 2 e HMEY gLt

CHS ool M Z o EE2[7H|0|M2 2t Antof Bllo|E&& FIHEfLICH 2t ZAnts 2% fIxlE EXI8
Ol= M=z ChELICH

K

for j in range(max_results):

label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]1])

stream.add_label(label, 0.1, 0.1 + 0.1%j)

£3 o|0|X|oll $AHE F7totEdH add_rectE AESHMR. O HIMEE 01 1 AFO[Q] 47 2L 2 AL
stof xtol 1% et 2 8% St ZA{2|e| /XIS LIEHLICH
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/resources/applicationsdk-reference.md
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w,h,c = stream.image.shape
stream.add_rect(x1l/w, yl/h, x2/w, y2/h)
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o2 AfE A

MEl 22|20 oHEEFH0IM 22X MRS T CHE HWOC2E ZEMA0E CIE ATEE AHSE
£ QlA&LICH o2 Eo{ CIHZAE QI HTTP E24
E”OlE'IEAWSE gol-'_ /\E.”E% DI—I-%_JI\_Q/Eﬁ

024 7Ho| ABIEE AY
3t ABEE OIS | C}.

st Cle M M

H5tE{™ Python EZ EtO|EEE[o] A2)|E ZES AHE5t0{ Zf EEHIAOH CH
CHS o Al= o Z 2|70/ JHAME BFE 11 O|E AFEstod Ml 7He| ABEE A
OfEE|FolMe| H2l RFEZ& EoiELICH

Example packages/123456789012-DEBUG_SERVER-1.0/application.py - H|@I £ =

def main():
panorama = panoramasdk.node()
while True:
try:
# Instantiate application
logger.info('INITIALIZING APPLICATION')
app = Application(panorama)
# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads
logger.info('RUNNING APPLICATION')
app.run_thread.start()
logger.info( 'RUNNING SERVER')
app.server_thread.start()
logger.info( 'RUNNING CLIENT')
app.client_thread.start()
# Wait for threads to exit
app.run_thread. join()
app.server_thread.join()
app.client_thread.join()
logger.info( 'RESTARTING APPLICATION')
except:
logger.exception('Exception during processing loop.')

Z2E Adest SRE|H ofEF2(7|0|MH0| RSS2 CHA| A|ZHELICH run_cv FZ&= 702t 2AEE 9]
O|0|X|& XM2|ELICt X AEE LHOHALCIHH Z2NAE BSEELICE C|HH Z2MHAE HTTP
MHE A-ASHK|Pt AAE BREE == GP&LICH ZF ABEE XA 27 E A2lslofF gfLct 277t
Ht7dE|o{ 2O E|X| tof AP ET} RIS 2 SZE L
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https://docs.python.org/3/library/threading.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/packages/123456789012-DEBUG_SERVER-1.0/application.py
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Example packages/123456789012-DEBUG_SERVER-1.0/application.py — A 2| £ X

# Processing loop
def run_cv(self):
"""Run computer vision workflow in a loop."""
logger.info("PROCESSING STREAMS")
while not self.terminate:
try:
self.process_streams()
# turn off debug logging after 15 loops
if logger.getEffectivelevel() == logging.DEBUG and self.frame_num ==
15:
logger.setlLevel(logging.INFO)
except:
logger.exception('Exception on processing thread.')
# Stop signal received
logger.info("SHUTTING DOWN SERVER")
self.server.shutdown()
self.server.server_close()
logger.info("EXITING RUN THREAD")

AgE= ofEE|F0lM L] self 7HAME Sall SAIFLICH ClHH AB|l== o EE2(7H 0l 2| F
£ CHAl AlEtst7] /sl stop HIMEE ZEELICH Ol HMEE O E AB=00 2 MEE 2L

terminate £48& M™ELICH

i |=

Example packages/123456789012-DEBUG_SERVER-1.0/application.py — & X| HIAHE

# Interrupt processing loop
def stop(self):
"""Signal application to stop processing."""
logger.info("STOPPING APPLICATION")
# Signal processes to stop
self.terminate = True
# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests."""
logger.info('Get request to {}'.format(self.path))
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/packages/123456789012-DEBUG_SERVER-1.0/application.py
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/packages/123456789012-DEBUG_SERVER-1.0/application.py
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if self.path == "/status":
self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests.
logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200("'0K")
ServerHandler.application.stop()
else:
self.send_error(400)
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olHlE Egf= x|
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ElolL{el ZEof o= &FLICh.

/A Important
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Example packages/123456789012-DEBUG_SERVER-1.0/package.json

"outputs": [
{
"description": "Video stream output",
"name": "video_out",

Iltypell: Ilmediall

iF
"network": {
"inboundPoxrts": [
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/packages/123456789012-DEBUG_SERVER-1.0/package.json
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{
"port": 80,
"description": "http"

}

]
}
OHEE|7|0|M DHL|HAEN M o{EEto|iA | ZEE o EE(7|0|M Z = ZH| 0|12 ZEof ofE 3}
= o8 #EI2 MAFLICE CFF ol Alol M= C|HFO|A 2| X E 80802 code_node ZAEH|O|L{2| ZE

L
800l O &EstE =S FIHELICH

Example graphs/my-app/graph.json

{
"producer": "model_input_width",
"consumer": "code_node.model_input_width"
1,
{
"producer": "model_input_order",
"consumer": "code_node.model_input_order"
}
1,
"networkRoutingRules": [
{
"node": "code_node",
"containexPort": 80,
"hostPoxt": 8080,
"decorator": {
"title": "Listener port 8080",
"description": "Container monitoring and debug."
}
}
]

OHEZ|70|ME HHZ & [ AWS Panorama &0l A EE= CreateApplicationinstance APIO| HEEl 2

HEIO|E EME A8 5to SYUet &S XIEELICH BHZ Al o] +EE XMB35tod o{Z2to|Aael 2
EE & AQlx| glsloF guict,

Example graphs/my-app/override.json

"replace": "camera_node",
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/graphs/my-app/graph.json
https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/graphs/my-app/override.json
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"with": [

"name": "exterior-north"

]I

"networkRoutingRules": [

{
"node": "code_node",
"containerPort": 80,
"hostPoxrt": 8080

1,
"envelopeVersion": "2021-01-01"
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Example packages/123456789012-DEBUG_SERVER-1.0/application.py — HTTP A{H{

# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
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# Get status
def do_GET(self):
"""Process GET requests.
logger.info('Get request to {}'.format(self.path))
if self.path == '/status':
self.send_200("'0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests.
logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
ServerHandler.application.stop()
else:
self.send_error(400)
# Send response
def send_200(self, msg):
"""Send 200 (success) response with message."""
self.send_response(200)
self.send_header('Content-Type', 'text/plain')
self.end_headers()
self.wfile.write(msg.encode('utf-8"'))

try:
# Run HTTP server
self.server = HTTPServer(("", self.CONTAINER_PORT), ServerHandler)
self.server.serve_forever(1l)
# Server shut down by run_cv loop
logger.info("EXITING SERVER THREAD")
except:
logger.exception('Exception on server thread.')

MHE /status B20|M GET 28 E +2fst0{ ol Z2|70]4doi| CHEr LF
OHZ |70l Z CEA| AZEfSt7| IsH /restarto CHEH POST 2FE +E&LCH

|5 MZ o Z2|7| 0|2 HE o] ABIZ 0 HTTP 2&t0|¢d
HUHERXIE S35l /status BRE &St H —?—Oil ofZ2|AHo|ME C}

Example packages/123456789012-DEBUG_SERVER-1.0/application.py - HTTP £2+0|1E

# HTTP test client
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def run_client(self):
"""Send HTTP requests to device port to demnostrate debug server functions."""
def client_get():
"""Get container status"""
r = requests.get('http://{}:{}/status’'.format(self.device_ip,
self.DEVICE_PORT))
logger.info('Response: {}'.format(r.text))
return
def client_post():
"""Restart application"""
r = requests.post('http://{}:{}/restart'.format(self.device_ip,
self.DEVICE_PORT))
logger.info('Response: {}'.format(r.text))
return
# Call debug server
while not self.terminate:
try:
time.sleep(30)
client_get()
time.sleep(300)
client_post()
except:
logger.exception('Exception on client thread.')
# stop signal received
logger.info("EXITING CLIENT THREAD")

Hel RFZE= ABEE 2elstn A8 E7H S= [T ofEE(7H0|MEE CHA| AIZRFEFLICH

Example packages/123456789012-DEBUG_SERVER-1.0/application.py — H2! £

def main():
panorama = panoramasdk.node()
while True:
try:
# Instantiate application
logger.info('INITIALIZING APPLICATION')
app = Application(panorama)
# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads
logger.info('RUNNING APPLICATION')
app.run_thread.start()
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logger.info( 'RUNNING SERVER')

app.server_thread.start()

logger.info( 'RUNNING CLIENT')

app.client_thread.start()

# Wait for threads to exit

app.run_thread. join()

app.server_thread.join()

app.client_thread.join()

logger.info( 'RESTARTING APPLICATION')
except:

logger.exception('Exception during processing loop.')

=t
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/README.md
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GPU AIE35}7]

AWS Panorama 0{Z2+0|HA 9| = T 2 MM (GPU)0| AAMASH0 GPU 7t BIO|EZHEIE AFHE
St7{Lt oHEE[AH 0| =M 7[H && ZRS A-E = JU&LICt GPU M AE & 4355tE{H of
Z2|70|M Z = ZHEIO|HE LS F TF|X| FHoi GPU HMHAE 7 A2 E FItEFLIC

/A Important
GPU HMAE &d3t6tH o{E2to[dA o ofiH OHEZAO|MAME B EE A™AE
glaLich 2ot 2|3l 0{Z2t0|21A 7| SageMaker NeoZ AL UE REHES ASE = GPU
BN AT M EHELICH GPU HMAE ALE5tH Ol E2|7H0|M T E Eo|M RS Aok
StH C|HtO|A S| 2 & OfEZ2(71|0|M0| GPUO] CHEF HAM|A HEHE SR5HOF B LICH

HE 2710 Mod| CHEt GPU HMAE & A3t 5tE{T AWS Panorama Appllcatlon CLIZ I{7|X|E§ Y=
3t & I{7|X| A2 UOIO|ESIAAIL. CHE A= O Z2|AH 0| ZE = E0| GPU HMAE F7}5t
= requirements E§2 E0{&ELICt

o

Example 7 Ate 2 50| Z &l package.json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"eba3xmpl71aa387e8f89be9a8c396416cdb80a717bb32103c957a8bf41440b12.tar.gz",
"descriptorUri":
"4abdxmpl5a6f047d2b3047addes44704759d13T0126c00ed9b4309726f6bb43400ba9. json",
"requirements": [
{
"type": "hardware_access",
"inferenceAccelerators": [

{
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"deviceType": "nvhost_gpu",
"sharedResourcePolicy": {

"policy" : "allow_all"
}

1,

"interfaces": [

et I E20| et mi7|E B Atole] 7 |X| 24 E HH0|ESHAAIR.
GPU HAMAE AI235t04 OHEZ 2|7 0|2 b = 524

FMAIL.

o

1. OfZ2|70|M ZE|0|L{E YUEStE{™ build-container HEE Al

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

2. requirements 252 I{7|X| M0 F7I&L|Ct.

3. ZHO|L] Atdt L IHF|X| FHE YZE3FIEd™H package-application BHEHE AISHAAIL
$ panorama-cli package-application
4. OHEE[AHo|lME HiZgLCt.
HNAE A ote M E ol E2/7H01ME EB{H aws-panorama-samples GitHub 2| ZX|EEIE

GPU 2
Y= 5k AIO.
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https://github.com/aws-samples/aws-panorama-samples
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Windows O A{ 7Hel B4 A%

AWS Panorama OHZ 2|7 0|4 S =324 Docker, HHE T, Python2 AFE & LICH Windowsod|
ME Linux & Ubuntu& Windows SubsystemZ} &7 Docker Desktop2 A& 3504 7Her 482 HHE
&= l&LICt o] A}& MMM = AWS Panorama =+ & MEZ o EZ2|7|0|Me 2 HAEE JHE B H9|
MY Z 2 MAE otLHELICE

Al
a1l

g

=

!

[z}

A
T

« WSL 2 2! Ubuntu A x|

« Docker M%|
Ubuntu 44

o CI= CHA|

| A
4 57

Ol At& ME 22484 Windows Subsystem for Linux 2(WSL 2)& X|
Ct.

15H= Windows B 0| ZQ L |

]

« Windows 10 H{7 1903 O| & (= 18362 O|4}) EE= Windows 11
+ Windows 7|&

* Windows Subsystem for Linux

* Hyper-V

- Tt A ESHE

O| ‘t&ME CHE AZEQ|of HE2 = Y =& LICH

e Ubuntu 20.04
* Python 3.8.5
* Docker 20.10.8

A& M — Windows 7Her &2 104



AWS Panorama FHEERE FLHA

WSL 2 2 Ubuntu A x|

Windows 10 E{71 2004 O|& ('Y= 19041 O|&)2 A8 35t= B CHS PowerShell - & A& 5104
WSL 22} Ubuntu 20.04& A x|& &= /&LILCH.

> wsl --install -d Ubuntu-20.04

0|7 Windows 12| Z? WSL 2 B M| 0| HHE ?{EF =5 HA| BA X[&E MEAAL

Docker A x|

Docker Deskto p% M x|5l24H hub.docker.comOi M x| T2 13 I|7|X|E CtRE =504 Al3lstAl

A, X7t et MstE 2 Docker  AO|E Docker Desktop WSL 2 backend@| X|&2 24 A2,
Docker Desktop= Al&stn & A& Xt& Aod| et o A| ZHEl| 0| E LESIMAIL.
(@ Note

Docker Desktop2 7|2 HiZO|AMEF DockergE EAstefLICt O At&ME Adst7| Tof| CHE
Linux HHZE 2 MX|EF B2 2lAA, WSL & 2| Docker Desktop A% HF0AM AHE A X[
Ubuntu B Z TH0{| M DockerE & A3l AMAIL.

Ubuntu 43

O|A| Ubuntu 7t} tHAIOA Docker BEE Mg + A&LICH BB E EOIES LedH AlE ol
MHEZE A™ASAMAR. T Y e HElXt BBS A™AstE o AEE = A= ALEX o|E
AEE FIFLIC

e 28 FHE 2 RotedH 7He AREL AZES0{E UH0|ESt T& dRlstAAl

1. Ubuntu2t &7 M3 Ele AZEH0{E UOIO|EStMAIR.

$ sudo apt update && sudo apt upgrade -y && sudo apt autoremove
2. aptg& AE38to{ 7Y =7 E MX(|ELC

$ sudo apt install unzip python3-pip
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https://docs.microsoft.com/en-us/windows/wsl/install-manual
https://hub.docker.com/editions/community/docker-ce-desktop-windows/
https://docs.docker.com/desktop/windows/wsl/
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3. pipE AFE35t0qd Python 2HO|EBHEIE M XIELICH.

$ pip3 install awscli panoramacli

4. M EOEES YT aws configureE A&3to{ AWS CLIE T+ & LICTH
$ aws configure

WM A 7|7t e B IAM 2 £0iAM MMEE = A&LIC

otx|gfe =z ME ojE2[7iolMdE CH2 2 =604 7K ZLICH

HE ofE2|7HolME 7t e{H

—
>.

MZ ofE2|7|o|ME 22 Eoto] FFE ELICHL

$ wget https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/
vl.0-ga/aws-panorama-sample.zip

$ unzip aws-panorama-sample.zip

$ cd aws-panorama-sample

2. EEEIAZZIEE AdSto] HulAUE E|AESIT, oHEE|70|M ZHE|O|LHE £ F&t1, IiF7|X|E
AWS Panorama0l 42 =&rL|Ct.

aws-panorama-sample$ ./0-test-compile.sh
aws-panorama-sample$ ./l-create-role.sh
aws-panorama-sample$ ./2-impoxt-app.sh
aws-panorama-sample$ ./3-build-container.sh
aws-panorama-sample$ ./4-package-app.sh

AWS Panorama Application CLI= I 7|X|& Y2 E35t 11 AWS Panorama AH|A0| SS&L|C}. OfA|
AWS Panorama 2£ 2 MZ M2 HZ T + U&LICH

EME g EMet D HESe{™ ot BHAT| EE= WSLE X|H5te S& 7HE Bt E(IDE)S AtS
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https://console.aws.amazon.com/iamv2/home?#/users

THERE QLA
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THAF AL Il A|AEIO| UM ASHE{HE I EFAT|2 o411 EFAM EAIZof \\ws1$E Q2dstL|ct,

ol CIHEE|ol= 7He Hale| ot A|AE(Ubuntu-20.04) & Docker C|O|E{2| mt A AléE"Oﬂ CHet

2137} T e E|o] QU&LICE Ubuntu-20.04 OF2H2| home\usernameol At X} C|RE 2|7} QU&LILCE.
(® Note
Ubuntu LHOlAM Windows Ad%[0] Q= T of HMASIE{™ ST /mnt/c CIREE[Z 0|S 5t

AAIR. 02 £0{1s /mnt/c/Users/windows-username/DownloadsS Al&istod CI2
EC ClHEZQ ItY S LIYE = A&LC.

Visual Studio Code S AFS3tE TH2t 2740 M oHZ A0l 2EE HESt D S§ E{Olol A By
2 Alstist £ Ql&LICH. Visual Studio CodeS A x|5H24™ code.visualstudio.com2 WEsHAA|Q. A
x| & 474 wsL &3 Z2 322 FIHEhc

BEs AdstE & Ubuntu {022 CHRHILICE. ofE] BY S X[RdstH M|

Windows E{O|E2 BHS =
= CHE CHZ 8t Linux0ll CHSH PowerShell, 33 T Z E Sl OIS A™E &= &LICH Ctrl+C
514 Ctr+VE A& SA & 20{7|, 22 7158 URL & 7|El &8 71 AFE S X|RELICEH

Windows E{0|'d& A x|6l242 microsoft.comE YW ESIAAIL.
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https://code.visualstudio.com/
https://marketplace.visualstudio.com/items?itemName=ms-vscode-remote.remote-wsl
https://www.microsoft.com/en-us/p/windows-terminal/9n0dx20hk701
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AWS Panorama API

AWS Panorama AMH|A S| T{E 2| APIE AF23504 C|HIO|A 2l oZ2|7{0|M 2| LI aZ2E K55
g 4= 9l&LICH. AWS Command Line Interface BE = AWS SDKE Al236104 2|AA L HIZE 22| o|'
= AJRE EE= ofE2F0|ME 7 e = U&LICH o] MM Q| GitHub E|ZX|E2|of= A&l 2

O| AIZIHOZ A8 E &= Q= A3 RIET E0{ J&LICH

rl

|

* aws-panorama-developer-guide/util-scripts

CH

- ClHIO|A S5 XS5t

AWS Panorama APIZ 0{Z2}0|A ZtE|
of Z 2[70|4 Hix XIS 3}

AWS Panorama APIZ 0{Z2}0|A ZtE|
VPC AEZQIE A8
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts
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O{Z2t0|¢HAE Z 2 H|X{EsIE{™ ProvisionDevice APIE AI23HAMIL. SEH0E Qil-cll T4 gl ¢
Z&rEl zIP ol ZTEELICH IS C|FZES D MSFAF certi
IZlo|E0d R{ZHEFLCE.

O_

Example provision-device.sh

if [[ $# -eq 1 1] ; then
DEVICE_NAME=$1
else
echo "Usage: ./provision-device.sh <device-name>"
exit 1
fi
CERTIFICATE_BUNDLE=certificates-omni_${DEVICE_NAME}.zip
aws panorama provision-device --name ${DEVICE_NAME} --output text --query Certificates
| base64 --decode > ${CERTIFICATE_BUNDLE}
echo "Created certificate bundle ${CERTIFICATE_BUNDLE}"

T ot7to|lEe| Hot 015 HHE2 58 Fof Bt=ELICH 28 E USB E2t0|E & A& 3Stoq ot7tolE
E o{Z2to|UAR MEFHAAIR

FtHELE % 5l24™ CreateNodeFromTemplateJob APIE A& 3HAA|2. O] APIE ZHHIZIS| AFHS

X} O, &%, URLO] CHEr RIE2! mEtO|E M E AFSELICH Bash EAtYE 252 ALE5t0{ O HE
JSON -.-_-A'IE ZoiE o+ &L

0

Example register-camera.sh

if [[ $# -eq 3 1] ; then
NAME=$1
USERNAME=$2
URL=%3
else
echo "Usage: ./register-camera.sh <stream-name> <username> <rtsp-url>"
exit 1
fi
echo "Enter camera stream password: "
read PASSWORD
TEMPLATE="{"Username":"MY_USERNAME", "Password":"MY_PASSWORD", "StreamUrl": "MY_URL"}'
TEMPLATE=${TEMPLATE/MY_USERNAME/$USERNAME}
TEMPLATE=${TEMPLATE/MY_PASSWORD/$PASSWORD}
TEMPLATE=${TEMPLATE/MY_URL/$URL}
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https://docs.aws.amazon.com/panorama/latest/api/API_ProvisionDevice.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/provision-device.sh
https://docs.aws.amazon.com/panorama/latest/api/API_CreateNodeFromTemplateJob.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/register-camera.sh
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echo ${TEMPLATE}
JOB_ID=$(aws panorama create-node-from-template-job --template-type RTSP_CAMERA_STREAM

--output-package-name ${NAME} --output-package-version "1.0" --node-name ${NAME} --
template-parameters "${TEMPLATE}" --output text)

= TtUoA JSON 78S 228 + U&LICH

--template-parameters file://camera-template.json
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THERE QLA

AWS Panorama APIZ 0{Z2}0|

>
.
L]

AWS Panorama APIE AF&735t04 0{Z20|o1A B2 & E XHSEHE = U&LICE
C|HIO|A E 7|
C|HIO|A IDE AF273104 CIHFO|A S8 71X 284H ListDevices APIE AFRSHAMI2.

$ aws panorama list-devices
"Devices": [
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"CreatedTime": 1652409973.613,
"ProvisioningStatus": "SUCCEEDED",
"LastUpdatedTime": 1652410973.052,
"LeaseExpirationTime": 1652842940.0

O{Zzto| A0l CHEF AFMIEH LHE 2 E 24 DescribeDevice APIE AI235HAMIL.

$ aws panorama describe-device --device-id device-4tafxmplhtmzabv5lsacba4ere
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"Arn": "arn:aws:panorama:us-west-2:123456789012:device/
device-4tafxmplhtmzabv5lsacba4ere”,
"Type": "PANORAMA_APPLIANCE",
"DeviceConnectionStatus": "ONLINE",
"CreatedTime": 1648232043.421,
"ProvisioningStatus": "SUCCEEDED",
"LatestSoftware": "4.3.55",
"CurrentSoftware": "4.3.45",
"SerialNumber": "GFXMPL0013023708",
"Tags": {},
"CurrentNetworkingStatus": {
"Ethernet@Status": {
"IpAddress": "192.168.0.1/24",
"ConnectionStatus": "CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:88"

o{ZztoldA e
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https://docs.aws.amazon.com/panorama/latest/api/API_ListDevices.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDevice.html
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},

"EthernetlStatus": {
"IpAddress": "--",
"ConnectionStatus": "NOT_CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:89"

}

3,
"LeaseExpirationTime": 1652746098.0

O{EZZ}0|dA AZEQ0{ (dad|0o|E

LatestSoftware HHMO| CurrentSoftware 2L}t £|AIQ1 AL & x|E Yad0|EE £ U&LICH.
CreateJobForDevices APIE AF&35104 £M AUO|0|E(OTA) UOI0|E 2 H2 PHE £ U&LICEH

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacba4ere \
--device-job-config '{"O0TAJobConfig": {"ImageVersion": "4.3.55"}}' --job-type OTA

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]
}

(o}

AT BIEONAM Bash EAtE 2502 XY 714 mtdo| o|0|X| HEH HEE ME + J&LC

Example check-updates.sh

apply_update() {
DEVICE_ID=%1
NEW_VERSION=$2
CONFIG='{"0OTAJobConfig": {"ImageVersion": "NEW_VERSION"}}'
CONFIG=${CONFIG/NEW_VERSION/$NEW_VERSION}
aws panorama create-job-for-devices --device-ids ${DEVICE_ID} --device-job-config
"${CONFIG}" --job-type OTA
}

0{Z2}0|dA T} X|MHE AZEQo{ HAES CIR2E 5T AHA|A e 2 dd|o|E &L},
DescribeDeviceJob APIE At23t04 C|0|E FI
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateJobForDevices.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDeviceJob.html

AWS Panorama FHEERE FLHA

$ aws panorama describe-device-job --job-id device-4tafxmplhtmzabv5lsacba4ere-0
{

"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",

"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",

"DeviceArn": "arn:aws:panorama:us-west-2:559823168634:device/
device-4tafxmplhtmzabv5lsacba4ere”,

"DeviceName": "my-appliance",

"DeviceType": "PANORAMA_APPLIANCE",

"ImageVersion": "4.3.55",

"Status": "REBOOTING",

"CreatedTime": 1652410232.465

Al
=

0%

2l D E Qo] FEE 71X 22{™ ListDevicesJobsE AIE35AAI2.

rn

$ aws panorama list-devices-jobs

{
"Devicelobs": [
{
"DeviceName": "my-appliance",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"CreatedTime": 1652410232.465
}
]
}

AUH|I0|EE &0l5t1 M= MZE A3 ZEE= 0] MHEMO| GitHub 2|Z X|E 2|0 M check-

O{Z2l0|HAE KEEISIE{H CreateJobForDevices APIE AI236IAIL2.

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacba4ere --
job-type REBOOT
{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
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Example reboot-device.sh — AL

$ ./reboot-device.sh
Getting devices...

0: device-53amxmplyn3gmj72epzanacniy my-se70-1
1: device-6talxmpl5mmik6gh5moba6jium my-manh-24
Choose a device
1
Reboot device device-6talxmpl5mmik6gh5moba6jium? (y/n)y
{

"Jobs": [

{

"DevicelId": "device-6talxmpl5mmik6gh5moba6jium",
"JobId": "device-6talxmpl5mmik6gh5moba6jium-8"

o{EZzto|A MEE 114


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/reboot-device.sh
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Of= 2|70 Hi 2 RS2t

O Z 2|710| M2 HiZ 524 AWS Panorama O Z 2|710|4 CLIQF AWS Command Line Interface2 &
5 Attt ofZ 2|71 0| ZIE|0|L{E F 58 & Amazon S3 HAM A ZOIEo] o Z2|7{|0|M Al 7|
Ef XAtES YZE8FLICE 22{™ CreateApplicationlnstance APIZ AL& 304 oHZ2|710]|44 Wiz &

QlgLict
EAIE AZRIE ASO| CHE RHMEH HHAE U X|ZIS ME OiE 27|04 READMES| XI&IS 2
ANEY

1IIA_=|

« OHZZ|70|M Hi =
e HiZ ZLIEHZ

He(o|d 2E

OfZ 2|70 ZIE{|0|L{E Y =35t2{™ build-container HHEHE AP-Q%PQAIE?_. 0| 232 Docker 71
EO|LHE YE35l1 assets EEH0| & FE I A|ARIOZ K{E

0>|
11°|'
ﬁ 0

Example 3-build-container.sh

CODE_PACKAGE=SAMPLE_CODE

ACCOUNT_ID=$(aws sts get-caller-identity --output text --query 'Account')

panorama-cli build-container --container-asset-name code_asset --package-path packages/
${ACCOUNT_ID}-${CODE_PACKAGE}-1.0

BEE Y 7152 A85tod 2o UFE UM OIS TABE =21 B2 ¢l A

Ct

lII)

ME s L

$ panorama-cli build-container --package-path packages/TAB

ZEOIH YZE I = S5

OHEZ2|70|M2 M2 E5t2{™ package-application BHE A}%%}QAISP_. O] ¥ assets &
2| XFAHE AWS PanoramaZt & 2|5H= Amazon S3 HAM|A X { =2 =38fL|C}.
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/README.md
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/3-build-container.sh
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Example 4-package-app.sh

panorama-cli package-application

AWS Panorama Application CLI= ZF T{7|X|2| IiZ7|X| 7t d(package. json)ol| A &= 3t= Z4El 0|
U MHEX} A E Y250 I F|X[E AWS Panoramall = EZ SS&L|Ct 2™ CHS ol E 2|71 0|
M OjLHAE(graph. json)ollM O|248t = E& 2t X 5t04 o Z2|71|0|MH S HHZ ELICH

O Z2|7|0|M HH =

O Z 2|70 2 Hi =524 CreateApplicationinstance APIE A28 AA|2. O] 2ol E35| CtST
Z2 meto|e{7t AASE Lt

* ManifestPayload - OfZEZ|A|0|Me| =, W7 |X|, x| I met0|EHE Helst= ofZ (7 0]/ Of
LI AE(graph.json)LICH

« ManifestOverridesPayload - & WMl OiL|HAE S| uf2tO|HE MHEolst= F M oiL|m A
ElL|ct ofZ2(AH 0| OfLIHAE = OfEZIA0|M AAS| HH B|AAR 7HFE = USH, 2H
2tO|E OHLHAE = HHZE AFS A X|H5tE HiE AlZH HEE M3

« DefaultRuntimeContextDevice — CHAF C|HFO|AQILCY.
« RuntimeRoleArn - AWS MH|A 2 BlAA0| HMHASHZ| 2{5H OHE2[FH0|M0| AFHE S IAM AE
O ARNILLCE.

« ApplicationInstanceIdToReplace — C|HFO[AOIM M74E 7[E o E2|AH0|M RQUIARAS|ID
L},
=

OLHAE 3 2HEIO|E HOo|ZE= CHE EAM Lol S™E EXtY 2f2 2 XS k040 5= JSON
EMULICEH 0|E ¢lcl AZRIEE TUNM OILIHAEES EXUZ ZESt T jg =T E ALE5101 &
HEME ddgfLh

Example 5-deploy.sh — O{L|H|A E &F 4

GRAPH_PATH="graphs/my-app/graph.json"
OVERRIDE_PATH="graphs/my-app/override.json"

# application manifest

GRAPH=$(cat ${GRAPH_PATH} | tr -d '\n' | tr -d '[:blank:]1")
MANIFEST="$(jq --arg value "${GRAPH}" '.PayloadData="\($value)"' <<< {})"
# manifest override
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OVERRIDE=$(cat ${OVERRIDE_PATH} | tr -d '\n' | tr -d '[:blank:]")
MANIFEST_OVERRIDE="$(jq --arg value "${OVERRIDE}" '.PayloadData="\($value)"' <<< {}H)"

LU

Wy Hel

P |

2|E £ ListDevices APIE AI236104 34l 2|70l SEE CHIO|A S £ 7tx{2 1, O|= Hi
A L

ISR MEE R 2 2 ool MEELCH

=

i
Example 5-deploy.sh — C|HFO|A 57|

echo "Getting devices..."

DEVICES=$(aws panorama list-devices)

DEVICE_NAMES=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].Name] | @sh') | tr -d \'\"))

DEVICE_IDS=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].DeviceId] | @sh') | tr -d \'\"))

for (( c=0; c<${#DEVICE_NAMES[@]}; c++ ))

do

echo "${c}: ${DEVICE_IDS[${c}]1} ${DEVICE_NAMES[${c3}]1}"

done

echo "Choose a device"

read D_INDEX

echo "Deploying to device ${DEVICE_IDS[${D_INDEX}]}"

echo -n ${DEVICE_IDS[${D_INDEX}]} > device-id.txt

DEVICE_ID=$(cat device-id.txt)

OHEZZ|7I0|M A& 2 CHE ATFRIE(1-create-role.sh)0fl O|5H MM EILICH HHE A BIEE 0| AE 9|
ARNS AWS CloudFormationofl Al 7FK4= LICk. oHE2|7|0[440] 0]0] ClHFO|A O] HZE S AT 2

EEs 24 oM aiF oiZ2[7H0|Md QIAHAO[IDE 7HMSLICH
Example 5-deploy.sh — 238 ARN 2! CHA]| Q==

# application role

STACK_NAME=panorama-${NAME}

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name panorama-${PWD##*/} --query
'Stacks[@].0utputs[?0utputKey=="roleArn ].OutputValue' --output text)

ROLE_ARG="--runtime-role-arn=${ROLE_ARN}"

# existing application instance id

if [ -f "application-id.txt" ]; then
EXISTING_APPLICATION=$(cat application-id.txt)
REPLACE_ARG="--application-instance-id-to-replace=${EXISTING_APPLICATION}"
echo "Replacing application instance ${EXISTING_APPLICATION}"
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fi
OIX[YHo2 AT REE BE QAE XESI0{ oHEZ|7| 0|4 QARAE BHET ofZ 27 0|2 Clb}
Olaof HHZELICH MH|IAE AFRIETI LS AA8E + ULF XY sts QlaHA IDE SEHEL

Ct.

Example 5-deploy.sh — O & 2|71[0[M H{ EZ

APPLICATION_ID=$(aws panorama create-application-instance ${REPLACE_ARG} --manifest-

payload="${MANIFEST}" --default-runtime-context-device=${DEVICE_ID} --name=${NAME}
--description="command-line deploy" --tags client=sample --manifest-overrides-

payload="${MANIFEST_OVERRIDE}" ${ROLE_ARG} --output text)

echo "New application instance ${APPLICATION_ID}"

echo -n $APPLICATION_ID > application-id.txt

HiZ 2 LIE{Z

HiZE 2 LIE{>&5l24™ ListApplicationinstances APIE AFESHAAIL. ZLIE| AT EEE OfZ2[FH 0|
MR ER[o| mpdoi M CIHHO|A ID & oHEE[AH 0| QIAEA IDE 7HX{21 O|& AFE35t04 CLI &

FE dELct O- OfE R X0l SEFLICH

Example 6-monitor-deployment.sh

APPLICATION_ID=%$(cat application-id.txt)
DEVICE_ID=$(cat device-id.txt)
QUERY="ApplicationInstances[?ApplicationInstanceId==\ APPLICATION_ID\ ]"
QUERY=${QUERY/APPLICATION_ID/$APPLICATION_ID}
MONITOR_CMD="aws panorama list-application-instances --device-id ${DEVICE_ID} --query
${QUERY}"
MONITOR_CMD=${MONITOR_CMD/QUERY/$QUERY}
while true; do
$MONITOR_CMD
sleep 60
done

HHiEZ 7} 2t 2 £/ Amazon CloudWatch Logs APIE ££5t0{ 218 2 = U&LCL 2O B7[ A3 &
E £ CloudWatch Logs GetLogEvents APIE AF&EtLIC}.

Example view-logs.sh

GROUP="/aws/panorama/devices/MY_DEVICE_ID/applications/MY_APPLICATION_ID"
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GROUP=${GROUP/MY_DEVICE_ID/$DEVICE_ID}
GROUP=${GROUP/MY_APPLICATION_ID/$APPLICATION_ID}
echo "Getting logs for group ${GROUP}."
#set -x
while true
do
LOGS=$(aws logs get-log-events --log-group-name ${GROUP} --log-stream-name
code_node --1limit 150)
readarray -t ENTRIES < <(echo $LOGS | jg -c '.events[].message')
for ENTRY in "${ENTRIES[e@]}"; do
echo "$ENTRY" | tr -d \"
done
sleep 20
done

HiZ ZLIEZ
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AWS Panorama APIZ 0{Z2}0|1A 2|

AWS Panorama APIE Al&735l04 OHEZE2[Z0|ME BLIEZ ST B2l" = U&LICH
o= 2|7|o|M E 7|

O{ZCIO|HAM A Sl ofZ2|7H0|M S8 E 7HK{284H ListApplicationinstances APIE A& 5t
A2,

$ aws panorama list-application-instances
"ApplicationInstances": [
{
"Name": "aws-panorama-sample",
"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"DefaultRuntimeContextDevice": "device-4tafxmplhtmzabv5lsacba4ere",
"DefaultRuntimeContextDeviceName": "my-appliance",
"Description": "command-line deploy",
"Status": "DEPLOYMENT_SUCCEEDED",
"HealthStatus": "RUNNING",
"StatusDescription": "Application deployed successfully.",
"CreatedTime": 1661902051.925,
"Arn": "arn:aws:panorama:us-east-2:123456789012:applicationInstance/
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",

"Tags": {
"client": "sample"
}
Iy
]
}

OHE 2|7 0|M QUIAEIA S| L Eof CHEF REAEH LI 2 £ 24 ListApplicationinstanceNodelnstances
APIE AlZ5IAIA |

$ aws panorama list-application-instance-node-instances --application-instance-id
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq
{
"NodeInstances": [
{

"NodeInstanceId": "code_node",

"NodeId": "SAMPLE_CODE-1.0-fd3dxmpl-interface",

"PackageName": "SAMPLE_CODE",
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"PackageVersion": "1.0",
"PackagePatchVersion":

"fd3dxmpl2bdfasle6felbe290a79dd2c29cf0l4eadf7416d861ce7715ad5e8a8",

"NodeName": "interface",
"CurrentStatus": "RUNNING"

"NodeInstanceld": "camera_node_override",

"NodeId": "warehouse-floor-1.0-9eabxmpl-warehouse-floor",

"PackageName": "warehouse-floor",
"PackageVersion": "1.0",
"PackagePatchVersion":

"9eabxmple89f0f8b2f2852cca2ab6e7971aa38f1629a210d069045e83697e42a7",

"NodeName": "warehouse-floor",
"CurrentStatus": "RUNNING"

I

{

"NodeInstanceId": "output_node",

"NodeId": "hdmi_data_sink-1.0-9c23xmpl-hdmiQ@",
"PackageName": "hdmi_data_sink",
"PackageVersion": "1.0",
"PackagePatchVersion":

"9c23xmplc4c98b92baeataft676c8b16063d17945a3f6bd8f83f4ff5aa0dob394",

"NodeName": "hdmi@",
"CurrentStatus": "RUNNING"

"NodeInstancelId": "model_node",

"NodeId": "SQUEEZENET_PYTORCH-1.0-5d3cabda-interface",
"PackageName": "SQUEEZENET_PYTORCH",

"PackageVersion": "1.0",

"PackagePatchVersion":

"5d3cxmplb7113faald130f97f619655d8cal2787c751851a0el55e50eb5e3e96",

"NodeName": "interface",
"CurrentStatus": "RUNNING"

FtHEF AEE 22|

SignalApplicationinstanceNodelnstances APIE AF&3t0{ ZtHEt AER &

= U&LICH

Ftiet 2 EE 2|
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$ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq \

--node-signals '[{"NodeInstanceld": "camera_node_override", "Signal":
"PAUSE"}]"
{
"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq"
}
AFRENM LE S5 7IXetM CHatE Y Alo 2 LA SXISHHL MIHE L EE MBS EL
Ct.

Example pause-camera.sh — AF&

my-app$ ./pause-camera.sh

Getting nodes...

0: SAMPLE_CODE RUNNING
1: warehouse-floor RUNNING
2: hdmi_data_sink RUNNING
3: entrance-north PAUSED
4: SQUEEZENET_PYTORCH RUNNING
Choose a node

1

Signalling node warehouse-floor

+ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-r3a7xmplcbmpjqeds7vj4b6pjy --node-signals '[{"NodeInstanceId":
"warehouse-floor", "Signal": "PAUSE"}]'

{
"ApplicationInstanceId": "applicationInstance-r3a7xmplcbmpjqgeds7vj4b6pjy"
}
FtHIE = EE LAl SXIRUCHIL CHA| A|EFetEH S Ao MEIE = /e JAECHH B2 £2| 7tH2t &
Elg &8 & Qe o/ 524 of3 stolet AERIS oHEtol= HLHAE S| SYUR ¢
24 - Cof I EHAAIR

= 2H2to|E OiL|H A E 7} warehouse-floor® entrance-northéte & 742 7t
HEZt AERE S 12 = =(camera_node)dd| D& & LIC} warehouse-floor AEZI2 O EE|
7]0|M0| A|ZtE| T entrance-north = =7t A&7t 74ZE W7 K| 7|Ct2|H g A4sEL|Ct.

Example override-multicam.json

"nodeGraphOverrides": {
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"nodes": [
{
"name": "warehouse-floor",
"interface": "123456789012::warehouse-floor.warehouse-floor",
"launch": "onAppStart"
I
{
"name": "entrance-north",
"interface": "123456789012::entrance-north.entrance-north",
"launch": "onSignal"
},
"packages": [
{
"name": "123456789012: :warehouse-floor",
"version": "1.0"
},
{
"name": "123456789012::entrance-north",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "warehouse-floor"
},
{
"name": "entrance-north"
}
]
}

APIE A& 8t HHZ ol CHE REM[EH LHE 2 OfE 2|71 0| HiXE XS5t BHE HRstAAR.
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Site-to-Site VPN2Z} AWS Direct Connect= H|O|E{ ME{E Amazon VPCO{| St 5HAH| 4451 7| 2T M
HIAQILICE Site-to-Site VPNE AIE5IH 48 HERT T XIE AHE5t0{ A4 = U&LICH AWS
Direct Connect= AWS C|HIO|AE AF& S04 S LICH

 Site-to-Site VPN — AWS Site-to-Site VPNEH?
« AWS Direct Connect — AWS Direct ConnectZt?

27 LEYIAE VPCO| Zato|! MEU| 9128 $ C+E MHIAE I8 VPC A= ZOIES MAE
Lt

« Amazon Simple Storage Service — Amazon S3& AWS PrivateLink

« AWS IoT Core — 2IE{H[0|A VPC Y= QIEQ B TH AWS loT Core AHE(HIO|E B & ot 91T
ME 2R
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Example vpc-endpoint.yml — Z 208! AHEL

AWSTemplateFormatVersion: 2010-09-09
Resources:
vpc:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 172.31.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
Tags:
- Key: Name
Value: !Ref AWS::StackName
privateSubnetA:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref vpc
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
CidrBlock: 172.31.3.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${AWS::StackName}-subnet-a

vpc-endpoint.yml BlZZ2/0{ A= AWS Panorama0i CHEH VPC IEZQIEE MM3

= die{o o
L OHd=2 -
O{&ELICt O| AEXZQIEE AFE35104 AWS SDK EE= AWS CLIZ AWS Panorama E|AA S E|E 4

A& LICH.

Example vpc-endpoint.yml - VPC AIEZQIE
panoramaEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub com.amazonaws.${AWS: :Region}.panorama
VpcId: !Ref vpc
VpcEndpointType: Interface
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SecurityGroupIds:

- !GetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: true

SubnetIds:

- IRef privateSubnetA

- IRef privateSubnetB
PolicyDocument:

Version: 2012-10-17

Statement:

- Effect: Allow
Principal: "*"
Action:

"panorama:*"
Resource:

_ nxn

PolicyDocumentE HEZQIEO|M &E = = API 2 &S Holste 2laA J|dh HEt el
LICt HMg =H5l0{ JIEXQIEE &5 51 A
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vpc-appliance.yml EZ3!2 AWS

= 235t MHIAE 8t vPC 2
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Example vpc-appliance.yml — Z2t0|8] AR H¥A30| Q= Amazon S3 WA|A ZQIE A= ZQIE

s3Endpoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub com.amazonaws.${AWS: :Region}.s3
VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:
- !GetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: false
SubnetIds:
- IRef privateSubnetA
- IRef privateSubnetB

s3apHostedZone:
Type: AWS::Route53::HostedZone
Properties:
Name: !Sub s3-accesspoint.${AWS::Region}.amazonaws.com
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VPCs:
- VPCId: !'Ref vpc
VPCRegion: !Ref AWS::Region
s3apRecozrds:

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: !'Ref s3apHostedZone
Name: !Sub "*.s3-accesspoint.${AWS::Region}.amazonaws.com"
Type: CNAME
TTL: 600
# first DNS entry, split on
ResourceRecords:

- !Select [1, !Split [":", !Select [0, !GetAtt s3Endpoint.DnsEntries ] ] ]

:, second value

MZ BEHIZISIo|ME ME VPCE AH235104 Amazon VPC 2! Route 53 E|AA Q| MAd2 Ho{E LT}
VPC BIAAE MHstD MEY 2ot O& 2 VPC IDO| CHet X E B|AAQ| IDE CHA||St0 AFE A}
Bof A ZHEE = U&Lch
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/custom-model
https://github.com/aws-samples/aws-panorama-samples
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« provision-device.sh — C|HtO|AE T 2 H|X{'J&LCt.
« check-updates.sh — 0{Z2}0|21A AZEQ|o{ YOI0|EE &Ql5tn ME&LCt

« reboot-device.sh — C|HIO|AE &Y
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/provision-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/reboot-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/register-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/deregister-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/view-logs.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/pause-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/push.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/rename-package.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/samplify.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/update-model-config.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/cleanup-patches.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-application.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-device.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/application-role.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-appliance.yml
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml
https://github.com/aws-samples/aws-panorama-samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/camera_stream_validation
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/pano_jupyter
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/sideloading
https://github.com/mrtj/cookiecutter-panorama
https://github.com/Neosperience/backpack
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https://console.aws.amazon.com/panorama/home
https://console.aws.amazon.com/panorama/home#devices
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« C|HIO|A 213 - /aws/panorama/devices/device-id

- OjZ2|AH0|M 23 - /aws/panorama/devices/device-id/applications/instance-

id
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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» syslog- Z2MA Ztol &= HIAIXK|IE IR SH= ClHO|A Q| syslog ZE2AM|A 0| E24]LICE
« kern_log - C|HFO|AQ| Linux 7'l A g8 O|HE QILICY,
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Example application.py - 274 7

def get_logger(name=__name__,level=1ogging.INFOQ):
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L181
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logger = logging.getlLogger(name)

logger.setlLevel(level)

LOG_PATH = '/opt/aws/panorama/logs'

handler = RotatingFileHandlex("{}/app.log".format(LOG_PATH), maxBytes=10000000,
backupCount=1)

formatter = logging.Formatter(fmt='%(asctime)s %(levelname)-8s %(message)s',

datefmt="%Y-%m-%d %H:%M:%S"')

handler.setFormatter(formatter)

logger.addHandler(handler)

return logger

22 HRlolM 27HE X7|3t5t 1 ofZ 270l = R0 A ASSHAAIR.

Example application.py — 274 7|3}

def main():
try:

logger.info("INITIALIZING APPLICATION")

app = Application()

logger.info("PROCESSING STREAMS")

while True:
app.process_streams()
# turn off debug logging after 150 loops
if logger.getEffectivelevel() == logging.DEBUG and app.frame_num == 150:

logger.setlLevel(logging.INFO)

except:
logger.exception('Exception during processing loop.')

logger = get_logger(level=logging.INFO)
main()
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L205
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https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'PanoramaDeviceMetrics
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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https://console.aws.amazon.com/cloudwatch/home#alarmsV2:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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HZ 2|71 0]4d0f|BF E=5oi| CHEF HM|A HetE Fodsted™ CHE o E 2|7 0]4d2] o = 2[71|0[4A oHL
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EX: ofZ (70| £=290| 20f| EAIE|X| §f&LICH

Python £7{E& F4J35104 /opt/aws/panorama/logst 21 IS 7|535IML. ZE ZHE|0|L] =
Eo|2a AER| HXELICH EFE £ U 2F AEZI2 console-outputOl2ts EEO| 21
A ERIo| HAELICH printE AF88HE B2 flush=True SM& AI235t04 HA|X|7} &2 H{IHO]

dEIX| =5 sHAA2.

Q5 : You've reached the maximum number of versions for package SAMPLE_CODE. Deregister
unused package versions and try again.

Z%{: AWS Panorama A{H|A

OH%EHIOIHO{I HE LSS B2 E mWotch Ar8ste 2 mi7|X[e] Ii7[X| 785t Rpat TS LIEHLY
IC ]

22 X[ AFEIEE MEsto{ ALE3HR| i lTH | HHEE &5 F[45

Il AEE

25 liveMediaO0: Failed to get SDP description: Connection to server failed: Connection timed out
(-115)
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25 : liveMediaO: Failed to get SDP description: 404 Not Found; with the result code: 404

25 liveMediaO: Failed to get SDP description: DESCRIBE send() failed: Broken pipe; with the result
code: -32

T

A 7t = E 23

o{Z2to|iA Tt o E 2|7 0| Mol et AE R0l 12 E = & LICH O] B2 oiEZE[70[M0] AWS
Panorama Application SDKO{AM H|C|2 Z&|E 7|Ct2|= S¢t HIC|2 £230] H|0oq QU 7L} o x[2r e
2 M2l =oiolM HELICH o{ZE2t0|HA AT EQo{7} 7HIEZF AERIN| 9928 A3t 7HH|
2t = 230|| EfotR @R E 7ISFLICH 7tH 2t AEE URLO| 2HIEX|, HEXHZ LHS| 72kt
0{ZE20[|AA 7Ho RTSP EEiEE 2t 2 e = U K| ERISH A A, AbAM|EH LHE 2 AWS Panorama
0{ZCt0|MAE HERTo 1451 7| HHHE HESIAM L.

°E

25 : ERROR finalizelnterface(35) Camera credential fetching for port [username] failed

£X:0CC 2O

jn
0t
fjo
1
50

2lo| Hot 015 ME 7 L& El AWS Secrets Manager 29 & & &uct 7kl
A

25 : Camera did not provide an H264 encoded stream

T

A 7t = E 23

FtHet AE2lof H.264 0]2]ef Q1A 0| U&LICHO: H.265). H.264 7IH|Et A E RIS AL& 35104 O &
2l70|ME M Z st AL, X|HEl= FHHIEtol CHEr REMIEE L8 2 X2 El= FHHIEF BH3E H Z st
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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AWS Panorama 0{ZZ}0|Q1A EH Ok B ALZ|

AWS Panorama O{ZCI0|1AE AIEE e CFS Y Al 1245 AI2.

e

. O{BEOQIAS BEIMOE B3 - UNE A T 2otMof o{BEt0|HAE MAlELITH &
o

?_F HBMAE KEHstHE EHRE{0 0E
A8 = e FHHIEtol AZ ]
=M o|F&tof 2k AtEstT EHe

ﬂI||=

je

Y HERF 74 & stLE A8stod HERIR &llo IOP% H&stMAIL. RHAMEH LIE2 AWS
(o] C}

Panorama O{ZC}O|HAE HE T 0 21435l 7]
« USB ECIO|E Z O . 0{Z2}0|HAE T ZH|X{LSt £ USB EEIO|E
C2O|HE AF85HXR| 2t &LICH EEIo|E

E M7t ZoHErLCE.

UHO|E &HQlg XS5 += U
& 7{L} CreateJobForDevices &
- O{ECt0[A AL S BX(EH 4
0|8 5t7| ™ol 25| RHA -
MEHE HES SAlo 5% S¢t
2lAHo|M & 237} APNIEILICE

O -
AWS Panorama MH|A0| S E|H 0o{Z20|1A = USB E2t
E ZO5to{ YA 2ot 0I5 ME #M o 2 Z2H|X{d 23 E FMAF LI
« 0{ZEI0|HAE |4 MEfZE RX| - 0{ZEI0|UA AZEQ 0] | |[EE XM Alol| ME&FLICH AWS

Panorama 2& 0| 0{Z2I0|HAE EMH E2£0|M AZEQ)|0{ MO[0|ETL QIEX| €EdELICH Xt

Mgt LHE2 AWS Panorama O{ZCt0|HA EHE| EHHE FZSHAAIL

DescribeDevice APl 242 AF23l™M LatestSoftware? CurrentSoftware ZEZE H|w 504
gLct 2M A EQo{ HTO| A HTI CHE ER E2&£2 AS
A

L

2 AF25104 UC|0|EE M3 AAIS.
S 0{Z20|¢IA RAIK - 0{Z0|HAE Hot Ho|E| ME| Q& 2
L|Ct. o{ZEtoldAao| MBEE 1 E{OE £2 HEHoM M &
TE&LICH o|Z A 5t ofZeto|HA MM HHE 2ot 21F HE, of

e *

KEMIEH L& 2 AWS Panorama 0{Z2}0|1A HE 2 EAIS EHR2 B ESHAAIL.

« AWS Panorama ! 7|E} AWS MH|AO]| CHEF BM|A K8 - AWSPanoramaFullAccessE 2 E AWS
Panorama API Zredof| CHer HA|A 9 T st AR CIE MH|A0| CHet BMAE X|2EL|CH 7fs8t
A M2 HEH 3lof et 2lAA0 CHEF HHAE MEHRELICH o & &0, panoramaE INES RS
= O|&& 7%l AWS Secrets Manager 20 & S0 CHEF HMAE MSELICH 27| HE HAM|A E
= HCF 7A|MQl 2lAA MEo] CHE HMAT ERF AFEKIS| B2 #Eld o —'1% Z| A e A

O| AIZI o 2 AF8SHMAIL.
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https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDevice.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreateJobForDevices.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/
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ZotalA. RHEO| O|o|H E&of CHet XtM|EH LHE2 AWS 2ot E29| AWS S8 el Z& 3
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GDPR E21 HAIES X FAI2.

CIOIEIE 5551242 AWS #H ot Q1F M5 E 53511 AWS IAM Identity Center S AWS
|dentity and Access Management(IAM)2 AKX AEE MY5tE WOl E&LICEH ol Halg
A835HH ZH AL A REAlS| 2R E B st ol 28t Mot fo{gLct E8t o3t 2

2 4oz Ho|EHE Esst= o] E&LICH

Zt A™of Ct & QI5(MFA)S AFS & LICH
SSL/TLSE At&35t0{ AWS BlAA L SAIFFLICH TLS 1.27F E40|04 TLS 1.3 HEELIC
« AWS CloudTrail2 APl & AISXH &5 22
- AWS ¢S5t £2F M2 AWS MH|A Lol 2

« Amazon S30i| A& & 28 HIO|EE A5t

B AFEELCE.

=171
E
5 35l= O E20| El= Amazon Macie?t 22 1

- BHE QIE{H 0|A E= APIE S5 AWSOH| HAMAE [IH FIPS 140-2 28 E 535 Z=0| 2§
B2 FIPSAE=EQIEE AIEFLICH A8 7t58t FIPS =X QIEof CHE RHA|EH LHE 2 Federal
Information Processing Standard(FIPS) 140-2 MM & & Z35IM| 2.

HeE EjOL Ol EHER 42 g YA HAE Z
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nZHol o|HY FAet 2 7|2 HEL 34?_*
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7t ZEELICH Ol A8 &= BT = X
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AWS CLI BE= AWS SDKE Al 6+04 wow
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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o 7|E} MH|A

HE & Y33

AWS Panorama AP| IEXZQIE= HTTPSE & £t o140t 2 X[ & LICH. AWS Management
Console, AWS SDK EE= AWS Panorama APIE At&304 AWS Panorama E|AAE HE|SHH EE
SAO| TLS(MS ASs EohHE & ESHEILICH AWS Panorama 0{1Z2H0|1AQF AWS 7HO| SAIE TLS
2 ¢S 3HELICH RTSPE S8t AWS Panorama 0{Z20[1AQ FtH|2t 7He| S4I2 &S 5HE|X| i&
L|Ct.

API IEZQIE M| S52 AWS bt HZ ol AwS 2| L A= ZIEE HEFMUAIL.
AWS Panorama 0{Z 20|14
AWS Panorama 0{Z2}0|dA0|E o|HY!, HDMI HIC|2 2! USB AEZ|X|E ¢t EC|X ZE 7}

&LICt. SD 7= €%, Wi-Fi 2 SR FA= AT £ i&LICH USB ZE= 74 0} 7t0|EE o{EEl

0{Z2t0|AL Z2H|HM QIEM Y HERT 782 Z&steE 74 o702 2| LHE2 Y53t K|
oL &LICt AWS Panoramae O|2{3t WU E XM SHK| et , o{ZCI0[HAE SEE We ZAMe
A&LICH T4 0}7I0|EE O{ZEI0|HAR ™MEF ol HFEQ USB AEE|X| CIHEO|AOAM A
HNStAAIL.

O{Z2t0|A 0| MA A AIARO| & 5 SHELICH EEF 0{Z2H0|MAE e AZEL|0{ HUO|0|E0]
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O{Z2t0|MA A8 E BXIsHH TA MES +Hsto] ofE2|7| 0| CIOIEE Arxlst oiE2to|A
& AZEQ0{E MUY MAIR.
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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LICE.
7Bt MH|A

23 3 ol E2|7AH 0| M ZE[0|LHE Amazon S30i 2FHFS
S30|M &E[StE 7IE AEE MH & & E3E ALSELICH XEM|EF LHE 2 Amazon Simple Storage
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FH X4ZH5H7| @8 AWS Panoramas Amazon

Service At B Y S5 E AIE504 CIO|H E3 & HATAR.
FtHEI AEZ EoF Q15 HE = OJAFE Al AWS Secrets Managerof &t S8l E/LICH 0{ZEt0o|HA 9|
IAM Q3&r2 AEZIO| AF2A} O|ED} L5 0f HMHASGHY| 5 2ot &5 E ZHAMs HEtE2 FodghL|ct.

AWS Panorama 0{Z2}0|1A = Amazon CloudWatch LogsHl 21 |O|E{E & EhLCt.
CloudWatch 2= 7|2%Xo 2 0| H|O|EIE &5 355t 12 22| 7|12 AFRSIEE A & Q1S
LICt REAMIEH LIS Amazon Logs AHE& M Mo| 27 H|0|E f 5 5tE AFE 504 CloudWatch AWS
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html

AWS Panorama FHEERE FLHA

IAM AFEXH 2 O

IAM AFQXF EHe 7H°_I = ofEE|F oMo CHEt &Y HErE 7HKIT U= AWS AE U 1tH 5F

L HMA Flot Z2 F7] 2eF Q150 U= IAM AL AHE ddste Tl Al
&LICH St X|2HIAM AL AL B 7| RH4 SO0l HRet &Y AE Atel|7t
t= Zd0| E&LICH RHAIEH LHR% IAM AHE DB 7| EoF 215 0|
Mo 2 HM|A 7] A E HESHMAIR.

EL- O

=
_|
X0

A
=
32

\.I OII

x
(=)

IAM I E2 IAM AHS8 AL AEME XH5te A4 SHULICH Fléte 2ESE 208 = gLt
OES AHE50{ 042 ALSAFS| HEHE & Hof X|HE £ &L 282 AE5HH 2 ALS AL
Rgto| Hete O A #ElE £ &Lch olE £04, IAMAdmIins(0l)2h= 2 &0| !1 Of ol IAM
DAAE HElg HEts o8 = &L

ASXRtE gDt CHELICH ASAE 8 AR = oZ (70| 1 REHAH HAZAE(X|DH A2 T
& 0| LWRFH A OIEtH FFLE = E = JU&LICH A8Kte Gl ot IE S 7HX|1 UX|E,
odat2 Al 2ot Q1B B MBELICH RIASH HEE IAM AF8 MBA Q| IAM AL XIS BHE0{0F 5HE
FR(UE 0| ol E HEFMAL.

IAM 3%t

IAM €2 §8 HEtS 7HX| = AWS HIE AIE LH IDYLICE IAM AFS AL R ALSHR|TH S8 A
Qlnf HAZAZ|X| of&LICH 298 T304 AWS Management ConsoleOllA IAM &2 AR g
= A& Lch AWS CLI EE= AWS AP| S 3 E57LE AL AL XIH URLE A 83t0 &g &
2 QELICH Ag ALS wedoll i REMISH HEE IAM AFE MEMO| IAM & ALE 2 HZTFHAA2.

H 2l ol AFE R UMIA - HICE| 0| X4 ZHof| HEFE Foisiedd dg g ddstn
gfo| Hets §>*°|°*I—IEP uﬂlZ-IE{IOI*=| XP—| S 5‘0| RS E|H dgo| HZAE S
=2

third-party Identity Provider(ME THE| XA} S S ZAtQ| g OHEY
0]

Identity Centerg AtE5te= A Het MEE FHELICH @15 F ofO|EHIE|E|7t HMAE = U=
=2 Mo4st7| 2/t IAM Identity Center= et MEE IAMS| A&t AT LICH HEt MEo| CH
8t REAMIE L2 AWS IAM Identity Center AF& AHA Q| M MEE FHEGHAAL.

o 2UAIIAM AL X} HEF - IAM AF AL EE= AE 2 IAM A S +l5t09 EH 2ol CHEF ChFs ™
g2 AR B2 5= UELICH

o AEA AHEH HMA: IAM L2 AE5101 CHE HHEHL AERHAZIE = /U= 2 FA)7} L AlE
O| BlAAN HMASEE 318 = UGLICH U2 HH 7+ AHAE Fofste 7|EXQl dedel

Hololsg 88 013 153



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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