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$ aws payment-cryptography create-key \
--exportable
--key-attributes KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,\
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https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://github.com/aws-samples/samples-for-payment-cryptography-service
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
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KeyClass=SYMMETRIC_KEY,\

KeyModesOfUse="'{Generate=true,Verify=true}"'
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"Key": {
"KeyArn":
tqvSyijbwtxx64pi”,
"KeyAttributes": {

"KeyUsage": "TR31_C@_CARD_VERIFICATION_KEY",

"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,
"KeyCheckValue": "CADDA1l",

"KeyCheckValueAlgorithm":
"Enabled":
"Exportable": true,

"KeyState": "CREATE_COMPLETE",

true,

2 QI8 ARNI} 7| AL ZH(KCV)E =

"ANSI_X9_24",
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"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"
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$ aws payment-cryptography-data generate-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--primary-account-number=171234567890123 \
--generation-attributes CardVerificationValue2={CardExpiryDate=0123}

"CardDataGenerationKeyCheckValue": "CADDAl",

"CardDataGenerationKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",

"CardDataType": "CARD_VERIFICATION_VALUE_2",

"CardDataValue": "144"

cardDataValue(O| B 3Xt2| Xt 144)& 7|85 FAM2. CtE EHAH0M 0] 2FdE s=FLICt
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$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 144

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1"
}
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$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 999

Card validation data verification failed.
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$ aws payment-cryptography delete-key \
--key-identifier=arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6wtxx64pi

"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"DeletePendingTimestamp": "2022-11-03T13:37:12.114000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
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"KeyUsage":

iy

"KeyCheckValue":
"KeyCheckValueAlgorithm":
"KeyOrigin":
"KeyState":

"UsageStartTimestamp":

[a

"Decrypt":
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions":
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true

true,

false,

"CADDA1",

"ANSI_X9_24",
"AWS_PAYMENT_CRYPTOGRAPHY",

"DELETE_PENDING",
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https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/restore-key.html
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$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,\
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}'

"Key": {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
hjprdg504jtgs5tw",
"KeyAttributes": {
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
},
"KeyCheckValue": "B72F",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",

2KEY TDES 7| M4 17
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"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"
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$ aws payment-cryptography create-key --exportable --key-attributes \
KeyAlgorithm=TDES_3KEY, KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY, \
KeyClass=SYMMETRIC_KEY, /

KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}'

{
"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",

"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {

"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,

"Unwrap": true,
"Verify": false,

"Wrap": true
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+
"KeyUsage": "TR31_P@_PIN_ENCRYPTION_KEY"

},

"KeyCheckValue": "9CA6",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"
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Example
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$ aws payment-cryptography create-key --exportable \

--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse='{Encrypt=true,
Decrypt=True,Wrap=True,Unwrap=True}'

"Key": {
"CreateTimestamp": "2022-11-15T11:15:42.358000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbgbsn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,

HICHZ! (RSA) 7| A4 19
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"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION"
},
"KeyCheckValue": "4QAD487F",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-11-15T11:15:42.182000-08:00"
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$ aws payment-cryptography create-key --exportable/
--key-attributes KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,/
KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Generate=true,Verify=true}'

"Key": {
"CreateTimestamp": "2022-10-27T10:22:59.668000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
j4ubscmnzkelhcbyb",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,

PIN 43 2 (PVV) 7| &M 20
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"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY"
},
"KeyCheckValue": "5132",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T10:22:59.614000-07:00"
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Example

$ aws payment-cryptography list-keys

{"KeyS": [

{

"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",

"Enabled": false,

"Exportable": true,

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

alsuwfxug3pgy6xh",

"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {

"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,

7l Lt
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"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
},
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:19:42.488000-07:00"
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$ aws payment-cryptography start-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T14:09:59.468000-07:00"
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| A8 SX
O o|& 7I1E AL83tX| 9%934 82 71 A8 2 BXIsto] F7H 4535 2 YX|E = AU&LICH O]
U2 IFMolX| fesz 7| A8 AlIAE7[E AF8stod EIEE = U&LICH EF0i 7|7t HIFE -3
eSS dEE s S | Ct. Ol UsageStopTimestamp EE= 7|7t X HIE HStEIR{=X] £
HIg &gt E JIX|E LIEHHLICE
Example

Ol ol Al M= & =0l 7| AIR 2 EXISHEE QHEL

C 7 =
ststx| et= .J 0| 718 =3t o ArEE = igLIct SEMeE 7| WEJt 20 435 Ecl
(=)
=)

$ aws payment-cryptography stop-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgyéxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
I
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
I
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

7| Al |
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"KeyState": "CREATE_COMPLETE",
"2022-10-27T14:09:59.468000-07:00"

"UsageStopTimestamp":

7| AA|

LII:} AWS 7|7} AbK| = %on
2 £ l&LICH 7|12 O |4 A
FL|C}.

?‘ T 947-” = T AAHEH
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FRE=2of 7|71 2 E
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Ct.
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Ct.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://console.aws.amazon.com/cloudtrail

AWS ZAA| &5 st ALZ%t 7H0|=

CHZ| Z1Ztoi| CHaH

MatH E28 + olesz AWS Z2X 253 E Ar8stedT 3~1802 2| C7| 7(ztE dH st ok
(©)

7|E o
gt II:P 712 7| 7|2+ 74 LCt.

JeLt AX CH7| Z71zE2 odlefst Ch7| Z[ZHEC 20 24A|7F o 2o & U&LICH AWS ZX| & Z 35t
ZI17F AHE AX St AlZHS EHelsttiH HUS AESHMAIR. GetKey AIZITHE 7S 5tM2

CHZ| 71zt Setoll= Aws Z2A| & =3t 7| &ell & 7] HEi7t X B/ o= R AELICH

CHZ| Z[ztol ELtEH AWS X & &3t ZX =35t 7|, 28 A 2E 2 AWS 24X 53t HIEH|
O|E{& AfA[gfLICH AWS

CHZ| 712HE AtE3tod 2XH = Ol2iol AWS X 253 7|71 HRetX| §f2 K| &elstMe. th7] 7|
Zt et 717t Hedt A o7 7|ZHol SR E7| ™o 7| ANE F4AE & J&LICH CHY| 7|Zto| B&
El 2ole 7| AME FAE £ in MH[ATE 7|18 ATMIELICH

Example

O| oAl E 7| AXE @™EELICE 7|12 7| HE QoE 5 74| &tad
DELETE_PENDINGS Z HZAL|RICHE Z10|H, ol HE&= 7|7+ 3A] & X2 04I’F:§ IADI%
deletePendingTimestamp L}EFLICH.

$ aws payment-cryptography delete-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",

"KeyAttributes": {

CHZ| 7|Ztod| CHaH 26
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"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "DELETE_PENDING",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-05T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-05T14:31:13.399000-07:00",
"DeletePendingTimestamp": "2023-06-12T14:58:32.865000-07:00"

}
}
Example
Ol A= ER S AA7H FAELICH d3Ho = 2t E[HH o[ eHo IEEPEP 7|7} f ol&f
M| pf&LICH "0 7|2 7| HEI 28 EH, F7HE F 7| 23 HE (KeyState &

deletePendingTimestamp)7t BEE[R}A&LICtH KeyState= CREATE_COMPLETE Z{2 £ &t
|7 DeletePendingTimestampe M 7{ELICH

$ aws payment-cryptography restore-key --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333: key/kwapwabqaifllw2h

IlKeyll : {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",

CHZ| 7|Ztoi| CHaH
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"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

I

"KeyCheckValue": "",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-08T12:01:29.9695000-07:00",
"UsageStopTimestamp": "2023-06-08T14:31:13.399000-07:00"

71 7t/ 7] & LHE L]

AWS ZX| & =3t 7| CHE £F MM 7HXH7LE CHE £F M (0l: CHE HSM) 22 LHIEH +~ &
LICH 7tM27| I LHEUZ| 7|SE At8stod MH|A S2Xtet 7|1& wetets ol LAl ALE Ate|

LICt 22 E AMH|A QI AWS Payment Cryptography: 7| gt2lof ciEt $cHxio|o MAFEIQI X2
A F5te SAlM M8 7tsE A H & L HO{E |XIE = JULE X|HYLICL B SE= 3
o Zlgtol £2 FH QA 0M ElofLt E&E 7|Ht9| @XP&! 7| me sHo 2 MEtste JLCh.
KEK(Z| & &%t 7|) &t

AWS Z2A| et st & HEIEI ANSI X9.24 TR-34 EFES AF85t0d 7| 7| metof 371 7| &5
3l (RSA) E AF835tEE HAEELICE Ol £7| 7| 82l YUEtHMQI 0|F 22 = KEK (7| &3t 7|),
ZMK (¥ OtAE 7]) 2 ZCMK (F Ao OtAH 7|) 7t U&LICH A|AR] EE= THE L7} OFF
TR-34 X2 XI§5HX| &= 2 RSA M /HHM 82 1oddll 2 =& UELICH
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ol LZ2tRI HSME fXlst= Ag i &+ U&LICH
£ golsl EMe. OHE ST &N
HZzstMR.

ik m||:|

@ Note
A HIAE 7|18 7HX2E{H Github2l M
7|18& 7tX 7Lt LHE L= 2ol ciEh K|

WK (Working Key) 1 &
AWS ZAX| &z 3t= ot 47 EE (ANSI X9.24 TR 31-2018) 2 AH&5t0] 5] 7|§ &
TR-31 7| Z22 2= KEK7} O|Zof| m&HEl M0 | olct T 7t stz LIC ol 7| RIEE 7| 93 4
At ol & %*?J&.OE HERIE S| 218t PCI PINS| 2 F Attt UXIELICH 2] Z|ol= FISA
5 7|, eh 2 At 2 71, BDK, IPEK & EP%?_ O|&0| JUA&LIct.
=
- 7| 7tX27|
« 7| LHELHZ|
7| 7t K2 7|
/A Important
oMol &l HEIC| AWS CLI V27t EHR & == &LICH AIZE7] Tof| 2[4 HEHo=ZE
SlO|ER =X st A A2,
S|

- OiE 7| 7127
- HICHE(RSA) 7| 7K 27|
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https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AR 7H0|E

AWS ZAA| &5 st

- HICHE 7|2 AI8 8t 7] 7t X2 7|(TR-34)

- HICHE 7| (RSA 21&]) 2 At&E5t04 7| 71X 27|

« A dYE 7| 1@ 7|(TR-31)E A& stod CHE 718 7HXZLICH

HICHE 7|2 A8t 7| 7HXK{27[(TR-34)
Key Encryption Key(KEK) Import Process

AWS Customer AWS Payment Cryptography Certificate Authority

<Get Import Parameterss
Public Certificate

Install Public Certificate on HSM

O
Generate Key Pair on HSM

O

O

Generate CSH on HSM

Sign CSR

L
Certificate

<Import Signing Certificate>

Generate KEK on HSM

Export KEK using public key (TR-34) ;}

<ImportKey=

AWS Customer AWS Payment Cryptography Certificate Authority

HR: TR-34 AIAZIS RSA HICHS 2518 ER5t0d MEHS 913t CHE 7|8 2285t HlOJE] 44
(MT)E SFFLICH O s BHTE 7190 7|UM(F 2 H T PHL(MB)0| 25 BFELICH
EYEOIM 718 Tt AL L

KA 71& 7HX{ 224 GithubQ

=
L= ol Cigh x|E2 sie &3 &2
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get-parameters-for-importE FE35t0{ 7|7 ZE2MAE
M27|E et 7|H o0& MMsta, 7|0 MBS 2
2 HEH 7|= 0| 7|& AHE35t04 %*_?_SFéHOF LICh TR-34 8012 = O|& KRD & A2t &
Ct. O[243t QB MeE RE7(7t0| oM o]l =20 AFE EICtH= Mol R2l5HA L.
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https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
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Py
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ME G AR= O 45 SMo2 JIH7IE ’éﬂéﬂﬁ Ctg Z2X =350l CHA| M3 E = U= 371 7
RIB M (X509) & MAIst7|E HE ZdL|Ct AWS AWS Private CA Q15 ME MAstE M 5 5t
Lto|x|gt APQEIE 15 7|gtofl= AMBtol el LIct

PIBME UU2™M importKey B L KeyMaterialType of & A& 5104 AWS Payment
Cryptographyoll £E 15 ME EE=5t= Z0| E&LICH ROOT_PUBLIC_KEY_CERTIFICATE
KeyUsageType TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

4. AN AAEHIM Z| LHELHZ|

B2 HSM & 2t A|ABIMAME TR-34 222 ALE35t0{ 7|E LHEUE 7|2 K&k 15|
o| HEZ| 7|&= KRD(Z 3 3}) QIBEME XI5t 3EHHIQ| 7| KDH(MD) 2B AZ x|HstE 20|
E4&LICH AWS 2| 2552 71X{224M @ AIE TR-34.2012 H| CMS 2mA Ao 2 X|Z5Hof
grLict ol #EAl2 TR-34 C|ol2 E EAlolgt & §Lct

5.7| 727 &

OFX|2f EHAH0MHE of & AFE 510 ImportKey APIE & & & LIC}. KeyMaterialType

TR34_KEY_BLOCK certificate-authority-public-key-identifier= 3EH7|0]

M 7tX{2 FE CAQ| 7|ARN, key-material= 4EAH Q| fEE 7| XtZ, signing- key-

certificates 3EtAHQ| 2|l QIBMYLICH EBH1EHAM 7tX2 7HX 27| EE2 X3 35Hok
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M2 718 2E38 2Uo|Lt =5 JHX{27(0of ALSELICH
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@ Note
RSA 22 TDES 2! AES-128 7| 71X ML} LHIEW = o Al E 5= /&LCt

1. 7t X7| 7|3 E

o o

tMl2.

fjo
]
M
o

to

7|8 get-parameters-for-import £&35t0{ KEY_CRYPTOGRAMC| 7| HE|Z|H RS
A&3t0d 7K 7| 2 HMAE Z 7|8 LICH WrappingKeyAlgorithm TDES 7|& 1w &HE &=
RSA 20480| & £ Q&LIC}H TDES EE = AES-128 7|1€ W ete = RSA_3072 EE= RSA_4096
2 M8 £ JU&LICL Ol APIE 7| 7tMR7(|E 2l 7|H0{E ddstT, IS REE AH&5H04
70l MBS, QABEAM} QUBEM FEE BF HEELICH 2(3XMo 2 LIEH 7|= 0] 71§ A5t
0 k= 5talioF ELICH Ol RIBME K& 7IZH0| el ol = =T AFZ EICH=E Hoi| | 2lstAl

[:o

$ aws payment-cryptography get-parameters-for-import --key-material-type
KEY_CRYPTOGRAM --wrapping-key-algorithm RSA_4096

{
"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJITiBDRVJIUSUZJQ@FURS®O....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJIQOFURSQtLSO....",
"WrappingKeyAlgorithm": "RSA_4096"

}

2. 7| &4 AAE| S7H IS A

|
B2 HSMEe| B2 1EHAo M -8t 37 QB M (R/E
ArEstod 7|18 LHEE == &Lt
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ol

B2 HSM & 2t& A|ABI0| M= RSA BIE AL835t0d 71§ LHELHE 7158 KIHELICH 1872
718 (== ABM (QIEAM) 2 X|™stE W0l E&LICH WrappingKey 12| &|Qlo] e Bt

374 7| O
A2 ol HE = #1 EHH2] & WrappingKeyCertificateChain Z =04 Z & z|o] Q& LICH HSMOIAM
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AWS ZH| &3t
7|2 2 M= $AIS RSA, T ZE = PKCS #1 v2.2 OAEP (SHA 256 = SHA 512 AL8)
£ X|™st= Aol E&Lct

OFX|a EHA0| M= fE A& 5109 ImportKey APIE S £ & LICt KeyMaterialType KeyMaterial 1
EtAO| 7KL 7| EE1 3EH o] key-material (BHEE 7| At2) 71 HELICH RSA 2 7| £
S22 MESIX| U222 F 017 #H (of: 7| AHE) & MSsHok gLict.

LS —

$ cat import-key-cryptogram.json
{
"KeyMaterial": {
"KeyCryptogram": {
"Exportable": true,
"ImportToken": "import-token-bwxli6ocftypneu5",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true

},
"KeyUsage": "TR31_KO_KEY_ENCRYPTION_KEY"

},
"WrappedKeyCryptogram": "18874746731....",

"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography import-key --cli-input-json file://import-key-
cryptogram.json

7| 7tx427|
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IlKeyll : {

"KeyOrigin": "EXTERNAL",
"Exportable": true,

"KeyCheckValue": "DA1lACF",
"UsageStartTimestamp": 1697643478.92,
"Enabled": true,

"KeyArn":

kwapwa6qaifllw2h",

[a

5. 7k X2 7|

"CreateTimestamp": 1697643478.92,
"KeyState": "CREATE_COMPLETE",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Unwrap": true,
"Verify": false,
"DeriveKey": false,
"Decrypt": true,
"NoRestrictions": false,
"Sign": false,
"Wrap": true,
"Generate": false
},
"KeyUsage":
"KeyClass": "SYMMETRIC_KEY"

iy

"KeyCheckValueAlgorithm": "CMAC"

2% E 3t HAO|Lt F& 7KL 7(0f AFSELICH

"TR31_K0@_KEY_ENCRYPTION_KEY",

7HX{2 KeyUsage 7|7t TR31_KO_KEY_ENCRYTION_KEY®Q! & TR-31 7

85t0{ 0|%0i 7|& 7tXE i O] 7|& A8 E = U&LICH 7| RO
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AH dEE 7| g 7|(TR-31)8& A8eto THE 7|8 7 SLIch

Import symmetric keys using a pre-established key exchange
key (TR-31)

Source Platform AWS Payment Cryptography

Import Key Encryption Key

PR RekKeyAm ___________
Create Working Key

Export Working Key using TR-31 :)

Import TR-31 wrapped key <KekKeyAm=

P keyARN ____
Source Platform AWS Payment Cryptography
IE 47} of2d 7|18 WEtstE B2 (= 7| IAME X|pst7| fI6H), WMoz HX Fo| 7| 7 2
£2 e 7|§% AL85tod Z7| 7| 6 B 5t 7| (KEK) & MESt7{Lt TR-34 7|uhol AWS ZX et 2 58

KEK7} MHE|™H 0| 7|2 A835l0o £ 7| (CH2 KEK &) & MEE 4 U&LICH AWS ZXN &5 35t
= HSM S S AoM D2l AFH =l el X[§5H= ANSI TR-31 718

1. KEK(Z| & &3} 7)) 7HK4 27|

KEKZ 0|0| 7FX{2t L keyARN(EEE keyAlias)2 AFEE £ Qe ZWo 2 Jh-EhLCH.

2. A ESHEOM 7| M

HEL M= LHELHZ| BAE TR-31 A2 2 X[-sHok LICH 8t AL SSHES LHEE 7(2t
ANEE 7| &E3 71§ EELICH
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4. 2N & 5352 I 27| AWS

ImportKey HHEE S E£& M= 7| 253t 72| KeyARN (EE £ EE!) WrappingKeyldentifier 0|010F
& WrappedKeyBlock A4 Z21Z 0| Z240|o{of &fL|C}.

Example

$ aws payment-cryptography import-key \
--key-material="Tr31KeyBlock={WrappingKeyIdentifier="arn:aws:payment-
cryptography:us-east-2:111122223333:key/ov6icy4ryasbzcza”,\

WrappedKeyBlock="D0112BOAX0OEQ0002EQA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D59¢

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_DO@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState'": "CREATE_COMPLETE",

"KeyOrigin": "EXTERNAL",

"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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Example

$ aws payment-cryptography import-key \
--key-material="'{"RootCertificatePublicKey":{"KeyAttributes":
{"KeyAlgorithm":"RSA_2048", \
"KeyClass":"PUBLIC_KEY", "KeyModesOfUse":{"Verify":
true}, "KeyUsage":"TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, \

"PublicKeyCertificate":"LSOtLS1CRUdITiBDRVJIUSUZJQOFURSOtLSOtCk1ISURKVENDQWcYZOF3SUJIBZO1CWkF

"Key": {
"CreateTimestamp": "2023-08-08T18:52:01.023000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
zabouwe3574jysdl",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
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"Verify": true,
"Wrap": false

AWS ZAA| &5 st

}I

2. 2

0]

"TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"

"2023-08-08T18:52:01.023000+00:00"

1,
"KeyUsage":
KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp":
o}
=
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2 = UELICH HEZ 7|18 71X e ole F 7R Mo
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Example
$ aws payment-cryptography import-key \
--key-material='{"TrustedCextificatePublicKey":
{"CertificateAuthorityPublicKeyIdentifiex":"arn:aws:payment-cryptography:us-

"KeyAttributes™:

east-2:111122223333:key/zabouwe3574jysdl", \

{"KeyAlgorithm":"RSA_2048","KeyClass":"PUBLIC_KEY", "KeyModesOfUse":

{"Verify":true}, "KeyUsage" :"TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"},\
"PublicKeyCertificate":"LSQOtLS1CRUdITiB..."}}'

"2023-08-08T18:55:46.815000+00:00",

{
"Key": {
"CreateTimestamp":
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kd6xud22e64wcbk",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",

"KeyModesOfUse": {

38
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"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions":
"Sign": false,
"Unwrap": false,

false,

"Verify": true,
"Wrap": false
1,

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"

},
"KeyOrigin": "EXTERNAL",

"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:55:46.815000+00:00"
}
}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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Example

$ aws payment-cryptography get-parameters-for-export \
--signing-key-algorithm RSA_2048 --key-material-type
TR34_KEY_BLOCK

{
"SigningKeyCertificate":
"LS@tLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISUV2RENDQXFTZOF3SUIBZO1RZFAZSZNHNEFKTOI4WTNpTmUVY1
"SigningKeyCertificateChain":
"LS@tLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISUYQVENDQThtZ@F3SUIBZ@1SQUt1N2piaHFKZjIPd3FGUWI5C3
"SigningKeyAlgorithm": "RSA_2048",
"ExportToken": "export-token-au7pvkbsq4mbup6i",
"ParametersValidUntilTimestamp": "2023-06-13T15:40:24.036000-07:00"
}
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$ aws payment-cryptography import-key --key-material='{"RootCertificatePublicKey":
{"KeyAttributes": {"KeyAlgorithm":"RSA_4096","KeyClass":"PUBLIC_KEY", "KeyModesOfUse":
{"Verify":

true}, "KeyUsage":"TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"},"PublicKeyCextificate":"LS

"Key": {

"CreateTimestamp": "2023-09-14T10:50:32.365000-07:00",

"Enabled": true,

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbgbsn775f",

"KeyAttributes": {

"KeyAlgorithm": "RSA_4096",

"KeyClass": "PUBLIC_KEY",

"KeyModesOfUse": {

"Decrypt": false,

"DeriveKey": false,

"Encrypt": false,

"Generate": false,

"NoRestrictions": false,

"Sign": false,

"Unwrap": false,

"Verify": true,

"Wrap": false

3,

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"

3,

"KeyOrigin": "EXTERNAL",

"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2023-09-14T10:50:32.365000-07:00"

}
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$ cat export-key.json

{
"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyMaterial": {

"KeyCryptogram": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-

cryptography:us-east-2:111122223333:key/zabouwe3574jysdl",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBD..."
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography export-key --cli-input-json file://export-key.json

"WrappedKey": {

"KeyMaterial":
"18874746731E9E1C4562E4116D1C2477063FCB0O8454D757D81854AEAEEQAS2B1FOD303FA29C0O2DC82AE7785352

"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM"
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$ aws payment-cryptography export-key --key-material='{"Tr31KeyBlock":

{"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza"}}' --export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyMaterial":
"D0144KOABOOEQOOOA24D3ACF3005F30A6E31D533EQ7F2E1B17A2A003B338B1E79ES5B3ADAFBF7850FACFOA37841

"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"
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$ aws payment-cryptography export-key --key-material='{"Tr31KeyBlock":
{"WrappingKeyIdentifiexr": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

ovbicy4ryas4szcza"}}' --export-key-identifier arn:aws:payment-

cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --export-attributes
'ExportDukptInitialKey={KeySerialNumber=12345678901234560001}"

"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":

"BO096B1TX00S000038A8A06588B9011FODSEEF1CCAECFA6962647A89195B7A98BDA65DDE7C57FEAS07559AF2A5D6(
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"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"
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$ aws payment-cryptography get-public-key-certificate \
—key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb

{
"KeyCertificate": "LSOQtLS1CRUdITi..."
"KeyCertificateChain": "LS@QtLS1CRUdIT...“
}
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arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwa6qaifllw2h CH
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0 & £01 0| list-aliases £32 alias/sampleAliasl HEO0| KeyArn SHSE EA|E[=
=53] stLkel CHal AWS Payment Cryptography 7|2F @42 E|0{ IS 2 E04F LILCE.

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h"
}
]

oft{ Wal2 SUsh Zx| 2535 Flof AT & UALICH AWS

0 € £01, alias/sampleAliasl; & alias/sampleAlias2 HElS St 7|2 AZGE £+ U
&Lt
= .

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
},
{
"AliasName": "alias/sampleAlias2",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
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create-alias BHE AtE5t0{ 7|(ARNSZ EAIE)E stLt o4& o o DHEE = U&LCt.
Ol HH2 HEMo| g&LICt HE S YO 0|E52{™ update-alias BE2 AL SHA|L.

$ aws payment-cryptography create-alias --alias-name alias/sampleAliasl \
--key-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h
{
"Alias": {
"AliasName": "alias/alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h"
}
}

OfZ2|7i|0]4d0i M BT ALE

HEZ AFE35t04 o E2[7|0|M T =Eo| AWS ZX| & Z 5t 7|E LIEHE = JU&LICH AWS Z2X| &= 35t
HlOJE| 2Tt 22 7|9 ZH2 J|E} £49| key-identifier OH7HESE w2 O|F £ ¥2| ARN

£ 518 &Lich

$ aws payment-cryptography-data generate-card-validation-data --key-identifier alias/
BIN_123456_CVK --primary-account-numbex=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}
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AWS ZM 253t 7|l= &
A& LICH GetKeys APIE
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Example

$ aws payment-cryptography get-key --key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_DO@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
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AWS Zx ¢ 53}
"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"AWS_PAYMENT_CRYPTOGRAPHY",

"KeyOrigin":
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"

7| Ho{et HEE HEE /218 M 77|

KeyArnZ EA|E H{E2 7|2 #HaafLICH ol= AWS ZX]| 2 3 310 A

HEZ 7215 M T2l
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532 &85t ofZE2|FAHo|lMe R MEStT AWS AN &5 3 Lo ES E|E 702l 7|1 AF235l0d
CIOIEE alis& = JU&LICE AWS
O] MH|A= HEZ! F|1E S °|5A-I gheterLICH API ZAotol= CARF HEE! 7| QIS M7F =& &L
Cl. & OIO|E| 24 25 base64Z QAT ELIC.
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Example

$ aws payment-cryptography get-public-key-certificate --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/nsq2i3mbg6sn775f
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"KeyCertificate":
"LSQtLS1CRUAITiBDRVIUSUZIQOFURSOtLSOtCk1ISUV2VENDQXFXZOF3SUIBZ@1SQUo10Wd2VkpDd3d1lY1dMN1dYZEpPYY
"KeyCertificateChain":
"LS@tLS1CRUdITiBDRVIUSUZIQ@OFURSOtLS@tCk1ISUY@OVENDQThtZ@F3SUIBZ01SQUt1N2piaHFKZjIPd3FGUWIS5c3VuC
}
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ZE AWS 22X & 535 712F Amazon S3 EH{Z!0]|
FAELICH ECHE o= Y 28 AlE 5 (BIN) o ##E

[= | —

o|E S04 Alpha ZEXMEof A3}
"Project"="Alpha" Ef & F7}
ZE 7|0 "BIN"="20130622" E{O1E FI}t5t= ZJLC

[
[

St
=

[
{
"Key": "Project",
"Value": "Alpha"
3,
{
"Key": "BIN",
"Value": "20130622"
}

&4Al Ol ;L-E-% H|Z e Ej10]| CHSH Yt HE = o] AWS E|AA EfZE FHZFHA A, Amazon Web
}.

« AWS B|AAE AWt T TH5HMIR. B2 AWS AHIATEERT X|IHE X|ESHEE ME CHE M|
A0l glasof SUSEHOE & %ﬁ i ElaA7t grEE|o] JUS S LIEHE = U &LCH o E S0

7|2} Amazon Elastic Block Store (Amazon Elastic Store) 28 = &30 8

gt EHOE ST E = UELICH AWS Secrets Manager Ef1E AFE35t04 RHS3HE fUdH 7|18 e
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
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AWS Payment Cryptography APIE O|&3H Xl 2| 52l 7|0l CiEt el & F7I,
&LICt o] XS AWS Command Line Interface (AWS CLI)E A2 5HX|EH AF X
 Z2 322 o{atE AFRE 4 Ql&LICH EflaE X|AE AWS B2 7|4 9is

7ol efa & F71 BHE, 27 A Axste{™ ER e Ab8 HEro| {00k FrLict RAIEH LIE2 Ef10i
CHEF HMIA FMo{EHHE HESIAIR

=
- CreateKey: M 7|0l E{O F7}

- TagResource: 7|0f E{O F7 EE= #HF

[ )
« ListResourceE{1: 7|2| E{1E 7} A SLIC}.

« UntagResource: 7|0l EiZT ALK

CreateKey: M Z|0fl Ej1 F7¢

7|18 SMHE M EfOE FIIE = JU&LIct Bl E X|'HstE{™ CreateKey2f 9| Tags TEIOIEE Al

7|18 4M8E m Ef2E F7I5t24™ IAM HAo| M EE XTI} payment -
cryptography:TagResource &2 7t K| Qlo{oF B LICH Z|A8H HEHo| HHE L 2| 2 E 7|

7} L &tE|o{oF B} RIA|E LIS Ef 10 CHEF HM|A Ko MME &I X SHMIL.

CreateKey 2| Zt2Tags ItetO|E 22 CHAEXAIE FEStE B2 7| X e 2t mjo] 2Lt 7|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://aws.amazon.com/cli/
API_CreateKey.html

02 E0{LCHS AWS CLI HE2 Project:Alpha Ei27t = CHE & 53t 7|2 RHELICE 5 71 O]
#9| 7|-ZF Ho{E X|HE M= SEMES AFESto{ ZF o1& 27 LICt

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}' \
--tags '[{"Key":"Project","Value":"Alpha"}, {"Key":"BIN", "Value":"123456"}]"

0

Key ZH&IE wHetstL|Ch a84Lt Keyolls Ef27} Z3E

O| HHo| Hd=5t M Z|of| CHEF % _‘?'_7P UE
gs &2 AL &HLICE. ListResource

Xl ef&LICH B E 7H Qe T

TagResource: 7|04l Ef1 F7} EE= #443
O| TagResourceZ 2 Z[of stLt O|&fo| ENTE FIHELICH O 2 UES ALE5I04 CHE AWS 7% 9

F
Bl E F71 £= HEE + &L

Bl E F7tsted® M e 7|t e g2 XIFELICH el & HEsied™ 7|& e Z|eF M e 2t
£ XIGgLict 719 Zf ejzol= CHE Ei2 7[7F R{o{oF &Lt HZL [2 nullO| AL Bl EXtAU +
A& LIC

o0& So{Cl=2 B2 ofN| 7|0f useCase L BIN E{1E F7}efL|Ct.

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h --tags
'[{"Key":"UseCase","Value":"Acquiring"}, {"Key":"BIN", "Value":"123456"}]"

B0| Moz A== HEtC|O[EHE vtetstX| f&LICt 7|e] Ef2E E24™ ListResourceTags

ol
steig ASSHAIAIL.

i3 TagResource® OIS 3 7IZ EA10| B 242 MY 4% aLICH Bl 2hS BT SUst
Ei1 718 CHE Zto2 XISIMIR. £ B0l LIUE|R| o ejs WHEHL MAEIX| ehasLict,

o€ £04 0| HHL2 Project EfZ 2t AlphaolAM NoeZ HFELIC.
O] B2 LI 40| http/2002 greterL|Ct ¥HE LHEE 2™ ListTagsForResourceE A&}
ME.

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--tags '[{"Key":"Project","Value":"Noe"}]'
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ListResourceE1: 7|2| Ef1& 7}X{SLIC}.

ListResourceTags &2 79| Ef2E 7IA{ZLICt. ResourceArn(keyArn EE= keyAlias) It2O|E{ 7}
ZLELICt o] 2fdE AtE35to{ CHE AWS AH'Hel Z[of = EHOE = + eig L.

oE E0{Ct= B2 oA 7|0l CiEt EfTE 7FA{SLCt.

$ aws payment-cryptography list-tags-for-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

{
"Tags": [
{
"Key": "BIN",
"Value": "20151120"
1,
{
"Key": "Project",
"Value": "Production"
}
]

UntagResource: 7|0{ A E|1 Af x|

O| UntagResource 2 2 7|0 A EfZE ATMIELICH AME i3 8 AlEstedH e 7|1E XIEE L
Ct. O] 4 & AtE5tod CHE AWS A He| 7|0M EfIE AfXE == ed& Lt

235t UntagResource EH4 S ofIHEt 2% BHatstx| egal.lcr. EE XIFE B2 717 70l M
7AZIX| f o™ 0l & WMA|IZ|HL SE S BHEHSEHX| & LICH 2ol M2 & E|RA=X| &l
824 ListResourceTags S AIE st AAIL.
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$ aws payment-cryptography untag-resource \
--resource-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwab6qaifllw2h --tag-keys Project
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UntagResource
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A ¢ & 3}: TagResource
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Eot FA|7t Ef2E FIFHHLE HEE
FHo| EH 7|12 ME FEIxI ot=|AM &

ZAAX| e 5 3}: ListTags ForResource
Hot FH7t 7|l EHOE 2 = UEF SHSELICH
ZAA| ¢ & 3}: UntagResource

Hot FA|7F Z[0|M EfOE AXE £+ U E §{EL|Ct.
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"Version": "2012-10-17",
"Id": "example-key-policy",
"Statement": [

{
"Sid": "",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": "payment-cryptography:*",
"Resource": "*"
3,
{
"Sid": "Allow all tagging permissions",

"Effect": "Allow",
"Principal": {"AWS": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-tag-keys
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"arn:aws:iam::111122223333:user/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead”

13,

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:ListTagsForResource",
"payment-cryptography:UntagResource"

1,

"Resource": "*"

1,
{

"Sid": "Allow roles to view tags",

"Effect": "Allow",

"Principal": {"AwWS": [
"arn:aws:iam::111122223333:role/Administrator",
"arn:aws:iam::111122223333:role/Developer"

13,
"Action": "payment-cryptography:ListResourceTags",
"Resource": "*"

}

104 017 0421 710 T I XI5 FBHE RofsiEDl 1AM HME ASY + 2leLit 0] W
Ol RE 3124 2 712| 7| HMO R QIsh HITO| IAM BAS AS5Hod 7|of CHEH HAA
2040k BfLIC

I8 S0, CHE IAM A2 Eot FAI7h 718 MAY 4 QTS SIS BLICH T8t KIHE Ao
ZE Flof BA1E BHED BRI 4 UALICH Ol TS S 2ot T 718 MMt Sot
CreateKey&H 19| tags OH7H 448 AL 3t 7|0f B8 F7He 4 laLiCt

"Version": "2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyCreateKeys",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
}I
{

"Sid": "IAMPolicyTags",
"Effect": "Allow",
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"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource",
"payment-cryptography:ListTagsForResource"

1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

E 1 X|& H&t X8t

M ZHE ALE5tod Ef X[H ‘Hﬁ% MNMete = U&LICH CHE 82 =4S payment-
cryptography:TagResource 2 payment-cryptography:UntagResource T™&to| ME& ¢
U&LICt 0| & E01, aws:RequestTag/tag-key 2712 AL&35t0o{ 2o =71 EH Ef28F F7}5|
ALt ot FH7L EH BT 7|E ArE5to{ EHE FIIGHR| ot F & + U&LICH

» aws: RequestTag
- aws: ResourceTag/Ei1 7| (IAM E&40tF SHE)

« AWS: TagKeys

E{1E At83t04 Z[of CHEE HMAE Mo{E M 7HE E2 Y2 aws:RequestTag/tag-key £&
aws:TagKeys Z71 7|& At&35l04 & El= Ef (EE= Bl 7)& Z™ st JL .

o & E01Ct3 IAM HA2 O|T 20t H|R & LICH 2Lt o] HH2 2ot FH|7t Project Ef 7|7t
A= Ef 0] CHH A B Ef 2 (TagResource)E 4435t EfI UntagResourceE AIAE = UL F &
E&ct.

UntagResource2d0|= o2 Ef27t & E &= QU222 TagResource aws: TagKeys RIS 2
ForAllValues or ForAnyValue set 44tXHE KI5 OF B LICH ForAnyValue QA4HAME AFESH
o4 @Ol EfT 7| & XMo{E stLt7 Aol Efa 7| & 5ttt U x|8HOF B LICt ForAllValues

HARIE AE5tE{H &S| ZE BT 7|7t HHo| e 7| & sttt YUx|sHok & LICH EF
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tag-keys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
1,
{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "payment-cryptography:ListResourceTags",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
1,
{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "Project"}
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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Ct. ListkeysListAliases

EHIE AFS 5104 UMAE KofsHH ALS HEHE BrE ST BE TS R BElE £ UL
ch. 22Ut MICH2 AAIE|D BHEls|x| gfopt A4
ch. EA2E AL 3tod AMAE Flofsts ZL Che

. 7‘<|/\ et OHMIA% Pttt 2D ol A2 Ef1E A5t 2L IAM 2ot =0 AHE 517
of F. O{ EHOE A25l0d ZT2ME| Al K|
= 9|01I tlo|& XI’“E Lict DA g =2ME §lof ME EfTet & Z|e A" = UE

TetE FogLch.

« Eot FAAH BT E F7t HE L AXNE = U= payment-cryptography:TagResource &
payment-cryptography:UntagResource H&t2 -‘?'—04°* M= Folatof ELICH EHIE AFES
04 7|0 CHEF BMIAE Mofste B EHIE HE5IH EoF FAHO|H AL HEHO| Qi 7|18 ALSE
= U= HEto| Ho{E = U&LIC E8HCHE Eot T3 7F dg st ol 2t 7lof cHEt
BNAE HEE = JGLICH 7| WS HESH L HE HME HEHo| ol 7| &ElRte=
EfE #elg Heto| e A< 7(o Cist HMAE XN

o
i
mjn
>
==
x
ok

- A B X|E e S| HEFOl AWS HI™E Rl 2ot FAE AEStD HRE B2 0l8 st
A2 1AM EH2 ZE F|of CiEh eiT I Ef T ofAl| HEHE 18 + U&LICH o|E S04 ZElRE
Zeld g2 2ot FA7F 2E 710l cHsll Ef2E XIPstn e E sAlst 1 LIEE + UTSE 5E

F7] Mol LH Z]odl = EfE HAESIAMAIR. AWS A™ZE5l24= E 0]

F. CloudTrail 21 2 CloudWatch 22 AF230{ 7| HAM| A0 WEES O

A A e HE AE 2 dEMe.

I25tH Ejo| S QIAEA dZ2E|o] UX| et&LICH Ef2
|5 £ M EfTet 7|E Ej a0l FES St M

ZHD Ux|SHE ENTE AAMRICHL CHA| BHE T O Ef 29t OrEH7HX|2 Z=740] M Efj 20 M8 E
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AWS ZAA| &5 st ALEX

Xt 7tole
ol§ E0{Ct20 Z2 1AM XS 4 TH{E HA|2. 0|E Sl 22 F=A= AR A™Eel 7| S 0l= &
2 (HX|L|ol §8) 2|M0|1 "Project"="Alpha" EHIL7F U= 7|0l CHSHAMEE & S G5 &U2 &
& = UGLICH o] HA2 oX| Alpha ZE2XME 0| dFfof HAE = U&LICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyWithResourceTag",
"Effect": "Allow",
"Action": [
"payment-cryptography:DecryptData"
1,
"Resource": "arn:aws::us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "Alpha"
}
}
}
]
}
CtZ oAl IAM HA2 Eot FA|7F & 25351 2ol CHal| HH| ZE FI1E AF8SHE S S FLIct
2L EoF A7} "Type"-"Reserved" EfZ7F QU7LE "Type" Ei27} QiE FI10M ol2{3 & 55

U2 ABSte A2 & EIX| ei& Lt

"Version": "2012-10-17",
"Statement": [
{

"Sid": "IAMAllowCryptographicOperations",

"Effect": "Allow",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

1,
{
"Sid": "IAMDenyOnTag",

BIZE AFE3tod 7ol CHEF UM A K04
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AWS ZA 4535t AR 7H0|E

"Effect": "Deny",
"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"
1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Type": "Reserved"

}
},
{

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {

"Null": {
"aws:ResourceTag/Type": "true"
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AWS ZX| &5 st AEXt7tol=

CHE 7

* TR31_BO_BASE_DERIVATION_KEY

& 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
&= 7| A8 2E & { DeriveKey = true}, { NoRestrictions = true}
+ TR31_CO_CARD_VERIFICATION_KEY

- &%l 7| ¢ 2|F: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- G T2 AME EE ZF: {dd=true}, {HE=true}, {8H=true}, {&&=true, AE= true},

{ NoRestrictions = true}
« TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY
18 7| & 112|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- FI8LlE T ME 2E T {(HE 38 =true, ¥E = = true, Wrap = true, & HFE = true, & Ht

= =true}, (X5 3} = true, £ HHE =true}, {(¥E S = true}, (¥ = = = true} NoRestrictions

« TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS

- 318 E 7| ¢ E|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- SI8LlE 7| A8 B E X & {= true}, {= true} DeriveKey NoRestrictions
« TR31_E1_EMV_MKEY_CONFIDENTIALITY
1€ E 7| ¢ 12|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 AAES_256
18 &
« TR31_E2_EMV_MKEY_INTEGRITY
1 | 7| @1 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
18 &lE 7| A8 2 E X&' { DeriveKey = true}, { NoRestrictions = true}
« TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS

- HBE 7| &1 2|&E: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- H8ElE 7| A8 2E Z & { DeriveKey = true}, { NoRestrictions = true}
« TR31_E5_EMV_MKEY_CARD_PERSONALIZATION

- HE 7| 1 2|&E: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
18 El= 7| AFH8 2 E Z & { DeriveKey = true}, { NoRestrictions = true}
« TR31_E6_EMV_MKEY_OTHER
{18 F! 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
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+ TR31_KO_KEY_ENCRYPTION_KEY

- & E 7| &1 2|E: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 AES_256
« SBElE FL M8 2E ZEH (Y E8 =true, ¥ E NS = true, Wrap = true, & HIE = true,
E HHE =true}, {23} = true, & HIE = true}, {2 SIS = true}, (¥ E NS = true}, {= true}
NoRestrictions
« TR31_K1_KEY_BLOCK_PROTECTION_KEY
. 5

gl 7| &1 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
2
o

7| 2E & {55 =true, & E HS =true, & = true, 2HE = true, & = true}, (23}
true}, { NoRestrictions = true}

o o1

=
—_ —
= true, & = true}, { & M5 = true,

~—
o
Ol
ol
s el
JH1
1l

O
><
m
<

+ TR31_M1_1SO_9797_1_MAC_

- & F 7| &1 2|&: TDES_2KEY, TDES_3KEY
- SBELlE F2 A8 22 X EH (MMd=true}, {AS=true}, {Md=true), {M=true}, {Md=true}, {=

true} NoRestrictions
« TR31_M3_ISO_9797_3_MAC_KEY
18 Fl 7| &1 2|&: TDES_2KEY, TDES_3KEY
- SBELlE F2 A8 22 X EH (MMd=true}, {AS=true}, {Md=true), {M=true}, {Md=true}, {=
true} NoRestrictions
« TR31_M6_ISO_9797_5_CMAC_KEY
=l 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

OII

. &
- SI8LE F2 M2 2E I & (M =true}, {AS=true}, {MH=true}, {&M=true, BS=true}, {=
true} NoRestrictions

+ TR31_M7_HMAC_KEY

- & E 7| &1 2|E: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 AES_256
- SI8LE F2 M2 2E T & {MM=true}, {AS=true}, {Md=true}, {&M=true, BS=true}, {=

true} NoRestrictions
 TR31_PO_PIN_ENCRYPTION_KEY
- HE 7| 1 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
- F8ElE TR M8 2E X {(F 58] = true, &5 NS = true, Wrap = true, & HIE = true, & Ht
2 =true}, (X 53} = true, £ HFHE =true}, (&= 1S = true}, {& = S = true} NoRestrictions
 TR31_V1_IBM3624_PIN_VERIFICATION_KEY

. 3|2Fl 7| 2T P|E: TDES 2KEY TDES 3KEY AES 128 AES_192 AES 256

HXI 7|




AWS ZAA| &5 st

- FI8ElE T2 ME RE I F: {dd=true}, {835 = true}, {8 M=true}, {&F=true}, {= true}

NoRestrictions
« TR31_V2 VISA PIN_VERIFICATION_KEY

- 5|8 7| ¥ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

« H8ElE T2 AME ZRE ZF: {dM=true}, (A5 = true}, {¥d=true}, {8 =true, BE=true}, {=

true} NoRestrictions

HICHE 7|

. TR31_D1 ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION
18 E 7| ¢ 2[&: RSA_2048 ,RSA_3072 ,RSA_4096
2

o

]

ol

P‘Ho

IlE 2 A8 2E ZF: { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true }

« H1:CIoIHE ZZstetHLE 7|8 &8stV /T S 718 72 I MEE =+ Ule M2

{Encrypt = true, Wrap = true} #£IL|C}.
« TR31_SO0_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE
- HE 7| 1 2|&E: RSA 2048 ,RSA_3072 ,RSA_4096
- HBEl= 7| AH& 2E X §f: {Sign = true}, {Verify = true}

. ’E.*_Ti' FE °._|§ ‘I, S QUBMEE TR-34 HE UBM & HE

HICHE 7|
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AWS ZH| 22 5t 7|8 MAE $0ls 0| AHB3to] 455 SIS S Y 4 BLICH CHYE SHy
S Soi Y=, B4, CVV2 MAD 22 THRIE g1 aIF0 |27kl CHYE Rl 5 43
Buict

ot 53512 ClOIEIE HAIE &35 315 7(L 2 5 ROl et HE 7| =5 Zatold 7)7t 9oH 3
§¢4unm+Mﬂﬂm e YDBFY THOE FNAFE N FILt HEZ 7|7t o™ HB
¥+ glaLic

® Note
HIZE2HM 2tF0o|M= BHIAE H|O|HE ME5t= W0l ESLICH HIZE2HM #F0|M Z2
HM 7|2t oo %

|[E{(PAN, BDK ID §)& AF235tH PCIDSS 2! PCI P2PES Z2 7 &4 # 9
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+ 7= COJEf 4449 3 2ol
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(@ Note
Azs=23t F+-E M8ste B2 ZE Y2 HexBinary2 ZHFEILICE o E S0 2t 12
31 (16%l=) 2 3|7 ARKHtE 74 (16T) 2 UELICH 2 E £347L T hexBinary2 &
AlElLICH

ok
ok

A 7HS Bt BE S Mol ChEt REAIEH LIS @t5 5t 225t 3 ajer S tof CifEt API 7H0lS

i

?|'_|
P
9'|_|

|

» Encrypt data
- O|o|H 5=

Encrypt data

Encrypt DataAPI= CHE 3 HICHE HIO[E] 53 72t DUKPT & EMV It 7|1& AL& 304 HO[E
E 2535t O ALSEILICE TDES, RSA, AESE HIR & CHeh 2 1 2|&F1 #HEol X[ HE LI

7|2 Q242 Clo|E{E 4536t Ol A8 ElE 4535 7, 5|
OlE{, TDESS Z2 5 & |3t HE] Y Bt 72 of S5 SAelLct Uit MAE oo|H

0| %7 o
= 37|7t 8HtO|E 2| Hi==, 21 B2 16HIO|ETDES, 7| Z0|2| Hfs Er¢lo{oF & LICt AES RSA 2131 O
OIED O[2(Et 27 A8 B st 1 2 o8 7| 25! (TDES, AES, DUKPT, EMY) & HE

o L.}Q} ‘,?,!aL_IEL EncryptlonAttrlbutes

e & RSA_2048 RSA_3072 RSA_4096
OAEP SHA1 428 684 940
OAEP SHA256 380 636 892
OAEP SHA512 252 508 764
PKCS1 488 744 1000
None 488 744 1000
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_ReEncryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_ReEncryptData.html
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AR 7H0|E

AWS ZAA| &5 st

7|8 &=8ztoll= hexBinary S| AO|HEIAEZ f 5 3HE H|O|E{2t &35t 7|2 M= 2kol =&

ElLICH A8 7t5EF 2E M0 CiE REA[EF LIS 2 558 API 7H0|E & RS AIL.

Od| x|

AES ChE 7|E AL835t04 CO|EHE &S SHELIC

DUKPT 7|E AtE8t Cllo|E| 2 &3}

EMVOi| M ot =l CHE F|E A8 3504 CllO[E{E & S St 3f LTt

RSA 7|E AFE8HO|O|E &5 5}

I

0|I
Em
]
C
o

AES CHE! 7|€ AFE3504 OIO|EHE ¢

(® Note
2 E ool M= #&1 7|7} o|o] ERECH JHEELICEH 7|= HYE ALSstod ddst ALt

CreateKey2 A2 A&5t04 7t E = U&LICH ImportKey

Example
O| oMo M= CreateKey 2 IHE| 0| S AL83to] MASH{LE 2| 0|ME AHE5H0{ 7t
M2 & 7|E Ar83sto] Yt A E O|O|E{E ¥ Z3tELICE ImportKey O] 2t E =2

st2d™ 7|7t 2 M™EE|T 2 KeyModesOfUse Encrypt A E|0{0F & LIC}H KeyUsage
12 A= 35 5d2 et 7|8 FE5HA

TR31_DO@_SYMMETRIC_DATA_ENCRYPTION_KEY XtAM|Et S M2
o

- .

$ aws payment-cryptography-data encrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --plain-text
31323334313233343132333431323334 --encryption-attributes 'Symmetric={Mode=CBC}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
}
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AWS ZAAX| 2535t AR 7H0|E

DUKPT Z7|& AtE & O|O|E &= 35t

Example

0| of| A|oflAE DUKPT 7|& At25t0{ Uit BIAE O|0|E{E & 5351 ELC AWS 22X & 53} K|
¢ 2 DUKPT Z|. TDES AES O| 242 &isl2d™ 7|7t £ DeriveKey ™ E|1 KeyUsage 2
KeyModesOfUse A& Z|oq QJ0{ofF & L|C}. TR31_B@O_BASE_DERIVATION_KEY AtA|EH S M2 &5 35}

s flet 718 HZSHAIR.

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

EMVOiM Tl E CHE 7|E ArEstod C|O|EHE 2 &8 &fLct
Example

O| oMol M= o|O| HE EMVOIAM mtHEl CHE 7| & ALE5tof LEH ’IAE H|O|EE &
§_§P%*L—|EP CISot 22 HHE AF2510i EMV 7IEZ C|O|EE B £+ Ql&LICH o] &Y
#3242 717t or2 KeyModesOfUse Derive MM E| 1 KeyUsage A% E|0{0F & LIC}H
TR31_E1_EMV_MKEY_CONFIDENTIALITY TR31_E6_EMV_MKEY_OTHER AtAM|EH LHE2 &S5 =Y

S 9I8t 712 HASHUAIR.

mlo

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi

Encrypt data 71



AWS ZAA| &5 st ALZ%t 7H0|=

--plain-text 33612AB9D6929C3A828EB6030082B2BD --encryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢

InitializationVector=1500000000000999, Mode=CBC}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
}

RSA 7|5 A28 O|O|E{ &= 3}

Example

Ol oAl M= B2 83l 7tX{2 RSA S71 71§ AF835to{ Yt HIAE [ O|E
ImportKey O] S +=&35l240 7|71 2 Y™ E|T 2 KeyModesOfUse Encryp :
KeyUsage TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION AtA|Et SM2 2t 535} 2 2
3718 HESMR.

+ Mm
4 ]]9_
ok
LOL
]
L
n

PKCS #7 B = X R EIX| ot = 7|EF TS &M AH 2| AR MH|AE SE£57| ol ME5tTD THE EA|

e
7| 'Asymmetric={}'= 4=F5t04 I{E QIS S MEASHMIR.

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/thfezpmsalcfwmsg
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Asymmetric={PaddingType=0AEP_SHA256} "'

"CipherText":
"12DF6A2F64CC566D124900D68ESAFEAA794CA819876E258564D525001D00AC93047A83FB13 \
E73F06329A100704FAL84A15A49F06A7A2ES55A241D276491AA91F6D2D8590C6QCDES7A642BC64A897F4832A3930

\

OFAEC7981102CAQF7370BFBF757F271EF0OBB2516007AB111060A9633D1736A9158042D30C5AE11F8C5473EC70F067

\

72590DEA1638E2B41FAE6FB1662258596072B13F8E2F62F5D9FAF92C12BB70F42F2ECDCF56AADFOE311D4118FE3591

\

FB672998CCESDOOFFFEQ5D2CD154E3120C5443C8CF9131C7A6A6C0O5F5723B8F5C07A4003A5A6173E1B425E2B5E42AL

\
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7A2966734309387C9938B029AFB20828ACFC6DOOCD1539234A4A8D9B94CDD4F23A",

"KeyArn": "arn:aws:payment-cryptography:us-east-1:529027455495:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FFODE9CE"

}

ClOIE sl =

Decrypt DataAPI= CHE 3! HICHE ClO|E{ ¢33} 7[2F DUKPT & EMV It 7|& A& 5l04 Ol 0|
=

=]
E S35t6t= Ol AL ELICH TDES, RSA, AESE HIX BF CHefet d T 2[& 1 Mol x| E L C

712 224zte CloIEIS S she ol ASElE &3 315 71, S hexBinary HAIQ| AfO|HHAE
CIOIE!, 2715 HE|, B2 92 25 51} UE HS SYULICE 718 FALUOIE hexkinary B4
Ut HAE R HSE ClOIEIS 25 S5 7o) M2 ghol EELICH ALS JH5 3 BE S440] of
B XLMIEH LIS =25 51E 215 API JH0|=E BT SHAAL

of| A

- AESCHE 7|E ALE &t Clo|H si=

« DUKPT 7|E A3t OO|E 3H5

« EMVOIA ZHMEI CHE 7|E A8 3504 CllO|E{§ S 558 LCt
« RSA 7|E ArE%t O|o|H 3=

AES CHE 7|& AtEEH HIOIH a5
Example

Ol Al M= THE 7I1E& AFE35t0] &= & C[O|E{E S ELICE O] od|Al= AES 7|& 204 FX|gt K|
PE|7|= gLICH TDES_2KEY TDES_3KEY O| &dg +#3te{™ 7|7} 2 KeyModesOfUse Decrypt

MHE|T 2 KeyUsage A |0{0F TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY & LICt XFAM|BH
Aljg I-§_§|. xko-lo o|- 7|E xl-xo|.k||o

$ aws payment-cryptography-data decrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --cipher-text
33612AB9D6929C3A828EB6030082B2BD --decryption-attributes 'Symmetric={Mode=CBC}"
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

DUKPT Z7|& AFE&t O|IO|E S5

® Note

P2PE 7{2i0ll DUKPTS} &7 &5 &
of 5t= Al 7= PAN 2! 7|E} 7t E

= O|O|E{E AF25tE PCI DSS HQE ZAXdeh ol 1248H

= =3
=
2R At C|O[E{ 7t o E 2|7 0| Mof| EHEHE 5= RU&LCH.

Example

0| 0| Al A= Operation2 At5t04 AAd3H 7L} Operation2 At 3104 7HX{R DUKPT 7|5 AH25t04
oS E Olo|E{E siS & LICt CreateKey. ImportKey O 22 +&sted™ 7|7t 2 MHE|D 2 M
Z|o{oF gL|C}t KeyModesOfUse DeriveKey KeyUsage TR31_B@_BASE_DERIVATION_KEY A}Al|&t
SMe g3t &eds 28t 718 HESMR. TDES L1 2|&0| DUKPTE ALE5tE B2 AO|HEIAE
olO|E| Z0|= 16HIO|E Q| Hijs=040F BfLICH AES €1 2|EF 2| B AIO|HEIAE O|O|E{ Z0|&= 324}
O|E Q| His=040F BFLC}.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Dukpt={KeySerialNumbexr=FFFF9876543210E00001} '

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

clole shs 74



AWS ZHA & =35t ALZ%t 7H0|=

EMVO{ A ot &l CHE 7|E AtE5t04 OO|EHHE S & 3H&LCh.
Example

o] 04II1|01|H“ A2 AHE5t0] M EIJAHLE HUE AHE5104 72 EMV THl CHE 7|1E A& St
0 &t 3 2 O|O|E{E S ELICH CreateKeylmportKey O| 2F4E $335tE{H 7|7 ORE MYE|1 A
M z|o{of g L|Ct KeyModesOfUse Derive KeyUsage TR31_E1_EMV_MKEY_CONFIDENTIALITY

TR31_E6_EMV_MKEY_OTHER AtA|EH LH 2 253 ZId e 28t 7|2 & ESHAAIL.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢C
InitializationVector=1500000000000999, Mode=CBC}"'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

}

0

RSA 7|& A% O|O|E 8=
Example

Ol Mo ME &2 Sall ME RSA 7| 42 A835to 52 CIO|EE
Ol s s¥sted™ 7|18 EM3t2 M5t D 2 KeyModesOfUse A& 35HH0
KeyUsage TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION X} A|Et &8 *__ EHE &
ol- 7|E 7:I-7<0|.A-||O

1S 2k, Crestekey

—n— ol

PKCS #7 == #& X[ E|X| of= CHE THE AMHe|l B2, I EAIZ| 'Asymmetric={}'& 4=F5}0]
I giS S MEiSID MHIAE &8 £ Y S MAHSAML.

$ aws payment-cryptography-data decrypt-data \
--key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/5dza7xqd6soanjtb --cipher-text

8F4C1CAFE7ASDEF9A4OBEDE7F2A264635C. .. \
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--decryption-attributes 'Asymmetric={PaddingType=0AEP_SHA256}"'

"KeyArn": "arn:aws:payment-cryptography:us-
east-1:529027455495:key/5dza7xqd6soanjtbh",

"KeyCheckValue": "FFODE9CE",

"PlainText": "31323334313233343132333431323334"

7tE Clo|H 4o & =2

7t= O|O|HE 435t CVV, CVV2, CVC, DCVVet Z 2 7+= | O|Eoi| M mhlEl Ti[o|E{7t 7t= T O]
Eol S& ==X &gt

|

« 7tE Clo|Ef 4H
o

- 7t= Cilo|E &2l

7tE Clo|H &4

Generate Card Data API= CVV,CVV2 EE= 8 CVV2et 42 & E|EE AHE5H04 71 E | 0|
EIE MMH5t= O AFRELICH Ol HH AIRE = = 718 EodH 453 2edof| R &8 7| MME

SESC RS

CVV, CVV2,iCVV, CAVV V81t ZH2 B2 24535} g2 SUst =3 dTEES ASSHR|E U™
Z+o| CHELICE 0 & £04 CardVerificationValue10i= 7} s 3

ServiceCode CardVerificationValue20{|= 0O|2{8 ¢/230| . o]
oz 1H™Eo] 7| MEQLICH ServiceCode OHEH7HR|Z, iCVVe| ZAL 0| ZH2 9992 T E|o] Ql&
L|Ct. ServiceCode CAVV V81t Z2 UR L TZ|E2 7|&E HEQ| 8L E HEE == A&LICh. 0| 8
? SHHE 3 722 N3 HEME & Al of guct.

L- H ™1 H

(® Note
SHE 2ot g detidH dd A A& flof BH2US SLe I (o MMYY TH YYMM) 2
= =4sloF grLct
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CVV2E MM5IAAIR
Example

o oMol M FtE B2 Ug 21245t T XIHE PANO CHaH CVV2E AMAMEHLICH PAN 0{7|ME FtE
g0l 7|7t MM E|QACtT 7 EtLICEH

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6bwtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "8@1"

iICVWE MMSAAIR.
Example

Ol M M= 12 25t AMH[A ZE 9998 7tE BtE EME I=Isto{ X[ E PANO| CH3H iCVV
£ dEELICt PAN 047|ME FtE &l 7|7t A E|Jck D FHEEFLICE.

AlE 7ts8t 2 E nl2t0|E{= APl & X 7}0|E 9| CardVerificationValue12 & X 5HAAIL.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDA1l",
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"ValidationData": "8@1"

7t O|O|E &2l

Verify Card Datat DISCOVER_DYNAMIC_CARD VERIFICATION_CODEQP e &5 st el
O|FEst= AXNl g1nelEE ArE35to] M E HIO|EHE &elst= o AFSE LCH

Q21 Zte UYHOR QIR EMMMO| UL YK EE X EWE HELIH MSELIC
o

ARQC &= 3HEMV & 7t=0l AHE)E &QlstEit ARQC £ 012 FZTstMIR.

REAMIEH LHE 2 API VerifyCardValidationDataQtLIME & ZFHAAIL.

2t0| = Qlx|™ API= http/2002 BFHEHEHLICE 2f0| 2 QIE|X| f2 B http/400= EHEHEFLICEH
CVV2 &0l
Example

Ol of AlofMHE Fo4E PANO CHEH CVV/ICVV2E HAB S EZi&LICt cvvee
= MEXTE Hell Alzt St AE 2 I MBS LIct 2zt AEst7| @6 HEFY
238 7|(CVK), PAN, 7t= BF2Q 3l cvVv2 213 59| =
of A+SEl &40t A x|sHoF g LICt

A2 7t58t 2 E mi2t0|E{= API 2 X CardVerification7} 0| E 2| Value2E & ZESHAIAIL.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2={CardExpiryDate=0123} --validation-data 801

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDA1"
}
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AWS ZHA & =35t ALZ%t 7H0|=

iICVVE &felgrL|Ct.
Example

0 04|A|01|HE 450{ AF2E 7| (CVK), MH|A T E 999, 7IE BtR AUPAN, ZAE & ESHM Mo XS
Bt ICVVE 223504 aliE PANS| iCVWE ZAS&hLLCt.

iICVVE AFSRI7F J=2d5t 7t (04I- CVV2) O] otL|2t EMV Zt=of LHE & ZfLICH MSE 2 8o &
82 AAstor st=X| 042 E TEdsHofF &Lt

M2 7ls8t 2 E TiztO|E{= API &2t X CardVerification LA 2| Value12 HZsHAAIL.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=999}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "80@1"
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« PEKO{AM DUKPTZ2| PIN
« DUKPTOI|A AWKZ 2| PIN

PEKO{|A{ DUKPTZ2| PIN

Example

O| (oI A= ISO 0 PIN E52 ME35HE PEK TDES 2% 30| PINS DUKPT 21 E2|&E A8 5t
AES ISO 4 PIN 2522 #Hets E71&LICH YEtHo2 ol ZAX B2 7|71 ISO 401 g ¢E
I

$tCIS CIRAEZ XE|E &l TDESZ CHA| HEHStE deo 2 3= £ &L Ct.

ton r

F

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645E" --incoming-translation-

attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"' --incoming-

key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/
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iviSksfsuplneuyt --outgoing-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/4pmyquwjs3yjbvwe --outgoing-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --outgoing-dukpt-attributes
KeySexrialNumbexr="FFFF9876543210E00008"

"PinBlock": "1F4209C670QE49F83E75CC72E81B787D9",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyCheckValue": "7CC9E2"

DUKPTOI| A AWKZ 2| PIN
Example

O| o Aloi M= AES DUKPTZ & 3HEl PINS AWKOIM S35t El Elo2 #HEts 2EZ7i&Lct 7|s
S=Z &= 0% ol et HreHILCE.

i

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-
block "1F4209C670E49F83E75CC72E81B787D9" --outgoing-translation-
attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"' --outgoing-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt --incoming-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/4pmyquwjs3yjbsvwe --incoming-translation-attributes
IsoFormat4="{PrimaryAccountNumber=171234567890123}" --incoming-dukpt-attributes
KeySexrialNumbexr="FFFF9876543210E00008"

"PinBlock": "AC17DC148BDA645E",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "FE23D3"

PIN Cl|O|E gdgt
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PIN G| O|E{ A4

0L

EIE HIXI PVV M
Example

Ol oAl M= &330| A= 3tE M (H2l) EIZ MMELICE PIN block (PinData. PinBlock) 2 a PVV
(PinData.offset). 7| /242t 2PAN, Pin Verification Key, Pin Encryption Key, PIN block
format &L|C}H.

Ol HYS Asted™ 7| 80| Gtofof g LICt TR31_ V2 VISA_PIN_VERIFICATION_KEY

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/iviSksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"

IBM 3624 El @ Al2 BM 2Edol2t o g LICH o] &2 S 0| (YEHXH S 2 PAN) 2 PIN 7|
(PVK) & AF25t0{ XI24/57H PINS MM EfLICH LHFEEH EI2 AFAY Tt ME ZI0|H FHE AKX} =&
7 o|2 2 gtslix} 7t x{2|5t7|0] Ol &8 QL|Ct.
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7S BElst B2 e AX|R7E A8 TS Eo|LE 59| ElE O A[A|of| Bt stX| gt=Cte A
B F

1&3t7| lsfl L= A &1 2|F0| 2Ho| FIHEIRELIC

LICt. o|2{Et R&Eol EIE 5 Z] .

7t MEdSH (E= lolol) Elot Xted 7| 7to| AO|E LIEMLICH @Z A Zf2 stE eZ At E= FtE =

EHIHON M K& ELICH AWS ZA 2535 MH|AE HEl Al LB X O 2 X104 B2 RHAHAtStD Al
2 M83stoq Elg at&LIct O CHS o| gf2 Hell £¢lo| M3¢8 2t H|mghuch

IBM3624 SMofl= ChEat 22 = 7HX| SM0| /&Lt

« Ibm3624NaturalPinAted Eluf ¢SSt E 252 4 LICE

« Ibm3624PinFromOffset I AlO|
« Ibm3624RandomPin®lolo] EIS M

%
« Ibm3624Pin0ffsetArE A7} AMEHSH EIO| F0{X|H E

AWS ZH &3t LIF ol ME CHS BAHI7F S ELICH

. NZ2E M 16AL2 S LICH 1671 O|2HQ! B MBS E IiE EXIE AI25t0] LEZ S 25t A A|
2.

- PIN ¥4 7|2 AI835t0{ 45 O|O|EHE &S 3lEfLict

« MZTIE E|o|E2 AFE5t01 S5 SHE C|OIE{E AMZISHELICE 0|12 16TI+8 AT+ Z D HEL
Cl. o 2 S0o{'A'= 90f OHEE|T 12 10f OHEE £ &L|Ct

« E20[ 1685 EFHOM S 4KI2|E 7IXMSLICH 0|Zi0| AFediA B2 EIQlL|CH

o AFEXF7F MEISHHLE R2H | ElO| MMHE E, REZE= 1 EO| Yes A E S wfHLict 2o
= E oz Al ct

of A

- Eloj CHEl IBM3624 El @ = 4l Y

Zlof CHEt IBM3624 El @ I All A

Ol oAl M= &330| A3 5HE M (R2l) Elg MMELICt PIN block (PinData. PinBlock) &
IBM3624 2 Z M 7} (PinData.offset). 2/232t2 PAN HE C|O|E (YEtMo =2 ), IiE EX thePin
Verification Key, ILICF. Pin Encryption Key PIN block format

24 £l MM 70| K%0| TR31_V1_IBM3624 PIN_VERIFICATION_KEY &1 ¢f
| 2tofof &L|Ct TR31_PO_PIN_ENCRYPTION_KEY

PIN Ci[O|E{ Ao 83



AWS ZH 255 A8 7tolE
Example

CHS ool M= ool Elg AAI3H CHS 1bm36248 AR50 2551 E Tl 22 U IBM3624 QT Al gt
g £3ot= Y'Y S £od ELICH RandomPin

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharacter=D,PinVal

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5Sksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"PinOffset": "5507"

PIN Cl|O|E{ &2l

o

PIN C|O|E{ &¢I & 4= PINO| 2HIEX| EQI5tE= Ol A ElLICEH 047]0lE Yt o2 o|Fof A&
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Example

= o
2S5=
CHU 7| E= 7|t YAER NMSUAM g E3HE 4o 2 MSH). o e=ZtS 4
e g535tste O A8 ElE 71(ES IWK), PAN & BB & ZH(PVV EE= PIN offset)nt 22 2t &
Et ol M-S ELICt.

PIN El|O|E &ol 84
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32 PINEZ A3 E & U= B2 http/2000| EteHELICt Elo| ABEIX| 22 B2

fol }oln

r

AWS ZH| et
http/4002 E2terLICt
$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt

--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}"

encrypted-pin-block AC17DC148BDA645E

arn:aws:payment-cryptography:us-

{
"VerificationKeyArn":

east-2:111122223333:key/37y2ts145p5zjbh2"
"VerificationKeyCheckValue": "7F2363"
arn:aws:payment-cryptography:us-

"EncryptionKeyArn"
east-2:111122223333:key/ivi5ksfsuplneuyt"”
"EncryptionKeyCheckValue": "7CC9E2",

}

o710l X{ZEEl IBM3624 El @ T AT} H|T 5104 PINS ZAS5HAAI2.
Ol iAo M FtE AX|XF7F K28 PINS 7tE 22 RH/A 2R 0f mHlof X{EHEl £l © = Allat ]
wato] B EZ&LICH /2 L8 AM BT (EE FtE ?2?2? LIEQFQ Z2 T2 YAE

2 MSUA) oM MBS st dEsHE Eo| FIF U=zt |A |-°|'L|E|- Elo| YUx|5HH APIE= http 200

22 PIN block &3 3E! (. PinData PinBlock) 2 IBM3624 T Al 7}
=I5}
= 1

g uhetgtLch o7|M &

(PinData.offset).
O| HHS AIS5tE{H E MM 7
|o] f& 0| &olof E.H—IEP TR31 P@_PIN ENCRYPTION KEY

Example
$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2

--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
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171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharacter=D,PinVal

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"PinOffset": "5507"
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« PAN - Z=0of X|"HE LIC}. PrimaryAccountNumber
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« CSK (38 M 7)) &t €2 7] =& YWY - of X|HE SessionKeyDerivationAttributes
- OAEH 7| It 2= (o: EMV &M A) - o X|HE MajorKeyDerivationMode
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https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html
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Ts (3 M £ M) & EMV 4.4 Book 2 4444 8.1.1 - GIOJE] M=dof HolE|of LT & M BT}
Z4(17.00), 7IEH 3(0.00), 7TH F7+2l B EMM Hlo|ElE CHRDH ZHo| AlSHEILICE

- 000000001700 - 24 - 12At2|(L+H F

- 000000000000 - 7|E} 2H - 12Xt 2|(A2+H F At2| M=

- 0124 -4%xt2[ =71 2 E

- E3ZH (B E) E=NZM d|o]E - 0000000017000000000000000124

MH[AZ &57| ol EZHAM O|0|E & T2 5HoF gfLICH CHREE2| M A 0l A= 1SO 9797 HME
2 S AI26tH 1674 EXIYE2 ey 4538 85 37| 7}t E W7HK] 16714 80 CHof|
000| F7HEILICt TDESS| & IF = 16Xt AES2| 2 16HI0|E = 32K L|C CHOH
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ME 1)2 E35X|= SEX|BH 002t THE BALZ AFEEFLICEH

ISO 9797 HIME 1 TE

o= SHA:
00000000170000000000000008400080008000084016051700000000093800000B03011203(74 At EE
£ 37HI0|E)

o

00000000170000000000000008400080008000084016051700000000093800000B03011203000000(80
A} = 40H}O|E)
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https://www.emvco.com/specifications/?post_id=80377
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ISO 9797 HIME 2 THE

o= SHA:
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000(80
X} EEE= 40HIO|E)

o :
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000800000
:ch—44H}o|E)

of| Al

Visa CVN10
Example
0| of|M|of| M= Visa CYN102 ArE35t0] M El ARQCE ASErLCt.

AWS Zx| &t 53t2 ARQCE HABE 4 UE B2 http/2000] EHEHEILICH ARQC7H HEEIX| f2 B
2 http/400 SE S pHetefLCt.

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \
,"PrimaryAccountNumber":"9137631040001422"}}"

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}
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Visa CVN18 Z! Visa CVN22

Example

O| ol A|of A= Visa CYN18 EE= CVN22 & AtEsto] W/ dE ARQCE Al E7&LICEH CYN18 &
CVN22 Zto| ef 5 3t 542 SUst |2t EE._"—.*._ '||0|E-|01| Z 3 E o|o|e= CHELICH CVYN102t HI W
otE lEdgtol Zoet &SI C

AWS Z2A| &332 ARQCE HASE = U= E http/2000] BtEHEILICEH ARQC7F HBEIX| f2 4
2 http/4002 EHEHEFLICEH

$ aws payment-cryptography-data verify-auth-request-cryptogram \
--auth-request-cryptogram 61EDCC708B4C97B4

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F22010300000000000
\

00000000000000000000000000000000000000000008000000000000000
--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B", \

"PanSequenceNumber":"01", "PrimaxryAccountNumber":"9137631040001422"}}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}
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AWS ZAX| &= 3t= OS2 242 ot 82| MACE R ELICE.
1S09797 & 1 2|& 1

ISO9797_ALGORITHM12| KeyUsage 2 E Al
1IS09797 & T 2|F 3(Retail MAC)

ISO9797_ALGORITHM32| KeyUsage 2 E Al
1IS09797 211 2|& 5(CMAC)

TR31_M6_1SO_9797_5_CMAC_KEY2| KeyUsageZ EA|
HMAC

TR31_M7_HMAC_KEY2| KeyUsage 2 E Al(HMAC_SHA224, HMAC_SHA256, HMAC_SHA384,
HMAC_SHA512 Z &)

MAC A4

MAC API 4432 4TI TIOJEf 2t2 AFR 5H04 &A1 TARRFSL Al THALRE Zhol CIOIE] B S 93t
MAC(HIAIX| Q1 F=)8 Magtoam 7= otaLE| AEEto|Zo| E34 Clo|E9 28 7HE B
GIOIEIE 215 3HE Ol AFSEILICH MAC 4440]l AHS El= ClO|E{oll= HIAIX| CIOJEY, HI MAC %%
3 7| U S S B D8 MAC U8 WHISHE MAC YTEIE0| R EIL MACS! +4 BARE
S MAC HIAIR| CIOIE| MAC 2231 7| 2 2IBIES A8 504 Bl 2 ClOIE €158 fisf ci
MAC 248 CHAI BHELICH BIAIXIS] 8 2XIZIE HAEI7ILE 915 0] ABE MAC 717 BesHx| ot

A< A1 MAC 22 E2tELICH API= O 2 E 2|8t DUPKT MAC, HMAC & EMV MAC & &3t 7|
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Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm=HMAC_SHA256

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6,

"KeyCheckValue": "2976E7",

"Mac": "ED87F26E961C6D@ODDB78DA5038AA2BDDEAODCE@3ESBS5EO6BDDD494F4A7AALTOC!

MAC 23

MAC API7} 7tE 224 Cl|0|E Q152 I8t MAC(HIAIX| @IE ZE)E =lst= O
3 741

LICt @15 S I8t MAC Zt2 A dd5te{™ MAC M Al AFE8H A 9|E A+ 3lok &
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Ol Mo M= HMAC €1 2|& HMAC_SHA2561F HMAC &35t 7|18 Ar&35t0{ 7tE CO|E{ 2152 ¢
g HMAC(SHA| 718 HIAIX| 185 Z )& AEELICH 7|0l= KeyUse7} TR31_M7_HMAC_KEYZ HH
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Example

$ aws payment-cryptography-data verify-mac \
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
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--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51lghrzunce6 \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--verification-attributes="'Algorithm=HMAC_SHA256' \
--mac ED87F26E961C6DODDB78DA5038AA2BDDEAODCEQO3ESB5E96BDDD494F4A7AALTOC

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6,
"KeyCheckValue": "2976E7",
}
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{ Generate =
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. TDES_3KEY { Generate = true,
Verify = true }
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Verify = true }
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MV_MKEY_OTHER

VerifyCardGi| O|E{
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{ Encrypt = true,
Wrap = true }

{ Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }
NoRestrictions {=
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{ Generate = true }

{ Generate = true,
Verify = true }

GeneratePinData (H|XH/ABA M =8)
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* { Encrypt = true,
Unwrap = true }
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Decrypt = true,
Wrap = true,
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EF}
* { Generate = true }

* { Generate = true,
Verify = true }

GeneratePinData (€ IBM3624)
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» { Decrypt = true,
Unwrap = true }
* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }
* { NoRestrictions =
2
PIN &2l 7| TR31_V1_l « TDES_3KEY » { Verify = true }
BM3624_PI * { Generate = true,
N_VERIFIC Verify = true }
ATION_KEY
H|O|E sif=
7 2 28 7| A8 sigElslgnEld  sHBEHIIASEE
z g
DUKPT TR31_B0_B « TDES_2KEY  { DeriveKey = E&}
ASE_DERIV - AES_128 - { NoRestrictions =
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EMV TR31_E1_E « TDES_2KEY  { DeriveKey = EF}
MV_MKEY_C
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RSA TR31_D1_A « RSA_2048 » { Decrypt = true,

SYMMETRIC « RSA 3072 Unwrap=true}

ololH a5



AWS ZH| & 535} AEXt7tol=

7l 2 58 7| A 588 7 YnEE  HBEIIAS ZE
z g
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DATA_ENCRYPTION Wrap=true,Decrypt
= true, Unwrap=tr
ue}
CHE 7| TR31_D0_S - TDES_2KEY + {Decrypt = true,
YMMETRIC_ . TDES_3KEY Unwrap=true}
DATA_ENCR . AES 128 * {Encrypt=true,
YPTION_KEY =
. AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
+ AES_256
ue}
* { NoRestrictions =
EF)
HO|E ef 3t
7l 28 28 7| A8 sigElslgnEld  sHBEHIIASRE
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DUKPT TR31_B0_B « TDES_2KEY  { DeriveKey = E&}
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ATION_KEY . AES 192 E&)
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EMV TR31_E1_E « TDES_2KEY  { DeriveKey = EF}
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TR31_E6_E
MV_MKEY_OTHER
RSA TR31_D1_A + RSA_2048 * { Encrypt = true,

SYMMETRIC « RSA 3072 Wrap=true}
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CHE 7| TR31_D0_S - TDES_2KEY « {Encrypt = true,
YMMETRIC_ . TDES_3KEY Wrap=true}
DATA_ENCR . AES 128 * {Encrypt=true,
YPTION_KEY =
. AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
+ AES_256
ue}
* { NoRestrictions =
EF)
PIN G|O|E
Direction 7| &8 HEE 7| ALS SEE 7| L1 HEE FIAE
& [N =R %)
CIHI2E O[o|[EH  DUKPT TR31_B0_B « TDES_2KEY » { DeriveKey =
AA ASE_DERIV - AES_128 EF)
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CIHI2E H|0o|H H| DUKPT(PEK, TR31_PO_P « TDES_2KEY » { Decrypt =
DA AWK, IWK &) IN_ENCRYP . TDES_3KEY true, Unwrap =
TION_KEY . AES 128 true }
- AES_192 » {Encrypt=
true, Decrypt
+ AES_256 _ —
= true, Wrap =

true, Unwrap =
true }
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» { NoRestric
tions = EF}
OHI2E C|o] DUKPT TR31_B0_B « TDES_2KEY » { DeriveKey =
E{ CHA ASE_DERIV - AES 128 EF)
ATION_KEY « AES 192 » { NoRestric
i = EE
. AES 256 tions = =7}
Ol2HI2E O|o] H| DUKPT(PEK, TR31_PO_P « TDES_2KEY * {Encrypt =
E{ CHA IWK, AWK &) IN_ENCRYP « TDES_3KEY true, Wrap =
TION_KEY . AES 128 true }
- AES_192 » {Encrypt=
true, Decrypt
0 HES 258 = true, Wrap =
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* { NoRestric
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MAC 7| TR31_M1_lI « TDES_2KEY * { Generate = true }
SO_9797_1 « TDES_3KEY * { Generate = true,
_MAC_KEY

Verify = true }
» { Verify = true }
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#modify-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#modify-interface-endpoint
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{
"Statement": [
{

IlActionll: II*II’

"Effect": "Allow",

"Principal": "*",

"Resource": "*"

}
]
}
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API_DecryptData.html
API_StopKeyUsage.html
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{
"Statement": [
{
"Sid": "AllowDecryptAndView",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExampleUser"},
"Effect":"Allow",
"Action": [
"payment-cryptography:Decrypt",
"payment-cryptography:GetKey",
"payment-cryptography:ListAliases",
"payment-cryptography:ListKeys",
"payment-cryptography:GetAlias"
1,
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6bqaifllw2h"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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{
"Statement": [
{

"Sid": "AccessForASpecificAccount",

"Principal": {"AWS": "*"3},

"Action": "payment-cryptography:*",

"Effect": "Deny",

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",

"Condition": {

"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
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$ aws ec2 describe-vpc-endpoints \
--query 'VpcEndpoints[?VpcEndpointId==""].[PolicyDocument]"
--output text
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalaccount
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
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&LCt M2 VPC AEXZQIERZ A|EH52{T aws: sourceVpce EEE aws:sourceVpc &
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{
"Id": "example-key-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable IAM policies",
"Effect": "Allow",
"Principal": {"AWS":["111122223333"1]},
"Action": ["payment-cryptography:*"],
"Resource": "*"
I
{
"Sid": "Restrict usage to my VPC endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": [
"payment-cryptography:Encrypt",
"payment-cryptography:Decrypt"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
API_CreateKey.html
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1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": ""
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"Id": "example-key-2",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "Allow administrative actions from vpc-12345678",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [

"payment-cryptography:Create*", "payment-
cryptography:Encrypt*", "payment-cryptography:ImportKey*", "payment-
cryptography:GetParametersForImport*",

"payment-cryptography:TagResource", "payment-
cryptography:UntagResource"

1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:sourceVpc": "vpc-12345678"
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}
I
{
"Sid": "Allow key usage from vpc-2b2b2b2b",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:Encrypt", "payment-cryptography:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
I
{
"Sid": "Allow list/read actions from everywhere",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:List*", "payment-cryptography:Get*"
1,
"Resource": "*",
}
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API_GenerateMac.html
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"eventVersion": "1.08",
"userIdentity": {
"principallId": "TESTXECZ5U9M4LGF2N6Y5:",
"arn": "arn:aws:sts::111122223333:assumed-role//",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:role/",
"accountId": "111122223333",
"userName": ""
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-05-27T19:34:10Z",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}
.
"eventTime": "2024-05-27T19:49:547",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.31.85.253",
"userAgent": "aws-cli/2.14.5 Python/3.9.16 Linux/6.1.79-99.167.amzn2023.x86_64
source/x86_64.amzn.2023 prompt/off command/payment-cryptography.create-key",
"requestParameters": {
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false
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}
.
"exportable": true
.
"responseElements": {

Ilkeyll : {

"keyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h",
"keyAttributes": {

"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",

"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

I

"keyCheckValue": "A486ED",
"keyCheckValueAlgorithm": "ANSI_X9_24",
"enabled": true,

"exportable": true,

"keyState": "CREATE_COMPLETE",
"keyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"createTimestamp": "May 27, 2024, 7:49:54 PM",
"usageStartTimestamp": "May 27, 2024, 7:49:54 PM"

iy

"requestID": "f3020b3c-4e86-47f5-808f-14c7a4a%99161",

"eventID": "b87c3d30-f3ab-4131-87e8-bc54cfef9d29",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"vpcEndpointId": "",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",

VPC QIE ZOlE 27

120



AWS ZAA| &5 st ALZ%t 7H0|=

"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "-0028vrvr.controlplane.payment-cryptography.us-
east-1.vpce.amazonaws.com"

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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o MgtAel 2ot 915 7(gh HAE BrEm 40| ois Aol AZE JHAM|(IAM ALSXF EE= 4E)0f
CHsll o| =CHZ X SshX| ef&LIct

e AEIEIT} 7H&8HM AWS ZX 23t 2EE MEY + ULS sted™ CFS AWS El-E AT
AE[E|of AASH AL, REMIEF LI 2 IAM AL DB M| ALEXt0|AH Her FIHE HEtAAL

AWS CLI = AWS APIBH 2 Z 5t AFSRIOIH 214 24 HEHS 5188 Lok giaLich 2 ol
S AP ST URISHE SrIofE AHIAT & UT S BrLICH

ASRTE REAO| HEHS B 4+ AUTS 58

&3t ’“*”% ’é',“g%rf dHS _I=¢o=|—;.5|,||:+ o] ‘H=ol = é%ow AWS CLI 555 AWS APIE A& 3t
of ZRIOHY YA22 0| g 2 E + Q= HEro| ZEFELICH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Resource": "*"
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/A Warning
Ol oilAlE S LPE HetE MSstE2 HEL(X| ef&LIch Tl Heto| 7HE 22 HMA 2

= o @[Tl
de ng{s EM L.

O| o AlolHE AWS H Tl IAM AL XEolH 2 E ZAX ¢S5l 7|of CHEH HMA HEHE Hodstn F
Aolg DE ZESt OE AWS AWS ZX| 4535 APIE S 58 + e HerE Foistedn &uich.

ControlPlane DataPlane

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"payment-cryptography:*"
1,
"Resource": [
nn
]
}
]
}

ts

Y]

AEE 7|& A835to{ API 2

0| ol Alofl A= AWS HZH O] IAM AFERFOIH AWS ZKI 2535} 7| 5 tLtol| CHEH Al
A HMEtE 2048t O, O] B|AAE 5 APl arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h & oA AL 3tedn &FLICt
GenerateCardData VerifyCardData EtCHZ IAM AL XH= DeleteKey EE& ExportKey 2t 22
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwabgaifllw2h"

]

}
]
}

/A Warning
tAUETFIE HMA HEH Fofo| FEE MBS

2AMe.

O| oAl M E AWS AE Ll IAM AHERE7H AWS ZA| L Z 3t 7(0f HMAE
7

Y 7| stLtol| CHEF HEH2 HF sted 1 gfLCh A8 XE 75 2ol X|HE
A8 &L

0

VerifyCardData ! GenerateCardDataOfl A

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

136
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"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

]
1,
{
"Effect": "Deny",
"Action": [
"payment-cryptography:GenerateCardData"
1,
"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h"
]
}
]
}
AWS Zxl| &= 35t ID & HMA X SHE
AWS ZiN| @t 2 5tot E2AE IAM 221 2XI7+ & QIEIR o] Mol FRI7H £7HE oI HYLICH IAM FA
of CHEF YEHMQI X sH2 LIS 2 IAM AFE B Mol =X sl Z Mg HESHM L.

137

R]
Pl
ol
M


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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CloudTrail2 H’d 44 Al AWS HHIM AZEIEE AHEELICH AWS ZX| =50 & S0| &
MEtH SHE 50| O|HIE 7|E 2| CHE AWS AH|A O|HIEQ} &7 CloudTrail OIHEOf 7|SElL|CH
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CloudTrail2 CreateKey, ImportKey, DeleteKey, ListKeys, TagResource %! 7|E} 2 E ZHAEE Z82l
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_DeleteKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListKeys.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
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Madst LS IR0l CHEH BETH S04 UALICH A BT HEE

X|.
- g = o3| oM ALSAtof CHEF YA 2ok XHH ZSHE ALE5t04 RE 0| MM E|R=X] 048,
« C}2 AWS MH|AOM SEFEX| 048,
KEMIBH LI 2 CloudTrail userldentity @ AE & ZEHMI2.
AWS AX &35 20 ot = 0|3H
Z=X0|8F X8 Amazon S3 HHZ!0f| O|HIEE 27 L2 Q24E £ QA st FAHLICH.
CloudTrail 21 Itoj& H—P Olol 20 &S0| Z&E = UELICE O|HIEE ZE £AAQ|HAU L
HE UEtUHH @M E &, 2] Mot Alzh, 23 mt2t0|E Sof gt W2 & ZgfefLct. CloudTrail
20 02 HE2 API S E9| FF AB EQ0|AT ofLIZE Y &ME EA|L|X| §E&LICH.

W

CtZ2 AWS 2K & 535t CreateKey 2 E0{F = CloudTrail 21 50| LIEHH of M| I L|Ct,

{
CloudTrailEvent: {

tlsDetails= {
TlsDetails: {
cipherSuite=TLS_AES_128_GCM_SHA256,
tlsVersion=TLSv1.3,
clientProvidedHostHeader=pdx8@.controlplane.paymentcryptography.us-
west-2.amazonaws.com
}
I

requestParameters=CreateKeyInput (
keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false
unwrap=false,
generate=false,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValueAlgorithm=null,
exportable=true,
enabled=true,
tags=null),
eventName=CreateKey,
userAgent=Coral/Apache-HttpClient5,
responseElements=CreateKeyOutput(
key=Key(
keyArn=arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp,
keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false,
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValue=FE23D3,
keyCheckValueAlgorithm=ANSI_X9_24,
enabled=true,
exportable=true,
keyState=CREATE_COMPLETE,
keyOrigin=AWS_PAYMENT_CRYPTOGRAPHY,
createTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStartTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStopTimestamp=null,
deletePendingTimestamp=null,
deleteTimestamp=null)
),
sourceIPAddress=192.158.1.38,
userIdentity={

ol
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UserIdentity: {
arn=arn:aws:sts::111122223333:assumed-role/TestAssumeRole-us-west-2-PDX80/
ControlPlane-IntegTest-68211a2a-3e9d-42b7-86ac-c682520e0410,
invokedBy=null,
accessKeylId=,
type=AssumedRole,
sessionContext={
SessionContext: {
sessionIssuer={

SessionIssuer: {arn=arn:aws:iam::111122223333:role/TestAssumeRole-us-

west-2-PDX80,

type=Role,

accountId=111122223333,

userName=TestAssumeRole-us-west-2-PDX80,

principalld=}
I
attributes={

SessionContextAttributes: {
creationDate=Sun May 21 18:58:31 UTC 2023,
mfaAuthenticated=false

}

I
webIdFederationData=null
}
},

username=null,

principalIld=:ControlPlane-User,

accountId=111122223333,

identityProvider=null

}

},
eventTime=Sun May 21 18:58:32 UTC 2023,
managementEvent=true,
recipientAccountId=111122223333,
awsRegion=us-west-2,
requestID=151cdd67-4321-1234-9999-dcel@d45c92e,
eventVersion=1.08, eventType=AwsApiCall,
readOnly=false,
eventID=c69e3101-eac2-1b4d-b942-019919ad2faf,
eventSource=payment-cryptography.amazonaws.com,
eventCategory=Management,
additionalEventData={

ol
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