adws

Add a permission2|

AWS Z2X| a5 5}

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS ZAA| &5 st

AWS ZA| et 53} Add a permission2]

Add a permission2|

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & E 2 H#E C|XIQI2 Amazon 2| MIE E= MH|AQF 2tEd5tod Do H =852 doZ
4 ol= dHtAIO|L} Amazon EBHE 0|0|X|E ol g|= dAlo 2 AFREH £ IS L|CH AmazonO| AL
SHX| of2 7|El 2 E 4 E = Amazondt A& ZHAHO[7LE BH240| QU7ALE F2 &HAHQF 2HA|IQ0l sl &

FAte| RRaFILICE.




AWS Zx| &5 35t Add a permission2|

Table of Contents

AWS Payment Cryptography Bt FOIRILITIE? ..o, 1
TH ettt ettt 2
Al B 0q ettt ettt e, 4

eI B = RO 4
B B 0q ettt et 7
BB A H L ettt ettt 11
RE R Bl T e ettt ettt 11
A B Ol ettt ettt ettt e, 12
ZAEE B ) Qe B O E ettt ettt e, 12
FIOIE] QO Rl B QI ettt 15

Y K-S 3 RO 18
A T T ettt ettt 18
Tl T A A ettt 19
2EHH FIE AFRH0d CVV2 L A A e, 20
BEFA 2B A0 A A A B 2t B O e 20
AEHHL HIZHEIE EIAE S8 ettt enanas 21
SRl (AIEH REEE) T B oot 21

T B B e ettt ettt e e 23
T B A et 23

BKEY TDES ZI8 TH F] A A et 24
CVVICVV2E& 2KEY TDES F| A oottt 26
HIM A C T A A ettt e 27
AES-256 F| A AT Lot 28
PIN R Z 3 FIPEK) AT oottt 29
HIEH R (RS A) Tl A A oottt 30
PIN ZEQ1 ZE(PVV) Fl A A e 31
HICHE! ECC F1 A A ettt 32
T LB e et 33
TI BB B HIEE A et 34
eI = N - OO 34
A I N = N LTS TR USROS 36
S = 38
e s B B b K B0 - R 38
CFE BIT I SR RS A ettt en s 38




AWS Zx| &5 35t Add a permission2|

D [ N L= e o B =R 38
CEE BIT Tl BRI B St e 39
CHE BIT Tl SR HIE Sl .o e, 41
L B o TSR 42
L O TR T RO ORR 42
D b TR TSR TO T TR 42

S B O RR 42
CHZL ZIZEOI EHBH ..ot 43
I R = U L b OO 47
S I B O 49
Tl LHE LT ettt ettt e e e e e ean s 74
L= SRRSO 96

= N =TSSR TR PR PO 107
B B T ettt e et ettt et e e e e e ee e e e s 108
OHE BIFOIMOUIA BHE AES et 111
B APl ettt 111
A I 0 L LR 111
7| Ho{Qt AAE HEE! F|/QIBM ZEHKALR T oo 113
= N L TSRO TR R SROROROR 114
AWS Payment Cryptography 2| EHZL T e, 114
=0 S B = e B RO RRRRSR 116
APl ZFQAO R T EHIL BEE oo, 116
EHZZOH CHEE QHAMIA KO oottt 118
ENZE AFESH0q Z[04 CHEF HMIA RO oo 122
B B O Bl e 126
LR Tl e ettt 126

H T T oo ettt ettt 128
KOTSRS 130
CIOIE] B3l S o3 Al RH B B e 130
g o V] o A =) = PSPPI 131

L Q2= =T L= ST TU SO OR PP 136

b = oY= B = L= TR 140
b = | L= T 141

S = (o7} = = T TSSO T ST 142
NI o = L R 144
PIN Tl O B, BB ettt 145




AWS Zx| &5 35t Add a permission2|

PIN Tl O ] A ettt ettt ens 147
1N |01 = = OO 151
B QLE(ARQC) R EBF B s 155
EZHEHM TIOIE] TE oottt 156
EZHEHM TIOIE] THE .ottt 156
O R 157
L N O s = L= e SRR 158
Y O R 160
Y O =R 163
EE OIOIE B Rl ] B o 165
GENErateCardData ..........uuiiiiiiiiiiiii et a e e e e e e e e e e a e 166
VErifyCardData ........ccccooiiiiiii et ————————————————————— 167
GeneratePinData(VISA/ABA FIZAE) ......ov oot 168
GeneratePinData(IBM3B24 &) .......c.oooueiee ettt ettt ettt 169
VerifyPinData(HIZHABA FZAR) ..ottt 170
VerifyPinData(IBMB624&) ....o..eeeeeeeeeeeeee et ee et e e eaeeete e e eaneneeenens 170
CHOIE] BHES .ottt et ae et e et et n e te e e ens 171
EHOIE] ZEB B oottt 172
PIN Bl O B, BBt et 173
Y O = R 174
GenerateMacCEMVPINCRANGE ......uuiiiiiiiiiiiee et e e e e e e e e e e e e e e e annnes 176
VerifyAuthRequestCryptOgram ........ooooiiee e 177
TERALTILHELHT] T ot 177

L AE S T B & ittt 178

HE AEE ARl ottt bttt ten s 179
SR BEZRE ERMIA et 179
B ettt b ettt st a ettt et s etens 179

L R L B B ™ ettt 199
e L N | B L N OSSOSO 223
r R B B = R 224
T TS et a ettt e ettt a e 227
AS 2805 ...t e e e e e e e e e e —————e e e e e ————eee e e e ————aae e e e ———raaeeeaanrrraaaeeaanrraaes 227
sy B 1 = G T R 229
S = = R 230
EFQY T A B T ottt 233
BEQY T LHELHT oot 235




AWS Zx| &5 35t Add a permission2|

O e e 235
MaC A B T e 237

B O e ettt e e e e e et ee et ee—eeeeeeeeeeeeeieteeiateeeeeaeeeeeeeareeeiaeesareeeeseesaeteaareesanesaneneas 238
T O ] B i et 238
T T A R A B e, 240
THOIET @ BBl oot e e e e ee e e e e e e 240
A Al B Bt e 240
THE B R B Bl e 240
CIEHIE T EBHE THO B et 241
B B e, 241
ol S L e R 242
== I =l I PR 242
D B B O e e e 243
BB BAEO| ZHE| .ottt anes 243
Amazon VPC 2 AWS PrivateLink AFS ... 243
AWS Payment Cryptography VPC YIEZQIE0]| CHEF T84 AFE oo 244
AWS Payment Cryptography& VPC QIE X OIE MM e 245
VP C e I O E Ol Qa8 e et 245
VPC MEZQCIEO| CHEF QHAMIA RO ..o 246
A MEHO| VPC A O e AL e, 250
VP C R I O E ] e et 253
SHOIEE|IE HEAE QFRF TLS oottt ebe st s se e 256
FEAE QRE TLS ATH ottt 257
P C T e s 257
AL B B e e 257
L N OO 261
TE ] B e 263
D= B SO 263
PIN T B oo e 264
B Ml o e, 264
T B Rl e e 266
LR, B Tt - e TR 268

P 2P T B e 272
ID O R A Bl | e e 274
T A e e e e e 274
D B Bl Rl oo e 274

Vi



AWS Zx| &5 35t Add a permission2|

AWS T B AE Rl et 275
AM AE Rl B T T et 275
A e e 275
S AFETH0d A BEE| oottt 275
LD B R e e e 276
Bl A T R R e 276
OHAIA RIOT B R (ACLY oo e e eeeee oo 276

T BE R B e 277
Od B B B e 277
AWS Payment CryptographyZt IAMIF ZFSShe B4 e 277
AWS Payment Cryptography AtZ3 S8 Z[8F R e, 277
AWS Payment Cryptography ENZT Z|8F FHEF 207 e, 279
ID Tl B A A e e e 280
B B B R | e e e 280
T b oo e 281
AMERITE RFAO| BHEE B £ UE ST S8 oo 281
AWS Payment Cryptography2| 2& FHO| HHAE = U= 715 282
KIHE FIZ A0 APl ZE THS oot 283
BIAAE M O R TR E B QB e, 284
Dl A T R Bl ettt 285
L A e 286
B A T B B | e 287
BIAA TIHE BB O] ..o 288

L bz B R e e e 289
T e 290
o B e e, 291
A TR e e 291
MP A B Al B H B A B e e 291

A B Bl | e e et 292
Of: MPAZF EASHEl RE QUBM TEHKAL T oo, 292
AWS CloudTrail MPA O[HIE O CHEF B e, 293
Q& MEN EOI 2 A R B ..o 296
Rl B e e e 298
L E B e e 299
(04 (o TU ol =11 == 299
AWS CloudTrail2| Payment Cryptography B ..., 300

Vii



AWS Zx| &5 35t Add a permission2|

CloudTrail@] ZIEE ZE Q) OHIE e, 301
CloudTrail@] TlOIE] OIHIE ... e 301
AWS Payment Cryptography Control Plane 21 I &= O3l .....coooveiiieeeeeeee e 302
AWS Payment Cryptography CIlO|E] € 23 T &5 OI8H ..o 305
e s SRR 308
A Tl B e e e 309
B e e e 310
A L B O B e, 310

A E R I B b A e 310

T T B R e 310

H T T B e et 311
== N LTSS PSPPI 311

CHE FIE AP EE FI TERIRT] o 312
HICHE FI8 AFEEE | ZERIR 7] oo 312
FILHELHTZ] ettt sttt enes 312
EAMNYE IHE TR F[(DUKPT) ZEEF e 312

T A AR e 312

L B e e e e e e 315

[ LY =T 316

R T Bl e e e 318

L2 T B e e e 321

B Al O e e, 323
R B L ] e e e 324
eI S s LR RR TR URRTRRT 324

S B B TR 325

T TERIR ] ettt b et 325
FILHELHTZ] ettt ettt enes 326

T A R e e 326

Tl IR & o 326
B B . et e e e e e e e e eeeieeeeeeeeeeteeeeeteeaseeeeeteeieteeieeeeeaseeeeseteaseeeieseeeaaaeeiaeesaneneeaneeas 327
B A O B e e e e 329
..................................................................................................................................................... CCCXXXI

viii



AWS Zx| &5 35t Add a permission2|

A o| Al FtE AFAY(PCI) E
5 24 0 7| Bolo] CHEr AMAE MIZSHe 2EIE AWS Al
AQlLICh AWS Payment Cryptogr ol&xtel 22 ZX| 7158 S #ste 1ol X FIMAl
HEXT, A9l TRAHM, L 28 ZAX 453 22 220l ofZ 2l olMoll o 7127 of
S5t1 ©8 2R HSMs.

AWS Payment Cryptography= & ZA|
Zof el AA &0l A ElE &S

O MH|A &= PCIPIN, PCI P2PE & PCIDSSE Z &t sie UH &g &t E o 4|E|°"o ™,
O] MH|AO0|M & &3t= st=SIo{= PCI PTS HSM V3 2 FIPS 140-2 ci| 3 I5 & gt & L.
e X A 22 £F22| 718 Mz & SHHE XS HAERI&LICH AWS Payment
Cryptography= 25| EF234%0|H StEQo] ZZH|XMY, 7] 74 24 EoF #E|, 2ot Aldof 7l

= MY fX| #2l S 2Z2|0/A HSMs2| Bt 2 2Y 2 F Arg 2 MHE LICH AWS EE8 Payment
Cryptography= IE L9} MAIHOZ 7|12 ZRE 4 Q= SME MEHEE 0|2 = Qe HAE

a7 2
TH AE SFY E27t elgLULh

AWS Payment Cryptography Z1IEE Z89] APIE AI&35l04 7|18 MM5tn &2lg = A&LicH

AWS Payment Cryptography Cl|O|E{ 2321 APIE AtE&5t0{ ZA| #tzd ERHTHM X2 & gted b5 31 &

doil &t 53t 7|1E AEE + U&LICH

AWS Payment Cryptography= 7|8 Z2|ot= Ol A E = U= 5 7152 M3 LC.

==
ot
>
=
%
U
Q
<
3
]
=~
0
-3
<
=
(®]
Q
-5
Q
©
>
<
N
i
0z
_L
=
il
o
9'|_l

- TDES, AES 2 RSA 7|& =Z &8t CiE & H|C

T CVW dE E=DUKPT 7| FED Z2 o8t =

« AWS Payment Cryptography 7| stEQ0{ Eot 2
E MEtHM XS =2 otTstAH M ELIct

« AWS Payment Cryptography 7|0l HM[ASEFHLE HAMAE KNo{st= O AEEE = U= “EA|E O]
=70| e4AlS MM ALK Lbed 9l 9dm|o|EBHLICH

= S o, = < =

- Al TOES XSE, HMA Mo & HI FHE 2/ AWS Payment Cryptography 7|0l Ei1E X|
St

- TR-31(&ZE 28 7ts8 ot 7| w @ 7| 85 Aol et 7| &3t 7|(KEK)E AH&3t01 AWS
Payment CryptographyQP HSM(EE= EtAb) ZHol| CHE 718 7HX{ LHE = LCH

« TR-34(H|CHE 7|2 AtEe CHE 7| o ) et 22 MR £=EHE AL835t0{ Ch3oi HICHE 7|

H0{1E& AF&3t04 AWS Payment Cryptography®t 7|EF A|AE! ZHof CHE! 7| & 53} 7|(KEK)E 7HA
LHE | ch.



https://aws.amazon.com/payment-cryptography/sla/?did=sla_card&trk=sla_card
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/Welcome.html

AWS Zx| &5 35t Add a permission2|

Payment AWS Cryptography 7|E CtS1t Z2 233} 2ol AAEE = U&LICh

« CHZ EE= HICHE AWS Payment Cryptography 7|2 AFE235t04 CIO|E{E &35 53531 2 CHA| ¢

+ POIPIN 7 500 112 Uit A8 @3] 50 2234 71 2ol R CIOIBH(H: 7 26A
E)E oHEishH HergrLic
. CVV, CWV2 & ARQCS} 28 7= AR HOIEIE MAsHHLE BBt

k=

.

AWS Payment Cryptography0ll At El= 72 04 & 7 F1t O|& AtE35l04 LIO|EE EE5t= WY
2 otELct.

=
=5

AWS Payment Cryptography 7|2t @1Z2El At Xl 18t O|F ILICH BWE2 M2 AWS Payment
Cryptography APl Zr40flM 7| ARNI} &% WEAHO 2 ALSE 4= UELICH HWEES ASSHE
270l ZEo| S FX| A1 7|& WA SHHL H &2 z|CH 256Kt
of Extdlict AX L 2T LHol M HAZZE AWS Paym tCryptography 71€ ot H AL

L|Ct. AWS Payment Cryptography0oll A H5Z O|§2 &4 2 A& gfLCtalias/.

0o
Q'I_I

o>‘< 0x

H#il(”

=0 9

0%

Al chgnt ZaLc

il

alias/<alias-name>
(IPNE
alias/sampleAlias2

7| ARN

7| ARN2 AWS Payment Cryptographyoll 1= 7| &= 2| Amazon 2|44 O|F(ARN)ILICH
Payment AWS Cryptography 7|2| Z.#st 1 ‘drstE AEAILICE 7] ARNOIE AWS A, 2|
U Fae|2 WHE D7t ZEELICH ARNS 7| 74 @Ak BHadE|7HLE THEE|X| t&LICH 44

FE 7HKMR7| 5t ol Al 2 S E7| Eol ol2{#t g2 HEJo| s&LIct St 7I1E
042 ' 7tXH 1R/ e +=H FIIE 7HE! 71 ARNO| 042 7H M ELICH




AWS Zx| &5 35t Add a permission2|

7

7| ARNS| SA2 Ot Z&LCh.

arn:<partition>:payment-cryptography:<region>:<account-id>:alias/<alias-name>

CtE2 7] ARN M E Lt

arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

A%t
7| ARt 7|of cHEt A Z=0|HO| F StLH(EE= 1 0|4) = AWS Payment Cryptography ZF¢4of| CH
&t QetAQl l2dlL|ct R& 8 7| A™RIE F| Arna Key &Y £ gLt

AWS Payment Cryptography 7|

AWS Payment Cryptography Z|(Z)= 2 E & 53} & 0f A EILIC} F|E create key HHES

ArZ5tod 2 MM HLE 7| 7HXK{R7|& E&5t04 A|lAE0| FI7IHE = U&LICE 7|9 2EIEI2

KeyOrigin £82 ZHEst0{ &Qlg &= &Lt AWS Payment Cryptography= DUKPTHIAM AHS
2f 5 5t = o 7| = 57 7| X|[HEELICH

N

&, 20| A2 Sl 542 Y Al Ho|E|H HEE = lgLIch WU E=

E} §52 £HE &= Q&LICH AWS Payment Cryptography 7| £439| M| 552 Payment
Cryptography APl £ =& & X 3HM 2. AWS

AWS Payment Cryptography 7|0ll= F2 ANSI X9 TR 3101 2|5l Ho| &l ,

g

A2 PCIPIN V3.1 2T AtE 18-30f X|HE CHE K{ZH5tHLE, CHE A™D 254U, LHEH
7| EEE A85t04 7o HIQIE EILICE.

-
o

I

7|l= 7| Amazon 2lAA O|& ()02t st= 1R 8t 2fE AF2 304 AWS Payment Cryptography &
SHE O A A ELICIARN.

@ Note
7|ARNE 7|8 S M35t 7L AWS Payment Cryptography MH|AZ 7HA{2 [ MM EL
Ch m2tM 71 7t 7]| 7152 AL85tod s Uet 7| At R E odE] H FItstH SE 7| 7
d 2471 0od2] 7He| 7| ARNS ot2foll #| XI5t X|BF ZtZto| =& F7|&= CHELICH.



https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/

AWS Zx| &5 35t Add a permission2|

HH 804

- 7|Et 80

387 7Y
AWS Payment Cryptography 7|

AWS Payment Cryptography 7|= B ol A&LICH AWS 2|T. Payment AWS Cryptography
ServiceO| MY & 2 HEIC|O|EQ At2 2 FHELICE 7= QIF ALWMTR-31 7| E522
7}X4 2 7L} AWS Payment Cryptography ServiceO| A A48 4~ Ql&LICH

AWK

FISA &Y FIAWK)E LMo 2 FSAHFISK Z2 MMt HEAI(M: Visa EE
Mastercard) Z+oi| CllO|E{& W EHst= ol AHS &= 7IlLCH XIZ7H K| AWKE & = 3tof 3DESE
2261 0|2 TR31_P0O_PIN_ENCRYPTION_KEYZ Essi&LICt

BDK

=5t O A2 5= &Y 7|0|H dEl® o 2 PCI PIN 2! PCI

7|2 e 7|(BDK)= =& 7|1E ZE5ts
UL Z AFEELICH TR31_B0O_BASE_DRIVATIVATION_KEYZ EA|E

P2PE DUKPT ZEAM[AQ0| &
LICF.

CMK

7l OtAE 7|(CMK)E Yitxo 2 22X OFAE] 7|, PAN 2 PSNOIAM mHE 3tLE O|4f 9| 7=
B 7|(£)0|H YRt 2 3DES Z|ILICt. Olzq8t 7= 70218t THH oM EMV &lod| A& EL|C}.
CMK2| o Z&= AC, SMI & SMC 7|7} d&LCH

CMK-AC

OHZZ|70|M &S (AC) 7|= EMV EZiEHMO| UE 2 EFHAM ot S E MMSl= O A EEIH YE
o| 7= OtAE Z|dL|Ct.

CMK-SMI

2ot HAIY FZ2MSMI) 7= EMVE| AR E AL E|o{ El HOHI0|E AT RIEQL Z2 MACE ALS
5t0 FIER MEE[= HO|RZEQ| FAME &QlFLct YF ol 7t OtAH Z[LCtH

AH 804 4



AWS Zx| &5 35t Add a permission2|

CMK-SMC
Eot HIAIE 7| U4(SMC) FI= EMVOl U2 Bl B[00 20| S22 MaEl= ClOlEE %S
sh5hs O AFREILICH W0l 7he ORAE| Fl@ILiC

CVK
7e 2 g (CVK)= HolEl ¢ n2IES AL 5t0d CVV, CVv2 W RAMEH 2he Madetn Uig 7

I El= ZI/ILICE TR31_CO_CARD_VERIFICATION_KEYZ E A|ELICH.

Ol
Q'I_I
rir oY
in}
>- U

B2 X OFAE] 7|(IMK) £ EMV 2 7HE 719150 U8 2 AMRE|= OtAE] 7|QLICH Yutxoz 3
IMK7}F {20, ZHZH AC(Z 5 2), SMI(RZA/MHES I3t AIZE OFAE] 7)), SMC(7IZ A
5312 Q8 AT ZE OFAE] 7)) 7|0l sHLIM AL ElLICH

% 7| 7|(K)E DUKPT =2 A i 7|o|od 7|2 mh 7|(BDK)OH| A 4 EL|Ct
O| Z|oil CHEt ERHAME X2 E|X| oL X2 ERHA Mo AFE E Ol2 7|18 = &56HE ol AFSELCH
A B2 X9.24-1:20170]| HO|ZIA&LICH TDES BDKE A5t 89

| £l

IKE ‘ddst7| @8t ot
X9.24-1:20097} M8 7ts8 EF0|H IKe 7| El & 535} 7|(IPEK)Z CHAIE LICH.

IPEK

M&0i AS K

FIF

}ol

Z7|PIN &E3t 7|(IPEK)= DUKPT ZE2AM A0 AFEE[= Z=7| 7[0|0H 7|2 T4 7|(BDK)0A| A It

=2 CE=

HELICE o Z|of CiEF ERMAMME2 ME|=|X| oEX[EH ERZY Mol AHEE Dl2f 7I1& Z&EstE ol A

EELUCh o] Z|= Hlo|H & %3} R mac 7|& =&5t= o= ALY &+~ U222 IPEKE 2 X E
JULICH IPEKE Md5t7| @8t ot 282 X9.24-1:200901 Ho|E[0{ R{&LICE. AES BDKE At

ot e
oél'E o‘l‘ X924-12017O| —|o 7|'%g|_
IWK

EZFO|H IPEKE Z7| Z|(IK)2 CHA|E LICH.

tO

Hf 2K} XHQS 7|(IWK)E QHtxdo =z HE"EXH%E FZ2 MM HE X (04: Visa E
Ztof dio|E{E n&tste ol AF2 ElE ZIYLUIC X|Z7HK| IWKE &5 3510] 3DESE &&35l1

TR31_PO_PIN_ENCRYPTION_KEYZ i_‘r_ |Z&LCt
KBPK

Z3} 7|(KBPK)E 7| EE2 E5510{CIE 7|8 ciB/Y =35t ol MBEE
7| REILICH KBPKE KEKSH RAFSHX|BH KEKE 7| 74 R4S XY E55tE
HFH TR-31 2! QA & Ao AH= KBPK7} &t 7|0t ZHx{xdo2 &

AE35HE A2 TR31_K1_KEY_BLOCK_PROTECTION_KEY7} €H

TR31_KO_KEY_ENCRYPTION _KEYE 7|8 SXo 2 &3 natdo=z x|HELCH

0k
ofm
N
J0
og



AWS Zx| &5 35t Add a permission2|

KEK

m

7| 535 F|(KEK)E S E= MHEE QS CHE 7|12 g5 56t
QILICH CIE 7|1E E& 57| &8t 7|2 Bt o 2 TR-31 E&EOf| L
TR31_KO_KEY_ENCRYPTION_KEY&L|C}.

PEK

1| AHE El= 7|
2} KeyUsage7}

_'_

PIN ¢t 2 S A8EE
o| &teq 7|L|ct IWKS} AWK: t' 2335 7€ FHMMoE A5l F MI of 2ILICH oled &t
7| TR31_PO_PIN_ENCRYPTION_KEYZ EA|ELICH.

PGK

I =
S

ol
l‘oj
N
’?U
m
)
I
-|n
_>,-_
_>'~I_
(]
2
_>.i
0>|
|,_I'I
rr
2
op
mjo
0 4
%
9
pd
mjo
0
Fol
l‘oj
mO

o

PGK(E &4 7)) & &2l 7|o| &£ CHE O|FLICH dAM=2E E
)2 ddste ol MEEIR| efX|2 PYVet ZE &2l gt S s

PRK

7|18 2™ 71 SAH7F g€ 435HE XY E Payment Cryptography 72| AE[E £ Qe M AA Q]
LICt. PRKE CHE 2™ 7| S #+49| &2 A Payment Cryptography 7| @3&toi| Cigh & = lLct.
Payment Cryptography 7|0l A S X7t &35t s §3 7| SA| 4o Cigt PRKED &L
Ct.

PVK

PIN A& Z|(PVK)= PVVe Z2 PIN &0l gt MM5t= ol ArE 2= Y 7| |
SHolLlct 7Ha URHAQI F JIX| 7 £ IBM3624 LAl g2 MAeE ol A8 L
£ TR31_V1_IBM3624_PIN_VERIFICATION_KEY 2} Vlsa/ABA 7.:.% Ul A8El=

RRK

SME 2™ 7= PRKOIM FEE SXMESRE ot SALE = SAE 7] 74 24 L HEH|
O|E{ILICt AWS E|™. RRKE Payment Cryptography 7|2| 17| & SA2LICt. RRKE CtE
2™ 7| =X FEM & 717t st degS T ELICH SX dHE 28 ZE T2 HEt

ClO|E| 8443 AFEH 2 PRKO|| X 35H{ofF &fL|C}.

0k
ofm
N
J0
og



AWS Zx| &5 35t Add a permission2|

7|E} 04

ARQC
591 2% 25 2(ARQC)2 EMV EZ £ 7t=(EE 0l S5 HIMEA 738 S EM
AEoll MAElE g3 2QlLinh UHtao2 ARQCE & FHE2 MAEIH YK EE ST ofolH
EoilA M Elof MMM Al HOIELICH

CvwVv
JlC g0l gte MEMOZ nhaUE AERI0|Zo ZHEIMOH EMUMO| MBIME ABsHE

Ol AHSE G 2ot o & ZIelLich T 2&E2 ICVV, CAVY, CVV2et Z2 O E SE2E MEE
LICH CHE AR AtEloIM = O3t & Aoz LIEEIX| gfE & U&LICH

CVVv2
SHE 291 3t 2= MEMOR N FHzo| MH(EE S0l IMEIZon FtE gt g ZR(: ©
5 = 22h00)o| MM HOlsts Ol AFSElS BN Hot o ZUch CVet SUE g1
&S MBsHRlEt Mula 2EE 00022 HEEL

=
<
<

iICVVE CVV2-like 2t 0| X|2F EMV(Chip) Zt=9] track20i| & S35t Cl|O|E{oll Z & Z|of U&LICEH. O]
Zt2 MH|A 2= 9992 AF238t0{ HAEIH CvV1/CVV2et Cl22 2 Tt METLCHE 8ol M
ZM X4 5HES Meste ol A8 EIX| &L o E E0{ & EBNMM O|0|E{E 72 B0l

S o= o000

CIO|E{E AF83t0od Ot |E] AERIO|Z(CVV1) EEE 2212 FOH(CVV2)E MME £ giaL]ch

222 7|12 AL EfLICH

DUKPT
EMTME D MEl 18 7|(DUKPT)E LHX o2 28X POS/POINIAM Y38 2535 7| AR S
Molst= Ol AF8 k= 7| & ﬁ—’.-_‘—%.'LIEL XIF:.LUPXI DUKPTE 3DESE &350 & &3M&LICt

DUKPTL| A E &2 ANSI X9.24-3-20170{ & 2||0o{ & LICt.
ECC

ECC(Elliptic Curve Cryptography)= Et¢ 40| =82 AtE35104 23t 7|8 M5t HER 7
ot 53} A|ARIQILICH ECCE RSASI ZH2 7|& WDt S8t Hot &2 A

SIM ol HCl 38%0| HHAloZ E5 =
I AFE AF(RSA 7| Z0] > 4096H|E)2t §35] &210] @

ECDH 2tdofl A8 3t7| @I3H NISTHIM Holst T MS x|Ehc.

7|t &0 7


https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf

AWS Zx| &5 35t Add a permission2|

ECDH
ECDH(Elliptic Curve Diffie-Hellman)= & Y AtA7F 37 2ot &5 (0f: KEK EE&= PEK)E AHE
= QLS H85tE T2 A ZE2EZQLICEH ECDHMIAM S AR AQtBE ZHZF 1 REt HER-Z

2tOol8! 7| HO{E 7tX|Z IS, ME =2 7|( AWS Payment Cryptography& 215 A &4l)et
7| o HIEIHIO|E{(Thl Y, SHAl 8 L 37 HE)E TWeterLch & SAR= Zeto|8! 7o
g (=]

A SRS
ATigol HE 7|8 D51 B BM H40R Qs Wt 7|8 FEH(MA)Y 4 BLic

—_ —_ o
EMV
EMV(&2H Europay, Mastercard, Visa)= ZX| O|sH2H[Xt 2t §2i5t0] 45 28 7tset A B&E
U 7|8 Mdste 7| 7[&YLICH & 7tX] & ol Z/HIHE 7tEL A S E 4S5 E Z 75t
0 &3 2 &s5t= A E{Oldol cHet JLict EMV 7| REEot 22 X7| 7| MEE 7|HIe 2

ol
=
Zt ZM| 7t=ol Chslf TR 7|1& ddst= L&(S)2 2l0IFLIch IMK

HSM
StERo| 2o EE(HSM)2 33 2rd(od: 2 =3 sis, CIXIE ME)ak ofz{eh 2ol AL El=
7|2 718 ESste S2lM YRILIct

Key Custodian As A Service(KCAAS)E 7| Zt2|et 224 El Ct 28t MHIAE MEELIcH Z2A 712
A utdoZ Fo| 7|8 7| 7+ @ AE AWS Payment CryptographyOll A X|5HE TAF 24

oT

OF HESIHLI XM 2 ESEl 7|8 & 3ZUAM0| EE = U= B0| 7|gh FE AR

Bt ?A%I—IEP. St &40l T B2l 2ol HE 77|1E == U= ZIo CHEr 7| A3 2 MH|

AE NSE += U&LICH KCAAS S2UAll= 1240| PCIDSS, PCIPIN 2 PCIP2PE &2 &5

st= A2 2 AWS Payment Cryptography@t 22 E ot MH|A QIR 0M 7| 4 QA E BE|F

E 24 RE2 d = UATE X|HE = A&LICH AWS Payment Cryptography= 0| 7|8 7| 7

HAE MR EAoZ HESH Y| 2 LA KCAAS 7|se 2 22[~ 7| 1 EHE NS &L Ct
KCV

7| 2l K=o HBMASHK| AT 7|E ME HStE Ol F2 AEEE Y

Ix
FAM dB(53] 7| & A= AFS E|FX|BE, O|X| O] &
0|22 Z3tE|of Q&LICH TDES 712| L KCvie HAHE 7|8t

|
tE3tetn FSetEl A0t & 7MY £2 =22 3H0|EE & Xlst=

o
(00]
[

B0 242t gtol EE Y £
Ao 2 HAELICH AES 719] Z9 KCVE 221 CIOIE{7} 02] 161t 0|£0| T ¢ 2 8HE 21t 5
JHa £ £919| 3HIO|EE RXISHE CMAC LT2IES AL8stod HlMHEILICH

7|t &0 8


https://www.emvco.com/

Add a permission2|

AWS ZAA| &5 st

KDH
7| EX 3 AE(KDH)= TR-349 ZH2 7| I8 Z2MAE S5l 7|2 Masts &zl E= ALY
= 42 0|8 KDHZ ZHF gLt

L|Ck. AWS Payment Cryptographyoll A 7|& E LY

KIF
tod ZX| B 7IE =7|85t= Ol AF8El=

rr
r
[ul
>
=
%

FEZZMANM 7|12 £A15

7| #=4& ZX|(KRD)= TR-342t
|£ KRDE ZtF gLt

Payment Cryptography 2 7|&
KSN

7| Y HE(KSN)E ERTME 1
o]

o2 NEE|= 2 lLIch KSN

piN

o 2 BDK “*'XP,—’.E nks I=F7||D 5%
M Hgto| Me2|E mfotct S7tst MM FI2E|2 FAEILICH X9.240] 2} TD so| 2 10
HIO|E KSN2 YetMo 2 7| ME | 2 19H|E, EBHRM 7} 2E{ 9]

m rr rjo

E
IDS

lo [ rc

= & B 24HIE, E'||:||'-'| IDo| B

? 21HIEZ FHE|X|2F 7| M E ID2F E{O0/E ID AtO|2] BH= AWS Payment Cryptography 2]
750l &S O|xIX| f&LICH AESS| B 12HIO|E KSN2 Etx{ o= BDK ID2| A< 32H|E,
ut AERH(ID)2| B2 32H|E, ECAMM 7t 2E{Q| AL 32H|ER FHELIC

MPoC
MPoC(& & stE9 019 EHP' ool AlE)= ZORI7F ADLEE £ T|EF 48 off-the-shelf&
(COTS) ZHIY C|HIO|AE AFE35H0{ 7IE AK|X}F PINs EE= HICHH ZXNE = += U= &FM
O| HOot 2 AtEE oH?é'dE PClI E&LIC}.

rl

PAN
7|12 Axt HE(PAN)E MEFIELL HEFIES} Z2 AHZE S| 1R 4
= 13-19X}2|LICH XS 6~8AlEl= UEQT S} &2 28

PIN 5

rr

2| EEE ME S0 PIN2 =&t 7|EF OIOIE 24
Al2 PIN EE9| LI} PIN 28 & ®2I5l0{ PINS
PIN E22 PIN, PIN Z0|2 A E|H PANQ| & F= X

Payment Cryptography= 1SO 9564-1 &4/ 0, 1,

LICH PINS EQletHLt #HEte e a4 s EA

7|t &0



AWS Zx| &5 35t Add a permission2|

POI

POS(ZHON AlR)2t E7H e = X3 A ElE PO S 28 AI™)E 7tE £ XIXIH X &+
BHS MAIS7| e 4 & 23t st=M0] ClutolALICH POIL| o2 = 7ol s AX
Char7|7} Ql&Lich QIS E PCIPTS POI Y 7| S5 2 PCI HAO|EE HESFIAIL.

PSN

PAN AIRIA 2 (PSN)E SUB PANSE W2 E 042 7IE8 T3t Ol AR EIE 24 2L
=3
HE2 7|

HICHE) 2% (RSA, ECC)B ASSHE 29 HES 7= mEal-Zatoly! 7 Hojo HEE 74
o

AQUch HE2-Z2to[8! 7] Hjo{2e| A7 Xtoi| CHEr C|OIEE &f 2 5tslfok st= AEE|ol| =2
71& SRstn e  U&LICH CIX|E ME 2o F2? MBS &elste ol HEE 7|71 AL
Lot

zaloly 7|
HICHE & Z(RSA,ECC)E AI8ste B Zetol2! 7l HEE-2EtolS 7| mlo{o| Z=ztols! +

o Aot Zetol|H! 7|= HIO|EE |5 &35t HLt CIX|"E MBS Mdst= ol ArSELct. of
% AWS Payment Cryptography 7|2t OF2H7FX|2 Z2H0]Y! 7| HSMsO|A] QHEASHAH| A A4E L [T,
HSMe| #|dd HEE2[ME H=SEIH 253 S XElste ol B AlZh Settt si=ElLc.

PVV
PIN 22l ZH(PVV)2 &AM El2 XME IR 1 £ =HQlst= ol A8 = U= Y55 £ 38
L|Ch et 8040|X|2F AWS Payment Cryptography2| BiZto{ A PVVE Visa E=£ ABA PVV HI A

EE LIEPHLICEH Ol PVWE FtE S, H A|RHA HE ™ XA L PIN 2l 7| 230]

ZAFLICH AS B0l A AWS Payment Cryptography= EZHZAM O|O|E{E AFE 3504 PVVE LY
HxioZ ClA| A3l AWS Payment Cryptography 20| K& 8t Zt2 CHA| H|m & L|Ct 0|2
stfAlo 2 JiHM o2 4S5 SA| = MACSE RAHEFLICH.

RSA ch&/edeH &

57| QI8 CHE! 7|(od: TDES 7))= =&t

2N

o

E iS5t o3 9|E ED* = U&LIC
o 5

7|E} 204 10


https://www.pcisecuritystandards.org/

AWS Zx| &5 35t Add a permission2|

TR-31

TR-31("84] HE 2 ANSI X9 TR 31)= 7| LIO|H AtA|2t St CIO|E] FZRAM 7| S Ho|
= UL E OIS EHEZHEE|(ANSHIM Heolet 7| E5 FAIQLICH TR-31 7| EE 42 7|of
ZAE 7| 58 MEE Hol5to & RXIELICH AWS ZA| & E5tE 758 A2 TR-31 EFSHE
8018 AFB5tod MAE 7| E2| 2 7| M2 B FLICH TR-312 ANSI X9.143-20222 CH&| E[ XA
&Lt

TR-34

re me

TR-34= HICHE! 7[84(0f: RSA)S AHR 3104 CHE! 7(0fl: 3DES & AES)E OHMSHH HHE5te =2
EZ8 MYst= ANSI X9.24-29| 34 L|Ct. AWS Payment Cryptography= TR-34 HIMEE At
83104 7|9| etxiet 71X 27| U LHELHZ|E & & LCH.

X9.143

X9.1432 5%t Ol O]

MHolst 7| 25 &4 .=!LII:+. 7| E5 A

Ct. AWS ZA| & 535l MAs 7| 22| & Mg '="é,*6+7| I6H

01 AFSELICH X9.1432 O|™ TR-31 MSH2 CHAISH X2 CHEE Q)
A

1 S2EH 80 £F &3 nEMo=z AL ELCH

o
700f A

|E
= 1

B FXRoM 7| ¥ 7] £S48 E§5P7I -r|0H 0= =& £& AT (ANSHO|
o 8 O =|
7| =

re

t2d MH[A

AWS Key Management Service

AWS Key Management Service(AWS KMS)= H|0|E{E E&5t= Ol AAS El= 253 7|18 &H
MAE T AMofE £ Qe EIE ME[AQILICH AWS KMSE SHES|0] 2ot ZE(HSMs)2 AFHE 5t
01 AWS KMS 7|& E55t1 ASELCt

AWS CloudHSM

AWS CloudHSM & AWS Z2}2E0M M8 HE HSM QUAEHAE T ZHoi|A| 7(1|_g_%|= L|C
7| 4, Oo|E{ ME L= Clo|H &35 & 5535t Z2 ChYet &3 7|s |_<_"5%EI- AWS
CloudHSM = {&L|Ct.

AEMIEE HE

« AWS Payment Cryptography0il At& £|l= &04 & JHHol| CHEF AFAMIEH LHE 2 AWS Payment
Cryptography 722 & E5HAIL.

kl

F24 MH(A 11

r


https://webstore.ansi.org/standards/ascx9/ansix91432022
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/

AWS Zx| &5 35t Add a permission2|

« AWS Payment Cryptography Control Plane APIO|| CHEt AFMIEH LI 2 AWS Payment Cryptography
Control Plane API & Z & & Z3IMI2.

« AWS Payment Cryptography Data Plane API0{| CH&t Xt A|Bt LH& 2 AWS Payment Cryptography
Data Plane API #Z & & Z3tAR.
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https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
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https://aws.amazon.com/developer/tools/
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AN Hm BHAE 718 BtEE
Z!0| 3DES(2KEY TDES) 7|1& M4

KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
O &4

B3 2%

o|&
$ aws payment-cryptography create-key --exportable --key-attributes
u} 2t 0| & ChA| B ErLCE.

|8t ARNT} 7| A} ZH(KCV)S Z &

s s4 35829
{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yijbwtxx64pi
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyClass": "SYMMETRIC_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,

"Wrap": false,

"Unwrap": false,
"Generate": true,
"Sign": false,

"Verify": true
"DeriveKey": false,
": false

"NoRestrictions":

}
1,
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true
"KeyState": "CREATE_COMPLETE"
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY"
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00"
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"
}

18 7| 4



AWS Zx| &5 35t Add a permission2|

7|& LtEHH = KeyArnol 32|35t M2 (0d|: arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijwtxx64pi). CHS EHA0A O] 2tde +~&ErL|C}.

2CHAH: 7€ AF&35H0{ CVV2 gF M
ol EHAlIME 1572|718 At 5tod X|AEl PAN L BHE Uol| CHEH CVV2E AAdBHLICY

$ aws payment-cryptography-data generate-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--generation-attributes CardVerificationValue2={CardExpiryDate=0123}

"CardDataGenerationKeyCheckValue": "CADDAl",

"CardDataGenerationKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",

"CardDataType": "CARD_VERIFICATION_VALUE_2",

"CardDataValue": "144"

cardDataValue(O| B 3Xt2| Xt 144)& 7|85 FAM2. CtE EHAH0M 0 2FdE s=4FLICt

3EHA|: 2B A0 M El g =2l
O| ol Alof M= 1EHAHIO| A M8t F|E AFESH04 2EHAH|2| CVV2E ABELICEH

ChS BE S A™dstod CvV2E ASBELICH

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 144

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

2EHA|: 7|18 AM83to{ Cvv2 gf i 20
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AWS ZAA| &5 st

"KeyCheckValue": "CADDA1"

O| MH|A&= CVV2E HAEFSE LIEIHLIE HTTP 85 2002 gHErerLIch

AT HHE|E EHIAE

==

SELICH 18 H0IM BHE 7|8

O EtAlof M= Cvv27t 2HIEX| of1 HABEIX| gl SYEHAEE 48
AM8stod HXE CVV2& ABstoin LI & S04 7tE AR A7E 2X Al #RE CVV2E &
&t ZFedelL|C}.

B @2, 0] AR W sty
verify-card-validation-data \

$ aws payment-cryptography-data
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

tqvbyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \

--validation-data 999

Card validation data verification failed

L|C2t= HIA|X|QF INVALID_VALIDATION _DATAZ}

Ol MH|AE “7tE HE HIO|H & elof Aufsl&
SES greterch

= AL]e} &7 4002 HTTP 2

S5 (M= AME) HE|

L

|
A

z0

O|AM| 1EFA0 M HEt 7|& A ME =+

A 7|zh2 7 Lc

$ aws payment-cryptography delete-key \
--key-identifier=arn:aws:payment-cryptography:us-east-2:111122223333:key/

tqv5yij6wtxx64pi

IlKeyll : {
: "2022-10-27T08:27:51.795000-07:00",

"CreateTimestamp":
"DeletePendingTimestamp": "2022-11-03T13:37:12.114000-07:00"

"Enabled": true,
"Exportable": true,

21

SH

4EHA!: HIHEIE BIAE



AWS Zx| &5 35t Add a permission2|

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
I
"KeyUsage": "TR31_C@_CARD_VERIFICATION_KEY"
I
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "DELETE_PENDING",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

}
}
E£20| F ZLEE 7|85l FMR. deletePendingTimestampe 7IBEMoZ &% 7UZ MY E(0 U
& LICt. keyState= DELETE_PENDINGE MHHE|0] J&LIC} restore-keyE EE5t0{ 0 -HE &K
Zt

PO AXMEKX] O HHME FAE + JU&LICH

Y ACENSEE 22
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AWS Payment CryptographyS A|Zt

AWS Payment Cryptography 7|= E|™ E|AALICH o{E{o| M XIHE 7|E AtE5tEie 39 Y
8t AWS ZHE|M &A™ Lol M XIHE 7] 7+ @49 HIEIH|OIEE et SHAH SASHE OFHE 21 7|
SXE &85te AWS 21T AWS 2™ J&LICH OF 21 7| SXel 44 7| Z2to|HE| 2T
Z|(PRK)ZIZ 5t0, Ol= 2 E 7| HEl 8o AEE = U= AR Hot J&LICH SHNE 7|18 =X
= 2|™ 7|(RRK)2t otH PRKL| ¢17| T& S22 LIct 718, sl |57 L B2 X[ed Alzhod| O
A SEE Gdstc{H 7| &7 CHE 2™ 7|18& Ar&5t= XWol E&LCtH

rob

. F| 7t 7|
- 7| Ef1 x|

« AWS Payment Cryptography 7|2| 7| %43 0|3

7| 838

CreateKey API 2212 AF2310{ AWS Payment Cryptography 7|2 A& 4 Q&LICH 7|18 Mg
7| dTEF, 7| AHE, ASE &Y, LHEWZ| 715 o{f et 22 £48 RI™ELICH AWS Payment
Cryptography 7|& 443t Foll= o|z{et 4 HEE £ el&LIct

7| 44 23
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Add a permission2|

® Note

of CHal CHE 2I™ 7| SA|7F &3t z|o AWS HIE 91 Payment Cryptography 7|2 A4
e 20| 7| RI52 2 7|2 2| 7|(PRK)7F ElLICH PRKE CreateKey HZEO|AM --

replication-regions ItZtO|E{E X[HEH3IX| &2 0|z SHEL|CH RMEH L2 C

5 BN 7| 26 &S A TS BT AAIR.

of| A|

- 3KEY TDES 7|& h 7| MM

« CVV/CVV2E& 2KEY TDES 7| 44
- HMAC 7| MM

« AES-256 7| A4

« PIN 253} 7|(PEK) ¥4

- HICHZ(RSA) 7| A4
« PIN 22l Zf(PVV) 7| ¥H
- HICHE ECC 7| M

3KEY TDES 7|2 14 7| A4

Example

Ol BHE 0|2 S8 (R35t0|2) X 0|2 ME (=) 2lTo SX|E 3KEY TDES T+
S EE 98t Amazon 2|44 O|&(ARN), 7| =l gf(KCV)0| 2 &

Ct. SH 0= reques TtZOE], £&
Eluct

$ aws payment-cryptography create-key --exportable --key-attributes \
"KeyUsage=TR31_B0_BASE_DERIVATION_KEY, \
KeyClass=SYMMETRIC_KEY,KeyAlgoxithm=TDES_3KEY, \
KeyModesOfUse={NoRestrictions=true}" \
--replication-regions us-east-2 --region us-west-2

E3 0| Al:

~

IlKeyll : {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",

7|2 AIAIBH |

3KEY TDES 7|2 mHd 7| 4o

24
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"Enabled": true,
"Exportable": true,
"KeyArn": "FE23D3",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_BO_BASE_DERIVATION_KEY"
},
"KeyCheckValue": "FE23D3",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

3KEY TDES 7|& uti 7| M 25
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CVV/CVV2E 2KEY TDES 7| A

Example

o] B

2tOlE,

CVV/ICVV2 g2 ‘st &QlstT| 22t 2KEY TDES 7|1& M dELIct 8H0l= 3 ot
% S E2 2|8t Amazon 2|44 O[F(ARN) & 7| QI ZH(KCV)0| Z & ELIC.

(=1

—
k=3
.

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}'

E3 ol Al:

-~

"Key": {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
3,
"KeyCheckValue": "AEA5CD",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

CVV/CVV2& 2KEY TDES 7| Ai4d 26
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HMAC 7| AiAd

Example

HMAC 7|= SHA| HIAIX| @15 ZE(HMAC)E M3t 7HLE &Qlst= Ol AL EILICH HMAC 7|8 A8
5t 7| MM Al SHA| & (0d: HMAC_SHA224 2! HMAC_SHA512)0| & & | &8 4 giaLch.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=HMAC_SHA512,KeyUsage=TR31_M7_HMAC_KEY,KeyClass=SYMMETRIC_KEY, KeyModesOfUse="{Gene
= true,Verify = true}'

E3 of Al

)

"Key": {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/gqnobl51lghrzunce6",
"KeyAttributes": {

"KeyUsage": "TR31_M7_HMAC_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "HMAC_SHA512",

"KeyModesOfUse": {

"Encrypt": false,

"Decrypt": false,

"Wrap": false,

"Unwrap": false,

"Generate": true,

"Sign": false,

"Verify": true,

"DeriveKey": false,

"NoRestrictions": false

}

b,

"KeyCheckValue": "2976E7",

"KeyCheckValueAlgorithm": "HMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-07-30T10:06:12.142000-07:00",
"UsageStartTimestamp": "2025-07-30T10:06:12.128000-07:00"
}
}

HMAC 7| A 27
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AES-256 7| A Ad

Add a permission2|

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=AES_256,KeyUsage=TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY,KeyClass=SYMMETRIC_KEY, Key

£ ofAl:

-~

"Key": {
"CreateTimestamp": "2025-02-02T10:15:30.142000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyAlgorithm": "AES_256",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY"
3,
"KeyCheckValue": "2976F5",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2025-02-02T10:15:30.128000-08:00"

AES-256 7| 4 28
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PIN &
Example
Ol WY PIN g2 5 3}5t7| 2I& 3KEY TDES 7|& d45tx|gt & 7|
2k AESY == AUELICH 0] 71§ A& 3to] EF Mo Mot Zol £l P

7Lt PINs SIS & + Ql&LCH SEolE 2F n2ti|E, £% &S et ARN & KCV7t Z3HEL
Ct.

Add a permission2|

Oh

%3} 7|(PEK) MM

$ aws payment-cryptography create-key --exportable --key-attributes \
KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY, \

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}'
£ o Al:

{
"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_PQ_PIN_ENCRYPTION_KEY"
3,
"KeyCheckValue": "7CC9E2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

PIN 253} 7|(PEK) A4 29
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HICHZ/(RSA) 7| MM
Example

O| B2 MZ2 HICHZ RSA 2048H|E 7| Ho{E MMEHLICH A =2}
E dMFLICt getPublicCertificate APIE At 5t0{ HE2! 7|& HAAME 5= &LICt

.\.L

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse="'{Encrypt=true,
Decrypt=True,Wrap=True,Unwrap=True}'

E3 of Al

-~

"Key": {
"CreateTimestamp": "2022-11-15T11:15:42.358000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION"
3,
"KeyCheckValue": "4QAD487F",
"KeyCheckValueAlgorithm": "SHA-1",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-11-15T11:15:42.182000-08:00"

HICHE(RSA) 7| MM 30
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PIN &2l Zk(PVV) 7| 4d

Example

Ol HAL2 pVV ZtS MAI5H7| QI8 3KEY TDES 7|5 MAELICH O] 7|18 AF&510{ 0|F0f HAHE

PvV& Hlug = = PVWE d8e = J&LCt SHol= ™ mt2ti|E, 45 ££2 ?[2t ARN 2
.

KCV7t =& ELIC

}OI'

$ aws payment-cryptography create-key --exportable \
--key-attributes KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,

\
KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Generate=true,Verify=truel}'

E24 of Al

{
"Key": {
"CreateTimestamp": "2022-10-27T10:22:59.668000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY"
3,
"KeyCheckValue": "7F2363",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T10:22:59.614000-07:00"

T
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Exa e )

O RS = ot ALkt 7+l ECDH(Elliptic Curve Diffie-Hellman) 7| A2t A545t7] 98 ECC 7| Ho
s CDHE AF23lH 7t TARIS 7] 25 K3 U AR B X2 AF=3t0d XAl ECC 7| T

WEELICH 23 O & THAFKES Zato|8! 7|9 2 AR HE 2! 7|2 A

T

7= FL|C}. _
Al c.fzét%g@s—aé%aé SK|52{H ECDH 7| £& 2 MH1H 22 o8 EE2 ECC 7| 4|
| ul

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT, \
KeyClass=ASYMMETRIC_KEY_PAIR, KeyModesOfUse="'{DeriveKey=true}"'
E24 ofl Al

{
"Key": {
"CreateTimestamp": "2024-10-17T01:31:55.908000+00:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",
"KeyAttributes": {
"KeyAlgorithm": "ECC_NIST_P256",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": false,
"Wrap": false
3,
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT"
3,
"KeyCheckValue": "7E34F19F",
"KeyCheckValueAlgorithm": "SHA-1",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2024-10-17T01:31:55.866000+00:00"

HICHE ECC 7| MM 32
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Add a permission2|

7| Lt

ListKeys 22 AtE3t0od AE & EIToM HMAE £ e 7| S5 7HMHSLICH

Example

$ aws payment-cryptography list-keys

E3 0| Al:

=

-~

"Keys":

L

"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",

"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/37y2tsl45p5zjbh2",

"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
b,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
b,
"KeyCheckValue": "7F2363",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:19:42.488000-07

100"

7l Lt
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7| 283t & HIEgst
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Example

utok

rE!

Mkl

Ol A= ZI AAEE 2lsll 7|1E EH3tst= S 2EELICH SHolE 7| HE7F ZEf L
227} true2 B EIRELICH Ol EIAE 7| 8 iAol EHIEL|Ct

$ aws payment-cryptography start-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true

+
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"

3,

"KeyCheckValue": "369D",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2022-10-27T14:09:59.468000-07:00"

7| AHE A%
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Example
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$ aws payment-cryptography stop-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:09:59.468000-07:00"
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_StopKeyUsage.html
https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/stop-key-usage.html
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aws payment-cryptography enable-default-key-replication-regions \
--replication-regions us-east-2 us-west-2
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For specific AWS Payment Cryptography keys
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aws payment-cryptography add-key-replication-regions \
--key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqgaifllw2h \
--replication-regions us-east-2
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aws payment-cryptography disable-default-key-replication-regions \
--replication-regions us-east-2
For specific AWS Payment Cryptography keys
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aws payment-cryptography remove-key-replication-regions \
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--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--replication-regions us-east-2
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_GetKey.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/payment-cryptography/pricing/
https://aws.amazon.com/payment-cryptography/pricing/

AWS Zx| &5 35t Add a permission2|

ot 7| ArxlStiok S LICH EASHX| o2 B2 7| AHE 2 AXIsts CHdl BX|ste R0l E&LICH LS
ofl CHA| AtE3Hof 5t= B2 HIEHE3tE 7|8 CHA| 248 = UXITH CHE AAMM CHA| 7HXE &=
ol 8 AXMIEl AWS Payment Cryptography 7|12 S8 4 ei&LCh

7|18 AtA[st7| Hofl 7|7} . o|4 HRstX| et2 K| & elsok & L|Ct. AWS Payment Cryptography=
CVV2et &2 535 2ol ZAME XMYSHK| Ao G+ L= 74 240 7|7t HRFHX| =elg

= &L

AWS AH|E BAIMoZ of2kstn B4 Ch7| 7|Zho| BFR2 E|X| of& §t Payment Cryptography= & 44
AWS HHo| &8 7|1E ATAISHR] b &Lt

Je{Lt CHE & 5tLt 0|4 9| Ol 2 AWS Payment Cryptography 7|8 AKXt S MEIE &= Q&L
Ct.

- Holy Hestx| ef2 719/ 7| +&E FUI|E 2t=5t7] il

- O|AL& AWS Payment Cryptography 7| & X| Zt2[et #&El 22| LS EE Y X|5t2{™

mk

(® Note
£ E7L} AKX AWS H|ZEHH AWS Payment Cryptography 7|01l HM|AE 2~ QA ELICH A
M S x|t = 2 AWS Payment Cryptography 7| A M & of| 2F&h 7} ei&LICH.

AWS Payment Cryptography= Payment Cryptography 7| & &X|& of|2F & {2t AWS Payment AWS
Cryptography 7|7} AN 2 AMXIE [ AWS CloudTrail 210 €52 7|S&LICt

CHs 2™ 7| SXME A5t Zeto|HE| 217 Z|(PRK)2! Payment Cryptography 7|& AMK|etH =
ME 2™ ZI(RRK)E AHS 22 ATA|ELICH RRKE PRKAE ATA|E = gi&LICH RRKE AFA|5ted™
PRKS| =X 2|Hg 5ok g L|Ct.

CHZ| Z1zZhod| CHaH

7| AtMlE ElE 2 & @le 2 2 AWS Payment CryptographyOll A= CH7| 71ZH2 3~180U 2 M X3 of
gLk 718 7| 7|z7te 7ot

gLt AKX cHZ| 7|2t of| ek st CH| 7172 CF Z[CH 24 A2t . Z0{ & = Q& LT AWS Payment
Cryptography 7|7 A A1E X Em L AlZHE 7K 2E{H GetKey 242 AFEELICH AIZICHE 7|5
StA2.

CH7| Z1Zhodl CH3H 43


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://console.aws.amazon.com/cloudtrail
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Ol o AloiME 7| &AM E 2
DELETE_PENDING2 2
AlZ|& LIEFHLICE

|2 7| HE Qo= F 7He| #tad HeE= 7| AEl7t
730|11 DeletePendingTimestamp= 7|7} A 4 A2 of 2l

$ aws payment-cryptography delete-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "DELETE_PENDING",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-05T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-05T14:31:13.399000-07:00",
"DeletePendingTimestamp": "2023-06-12T14:58:32.865000-07:00"
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|7 DeletePendingTimestampE M74ELICH.

$ aws payment-cryptography restore-key --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-08T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-08T14:31:13.399000-07:00"
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https://docs-prv.pcisecuritystandards.org/PTS/Derived%20Test%20Requirements/PCI_HSM_DTRs_v4.pdf
https://docs-prv.pcisecuritystandards.org/PTS/Derived%20Test%20Requirements/PCI_HSM_DTRs_v4.pdf
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
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« CHE! 7| 7IK 27|
« H|CHE 7|82 AFE St 7| 71X 2 7((TR-34)

- HICHE 7[(ECDH)E AM&3501 7| 7t 27|
- HICHE 7|2 A835104 7| 7t X2 7[(RSA 42 E)

« M HYE 7| B F7|(TR-31)E ArE5tod CHE 718 7HXZLICH

» HICHE(RSA, ECC) HEZ! 7| 7} X2 7|
« RSA H=2! 7| 7}X 27|
- ECCHEE! 7| 7IXML7|

7| 7tM27|
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7| 7tK 7| A7H

(® Note

X9.143, TR-31 EE= TR-34 7| E5& Al&35t0{ 7|1& 7tX{2 [ AWS Payment Cryptography
UdtMo =2 MEHM F|HE EE(ALESHK| et &) & LIct HM(HMAC Al R8) slide &%
3t 2t S0l AFSELICH KP S (EHE 7|2l KCV)E 7t 27| Z2 M A0 T R35tH F X=X

FIF

ol 71§ wEte e YErMo 2 HX 7| 1@ 7|(KEK)E m e LIC 220l 7|7t £5 7|18
B& 5t ol AHSELICH TR EAE AL8510{ KEKE TR-34, ECDH == RSA &1t ZH2 HICHE 7|
=2 ME3%to Wt &= JU&LICH &5 7= TR-314 22 OiE 7| n2tS ALEstod mEHELct. o
KEKE =3Fo| 2 X 3 Mozl &= 3t 7|zhol et F 'Antcher doo|EE +~ AU&LICH

d

T 7He| 7|EF mEtst= F< HICHE 7[8E AHE5101 BDKRH 22 T 71§ & n#s
E MENE £ QI&LICE AWS Payment Cryptography= 5 7HK| 7| 8 &8 25 K| ghict
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CHE! 7| 7} 27|

HICHE 7|82 A8t 7| 7FX{271(TR-34)
Key Encryption Key(KEK) Import Process

AWS Customer AWS Payment Cryptography Certificate Authority

<Get Import Parameters>
Public Certificate

Install Public Certificate on HSM

P
Generate Key Pair on HSM

—

p—

Generate CSR on HSM

Sign CSR
[
Certificate

<Import Signing Certificate>

Generate KEK on HSM
O
O

Export KEK using public key (TR-34)

<IlmportKey>

AWS Customer AWS Payment Cryptography Certificate Authority

TR-34= RSA HICHE! &5 3512 AP 5tod mEtE Qs e 7|12 25 35tet o MEELICH oA 5
cHEE 719| 7|Ug(g=sht FEME(MB)o| 25 EFELICH

XA 71& 7HX{ 224 GitHuboll A AWS Payment Cryptography MZ Z2ME & 2QI5tM . CHE Z
SHEOM 7|E 7t AL LHE L= B of CHEF XIE2 GitHubolM ME I EE AFS5HHLE SHE &

SHESME HBME HZSHML.

1. 7tM7| =713 BE¥E s E&LIc
get-parameters-for-importE Z£5t0{ 7t X7| ZEMAE Z7[3LICt O] API= 7|
7M€ 2leh 7| Ho{E ddstD 7o e O QB A QIEMH FEE BtetEiLICt o] 7

fLICtH TR-34 80{2 & 0| KRD /5 A2t g L|ct. olz{&t 2l

E M8stoi EH 7| 358
S ME base64Z QLAY ED +HO| HomHo| 820 ASELICH ImportToken gf2 XMEE

LICH.

$ aws payment-cryptography get-parameters-for-import \
--key-material-type TR34_KEY_BLOCK \
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https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
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--wrapping-key-algorithm RSA_2048

"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJITiBDRVJIUSUZJQ@FURS®O....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJIQOFURSOQtLSO....",
"WrappingKeyAlgorithm": "RSA_2048"

}

2| of
-

2. F| AA AlAE I

M|z
Ol

M -dxl

CHE 2 O] HSMsOHl A= 1B Aol A MAE HE 2| Q1B ME Ax
0f 712 LA LioF BrLIC} 047 [0l HsMoil kel TR QIF A A

2E + UL

3. AA AAHIOAM 7| HoE M5t AWS Payment Cryptographyoll 215 A X Q! M|S

MEE Ho|ZEo| FAEE EFot7| loll & GAXHZ| HIZ SAE E= KDH) 7 HO|ZE0]

AEEE=K
MBELICE O|E flal HEE 7|18 Mdstn HEE] 7| QB AM(X509)E +d5t01 AWS Payment
Cryptography0il CtA| M3 & LIt

HSMOIM 7|E& & E I i HSMO| 7| H0{E AT LICH HSM, EFAF EE=9F 22 MH|A T}
CIEME MAIs AWS Private CA &= &LICt

KeyMaterialTypeO| RootCertificatePublicKeyO|1 KeyUsageTypeO| 2!
importkKey HHE AI835t0{ R E 2IZME AWS Payment Cryptographyoll 2 =& L|
CFTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE.

St QI Mol B2 importKey BHEEZ 9| KeyMaterialType TrustedCertificatePublicKey
210| KeyUsageTypeDt &7 AFS &L
CHTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. 0424 &7t 21E Ao CH3Ho| =2
NMAE gr=g L MeloM O x| 2 72 IE MKeyArnlE F& 71X 7| o Cist
Qlzdo 2 Ab28LCt

E|Z QIS ME 7t X| O AIR. 7t K27 BE ol 2 MSELIC

4. AA AAHEIM Z| LHIELYZ]

7| 71X 271 52
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B2 HSMs & 22 AAEI2 TR-34 EEE ALE6t0 7| HELHZ|E RIHFLICH 1EH|e| HE
2| 7|2 KRD(¥ 53} 215 MZ X|™5tn 3EHA2| 7|12 KDH(MY) 215 A 1gHLICH AWS
Payment Cryptography £ 7tX{ 2248 & A2 TR-34.2012 H|CMS & THA Ao 2 X|HELICEH
O| @42 TR-34 Diebold &4]0|2tn & §L|CH.

5. 3= 7tx27]| 7|

KeyMaterialTypeO| @l importkey APIZ 5 Z&FL|CITR34_KEY_BLOCK. of CHaH 3EHA[ol M 7+
2 OFX|2f CAC| keyARNcertificate-authority-public-key-identifier,0i CH3H 4
Aol efEE 7| 7 @A key-material,of CHSH 3EHAH|Ie| 2= QIBMHE MEELICsigning-
key-certificate. 1Et74Q| import-token2 Z & &fL|C}.

$ aws payment-cryptography import-key \

--key-material="{"Tr34KeyBlock": { \

"CertificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl"”, \

"ImportToken": "import-token-bwxli6ocftypneu5", \

"KeyBlockFormat": "X9_TR34_2012", \

"SigningKeyCertificate":
"LSOtLS1CRUdITiBDRVIUSUZJQOFURSOtLSOtCk1JSUV2RENDQXFTZOF3SUJ...", \

"WrappedKeyBlock":
"308205A106092A864886F70D010702A08205923082058E020101310D300B0609608648016503040201308203.
\

}l

"Key": {
"CreateTimestamp": "2023-06-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
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6. &€=

ol

"Unwrap": true,
"Verify": false,
"Wrap": true
I
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
I
"KeyCheckValue": "CB94A2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-06-13T16:52:52.859000-04:00"

(o)

P& E= F5 7K 7[00 72 7| A8

71 X42 KeyUsage7t TR31_KO_KEY_ENCRYPTION_KEY®! Z< TR-312
M85t & 7| 71K 27(00] 7|E AISE = U&LICE CHE 7| (0l

TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY)2| Z2 7|1 53} =0l 2 A2
U&LICE.
7| 7t K27
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HICHE! 7|#(ECDH)2 A& 3104 7| 7K 27|

Using ECDH to import a key from a HSM

AWS Customer AWS Payment Cryptography HSM Certificate Authority
<Create Key= A
VR keyAm for PARTYV KEYY) ______________ '
<Get Public Key Certificate(PARTYV_KEY1)= A
VR Certificate (CERT_PARTYV KEY1) _ '
Install Public Certificate (CERT_KEY1) N
Generate ECC Key Pair (PARTYU_KEY1 :
Generate CSR :
Sign CSR g }
- Cettificate(ERT PARTYU KEVY)
<Import Cert Chain> (PARTYU) N
Generate KEK on HSM g N
V. . - -1 1o == 52 ) S '
Derive key using ECDH (PARTYU_KEY1,CERT_KEY1) N
. Wrapped ECDH Key(AES KEY2) | _____________ '
Export key using (AES_KEY1,AES_KEYZ2 a
- TR3tpayloed | . '
<importKey using ECDH> (PARTYV_KEY1.CERT_PARTYU_KEY1) )
Derive AES KEYZ:
Import key using TR-31 :
keyArn for AES_KEY1
‘_ ____________________________________________________
AWS Customer AWS Payment Cryptography HSM Certificate Authority
E} ¢4 =4 Diffie-Hellman(ECDH)2 ECC H|CHE &3 3E AL&3t0d AL WwehEl 7| Q10| & ZALRL 7t
ol 3% 718 MHELICH ECDH 71& Al 7|0|2 2 AWS Payment Cryptography= 7|18 K& K| &
&LICt o] Z2 MA0M L3[4 KBPK/IKEKE= ECDHE AFE35t0{ mHElL|C o ot 7|= ™&3ted
= AKX 7| ciEst= ol EA| AFEEIH, Ol= CHE KBPK, IPEK 7| EE= V(B 7| R¥Y = J&LICH

7HME M S AA-E HeHo = G AR U(O[L Ao O]E)2t 1 5t AWS Payment Cryptography
E AR V(8 RHEtD & Lc
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1. ECC 7| o] A4

E S ZEcreate-keysto{0| T2 M A0 CHEt ECC 7| Ho{E HMFLICE O] API= 7| 7HA
Q7| Ee LHELHZ|E 2IEt 7| Ho{E MM ELICH M4 AlO|ECC 7|E A o|'0=| Ip e
UE 7| BFE XIHELICH ECDHE At&35to4 CHE 7|E nEEIE)E e A

CtTR31_K1_KEY_BLOCK_PROTECTION_KEY.

® Note
5t? =& ECDHe= o{H SHo =& AEE = U= It 7|E Mt X[EF AWS Payment
OB ALEE = UL E 5{85t0 048 82 7|8

Cryptography= 7|& B ItM 7| R%
ALZ MALEStE A MEHELICE

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

1,

"KeyCheckValue": "2432827F",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
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"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

}

2| 7| B M 727

N
H
i

Z&get-public-key-certificatedto] £ 2| 2| AWS Payment Cryptography T1&
1174 CAOI M MBS X 509 CIBMZE HER] 7|18 48 Ct.

NI

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJT..."
}

3. SO AlAHE HEE QIS M AXI(T AR V)

HSMs Bt 1EtAOAM MMEE IH{ER! QISME M|, 2 == AlE[5104 O|E AFE5l0o 7|E
LHE LHoF EFL|C}t. o770l = HSMO [} 2t MAl| QIZS M Al EEE= 1B AH Q] RE QIS AMBH ZEE £

U&LICH XEMIE LIS 2 HSM HEME B EFHAIR.
4. AA AAHIO|MECC 7] H0o{E MA45tT AWS Payment Cryptographyoll 215 M &2l XS

ECDHOIM ZF EAtAb= 7| H o1& M5t & 7|0l S2lFLICH. AWS Payment Cryptography
oM 7|& FE5te{H™ AL ol HE 2! 7|7t X509 HEE! 7| Ao 2 L FrL|Ct.

HSMOllM 7| & & E W siE HSMol| 7| Hio1& W EELICt 7| 25EHSMs2| B2 7| slHE=E2t
HIR & LICIDO144K3EXO0EQ000. Q1EME *”*cﬂ%* [ YEHE o Z HSMOA CSRE A48t CH2
HSM, E}AF EE=9 ZH2 AMH|A T} QIS ME AAJE AWS Private CA 4= 2&LICtH
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KeyMaterialTypeO| RootCertificatePublicKeyO|1 KeyUsageTypeO| 2!
importKey BEE At835t0{ RE 215 M E AWS Payment Cryptographyoll 2 =& L
CHTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE.

7+t Q1B MOl AL importKey B2 9| KeyMaterialType TrustedCertificatePublicKey
I:"OI KeyUsageTypelt &7 At &L
CHTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. 042 &7t 21E Aof CH3Ho| =2
MAE gr=gLch MQloM ORI S 2 72 IE MKeyArn2lE F& 71X 27| BEo Cist
Q4o Z AFSELICEH

2T QIS ME JHKQR| DA, 7hi2 7| W Sol =K MBE LICH

5. AR} U HSMOIA ECDHE At235104 U354 7| M4

Ol 2 HSMs & i A|AEI2 ECDHE AFEStod 7| MHE X
7|2 X|™stn 3EtAH e 7|1& metolE! 7|2 R|™ELICH T

I
P

Al R 22 T THEtOIENS FFolM Hers| YxlsHok BrLICH 2% K| Sto M ohE
Al k

6. A& AAEIM 7| LHELHZ|

OFX|2f e 2 EF TR-31 HH 2 AHE35104 AWS Payment Cryptography 2 &8 7|2 LIE Y
LICI. ECDH I} 7| KBPKZ X|HgfL|C LHE'H 7|= TR-31 &8 =& 0| MEEL|l= 2 E
TDES E£= AES 7|2 &= &LICt B, eiE 7|7t LHE ' 7|22 Zr=45HoF &L Ct.

rl

7. BE M7 7|

KeyMaterialTypeO| @! import-key APIE & & LICIDiffieHellmanTr31KeyBlock. o
CHaH 3EFAl0IM 7FX4=2 OFX|2F CAC| KeyARNcertificate-authority-public-key-
identifier,of CHaH 4EHHAIo] BHEE 7| 4 @ Akey-material,of EHOH 3CHA| o] 2l= QB A
E ME&LICtpublic-key-certificate. 1EtH[Q| L2t0[H! 7| ARNS Z & & LICE.

$ aws payment-cryptography import-key \
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--key-material="{
"DiffieHellmanTxr31KeyBlock": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",
"DexrivationData": {
"SharedInformation": "1234567890"
},
"DeriveKeyAlgoxrithm": "AES_256",
"KeyDerivationFunction": "NIST_SP800",
"KeyDerivationHashAlgoxrithm": "SHA_256",
"PrivateKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,
"PublicKeyCertificate™":
"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1JSUN....",
"WrappedKeyBlock":
"DO112K1TBOOEOOOOD6O3CCASACB71517906600FF8FOF195A38776A7190A0EF0024F088A5342DB98E2735084A7
}
}l

"Key": {
"CreateTimestamp": "2025-03-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
.
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
.
"KeyCheckValue": "CB94A2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
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"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2025-03-13T16:52:52.859000-04:00"

8. AES}HUEE FHIIKHII 7IKM2 71 ALS

7tX{2 KeyUsage7t TR31_KO_KEY_ENCRYPTION_KEY®! ZH9 TR-312
ME3t0] £& 7| 7t XK{27[0{0]| 7|E AFEE =+ JU&LICt CHE 7| &0

OS2 T AMAHE

TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY)2| Z< 7|2 ¢33}

shdofl BH AR E 4
A& LICH

HICHE! 7|82 AF25t04 7| 7K 7|(RSA EHT)
7H2: AWS Payment Cryptography= TR-347t 27ts8t 4% 7| &2 2[5 RSA e &/HEfEE K|
SIBHLICH TR-349 DHEE7FRIZ 0] 7|42 RSA HICHE 25 518 AL 304 MBS 9I3H HE 718 3
stefLich J2{L TR-342F E2|0| HMEO=E & SARI7L HO|Z=0i| MABSHK| e &LICH EEHO
RSA BHE 7|42 7| 222 Z#eix| om 2 Ms Fof 7| HEEIO|Ee] RANS RXIsHX| AL
Ct.

(@ Note

RSA g AL83t04 TDES X AES-128 7|1& 7MLt LHEH = A&LICH

TAAI:!

1. 7tX7| 7|8 BHEE S &E&Lct.

= 3 Zget-parameters- for-lmportoP04 KeyMaterlalTypeOI EIKMRI| Z2MNAE X713

LICIKEY_CRYPTOGRAM. TDES 7|& W& & WrappingKeyAlgorithm [HO{ RSA_2048E AtE

2fLICI. TDES RSA_3072 EE= AES-128 7|2 WEHRSA_4096¢& [l EE=E AF2ELIC} O] APIE

4=
71 7tM27|& 2IEt 7| Ho1E ddsty, Q1B REE AL835to] 7|0 MES T, QUIEM FES
ASM REE ZF HrEEfLICE 0] 7|8 AH8stod LI 7|1€ LS 3HELICt ol2E 1B e =
Ho| Homo| B =B AFSELICH

$ aws payment-cryptography get-parameters-for-import \
--key-material-type KEY_CRYPTOGRAM \
--wrapping-key-algorithm RSA_4096
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{
"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJIUSUZJQ@OFURS®O...."
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSO@tLSO...."
"WrappingKeyAlgorithm": "RSA_4096"

}
7| A& AARO] HEZ| Q1B M Ml

HSMs B2 32 12 A dEE HER LBEM(Y/EE FE)E HAl, 2 EE AZ[5t01 0|E
A&stod 7|1& LHE Lok Lt
AA AAEIM 7| LHELHZ|

B2 HSMs & 224 A|ARI2 RSA ®E AL85t0d 7| LIELHTIE XIFLICH 1B A o] HEE

7|18 &t 33} 215 AM(WrappingKeyCertificate)Z XIHELICt A2 &|Qlo| et B2 1E
HwrappingKeyCertificateChainQ|& AFEELICH HSMOIM Z7|E LHEE I TE 2 E =
PKCS#1 v2.2 OAEP(SHA 256 EE= SHA 512 AF2)E AF2504 EAI2 RSAZE X|HELICH

2 £ import-key

O|E& AF&3t04 import-key APIE £Z£KeyMaterialType& LICtKeyMaterial. 1&
HImportToken2|®?} 3EHHO| key-material BHEE 7| 78 QA)7} EEfL|CH RSA &2
7| 282 M85IX| A=z 7| otetO|E{(o: 7| AAE)E NS ELICH.

1= LS —

$ cat import-key-cryptogram.json

"KeyMaterial": {
"KeyCryptogram": {
"Exportable": true,
"ImportToken": "import-token-bwxli6ocftypneu5",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
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"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true

3,

"KeyUsage": "TR31_K@_KEY_ENCRYPTION_KEY"
3,
"WrappedKeyCryptogram": "18874746731....",

"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography import-key --cli-input-json file://import-key-
cryptogram. json

"Key": {
"KeyOrigin": "EXTERNAL",
"Exportable": true,
"KeyCheckValue": "DA1lACF",
"UsageStartTimestamp": 1697643478.92,
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h",
"CreateTimestamp": 1697643478.92,
"KeyState": "CREATE_COMPLETE",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Unwrap": true,
"Verify": false,
"DeriveKey": false,
"Decrypt": true,
"NoRestrictions": false,
"Sign": false,
"Wrap": true,
"Generate": false
},
"KeyUsage": "TR31_K@_KEY_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY"

7| 7tx427|

62



AWS Zx| &5 35t Add a permission2|

1,
"KeyCheckValueAlgorithm": "CMAC"

m

5. HES}HYEE FHIKHII0 7IKH2 71 ALS

7}X{20| TR31_KO@_KEY_ENCRYPTION_KEY E &= KeyUsage@l A2 TR-312 AI& & 5% 7| 7t
X27(0l0] 7|& AH8E TR31_K1_KEY_BLOCK_PROTECTION_KEYZ QU&LICH 7| 80| CHE
R &(0dl: TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY)Q! A2 7|2 &= 3} 2 dol =% At
8¢ += A&Lict
A AEE 7| 1E F|(TR-31)E M835to CHE 7|8 7K SLct.
Import symmetric keys using a pre-established key exchange
key (TR-31)
Source Platform AWS Payment Cryptography
Import Key Encryption Key
. KekKeyAm ___________
Create Working Key :}
Export Working Key using TR-31 :
Import TR-31 wrapped key <KekKeyAm=
keyARN
4}_____________3 _________________
Source Platform AWS Payment Cryptography
0424 7|§ W tstHL 7| DA E XY M HELH s Yo g HM 7| 7| &8 7|(KEK)E et
gfLict TR-34 EE=0t 22 J|& 8 A8 3101 AWS Payment Cryptography2t KEKE weteh = Q&L

i | o

ChEelM 7l W

KEKE M8t & 0|& AF85t0{ &% 7|(CHE KEKs. AWS Payment Cryptography= HSM &2 4| of
M 2| A8 |1 X|3H= ANSI TR-312 AF&31040| 7| B K| ErLCt.

1. 7| 4353 7| 7I ML 7|(KEK)

KEKE 0|0| 7kX{2t 0 keyARN(EE keyAlias)2 AL

et
1
30
rr
b}
I
o
i}
[u
Ani
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2. & EEHEM 7| &Y

OI

717t Qi B A4 ESE oM HMFLICEH 2= AWS Payment CryptographyOllA 7|& A5t

=

L
e
=
T
=
Ny
0%
IS
o
_|
0
<
b
b}
0%
icl
T
[l
b
>
M
>
O
rlo
c
T
e
N
o
Pl
0o
ot
N
1o
ol
l?ﬁ
N

import-key B 3 &% ol CHt 7| & 53 7|2| ke
CtwrappingKeyIdentifier. Of CHEF AA ESHEO| EE M%E* |EFWrappedKeyBlock
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}I

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
}
b
"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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HICHE(RSA, ECC) HEZ| 7| 7127

Add a permission2|

I B E QIZEME £|A38H A Qe ghZ(0]H
RSA_2048 2| RQIEME ES5te= HI
SMZ 25 35Hof gLic ECC P384 2l

SME 7tX2 f Bt2 E|X| pLotof °H—|I:+

) Q1B MBHE Z245loF & LICH &, RSA 2048 CAE
P9 st Zd=o|CtE ECC @
. R ol

RSA HEE| 7| 7K 27

AWS Payment Cryptography= IH{E 2| RSA 7|& X.509 QIS MZE 71X = R K|HELICE QB M
E 7tXuiH MK RE QIZEME 7IXMHSLCh 2E B M= 742 Wl Bt = E|X| 2fotok g ict. 2l
& MeE PEM &410]|0{0F 3t base64 2 213 = E[0{0F & LICH.

1. FE Q& AE AWS Payment CryptographyZ 7} X2 7|
FEQBME 7tXe{H Ot BHS AFSELICH
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Example
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Add a permission2|

AWS ZAA| &5 st

RIEZ ME AWS Payment CryptographyZ 7} 27|

2. IH{EZ 7|
OlM HEZ! 7|5 7} K€ £ AU&LIC TR-342F ECDHE HEIY A| 2|=Z QIS ME MY steE O
CIE AAEIS| HER! 7|8 AL25104 CIIO|E{E Y S 3ler Bt AFSELICH
o2 MH™EELIC

O|ESEE0| M2
KeyUsage= TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION

7| 7tx427|
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}I

"Key": {
"CreateTimestamp": "2023-08-08T18:55:46.815000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kdbxud22e64wcbk",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
b
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
b
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:55:46.815000+00:00"
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ECC HEE 7| 7tM27|

AWS Payment Cryptography= &2 ECC 7|& X.509 QIEME 7IMe XS XIHE
E 71X 28{M HX FE CA IS AMe &7 °._|§HE tMHELCH 2E QS MeE 7HX2 f gt EEIXI
ofotok gFLct 218 M= PEM &4|0|0{0F 5tH base64 = 213 2 £|0{oF & L|C}.

1. AWS Payment Cryptography2 ECC £ E QIS M 71X 27|

FE QBAME 7IME{H Chs BHS AFSELICH
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Example
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AWS ZAA| &5 st

Add a permission2|

21E ME AWS Payment Cryptography 2 7tX4 27|

CHS B> S M&sto &7t IS ME 7HMHELIcH

7| 7tx427|
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3. =g 7| 2|5 M(Leafl)E AWS Payment CryptographyZ 7}X{ 27|
E|Z ECC QIBME 7K & UX|B 3| AE2|X| 2|ol= AWS Payment Cryptographyoil 2 2]
El g7t Q& LICH O|= ECDH &8 ArSE [ 2= QIE M7t HEMYol| MEE(7] IHE LCt.

7| LHE L} 7]

i

&t

o CHE Z| LHELHZ|

« HICHE 7|HE AME5H0{ 7| LHE LHZI(TR-34)

. HICHA! 7|$(ECDH)S AFE35H04 7| LIE LY 7|
« HICHE 7|42 AI835104 7| LHELHZ|(RSA &)

« A EAEE 7| D E F|(TR-31)E AI85tod CHE 7|8 LHE R LICH

« DUKPT X7| 7| LIE LIZ|(IPEK/IK)

U2 7| 22 s XY

. 3835

. H|CHE(RSA) 7| LYE LY7|

CHA! 7| LHELHZ|

/A Important
Al2FSEZ] AWS CLI o Z| & O 7t =X & RlgLCH KOs 0|E5tE{H AX|IE & X
ML AWS CLI.

5

(][]

HICHE 7| & AL&3stod 7| LHELHZ|(TR-34)

TR-34= RSA HICHE 2= 3HE ALE5t0{ WetS fIsh CHE 718 L= 8tstn MBELICH & 3t= 7|
UEE ESsts HH ME2 FE48 E8FLUC 718 LHELHH AWS Payment Cryptography 7t 7|
HE S AE(KDH) &g §tH CHal A|[ARIO| 7| =4l C|HIO|A(KRD)7t ELICH.

7| LHE 7| 74


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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AWS Zx| &5 35t Add a permission2|

(@ Note
HSMO| TR-34 LHELHZ|E K|t X|BF TR-34 7IK{ 7|8 X|5HX| ot B2 X TR-342
A8 3504 HSM1F AWS Payment Cryptography 7t0ll &% KEKE MHst= 20| E&Lct O
2 CHS TR-312 AF835t04 LIHX| 7|18 ©EE &= U&LCh.

1. WELZ| Z2MA 7|5

£ AM3lget-parameters-for-exportdt04 7| LIELHZ|E I8t 7| Ho{E MAELICE o] 7| Wo{E At
235104 TR-34 HO|2=0f| A{HEEFLICH TR-34 20{0f|AM 0]= KDH MH 215 MILICH QIZ A=
F=Ho| oo XIHE 7|7t SOt REELICIParametersValidUntilTimestamp.

(® Note

2 E QB ME basebs QA0 U&LICH

Example

$ aws payment-cryptography get-parameters-for-export \
--signing-key-algorithm RSA_2048 \
--key-material-type TR34_KEY_BLOCK

"SigningKeyCertificate":
"LSQtLS1CRUdAITiBDRVJUSUZJIQOFURSOtLSOtCk1ISUV2RENDQXFTZOF3SU]. .. ",
"SigningKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURSQtLS....",
"SigningKeyAlgorithm": "RSA_2048",

"ExportToken": "export-token-au7pvkbsq4mbup6i",
"ParametersValidUntilTimestamp": "2023-06-13T15:40:24.036000-07:00"

2. AWS Payment Cryptography 215 ME 41 A|IABISZE 71K 7]

1EtA e RIZBM #MelE =4 Ala”e 2 THXFLICH

3. 24 AlAEol Q1B M AN
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MEE HOo|ZEEE E5517| ?la ME D AIRHKDH)= H
o 2 HSM EEE IHELQ| HSM)2 HEE! 7 =
Ct. AWS Private CA & At835t0{ QIS ME MEe = UX|Bt ZE Q15 7|

]

u
=3
_(')_

|0
M
o 0=
0x
ol
kI
Pad
(@)}
(@]

RIBEME &2 F Importkey BHE AtE5t0o RE QIEME AWS Payment Cryptography £ 7}
XMSLICH o] AL KeyMaterialType2 RootCertificatePublickeyZ, KeyUsageTypeE
TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURELZ A &rL|C}.

2|Z QIZ Mol MHSHE FE 7|0]7] KeyUsageType [ME0IE
TR31_S@ _ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATUREZ AFEErLICH & QIS MHE AWS
Payment Cryptography2 7tx{2 ER 7t gigLICt & QIS ME Qletele s MEE = /A&LCh

(@ Note
O|Ho| RE QUBME 7R A<R0| BHHE HUHELICH 52t elB Aol B2

CtTrustedCertificatePublicKey.

]
Pl
0l
ot
rC

4. 7| HELYZ|

7t 2 KeyMaterialType M El Exportkey APIE 3 &8 LICITR34_KEY_BLOCK. CtE2 A3
&t ok =FL|Ct.

- 2 3EtAH M R E CA2| keyARN CertificateAuthorityPublicKeyIdentifier

- 2 3EHA9| B|Z Q1B M WrappingKeyCertificate

- 2 HEUEd= 7|2l keyARN(EE= HE) --export-key-identifier

« 1TEHAS HEWZ| EE
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Example

$ aws payment-cryptography export-key \

--export-key-identifier "example-export-key" \

--key-material '{"Tr34KeyBlock": { \

"CertificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kd6xud22e64wcbk", \

"ExportToken": "export-token-au7pvkbsq4mbup6i", \

"KeyBlockFoxmat": "X9_TR34_2012", \

"WrappingKeyCertificate":

"LSOtLS1CRUdAITiBDRVIUSUZJQOFURSOtLSOtCk1JSUV2RENDQXFXZOF3SUJBZ01SQ..."} \

}I
{
"WrappedKey": {
"KeyMaterial": "308205A106092A864886F70D010702A08205923082058...",
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK"
}
}
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HICHE 7|#(ECDH)2 AF&3t0d 7| LHE LK 7|

Using ECDH to export a key from AWS Payment Cryptography

AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority
=Create Key> N
V. keyAm KEK1 '
<Get Public Key Certificate(PARTYU _KEY1)> o
¢_____P_e_”_ific_ﬂ_‘?EQ?E‘_T_—_P?:FET‘*_'L_’_—?_EYJJ ______ ’
Install Public Certificate (CERT _PARTYU KEY1) A
: Generate ECC Key Pair (IL’AHTYV_KEYH :
: Generate CSR :
Sign CSR g A
- Cedificate(CERT_PARTYV KEYY) |\ '
<Import Cert Chain= (PARTYV) N
ExportKey(keyam = keyAm_KEKLmethod:ECDH]:
VR TR31 KeyBlock . '
DeriveKey using ECDH N
7 — Q?r_i\:%d_K_e_xlf ________________________________ '
ImportKey (derivedkey, TR31_KeyBlock) N
¢______________________k?!{\r_"_l‘.E_*‘E‘_!“I%EP_eiﬂ_LlY_t'?M’_”‘_F_*E ______________________ '

AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority
Et 2 =M Diffie-Hellman(ECDH)2 ECC H|CHE 25 3HE AF&35H0{ AFM mehEl 7| @10 &= S ARl 2+
of 3% 7|18 M™ELICE ECDH 7|&= Al 7|10|=2 2 AWS Payment Cryptography= 7|18 &5t X| &
gLct o] Z2MA0M YE|M KBPK/KEKE ECDHE AM&5to4 mtEL|Ct o| ot 7= M& 5t
£ 7|18 ef¥st= ol ZA| A8E|IH, Ol= CHE KBPK, BDK, IPEK 7| EE& 7Bl 7| R8Y = &Lt

LHE &l [ AWS Payment Cryptography= EAFRF U(O|LIAIOIO|E))EI D &t 4= Al A|AEIS EHAFK}

V(SERhHEtz gfLct.

@® Note
ECDHE ZE OIE 7| R8s WEsie O A8 &= URX|B KEKTZ} OF R MHEE|X| 2 B2
AES-256 7| ™45t O A E £ Qe U M2 &hAldLCt

1. ECC 7| Hjof 44
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ZEcreate-keydto{0| ZZM|A0| CHEt ECC 7| 012 MM EFLICE O] APIE 7| 7HK
7| = LHEUWZ|E 2IEt 7| Ho{E g Lict 44 AlO] ECC 7|18 AFE35t0f mHdg

Rl 7| ERE XIHELICH ECDHE A8 50 CHE 7|8 MEHEIT)E mhe 2te AFSEL
CTR31_K1_KEY_BLOCK_PROTECTION_KEY.

® Note
5t?| =& ECDHe= o{H SHo =& AEE = U= It 7|E At X[EF AWS Payment
Cryptography._ 7|18 B ot 7| RHoiE A SE = UESF 585t0f ot S = 7|

£ d+= MAEste WS HMetELch

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",

"KeyAttributes": {

"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {

"Encrypt": false,

"Decrypt": false,

"Wrap": false,

"Unwrap": false,

"Generate": false,

"Sign": false,

"Verify": false,

"DeriveKey": true,

"NoRestrictions": false

.

"KeyCheckValue": "2432827F",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,
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"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

[a

}

N
E
i

2l 7| QB M 7K 7|

E $Z&get-public-key-certificatedtod £ 2| 2| AWS Payment Cryptography &
A CAUA MBS X509 IS AMHE HEZ! 7|E £=4IEHLICH

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJIT..."
}

3. SOUY AlAHE HEE ASM AXI(ZARLV)

HSMs B2 B2 7|& dHstcd{H 1B A0 dEE =2 QB ME IRl 2= E= AlZ[sHok
grL|Ct. o97|0l= HSMO| 2 FA| QIE M ®|Ql = £ E QIS AL TEE 4 Ql&L|cH 7&|1%
Ol X|&2 HSM MBAME FHZ5IM L.

4. A AMAHIOMECC 7| H0{E A5l AWS Payment Cryptographyoll 215 M Q! M|&

ECDHOIM ZF @ AtAt= 7| H o1& st & 7|0l S| LICH. AWS Payment Cryptography
7t 7|1€ FESt2{™ dOiYo| HER] 7|7t X.509 HER 7| @Ale 2 EHFLICH

HSMOIM ZI1E M&E W e HSMO| 7| Ho{E MAMEL|CH 7| EEHSMsS| B2 7| sl{e=2t
HIRELICIDO144K3EXQQEQQ00. Q1EME MAE m YUt o 2 HSMO|A CSR2 M-t OIS
HSM, EtAF EE=0 22 MH|ATE QIS ME M8 AWS Private CA = U &LICH

z U

KeyMaterialTypeKeyUsageTypeO| 21 importKey HHEZ A&
5to{ R E 215 ME AWS Payment Cryptography0ol| 2 = &fL|
CITR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. RootCertificatePublicKey
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Add a permission2|

57t 215 Mo B importKey B2 2| KeyMaterialType TrustedCertificatePublicKey
glo

| KeyUsageTypelt & 74 At &L
C}TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. 0424

=7t o1&z Mol cisiol =2
MAE BrSELICEH MloM OFX[H o 2 7IX{2 QB AMKeyArnQlE &4 LHELH7| 3o CHEt
elado Z Ab3EtL|C}.

2|Z CIBME 7HM2X| DHYUAIR. LHELHZ| BE Sof 2 MSghict.

5.  AWS Payment Cryptography0i A{ 7|

LHE ' I} MH|AE ECDHE AL835t0d 7|1 &8 OIS
At&stod L2 7| & e EELICH LHE2Y 7|= TR-3

Z Al 0|2 KBPKZ A83t0{ TR-312
1835
AES 7| = d&LICH B 2HE 7|7} LHE Z|RtE &

52 0| MBEl= ZE TDES E&

$ aws payment-cryptography export-key \
--export-key-identifier arn:aws:payment-cryptography:us-
west-2:529027455495: key/e3a65davghbpjmsh \
--key-material="{
"DiffieHellmanTxr31KeyBlock": {

"CexrtificateAuthorityPublicKeyIdentifiex": "
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",
"DerivationData": {

arn:aws:payment-

"SharedInformation": "ADEF567890"
},

"DeriveKeyAlgoxithm": "AES_256",
"KeyDerivationFunction": "NIST_SP800",
"KeyDerivationHashAlgoxithm": "SHA_256",

"PrivateKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,

"PublicKeyCexrtificate": "LSOtLS1CRUdITiBDRVIUSUZJIQOFUR..."

}
}l

"WrappedKey": {

"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial":

"DO112K1TBOOEOOO0O7012724COFAAF64DASOE2FF4FO9A94DF50441143294EQE995DB2171554223EAAS6D078C4CF
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"KeyCheckValue": "E421AD",
"KeyCheckValueAlgorithm": "ANSI_X9_24"

}
6. IIE|V HSMO{A{ ECDHE Al25l04 Y35|Ad 7| AfAd

o2 HSMs 2! 224 A|AEI2 ECDHE AI236l04 7| M™HE X
2! 7|2 X|™85tD 3EAIe| 7|€ = ztold! 7|2 X|™ELCH @
|

OFX|Ho 2 X & TR-31 HHE AL 35104 AWS Payment Cryptographyoll A 7| 7}A4{S LC}.
ECDH TLH‘o 7|8 KBPKZ X|H35t 1 0|T0ll AWS Payment Cryptography0il M LIEH TR-31 7| &

HICHE 7| E A& 3stod 7| LIELHZ|(RSA 3)

TR-34E A8E = Q= 82 7|
0| HHAME £ RSA H|CHE! &5 5}
Z|X| et &Lt

1] El
toh

20l RSA EHE/QIEHEE A E &= UELICH TR-342+ OHEH7HXR|Z
250zl 7|12 95 . 22{L} RSA #ofl= Ct=20| =&

- & GAAto] olFt Ho|2E MTE
- & B0l 7| HEIC|O|H FEHEE ®Xlste 7| EE
(@ Note

RSA 22 Al835l0{ TDES % AES-128 7|E LHEH &= JU&LICEH

1. 4l AJA=IO|AM RSA 7| & Q1B A A
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cHEE 71§ #4lst7| 212t RSA 7|1§ W/ dstHLE AEELICH 7|= X.509 215 A & 4l0[o{of &f
LIC}. @15 ME AWS Payment CryptographyZ 7tXM& £ Q= FE QISMEZE MBI =X| &l
L|CH.

= A=
2. FE HE=

ro

S ME AWS Payment Cryptography2 7t 2 7|

--key-material M1 import-key &7 AFE 3504 QIZ M 7HX{ 7|

$ aws payment-cryptography import-key \
--key-material="{"RootCertificatePublicKey": { \
"KeyAttributes": { \
"KeyAlgorithm™": "RSA_4096", \
"KeyClass": "PUBLIC_KEY", \
"KeyModesOfUse": {"Verify": truel}, \
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, \
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRV..."} \

}l

"Key": {
"CreateTimestamp": "2023-09-14T10:50:32.365000-07:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false

+
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"

+
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
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"UsageStartTimestamp": "2023-09-14T10:50:32.365000-07:00"

}
}

3. 7| LHELH7|

2 QB ME AFE5tod 7|12 LHELHZ= S AWS Payment Cryptography0ll X|A|gtLIC} CIS S K|

« 2EHAI0|M 7IX{2 R E 215 2| ARN
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Example0d| - 7| LHE L{7|

$ cat export-key.json

"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",
"KeyMaterial": {
"KeyCryptogram": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl",
"WrappingKeyCertificate": "LSQtLS1CRUdJTiBDEXAMPLE...",
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography export-key \
--cli-input-json file://expoxt-key.json

"WrappedKey": {
"KeyMaterial":
"18874746731E9E1C4562E4116D1C2477063FCB08454D757D81854AEAEEQAS52B1FOD303FA29C02DC82AE778535
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM"

[}
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® Note
cHEEl 7= hexBinary @Al 2 £33 E|L|CH A|AEI0]| base642t 22 CHE HIO|LHE| E
0| st 42 Al Hatsor g 5= JUaLch.

AH dEE 7| g 7|(TR-31)8 AFEeto THE 7|8 LHEHLICH

o] 7|§ metstHLE 7| LA E X|HstE B2 HEHE ditMez MX| X7| 7| @ &Z3t 7|(KEK)E
WEELICH TR-34 EE=2 Z 2 7|&2 Ar&35t0{ AWS Payment Cryptography@ KEKE wateh &=
gLICE2[M 7| W2 KEKE dEet = 0|& AtE35104 CHE KEKs. HSM 32 Aol 'EE| x| st=
ANSI TR-312 At83t040| 7| & K[ZELICH

1. 7|1 ¢33 F|(KEK) 4™

KEKEZ o|0| 2 &3 1 keyARN(EE keyAlias)2 AHEE £+ QUEX| & QIErLIC,

2.  AWS Payment CryptographyOllA{ 7| 2444

717t ot & gie= B2 7|18 HMELICH E= CHE AIARNM 7|18 M5t D 7HX27| BHEE ALE
g = A&
3. AWS Payment Cryptographyoll A 7| LHE LHZ|

o
N
1]
k)
o2
el
C
n

TR-31 FACE LHEH [ LHEE 7(2F AHSE 24
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Example0i - TR31 7| 252 At&35t04 7| LIELHZ|

$ aws payment-cryptography export-key \
--key-material="{"Tr31KeyBlock": \
{ "WrappingKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbtzcza” }}' \
--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"DO144KOABOOEOOOOA24D3ACF3005F30A6E31D533EQ07F2E1B17A2A003B338B1E79ESB3AD4AFBF7850FACFOA3784
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

[a

}
4. 7|8 AMAHISE 7IK{27|

AAEIO 7K 27| 7| #3E AF86t0od 7|1& 7HMELIC

DUKPT %7| 7| LHE L§7[(IPEK/IK)

DUKPTE At&st= &
A

e Ze B0l B
BDKOY X% KA S 4 gigsLich Chel Z Bl IPEK £ 7] 7|(K)2t D
A

=
Old 7|12 graLlch 2 IPEKS 198 7| Y3 HE(KSN)E

KSN #Z& 253t /30 et CHELICH

- TDESQ| A<2: 10HIO|E KSNO{&= CtS 0| Z & ELct.
- 7| ME IDQ| B2 24H|E
- E0O/'d IDS| A< 19H|E
- EMM IIREQ| A2 21HIE

« AESO| Z42: 12H}0|E KSNOll& CHZ 0| Z &HELCH.
- BDK ID2| A2 32H|E

- Ibe AEXH(D)S| AL 32HIE
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2iEt 27| 718 YYD U2 UE HFHUES MSELICH TR-31, TR-34 FE= RSA ZHE &g A
25l0f MME 7|2 LHEY = U&LICH IPEK 7|E | XIEIX| 2620 AWS Payment Cryptography2|
£4 30f AHRE 4 glgLict
KSNQ| %8 & 2 Ztoll 282 M85tX| o &LICH ST AEAHE BDKS} E7H X3 6243 AWS Ef
JE MEE + &Lt

(@ Note

KSNQ| 7H2E § 2 (AES DUKPTL| B2 32H|E)2 IPEK/IK T+Aoi ALS E|X| of &L
S04 12345678901234560001 Z! 123456789012345699992| 21212 S USt IPEKE AiAd&hL|
Ct.

$ aws payment-cryptography export-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza"}} ' \

--export-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \

--export-attributes 'ExportDukptInitialKey={KeySerialNumber=12345678901234560001}'

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"BOOO6B1TX00S000038A8A06588B9011FODSEEF1CCAECFA6962647A89195B7A98BDA65DDE7C57FEASQ@7559AF2A5D6C
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

[}

LHiEH 7| EE 5| ™

ASC TR-31 _EEE R-34 35' 1o o= L—HHL'H [[H 9' % o = o O A
OME TR-31 7| 25 AN LHELHZ| S0 £HE &= s 40 Cish A ELICEH
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s HHE A 2 C(Z| Y
- oAt A}-g-ilxl

0
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« ™ B(TDESE Al
83 mt4)

« H{T D(AESE AlS
& 7| o)

LHX| HIAIX| 2| 2ol
£ x|ggfLch

Ct=1k 2ol 7(0 31&
tle 54 deolgy
Ct

7l 7l gnEEe
xI5gtch CH2 2 %l
IBLICH

- T(TDES)
« H(HMAC)
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M BE AFE35tI AES
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7|
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7l A E

7|

7| LHELHZ

C=X

O

. A(AES)
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0|

* e =% i M Z2t2 AWS Payment Cryptography 2| 34x Zt 2 Ct Cf AM8tx0|o{oF &FL|Ct. ofAl:

X 7| Ar& EE7} Generate=True,Verify=True®! 3<% O|& Generate=True,Verify=FalseE #13

= A&LIch

me gt

- 717t o|0] LHELHZ| E7tS22 AHE 42 7|18 UEUWT| 75z HEY + gL/t

Y 2L0| RSS2 MBELICH TBILE 44 AL HE 57| Fof
& 4 UBLICH 2 & 7hR| YEHSQI AlLbE| Lot

. 7|2 7K E{0IGE LY 0 Yets{o 2 E{0jde FIB 72T LIE LIS o Not
ExportableZ|2Z LHELZ| 7Is8E 2 MHELICH

- AZE 7| HEHO|EHE &l AlAHE| P dHoF st 2 AFSAL X|H HO|ZEE Hdst= CHA
TR-31 B4 S|HE ALSstod HIELH|OIEE 7|0l & &3t Y Ale=z HRQIFELICH

o
« KeyVersion ZEE AI&35t01 7| HTE M50 7| nAE FXELICEH

TR-31/X9.1432 && &HE 2|8 X|2F Payment AWS Cryptography It 2FO|E{E SF35t1 41 Al

AHI0| O|§ +&8/E = UE Bt THE sIHE A8 =+ U&LICH HELHY| & 7| 5 silCofl CHEr XA

g LI 2 API etLiM 2| 7| E5 SIEE HZsHM 2.

ct = 2

rlo
>

2o 2 BDK 7|(0d: KIF)& LHE L= of ILICt

i)
rlo
mﬂ

- 7| HT™: 02
« KeyExportability: NON_EXPORTABLE
- KeySetID: 00ABCDEFAB(002 TDES 7|& L}EtHL| T ABCDEFABCDE= X£7| 7|9)

7| A8 BEE XIY5HK| §f2 2 20| 7|&= arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp(DeriveKey = true)lA AF& ZEE A&3rL|C}.

(® Note
Ol oMol M LHELHZ| 7ISE HEUWY| 27522 dEstHetT KIFE CHEE +3g =
&Lt

« DUKPTO A2 E|&= IPEK/IKSF 22 Tl 7|

 Ol{Er ot 7|E LHE LY ClHfo|&0E MRIELICH
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_KeyBlockHeaders.html

AWS ZAA| &5 st

Add a permission2|

Olz= &M §LE3| S ELICH

$ aws payment-cryptography export-key \
--key-material='{"Tr31KeyBlock": { \
"WrappingKeyIdentifier":
ovbicy4ryasbzcza", \
"KeyBlockHeadexrs": { \
"KeyModesOfUse": { \
"Derive": true}, \
"KeyExportability": "NON_EXPORTABLE", \
"KeyVexrsion": "02", \
"OptionalBlocks": { \
"BI": "OQOABCDEFABCD"}}} \
A\
--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

{
"WrappedKey": {

"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",

"KeyMaterial": "EXAMPLE_KEY_MATERIAL_TR31",
"KeyCheckValue": "A4C9B3",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
}
}
3 &l

sIciE 3ol

3
T2 AL BB5HR|

X9.1432 UUHE O] AL AbElof CHEF X
AWS Payment Cryptography= O|248t SILHHE +

sl ol& g QUHIR{O| S
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TDES KSI2| Z< 10

7Hel 16l =&t =
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"arn:aws:payment-cryptography:us-east-2:111122223333:key/

LICH. HM(HMAC &l Al) SIHHE MQlstn
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(BDK ID, AES DUKPT

8) EE 7| ME Al

XHKSI, TDES DUKPT
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sl ol& X LRl HE =gl
BDK ID(AES DUKPT) &3t [ AF28 4 9|
o A< 872 16Tl X|BHIK 2 KS 250
=Xt Z e E CHE dlo|eHE
nmete Hes fEL
Ch dEtHo 2 Bl=
KIFE TEE M ALE
El= g IK EEE= KS
= E{0'd RtAof =&
o of AL ELCH
HM HMAC %fdof CHet 5 * 10 - SHA-1 MH|AE LHE L7
Al REE XIEELICE . 20_sHA-224 AlO| HEE RS2
. 21— SHA-256 2 ML ItM27|
Al & 2MELCH
+ 22 - SHA-384

SHAKE1281} Zt0| M
* 23 -SHA-512 HIAOIAM X|25H K| o

. 24 -SHA-512/224 = 8A
. 25-SHA-512/256 T A%
- 30 - SHA3-224
- 31 - SHA3-256
- 32 - SHA3-384
- 33 - SHA3-512
- 40— SHAKE128
- 41 - SHAKE256
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sl ol& (=

IK AES DUKPTS| = 7|

7| d HE
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7| dE HE

16 16Tl EXt
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sl ol& Sk gl 45 Sl
KP il 712 KCV 2712l 16Tl E Xt ol Zt2 =4 ClHtol&

E KCV HAMEE L}t ol M Z7| DUKPT 7|
EHHLICHX9.24 HIM MBS QIAEIASLE
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PB g =5 2{olo| QI 7t Et MH|A&= LHELHZ| Al
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HICHZ(RSA) 7| LHE LH7|
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Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb

{
"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdIT..."

}

=g

ol Moz 1&g 7| ne ALtz & 74d

fjo

CHELICH

A
« BYOCA(Bring Your Own Certificate Authority)

- ECIM 7| wEt

BYOCA(Bring Your Own Certificate Authority)

712X o 2 MH|A LHoM MA4E HICHE/(RSA,ECC) 7|0l IHE 2! 7| QIZ M7} L st B2 o|z{3t 2
& M= AWS Payment Cryptography 2! H'd I/ 1& 7|B(CA)0|lMH & ZELICH O|ZH 5t™ CAE
Al e = MMEHHLE QIS M ME 2% (CSR)2 HEIE B Q10| X.5098 ZHEHSHH AFS E = &L

£ 0|92 LR FL XA CAE ALY 2 2t 7|
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e

BYOCA 7|5& At&stH TR-34 7tXM27I/LHELHZ|, RSA ®12iE, ECDH Z[gt 7| H& & B ATt AL
= ZE ROIM RA 215 7|2HE MAEE + JU&LICH ol T TAoAM LHE QIS AM AelS
fX|5HoF t7HLE £ CA Q1B M7t Hedt IEL g mf & LICH CHE M oAM= TR-34
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1. ME RSA 7| CreateKeyE AH&3t0{ BA|Mo 2 MMELICE o™=
GetParametersForExportE S35l 2 AIMHo 2 MM EII&LIC

2. M API GetCertificateSigningRequeste= 2|5 CAMIM MEE 4= s CIEM ME QE(CSR)S A
AEhLlct.

3. ExportKey API= ZEL 0] RIS MHE XIS
N&zemHimport-token, Ol AMEHE

op
!
i
>
0¥

A

« O] oMol M= RSA-2048 7|E A28l TDES-2KEY 7|2 eiZ/eL|Ct. AES-1282 LiE A
[ 2= 7|7} RSA-3072 EE= RSA-4096Q1 x| & olstL|Ct.

- 71 LEMOlI @ /R = SigningKeyIdentifier & 2 EAIElE 7|71 YXI5HK| et=Ct=
SigningKeyCertificate ZdQILIC}.

BYOCA I EZ
ClS EHAlE TR-34 LHELH7|E /8t % BYOCA KT EZZE HoiELIC|

Et7|(Steps)
« 1EtAH: RSA 7| 4

¢ 2B 1B M M 28 MY

. 3EHA|: CSR HE(M
. 4EHA: 215 7|82 S5 CSR MY
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AM HA|.%)

o 5CHH|: CA Q1B M 7IX{27]

OII

« 6EH7: KRD 53 QIS M 7I K27

« 7Et7: BYOCAE AIE3104 7| LIE LK 7|

1EtA): RSA 7| M4

X 332 = KDH A8 215 M7t 2 RSA 7| H0{E dE&LICH B2 & FTtst0d 7[2] SME 4
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GetParametersForExport.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GetCertificateSigningRequest.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_ExportKey.html

AWS Zx| &5 35t Add a permission2|

ExampleA{EE 2|8t RSA 7| &M

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, KeyClass=ASYMMETRI

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
xgmqg6fs6uow736uc",

"KeyAttributes": {
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "RSA_2048",
"KeyModesOfUse": {

"Sign": true

.

"KeyCheckValue": "41E3723C",
"KeyCheckValueAlgorithm": "SHA_1",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY"

CtS EAHMIM KeyArn 22352 7|25 SL|C}.

20 QIS M ME 2F 44

OII

GetCertificateSigningRequest APIE At&36104 2|F CAZt HEE B M MB LE(CSR)S gL
Ch £32 baseb4Z QAT E PEM It AURULICH 2EHXE base64= C|Z It X st B PEM
F4lo| RE 8 CSRO| »l&Lct.

Example CSR A4

$ aws payment-cryptography-data get-certificate-signing-request \
--key-identifier arn:aws:payment-cryptography:us-east-1:111122223333:key/
xgmq6fs6uow736uc \
--signing-algorithm SHA512 \
--certificate-subject '({

ki
il


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GetCertificateSigningRequest.html

AWS Zx| &5 35t Add a permission2|

"CommonName": "MyCertificateAWSUSEAST",
"Organization": "Amazon",
"OrganizationUnit": "PaymentCryptography",
"Countrxy": "US",

"StateOxProvince": "Virginia",

"City": "Arlington"

"CertificateSigningRequest": "LS@QtLS1CRUdJITiBDRVJIUSUZJIQ@OFURSBSRVFVRVNULSOQtLS®O..."

F

ofr

CertificateSigningRequest ZEO= MHEE ¢8|l CAM| 2 base64= 21FEE CSRO| =
lof J&LCH.

i

3EHA|: CSR AE(MEY AFE

for
o
>
I
o
]
1
30
I
r
il

MEAMO 2 OpenSSLE A83501 CSR 2HZXE AESI T o4 CHE &
Example OpenSSL2 AI&3l0{ CSR Z2E

$ echo "LSOtLS1CRUdITiBDRVIUSUZJIQOFURSBSRVFVRVNULSOtLSO..." | base64 -d | openssl req -
text

40H: 215 7|22 S8l CSR MY

CSRE ¥4t o= & 712 (CA)Sl MBS ook BLICH Z2HM #Zo|ME UEHESZ AWS
Private CA EE= = X|o| MHEI CA QIZZIE AIE R LICH E|lAE SXSZ OpenSSLE AHE 5104 AHA

—_
MYE QIS ME MNE £ e

A2 AWS Private CA

E AME35t04 CSRO| AHH32{T AWS Private CATHA{ base64Z QIFEE CSRE C|ZE St mof|
X{ &8t Ct2 IssueCertificate APIS AF28FL|C}.

ExampleZ AF&3l04 CSR M AWS Private CA
$ echo "LSOtLS1CRUdITiBDRVJIUSUZJQOFURSBSRVFVRVNULSOtLSO..." | base64 -d > csr.pem

$ aws acm-pca issue-certificate \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-

authority/12345678-1234-1234-1234-123456789012 \

gz =H 99


https://docs.aws.amazon.com/acm-pca/latest/APIReference/API_IssueCertificate.html
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--csr fileb://csr.pem \
--signing-algorithm SHA256WITHRSA \
--validity Value=365, Type=DAYS

"CertificateArn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012/certificate/abcdef1234567890"

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/12345678-1234-1234-1234-123456789012 \

--certificate-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012/certificate/abcdef1234567890

{
"Certificate": "----- BEGIN CERTIFICATE----- \nMIID...\n----- END CERTIFICATE----- ",
"CertificateChain": "----- BEGIN CERTIFICATE----- \nMIID...\n----- END
CERTIFICATE----- "
}

LHELHZ| EAM A8 E QIBM EHIXE MEELICH ExportKey APIO| K|S & [ base64 212 E
o| E%L|ct.

E|AE 0] OpenSSL AFHE
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ok
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E|AE £XOZ OpenSSLE AL&35t0{ XHA| AMBEI CAE M5t T CSROY| A LIct. X

CA ZZtolH! 7|2t RtA| MBE CIBME MMEL|Ct

Example OpenSSL2 AF85t0{ HIAE CA M4

$ # Generate CA private key
openssl genrsa -out ca-key.pem 4096

$ # Create self-signed CA certificate
openssl req -new -x509 -days 3650 -key ca-key.pem -out ca-cert.pem \
-subj "/C=US/ST=Virginia/L=Arlington/0=TestOrg/CN=Test CA"
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3 .S O™ BEHA|0 M CSRE C|Z Y5t HIAE CAZ MEELICE

Example OpenSSLZ At&3t0{ CSR MH

$ # Decode the base64-encoded CSR
echo "LSOtLS1CRUdJITiBDRVJIUSUZJQOFURSBSRVFVRVNULSOtLSO..." | base64 -d > csr.pem

$ # Sign the CSR with the CA
openssl x509 -req -in csr.pem -CA ca-cert.pem -CAkey ca-key.pem \
-CAcreateserial -out signed-cert.pem -days 365 -sha512

Certificate request self-signature ok
subject=C=US, ST=Virginia, L=Arlington, O=Amazon, OU=PaymentCryptography,
CN=MyCertificateAWSUSEAST

O|XM| MHE! 215 M7I0]l Q&LICtsigned-cert.pem. ExportKey APIOI QIS MHE XS E mfo| 215
ME base64= Q133N oF & L|C}.

Example Base64 MEE QI M QAT
$ cat signed-cert.pem | base64 -w 0

5EtAH|: CA Q1B M 7HX{2 7|

U0|9| QB M7t A EIX| L& StEdH AH8 521 Z & CAE HX{ &lZ|5HoF B LICH ImportKey API
504 2|5 CAL| R E QIS ME 7IXZLICt. 57t CAE AI83t= AR E import-key CHA| &
3t TrustedPublicKey CHAIE X|"HRootCertificatePublicKeydt £ E CA ARNS x|

ExampleF E CA 215 AM 7IK 27|

$ aws payment-cryptography import-key --key-material="'{
"RootCertificatePublicKey": {
"KeyAttributes": {

"KeyAlgoxrithm'": "RSA_4096",

"KeyClass": "PUBLIC_KEY",

"KeyModesOfUse": {
"Verify": true

}I

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"

},
"PublicKeyCertificate'": "LSOtLS1CRUdJITiBDRVJIUSUZJQOFURSOtLSOt..."

il
M
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}

}l

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
xivpaqy7qgbbm7cdw",

"KeyAttributes": {
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096",
"KeyModesOfUse": {

"Verify": true

o

"Enabled": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL"

LHELHZ| EtAH0l M KeyArn AL & CAE 7|85 ELICH
6EHA: KRD & 53 QIS M 7HK 2 7|

O] oflM|oflAH= AWS Payment Cryptography 2 CHA| 7FX{2 2 2 GetParametersForlmport APIE AFHS
501 KRD HEE! 7| QIBME &It F MH[AE S EELICE AKX ALE[20MHE HSM, ATM, &2
M EDId == ZA EHOld 22l AARD 242 CHE AARI|M O|& NS ELIch

ExampleZtM27|& 2[et mtetd|E 727

$ aws payment-cryptography-data get-parameters-for-import \
--key-material-type "TR34_KEY_BLOCK" \
--wrapping-key-algorithm RSA_2048

{
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOQtLSOt..."
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@OFURSQtLSOt..."
"WrappingKeyAlgorithm": "RSA_2048",
"ImportToken": "import-token-v2rxplédrxeptn7w",
"ParametersValidUntilTimestamp": "2025-11-01T18:45:31.271000-07:00"

}
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72t Hl: BYOCAE AF85t0{ 7| LHE LA |

OFX|2f2 2 ExportKey APIE AF& 3504 AHAl CA MY QIE At BH7Hl TR-348 At 35tod 7|18 LIE L
Ch. ExportKey 2|5 CAOIM MBS ME QIS ME HFErLct.

Example BYOCAE At&35t0{ TR-34 LHE L]

$ aws payment-cryptography-data export-key \
--export-key-identifier arn:aws:payment-cryptography:us-east-1:111122223333:key/
iox73p5fachayjiod \
--key-material '{
"Tr34KeyBlock": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-1:111122223333:key/j625deyfqlwctu57",
"SigningKeyIdentifier": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/xgmq6fs6uow736uc",
"SigningKeyCertificate": "LS@QtLS1CRUdJITiBDRVJIUSUZJQOFURSOtLSOt...",
"KeyBlockFoxmat": "X9_TR34_2012",
"WrappingKeyCextificate": "LSOtLS1CRUdITiBDRVJUSUZJQOFURSOtLSOt..."

}
}I
{
"WrappedKey": {
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK",
"KeyMaterial": "3082055A06092A864886F70D010702A082054B30820547..."
"KeyCheckValue": "3DCA31",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
}
}

OIX| =&l AIARIOIM EFE TR-34 7HMR7| Z2HAE ALE3to] LHEH 7| 258 7t 2 £ A& L

« O| o Ml= AWS CLIE At835t04 EA[ELICE Java, Python, Go 2! RustE Z &8t 2 E AWS SDKsO|
}.

M SYet 7IsE AMEE + U&LICh

1 0

« K& MHEE CAR EHIAESHE 72 OpenSSLE ALE510{ E|AE CAE M5 11 CSROI MBE £
AU&LICH Z2EHM 2tF0Me 22o| Y E CA lZEtE AASELICH
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42 22|™ 7| net2 Ar835to{ 0| 7|8 &
= A&LICH E&E AWS 7| ZE|XH= PCI PIN
215 AWS 2 Eot Aldo IH 7 °| % F5t04 LEZ 2RI HSME A&3sto F0| 7| +
o Z HEELICE o] MH|AE ECDH 7|8t 7| B2 AF&35+0{ ECDHE & E
TR-31 7| EE&2 ™&ELICH.0| ES2 AWS Payment Cryptography A&ES 2 & 7hK{S LI}

(® Note
7| 7t 7| D UHELNZ| 7IsstH EE 7|8E AI835tE ZWo| E4LUICH TIEL] £ 3 2Y
A7} ANSI X9.24 TR-34, RSA BiZ/Q12HE L& ECDHEe} 22 ™AL 7| m g w2 X|25HK|

= 4ot E221H 7| nEE ASELICH

2|3l CloudFormation ElZZ!2 AHXoi ECC 7| H0{2} S3 HZIE MM
gLCH O Chg ASRH E= THELTF 50| 7| 714 248 AWS Eot A|
M2 HiSELICH 07| E7E AWS 7| ZH2[210] 9£ IRl HSME At&35tod 7| o|Alg =& EfLCt.
El ECDH 2{¥ TR-31 7| EE2 2, HICHE 7|®H(ECDH)S AFH&73104 7| 7HA
LI HAMEE ArE5t0 HHS R 7HX Lt EEPH 7| m&2 TDES L AES 7| ¢ T 2|& ZF0{A]
KEK(Z| AH2 K1) EE= BDK(Z| AF2 BO) 7| 7}K2 7|8 R|4EtL|CH.

CtS Ctolo{a3 2 end-to-end E21X 7| & T2 M|AE HoiFLICI

ki
il
e
=
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Physical Key Exchange Process

, AWS Key AWS Payment | | AWS Customer
AWS Customer Custodian | | Cryptography | S3 Bucket
Request to initiate key exchange >
Provides CloudFormation template
CreateKey (ECC key pair),
GetPublicKeyCertificate (ECC key) >
Create S3 bucket,
store key exchange inputs >
Provide S3 bucket name >
Provide shipping information
Ship k t
ip key components >
Key Ceremony
Store ECDH wrapped
TR-31 key block >

Key ceremony complete

ImportKey using ECDH

>
AWS Customer AWS Key AWS Payment | | AWS Customer
Custodian | | Cryptography | S3 Bucket
1. A= xI® 12 ME S AL AR B2IRieH HRtstol 238 RIS ELICH
2. 04 HY - AWS x| 53OS AN 2 BAE 2tz g 4 lE CloudFormation E3!E
A

I>
r°I-
mlo
4
A
g'l_l
rr
0
12
jo
>

« AWS Payment Cryptography AH|A 2 OF FH|0|H| 17[/A4 7] HA|
235104 Amazon S3 IS MAMELICH
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- ECC HE2| 2B M2 ME FE CAE Amazon S3 HZ!ol| & &rL|Ct.

o
Y B0/ 7| FE 2L A L2 F2 58S MSELICL
C

3. S3 H{Z! 0|8 3R - T2 CloudFormation 2 &0 A A48t S3 H{Z! 0|2 S RELICE 07|M
HEZ 7| QB A, 1B A L 7] £42 AWS Payment Cryptographyoll K& £|0{ 7| MBS A
XI-%I-L_||:|._
1A

4. Hi& =7 - AWS Payment Cryptography= O|= 7|8t 20t A|Moi| CHE HiS ME HEE MBS &L
Ct AF8AHEEE THELYT} B0| 7| 718 LAE AWS 7| Z2|Xtof| Al B &S & LICH.

2 50| 74 QAE 45T 2 A 240] Chsl ol &2

rr

5. 78 @4 £=4l-AWS 7| 2 2|&}
£ HeLc

6. 7| MBIZL] - AWS 7| 2|21 @ Z2}9I HSME AF83510 7| MBI2LIE =& EfLICt. ECDHOIA
ot ME AES-256 7|, @ Z2t2I HSM2| ECC HEE! QIS M & MHE QIS ME AI235to4 eiE & At
TR-31 7| E£2 Amazon S3 HZ!loi| Y= =EEL|C}.

7. 22 - AWS ZA| &S 3t= 7| o|Alo| 2ZREUCHE Eelg BEYiLcH O CHS HICHE! 719
(ECDH)Z AFZ35t0d 7| 7tx27| HIMES AH&35t0d ECDH B E TR-31 7| 222 AWS Payment
Cryptography HH2 2 7IxdE £ Ql&LiCh

ZX - 7| A7 S Moz 2R nEtEle 7|18 2= 0] EFELICH

o

T & MdAE AWS

0ok
mo
Of%
J0
_O'l_l

2|% 7| T# S PCIPIN 2 PCI P2PE 22|15 X =2|5 Hot 7 A}
oF A SELCH CHEat 22 XMo{7h otz Elo] /d&LIch

i

AWS 7| ZE[l2 ol 21 X E 7Tl o] ’lo|M & ELICE o|F Mo{ stoM 7| MEl= L
CHAI7L ™I 8§ ot Z2AMAT} Ot E|o] &L ot

LEEICI HSM

T2 oAM2 HER3 AZ glol 2zeielez 5 Ssts Q& E PCIPTS HSM S5 St=9o{ £t
DES AEstod sHELICH 7= HSM A 2F of Uk HAEof EX{stx| ef&LICH
55t 7| S

T4 QA E ECDH 7|8 7| &S AFE 36104 2 Z 221 HSMOA AWS Payment Cryptography
Mo 2 MEK|0 end-to-end &f

gz =H 106
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AU A ES

AWS o= PCI PIN 2 P2PE B0l Cis &7|Mo2 BIlEls siY 78 £4 27 A2 553
S Z2MATHUSLICH of AWS EIHE S| 73 4 17|XIE HE 5104 KH| PCI BIoIM &=
B 2 1ME HolgL

HEALS

%22 AWS Payment Cryptography 712| EA| OIS QILICH oI & S0 HAS AS5H 7|8
arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h CH
A alias/test-key2 X|&E 4 U&LICEH

HEOIE] ZEI91) Kol 718 Al

toh

B2 ALRStof iRl 7| BE|(HES BalQ) AU o

Mg MESHHLE HEt £0{E #ElsHX| et HE S 7|82 2 AWS Payment Cryptography 7[0f]
St o =

CHEt HMAE 5185t HEE =T U&LICE 0] 7|52 ABAC(H A 7|8 M| A A[o4)ofl CHEE AH|
A K| ol L LCt.

52 AMER WAL HUT 7|8 HWHE + AU V5ol HIRELIC WA
2

b | 7 = - o
AEstH ZAEE O & st /X #EIE & UELICH o|E S0{ YEE MEsIod §E AWS
I.

Payment Cryptography 7|& & =3t AWS Payment Cryptography 7|& B43E8tCt 1 718 274U
Ct. ol 3« &S CtE 7[2 A5t 7(|8 5t Euc I =L ofZE2|AHI0O|ME FHE HEE E27H oA

&LCt

LSt RIS AISSHH CHE AWS ZT0M S s I EE O &H [MAISE = l&LICt o4 2|Fof

M Yt o|§o| Halg ddstn ZF Walg siY 2|72 AWS Payment Cryptography 7|2+ 9128 L
Ch. =7} ZF 2|0l A™EH EHE e s 2I™olM @42 E AWS Payment Cryptography 718 &

CreateAlias APIE AF&3l0{ AWS Payment Cryptography 7|2 &g MMe £+ &Lich

AWS Payment Cryptography API= ZF Ad & 2| ol HElg 2tedstH| Mo{&Lct. APIo= &
M4 (CreateAlias), B2 0|8 L 2173 keyARN E 7|(list-aliases), 4210} A E AWS Payment

Cryptography 7| ¥4 (update-alias), 2& At X|(delete-alias) £F40| Z & E|0{ L& LICEH
=M
- HIHE
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.+ B AP

—

AWS Payment CryptographyOll A 2Zl0| 2 S5t= Y S 2ol Lt

o o H

Hale =2ixiol AWS 2l4ALt

HE 2 AWS Payment Cryptography 7|2| £440]| ot LI} EHEof CHal = st= 22 A4
El 7ol P& FX| k& LICH AWS Payment Cryptography 712| EH2lg MAIst OIS CHE AWS

T AAHE

Cryptography 7|0l Q&2 FX| ot 1 HAZ AKE = U&LICH. AWS Payment Cryptography

=
7|8 AfAlstH S 7|et AE B E EWEo| € =X| eh&LICH

Payment Cryptography 7|2t HZE|E § HEZ UHIO|EE = /U &LICt ¢1Z2E AWS Payment

IAM HAo| M HE S 2|lAAR XYt 49 Y2 odZEl AWS Payment Cryptography 7|7t Of
l HEE AR ELICH
Zt 432 s O|F 22 Lt

HEFS BE Me
Z

M5 At alias/E <o 22l ¥HE 0| € X|HELICH o & EM alias/
test_ 12343} Z+&L|Ct

7F B x|2 3}
| —

3512 8t ol 3tLF2| AWS Payment Cryptography 7|2+ A€l LICEH

=E}

24210} 31 AWS Payment Cryptography 71= S8 A1 & 2|Fof QlofoF & L|CH

AWS Payment Cryptography 7|= & O|&f 2| &t S Aol A8
oF pjE'er 4= Ql& L},

T AAHEH

Arn SH2 2 EAE=

0E £0{ 0| list-aliases £ alias/sampleAliasl & 0| Key
25| stLtol 4 AWS Payment Cryptography 712 3Z4k|o QIS Eo{&ELIC

x4
o

$ aws payment-cryptography list-aliases

{
"Aliases": [
{

"AliasName": "alias/sampleAliasl",

&

(0
o
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108



AWS Zx| &5 35t Add a permission2|

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}

0424 Wal2 S8t AWS Payment Cryptography 712t 148 £ Ql&LC.

(o)

0& £01, alias/sampleAliasl; L alias/sampleAlias2 EHElg ¢

&LCt.

7|2 4

ok

A
T

rot
)
>

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
3,
{
"AliasName": "alias/sampleAlias2",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}

o€ £04, ZF AlY & E|I™oilM @& 8t 74Ol alias/sampleAliasl H&EH 7} & £+ Ql&LICH &
22 HAEXE T E6HX[E LF 7 M5 7| +|RE2 CHAEXEH CHE HE2 ASSHX| 2= X
O EZ&LIct. HE O|F2 HAE = gigLICh J2{ut HEE AXetn Hots OIFS2 M HE 2
Mg = AgLct

& E04, O/ SR (HXILIo} §5)0l alias/sampleAlias2 ¥El0| 1
=)0d|l alias/sampleAlias2 HEO| U2 &= &Lt 2 HE2 sl 2™
Cryptography 7|9t @1ZEILICH. ZE7} alias/finance-key2t Z2 HEl 0|EE & Z5teE B9
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oic] 2lTollM A™HE = U&LICH Z EIMoM= CHE E&/sampleAlias2E AFE & LICH RHAlIEH
LHE 2 ofZE (7040l A EBE ArEE HZotM L.

HE 0 ¢4EEl AWS Payment Cryptography 7|& BHEg = &Lt

UpdateAlias &2 AFE5t04 ¥E2 CHE AWS Payment Cryptography 7|2t ¢4Z2E 5= Q)
&LICt o & E01 alias/sampleAlias2'8E 0| arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h AWS Payment Cryptography 7|2t

QiAEl B2 arn:aws:payment-cryptography:us-east-2:111122223333:key/
tquSyijewtxx64pi 7|2t KIZAEIE & YOO EE = U&LICH

/A Warning
AWS Payment Cryptography= O|F 7|2t M 7|2| 7| AtED Z2 £40| 2F SYUEX| A
&5t x| et&LICH CHE 7| RE2E YOI0|EstH ofEZ|7H|o[Mof 27t e = U&
L|C}.
U2 7|ol= HBE 0| gisLct
HE2 MEHX 7|50 Olzet HAlo2 BE2 2P & MENSIHX| t= B 2E Z(oi EHE
O] U= A2 otEHLICt create-alias HES AFE5t04 7|18 HE W HAZE = A&t =&t
update-alias 22 A& 3504 &I @474 El AWS Payment Cryptography 7|& 247335t update-
alias 242 AL 35to{ HES AXME = U&LICEH ek L5 AWS Payment Cryptography 7|0
= 0] 7Ho| BEO| /U2 = USH LR = gl2 = U&LCt
7|18 Hao oiEst7|

create-alias BHE ALE5t0{ 7|(ARNSE EA[E)E stLt o4 of HEo ol EE = /U&LICH.
O| BH2 HEMO| & LICt HEZ YO|0|EdtE{™ update-alias BHEE2 AFS5HA|L.

$ aws payment-cryptography create-alias --alias-name alias/sampleAliasl \
--key-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h
{
"Alias": {
"AliasName": "alias/alias/sampleAliasl",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"

x| X4
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}

O Z || O] Mol EE ALS

A S AFE 3104 o Z 2|71 0|41 F E0{ A AWS Payment Cryptography 7|1& LIEFR &~ Q& LICH AWS
Payment Cryptography G| O|E{ 2/ 24 & List Keys®t &2 CHE 29| key-identifier TtetO|E{=
HE 0| E= EE ARNS FEr&LCt

$ aws payment-cryptography-data generate-card-validation-data --key-identifier alias/
BIN_123456_CVK --primary-account-numbexr=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

HH3 ARNS A2
Cryptography 7|

= 72 AWS Payment Cryptography 7|0 Ciet 232! OfE 2 AWS Payment
At A™o| Holk|H 2l™otct CHE &= U&LICEH

T

HEo| 7tE ZEfEt & B StLt= 042 AWS B[ M A E|= ofZ2[AH 0| Mol M A

0f
g'l_l
rir
X
o
rC

ZH 21| M CHE TS| o Z 2|7 0|2 -5 HLE AFH
gt gt AWS Payment Cryptography 7|8 MEiE = Ql&LICt 2Lt ZF 2/ S e EE 0|82
=]

S|
2 HYS BeEs Aol 42 + U&LICH BT 0|2 thAEXE FEELICH

Ei 2= AWS Payment Cryptography 7|8 Td5t7| 28t HEIHIO|E L& 2 5
LICt Z|& Soi5tH AE5t7HLt stLt o4 o] Z|& O &&tste Ol A E = U&LIC.

7| 71X 7|

AWS Payment Cryptography 7|= &35t T4 40| B E|E LHEFLHHO| ME|A Q| &5 5 &Y
o2k AHEE = A&LICH GetKeys API= KeyldentifierE LS E Brol &4, &Ef U EtQUARMTE
Z et 7| HIEtH|IO|EE BretetxIEH AKX 4535 7| 4 4= BHEHsHR| eb& Lt

OHZ2|7i|o[Mdoll M EE AL 1
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Example

$ aws payment-cryptography get-key --key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h

IIKeyII : {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h",
"KeyAttributes": {

"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "AES_128",

"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"

7| 7tx427|
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7| Ho{et HEE HEE /218 M 7HKH 27|

HEZ! 7|/QIB M 7K 27|= KeyArn2 EA|IE HEZ! 7|E YtEtErLICt Payment AWS
ol & ol

CryptographyOll M M El 7| Ho{e| HE 2! 7| B & = o|™ol 7K H=E] 7|1Y &= &Lt 7+
X U0 A2 AlE|= OIO|EE 2555t QI8 MH|A0 HEZ! 7|1E NMEste ZdQLIc a3 ot
& Payment CryptographyE 2 &5to4 silF O|O|E{ & ol Z2I7 0] Mol 15t AWS Payment AWS

Cryptography LHOM 25 E[= Z20[H! 7|& AtE35104 LIO|EE S & 5HE = U&LICH.
Ol MH|AL TH{EZ| 7|2 B QIS AZ BtetsL|Ct API ZIt0l= CASF HEZ! 7| QIS M7 ZEHE|L
Cl. & ClO|E 24 25 base64Z QI ELICEH

(® Note
dretEl S 1 MeE B
orotEl = Z+H API 217

Ol 740|H HE A

x4 =2 X
| =
E£0iCt CHE QIBME EE = A&LICH

|oTO
o O
r
n
R
I
Ju
N
Pal
2
N
T

\J
m
A

ok

Example

$ aws payment-cryptography get-public-key-certificate --key-identifier

arn:aws:payment-cryptography:us-east-2:111122223333:key/nsq2i3mbg6sn775f

"KeyCertificate":
"LSQtLS1CRUAITiBDRVJIUSUZJIQOFURSOtLSOtCk1ISUV2VENDQXFXZ@OF3SUIBZ@1SQUo10Wd2VkpDd3d1Y1dMN1IdYZEpPYY

"KeyCertificateChain":
"LSQtLS1CRUAITiBDRVJIUSUZIQOFURSOtLSOtCk1ISUYQVENDQThtZ@OF3SUIBZ@1SQUt1IN2piaHFKZjJPd3FGUWIS5c3VuC

}

113

7| Hjo{et AZE HEE| /1B M 7HM 27|



AWS Zx| &5 35t Add a permission2|

7| Ef1 x|

AWS Payment Cryptography0ll M= 7|8 4 & i AWS Payment Cryptography 7|04 Ef1& F 75t
MM EF 52 A7t ofL|H Z[E F|of i3 & RIHSHHLE EH 2 E SHAE = JU&LcH Efa= M

E—*! Atgolx|Et i REE & JU&LICH

D AR, BT R M B0 Al W P RS EEShod B0 CiE Bl HE =0 AWS 2|4
A Bl X|HE EH XM 2Amazon Web Services &Ht &=
=x

« AWS Payment Cryptography®| E{1 &

Z2£L£0|M 7| ElO E 7|

- API o 2 7| EfT £tE|

Ef 204 CHEF H M| A A0

Ef 1S AtE35toq 7|oi| CHEF M| A |0

AWS Payment Cryptography2| Ef1 HH

Ef2 AWS ElaA0] BE(EE AWS B E 4 ol MEix] HEFE|olE] Aol LIt} Zt E1=Ef
27 WelD oz PAEN, O 4 2XE TESHE 2XYYULICH BT 2 (nul) 2RI
+& el 2laac] 2t BTols M2 CHE BiT 717+ 2lofok ahX|BH of2] AWS Ela20] St

Bl E FIME = U&LICH Z ElaA0l= z[CH 50712] AER & Ef27F Z&E + U&LICH
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{
"Key": "Project",
"Value": "Alpha"

I

{
"Key": "BIN",
"Value": "20130622"

}

]
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- CreateKey: M 7|0l i1 F7}

« TagResource: 7|0l Ef1 F7| £ HE

« ListResourceTags: 7|04 X|HE E}3 71X 27|
« UntagResource: 7|0 A Ef 1 A K|

CreateKey: A 7|ofl Ef2 F7}
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7|18 MdE m EaE FI+sied™ IAM B M & X7 payment-
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7h ZEE[ofof BLICH AHAIEH LSS E{0] CHEF ML KlofS A ML,

CreateKey 2| 2t2Tags WetO|H 22 CHARXIE 26t EfT 7| & EfT 24 mo 2 LIct. 7|
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ol

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,6KeyClass=SYMMETRIC_KEY, \
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
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KeyModesOfUse="'{Generate=true,Verify=true}' \
--tags '[{"Key":"Project","Value":"Alpha"}, {"Key":"BIN", "Value":"123456"}]"
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$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h --tags
'[{"Key":"UseCase","Value":"Acquiring"}, {"Key":"BIN","Value":"123456"}]"

O| BHO| MCcHE AE|™ HEHO|EE vtetstx| t&LIct 7ol X|HE Efa & Eed™
ListResourceTags XS AL &FL|CH

I8t TagResourceE 0|86l 7| & B0 EfT g/ 2 HEY + & U&LICH B 21 S HFedH S
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o & 01 0| BH2 Project Ef1 gt2 AlphaOilA NoeZ HtELICH
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$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--tags '[{"Key":"Project","Value":"Noe"}]'

ListResourceTags: 7101 X|HE EN2 7K 7

ListResourceTags 242 7|0l X|'HEl Ef1E 7}A{=ZLICt ResourceArn(keyArn & keyAlias) T2}
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
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o & S04 Ctg BB 2 oA Zlof et B2 & 7EMSLICH

$ aws payment-cryptography list-tags-for-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

{
"Tags": [
{
"Key": "BIN",
"Value": "20151120"
},
{
"Key": "Project",
"Value": "Production"
}
]
}
UntagResource: 7|0 A Ef 2 &K
UntagResource X2 7|0l M B2 E ArXMELICH AKME e E AlHsted™ e 7|1& XIFgLICH
| Zted2 Ab25tod CHE AWS HIK Q| 7|0l Ef2E AFA|E 4= gigLIct
M Z 5T UntagResource 24 of(HE S E gtetst x| of& LIt 8 X|IHE Ef 7|71 7|0
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& So0{0lH
$ aws payment-cryptography untag-resource \
--resource-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h --tag-keys Project
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
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payment-cryptography:TagResource

Hot FA7E |2 E FItstHL HEE £ QJ&LICH 718 ddste Se el E FItste{™ 2ot
FAlo] £H 7|z ME FEIXI o= 1AM EHoi| CHEr #HEHol {040k ErL|ct

payment-cryptography:ListTagsForResource
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payment-cryptography:UntagResource
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JSON

"Version":"2012-10-17",
"Id": "example-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": "payment-cryptography:*",
"Resource": "*"

"Sid": "AllowAllTaggingPermissions",

"Effect": "Allow",

"Principal": {"AwS": [
"arn:aws:iam::111122223333:usex/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead"

1},
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-tag-keys
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"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:ListTagsForResource",
"payment-cryptography:UntagResource"

1,
"Resource": "*"
},
{
"Sid": "Allow roles to view tags",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:role/Administratox",
"arn:aws:iam::111122223333:role/Developerx"

]

}I
"Action": "payment-cryptography:ListTagsForResource",
"Resource": "*"

}
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JSON

{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyCreateKeys",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
},
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
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"Sid": "IAMPolicyTags",

"Effect": "Allow",

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource",
"payment-cryptography:ListTagsForResource"

1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tag-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
}I
{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "payment-cryptography:ListTagsForResource",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
}I
{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "Project"}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyWithResourceTag",
"Effect": "Allow",
"Action": [
"payment-cryptography:DecryptData"
1,
"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project”": "Alpha"
}
}
}
]
}
CtE oAl IAM HE2 2ot TRt & =3t 2ol CHH HHol 2E 7|18 ASStES 5{S&LICH
JedLt 2ok &7t "Type""'Reserved" ENZ7F QL7HLE "Type" ENZ7t Q= Z10M Of2{EF & =5t

HUS A8sts A2 s1&&HX| et&Lch

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "IAMAllowCryptographicOperations",
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"Effect": "Allow",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"”,
"payment-cryptography:ReEncxypt*"

]I

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
}I
{

"Sid": "IAMDenyOnTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"”,
"payment-cryptography:ReEncxypt*"

]I

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",

"Condition": {

"StringEquals": {
"aws :ResourceTag/Type": "Reserved"
}
}
},
{

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData"”,
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncxypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {

"Null": {
"aws:ResourceTag/Type'": "true"
}
}
}
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AWS Payment Cryptography 712| 7| & 0|3l

A8t 7| Balo] AR 7|0l W7t Al XIMEID SIS E Sreloiot AL E 4 2l0{of STHE X
QLICH et S 7lE S 71 AL ZEOIME MAY £+ UALICH Ol THs3 ZL TR-31 H
[m]

of ek A8 7hsE AH8 2o SHA ZEELICH

AWS Payment Cryptography0 A= 2R El 7|1& dE - QIX|BF A St HO|E 2ol REE =8
0| 047|of| XIS -ElLCt.

CHE 7|

TR31_B0O_BASE_DERIVATION_KEY

- 18F 7| ¢112|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- 318 EK|l= 7| A& 2E Z3f: { DeriveKey = true },{ NoRestrictions = true }
TR31_CO0_CARD_VERIFICATION_KEY

18 E 7| & 112|&: TDES_2KEY ,TDES_3KEY ,AES_128* ,AES_192* ,AES_256*

_g Qo
18kl 2 M8 ZE =& { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY
18 E 7| ¢ 2[&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

[e]]}

o

o

« 318El= 2 A8 EE X7 { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }

TR31_E0_EMV_MKEY_APP_CRYPTOGRAMS

- H{8E 7| Y1 2|E: TDES_2KEY ,TDES_3KEY*, AES_128* ,AES_192* AES_256*
- SBElE 7| AH8 2E X&' { DeriveKey = true }, { NoRestrictions = true }
TR31_E1_EMV_MKEY_CONFIDENTIALITY

- 518E 7| ¢ 2I&: TDES_2KEY ,TDES_3KEY, AES_128* AES_192* AES_256*

- H8ElE 7| A8 2= T & { DeriveKey = true }, { NoRestrictions = true }
TR31_E2_EMV_MKEY_INTEGRITY

- 518E 7| 4T E|&: TDES_2KEY ,TDES_3KEY ,AES_128* AES_192* AES_256*
- HE

TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS

- 5{8E 7| ¥12|E: TDES_2KEY ,TDES_3KEY ,AES_128* AES_192* AES_256*

2 54 ola 126
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AWS ZAA| &5 st
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F8El= 7| AH& 2= Z & { DeriveKey = true }, { NoRestrictions = true }

TR31_E5_EMV_MKEY_CARD_PERSONALIZATION

]
]

Zl 7| & E|&: TDES_2KEY ,TDES_3KEY ,AES_128* ,AES_192* AES_256*

ol
oo ol

rl_r

T

ol

7| Ar& B E Z&: { DeriveKey = true }, { NoRestrictions = true }

TR31_E6_EMV_MKEY_OTHER

§8El 7| ¢ E|&: TDES_2KEY ,TDES_3KEY ,AES_128* ,AES_192* AES_256*

F8El= 7| A& 2= Z & { DeriveKey = true }, { NoRestrictions = true }

TR31_KO_KEY_ENCRYPTION_KEY

TR31_K1_KEY_BLOCK_PROTECTION_KEYE Al&3t= 0| EZ&LICL & 7| ¥ E|E:
TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

FEElE T2 A8 2E & { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true },
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }

TR31_K1_KEY_BLOCK_PROTECTION_KEY

S8Fl 7| ¢ E|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

FEElE T2 A8 2E & { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true },
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }

TR31_M1_1SO_9797_1_MAC_KEY

]

18kl 2 M8 ZE =& { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

Zl 7| 4 E|&: TDES_2KEY ,TDES_3KEY

ol
oo ol

H

ol

+ TR31_M3_ISO_9797_3_MAC_KEY

]

18kl 2 M8 ZE =& { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

Zl 7| 4 E|&: TDES_2KEY ,TDES_3KEY

o ol
oo oo

+ TR31_M6_ISO_9797_5_CMAC_KEY

S8Fl 7| ¢ E|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

HEElE T2 M8 2E & { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_M7_HMAC_KEY

S8Fl 7| ¢ E|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

oHE 71
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HEElE T2 M8 2E & { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_PO_PIN_ENCRYPTION_KEY

S8El 7| ¢ E|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

HEEl= £2 A8 EE 7 { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }

+ TR31_V1_I1BM3624_PIN_VERIFICATION_KEY

§8El 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

HEElE T2 M8 2E & { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_V2_VISA_PIN_VERIFICATION_KEY

gl 7| &1 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
2

H

BE T2 M8 2E X&' { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

HICHE 7|

+ TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION

ol

18l 7| &1 2|&: RSA_2048 ,RSA_3072 ,RSA_4096

k= 2 A8 EE 7 { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true }

2 1: { Encrypt = true, Wrap = true }= O|O|E{E f £ 3}st7{Lt 7|E EiEst7| {IEt HEE 7|E
7tME M fYstA & SHULICH

rr

+ TR31_SO0_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

§EE 7| ¥ E[&: RSA_2048 ,RSA_3072 ,RSA_4096

& E 7| A& 2E £ & { Sign = true } ,{ Verify = true }

3 { Verify =true }= FE QI8 M, 57t QIEM E= TR-34& ME IS A2t 20| MEE 7|8

tME W 7 YstH fEE SMULICH

+ TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT

ECDHS &2 £ A L n2|&ol AFREILICE
2= 7| ¢ 2|F: ECC_NIST P256,ECC_NIST _P384,ECC_NIST_P521

FHBElE 7| A& ZE Z 8 { DeriveKey = true }.

HICHE 7|
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& 1:DeriveKeyUsage=0| 7|2 7|0 Tt 7| SFE x|IEste ol ArSELICH 7| &-&/7HA

7| Al =EE LI
« TR31_K2_TR34_ASYMMETRIC_KEY
« TR-34%} Zr2 X9.24 38t 7| W& H7FHLEH AL El= HICHE 7|
- HE 7| 11 2[&E: RSA_2048,RSA_3072,RSA_4096
« HBElE 7| A8 2E T & { DeriveKey = true }.

. 3i8ElE e

= T2 A& 2E X&' { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true },

{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true }

& 1:{Encrypt = true, Wrap = true }= CIO|E{& &5 35}5t7HLE 7|1E 24

tME W 7 YstH fEE SMULICH

Ol dElE/7l 78 282 oM &3t 2 Yol X[HEX]| &L

HE2 7|E

HICHE 7|
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CilOfE %

AWS Payment Cryptography 7|8 M3t & ¢ 235} ol AHS S = A&LICH CHFet

dg Soff 53 s, Cvv2 e 22 THlE g E[&0
S

2 o
o Ir

ot 53512 ClOIEIE HAIE &35 315 7(L 2 5 ROl et HE 7| =5 Zatold 7)7t 9oH 3
¥ 4 QAL O 7] £ HE2 7| glols siA U TH O YNBSS KA Held £ gig

S8 &Yool R &8 7] RS0l CHer XEAEH LIE2 2S5 5ol R 58 7|8 HZstML.

® Note
HZ2HM #Zo|ME BIAE CIOIEE M85 0| E&LICH HIZ2HM ghZoM =2
=M 7|9t o x

|

- ClojE &5t 5535 & M

+ 7= COJEf 4449 3 2ol

- 215 LE(ARQC) ¢ =35 &Ql

S353 L RAES

of st Ul S Y2 TDES, AES & RSAE H|Z 6 Chr st CHE 2 HICHE 7|&2 AH835Ho{ HI0|E

2 = Ol ArEE = U&LICE 0|28 HME= DUKPT 2 EMV 7|&£& A& 504
. 7|12 HOo|HE = &E5tX| &t M 7|2 CIIO|E{E &
ReEncrypt 3™ & AI&E =& JU&LICH

ok

Stoi= ALS Abilel 32

Hole &=3t, 553 U A =3t 130
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=
)2 EAIELICH 2E £32LE hexBinaryE EA|

>
()
_\'l_
or
ro
Hd
rn
[

off CHEF REMIEF LHE 2 API Guide for Encrypt, Decrypt, and Re-Encrypt& & =X

BN |
» Encrypt data

- OIo|H &l =

Encrypt data

Encrypt Data APIE= CHE & H|CHE O[O &
EE &t = 3tst= Ol AFSELICH TDES, RSA, AES

gt 7|2t DUKPT 2 EM

V
HIS 3 CHFSH P TEIFDH WOl KL

H
0z
Al
1]
>

0
ol
o
-l
in}
o

mu  fol

7|8 =42 H|o|EE
O|E{, TDESSt Z2 &
=09| A2 8H}O|ETDE

ot 3lste Ol AFS ElE 453l 7|, &5 318 hexBinary &4]0| it HIAE [

Aol x7|5t HE U REQ Z2 455t SMHQL|CH U BIAE | O|E
Z Z10]2| HH£~040F BFLICIRSA. €12 Cllo|E{ 7}
x| of= 742 ChA 7| Y=4(TDES, AES, DUKPT, EMV)S T2l of & Lic}.
CHEH Lk BlA E o] %|C Z10|2} RSA 7|04 EncryptionAttributes CHEH
|

e 74 RSA_2048 RSA_3072 RSA_4096
OAEP SHA1l 428 684 940

OAEP SHA256 380 636 892

OAEP SHA512 252 508 764
PKCS1 488 744 1000

None 488 744 1000
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7|8 £247t0l= hexBinary &4l0| AlO|HEIAE Z oS5l El C|0|E{2t 253l 7|0 A3 4] Zto| =&
ELICH A8 7hse 2E 40 CHEt RHA[E LHE2 Y S8 E {8 API 7H0|E & FESHAIR.

of A

AES CHE 7| AME35tof CIOIEHE ¥ &5 & ErLIC.

DUKPT 7|& A8 CIo|E 5 5t

EMV Tt CHE 71§ AtE5t0q CIlO[E & &5t

RSA 7|E A% CI[O|E] 3 5t

AES CHE 7|& AtE35tod CIOIEE & 33t EfLCt.

(® Note
ZE oMolM= 2l 7171 ol0] Ik 7HE R LICE F|= CreateKey HUE A8 301 g5t
7iLt ImportKey S Ar&3t01 7kXdE = U&LICH
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Example

O| ofAloi| M= CreateKey 2 R4S AFE 504 MEFR7HLE ImportKey 2 E AL& 3610 7t X2 TiE 7|
E Ar&35to] it HIAE H|0|EHE =3 EfLICt o] Y E s&5tEA™ 7|2 KeyModesOfuse &
Encrypt® A% 51 KeyUseE TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEYZ AdZ&5HoF g
Ch. XkM[EF S M2 2535 &U2 28 7|8 &ZFHMIR.

$ aws payment-cryptography-data encrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --plain-text
31323334313233343132333431323334 --encryption-attributes 'Symmetric={Mode=CBC}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

Encrypt data 133



AWS ZHM &= 35t

DUKPT 7|E€ At 8t O|O|E &= 5}

Add a permission2|

Example

O| oilMlof M= DUKPT 7|8 At&35to{ Yt BIAE Cf|0|E{E = stEfLCt. AWS Payment
Cryptography_ TDES 2! AES DUKPT 7| X|HELICH O| 2 YE +35t2{H 7|2 KeyModesOfuse
E DeriveKeyZ A%t KeyUseE TR31_B0O_BASE_DERIVATION_KEYZE A3l 0k & LICt AHA|

242 B3 Alg 9fft 7|8 AESML.

r

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

EMV I+ CHE 7[& A& 3to H|O|E & &=t

Example

O| oiMlof M= o|O| MAME EMV Tt CHE F7|E AtS85to{ LBt BIAE C|O|EE
A SstErLICH 0|t Z2 HWHES AFE5t0{ EMV FLE0]| CIO|EE MEE = AUS
LICt o] 242 +&5te{m 7]0 KeyModesOfUse7t 2 A% E|0{ Derive U1

KeyUsage7} TR31_E1_EMV_MKEY_CONFIDENTIALITY EEE 2 M T|of {0{0F &L

=
C}TR31_E6_EMV_MKEY_OTHER. AtM|EF LIE2 & 53 2= F|1E & ESHA

;

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 33612AB9D6929C3A828EB6030082B2BD --encryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVectoxr=1500000000000999,MMode=CBC}"
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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RSA 7|E A% OO &= 3}

Example

O| o Aol M= ImportKey Bt AH& 3501 7 K42 RSA HEE! 7|& A8 3tof Yt ElAE H|O|E
E A S5HErLICE o] e s=&5iE{H 7]2] KeyModesOfuseE EncryptZ M3t KeyUseS
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTIONZ AdZislof fLICt XIMEF SMe2 4535t

stoig 9Ist 7|8 AL,

PKCS #7 2= #/l| X[ E|X| Y= 7|Et THE AM7H|e] B2 MHIAE 3 &E6t7| ol MEstn T EA
7| 'Asymmetric={}'S HEfeto] T PSS MEsIM 2.

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/thfezpmsalcfwmsg
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Asymmetric={PaddingType=0AEP_SHA256}'

"CiphexrText":
"12DF6A2F64CC566D124900D68ESAFEAA794CA819876E258564D525001DQ0AC93047A83FB13 \
E73F06329A100704FA484A15A49FQ6A7A2ES55A241D276491AA91F6D2D8590C60CDES7A642BC64A897F4832A3930

\
OFAEC7981102CAQF7370BFBF757F271EF0BB2516007AB111060A9633D1736A9158042D30C5AE11F8C5473EC70OF067

\
72590DEA1638E2B41FAE6FB1662258596072B13F8E2F62F5D9FAF92C12BB70F42F2ECDCF56AADFOE311D4118FE3591

\
FB672998CCESDOOFFFEQ5D2CD154E3120C5443C8CF9131C7A6A6C0O5F5723B8F5C07A4003A5A6173E1B425E2B5E42AL

\
7A2966734309387C9938B029AFB20828ACFC6DOOCD1539234A4A8D9BO4CDD4F23A",

"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FFODE9CE"

ClolE sl =

Decrypt Data APIE CHZ 2! H|CHA! Cl|lo|E| &5 3l 7|2 DUKPT X EMV It 7|2 AFE3lod o 0]
E{E S35}t ol A& ELICt TDES, RSA, AESE H|R 8t Chdt dn2|&D 4ol x| E Lot
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71 92izte HIoIElE siSste ol AR ElE 23 SIS 7|, SIS hexBinary HAIQ| AFO|HEAE
ClolE], X7|3t HIE], 28 &5 2 S Z2 sis EMULICEH 7|8 £2Zfole hexBlnary S4 9|
Ut EIAE 2 S5 E Cl|o|E{et ¥ 5 SHS Z[2| M3 2ol Z&FELICH A8 7ts8t 2E S Mo
gt XFMIEH L& 2 Decrypt& API 7t0|EE& FHZESHAM2

of|

AES CHE 7|2 A8t O|O|H 35

DUKPT 7|E& A8 8 HI0|H &l =

EMV Tt CHE 71§ AtE5t0{ CIOIE S &35t
RSA 71§ AtE% CIIOIH i =

AES CHE 7|& AHEEH HIOIH sl =
Example

Of oMo M= CHE 7I% Ar&3t0{ AHO|HEIAE H|0|E{E S5 5t LICE O] tAMoME AES 7|12 &
0 X|2F TDES_2KEY & & X|RITDES_3KEYELIC} O] Y2 £&5t24H 7|2| KeyModesOfuse S

Decrypt® A%5t 1 KeyUseE TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEYZE Ad%&dsHok &L
Ch. AfM[EF SM2 253 2UE 2 7|8 FZFHMR.

$ aws payment-cryptography-data decrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --cipher-text
33612AB9D6929C3A828EB6030082B2BD --decryption-attributes 'Symmetric={Mode=CBC}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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DUKPT Z7|& AFE &t OIO|E a5

Add a permission2|

N

(® Note

P2PE 7420l DUKPTS &7H &=

SH= C|O|E{E A28l PCIDSS Q|2 2™ e mf neds
of 5l 48 7= PAN & J|E} 7IE AR

Xb Cllo|E{7t o Z 2l7H|o|bof| EhetE =~ Q& LICH

Example

O| ol Al M= CreateKey 2t S A& 6t0{ M E[A7HLE ImportKey 2 dE AFE 5104 7HX{2 DUKPT
7|8 At&5to{ AO|HEIA E H|O|E{E S SELICt O] S +&5tEi™ 7|2 KeyModesOfuseE
DeriveKeyZ A5l KeyUseE TR31_B0O_BASE_DERIVATION_KEYZ 473t of &FL|Ct Kb
SM2 g3 s 28 7|18 H#ZESMKR. TDES Y E[&E0| DUKPTE AIE5tE B2 AO|HEIAE
olO|E{ Z0|= 16HIO|E Q| His=04of ELICt AES YT E[&S| B AO|HEIAE O|0|E Z0l= 324t
O|E.9| Hf<4~04of BFL|C}.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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EMV It CHE! 7|2 AFE5Ho{ CllO|E| 553t
Example

O| oMol M= CreateKey 23S Ar& 5104 M E|RATHLE | mgortK y HdE ArEst
01 7IXK{2 EMV It CHE 7|2 AF25104 AFO|HEIAE H|0|EE stetuct. of
Xrdg s+25te{H 7]0 KeyModesOfUse7t 2 A& E[0{ Derive 1 KeyUsage

7} TR31_E1_EMV_MKEY_CONFIDENTIALITY Ee&= 2 MZAIE|0] QJo{oF gL

C}TR31_E6_EMV_MKEY_OTHER. AtM|EF LIE2 &S5 2 F|E & XA 2.

POI'

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, MMode=CBC}"'

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
}
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RSA 7|E AF2EH OIOIH S

0

Example

O| o Ao M= CreateKey ErdS Ab83to] MAEI RSA 7| H0{E ALE35t0d ALO|HEIAE H|O|EE
S ELICE o] 2Fdg +=&3tedT 7|2| KeyModesOfUseE Decrypt EA438I2 M35t T KeyUseE
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTIONZ AdZislof fLICt XIMEF S M2 o

HUs 2lE 7|8 HZEsHMR.

POI'

=3t

Hel MACl B2, e EAIZ| 'Asymmetric={}'S 42F5}04

PKCS #7 &= #4Al| X[ E|X| &= CHE THE
=H k- Y g M7t 2.

ot MH|IAE

$ aws payment-cryptography-data decrypt-data \

--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb --cipher-text
8F4C1CAFE7ASDEF9A40OBEDE7F2A264635C. .. \

--decryption-attributes 'Asymmetric={PaddingType=0AEP_SHA256}"'

"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/5dza7xqd6soanjtbh",

"KeyCheckValue": "FFODESCE",

"PlainText": "31323334313233343132333431323334"

7tE Gjo|H &4 & ¢l

tE C|O|E{E MM3lT CVV, CVV2, CVC, DCVVet Z2 7= O|O|E{ol| M mAEl H|o|E{7t 7} = | O]
B0 S& =l=X| = QIgLct.

|

« 7t= O|O|E

- FI= CIO|EH =

o oz
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7t= ool &4

Generate Card Data APIE CVV,CVV2 EEE S CVV2t A2 S 1E|&EE AF835t0d 7= | O]
E{E MAMSIE O AFSEILICH o] HY| AIEE £+ Ues 7|18 Eo{d ¢ 535 & edol| 58t 7| MME
xl-x°|.k||o

e of

CVV, CVV2,iCVV, CAVV V7Lt Z2 ot2 455 gt
2 CtELICH o & £04 CardVerificationValue10{&
LIC}. CardVerificationValue20i= O|2{8t /=24 &

00022 n™HE|7| EQLIC OFRH7FR|Z icvve

ZHe
ST
2l&2 CAVV Ve Z2 7|& HEQ| 8L & HEE £+ U2l 0l 8= EHP% 2129 7k

ME & ZsHok gfLCt.

(® Note
SHE 2utE ddstoid M U HE 2 ¢ll BHE EME SUE FA(0d: MMYY &
YYMM)2 2 /235H0F g LICt.

CVV2 AN

Example

O| oMol M= PAN & 7HE Btz I E =Ist= X|HE PANOI CHEt CVV2E W/ EELICH 0{7|MHE

7t el 7|7t S8t 7HEE LI

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5byij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes

CardVerificationValue2={CardExpiryDate=0123}

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",
"KeyCheckValue": "CADDA1l",
"ValidationData": "801"
}
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue2.html

AWS Zx| &5 35t Add a permission2|

iICVV A4

Example
Of of&oi M= 9992| MH|A FE B 7tE BtE EME = st= X|HE PANO| CHEt iCVVPANE 4

gLICH 07| 7tE &l 7|7F dEEIdctm JHE gL

AME 7tsE 2 E m2to|Ee = API #Z 7H0|E9] CardVerificationValue12 & ZHA| 2.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=999}"'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "8@1"
}

7t O|O|E =2l

Verify Card Datai= DISCOVER_DYNAMIC_CARD_VERIFICATION_CODESt &2 =3} (o]
olEst= M Lnel&E AE35tod Y GE CI|o[HE = elst= o AHSELICt

U U2 UEMo 2 Q2L ERNMMO| AR 2 WZ Xt & X[ E3E I EH| A MSELUCH
o

ARQC ZZ3HEMV & 7t=0] ALE)E Ef2lete{T ARQC =212 HZotM2.

kM LI 2 API 7HO0|E 9| VerifyCardValidationDataS & X 5HM 2.

2L 0| = QIE[H APIE http/2002 HFEHEFLICH ZfO| EQIE|X| &2 B http/4002 EFEHEFLICEH.
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AWS ZAA| &5 st

Add a permission2|

CVvVv2 ¢l
Example

o| o Alol ME F0{Zl PANO] CHSH CVV/CVV2E Z
CE AR Hel AlZE SO HBE 2 Hxﬂg—

& 7[(CVK), PAN, 7t= BtE2 A 2 CVvV2 &
of AtSEl &40t U x|SHok & LICH

Jﬂ-l
oin mok

AlE 7tsst 2 £ net0|Ee{= APl & X 7}0|E 2| CardVerificationValue2E& & X 35HM| 2.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2={CardExpiryDate=0123} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDAl1"

7t= ClO|E F el
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AWS ZA| &35 35t Add a permission2|

iCVV =0l
Example

OI XMooz AB AHEE 7I(CVK), , 9992| AH|A FZEPAN, 7t B
MMM MBS EiCVWE 2235104 X|HE PANO] CHEH iCVVE & elgfLct ???

iICVVE AR A7} U248t ZL(od: Cvv2)0| otL|2t EMV =0l ZEELICH MS Al &4 AS&oF 5t
x| o8& 1a{alof g LCt.

A2 J7lsdt 2E nieto|E{E APl & X 7H0|E 9| CardVerificationValue12 & X 5HM|IL.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=1127,ServiceCode=999} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "80@1"
}
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T HEE MESHHE PCIPIN 27 ALY 101 X|HE it HAER ElE = &ot K| ok B ¢ 7|0
MEOHE Y 7|2 Elg Hetey = A&Lch
(® Note
PIN dd 2 52 ditdoz Y2 X 7S50/ PIN HE 2 LBl FSX 7|so0l22
2to| 7t M2 HMAE Dodstl AlAE ALE Atedof M e M E d-Est= WOl E&L
Ct.
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AWS Zx| &5 35t Add a permission2|

=X

* PIN CI|O|E] #43F

« PINCIO|E{ MM

« PIN Ci|O|E{ &2l

PIN Cl|O|E{ B4&t

PIN ClO|E{ 48t &&= 2 & 3HE Ol0IE{7} HSME H/ioiLPXI ot gt 7| MEOAMCHE 7| MEZ &
S 3E PIN CIO|E{E HE st o AFSELICH 2] 7|= HA@sH ok 5t X|BH XM 2| AlAR oM CIoIEE
siSe He7t gL siS0| 518 ZIX| &f= P2PE 2 2 3t0 I AMSELICH 7|8 e™g2 A= 5HE o
O|E{, CIO|E{E ¥ = 3tste Ol A8 ElE 253t 7|, U gtE dYste ol A== metoleH YLt
CHE U ME= £32t2 25 3tste Ol M8 EE 7|9 sliE £3te ddste ol AL &l Ti2t0|
Bt 22 QEE &3 netolHYuch 7|12 &322 M2 =23t olo|H MES 01§ ddste O
ASE mi2tols Lk
® Note
PCI 7t &8 2Isl =& L &4l PrimaryAccountNumber 20| & x[5HoF & LIC}. Bt PANO
M CHE PAN2Z PINE HEtstE W2 $1&EIX| ei&LICt

=X

« PEKO{|A{ DUKPTZ2| PIN

« PEKO|A PEKZ2| PIN

PIN CllO|E] #42t —
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PEKO| A DUKPTZ 2| PIN

Example

o] 04|7<1|01|H_ DUKPTE A&3H= AESISO 4 PIN E£2| PINZ ISO 0 PIN EE 2 AH83HE PEK
TDES 532 gH4&tgtL|Ct ol Z2Xl E{0|=0] 1ISO 42| EI2 &5 35l6le A Ht™o|H, 2 A
Z40| O} 2] AESE X|5IX| e BR CIRAER XEIE IS TDESE CHA| HEHE £ & LICH

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645E" --outgoing-translation-

attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"' --outgoing-

key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt --incoming-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/4pmyquwjs3yjbvwe --incoming-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --incoming-dukpt-attributes
KeySerialNumbex="FFFF9876543210E00008"

{
"PinBlock": "1F42@09C67QE49F83E75CC72E81B787D9",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "7CC9E2"
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PEKO|A PEKE 2| PIN

Example

o
Q'I:

HHEHELICH Ol= YEIMoE M
IEL] Ztol ERHME BIREISHE SAIM| Z2AMA
5.:. ICt. O] oMM E = 7| 2
UKPTHIM PEKZ, AS2805

O| oMol M= 8 PEK(PIN ¥ 25t 7|)2 &5 3HE PINS CHE PEKE
EOE L5378 M8ste 048] A|lA=” T

Muto ZM PINS 2535104 PCIPIN 77
T TDES 3KEY 2 =38 A& 35t X|2t AES ISO-
oM PEKE S CtLEt SMS MEE = QA%LIEL

HTJ
o C

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645SE" \
--incoming-translation-attributes
IsoFormat@="'{PrimaryAccountNumbex=171234567890123}"' \
--incoming-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt \
--outgoing-translation-attributes
IsoFormat@="'{PrimaryAccountNumbex=171234567890123}"' \
--outgoing-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6xh

"PinBlock": "E8F2A6C4D1B93E7F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",

"KeyCheckValue": "9A325B"

}
OlM £3{ PIN E50| & #Hm| PEKZ 233t k|0{ sl 7|& ERE CI2AER AIABRISZ OHXsA|
M&g = A&LIT
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22| 'l 2l U X|5H=E Visa PVV 44

Example

O| oMo = £230| &= 3=l (PinData.PinBlock) 2 PIN block (pinData.Offset)7} &= AH PVV
(%)) £l MM3tLICl PinData.PinBlock) pinData.Offset). 7| &/23Zt2PAN, Pin Verification
Key, Pin Encryption Key, PIN block format®lLIC}.

Ol WHES AF25tE4H 7|71 &0|o{oF &L|C}TR31_V2 VISA_PIN_VERIFICATION_KEY.

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5Sksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"
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ot 24 &l Elof| CHEt Visa PVV A4

Example

A
m
o
ol
ki

O| MM E XIHE(ZE8HE!) Elof CHEH PVWE dERLICH 2 ESHE El2 MEXTE

| e [ i
JE' E%% 18 F04 Z2H EWI'—* e 5’PE _/.\_IIXHEP 22 UAE A T*.JEE' = U

i o

CIPIN block format.

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt --primary-account-number

171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
VisaPinVerificationValue={PinVerificationKeyIndex=1,EncryptedPinBlock=AA584CED31790F37}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"

Zlof CHEt IBM3624 £l @ I Al Al Ad

IBM 3624 PIN 2 Z4E IBM HAMEEtD
(PVK)E Ar&3t0{ At/S7F PINS HHEE
M EOOIHE MEY He7t gleaz YZAHE XElsts ol o E% *O'LIEF. P‘* g aleh B2

O MA7t 7tE AXIRE MEY4 74s ElO|LE 21| £l TEdstX| ef=rt El
2 51857| s L= 4N Z|FO| MA| FIHEIRSLICH LEM2 MEISHEE F2F¢|) £l Xted
7| 7to| xtO|& LIEHHLICH @Z A Zf2 7= Y2 X E= 7= Z2 Mol olaf K& EL[Ch EH™Y
A Al AWS Payment Cryptography AMH|AE= LHREXMOZ Xtod EIS CHA| AH[4tetn 2 Mg 2504
g #&Uct JH O3 0|8 ETHM HEt Ro{oll M XS Ft 243 HlmEoct,

IBM362401 £ CtS1t 22 H 7Hx| 40| U&LICH
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AWS Zx| &5 35t Add a permission2|

« Ibm3624NaturalPine AHd Elnt &S SHE El EE8 &35 L|C}.
==

« Ibm3624PinFromOffsets QLEAES T1P4{5t0{ L5 35E El EE2 MMsHL|C}
A

e

A
* Ibm3624RandomPin= T 2| EE dde OtE LRlste 2=z 40 a5 5tE 2l S 52 ddeL

ct.

« Ibm3624Pin0ffset= AFE A7} MEHSH EIS T12{5t04 El @ T AIS MAMELICT

AWS Payment Cryptography LHE 0| A Ct & EHHE s erL|Ct.

« NMZE S 16AI2 I ELICH <160| MEBE E MBE Y BXIE AF2510{ LEZ oM IE
grLict.

- PIN 84 7|8 At835t0oi HE CIOIEE 2ot 3fLtt

- A EE N850 25 5HE H0IEE A AR5t ch a2 ™ £ A7t 90f| DHEE[T 1
Of 10i D& =+ = 16%l4 X A7+ 10Tl =0i| OHEE LI

- E39| 16T/ EH0|M XS 4XIEIE 7S LCH 0|70 Ated ElQdu|ct

-« ALERI7F (=St ALY F A9 Elo| H8E 32 ZER0|M DM o= Rfed ElE Win. duts
I ALt

of| x|

of: Zloj| CHEH IBM3624 Tl @ T All AlAd

Ol Mol = £240| & 238 El(PinData.PinBlock) 2! IBM3624 @ Z Al ZtPIN
block(pinData.Offset).PinData.PinBlock) &1232 PAN, 23 C|O|E{(YEtx o 2 ™), = EAt Pin
Verification Key, Pin Encryption Key 2 IL|C}FPIN block format.

O BHE ASstdH El 48 7|7t R0l & E=t 7|7t RZ0|0{ok
TR31_V1_IBM3624_PIN_VERIFICATION_KEY &fLICH TR31_PO_PIN_ENCRYPTION_KEY
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Example
CZ oMol A= Ibm3624RandomPing AtE35t0{ £ 2 et o= =3t £l 251
IBM3624 L Z Al 7/ 2 £35t= WS 2 0{ELICt. Ibm3624RandomPin

—_—— A HA =

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"PinOffset": "5507"

PIN Ci|O|E = ¢l

PIN G[O|&{ QI &= PINO| 2HIEX| & Qlot= O AASELICH 047|0ll= Loz o|Fol| X{E &
B 22 7= ARV POIO] =48 2kt HlWst= redol ZEHEILICH o8 gt 24 240 7|E

e T ESX| 1 F gkS HlwEuch
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PVW HMEE AF350{ 24 53512 PIN 435

Example

Ol oAl ME XIHE PANS| PINE ABaH E2&LICH PIN2 iMooz 7= AX[AFEEE AFS AL
HEE floll MSstH mtdol gt HInEHUChZtE AX|Rte| 2342 BOld = V(|E YAE

2 3tEl I 2 NS E). ol =S ASStY| 2ol HEIH Al U™ EHE &=
)PAN IS

b | =
PANS} & Q18 Zf(PVV =& IWK)E MBELICIHPIN offset.

AWS Payment Cryptography7t £l A& =+ U= 32 http/2000] gHEHEIL|CE Elo| B E[X| et 2
A< http/400= BHEHEFLICEH

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"VerificationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,
"EncryptionKeyCheckValue": "7CC9E2",

PIN El|O|E &ol 152



AWS Zx| &5 35t Add a permission2|

PVV HIMEZE Al235t0{ &

Fol
ﬁm
r
1Y)
p
o
ol
X0
=l
2t
>0
r
H

Example
Of oMol M= XIHEl PANOY CHE PIN A& & Al 5tX|EH ElO| 22 k[0 AufgrL|Ct,

SDKs AFE & [ {"Message":"Pin 25 22| 4l1l.","Reason":"INVALID_PIN"}S £ E A|E/L|C}.

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=9999}" --
encrypted-pin-block AC17DC148BDA645E

An error occurred (VerificationFailedException) when calling the VerifyPinData
operation: Pin block verification failed.
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PV HMEE AI25t0{ 45 3EI PIN HS - &2 = Q24 ©

Example

o oMol M= K| E PANOI CHEH PIN B2 AT sHX|OH HRE Ql2do 2 Qla Alujstn 4=41 oo

E{7t &8t ElO| OP‘-'LIEP YOl QIR ChET Z&LICH AL8 Sl /R RE 7| 2/ E= E 2
|.

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier --primary-account-number 171234567890123
--pin-block-format ISO_FORMAT_O@ --verification-attributes

VisaPin="{PinVerificationKeyIndex=1,VerificationValue=9999}" --encrypted-pin-block
AC17DC148BDA645E

An error occurred (ValidationException) when calling the VerifyPinData

operation: Pin block provided is invalid. Please check your input to ensure all field
values are correct.

O|Zof| K& El IBM3624 £l 2 =4t H|W35t0{ PIN A&

tod 7tE AX|RH7F MS
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 UAEE I3l
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22 27 BOlg(EE slE WESTne 22T

I- = =
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Example

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"PinOffset": "5507"
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https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html
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- OtAEH 7| It 2 E(0d: EMV &M A) - MajorKeyDerivationMode 0l A x| &
- EZHTM O|O|E - TransactionData ZE0i| X|HE CHE et ERHAHM Etet7| 2 5tE O 0|6 EAHY
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https://www.emvco.com/specifications/?post_id=80377
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-
00000000170000000000000008400080008000084016051700000000093800000B03011203000000(80
X} EE= 40HIO|E)

ISO 9797 HIAME 2 T{Z!

o= sHA:
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000(80
Xt EE= 40HIO|E)

i =
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000800000
Xt EEE 44HLO|E)

of| Al

Visa CVN10
Example
O| ol M|l M= Visa CVN102 AL 35104 M4 El ARQCE ASELICH

AWS Payment Cryptography7t ARQCE AZE & U= B2 http/2000| EHEHEILICE.
ARCQ(Authorization Request Cryptogram)7t A& £|X| et 2™ hitp/400 SE 2 gHEteFLICH

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \
,"PrimaryAccountNumber":"9137631040001422"}}"

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

ofl A 157



AWS Zx| &5 35t Add a permission2|

Visa CVN18 Z! Visa CVN22

Example

0| of| A|oJlAE Visa CVN18 EEE CVN22 £ Al236l0o{ MM = ARQC% @ééH HZ&L|ch CvyN18 &
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AWS Payment Cryptography7t ARQCE A& E &= U= B2 http/2000]| gHEHEILICH ARCQ7 AB K|
X| Ot O ™ hitp/400S HEHEILICH

LS — L—

$ aws payment-cryptography-data verify-auth-request-cryptogram \
--auth-request-cryptogram 61EDCC708B4C97B4

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F22010300000000000
\

00000000000000000000000000000000000000000008000000000000000
--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B", \
"PanSequenceNumber":"01","PrimaxyAccountNumber":"9137631040001422"}}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMacEmvPinChange

AWS Zx| &5 35t Add a permission2|

=X
« MAC A
- MAC A&

MAC AiM

MAC AP| 42 227l 535 7|E AHE5t0] TS TAIRIRE =41 ALK} 2Ho| HIO|E &
MAC(HIAIX| Q15 ZE)E Mdsto{ 7t= D8 AERIO|Z oM O|0|E FMat 22 7= o+
O|HE ¢l&3st= ol A& ELICH MAC d8oi At |= O|o|E{oll= HIAIX| HIO|E, H|Z MAC & Z 3t
7| Y ME S et 1R MAC 22 dM5tE MAC €11 2|&0| ZEELICH MACS| =4l ALK
L& MAC HIAIX| EIO|E|, MAC &5 3t 7| 2 2 2|ES AH&35t0{ H|m 2! O|o|E 2IE 2 ?s CHE
MAC Zt2 CtA| BHELICH HIAIX|Q| B BAtEtE HAE|HLE 2150 A8 E MAC 7|71 SYUSHR| 2
ZA ZA1t MAC Zt2 22t EILICH APIE=0| ZHedol CHsH 1ISO 9797-1 €1 2lE 1 2 1SO 9797-1 L1
& 3 MAC(HEA MAC 7| & mtME DUKPT 7| AHE), HMAC 2 EMV MAC 233t 7|& X[ E LY.

O

i
Ol

message-datall 2 Zf2 hexBinary Ci|O|E{0{0F & L|C}

O| API12| 2 E S Mo CHEt RHAM|IEH LHE 2 GenerateMac & VerifyMac2 & E5HM 2.

MEHX T} 2t0|E| mac-lengthE AtE5HH &3 7}

e Hetd & JaU(ZE WMz 7hsELdH. d
O| 82 8HIO|E = 16 168l EXAE LIEHH L

1 o

MAC 7|& CreateKeyE %% 3t0{ AWS Payment Cryptography 2 44435} 7L} ImportKeyE 5 &3504

7tME = A&

(® Note
CMAC 2 HVAC ¢ 2[&0= Y o| LRstX| &Lt OHE 2 & A<R0f= TDESS| B2
8HIO|E(16 16Tl = A}), AESS| AL 16HI0|E(32 167l =X 2| HY
37|2 C|o|EE T Y5HoF &LIC.

T

of| M|

- HMAC MM

« 1SO 9797-1 &1 2|& 38 AL835t0 MAC A4
« CMACE At&3510{ MAC d*d

« DUKPT CMACE At83t0{ MAC 4

MAC 4o 160


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
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HMAC A

O] of|Mlof M= HMAC & 1 2|&F HMAC_SHA2561F HMAC & 33 7|1€ AF®35l0{ 7I= O|O|E{ 2152
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Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm=HMAC

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"KeyCheckValue": "2976E7",

"Mac": "ED87F26E961C6D@DDB78DA5038AA2BDDEAODCEQ3ESB5E96BDDD494F4A7AALTOC!

1ISO 9797-1 &1 2|&F 32 AL& 3101 MAC ‘44
Ol oMol ME 7H= CIO|E] Q1B S 2I5H 1ISO 9797-1 L T E|& 3(A 0 MAC)S AF&3t0{ MACE M
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Example

$ aws payment-cryptography-data generate-mac \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h \

--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \

--generation-attributes="Algoxrithm=IS09797_ALGORITHM3"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",

"KeyCheckValue": "2976EA",

"Mac": "A8F7A73DAF87B6D0Q"

CMACE AF23+0{ MAC A4

CMACE 7|7t AESO|X|Bt TDESE X|Hst= A0l 7t LMo 2 AFSELICE O] oMol = AES
7|2 A8 7HE IOl 21E 2 <l CMAC(ISO 9797-1 € 1 2|& 5)E AF83510{ MACE M/&&LICt.
7|0l= KeyUse7} TR31_M6_IS0_9797_5_CMAC_KEYZ MM E|T KeyModeSofUse= GenerateZ
M E|0] Rlo{oF gLt

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm="CMAC"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,

"KeyCheckValue": "C1EB8F",

"Mac": "1F8C36E63F91E4ES3DF7842BF5E2ES5F7"
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DUKPT CMACE A+&3t0{ MAC ‘4

Ol oMol MHE 7H= CIlOIE] Q1B 2 & CMACS & 74 DUKPT(ERAMY IHME 1R F))E At
8235t04 MACE MMEtLICH 7|= KeyUsageE 2 AA5t1T TR31_B0O_BASE_DERIVATION_KEY
KeyModesOfUseE trueZ DeriveKey X &Hof & L|C}.

DUKPT 7| 7|2 mi4 7|(BDK)QF 7| L& 8135 (KSN)E At 5o 2 ETEMo] Cis TR8 7|2 ot
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Example

$ aws payment-cryptography-data generate-mac --key-identifier arn:aws:payment-

cryptography:us-east-2:111122223333:key/qnobl51ghrzunce6 --message-data
"3b313038383439303031303733393431353d32343038323236303030373030303f33" --generation-
attributes="DukptCmac={KeySerialNumber="932A6E954ABB32DD00000001" ,DukptKeyVariant=BIDIRECTIONAL

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"KeyCheckValue": "C1EBS8F",

"Mac": "1F8C36E63F91E4E93DF7842BF5E2ESF7™"
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
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--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

Example
$ aws payment-cryptography-data verify-mac \

gnobl51ghrzunce6 \
--message-data

"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--mac ED87F26E961C6DODDB78DA5038AA2BDDEAODCEO3ESBS5E96BDDD494F4A7AALTOC \
--verification-attributes Algorithm=HMAC_SHA256

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",
"KeyCheckValue": "2976E7"
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Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijewtxx64pi \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--mac DS8ES8Q4EE74BF1D909A2CO1COBDESEF34 \

--verification-attributes
DukptCmac="'{"KeySerialNumber":"932A6E954ABB32DD00000001", "DukptKeyVariant" :"BIDIRECTIONAL"}'

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",
"KeyCheckValue": "C1EB8F"
}
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+ AMEX_CARD
_SECURITY
_CODE_VER
SION_1

+ AMEX_CARD
_SECURITY
_CODE_VER
SION_2

+ CARD_VERI
FICATION_
VALUE_1

+ CARD_VERI
FICATION_
VALUE_2

+ CARDHOLDE
R_AUTHENT

ot
=

St M EE  SIEE T AME HA8E 7| g1l HAEE 7 AE

SnEl&E & 2e =%

* DYNAMIC_C TR31_E4_E « TDES_2KEY { DeriveKey =
ARD_VERIF MV_MKEY_D true }
ICATION_C YNAMIC_NU
ODE MBERS

« DYNAMIC_C TR31_E6_E « TDES_2KEY { DeriveKey =
ARD_VERIF MV_MKEY_O true }
ICATION_V THER
ALUE

1 FHEEIIAE A E 7| dIE[& HEE 7| M8 B

X2

TR31_C0_C + TDES_2KEY { Generate = true },
ARD_VERIF . TDES_3KEY { Generate = true,
ICATION_KEY Verify = true }
TR31_C0_C  TDES_2KEY { Generate = true },
ARD_VERIF { Generate = true,
ICATION_KEY Verify = true }
TR31_E6_E « TDES_2KEY { DeriveKey = true }

MV_MKEY_OTHER

VerifyCardData
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ot

F or 11

no

o fob

3} Q4 &=

rr

1]

ICATION_V
ERIFICATI
ON_VALUE

+ DYNAMIC_C
ARD_VERIF
ICATION_CODE

+ DYNAMIC_C
ARD_VERIF
ICATION_VALUE

GeneratePinData(VISA/ABA & H|&)

HEE 7| A8

TR31_E4_E
MV_MKEY_D
YNAMIC_NUMBERS

TR31_E6_E
MV_MKEY_OTHER

ol
)
il
N
e
o
L]
1

« TDES_2KEY

+ TDES_2KEY

VISA_PIN or VISA_PIN_VERIFICATION_VALUE

PIN &4 7|

HEE 7| A8

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V2_V

ISA_PIN_VERIFICATI

ON_KEY

18E 7| gz

ol
O

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

HAEE 7| A8 2=

{ DeriveKey = true }

{ DeriveKey = true }

HAE8E 7| A8 2=

* { Encrypt = true,
Wrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
true }

* { Generate = true }

* { Generate = true,
Verify = true }

GeneratePinData(VISA/ABA #| 7| 8)
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GeneratePinData(IBM3624 &)

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

7| 5

PIN & 53} 7|

HEE 7| A8

TR31_P0_P
IN_ENCRYP
TION_KEY

18 7| g1z

ol

+ TDES_2KEY
+ TDES_3KEY

O

5

S

% ofo

IBM3624_N
ATURAL_PI

N, IBM3624_R
ANDOM_PIN

, IBM3624_P

E 7 A8 2E

IN. FROM_OFFSETZ|

He

* { Encrypt = true,
Wrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions
true }

IBM 3624_PIN_
OFFSETQ| 7%

* { Encrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =

true }

GeneratePinData(IBM36248)
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o

7| &

PIN & 7|

VerifyPinData(H|X}/ABA | 7| &)

VISA_PIN

PIN &4 7|

HEE 7| A8

TR31_V1_|
BM3624_PI
N_VERIFIC
ATION_KEY

18 7| A8

ol

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V2_V

ISA_PIN_VERIFICATI

ON_KEY

VerifyPinData(IBM3624 &)

18E 7| e

ol
O

+ TDES_3KEY

188 7l ¢ g

ol
i

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

HAEE 7| A8 2=

* { Generate = true }

* { Generate = true,
Verify = true }

ZHIIAE BE

o
I 00

* { Decrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
true }

» { Verify = true }
* { Generate = true,
Verify = true }

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

VerifyPinData(H|Xt/ABA |7 &)
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PIN 221 7|

GIOIE 3l =

N
30
o

DUKPT

HEE 7| A8

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V1_|
BM3624_PI
N_VERIFIC
ATION_KEY

H2E F| A2

TR31_B0_B
ASE_DERIV
ATION_KEY

HEE 7| de

1y

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

HEE 7| e

Iy

TDES_2KEY
AES_128
AES_192
AES_256

HAEE 7| A8 2=

IBM3624_N
ATURAL_PI

N, IBM3624_R
ANDOM_PIN

, IBM3624_P

IN_FROM_OFFSETZ2|

ze

» { Decrypt = true,
Unwrap = true }

{ Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

{ NoRestrictions =
true }

{ Verify = true }

{ Generate = true,
Verify = true }

5

&5

= IIAE EE

% ofo

» { DeriveKey = true }

* { NoRestrictions =
true }

ololH a5
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7| 9 S8 7| A8 sigE 7l gnalEs  H8EIIAME =S
B
EMV TR31_E1_E « TDES_2KEY » { DeriveKey = true }
MV_MKEY_C
ONFIDENTIALITY
TR31_E6_E
MV_MKEY_OTHER
RSA TR31_D1_A + RSA_2048 » { Decrypt = true,
SYMMETRIC « RSA 3072 Unwrap=true}
_KEY_FOR_ N RSA_4096 O {Encrypt=true,
DATA_ENCRYPT'ON Wrap:true,Decrypt
= true, Unwrap=tr
ue}
CHE 7| TR31_DO0_S + TDES_2KEY » {Decrypt = true,
YMMETRIC_ . TDES_3KEY Unwrap=true}
DATA_ENCR . AES 128 * {Encrypt=true,
YPTION_KEY =
. AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
+ AES_256
ue}
* { NoRestrictions =
true }
CiOlE &= 3t
B 5188 7| A sigEl7lgmeld sgE A8 RE
£
DUKPT TR31_B0_B « TDES_2KEY » { DeriveKey = true }
ASE_DERIV « AES_128 » { NoRestrictions =
ATION_KEY . AES 192 true }
 AES_256

HlolE

oo

55t

Yol
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7l 2 58 7| A 588 7 YnEE  HBEIIAS ZE
=g
EMV TR31_E1_E « TDES_2KEY » { DeriveKey = true }
MV_MKEY_C
ONFIDENTIALITY
TR31_E6_E
MV_MKEY_OTHER
RSA TR31_D1_A + RSA_2048 * { Encrypt = true,
SYMMETRIC « RSA 3072 Wrap=true}
_KEY_FOR_ N RSA_4096 O {Encrypt=true,
DATA_ENCRYPTION Wrap=true,Decrypt
= true, Unwrap=tr
ue}
CHE 7| TR31_D0_S « TDES_2KEY * {Encrypt = true,
YMMETRIC_ . TDES_3KEY Wrap=true}
DATA_ENCR . AES 128 * {Encrypt=true,
YPTION_KEY =
. AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
+ AES_256
ue}
{ NoRestrictions =
true }
PIN G|O|E{
Direction £ HEE 7| ALE SEE 7| L1 HEE FIAE
& 2 x%
CIHI2E O[o|EH  DUKPT TR31_B0_B « TDES_2KEY » { DeriveKey =
AL ASE_DERIV . AES 128 true }
ATION_KEY « AES 192 » { NoRestric
. AES 256 tions = true }

PIN Cl|O|E gdgt
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Direction 7l 2 HgEIIANE  s8EHII LDE HBHIIAS
& DEXF
CHI2E H|o|H H| DUKPT(PEK, TR31_PO_P « TDES_2KEY » { Decrypt =
LA AWK, IWK &) IN_ENCRYP . TDES_3KEY true, Unwrap =
TION_KEY . AES_128 true }
- AES_192 BT =
true, Decrypt
> MBS 2dE = true, Wrap =
true, Unwrap =
true }
{ NoRestric
tions = true }
OfZHI2E o]  DUKPT TR31_B0_B « TDES_2KEY { DeriveKey =
E{ CHAF ASE_DERIV « AES 128 true }
ATION_KEY . AES 192 { NoRestric
. AES._256 tions = true }
o2 H}2E oo H| DUKPT(PEK, TR31_PO_P « TDES_2KEY { Encrypt =
E{ CH& IWK, AWK &) IN_ENCRYP « TDES_3KEY true, Wrap =
TION_KEY . AES 128 true }
. AES_192 B =
true, Decrypt
0 NEELASY = true, Wrap =

true, Unwrap =
true }

{ NoRestric
tions = true }

MAC ‘d-&/=el

MAC 7|= HIAIXI/HIOIE EE2| 253 sHAIE ddste ol AHSELICH OiE HYS s + gl
B2 7| M8 2V MEE 7|§ 4d ne ""._é T|X| ef&LICE a2t CHE AR 0] 2 m|od

O.u. i
0
0
ob
rr
).

O LIHZX| Mt E sHsttds 2 71& 7t 7LE LHE = d&LICh
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HEE 7| A8

MAC 7|

MAC 7|(£ 0§ MAC)

MAC 7|(CMAC)

MAC 7|(HMAC)

MAC 7|(AS2805)

HEE 7| A8

TR31_M1_lI
SO_9797_1
_MAC_KEY

TR31_M1_lI
SO_9797_3
_MAC_KEY

TR31_M6_|
SO_9797_5
_CMAC_KEY

TR31_M7_H
MAC_KEY

TR31_MO_|I

SO_16609_MAC_KEY

HEE 7| de

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY

1y

&

=3

8E 7| A8 2=

T

{ Generate = true }

{ Generate = true,
Verify = true }

{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }

{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }
{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }
{ Verify = true }

{ Generate = true }

{ Generate = true,
Verify = true }
{ Verify = true }

MAC 4/l
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GenerateMacEmvPinChange

GenerateMacEmvPinChange= EMV 2 Z2}Q! PIN #H4Z4 &S 2|8t MAC 4 2 PIN ¢S5 &4
FELICH O] o= MAC ddEE 28t F4E 712 PIN 58 E ¢I8 7|2 M Zlete & 7HK 7| &
go| Z ot
7l 98 5188 7| A 5188 7l L12E  H8E A8 B=
Ea
Hot AR 44 7] TR31_E2_E - TDES_2KEY + { NoRestrictions =
MV_MKEY_| true }
NTEGRITY
2ot HAIE 7[Y 7] TR31_E1_E « TDES_2KEY  { DeriveKey = true }
MV_MKEY_C
ONFIDENTIALITY
1A PIN PEK(PIN &  TR31_PO_P « TDES_2KEY + { Decrypt = true,
33} 7I) IN_ENCRYP « TDES_3KEY Unwrap = true }
TION_KEY . AES 128 * { Encrypt = true,
. AES 192 Decrypt = true,
Wrap = true,
« AES_256 _
Unwrap = true }
* { NoRestrictions =
true }
M PINPEK(PIN &%  TR31_PO_P + TDES_2KEY » { Decrypt = true,
= ) IN_ENCRYP - TDES_3KEY Unwrap = true }
TION_KEY . AES 128 * { Encrypt = true,
. AES 192 Decrypt = true,
Wrap = true,
« AES_256

Unwrap = true }

{ NoRestrictions =
true }

GenerateMacEmvPinChange
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7l 9y 5128 7| A8 sigE 7l gnalE  s8EIIMS BE
S
ARQC 7| TR31_EO_E « TDES_2KEY » { DeriveKey = true }
MV_MKEY_A
© Note PP_CRYPTOGRAMS

Visa & Amex
I}b o & 7| o Bt

VerifyAuthRequestCryptogram

SI8E FIAS EMV M S8 7| 2UEE 518 7| A8 2E
=&

- SMA TR31_EO_E * TDES_2KEY * { DeriveKey = true }

- S4B MV_MKEY_A

PP_CRYPTOGRAMS

JIX7|/LHE L 7| 7|

el /Y FHEE 7| A8 H8E 7| LB/ HEE 7| A8 2E
ey )
TR-31 2HZ 7| TR31_K1_K - TDES_2KEY - { Encrypt = true,
EY_BLOCK_ . TDES_3KEY Wrap = true J(LHE
=3
PROTECTION.KEY | ,o 400 L7 ©8)
TR31 KO K . AES 192 . {UDecrypt_=ttrue,7+
EY_ENCRYP . AES 256 nwrap = true X

Me7| ™M
TION_KEY 127118)
* { Encrypt = true,

Decrypt = true,

VerifyAuthRequestCryptogram 177
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o
SEER

0%

F

o

ol

I
als

Al
27|

= CA 7}

ECDHRI Z2 F2 A
of ot 2|&0] AFS E
= 7|

r

OIALE 7] 73

Ct

0jo

HEE 7| A8

TR31_S0_A
SYMMETRIC
_KEY_FOR_
DIGITAL_S
IGNATURE

TR31_D1_A
SYMMETRIC
_KEY_FOR_
DATA_ENCRYPTION

TR31_K3_A
SYMMETRIC
_KEY_FOR_
KEY_AGREEMENT

+ TR31_P1_PIN_GENERATION_KEY

ol
)
il
N
e
o
L]
1

+ RSA 2048
+ RSA 3072
+ RSA 4096

+ RSA_2048
+ RSA_3072
+ RSA_4096

+ ECC_NIST_P256
+ ECC_NIST_P384
+ ECC_NIST_P521

7| 882 #XH AWS Payment Cryptography0Oill A AFS E|X| oF&LICH.

x3

8E 7| A8 2E

T

Wrap = true,
Unwrap = true }

» { Verify = true }

* { Encrypt=t

rue,Wrap=true }

» { DeriveKey = true }
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__o._

ol

b

AWS ZX|

it ALE ALl

AWS Payment Cryptography &

21 ALE Atzdlod| o]

SHMI2.

£

=E 7
= |

Payment Cryptography API

=X

E MM

AL

)2z T JELch

2 Ho7t XIMEH chax Zo| elztelo] of

[N

E =N NS PN

QlH}
=0

M AAEIOM 7|

=
=

2

H|

|

4

Tol

nJ
oll

ol
or

[N

CVV MM =
CVV2 A

&t

« X|YE Ft=of oh

ol

oil”
|

)

%0

= =

Cl

A

Ft=of CHst

4

0
ur

EMV MAC A4 Ad

I.

S
)

« PIN'HEE 9
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22 2ot pyVE ddsttiH PYWE W dstT] fI8F £ =02l 7|(PVK)oF El 5 5HE 2|8 2l A5 5
ZI2tE = 7ie] 717t HFLIcH E RHAlE ME|A LHoM FE 212 s S-EEH F 7|e &=
st daloz gdo| &Lt

PGKE PVV 21 2|E KA E 7|He 2 dt= €1 2|& TDES_2KEY S| 7|040F & LCt PEKE
TDES_2KEY, TDES_3KEY &= AES_128% = Ql&LIC} 0| B2 PEKE A|AE! LM LHEXMo =2
AE3H7| fI8t 70|22 AES_1280| E&LICH PEK7} CHE A|AEI(0f: 7= WIEQT, Ql=Xl, ATMs)
oto| wetol AFEE|7{Lt oto|2Bl|o|Me| UE R 0|8 ¢ B2 TDES_2KEY7t S &AM E ?lal o &

FAMEHQL & Ol |}

XE-I -T2 T AAHE

rok

PEK 44

$ aws payment-cryptography create-key \
--exportable
--key-attributes
KeyAlgorithm=AES_128,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY,\
KeyClass=SYMMETRIC_KEY,\
KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}' --

tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

SEHe $4 352 QI8 ARNT 7| A ZH(KCV)S Z &3t 2% met0|E{S ChA| BHdstLct
{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
LIRS 180
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"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "7CCOE2",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt@ 20| 7|2 KeyArn L}
EtLH=E 7|55 SLICH CHS BHA0IM of 2fds & FhLct.

PVK A4
$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,h KeyMc
--tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

SEH2 F5 3ES I8 ARNI 7| AL ZH(KCV)2 Z &8t @F TZt0/E & ChA| BFEErLICH.
{
IIKeyII: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbtzcza",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
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"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "51A200",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/ov6icy4ryasdzczalt Z 0| 7|& KeyArn
LIEHLHEE 7|58l SLIct Ch& HA0IM o] g &g LICt.

TEHE T OoOH

E MY, pyv dY, &

I.

ok

3 PIN & PVV gt

ok

Example

Ol oMol HE £240| & & 5}El(PinData.PinBlock) & PIN block (pinData.VerificationValue)7} &
M PV (R29]) 4Xt2| EI2 M ErLICHPinData.PinBlock) pinData.VerificationValue). 7| 21242 PAN,

H =

Pin Verification Key(E M4 7|2t T &), Pin Encryption Key 2! PIN 25 &AQ|L|C}.

O| HHE ALE35tedH 7|71 K& 0|o{oF &L|CFTR31_V2_VISA_PIN_VERIFICATION_KEY.

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/iviSksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}
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"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"

Example

Of ofAloil M= XI'HE PANS| PINE AE 8l EZ&LICH PIN2 YEtMHo 2 FtE AKXt EE= AFS AL
A2 ?lsll M3stH ool giat HImELICHZIE AX|Ate| /32 HO|d E= 7|Et YAER B2
Xto| s stEl o2 MBS E). ol =S AB5H7| flo HELY Al CHS 2 - =8t E E, 2 e o
285t Ol ABElE /(S5 IWKERT B PAN 2 2018 Zh(PVV =)= MBS ELILIPIN offset.

N

_|
=

AWS Payment Cryptography7} EI&
742 http/400S HHEHEFLICE.

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --

encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"VerificationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",
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XI™EE=E FlE0] CHEt CvV MM == &0

CVV E= CW12 X FlE OBl AEEFO|Zof &=l ZrelL|Cct cvveet SUSHKR| St &

M8XMo=R
LICHZE AX[AIF & = 41 222! 7ol AFE 7Hs).

Hem gAlE 7|18 ttes WUt o] Xk&AMolME CVK 0|5 Z0| 3DES(2KEY TDES) 7|18 A4
2ot
@ Note
CVvV, CVWW2 2 iCWE 25 Y &1 2|F0| ofL|EEHE HIR5HX|BH /= 0| E HEE

LICH 25 S8t 7| 3 TR31_C0_CARD_VERIFICATION_KEYE Al26tX|2F 2t = of Cf
S HT 9_I 7|18 AME35tE Zd0| E4&LICH of2H of|AMet Zro| W& /= EfE AFE5to &

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC

--tags="[{"Key" :"KEY_PURPOSE","Value":"CVV"}, {"Key":"CARD_BIN","Value":"12345678"}]"

SEH2 F5 ZES I8t ARNI 7| AL ZH(KCV)2 E&f et @F Et0/E & ChA| ghFgrLCt,

-~

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqgxyféqglqr",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
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"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "DE89F9",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbqgxyf6éqlqrt Z O] 7|& KeyArn
LIEtLH=E 715 el ELICH ChS B 7[0lA o] ZF & s gfLict

CVV MM
Example

o] ofi Mo M= 240| O|TLPAN, MHEIA FE(ISO/IEC 781301 M HHel)7t 1210|1 7t= BHE 7} €
X|IEE PANO| CHEt CVVE &gt

ME 7ts8t 2 E nlgto|E{E APl # X 7}0|E 9] CardVerificationValue12 & ZHAM|L.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyf6qlqr --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=121}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/r5203wbqgxyféqlqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "801"
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Cw 4%

Example

Ol Mo MHE CVK, , AMH|A& ZE 121, 7t Btz I 2 HE S flai EAMME S0 MSE CVWE

=
2l=245to4 X|QE PANOI CHEF CVVE & QIELICH PAN

A2 7ts8t 2E nlgto|Ee{= APl £ X 7}0|E 9| CardVerificationValue12 & X 5HMI L.

b Zh(0d: CvVv2)0] ofL|X|2t LBt O 2 magstripedl| Z& E LICH XS
o{f & JmE{afioF gLt

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbqxyf6qlqr
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqgxyféqglqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "801"
}

2ete! Fofol AEXl= ZrLICh 7He FtEo| F2 A =
st dAez cvwilt SUSHR|EH MH|A ZE 20| CHELICH

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

£& 5ES Q8 ARNI 7| AL ZHKCV)E £ &8 2% ml2tO|E{E CHA| BHEEHLIC.
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,
"KeyCheckValue": "AEAS5CD",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu2t Z 0| 7|& KeyArn
LIEHLH=E 7|56l ELIC CHS A0l o] e +=~FrLIcH

CVV2 A4
Example

o| oMo M= PAN & 7LE BtZ It

jn

2U2{st= XI'HE PANO| CHEF CVV2E A dLICtH

A2 7ts8t 2E nl2to|Ee{= APl £ X 7}0|E 9| CardVerificationValue2& & X 5HM|L.
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$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2='{CardExpiryDate=1127}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",

"KeyCheckValue": "AEA5CD",
"ValidationData": "321"

CV2 435
Example

Ol GO CVK Y3, 7t BH2 ot PANG! 4B S 2IsH ETAM Sof MSE CVWE A8810]

XIS E PANO]| CHEF CVVCVV2E & elgtLct.

ol
jo
ol

A 7ts8t 2E nlgto|Ee{= APl £ X 7}0|E 9| CardVerificationValue2& & X 5HMIL.

=]

CVV2 2 7IEH 22t AFSRL7E I21E gtelLict matd 7Mooz BB EX o 2xel

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2='{CardExpiryDate=1127} --validation-data 321

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",

"KeyCheckValue": "AEA5CD",
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AWS Zx 53}
"ValidationData": "80@1"
}
EX™ 7t=of cigticvyv MM == &l
2 AESERIBHiCVWE & FtE LHo| Z& E|o /& LIC MH[A

- O
iICVVE CVV/CVV2et 58t o1 a|&
A =999 LCt.

7| 44
$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"ICVV"}, {"Key":"CARD_BIN","Value":"12345678"}]"
m}2t0|EE ChA| BFI gL

515t O %4
- 4L O

9|8t ARNI} 7| Z4AF ZH(KCV)S Z 8

SEER =
{
IlKeyll : {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

c7dsi763r6s71fp3",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyClass": "SYMMETRIC_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false
"Generate": true,
"Sign": false,

"Verify": true,
"DeriveKey": false
: false

"NoRestrictions"
}

.
"KeyCheckValue": "1201FB",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
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"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763r6s7Ifp31t Z 0| 7|& KeyArn
LIEILi=E 7|58l SLICH ChS EA0AM o] 2 dE =~ gfLch.

iICVV 44
Example

o] iiXoflAlE @240l O|ZPAN, MHIA ZE(ISO/NEC 78130141 & 2l)7t 9990|1 7t= BHE M7} !
X|HE PANO] CH3H iCVVE A gFLCt.

ME 7tsSE 2 E TtetO|E = API & X 7+0|=29| CardVerificationValue12 & Z35HA|L.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3 --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"'

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

AZ 2 Q|5 2l242 CVK, PAN, 9999 MH|A FE 7iE ot= U Ll AS & ERMAHM Sof A2 =
L

iCVVL|CE.
ME 7tsE 2 E nt2tO|E = API & & 7+0|=9| CardVerificationValue12 & Z5HAML
T
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® Note

iICVV= AFERAEIF iz 8k gh(od: Cvv2)0| ofL|X|EF LEtxMo = EMV/E 7t=0i| Z & ELICH A
3 Al g4 dBstok st=x| 042 & 1E{atoF &LCt.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763xr6s71fp3
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999} --validation-data 532

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

EMV ARQC & ¢l & ARPC A

ARQC(Authorization Request Cryptogram)= EMV(Z]) 7= 0| A8t k52 E2HAY
SC0IEl 7tE AH8 2 HEst= ol AHSELICt 7=, B0l L ESHM XIA| o] CI|O|EHE SEEhLICH.

sHolle o] HE Al SYUEt 2/290] AWS Payment Cryptographydll ME &1, & E 71 LR MO Z CHA|
MM, ESHR MO 37A M3 E 2t "l Eo(ct ol248 2|0l M MACSE RALEFLICH EMV 4.4

ook 2=0| & o M 7tX| &M, & U3 ER-MM 7|18 H4M5t7| et 7| R YK MM 7| -
CSKetx &), 24 HOo|2E I SH 44 YH(ARPC)E Ho|gfLCh

JHE 7IE MA= SEE F7F EVMMME TE &= T ZETt LIEtLE =M E XIHE = /&Lt
CIHE(YRMo 2 O 0|4 AFSEIX| &) AMAY oM MA T EXMstHO| MEML| CHE #R2MM CHE
L|CH.

REMIEH LI 2 API 7FO|E 9| VerifyCardValidationDataE & Z5HMIR.

7|

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVN18"}, {"Key":"CARD_BIN","Value":"12345678"}]"
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& SES Q8 ARNI 7| AAF Zh(KCV)2 283 2 n2t0|E{E ChA| BhE gL ot

-~

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

iy
"KeyCheckValue": "08D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk 2t Z 0| 7|& KeyArn
LIEtHLHEE 7|58l SLICH ChS B 7[0lA o] 2FdE s gfLict

ARQC
ARQCE EMV ZHE0|MBH M EL|CE [H2FA AWS Payment Cryptography0i|= O|2{&t HO|ZEE

SET + SIS 7I50| YRUG, HAS Sriof S HORCE YN  21S ofef coleia
of Cheret MHOIM Yitsioz MBste YBinl 2te 22100 ASE £ UALICH
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ARQC &3

Example

AWS Payment Cryptography7t ARQCE AEE =+ = 8<% http/2000| HHEHEILICH MEiXo =2
ARPC(SH)E M3Sst1 ARQC7I AEE = SHO| 28 + U&LICH

$ aws payment-cryptography-data verify-auth-request-cryptogram
--auth-request-cryptogram 61EDCC708B4C97B4 --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--major-key-derivation-mode EMV_OPTION_A --transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
--session-key-derivation-attributes="'{"EmvCommon":

{"ApplicationTransactionCounter":"000B",
"PanSequenceNumber":"01", "PrimaxryAccountNumber'":"9137631040001422"}}' --auth-response-

attributes="'{"ArpcMethod2": {"CardStatusUpdate'":"12345678"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"AuthResponseValue":"2263AC85"

EMV MAC A 2! =0l

0|I

EMV MAC2 EMV I 7|o| 242 AtE 8t CFE 21 Cl|o|E{ofl CHal 1ISO9797-3(A0H) MACE2 &5t
E MACQILICH EMV MAC2 «ttxo 2 A3 ZIE R sHAQt 22 H-EES EMV 7LE0| X&ste Ol
ASELICH,

(® Note

AWS Payment Cryptographye= A3 ZIEQ| LIS ASSHK| ot&LICH ZEE EX ol Cf
g AtMEF LI 2 A7|OF EE= 7t

In
Mz
0%
x
M
it}
b
Q'I_l
x
FO

ALAIE L& API 7H0|E2| MacAlgorithmEmvE & X 35HA(L.

|
- 7] 4
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- EMV MAC #’d

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E2_EMV_MKEY_INTEGRITY,KeyClass=SYMMETRIC_KEY, KeyModesOfUs
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

SEHE2 5 552 I8 ARNI 7| HAL ZH(KCV)E Zefet @F mtO|EE ChA| ghFgfLICH.
{

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl162t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_E2_EMV_MKEY_INTEGRITY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

3,
"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"
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arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfket Z 0| 7|& KeyArn
LIEILH=E 7|58l SLICt Ct& EH0lM o 2 dE s=UFLICH.

EMV MAC A 4d

LMol S ES Hole T2 MATFEMV AT RE(H: 7tE R SHA)E HM5t1, 0| BHE(EHE 7t=
StLtol S5 23|18 7|8 dMHE)S AHE85tod MEE Ot MACE Btetste JLich O Chg 38
H + MACO| 7t=0f M&EE|of MEELICE =0l BEE ELf= 2 AWS Payment Cryptography &

?|E Sdo{Ef Lt

(® Note
ol W2 ot % sHEl ol OlE{(of: PIN)7H MISEIR| o= B 918t 2Lt o] BYE 253
7| Tof EMV ¢ 2 8E0| HYn Agfstod F=5tE O|0IEE LUZX AFRIE FIHE =
&LCh.
H AIX| Tl OlE

HIAIX| HIO|E{oll= APDU St B0l ZEHELICH ol T30l (2t CHE == /U IDFOI of
Me xe SHAME {18 APDU 3lIEH(84 24 00 00 08) CHS 0l ATC(0007)2+ 0|7 ERHEHM O]
ARQC(999E57FDOF47CACE) =lLCt. MH|A=0| EEQ| LIS ABSHX| A& I—IEL

MM 7| ol 2=
Ol ZEE MM 7| MM dtedeg Xo|gtL|Ct. EMV_COMMON_SESSION KEYE QHIXo = Af 32
1

7
840]| AF /= EHH, EMV2000 | AMEX | MASTERCARD_SESSION_KEY | VISAE AL & £ &
L|Ct.

MajorKeyDerivationMode

EMV HO| 2E A B EE= C. ZE AV} 7HE B 0| AWS Payment Cryptographye= $A 2 E
AEs= ZE BE X[HELCH

PAN

UEtMo 2 F| T 5A £ 1S08583 HE 20iM ALSE = UXIEH 7= A|ARIOIM HAE S
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SessionKeyDerivationValue

MlAded ohd of|o|E{ ILICt mhl &|7|of el 2= 9F262| OFX|= ARQC(ApplicationCryptogram)
£ = 9F362| OFX|8F ATCY 5= U& LI

Y2 XS 2 MBE|H ISO/IEC 9797-1 THE B 28 AFSELICEH

Example

$ aws payment-cryptography-data generate-mac --message-data
84240000080007999E57FDOF47CACE --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk --message-

data 8424000008999E57FDOF47CACEQQ0Q7 --generation-attributes
EmvMac="{MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumber="'00"',PrimaryAccountNumber="2235

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",
"Mac":"5652EEDF83EAQD84"

}

PIN #H4ZE I8 EMV MAC &

EMV PIN 2ol &2 X A3 2 Eo0f CHEt MAC M40 EMV £ 7tE 9| 2 =221 PIN H4Z301| CH &t
M PIN ¢Eslete 5 7HX| 2Fdo| ZgHELICH o] HE2 EIo| & 7=l MEZIE X =F7Hoi| ATt
ZR#LIchRE F7tdME Y8R, ol 7tE AXIXH7F PINS #4Z5loF 3t0 A PINS MACSH &
T ZtE0f 5| T 5Hod H=Eo| AME|MES & lslof & M LMo 2 AFZEILICE.
(@ Note
FtEo| S ME5H7|0 50 PINS H445H K| 224 C4l ARPC CSU EEE EMV MAC
H HHE AI25H= 20| E4LICH

AtMIEH LI& 2 API 740|= 2] GenerateMacEmvPinChange & & Z5tMI2.
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PIN 482 Q|8 EMV MAC 2! &5 5}=l PIN 444

Ol ZFdoll= MAC MMHE I8t EMV RZ4Y F|(KeyUsage: TR31_E2_EMV_MKEY_INTEGRITY)%}

V 7|2 7|(KeyUsage: TR31_E4_EMV_MKEY_CONFIDENTIALITY)2| & 7}
x| F|7F ZOEL|CH QUHIRIQl 522 HHollE L2 A|A T} B2 X AT ZE S| MACSH &S 3HE A
PINg 25 Z&3st= EMVPIN HE AR EE Myste ZALIch O3 ot BE1 &= 35HE PIN
0| 7tE0f M&E|o{ 2 Z 2RI PINS UO|O|EgfLICH 7tE0f S ELiE 42 AWS Payment

LIPNPNRE]=

HIAIX| CIO|E{0l= &2 A AT ZIEo] Ciet APDU H230| Z&r=ElL|Ct MH|AEO| ZEQ| LI
HAE5HK| ek&LCt

fjo

ME2 AZ3EIPINES
FtEo| MSE M SE53E PIN EEQLICE PIN 253 7|18 AF25t0 &5 3HEl 2o 2 X235l of
ghLict.

M PIN PEK 2|}

O| APIZ ™E 7| Mo Ml PINE & 535t Ol ALl 7L
_I?I_o|_|- |:|.||A|7CI = 74 Ad 7|

T =20o

MAC Mdof| A8 &= EMV 24 F|(KeyUsage: TR31_E2_EMV_MKEY_INTEGRITY)&!L|C}.
Hot HAIE 7|2 7

PIN 25 30f AF £|= EMV 7|2 7|(KeyUsage: TR31_E4_EMV_MKEY_CONFIDENTIALITY)%
L|Ct.

MajorKeyDerivationMode

Mode

QHIMo 2 Z| ZElE 5A BFE= |S08583 ZE 20| M AP E 4= UX|TH FIE A|ARIO|A HAHS £~
(o]
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AWS ZH| &3t
PanSequenceNumber
FE AlBA WS ULICH AL SHR| ofE Z2 002 Y=ELICH
ApplicationCryptogram
MiAded ot Oo|E| 2, YetMo 2 EE 9F262| OHX|2F ARQCRILICE.
PinBlockLengthPosition
PIN 25 Zlol7t Q2 YElE QIxIE RIMELICH UgHE{o2 NONES 2 MHELICH HAISHX o
2 82 7= A MAEES EHelstH e
PinBlockPaddingType
PINESo| IiE 82 XIHELICt L8RS =2 NO_PADDINGS 2 M ELICH & ASHK| k2
7tE A AL E ERlsHAM 2

Example
$ aws payment-cryptography-data generate-mac-emv-pin-change \

--message-data 00A4040008A000000004101080D80500000001010A04000000000000 \
--new-pin-pek-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

--new-encrypted-pin-block 67FB27C75580EFE7 \

iviSksfsuplneuyt \
--pin-block-format ISO_FORMAT_O \

--secure-messaging-confidentiality-key-identifier arn:aws:payment-cryptography:us-
--secure-messaging-integrity-key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/tqv5yijbwtxx64pi \

east-2:111122223333:key/pw3s6nl62t5ushfk \
'EmvCommon={ApplicationCryptogram=1234567890123457,MajorKeyDerivationMode=EMV_OPTION_A, Mode=CE

--derivation-method-attributes

"SecureMessagingIntegrityKeyArn": "arn:aws:payment-cryptography:us-

{
east-2:111122223333:key/pw3s6nl62t5ushfk",
"SecureMessagingIntegrityKeyCheckValue": "@8D7B4",
"SecureMessagingConfidentialityKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",
"SecureMessagingConfidentialityKeyCheckValue": "C1EBS8F",
"Mac": "5652EEDF83EAQD84",
"EncryptedPinBlock": "F1A2B3C4D5E6F7A8"
}
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$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

SH2 £4 &2 98t ARNI 7| AAF ZH(KCV)E =&t o metn|E{E ChA| BhdEkL|CH
{
IlKeyll: {
FEDEEEES 199
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_E@_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk@t Z 0| 7|& KeyArn
LIEHLH=E 7|58l LIt CHS BAH0M o] 2t dg g LICt

ARQC A&
Example
0| of|M|0i ME Visa CYUN102 AlE35t04 MM EI ARQCE ASEFLICH

AWS Payment Cryptography?k ARQCE ZE & < 2l B2 hitp/2000] e&HEILIEH ARQCT} HB =
X| ot 2 B http/400 ST gHetghLICH

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \
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--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,""PrimaryAccountNumbexr":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

3DS CAVV V7

Visa Secure(3DS) EZHAMMO| B W= X HAM[A Ko ME{(ACS)0|MH CAVV(ZIE AKX|At 2l
ZHE MAMstLICH CAVVE FIE AKX|A 215 0| O|R04FiCt= Z7{0|H, Z 215 E-ME Mo C
F

HA

st 21E HIAIX|MH ESK7E MSELICH CAVV v72 EOHRL O|F, FFOH 2, 710 €Mt 242 2
A5 ZEstod 2ol CiEh 7t HIo|EE &2lofl HtIZELICH o|Z A ottd ERMAMM H|o|ZE90| &
Z 5t sl Al7F ElLICH.

§+ HFAlO 2 CAVV V72 CVV L1 2|ES AFESHK|BE &l2d0| 25 HZA/AZ LR ELICH CAVY
{0|ZEE MM5t7| fal e2dgs MHEse W2 sie ElANVisa MEME & Z5HAIL.

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CAVV-V7"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

SHS & SES 918 ARNZ 7| AL gH(KCV)2 Z& 8t F mt2t0|e{ & ChA| Bt3gLct
{
IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",

"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
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"KeyAlgorithm": "TDES_2KEY",

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "F3FB13",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk 2} Z 0| 7|& KeyArn
LIEHH=E 7|58l SLIct Chg BAHIM o] g s-grLICt.

CAVV V7 MM

Example
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M8 758 2 E nl2lo|Ee{E API # X 7}0|= 2] CardVerificationValue12 2 X 3HA|2.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwédk --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=9431,ServiceCode=431}"

HERIZH & 202
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{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",
"KeyCheckValue": "F3FB13",
"ValidationData": "491"
}

CAVV V7 A&

et

&2l 32 e™2 CVK, HlthEl 231 2L & A58 EMM Sof MS & CAVVELICH

A 7ts8t 2E nlgto|Ee{= APl £ X 7}0|E 9| CardVerificationValue12 & X 5HM| L.

@ Note
CAVVE AFRI7F 21238 Z4(0dl: CVV2)0| OFLIX|BH & 2 &F ACSOHl 2|3 HIAFEILICH MIZ Al
sat B sfloF st x| o= Tedstok Euct,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=9431,ServiceCode=431} --validation-data 491

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrijgdjjtwedk",

"KeyCheckValue": "F3FB13",

"ValidationData": "491"
}

dCVV(S™ 7tE &2l Zf) - CVN17

dCVV(5H 7t &9l Zh ME EMV ERZMO| AF2 Ll E Visad SX 3 lLIch =7]| EMVEL
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O|EE Z &3t AUZZ ALSELICH 0475 LR X0 AL E[X|EH CHE 2 CYN18H 22 CHE &1
2l&2 2 oA =& LICH

A8 7ts8t 2 E m2t0|E{& API & X 7+0|E 2| DynamicCardVerificationValue2 & Z= 3}

X

o
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7| 4

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS, KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"DCVV"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

SEH2 5 5&52 I8 ARNI 7| AL ZH(KCV)E Z&fet @F met0|E & ChA| ghFgrLCt.
{

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3qgxvkfh8ztc",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

iy
"KeyCheckValue": "A8E4D2",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-02-02T11:45:30.648000-08:00",
"UsageStartTimestamp": "2025-02-02T11:45:30.626000-08:00"
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arn:aws:payment-cryptography:us-east-2:111122223333:key/mw7dn3qxvkfh8ztcet Z 0| 7|&
KeyArn LIEFHLHEE 7|S8H ELICH TS BAH 0 O] g & gfLCt

dCVvV

Example
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$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/mw7dn3qxvkfh8ztc \
--primary-account-number=5111112627662122 \

--generation-attributes
DynamicCardVexrificationValue="'{ApplicationTransactionCounter=01,PanSequenceNumber=00, TrackData

\
--validation-data-length 5

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3gxvkfh8ztc",

"KeyCheckValue": "A8E4D2",

"ValidationData": "36667"

}
dCvwVv 43
Example
ol Moz ERNIMME Foi| MSE dCVWE ASELICH AES flol Yo ASE A SLUF &
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AWS Payment Cryptography
http/400 S'E & BteterLct.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/mw7dn3qxvkfh8ztc \
--primary-account-number=5111112627662122 \
--validation-data=36667 \
--verification-attributes

DynamicCardVerificationValue="'{ApplicationTransactionCounter=01,PanSequenceNumber=00, TrackDats:
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3gxvkfh8ztc",
"KeyCheckValue": "A8E4D2"

DHAEPIE S5 B4

A

+ DCVC3

« ARQC - CVN14/CVN15
« ARQC - CVN12/CVN13
« 3DS SPA2"

DCVC3

DCVC3= EMV CSK & Mastercard CVN12 XA ECH &M X 7|2 & &517| Qe E CHE M2 &4
2 LIEFHLICH <0 et CHE AFE AlEl|ol = AR EILICE O] AM|7|0|AM 232 PAN, PSN, Track1/

Track2 HIO|E], HIEE & i= At X EZMM I 2E{(ATC)JLICH
7|
$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS, KeyClass=SYMMETRIC_KEY,b KeyMod
--tags="[{"Key":"KEY_PURPOSE", "Value":"DCVC3"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

SEH2 F5 3E2 I8t ARNI 7| A ZH(KCV)2 Z &8t @F Tt2tO/E & CHA| BFEEFLICH.
{
IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
hrh6qgbi3sk4y3wq",

"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
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"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/hrh6qgbi3sk4y3wqt Z 0| 7|& KeyArn
LIEHLH=E 7|58l LIt CHS BAH0M o 2tdg =g LICt

DCVC3 ‘4%
Example

DCVC3E YUMoz E 7t=0] ofs - IX[ZHo| ofix2t 2ol o5z HEE = JU&LICH

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --generation-attributes
DynamicCardVexrificationCode="'{ApplicationTransactionCounter=0000, TrackData=5241060000000069D13

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"ValidationData": "865"
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Example

ol ofimlofl A= DCVC3E ABBtLICH ATCE 167142 MEElo{oF LI K|S Sof 71 2E] 118
000BE E A|E|0{oF B LIC} AH|AOE 3XH2| DCVC37F BRSO R 4(EE 5)RHE| ZHS &3t 79
3Xt2I7F B W7t R| 1% 2AHE Het 7|8t 5t ElLCh(odl: 153212 ZF 2 validation-data 250[ 3210|
ook &).

AWS Payment CryptographyE AZS & = = B http/2000]| EtetELICE Zt0o| BB EIX| gt
http/400 &2 BteterLct.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --verification-attributes

DynamicCardVerificationCode="'{ApplicationTransactionCounter=000B, TrackData=5241060000000069D1:
--validation-data 398

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
}

ARQC - CVN14/CVN15

CVN14 2 CVYN15= 7| TS| EMV CSK HMEE ESFLICH Mefst E
ol et chELICH EZHAM O|o|E HE Fdof cHet RtM[Et L2 MAH dBME HEStM2

ARQC - CVN12/CVN13

CVN12 & CUYN132 0SS & = Qi <AIE EHMMY nlMoi| S&sl1 CHE Ho|ZEEE AE35HE
EMV E2HEiMof| Ci st O|™ Mastercard&d 0 QL|Ct HOo|2E ZEI=o0f CHst RtM|EF LIRS A 7|
otof| 29|5tAA|2.

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN12"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

SEH2 5 5£2 2/ ARNI 7| AL ZH(KCV)E E&fet @F met0|E & ChA| ghagrLCt.
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

iy
"KeyCheckValue": "08D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk 2t Z 0| 7|& KeyArn
LIEtHLHEE 7|58l SLICH ChS B A[0lA o] 2FdE s gfLict

ARQC 23
Example
O| 0| A|0of| A= Mastercard CVN12E A&35l0o{ MAE ARQCE ASELICH.

AWS Payment Cryptography7} ARQCE ZS & 2 9l= 72 http/2000| BHEHEILICH ARQCT} S E|
X| ot 2 B2 http/400 SE S UHEHEFLIC.
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$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram 31BE5D49F14A5F01 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
\

--session-key-derivation-attributes="'{"MastercardSessionKey":

{"ApplicationTransactionCounter":"000B", "PanSequenceNumbex":"01", "PrimaryAccountNumber" :"541312

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

3DS SPA2"

SPA2(Secure Payment Application)AAP(H|"S 21& Zt)= Mastercard 3DS E 212 M(Mastercard
Idenity Check2t = &) AL ELICH HMAC 78t MAC M8 S AtE 504 AL 4742 ERiZMod| Y
gt 453 QIEE MSELICH EMMME OO & S/ E¢ 7|E AHE6to{ M|,

7| 4

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=HMAC_SHA256, KeyUsage=TR31_M7_HMAC_KEY, KeyClass=SYMMETRIC_KEY,b KeyModesOfUse="{Gene
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"SPA2_AAV"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

SEH2 F4 5£S I8t ARNI 7| AL ZH(KCV)2 Z &8t % TtZtO/E{ & CHA| BhE g LC.
{
IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",

"KeyAttributes": {
"KeyUsage": "TR31_M7_HMAC_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "HMAC_SHA256",
"KeyModesOfUse": {
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"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "C661F9",

"KeyCheckValueAlgorithm": "HMAC",

"Enabled": true,

"Exportable": true,

"KeyState'": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-west-2:111122223333:key/q5vjtshsg67cz5gnt 20| 7|& KeyArn
LIEILH=E 7|53l SLIct Ct& Aol o] S s-&FLICH.

SPA2" ‘4

Example
O| iAo = HMAC MAC ‘82 A& 35104 SPA2 AAAS| EhZ X} Q1B ZL(IAV) 8 QLA E MY
gLic HIAIX| CllOolE{ol= 215 & ol Al

EsHMEE HEIF 28 E|o] Q&LICH HIAIX] C|o[E{e
)

Mastercard2| SPA2 At&E [IH2tOF StHO| of| Kol M= CHE X| Sk & LICH.

® Note
IAVE AAA Zto 42151240 Mastercard AFZ0IA FAI2 AESHMIR.

$ aws payment-cryptography-data generate-mac --key-identifier arn:aws:payment-

cryptography:us-west-2:111122223333:key/q5vjtshsg67cz5gn --message-data
"2226400099919520FFFFd8b448be65694fe7b42f836bad396e9d" --generation-attributes
Algorithm=HMAC --region us-west-2
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"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",

"KeyCheckValue": "C661F9",

"Mac": "6FB2405E9D8A4C1F7B173F73ADD1A6DC358531CABOE9994FC5B62012ADDESLFC"

SPA2AA &0l
Example
Ol oMol M= SPA2AAE EQIEFLICH &QlZ |5 YU HIAIX| |O|E{2F MAC Zto| MISELCH.

AWS Payment Cryptography7t MACE HASE + U= E2 http/2000] BHEHEILICH MAC7t HE &K
ot 2 A< http/400 S dHeterLct.

$ aws payment-cryptography-data verify-mac --key-identifier arn:aws:payment-

cryptography:us-west-2:111122223333:key/q5vjtshsg67cz5gn --message-

data "2226400099919520FFFFd8b448be65694fe7b42f836bad396e9d" --mac
"6FB2405E9D8A4C1F7B173F73ADD1A6DC358531CABOE9994FC5B62012ADDE9LIFC" --verification-

attributes Algorithm=HMAC --region us-west-2

"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",
"KeyCheckValue": "C661F9"

American Express £ &
=5

- CSC1

- CSC2

- iCSC

« 3DS AEVV
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CSC1

CSC ™ 12 Classic CSC € 2|&FO0I2tT T §fLICH MH|AE 3,4 &= 5X2| =AE MEE £ Q)
&Lt

AHE 7ts8t 2 E mi2to|E{E API 2 X 740|E 2] AmexCardSecurityCodeVersion1E & E5HAIL.

7| 4

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags="[{"Key" :"KEY_PURPOSE","Value":"CSC1"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

£4 358 /B ARNT} 7| ZA H(KCV) 83 28 T2H0/EIS ChAl BrsgrLct,

)

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "8B5077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"
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arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtzgq2t Z 0| 7|& KeyArn
LIEHLH=E 7|58l ELICt CHS BAH0M o] 2tdg =g LICt

CSC1 4N
Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersionl="'{CardExpiryDate=1224}"' --validation-data-length 4

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
eshéhn7pxdtttzgq",

"KeyCheckValue": "8B5077",

"ValidationData": "3938"

CSC1 A3
Example

O| ofAlol M= csCc12 AB Lt

AWS Payment CryptographyE A3 & & U= @< http/2000]| gHHEILICH 2ol B EIX| &
http/400 &2 BteterLct.

0
2

ol

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtttzgq
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersionl='{CardExpiryDate=1224}'"' --validation-data 3938

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
"KeyCheckValue": "8B5077"
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CSC2

CSC KTl 2= EdE CcsC LnEl&
A H

|2t gLc MH|AE 3,4 £ 5Kl RAHE MBE = QU
&LCh csc22| MH| =

A8 7ts8t 2 E m2t0|E{E API 2 X 7}0|E 2] AmexCardSecurityCodeVersion2& & E5HAIL.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags="[{"Key" :"KEY_PURPOSE","Value":"CSC2"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

4 SES 9 ARNI 7| AAF ZH(KCV)E £ &8 @& mi2t0|E{E CHA| BFIEFLICEH

)

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445gvunmvoda”,
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "BF1077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"
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arn:aws:payment-cryptography:us-east-2:111122223333:key/erim445qvunmvoda®t Z 0| 7|2
KeyArn LHELHLH=E 7|5 5H SLICH CHg BHAH0IM o] 2hdg =~ FLct.

CSC2

Ol oMol M= Z 0|7t 491 CSC2E MAMHErLICH CSCE 3,4 EE= 52| ZO|2 Mg £+ Q&L
American Express2| 3% PANs2 15X}2/040F 5t04 34 E£= 372 A|EFaH{oF &FL|CtH

MO 2 YYMM ZALICH MHIA IEECHE #= US - =52 AESHR[EF Ll 22 000, 201
= 7020L]Ct

Example

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm44s5qvunmvoda --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=2412,ServiceCode=000}' --validation-
data-length 4

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda”,
"KeyCheckValue": "BF1077",

"ValidationData": "3982"

}

CSC2 A3
Example
O| oMol = CSC2& ASFFLICE

AWS Payment CryptographyE AS & =+ U= E2 http/2000] BHEHEILICEH 2ol B EIX|
http/400 & & vttt

o|-.-

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=2412,ServiceCode=000}"' --validation-data
3982
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{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",
"KeyCheckValue": "BF1077"

}

iCSC

iCSCE &2 CSC ¢ nE|FOIZt DT 5tH CSC KT 28 A& 5tod AIMEILICH MHIAE 3,4 EE 5
XI'El TXI'E X{l_g_éal- #‘ I\I\g |E|'

MH|A T E 9998 AL235l04 ¢I2tR{ 7} E 9| iCSCE HAMELICH MH|A ZE 7028 AFE5104 HIYS
FIE 9| iCSCE H|AHEHLCE.
A& 7ts8t 2 E meto|E{= APl & = 7+0|E 2] AmexCardSecurityCodeVersion2& & Z5HA 2.

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

SEHE &4 5£2 I8 ARNIH 7| AL ZH(KCV)2 Z &8t 2% nt2t0|E{ & ChA| BhE gt
{
IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-1:111122223333:key/7vrybrbvjcvwtunv",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
I
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"KeyCheckValue": "7121C7",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"KeyState": "CREATE_COMPLETE",

"CreateTimestamp": "2025-01-29T09:19:21.209000-05:00",
"UsageStartTimestamp": "2025-01-29T09:19:21.192000-05:00"
}

arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbjcvwtunvet Z 0| 7|& KeyArn
LIEILH=E 7|58l SLIct Ct& EH0M o] 2 dE =T LICE.

iICSC i

Ol M| M= MH|A ZE 7028 A& St= HIYFA! 7t=0i CHall Z20[7t 421 iICSCE Mgt
CSCE 3,4 = 59| Zo|2 e = Q&LICH American Express@| A< PANs2 15X2|040F 5t
34 L= 372 A|&H&HoF §FL|CE.

Example

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv
--primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=702}"' --validation-
data-length 4

{
"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7,
"ValidationData": "2365"
}
iCSC 43
Example

O| of Aol M= iICSCE AB gLt

AWS Payment CryptographyE A& & A= B2 http/2000]| gHEHEILICH ZE0| B EIX| 2
http/400 &2 Bt&tgfLCt.
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--key-identifier

AWS ZAA| &5 st

$ aws payment-cryptography-data verify-card-validation-data
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv

--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=702}"' --validation-data

2365
{
"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv
"KeyCheckValue": 7121C7
}
3DS AEVV
3DS AEVV(3-D E ot A &2l Zt)E American Express 3-D 2ot Q15 of AL EILIC} cSC22t Sst
Y nE|ES A StR|Er & nteto|e= CHELICH Btz Im 2= = o 58 # NE(FHL) HEZ
MLlok 5tH, MH|A ZEE= AEVV QI8 Zot IE(1AE)et EX 915 I E2AE)E +HELICH &3
CtH.
HEHML.

Z0|= 3xt2[oqoF L

A8 7ls8t 2 E miet0|Ee = API & X

9| AmexCardSecurityCodeVersion2 &

7tol=

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC

--tags="[{"Key":"KEY_PURPOSE", "Value":"3DS_AEVV"}

{"Key":"CARD_BIN","Value":"12345678"}]1"
/8t ARNZ} 7| HAF Zh(KCV)2 283 2 TEt0IEE ChHA BhS gLt

—

-~

Il: {
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

"KeyArn":

kw8djn5qxvfh3ztm",
"KeyAttributes": {
"TR31_C0O_CARD_VERIFICATION_KEY"

"KeyUsage":
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {

"Decrypt": false,

"DeriveKey": false,

"Encrypt": false,
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"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
.
"KeyCheckValue": "8F3A21",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true,
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"CreateTimestamp": "2025-02-02T10:30:15.209000-05:00",
"UsageStartTimestamp": "2025-02-02T10:30:15.192000-05:00"

}

arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5gxvh3ztmz}t Z 0| 7|& KeyArn
LIEHH=E 7|58l SLIct Chg BAHIM o] g s-grLICt.

3DS AEVV %

a
Hu
i
E

o| of|Aof M= Z 0|7t 321 3DS AEVVE MAIshL|Ct.
(0dl: 1234)7F Z&HE|0{ QIO M, AH|A T EE AEVV 215

E oI5 4 Al @15 ZE(2
XENZ A MHELICH 0o E0{5432 915 A1l I =0|1 432 F Hm 15 I =IL|CH American
Express2| 2% PANs2 15X} 2|040f 504 34 EE= 372 A|%fSHok & LICH.

Example

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
kw8djn5qxvfh3ztm --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1234,ServiceCode=543}"' --validation-
data-length 3

{
"KeyArn": arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm,
"KeyCheckValue": 8F3A21,
"ValidationData": "921"

}
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3DS AEVV &A&
Example

O| oMol M= 3DS AEVVE HAE & LICt.

m

AWS Payment CryptographyE A& & = U= G hitp/2000]| EteHEILICH Zto| BB EIX| fo ™
http/400 & & vtetgfL|Ct.

[

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1234,ServiceCode=543}"' --validation-data
921

{
"KeyArn": arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm,
"KeyCheckValue": 8F3A21
}
JCBEH &=+
S|

« ARQC - CVN0O4
« ARQC - CVNO1

ARQC - CVN0O4

oI CSK HIAEE S 2tLich St o olE| TE T ool chet KAl LIS

S
A=A,

JCB CVNO4= 7| T
2 A7l0t MBME

ARQC - CVNO1

CVNO12 MMEAMMME) =& Al 71E 7|H FE2 AIS5tD CHE HO|ZEE AIESt= EMV E
HZMof| CHEk O™ JCB HIMEQILICE O] HIAIX|= VisadlHE AFBEIEE 24 0|§0|= JCBUE
MMt Y O|§0| &L Ho|Z2= 2EI=x0f CHst REMIE LI 2 ®H MEME & X5
Al2.
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7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod

--tags="[{"Key":"KEY_PURPOSE", "Value" :"CVN10"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

2 I8 ARNZ} 7| HAL ZL(KCV)E Z et @& mtet0|E & ChA| BhrEerLICH

SEEEEE E
{
IIKeyII: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",

"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

3,
"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfket Z 0| 7|& KeyArn
LIEILH=E 7|58l SLIct Ct& EH0M o] 2 dE =T LICH.
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ARQC #3

Example

ol oii&ofl M JCB CVNO1E At 5t0d A4 ARQCE B ELICh 0l 5t Visa HIMES S
& SMO| AF2E|2 2 1tztO|E{ Q| 0|E 0] AFZ ELC].

AWS Payment Cryptography7t ARQCE HAEE & U= B2 http/2000]| gHEHEILICH ARQC7 AS Kl
x| of2 B hitp/400 SE S gtetEhLct.

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \
--major-key-derivation-mode EMV_OPTION_A \
--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \
,"PrimaryAccountNumber":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
}

2l 2 AX| TR

0

+0|-
m
FO
4
>
0o
x
Im
1
Ay
>
C
n
e

ME oA PSPs X Z2M| Tzt diitHoz ZRiet OHE ¢
PRI AFE AbellE CHE Z&Lich

ClolE (55| ® dio|E)= 24 EHolduM gE5te = o %*OJEONH =3z 3tslof gfLct. o

OlE{ 553 L Ol0o|E| &5 3l= TDES, AES 2! DUKPT I} 7 st 2he

L|Ct. AWS Payment Cryptography AH|A AtA| = PCI P2PEE &=3tH PCI P2PE £33 714
AECEEHH

TranslatePin

PCIPIN #H &8 |%I5t7| fIs &5 AlAR0E £k ClHto|A0l 7kE AXIR} EE A2E =
7tE AX[AF ElO| B skA glofor FLICh MEtM BHOIoM Ch2AE 2] AIAE((of: ZX LIEH
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Mesttd™ 2xl EHoldo M AF8 8t 7|t THE 7|18 AF83Stod El2 MI

e 3l El EIZ servicebbbE AL23810q 8 7|0l M CIE 7|2 otA5t
S = |' HH S AIE5HH TDES, AES 2! DUKPT S 2 &2 st A A|

2t ISO-0, ISO-3 2 I1ISO-42%t &2 El 25 ¥4l 7tof EIg HEte = &L

VerifyMac

Hio[E{7t M& Foil *“Elxl =5 ZX E{D|9e| Clo|E{& MACE X|™HE & J&LICH Mac &

GenerateMacO| ISO-9797-1 & 1 2|& 1, ISO-9797-1 & 1 2[& 1SO-9797-13(2 04 MAC) & CMAC
7| 2 ArE e o= Q= TDES, AES 2! DUKPT It 7|4 & HIX S CHE 7|1 AtSst= CHefet
7|4 & XlHst=x] =L

2] A E= MEHE ALS 7IE A EE = UsL

QAT AFE THED(H: 2E 7tE ETHMMAM) 7| & 24
A CC =
= —_

A& LIt =HO| B2 7|= softPOS/Mpoc E= 7|

EX 7|2 AR5 HS 22 255 &Hedof 3
CtEncryptData. Ol ]
E MHIAZ 7} 2K
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Et £F Mol UF 2 AI8E =+ U&LICH
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Ol&= AWS Payment CryptographyE A& 35tE S = &LICt. 07|
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* EncryptData
* DecryptData
* ReEncryptData

* TranslatePin
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535 HY 7 SX 7|8 A2ste UHE HodELICt ol R 7| AlgERieE 2
= O S5t Bl F|(KEK) QLI BHEE 7= B

§ o o =
=D AE 2ZEe A 553 BHEa &7 AHSE Dol £ Fx{o|ofof &Lt

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/ovb6icy4ryas4zcza
--cipher-text 1234123412341234123412341234123A --decryption-attributes
'Symmetric={Mode=CBC,InitializationVector=1234123412341234}" --wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112DOTNOOEOOOOBO5A6E82D7FC68B95C84306634B000ODA4701BE9B(

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyCheckValue": "QA3674",
"PlainText": "2E138A746A0032023BEF5B85BA5060BA"
}
El o

CHS X0l S 7|2 vt El 3T &7 AF25101 S5 7|0l Bt 2SR} & 7|
(AWK)2 HEtstE s 2o{ELICE 0| B2 41 7| AHRE TR-31 AR X3 ElE 88X
Il 9t 35} 7|(PEK)E B3 5te PR 7|(KEK)YLICH BHEIE 7|= B = Dol AL 2 =9} Po &
Hel =2 Sx{oofof guct &l 7| AlHEXt= 82| ZITR31_PO_PIN_ENCRYPTION_KEY2}
I 2=t

>

Encrypt=true, Wrap=true 2|

Example

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block

"C7005A4COFA23E02" --incoming-translation-
attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"

--incoming-key-identifier alias/PARTNER1_KEK --outgoing-key-
identifier alias/ACQUIRER_AWK_PEK --outgoing-translation-attributes
IsoFormat@="{PrimaryAccountNumber=171234567890123}" --incoming-wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112POTBO0OS00QOEB5D8E63076313162B04245C8CE351C956EA4A16C(

Ex 7| AR 225
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"PinBlock": "2E66192BDA390QC6F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674"
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@® Note
Ol2q8t 80o{= ACHELICE & He 7|4l M)E MM5tD CHE HE 7|8 s=AIFUC
2t M KEY10| Z04X|™ node10|AHE KEK(s)2t &t node20i MHE KEK(r)2tz &fLict.

KEK for AS2805= 7| 250| ol 5 E E3st= O MEBEEEZ EH 7| &
& =TR31_KO_KEY_ENCRYPTION_KEY &L|Ct. AS2805 6.101 Ho|El CHE
TERMINAL_MAJOR_KEY_VARIANT_000{ oH&EL|Ct.
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CreateKey APIE AI&35101 7|& /8 LICH TR31_KO_KEY_ENCRYPTION_KEY &2 7|E
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KEK A3

Node1 Node2 AWS Payment Cryptography

Connect

Validate First Key (KEKr)

KEK Validation Request

Generate KRr, KRs

Logon Request (Message Type: 0800,content=KRs)

KEK Validation Response(KEKr,KRs)
KRs,KRr
4 .................................................................................................................
Logon Response (Message Type: 0810,content=KRr)
......................................................................... »
Validate KRr

Validate Second Key

KEK Validation Request(KEKs)

KRs,KRr
4 .................................................................................................................
Persist KRr for later validation
o --
Logon Request (Message Type: 0800,content=KRs)
KEK Validation Response(KEKr,KRs)
Logon Response (Message Type: 0810,content=KRr)
< .........................................................................
Validate KRr
Node1 Node2 AWS Payment Cryptography
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1.1 KRs =4l

Node2= KRs2 4d5l0{ EO2 ZE2MA Q| URE AFE X0 H MEELICH AWS Payment
CryptographyE AI&35t040| 2t EE= CIE £ MHE HHE = J&Lch

1.2KEK 43 S& MM

LEE U0 1EAHAM MBS E KEK(r) & KRsQ! KEK 25 SES d4AMELct.

Example

cat >> generate-kek-validation-response.json

{
"KekValidationType": {
"KekValidationResponse": {
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"
}
b
"RandomKeySendVariantMask": "VARIANT_MASK_82",
"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza"
}

$ aws payment-cryptography-data generate-as2805-kek-validation --cli-input-json
file://generate-kek-validation-response.json

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674",
"RandomKeyReceive": "A4B7E249C4@C98178C1B856DB7FB76EB",
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"

}

1.3 A|&FHE KRr BHE

H&HE KRrE node22 BFEHEILICEH O E= O|& 1EHAOIM HlAHE Zhot H|mEhLCt
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- == AWS Payment Cryptography& At&3stoq F&FQ| Ztuto] gt el BH(HEE) SAEE 4
FLICH MH[AE KEK(E)Z S8 E olefet F &€ 25 ETLICE 0I& KR(s) ¥ KR(r)ol2t
g LICH.

Example

cat >> generate-kek-validation-request.json
{
"KekValidationType": {
"KekValidationRequest": {
"DeriveKeyAlgorithm": "TDES_2KEY"

I
"RandomKeySendVariantMask": "VARIANT_MASK_82",

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfmétenpxapkmzrv"

}

$ aws payment-cryptography-data generate-as2805-kek-validation --cli-input-json
file://generate-kek-validation-request.json

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfm6tenpxapkmzv",
"KeyCheckValue": "DC1081",
"RandomKeyReceive": "A4B7E249C4@0C98178C1B856DB7FB76EB",
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A™
}
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Ol Mo MHE MEYAM Ef T & AE31040] 7|29 8ot MBS FHIMELICEH E{I= AIAR 253 o
o YR = ASEX| oEXIE BR, AF FH| AISE =+ U2 IAM HHE MEstE ol AEE =
A& LICH

cat >> create-zone-pin-key.json
{
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

I,
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Exportable": true,

u}
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"Enabled": true,
"Tags": [
{
"Key": "AS2805_KEYTYPE",

"Value": "ZONE_PIN_KEY_VARIANT28"

$ aws payment-cryptography-data create-key --cli-input-json file://create-zone-pin-
key.json --region ap-southeast-2

IlKeyll : {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh",

"KeyAttributes": {

"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {

"Encrypt": true,

"Decrypt": true,

"Wrap": true,

"Unwrap": true,

"Generate": false,

"Sign": false,

"Verify": false,

"DeriveKey": false,

"NoRestrictions": false

}

.

"KeyCheckValue": "9A325B",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2025-12-17T09:05:27.586000-08:00",
"UsageStartTimestamp": "2025-12-17T09:05:27.570000-08:00"

}
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Y 7l LHE LW 7|
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7|18 8o 2 LHE LHok & LICH |o|E{ 7} e *%F EMEEE E2 4 S0 HAIX|I 218 ZEE
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cat >> export-zone-pin-key.json
{
"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",
"KeyMaterial": {
"As2805KeyCryptogram": {
"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/rhfm6tenpxapkmrv",
"As2805KeyVariant: "PIN_ENCRYPTION_KEY_VARIANT_28"

$ aws payment-cryptography-data export-key --cli-input-json file://expoxrt-zone-pin-
key.json --region ap-southeast-2

{
"WrappedKey": {
"KeyCheckValue": "DC1081",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial": "HDC1QAEFQ38E695DDD72AF@8DC1BB422D",
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM",
"WrappingKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfmétenpxapkmrv"
}
}
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cat >> translate-pin-as2805.json

)

"EncryptedPinBlock": "B3B34B43BAB5F81A",

"IncomingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"IncomingTranslationAttributes": {
"IsoFormat@": {
"PrimaryAccountNumber": "9999179999900013"

}
b
"IncomingAs2805Attributes": {
"SystemTraceAuditNumber": "000348",
"TransactionAmount": "Q00000000328"
b

"OutgoingKeyIdentifier": "",
"OutgoingTranslationAttributes": {
"IsoFormat@": {
"PrimaryAccountNumber": "9999179999900013"

$ aws payment-cryptography-data translate-pin-data --cli-input-json file://translate-
pin-as2805.json --region ap-southeast-2

"WrappedKey": {
"KeyCheckValue": "DC1081",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial": "HDC1QAEFQ38E695DDD72AF@8DC1BB422D",
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM",
"WrappingKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfmétenpxapkmzrv"
}
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cat verify-mac.json

{

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"Mac": "86304058",
"MessageData": "73D8BA54D3852951DAEA41",
"VerificationAttributes": {

"Algorithm": "AS2805_s4_1"

$ aws payment-cryptography-data verify-mac --cli-input-json file://verify-mac.json --
region ap-southeast-2

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"KeyCheckValue": "2976E7"
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*"
}
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}
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"Statement": [
{
"Sid": "AllowDecryptAndView",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExampleUser"},
"Effect":"Allow",
"Action": [
"payment-cryptography:Decrypt",
"payment-cryptography:GetKey",
"payment-cryptography:ListAliases",
"payment-cryptography:ListKeys",
"payment-cryptography:GetAlias"
1,
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h"

}
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{
"Statement": [
{
"Sid": "AccessForASpecificAccount",
"Principal": {"AwS": "*"},
"Action": "payment-cryptography:*",
"Effect": "Deny",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
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$ aws ec2 describe-vpc-endpoints \

--query 'VpcEndpoints[?VpcEndpointId=="vpce-1234abcdf5678c90a"].[PolicyDocument]’
--output text
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JSON

"Id": "example-key-1",
"Version":"2012-10-17",
"Statement": [

{
"Sid": "EnableIAMPolicies",
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"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:root"

},

"Action": [
"payment-cryptography:*"

1,

"Resource": "*"

"Sid": "RestrictUsageToMyVPCEndpoint",

"Effect": "Deny",

"Principal": "*",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"

1,

"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/

"Condition": {

"StringNotEquals": {
"aws:sourceVpce": "vpce-1234abcdf5678c90a"

aws:sourceVpc &7 5’|§ ME35to{ VPC HEEQIETL Q= VPCE 7|HI S 2 AWS Payment
Cryptography 7|01 CHEt HMAE MEHE = JU&LICH

ClS ME 7| S™M20M 7K 2 <02t AWS Payment Cryptography 7|& #2|5ts HHES 5{8F
7|

LIChvpc-12345678. EEBHOIM 7HR{2 ZB<0i B+ & 5 3} £ 40i AWS Payment Cryptography 7|8 At
85t P2 518 LCtvpc-2b2b2b2b. O EE|AH|0|M0] 5tLtS| VPCOIM A& So|x|2t 22| &
S 2 VPCE &tLE H M 83le 4%, 012 Z2 HAME A += JU&Lch
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JSON

"Id": "example-key-2",
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowAdminActionsFromVPC12345678",

"Effect": "Allow",

"Principal": {

"AWS": "111122223333"

},

"Action": [
"payment-cryptography:Create*",
"payment-cryptography:Encrypt*",
"payment-cryptography:ImportKey*",
"payment-cryptography:GetParametersForImport*",
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:sourceVpc": "vpc-12345678"
}
}
}I
{

"Sid": "AllowKeyUsageFromVPC2b2b2b2b",
"Effect": "Allow",
"Principal": {
"AWS": "111122223333"
}I
"Action": [
"payment-cryptography:Encrypt*",
"payment-cryptography:Decrypt*"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"

L
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"Sid": "AllowListReadActionsFromEverywhere",
"Effect": "Allow",
"Principal": {
"AWS": "111122223333"
},
"Action": [
"payment-cryptography:List*",
"payment-cryptography:Get*"
1,

"Resource": "*"

VPC EXZQIE 22

AWS CloudTrail = VPC AIEXZQIEE AIE3E &2
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O 50l VPC AE=EZQIE D7} LIEFELICH AEXZQIE IDE AL 5104 AWS Payment Cryptography
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7|8 £|X| et &LICFAWS CloudTrail.

& E0{0| E 20 S22 VPC A=EQIEE MEF GenerateMac 2HE 7|SFLICL 2O &5
2 0] vpcEndpointId =7} LIEFLCH

"eventVersion": "1.08",
"userIdentity": {
"principalId": "TESTXECZ5U9M4LGF2N6Y5:1-98761b8890c@9a34a",
"arn": "arn:aws:sts::111122223333:assumed-role/samplerole/
i-98761b8890c0@9a34a",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
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arn": "arn:aws:iam::111122223333:role/samplerole",
"accountId": "111122223333",
"userName": "samplerole"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-05-27T19:34:10Z",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}
I
"eventTime": "2024-05-27T19:49:547",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.31.85.253",
"userAgent": "aws-cli/2.14.5 Python/3.9.16 Linux/6.1.79-99.167.amzn2023.x86_64
source/x86_64.amzn.2023 prompt/off command/payment-cryptography.create-key",
"requestParameters": {
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

}
.
"exportable": true
.
"responseElements": {

"key": {
"keyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h",
"keyAttributes": {
"keyUsage'": "TR31_M1_IS0_9797_1_MAC_KEY",
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"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

iy
"keyCheckValue": "A486ED",

"keyCheckValueAlgorithm": "ANSI_X9_24",
"enabled": true,

"exportable": true,

"keyState": "CREATE_COMPLETE",

"keyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"createTimestamp": "May 27, 2024, 7:49:54 PM",
"usageStartTimestamp": "May 27, 2024, 7:49:54 PM"

I
"requestID": "f3020b3c-4e86-47f5-808f-14c7a4a99161",
"eventID": "b87c3d30-f3ab-4131-87e8-bc54cfef9d29",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"vpcEndpointId": "vpce-1234abcdf5678c90a",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "vpce-1234abcdf5678c90a-
0028vrvr.controlplane.payment-cryptography.us-east-1.vpce.amazonaws.com"

}
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_GetParametersForImport
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_GetKey
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListKeys
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_KeyAttributes
https://aws.amazon.com/security-incident-response/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AWS Payment Cryptography2| ZE SHo| HMAE £ UE 7Is

/A Warning
O| A= BHLIEr HErE MIstaz BYEX| A&LICH CHA HEHO| 7HY H2 HMHA 2

Hg TEs BN,

AWS Payment Cryptography2| 2 & 7401 HAM|AE 5= Q= 7| 282

olr



AWS Zx| &5 35t Add a permission2|

O| (Mol M= AWS A2l IAM AL XHof| H| 2 & AWS Payment Cryptography 7|0l CHEF HAM[A THE
I ControlPlane 2 DataPlane 22 ZF X g8t & AWS Payment Cryptography APIE =&

¥ & le HEtg Sofstin huc

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"payment-cryptography:*"
1,
"Resource": [
wxn
]
}
]
}
X HE 7|E MEsto{ API B & 7t5

Of oMol M= AWS H['EH 2| IAM AFE XH0i| H AWS Payment Cryptography 7| & 5tLt

of CHEt HMA HEtE 2048t LS & APlarn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2hAPIsVerifyCardValidationData.
GenerateCardValidationData BICHZ IAM AM&XH= DeleteKey EE= ExportKeyot 242 CHE
oM O] 7|E ALEE = Qi&LICh

BlAAE key7t Y0l 22 7| EEE alias7t 2ol 22 HEY &= J&LCt

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"payment-cryptography:VerifyCardValidationData",
"payment-cryptography:GenerateCardValidationData"

]I

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h"

]

/A Warning
SFUCSIIE HM|A HEE Fo{o| JE S LIEstH medstMle. Tl =4 Het DS Te{l

BEAML.

A

O| oMol M= AWS AH'HO| IAM AFHE RE7F AWS Payment Cryptography 7|0l HMAE = QJIES 5
SHE| EX 7| stLbof CHEE HEHE HESIE{D BLICH AP A HE 2o X|HE 7|2 AMelEt R E 7
2 VerifyCardData 2! GenerateCardDataOll BMAE = QU&LIC.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"payment-cryptography:VerifyCardValidationData",
"payment-cryptography:GenerateCardValidationData"
1,
"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/*"
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"Effect": "Deny",

"Action": [
"payment-cryptography:GenerateCardValidationData"

1,

"Resourxce": [
"arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h"
]
}

AWS Payment Cryptography0il CHel 2[AA 7[8F &4 24

ElAA 7|8 A2 AWS Payment Cryptography 7|2t ZH2 2lA A0 AZAsHE JSON KA ML
C. 2laA 7|gh Ao M 7|0 HMAE = U= ALK} F|0M =&#E = U 2 HS RIHE L
Ct. ZlaA 7|8t WS AE5t0oi 2 sd8E + Asuch

« 0] AR L dEtoll EHY F|ofl CHEE HAM|A MBS FHodgrLC.

« CHE AWS HHo| AL AL = dghof HM|A HEHS FoFLICH

A
- I AE

. El_/lx_é 7|I:||- R4 RH E|-EI_|

« ElAaA 7|8 EA of| Al

2lAA 7| A S AWS Payment Cryptography 7|01 24738t AWS Payment Cryptography£ 1AM
MM WL 2RZ ALE5t0d X|HE 2ot A7 LY E EHYg s-E HEo| J=X| =HelgL ot wkt

o
Haststede 29, A AolLr CHE ALl IAM IEE|E 244 7[8F HAo| 25
(@)

1. BlAaA 7|8 "M (F| A/XHe| HH) - 7| AR XK= PutResourcePolicy& AFE3t0{ ZEXtQ| A
M E= IAM 228 FA|of| CHEF HAM[A HEHE Fo{FLICY.

2. }t3 33 7l AL AR | AH) - ZEEXLS| IAM B EIRt= EEALS| IAM HE 0| A AWS
Payment Cryptography 2f4(0i: payment-cryptography:EncryptData)T 5{& 3ok &LICt.

ok

2l

P
[>
\d
i
02
i

285


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS Zx| &5 35t Add a permission2|

& HM 5 MU Z 5{EsHof gLIch & & stLivt £ E oM nit AY 20| HREEL
EPAccessDeniedException.

2laa 7[8h HEo| SUEH AHe| 2o FA|o|H HMA HEHE Fofstes B¢ F7HAHE 5E 7|t

HAM2 Ho K| A&LICH REMEH LHE2 IAM AL AL DMl IAM et} 2[4 A T|8F ZZH 0| i

O|E & =FLICH

A EBlaA HMAEE Zoiel 2y

BlAaA 7|8k HE2 PutResourcePolicy, GetResourcePolicy 2ot 2 2lAA XA 7
EE o2l &Yols MELX] E’éé‘I—IEPDeleteResourcePollcy O|ZH 3tH 2|AA X
ol A XA E =HotHLE M7HsHE 7IsE HEY + /U= MM &2 AlLEIRE EX[
T A&LICH o|2{E ZHEE S22 2rdof CHEt HMAE IAM A BE 7|8 o = ot gt
2| gLt

Ted At

L

AWS Payment CryptographyOll M 2|4 A 7|8 HA2 A8 e CHS AFE o R2lsHMI2.

« AWS Payment Cryptography= 7|01l Ciet HEZ HMHAE RSS2 XE6HK| ob&LICH W &=
= HEEZ 2ot FHo7H HAA HEtE Fofste 2|44 7|8 GM2 e = li&LIcH AWS
Payment Cryptography 7|0{| Ciet 2 & HA|A0 = QS E Eot AWS FXA|7F HR5HH HEE] AA|
A g REFELICH

o
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|8t H=0| 1A E = UL
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- SlAA J|E HM2 #HA CHE 2™ 7| SHME ALE5tod HME 7| ™ Mg 2™ 7o &
Z|X| et&LICH 2laA HH2 7|2 2™ 7|02t AGE = st

. Z|AA 7|8 HAO| Resource 24 HA0| A E 7|9 ARN"*"O|7HL} HE 5| U%|5
Cl. YUt H2 EMHE 048] FI0IM RHAIS E = A2 2 E AFE35tE Zo| "*" E&LICH.
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EL’.‘.& 7||:||- X4 %H .TlI-E|

_ O 71 -
AWS CLI EE= AWS APIE Ar8&3+04 AWS Payment Cryptography 7|04 CHEt 2lAA 7|8 HAME ztE|
& = QUELICH Ol HWHS ASSti™ oK B saps ## ### ###s RHe1ol HEZ HiELICH

Blas 7|8 A 47

PutResourcePolicy APl ] EE &= put-resource-policy CLI HEE AI& 35104 2|AA 7|8 HAg 7|
of dZAgLICt MAo| o|O0| = B BHOo| WA EZ CHA|EhLC.

CHS oX[ol M= JSON T o| E|AaA T8 HAMES F|of A7 LICH

aws payment-cryptography put-resource-policy \
--resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h \
--policy file://policy. json

Blas 718 B 7

GetResourcePolicy APl Q] EE & get-resource-policy CLI WS A& 3104 7|oi] Q1ZAE Z|AA T
it MAS HMEh|Ct

CHE O A0l 7l0] HZIE BlAL 7|8 HMS AMBLICH

aws payment-cryptography get-resource-policy \
--resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

SES Y BAME srereLI
{
"Policy": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleRole"
},
"Action": [
"payment-cryptography:EncryptData",
244 JEh M e
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"payment-cryptography:DecryptData"
1,

"Resource": "*"

[}

EH\_é 7||:||- X4 XH Mx."

- O =1 1

DeleteResourcePolicy APl 2¢] EF = delete-resource-policy CLI BEE AF&35104 Z|0M 2lAA
7|8k g Mg Llct

CHS GlAloAM = Z|of AZE 2|44 7(8 HAE AXgfLICH

aws payment-cryptography delete-resource-policy \
--resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

ElaA 7|8 HA of K
7|0i cHeF mRF AE UM A e Foq

CHS Elaa 7|8 HA2 CE AWS A H ol «d&toll ef 31 240l AWS Payment Cryptography 7|2
AEE = e HEHE Fo{FLICt

AN - — =

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"
I
"Action": [
"payment-cryptography:GenerateCardValidationData",
"payment-cryptography:VerifyCardValidationData"
1,
"Resource": "*"
}
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}

CI2 Ao CtE HEt £od

Ctg 2l 7|8 - BT o| AHol 2ot FAof| A CHE HEtE Foiste Y2 Eo{ELCt Of
oK M= &t 74|’é§9_| 3DS Access Control Server(ACS)7t 7tE 725 C|O|EHE Md& = Q= BhH,

=
CHE HI"H 2| Payment Authorization MH|A = 3DS &350 AEE = U&LCH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow3DSACSToGenerate",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/3dsAcsRole"
1,
"Action": [
"payment-cryptography:GenerateCardValidationData"
1,

"Resource": "*"

"Sid": "AllowPaymentAuthToVerify",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:r0le/PaymentAuthRole"
.

"Action": [
"payment-cryptography:VerifyAuthRequestCryptogram"
1,

"Resource": "*"

AWS Payment Cryptographyoil Ci$t CFXFZH &£ Q!

AWS Payment Cryptography= Amazon Web Services Organizations2| 7|5 Q! CFAFZH & 91(MPA) 2}
SEEI0| B SQA T2 MAE S5l 58 Y2 ESFLICH MPAE AME5HH AEE & = 0
24 7H210| £ AWS Payment Cryptography 242 &st7| Zof| Q5= 8 @7 & = UA&LICt
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AWS Payment Cryptography= CHS 4ol CHE MPAE |

=

« ImportKey RootCertificatePublicKey 7| 718 QLA AIE - F
E A2 58 ULt RE QBSAME TR-34%2 Z2 H|CHE 7| &2 AF8 504 0| F
7tK27| Y LHELRZ (o CHE ERAE HFHE HH5H7| IHELICEH o] & C

T35t B 7i210] AWS Payment Cryptography 7104 CHEH A2 REE Mo Z MAFHHLE
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AWS Payment Cryptography0ll A MPAE At&3t2i™ MX{ Ct& A 2742 &t =8t of gLct

Amazon Web Services Organizations 2 Z0{| M MPAS AXgtL|Ct X|&2 CIxtzH £02l0|2 F1¢!
LITt?E EZ=5M 2. ChALZE 801 AR MM 9] .

- T SR U &2 'S St ol Mg gulct.
- £ A&3l04 AWS Payment Cryptography 7| AWS A 7t £ EIQL £21 Bl S| LICHAWS

Resource Access Manager.

« ZXo| #E| AYE ChRtzE s2lol S EQIsH ok grLct

501 Elg MHYst £ El2 AI™nt 94745104 AWS Payment Cryptography@ MPAE & M3te = Q&L
Ct. A2 sHAlste{™ 34xH Q1A El &2l Blo| £210| HR5tX|oh ElS 44 sixl5to{ MPAE HIEH

o)

AssociateMpaTeam AP| 2] &£ & associate-mpa-team CLI WE 2 A& 35104 £ B2 AWS
Payment Cryptography 7|3t @428 LICt U AL |H B35 &l 22 TI=st 7| Mo 'lel £¢l0]
EIO%I-L_||:|.

= — | .

aws payment-cryptography associate-mpa-team \
--team-arn arn:aws:mpa:us-east-1:111122223333:team/my-approval-team
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DisassociateMpaTeam API Q] EE = disassociate-mpa-team CLI B S Al&3t0{ 501 &l A
M7 g LC B2 dd dliMste 72 O A2 ) HdZE &2l Blol £210| 2ot 23 2l

Ct.

aws payment-cryptography disassociate-mpa-team \
--team-arn arn:aws:mpa:us-east-1:111122223333:team/my-approval-team

/A Important
MPAE HIEd3tstedH 2 14 E &2l Ee| selo| EeefL|ct o[ A st B 7HRI0]
CiAtzt QI 23 & ™Moz MHE & elaLich

(® Note

Paal
o
°
L

--requester-comment It2t0|E{= associate-mpa-team /0| Z< AEH
Cldisassociate-mpa-team.

AlEt 57|
AWS Payment Cryptography& MPAE A|%std™ &2l BlE ddstn, 52l EHs 7851, 59
MME Brelsts YHS Zest XME U XIE2 CHAzZE ST AE dBME HESHMIR.

of: MPA7} & d3lEl RE QIS M 71X 7]

(o)

MPAZt M3tz £ &lolof CHEt ImportKey A dut Q1A K|
RootCertificatePublicKey7tXH27| LS TIs5t7| Mol £0Ql0| EgrLICt

1. QLEXIIE EFEimport-keydto]d FE HEEZ! 7| QIS ME 7IXZLICH O] BHE AHE5tE{H
O\ Xl| BEIO| #aay ## #u# #ua# RApQIO| HMEZ HEEL|CEH

aws payment-cryptography import-key \
--key-material="'{"RootCertificatePublicKey": {
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {"Verify": true},
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
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+
"PublicKeyCertificate": "LS@OtLSICRUdJITi..."}}' \

--requester-comment "Importing new root CA certificate for TR-34 key exchange
with partner XYZ"

SEH27I 2 KeyState Y& 7|& gretstod 20| &¢lg 7IthEln

=
CREATE_IN_PROGRESSRIS2 LtEHHLICH SEoll= 621 MMof Ciet M5 HE 7t MpaStatus
ZeELCH
{
IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
b
"Enabled": true,
"KeyState": "CREATE_IN_PROGRESS",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-
east-1:111122223333:session/abcl123def456",
"Status": "PENDING",

"InitiationDate": "2026-04-27T10:15:30.000000+00:00"
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MPA 224 CloudTrail O|HIE0{|=29| serviceEventDetailsCt2 Z=7} Z&H=lL|Ct.

« keyArn - Z{o| HEFg dt= 7|9 ARNYILICE
.« operation- 2HE
mpaSessionArn - MPA &¢I A|l449| ARNRILICE,

sessionStatus - 2 M|442| A1t ILICHAPPROVED EE= FAILED).

O|E| © %4

i O

o>

CHS ol xl= MPA &0| £ Q18 ImportKey %0l CHEF CloudTrail O|HEE Eo{FL|CH

{
"eventVersion": "1.11",
"eventTime": "2026-04-28T18:49:517",
"eventName": "ImportKey",
"eventSource": "payment-cryptography.amazonaws.com",
"eventType": "AwsServiceEvent",
"eventCategory": '"Management",
"awsRegion": "us-east-1",

"readOnly": false,
"managementEvent": true,
"recipientAccountId": "111122223333",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com
},
"resources": [
{
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/spa2dclzmsihlj4o",
"accountId": "111122223333",
"type": "AWS::PaymentCryptography: :Key"

]I

"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/spa2dclzmsihlj4o",
"operation": "ImportKey",
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"mpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/my-approval-
team/44c76e07-8937-4d7d-bb9a-a646322e2ale",
"sessionStatus": "APPROVED"

CHS oldlE HEZIHLE AlZH ZTHE ImportKey %01 CHEF CloudTrail O[HEE Eo{ELICH.

{
"eventVersion": "1.11",
"eventTime": "2026-04-28T18:50:357",
"eventName": "ImportKey",
"eventSource": "payment-cryptography.amazonaws.com",
"eventType": "AwsServiceEvent",
"eventCategory": "Management",
"awsRegion": "us-east-1",

"readOnly": false,
"managementEvent": true,
"recipientAccountId": "111122223333",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com"
},
"resources": [
{
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/qj46kudqimypxdo7",
"accountId": "111122223333",
"type": "AWS::PaymentCryptography: :Key"

1,
"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/qj46kudqimypxdo7",
"operation": "ImportKey",
"mpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/my-approval-team/
b0ac1994-14el-47a6-bfla-0b6fcob845f2",
"sessionStatus": "FAILED"
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&LICtGetKey. SEOE 3R 521 MM M
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b Z8fEl MpaStatus 2=t e ELICt O] &
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aws payment-cryptography get-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

Q0| 82 EF 52 59 SE2 KeyState CREATE_IN_PROGRESS 2! MpaStatus.StatusZ &
A|EILICHPENDING.

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
.
"Enabled": true,
"KeyState": "CREATE_IN_PROGRESS",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl23def456",
"Status": "PENDING",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

LIt 9| £2IXI7t REE £015tH7I 2 KeyState O|SCREATE_COMPLETESt &
s

%
o
MpaStatus.Status O|S& LICIAPPROVED. O|Xl| 7|1& AFSE ZH|7} EIR&LCH
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
I
"Enabled": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl123def456",
"Status": "APPROVED",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

[}

Rl Elo| ™8 HEstHU &2l dAHZLol BFE(7| Mol MMo| BF2E|HIF 2 KeyState
CREATE_FAILEDEZ/117} 2 MpaStatus.Status H@ELICIFAILED.

o o>

~

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h",

"KeyAttributes": {
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"

1,

"Enabled": true,

"KeyState": "CREATE_FAILED",

"KeyOrigin": "EXTERNAL",

"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",

"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",

"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl23def456",
"Status": "FAILED",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00",
"StatusMessage": "Approval session expired or was denied"
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* GenerateMac

* GeneratePinData

* ReEncryptData

» TranslatePinData

* VerifyAuthRequestCryptogram

 VerifyCardValidationData

« VerifyMac
* VerifyPinData
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{
CloudTrailEvent: {

tlsDetails= {

TlsDetails: {
cipherSuite=TLS_AES_128_GCM_SHA256,
tlsVersion=TLSv1.3,
clientProvidedHostHeader=controlplane.paymentcryptography.us-

west-2.amazonaws.com

}

}
requestParameters=CreateKeyInput (
keyAttributes=KeyAttributes(

KeyUsage=TR31_B0O_BASE_DERIVATION_KEY,

keyClass=SYMMETRIC_KEY,

keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
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decrypt=false,
wrap=false
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)

keyCheckValueAlgorithm=null,

exportable=true,

enabled=true,

tags=null),
eventName=CreateKey,
userAgent=Coral/Apache-HttpClient5,
responseElements=CreateKeyOutput(

key=

Key(

keyArn=arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp,

keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false,
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValue=FE23D3,
keyCheckValueAlgorithm=ANSI_X9_24,
enabled=true,
exportable=true,
keyState=CREATE_COMPLETE,
keyOrigin=AWS_PAYMENT_CRYPTOGRAPHY,
createTimestamp=Sun May 21 18:58:32 UTC

usageStartTimestamp=Sun May 21 18:58:32 UTC 2023,

usageStopTimestamp=null,
deletePendingTimestamp=null,

2023,
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deleteTimestamp=null)
),
sourceIPAddress=192.158.1.38,
userIdentity={
UserIdentity: {
arn=arn:aws:sts::111122223333:assumed-role/TestAssumeRole-us-west-2/
ControlPlane-IntegTest-68211a2a-3e9d-42b7-86ac-c682520e0410,
invokedBy=null,
accessKeyId=TESTXECZ5U2ZULLHHMIG,
type=AssumedRole,
sessionContext={
SessionContext: {
sessionIssuer={

SessionIssuer: {arn=arn:aws:iam::111122223333:role/TestAssumeRole-us-

west-2,

type=Role,

accountId=111122223333,

userName=TestAssumeRole-us-west-2,

principalId=TESTXECZ5U9M4LGF2N6Y5}
I
attributes={

SessionContextAttributes: {
creationDate=Sun May 21 18:58:31 UTC 2023,
mfaAuthenticated=false

}

I
webIdFederationData=null
}
},

username=null,
principalId=TESTXECZ5USM4LGF2N6Y5:ControlPlane-User,
accountId=111122223333,
identityProvider=null

}

1,
eventTime=Sun May 21 18:58:32 UTC 2023,

managementEvent=true,
recipientAccountId=111122223333,
awsRegion=us-west-2,
requestID=151cdd67-4321-1234-9999-dcel@d45c92e,
eventVersion=1.08, eventType=AwsApiCall,
readOnly=false,
eventID=c69e3101-eac2-1b4d-b942-019919ad2faf,
eventSource=payment-cryptography.amazonaws.com,
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eventCategory=Management,
additionalEventData={

CtZ oMM E CHS 2™ 7| SXME &4d3H5t= AWS Payment CryptographyE 2043 = CloudTrail
2 =2 Eo{ELICt

"eventVersion": "1.11",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com"
.
"eventTime": "2025-08-15T17:50:417",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "SynchronizeMultiRegionKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "payment-cryptography.amazonaws.com",

"userAgent": "payment-cryptography.amazonaws.com",
"requestParameters": null,

"responseElements": null,

"eventID": "55c@fcbc-5b2e-4bd2-a976-99305be6eb6fc",

"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "111122223333",

"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/key-id",
"replicationRegion": "us-east-2"

},

"eventCategory": "Management"
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{
"Records": [
{

"eventVersion": "1.09",

"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTXECZ5U2ZULLHHMJG:DataPlane-User",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/DataPlane-

Usex",

"accountId": "111122223333",

"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"userName": "",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-07-09T14:23:05Z7",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2024-07-09T14:24:02Z",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "GenerateCardValidationData",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.158.1.38",
"userAgent": "aws-cli/2.17.6 md/awscrt#0.20.11 ua/2.0 os/macos#23.4.0
md/arch#x86_64 lang/python#3.11.8 md/pyimpl#CPython cfg/retry-mode#standard md/

installer#exe md/prompt#off md/command#payment-cryptography-data.generate-card-
validation-data",

"requestParameters": {
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"key_identifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp",
"primary_account_number": "*** Sensitive Data Redacted ***",

"generation_attributes": {
"CardVerificationValue2": {
"card_expiry_date": "*** Sensitive Data Redacted ***"

},
"responseElements": null,
"requestID": "f2a99da8-91e2-47a9-b9d2-1706e733991e",
"eventID": "e4eb3785-ac6a-4589-97al-babdd3d4ddos”,
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::PaymentCryptography::Key",
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "dataplane.payment-cryptography.us-
east-2.amazonaws.com"

}
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