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FailoverElastiCacheCluster PlannedFailoverAurora UnPlannedFailoverAurora PromoteRDSReadReplica No-Ops
End
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",

"parameters": {
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"RDSInstanceldentifier": "!Import rds-mysgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create

AWS HE 7to|=

oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

Resources

\

. ResourceType

_,——'_'_'_'_'_— b
_ . l
CreateRDSReadReplica

o

s
a2
>
>
I
rlo
inl
ojo
I

=2} Z0| JSON

"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "CreateRDSReadReplica",

' CreateAuroraSecondaryDBCluster ‘

‘ No-Ops

"resourceName": "Create RDS for MySQL Read Replica",

"parameters": {

"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-

identifier",

"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",

"BackupRetentionPeriod": "7",
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
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4. dr-orchestrator-stepfunction-FAILOVER & E| A|ARIC 2 O|SEL|C}.
5 A™ AIZtE ME4SI T Input - optional AMO| CHE JSON ZEE U=dEFLICEH
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}
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£ 5104 Aurora 2 2% H|0|H 'GlobalClusterId
HIO|AE Folf =x|&L|Ct. entifier': 'dr-globa
1db-cluster-mysql',
'GlobalClusterRe
sourceld': 'cluster-
cce7f9bec2846db4 ",
'GlobalClusterAzrn':
'arn:aws:rds: :xxx',
'Status': 'failing-

over',
}
}
Ko =x| AEl &Hol Lambda & <= describe_ =8, A8 7ts
db_clusters Boto3 APIs &
5to &Eof =X| HEfE &fQlE
L|C}.
S EH A= Lambda & = send_task h7XRiCdLtd/83p1E0d
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3. MH|AZ 0]|535t04 Step FunctionsE MEHEL|C}.

4. dr-orchestrator-stepfunction-FAILOVER &E A|AEICZ O|SELICH

5. A8 AlZHE MEHSI 1 E UnPlannedFailoverAurora® AF&35H0{ Input - optional AlAd0f
CtS JSON ZEE 2T LICH resourceType

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"
}
}
]
}
]
}

6. dr-orchestrator-stepfunction-FAILOVER &Ef A|ABRI2 BlAA REE 2 211 dr-
orchestrator-stepfunction-unplanned-Aurora-failover & E{ A|ARIO|M EfHS
UnPlannedFailoverAuroraMySQL £&Detach Cluster from Global Database®LIC}

A=E X g2 +5 Folif =X 18



AWS HE 7tol= ol A 2743 CllolE{H| o] A0f CHE DR &5 M X S3 AWS

PlannedFailoverAurora PromoteRDSReadReplica

7. Detach Cluster from Global Database 2 ZZH C|O|E{H|O|AMM EX EBHAEE
2 2|(M7H) & LIct

E FailoverElastiCacheCluster

|
i

-
I
1
1
|

.
I
I
I
I

’

A=EX] gf2 & Fol =X 19



AWS H#E 7tol= ol A 2t A1 clolE{H|olA0f CHEF DR

=
=

=
=

M

Xt

=
S

E

F AWS

8. 2X Z2{AE{(dbcluster-02)= S& AdY ZHAEHE S4L|H 7I/MT| I AEEE MBE
= A&Lct
9. dr-orchestrator-stepfunction-FAILOVER & Ei {l0| 2t 2 &R &LICH.
20

AR o2 +5 Fo ZAl



AWS HE 7tol= oA 2t CllolE{H|o|A0f CHEH DR £ 4 XtS38F AWS

}' FailoverElastiCacheCluster i i PlannedFailoverAurora | }' PromoteRDSReadReplica
i | | H |

EZQIEE ME50{0| M SE AT Aurora DB 2EHAEZ B E M7| &S &
I.

ol SF= Mell(E= ol El o|HIE) 7 A E! F CIOIEHIO|AE HEH(E= M) 7|2 |UXIZE Btets
SHo| HZZI™ 0| 7|2 BI™ME Aurora 22 CIO|E{H|O| A0 CHA| FIHE £
|Z0ol M 7| = DB E2{AEE AtA|stD, A 7|2 2|7oiAM A DB 22{AH
|3 ol ZX| Z2MAE AH835H0{ M| 2B{AE Q| d& S T™EtsHof &L

ISiDeletionProtection &t7| X0 Amazon Aurora DB 2HAEE 502 £%5t1E H|&H
3} slioF gL|CtDeletionProtection.

DR Orchestrator Framework= dr-orchestrator-stepfunction-FAILBACK &E{ A|AEIS Al

=
8504 7|E FRHAEE AA|st ol 7| Bl M 2RHAEHE ddst= HAHE RS

E H|&43}5te{H CI2 2 DeletionProtections=&EtL|Ct.

M L
jutl
>
=
wn
]
(]
Q)
wn
+
]
=
|0
Hu
T
oy
Q'I:
r
[l

goif =7 21


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
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3. Amazon RDS Z£ £ 0|535t0{ F2{AE] O|§(dbcluster-01)2
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4. 84X GRoIM A A L x| &gt #elgho MEE FA5tT MEE
5. FAl Mgg MEE O3 28AH =Y MO

DR Orchestrator FAILBACK AEH A|AEI2 O|F 7|2 BIT()0IM o 27 Z2HA Fof 355
LIClus-east-1.

Z&ol 28 ct.
75_* 718 Bl™(us-east-1)2 2 #HZAEL|CH.
S8t CHS Step FunctionsE MEHEFLICEH
DR Orchestrator FAILBACK &Ei A|[ARISZ O|SELICH.

Al™ AIZFE MBS Input - optional AMoj CtS JSON ZEE =24g Lt

~

"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysqgl-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysql-instance-class",
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-
name",
"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
"Engine": "!Import dr-globaldb-cluster-mysql-engine",
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"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",
"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysqgl-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",

"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

6. DR Orchestrator FAILBACK &Ef A|AEI2 ElAA RHEE 2 2|10 dr-
orchestrator-stepfunction-create-Aurora-Secondary-cluster &Ej A|[ABRIS

CreateAuroraSecondaryDBClusterZ & &fL|C}.
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= ™$&H AWS CloudFormation

DR Orchestrator FAILBACKAE|OIE HHAIZ A& A:
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o A Cllo|E{H|O| A& CHZ0i| BHE St A AI2. AWS

O| Cl[O|E{HIO|AE I8t X[ 7t DR £F M2 A|45t7| ?/5H Amazon for My AWS, Amazon RDS
Aurora SQL My SQL & &t ofC|M 2! ElastiCache Amazon (OSSRedis) - 2 2% OIO|E{AE0{E Hi
Z 8 4 Ql&LICh -database EIZ X|E 2| App-StackREADME I lof RlE XIES M2 AMAIL. aws-
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://aws.amazon.com/free/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMySQL.html
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
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Recovery Time Objective(RTO) Z! Recovery Point Objective(RPO)01l CHEH XFAIEH LIE 2 7|8 | O|E
H|O|Aof CHEH RiaH 57 = AWS HEFS HZESHAIL.

AWS CloudFormation LHELHZ| H4+E A Z3HOF & LI7H?

OtL|2. Amazon Aurora 2 2 O|O|E{H|0|A &&= Amazon RDS DB QIAEA 9| ZHE JSON & 4(0f
"RDSInstanceIdentifier": "rds-mysql-instance")2Z Z3 ME& 4 U&L|CH

DR Orchestrator FAILOVER I3 EZE2E AI235+04 £ 0]Aro] AWS
CIlO|E{H|O|AE ol ZXIE = U&LIT?

of, 2= uteto|e ool E ol el 2|AAE ™ME S0 & 0|42 AWS HIO|EH|O|AE FHof =

x|& £ Q&LICh ChS 2= oMol AE Amazon RDS for MySQL &17| M & SA|E 3 Amazon
ElastiCache(Redis OSS) 2 2 H|O|EH AE0{E& HEUEE Fol ZX|ot= LS 2o{ELICt

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
},
{
"resourceType": "FailoverElastiCacheCluster",
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
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"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

Amazon RDS& DR Orchestrator FAILBACK AEH A|AEIS AldHst
[} InvalidParameterCombination L F & 2 X|5t240d 0= | SHoF &t
L|77}?

QERO| MM HAEE Ct20 ZH& L}

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

4F X524 DR Orchestrator FAILBACK &Ef A|AEIS Al¥DeletionProtection st7|
H|& 443816104 RDS QIAEIAE =%%tL|Ct.

Amazon RDS& DR Orchestrator FAILBACK &HEf A|AE
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
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