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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html#create-cost-budget
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html#guardduty_cloudwatch_severity_notification
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https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#notification-preferences
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories
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https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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"Sid":"AllowFromOrganization",
"Effect":"Allow",
"Principal":"*",
"Action":"s3:*",
"Resource":"arn:aws:s3:::<bucket-name>/*",
"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"<o-xxxxxxxxxxx>"}
}
}

Rl

WKLD.03 YAl 2ot &5 = Hot ot $ atE| MH|A Al

r

OHZ 2|70l AT B2 T2 7| o, HMA EZ, CIXK|EH QIBEM, 201 Eot QIF T

MEZ A ELICH ol Z2IAHI0|MH2 o|2HEt Ala =g AFE 35104 T|O|E{H| 0| A QF Z O] I

O|E5t= CHE AMH|A0] CHEE HM|A HEHS L&LICH O|2{St EoF S E ES5te{H /Al Bt f =
ALE

(Y A HEE|0 IAM St Zo| +HOo| HI)E ASst7LE E2 &f 5 22| AMH|A0|M HAet=

740l Z&LICH O 5104 M 74 ol HET 20| Y B HAHLIES S8 SUHel =5
g | 57AIZ &

A
S WRIE 4 YBLICh E3t B EIA 01 TS T BHOIM Z2HM BBOE £
ol
AR

Parameter StoreE At&35t0{ A ZO|7t B XtF HMASH=E 2R 7|8to| 7HE F7|-2F H0{Ql Al
E'Il} 7|El mi2to|e{E #2IELICH AWS Key Management Service (AWS KMS) 7|& AF93P04 of
s 3t LICH. Parameter Store2| & A &0l m2tO|EE MEste = 2F 0| FatE[X| &
l2tOlE] Elo{of CHEH XEMIBH LI® 2 Managing parameter tiers(Systems Manager A I:'='A‘|)

mu o> fob U
u?l': L [IIIIII

b &
o POI
x

0]

« Secrets ManagerE AF2310{ 2 A &Al(0d]: odz{ &34 7|-Zt mod)0|7HL}E 4KBELCH I 7{LE(0d: CIX]
= QIBM) AHE mH|2 0|HE WE £ 2l 2ot AARE MEFLICH

o M
rk

ml2tolEf AE0{ APIsE AF23}04 Secrets Manager0oll M El 0o ¢t 5 & 4 M8
7 5t = MHIAE S AL e m ofZ2|F 0o I EE EESIE £+ QlaLch

Parameter Store0llA A3 2! &2

1. CHE AWS KMS Z[(EA)E e LICHAWS KMS

WKLD.03 2IA| ot o5 tei= Hot

]]O

F5 el MH[A AFS 15


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk

AWS % X|E AWS Azt 2ot 7|

2. a SecureString It2tO|E{E 48 L|CHSystems Manager B A). Parameter Store2| A|Z /2
SecureString O|O|E{ &2 AMSELICEH

3. OfEZ|AH oMM =232 2104oi CH3H AWS SDKE AtE5t0{ mtetO|E AE0{0| M otetOlE
E ZMELICH 2 E o|Xl= GetParameter(AWS SDK Code Library)& & ZE M 2.

Secrets Managerd| A A|3 ! £

1. Al g MM L|CHSecrets Manager A I:'=UK-I).

2. E 2 AWS Secrets Manager oM A2 52 AMELICHSecrets Manager A& A).

Hot ot 5 Ab82| 71841t x|91 AlZhE 7iM5l2{™H AWS Secrets Manager 2210|HE & A
CHO|EEE[ A (EE HAIZ)2 210{ok e LICHAWS o|0| 2| Ate|7 7€l 2ol
SDKsE& At83l™ Secrets Managerl| A& X S8 2 7H&5t6t D 2tASHE = U&LCh

A |0

E

WKLD.04 OHZ 2|70l HOoF &t s & ' X|

ZH Y o= ol E2l7HolM 2380 24 7 £= T & Tt P Lo 2 AL FE 2|
XEE| MAE & JA&LICH S5 MH|A MBS UM ZAZE EOtEX| 2 elZX|E2ls FE

MM AT7F e lst 1 o= o|2{gh Al o] AME + Q&LICH AL8 7t5E =7 & AL835t0d A|IZ 20|
MIARULX| T BfLICH =5 ZE HE Z2MAC| AR E EF A7 3o CHet HALE SEstAl
2.

OfZ 2|70l A|lA 20| AA IE Z|ZX|EZ|0f #MAQIE|= 48 WK|E 5 Ql= 0l 7hx| YRRl &
£ ChSIt Z &L

Gitleaks(GitHub Z|Z X|E 2l)
A& Y (GitHub 2IZ X|EE])
detect-secrets(GitHub E|ZX|EE])

git-secrets(GitHub Z|Z X|E2J)

TruffleHog(GitHub ZIZ X|E 2l)

O

WKLD.05 = £ = 2ot e+5 ZHx| L £H

WKLD.03 &IA| 2ot ot S e= Hot of S 22| MH|A AP WKLD.04 OHZZ||0|MH HEot fs = &
XM AlZEIE ES517] I8t ZXIE FELICH O] Mo{1E S35l Al =!0] 0|2{E ol =XIE 3

HEXI R E HX|E = JUs £F M4 S tiZ st Tof et %‘-E—i%* - A&Lich

WKLD.04 OHEE|70|M 2ok 2f5 HS 16


https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html#param-create-cli-securestring
https://docs.aws.amazon.com/code-library/latest/ug/ssm_example_ssm_GetParameter_section.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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https://aws.amazon.com/blogs/security/use-aws-secrets-manager-client-side-caching-libraries-to-improve-the-availability-and-latency-of-using-your-secrets/
https://github.com/zricethezav/gitleaks
https://github.com/Skyscanner/whispers
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-working-with-sessions-start.html#start-sys-console
https://aws.amazon.com/cloudtrail/pricing/#Trails
https://console.aws.amazon.com/cloudtrail/
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https://aws.amazon.com/blogs/compute/must-know-best-practices-for-amazon-ebs-encryption/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Overview
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#vpc-endpoints-policies-ddb
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://repost.aws/knowledge-center/elb-redirect-http-to-https-using-alb
https://repost.aws/knowledge-center/redirect-http-https-elb
https://docs.aws.amazon.com/amplify/latest/userguide/custom-domains.html
https://repost.aws/knowledge-center/cloudfront-serve-static-website
https://repost.aws/knowledge-center/cloudfront-serve-static-website
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-policy-table.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html#describe-ssl-policies
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://aws.amazon.com/waf/getting-started/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started.html
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https://docs.aws.amazon.com/amplify/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/aws-startup-security-baseline.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/wkld-01.html
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