adws

MongoDB Atlas on AWS: AtAl| 2| Bt EZ0lM Z2I*EZ 0to|28|0[M5t7|
AWS

AWS 1A X|&

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS THHA X|FE MongoDB Atlas on AWS: A+Al| 2| 8 ZollM Z2t =2 ool o]
M35t7| AWS

AWS 8321 X|El: MongoDB Atlas on AWS: A& 22| 250 Eet*E
Z oto|aglo|Mst7] AWS

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & E 2l =52 |2 Amazon 2| A& = MH|ALF &7, Amazon ERHE O|O|X|E
oz

* 5 CIX
HolEE|HL T HoH ESE L2 Z = Us Az MEE =+ gl&LICH AmazonO| &7 sHX| &f
2 7|Et 2E & EE AmazonZt X F ZHAO[7LE #20]| U7LE 3 A 2tA g0 T A7 XL
NSNS




AWS THHA X|FE MongoDB Atlas on AWS: XHA| 2| 2tZ0l|lM 2et =2 0to|e o]
M35t7| AWS

Table of Contents

L SRS 1
0 et b e a e eh ettt e et ettt h ettt et et e eaeebeereeaeene et e etentearas 3
MongoDB OFO|ZZRIOIM BHEO ET| e 3
o = = L L 5
SR e o O 5
MongoDB 2! MongoDB Atlas 716 HILL .......c..ceieeeeeeeee e 7
AWSOI A 2| MongoDB Atlas BIT{ZHA OFFIEIR ..o, 10
D=3 T BN O == R 10
EQ|IH OHIETE Qe MEHEIA OFFIRIRT ..o 11
SEIEN AIML OFFIRIR] oottt 12
A T DFOITIRIIOIM Bl ettt te et eae e 15
AWS MongoDB Rl A HIA B B et 17
i = e T 17
SAML OB B e e 18
O e e 0 = == RO 18
L= e Tt = L e PR 19
MEHEIA THEE ettt sttt s s s e 10
FETERIOD BIANA ettt ettt 20
T [ == SO RSOOSR OSSO PP PRRRPRRTPRRTORN 21
B 0 ] e e e e 22
e e e eeeeeeeeeetaeeeeeeeeessseeeeeeseetsseaeeeeeesttetaaeeeeetetta—aaeeeeeett—aaeaterett—aaaeeeererrns 22
A et e et eeeeetiaeeeetaeeeeetaeeeeettaeeetttaeertaaaeeeeataaeeretaaeeraaaaaeranan 23
PRSP SRRRRR 25
K e eeeeeeeeet——eeeeeeeeet———aaeeeeeeet——aaeeeeeeett——aaaeeerera—aaaaeerera—_s 27
DD e et eeeeaieeeeetaeeetetaeeeetaeeeetteeeeetaeeretaaeaertaaaeerataaaarenan 30
E o e e e e et eeeetaaeeeetaeeeteteeeeetaeeeetaaeearataaaraaaaeaans 34
e e e e e e e e eeeeteeeeeaeeeeetaeeeeetteeeettaaeeetaaaeeerttaaeeretaaeerttaaearranns 36
L TSR 37
H o ettt ettt et ee e et eeeeaieeeeetaeeeeetaeeeetaeeeetteeeeetaeeretaeaerraaaaerrtaaarenan 38
ettt ettt eeeeeaeeeeetaeeeesaaeeesesieeesettaeeesttteesetaaeeerttaearetaeaeetaaaeretaaerrraaaaeees 39
L e e e e eeeeeieeeeetaeeeeeeaaeeeeetaeeesetteeetttneeeettaaeeeettaeeeretaeeertaaeerraaaarenans 41
| TP 42
L PSR 46
P et e et e ettt e eeeateeeeetaeeettaeeeetteeeeetaeeerataaaertaaaaarnns 48




AWS % X|FE MongoDB Atlas on AWS: At 22| 2t Z3o|M Eet<* =2 0to|230]
M35H7| AWS

r
0.

O USSP 50
R oo oo a—————————eeteeeeeeeeeeaaaeeeiattata———etataaaaaaeaaeaeaaaaaaararraaneaees 51
S ettt ———————eeeeeeeeeeeeeeeeeeiattt——————ettaaaaaaeaaaaaaaaiaaa—a———ataaaaaaaaaaans 53
L OO RUURURTRRRN 57
U ettt e e e e e e e e oo e eeaaea————————eeteeaeeeeeeaaaaeeeattbaa——eeeaeaaaaaaeaaeaaaaaaaaararrarneaees 58
N et e e e e e e et eeeeeeetttt—————eeeeeeeeeeeeaeeaaaiiassee—eeeetttaaaaeeaaeaaaaaaaaaarareeeees 58
N e e e e oo e e e e —t————————eeeeeeeeeeaeeaeeeaaaaa———eeeeataaaaaeaaeaaaaaaaaaaraaeaaaes 59
Z e et ———————eeeeeeeeeeeeeeeeeeiiseteee——eeeeeeaaaaeaeeaeaaaaiiatttaeaerreaaaaaaaaaaaaaaaaaans 60
............................................................................................................................................................. Ixi




AWS THHA X|FE MongoDB Atlas on AWS: A+Al| 2| 8 ZollM Z2t =2 ool o]
- M7 AWS

AWS 2| MongoDB Atlas: AtAl| 22| B+ 30 AWS 2R E
Z glo|agilo|M3Et7|

Suresh Veeragoni, Amazon Web Services(AWS)
Paresh Saraf, MongoDB
20209 10E€(EM 715)

O| OHLHAME AHAl|l & 2|3 MongoDB &3 (MongoDB 74/ LIE| A, YIE{Z2}0|= MH, AIE{ZEI0|=
O{EWAE MLAB EE&= 7|E} 22/ MongoDB A E Z &) A Amazon Web Services(AWS)2|
MongoDB AtlasZ 0O+O|12i|0|M5t7| @8t ot Z[BR], =, 1] At & 2 Atel|E dEELICEH 0to|
Jo0|M B A= AWS #HE 7H0|= 2l AO|Eof| A XA EAEEl MongoDB #ZEE2 AWS 22 E9|
MongoDB AtlasZ 0+0[12{|0|M5t= IHEHE HZESHA L.

AWS 221 E0i A MongoDB AtlasE A& 5te{™ AWS 0t Z 21| 0| A0 A MongoDB AtlasE Al&H 5t
Me.

MongoDBE BIZIEF relE & A8stof 2 ks # o &l LA ohE IOl e YR
£ 9loH AT oFR OFF|HME F|M o2 THE 2 M HlO|EH0|ALICH Y BIe CHaX 2 of

F 2 MongoDBE ASELIC.

N

« 2XOO|IE RE2 OOIEE AME LU ZHME}
* MongoDB2| =& AZ|Y ot ot 7|=& = CH
| 2=

« e XH= MongoDBE Mx|5tD &

MongoDB Atlas= AWS(2)E Z &8t ZE &2 TL-I%E—l %EF—?—E Xﬂ
zt2|E o|o|E{H| 0| A (DBaaS) &LICt. Mo

o|- OH
1
>
2
x
_>,-_
ﬂI°T"
§9
rr
re
Rl

« 03] 24 Q9| HO|HE HAStE HY R

« AlA[ZHCl|o|E B

« AZ QE{H(10T) ofZ 2|7 044

- % 7tsE ofZ2I7 ol

- 22 O|O|E{H|O|A THRIS

- Clo|E{ XM%, Cllo|e| AM I A7|of HEE B85t
==l

rr

CilO|E{H[ O] A& Riak, RIE|E] X HIEHH|O|E{ 2



https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-a-self-hosted-mongodb-environment-to-mongodb-atlas-on-the-aws-cloud.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-a-self-hosted-mongodb-environment-to-mongodb-atlas-on-the-aws-cloud.html
https://aws.amazon.com/marketplace/pp/prodview-yuuwzp6fz7n5u

AWS THHA X|FE MongoDB Atlas on AWS: AHA|l #2| BtZollM 22t =2 oto|azo]
M35t7| AWS

- BE R FHXE MEst #Elste dFE
« HIQ=ZBY o E A
« A oHE 2l

[
g
mjo
)
ro
jn}
o
m
==
o

olgfst 7|50l cHet REAISH LHE 2 MongoDB ¢! AFO|E 2| MongoDB AFHE ALEH|E RHZSHAMIS.

O 7}0|=E= AWS MH|A SETUAN THEL(SI ZHEL) I AWS AFSAE CHY o2 gL C.



https://www.mongodb.com/use-cases

AWS THHA X|FE MongoDB Atlas on AWS: A&l 22| 8720l 2t =2 oto|z28o]
~ M3t7IAWS

e

O| MMof M= oto|ei|lold 84, 1ed ALE
N&&ct.

B HIS U BtolMAof hE 2942

- 4L

MongoDB 0+0|Z12{|0|M &H=0i 27|

Oto|12{[0]4d AtE AtEd| AZ B 0T, AAIZHEA ZH
&, JHelEt R RO, HEI=
e, Helzh Yy 2, A
0|
=
AZRE LA QIEE MongoDB(Ib’dI oHeld) =
© mLab, ObjectRocket, EE&=
Compose2| MongoDB
oA EA 2 E MongoDB &4
CHa I3 2 MongoDB Atlas
CHa 234 AWS 2| MongoDB Atlas
oto|2 o4 Ofo|1ei0]4d TEF(7 Rs) glEHE Y

QI3 ZECc HEo anol=el sl
L|77k? Ho|Mof| F&EES FX| ASL

AARIZETLISV YXIEE oL
et CHELITF?

oto|zzef|o|M 7|zt 3YU| M 2F (22 HEO| B E
xtod ;‘T’;E") 712t d|o|E A
7], oiEE|FH ol SEHE, &4
o EtZ Z+o| | E 3 CHA
L FAE 2Qlof et EetA

= A& L

rl

[l J}tl

MongoDB 0+O| 180|441 EH=oil 27| 3


https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-a-self-hosted-mongodb-environment-to-mongodb-atlas-on-the-aws-cloud.html

AWS 8% X|&

MongoDB Atlas on AWS: RHA| 2| 2tZ0lM 2et*ER

ool & ol
M3tz AWS

P
!

Quick StartE &3 AWS2| &
SRcolZglE ISoR T
EHIMEE = U&LICEH

AWSO|AM ISV KT ZEE A
HeleE O E= HIE

A AR KB AL (Z][A/ZEC 2
T AL

MH|A =F o B H 2F(SLA)

Recovery Time Objective
(RTO)

Recovery Point Objective
(RPO)

CHA AWS A& o] 2tolMA &l
3 2

pl

o
(0]

= EA o™

MongoDB #AO|E0f| M
MongoDB =22 HZESHML.

otLI2

ME 7IS 05 = MongoDB
A}OI E O MongoDB Atlas AH]

A& T FE AHLE FZ6HM 2.

ZeiaH L7 E2 22AE<
X|2[* Hizx - -gof et Eet

A4 A|st, =

ANigtod CHEr LY

-‘?— |. |E 0o
Z5tMl2.

Z2{AE AE
Aol z2dE
&2 MongoDB
Atlas M|3t= &

MongoDB Atlas AtS E4Q4 7|
50| Y8t RTOE SF5HA
st Lo CHEt XEMIE LIS

2 MongoDB & AlO|E 9| Al
g2 HEFAML.

MongoDB Atlas x| AlZh 5
T 7|50/ RPOE 5&35H7 &
= Yol cHEt REMIEH LHE =2
MongoDB & AtO|E Q| AlIE| 4
U ZERE S HESHA

(@}

L.

SaaS

MongoDB 0+0|Z12[0]44

el 271


https://www.mongodb.com/pricing
https://www.mongodb.com/cloud/atlas/sla
https://www.mongodb.com/cloud/atlas/sla
https://docs.atlas.mongodb.com/reference/atlas-limits/
https://www.mongodb.com/cloud/atlas/reliability
https://www.mongodb.com/cloud/atlas/reliability
https://www.mongodb.com/cloud/atlas/reliability
https://docs.atlas.mongodb.com/backup/cloud-backup/overview/

AWS THHA X|FE MongoDB Atlas on AWS: A+Al| 2| 8 ZollM Z2t =2 ool o]

M7l AWs
oto|asiolMd = Atlas 2t0|E Oo|z28jl0]4Ad A
HIA
A8 E AWS MH[A « Amazon Elastic Compute

Cloud(Amazon EC2)

 Amazon Virtual Private

Cloud(VPC)

Hix|ot3 MongoDB 2 AlO|E.0{ A
MongoDB HIX|0I 2 & & &5t
Me.

HIPAA, GDPR, SOC, EU-0O|

= Z2}O|HHA| €&, ISO/IEC

27001:2013, PCI DSS. AtA|EF

LH-92 MongoDB & AtO|E 9|
oF ME{E & ZESIM 2.

=1
0%
P
1
=1
0%
Py
1
ro
o

Ol RHO|
== —1a

o4
L

o

Gl O|E{Z MongoDB AtlasZ 0FO|1&0|Msts T2 M|A0E Cl2TF 22 st M2 x|Alo| Z &g
LIch.

e 2o
MongoDB DBA & 0 ZZ|71|0|M o} 7 |HIE . olg2c Wyl o 9E xA

- ClO|E{tH|o|A Q| HHZ O} H ot M3 714,

- Cllo|E{#lo|A Oto|zEfolMd & 2 L]E{2.

o TE AES 77
AWS o7 |[HIE « AWS AMH|A QU OIZ 3} B|AAE ZOistn T

ZH|XELICH

« AM& X 2 38 O AWS Identity and Access
Management(IAM) &2 MEELICEH

12
ok
=)
12
e
[6)]


https://www.mongodb.com/cloud/atlas/migrate
https://www.mongodb.com/cloud/atlas/migrate
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
https://www.mongodb.com/scale/mongodb-benchmark
https://aws.amazon.com/compliance/programs
https://www.mongodb.com/cloud/trust

AWS THHA X|FE MongoDB Atlas on AWS: A+Al| 2| 8 ZollM Z2t =2 ool o]

© Mst7| AWS
oist zHo|
== 193
« DE ZZH|X{YE AWS AH|A0 CHEt E ot

H|E L 2to|MA
MongoDB Atlas| 7HZ0ll= Al 7 Xl R 82l B0l ZEELICH

- 2HAH FEHIE
- Clo|H M& HIE
« 75 X FIHMHIAHIE

RtMIBH LHE 2 MongoDB B A2l ZX|E & E5tMlL.

MongoDB Atlas= AWS OrZ Z2|0|A0M &% FOHE £ Ao HF ™RJ ZHASHELLICH AWS OHA!
Zo|AMM CHE 5 7FK| MongoDB 2 IHZ! Sof|lAM MEiE £ Ql&LCH.

o Atlas AELE] I 7| X|
. Atlas T2 T{7|X|

AWS A|AEI S (SI) THELE D42 2F MY EE ALE MHE SIS nZol|H & E 7iE
MHIAE FMete = AU&LIch & E 7HE MH|AE 245HAIT MongoDBO1| £ 2|5HAI 2.



https://docs.atlas.mongodb.com/billing/
https://aws.amazon.com/marketplace/seller-profile?id=c9032c7b-70dd-459f-834f-c1e23cf3d092
https://aws.amazon.com/marketplace/pp/B07NBNQJTN
https://aws.amazon.com/marketplace/pp/B077D557RX

AWS Tt

MongoDB Atlas on AWS: At&l| Z2| 820 E2H*E2 0ro|21e|o]

Mt AWS

MongoDB 2! MongoDB Atlas 7|s H|1

CHS &= MongoDB Community Server@ MongoDB Atlas Enterprise 7| H|lm 8t ZdL|C}.

Operation

Continuous
Operations

Differentiator M B Atlas MongoDB Community Servi

Security

Configuration and deployment

Deployment environment

High Availability

Scaleup / out

Patches, maintenance, upgrades

Monitoring and alerting

Index and schema recommendations

Kubernetes operator

Continuous backup and point-in-time restore

Performance Advisor/ Query Profiler

Always-on, turnkey

Self-service and automated: automated configuration and
deployment options are available in the MongoDB Atlas Ul

AWS, Azure, GCP and MultiCloud (Cross Cloud)

Included with uptime SLA; Atlas deploys a three-node replica
set at aminimum and automatically distributes replica set
members across Availability Zones in a Region

Auto compute and storage scaling: automated (1-click
scale up/out)MongoDB Atlas Ul allows users to choose
from different instance sizes and horizontally scale (shard):
cluster is available while scaling

Automated; security patches and minor updates are
automatically applied; major version upgrades can be
triggered in the Ul

Available as part of MongoDB Atlas

Available as part of MongoDB Atlas

MongoDB Atlas Open Service broker allows users to deploy Atlas
clusters with Kubernetes.

Automated

Included

Under customer control: no LDAP, Kerberos. encryption at rest

Under customer control

Under customer control; cross-platform deployments
supported along with wider range of hardware and OS options

Under customer control; three-node replica set is
recommended

Under customer control

Under customer control

N/A: Under customer control

N/A: Under customer control

MDB Community Kubernetes Operator doesn’t support sharded
clusters - not suitable for production environments

N/A: Under customer control

N/A: Under customer control
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Database Versions /
Storage Engines

Graphical User Interface
for MongoDB

Business
Intelligence

Enterprise-Grade Support

MaongoDB Atlas MongoDB Community Server

Available storage engines

Database versions

MongoDB Compass

MongoDB Charts

MongoDB Connector for Bl

Response SLA

Services included

Uptime SLA

WiredTiger, Encrypted Storage Engine

MongoDB 3.6 to 4.4

Schema visualization

Visual editing {full CRUD)

Aggregation Pipeline Builder
Real-time performance panel

Visual query builder

Visual explain plans

Index management

Document validation rule management

Available as fully managed service

Included and fully managed

30 minutes

Support for usage of database software
Development assistance

Performance tuning

Support for drivers

Support for connectors

Support for MongoOB Atlas Ul

Support for database connectivity
Support for cluster availability

Included. 99.995%

WiredTiger Only

Under customer control

MongoDB 3.6 to 4.4 are supported by MongoDB. Inc. It is highly
recommended that customers build on the latest versions of
MongoDB

Schema visualization

Visual editing (full CRUD)

Aggregation Pipeline Builder
Real-time performance panel

Visual query builder

Visual explain plans

Index management

Document validation rule management
No cormmmercial support

N/A

N/A

N/A

N/A

Under customer control
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Preset Options

Ed

Security

Additional Products

Commercial

License

Replica set member options

Database access roles

On-demand access to MongoOB University

Network Isolation

Authentication and authorization

Encryption for data in flight

Encryption for data at rest

Auditing

Client Side Field Level Encryption(FLE)

Primary, secondary

Built-in roles; custom user-defined roles

Included

Dedicated VPC per customer group

SCRAM

Enabled by default

Firewall with IP whitelist or VPC peering

LDAF Integration

Fine-grained data access controls using field-level redaction

SSL/TLS; enabled by default

Included with encrypted storage volumes

Encrypted Storage Engine is utilized when customer
activates Encryption Key Management

Bring your own key for encryption using cloud provider KMS

DML operations

DDL operations

Audit trail filtering

Role-based auditing

Database logs are available for download: actions performed
through the MongoDB Atlas Ul are also logged and available

Automatic Client Side FLE

MongoDB Community Server

Primary, secondary, arbiter, hidden member, delayed
secondary; users can also configure replica member set priority

Built-in roles; custom user-defined roles
Included
Dedicated VPC per customer group

SCRAM
x.509 certificates

SSL/TLS

N/A: Requires third-party encryption at rest solution

N/A: Requires third-party auditing solution

Explicit Client Side FLE

MongoDB Atlas MongoDB Community Server

Atlas Data Lake

Atlas Online Archive

Atlas Search

Realm Mobile and Realm Sync

Licensing

Query and analyze data across Amazon S3 and MongoDB Atlas
in place and in its native format using the MongoOB Query
Language (MOL)

Autornatically tier your data across fully managed databases
and cloud object storage; combine and analyze data in place
with federated queries

MongoDB's Atlas Search feature offers fine-grained text
indexing to enable advanced search functionality without
any additional management required

Available: For edge-to-cloud data synchronization

N/A(because customer isn't running the database software)

N/A

N/ &

N/A

N/ &

N/A
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% S0 &
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