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https://visualstudio.microsoft.com/downloads/
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d

1. O CtS NuGet IHZ|X|E F7IELICIASP. NETZ04 €API.

AWSSDK.SecretsManager.Caching
2. Program.csTto|M CtZat ZH0| BHE g LC.

» Amazon.SecretsManagerd&AHO|A (1) & FIHg LY.

using Amazon.SecretsManager;

. MHIA SE (2).

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)
)

builder.Services.AddHealthChecks();

3. Secrets Manageroi M &5 & ZAM5te{H HAEE D A T+ (0d:valuesController.cs) 2
Ctgat 2ol HEgLct.

of 10
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private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

+ GetSecretMME (2) & F+EFLICH

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSj6qd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

047|A 1111222233332 A ™ IDE LIEFHLICE.

[Route("api/[controller]”)]
[ApiController]

public class SecretsController : ControllerBase

{
private readonly IAmazonSecretsManager _secretsManager;
public SecretsController(IAmazonSecretsManager secretsManager) o
{
_secretsManager = secretsManager;
}
[Ht:pGet]
public IActionResult GetSecret() 9
{
string secretName = "arn:aws:secretsmanager:eu—west-2: :secret :dev/myapp/tenant-gSj6qd";
GetSecretValueRequest request = new GetSec1‘eth‘alueﬂequest();
request.Secretld = secretName;
request.VersionStage = "AWSCURRENT";
Task<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);
return Ok(new { Secret = response.Result.SecretString });
}
}
® Note
= — =
secretNameH|2 2| O|& &= Amazon 2|44 O|& (ARN) LIEH LI Al=2310] 4
- o - A A —
El & Secrets Manager 2£0{|AM 0| 2t ?:'.'&.' gt & QUELICH secretNameSHMZE 5
of 11
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« AWS Toolkit for Visual Studio, +

- Secrets Manager 2& E= LIS M%3P04 A El Systems Manager O 7844~ AWS CLI

of

of metd|Ee MY A0 2tE ASP HAMSIE{E NETZ 01 2 o Z 2|7 0|44 EE=API:

1. O CtZ NuGet TH7|X|E F7IELICIASP. NETZ 01 €API.

Amazon.Extensions.Configuration.SystemsManager
2. Program.csItYo|M CtZat Z 0| HAE g LICH.

« usingBHE F7+(1).

using Amazon;
using Amazon.Extensions.NETCore.Setup;

« AWS Systems Manager 7 7} (2).

oi2tolef AE0f 7o 12


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

{
Region = RegionEndpoint.EUWest2

1)

using Amazon;
using Amazon.Extensions.NETCore.Setup; o
using Amazon.SecretsManager;

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunlLevel(LoglLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptiens
{ 12
Region = RegionEndpoint.EUlWest2
};

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

(® Note
/myapp/devZ RegionEndPoint O|7H#H+E SHo 2 S ESHHLE &3 ¥ (Region
= RegionEndpoint.GetBySystemName("eu-west-2")) HIM Z&5H{oF ELICH =
EM gt Fo Mz oledEt gf2 stEZYSHX| Ot A,

2oiA o

7hghLict
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fjo

w
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public class ParameterOptions

{
public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
public string key2 { get; set; } = string.Empty;
}

4. met0/E MY LM 2k AMstied™ ZHEES] Sell4 oS oS 20| HEELIC

(0d:valuesController.cs).
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private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

- m2t0lEf 2E04(2) oM ZtE AMELCt

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

i

[Route("api/[controller]*)]
[ApiController]

public class ParametersController : ControllerBase o
{

private readonly IConfiguration _cenfiguration;

public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

}

/{ GET: api/<ParametersController>
[HttpGet]

public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions. key2
}
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/managedservices/latest/userguide/code-suite.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/modernization-net-applications-security.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://aws.amazon.com/what-is/artificial-intelligence/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

Blas SEI AlZH Bo] IHE 4 3t
ZE ASsto] MIjE 20 AT, oAAES AP
ina

x|
LICt XtM|BH L2 2 Detective ABE A Q| Data

(Q |-0||
M
pla
0 C
Pal
roe -

Hio|L2| Zoh(7tsE 5 2el4 & stLh)E tl&Este Z2MAYLICH 6§ S04, ML 22 0] “O]
OlHdol AHRITIR, AHO| o}d7t27”, 'Ol MIE S HRUTIR, RIS UIIR? S2| EME ol Fl

bot

QIEUIS S3i AHS5HE Sheig AT
of OB 2I7 044 LIch QIESIol M K E Q4
SELICH HIZ RO YBIT YUK CHE 22 JHO

dLct.

=Ll

A AN
Heflo{oZA¥FE|o| 2 5 FF= B SUAZE edfl B AL o| SA) 5tofl le R HEQT. &£
2 2 0 JdFE¥E SEsE 7HE & 22T HiFHLIE YLCE

=X

=
HRIE ooz 7I% SRIEtn U o 7Ise

=
ZHR[ol CHA| S ErLICH RbAM[EH LIE 2 23X EE (§



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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