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Non-production environment

Patch . .
atc Production environment

baseline Development environments

Test environments

1
I
I
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I
I

Step 1 Plan the monthly maintenance windows and patch groups

1t week of Maintenance window: 279 week of
the month the month
Step 2 Step 3

Maintenance window: 3’ week of the
month

Step 4

Maintenance window: 4" week of
the month

Step 5

New monthly Example tags:

patches

become Patch group: AppName-DEV
available Maintenance window:

schedulel-duration-cutoff-timezone

Example tags:

Patch group: AppName-TEST
Maintenance window:
schedule2-duration-cutoff-timezone

Example tags:

Patch group: AppName-PROD
Maintenance window:
schedule3-duration-cutoff-timezone

— schedule is in the form of a cron or rate expression.
- timezone is in Internet Assigned Numbers Authority (IANA) format
(e.g., "America/Los_Angeles”, “etc/UTC", or “Asia/Seoul”)

o THAI 1. ZH ol Z2(AH 0|M El2 Chst 2o U= Aol 8 K| #E| 712t H&lstD, olof et M
Hol x| 28 2 |X| &2| 7|2+ LIEHLHE Ef2E MEsl ok gict

. T 18 Ef2= S x| 7IZE M2l Cha ol Bl OhEEIAHOIM B LHS| MEHE LiebALICt T
x| 1B S A S MAE x| 7|2 S M T QAHA MEO HEEY £ U&LICH E3
R 28 HRIE HHS| HAESY| Hol ZREHM 2ol HESHE 28 YXIsts o £20|
= |c}

+ HE 217014 Meiol of2f % Ao 22 22 ofB ROl ES 2EY 2% Nl K8

Jlfko2 THx 1B BHE LIk T T2 E Skl mix| 7IE Holp S2E 4 200 QIA
A ShLbol ThAI TBOE &8 4 aLIch

0il: appname-DEV-WIN % appname-DEV-RHEL
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Automated patching solution

AWS Systems Manager

Application servers AWS Lambda
Gets patch group
and maintenance automate-patch

Production window tag information QuickSight .%7
dashboards
. . r . m Creates patch _J

groups,
maintenance

Non-production windows, @
0 r and patch Athena dataset
configurations
. I . Maintenance

window

Patching | Iv

Patch

Patch group

0 ) i Patch information
ﬂﬁ. B Eail configuration stored in
Continuously monitors for G 132332353 notifications Amazon S3 via
i -2 the inventory sync
patch tag compliance AWS Confi =5
onfi Gon
9 Saog Resource data
Inventory pync
DDD Gets the maintenance
window information and
CloudWatch sends notifications
events

AEZR0|= OHS BAH7F ZEEIH, BA HE = oo ol ZotR T LRIFLICH

1. AWS Config
3t =| of

F%% X&EHMo2 TLIEZSD HIE T QAEHAO ME HE L EHF F4H40| 2
22
- EC2 QIAE
o

IXM RQUAFAE £ ﬂFEI%E* T Ue AlAHE 0L X 2ol 4= AWS Identity and

|
2. Lambda ?:.F (OloP automate-patch') = At Ho|El LH™of| et A= 2 MEe| Iix| O
Sf

3. 1 CtF automate-patch e MUEE x| I8 |RXIEs €k
1 F

S|
1, MR 35S WX 7|EMot Agst, WX AHE FE5H 1,

Z 0| automate-patch &&= Amazon CloudWatch Events0i Of
sl Il %= o2l &5 ola L)

£ 4 = Uolo|Est
k=3
=

|C}. MEHX O

=)
Hel
noTl-
i

Hstod AAERHA &

X|24 =20l W2l oHEE ubst x| 2ol MR ME7L & E mix| 42 oiZEl7o|




AWS THEE K|

=|
=

7. M| T
Ct.

(Al
[

>
ofn
igﬂ
rn
]
Hu
>
[>



AWS T = X|E £ A83tod stolEElE 2eteEol Y 7tsst QIAB A CHE At
x| & AWS Systems Manager

02 AWS A™E A X|¥ & flet WX £F M4 &

AE x| &5 M =750 0421 AWS AT AWS X|d0f ZE MHE X|IE 4= Ql&LICH &5t &
EMojl= 28 MH|A A9 AWS CloudFormation StackSetsE S35l 2t AWS A& ol o x| XIS 35 &
EME MYSIT 28 MHIA AEHE AFE5H04 A ZHof ElAA HIoIE S7(8HE 86l &0 £
sH=|L|C}

(== — |

AHSEHE T2 M A

CH2 Clolo{a 2 o] A|Lt2|29] ot F7|EIX{E
StackSets2t AWS 28 MH|A HZo| Z&HEL|Ct

~

Application account

Shared services account -
§ Automated patch solution Serverlandscape

AWS CloudFormation A
AWS Lambda -
E-_rl3 0 automate-patch .
Resource data sync
AWS ) | ‘
280 CloudFormation ( i \
Scos

Maintenance Patch

L.

m
Inventory Patch group window configuration _I -
[ b

Stack for resource data ath ~
sync setup @ thena N
E dataset M

N
~ | AWS Systems Manager )
I I S \_ : /
1L N
~
QuickSight reports Sfa‘:klse‘? fhc_’r N Application account A
regional patching /
Y Automated patch solution Serverlandscape
N
AN m AWS Lambda . -
~ ,0 automate-patch
N
A -
N Maintenance Patch -
ain
@_} Inventory  Patch group window configuration _I
2 |||
CloudFormation _J ll o - .
AWS Systems Manager y

I EZE O™ MMollM dHE Z=MAS HIRSHKIRH B #3571 Cholo{a e otz
Xlste ChEo &2 F7¢

1. 28 MH|A A X oA AWS CloudFormation AEH MIE= A|AE OjL|X] QIHIEZ|IE S5l 2|44 O

Ol S7|3H& <8t S3 HAE 7 85t= o AFSELICt
2. CloudFormation A& M E = automate-patch Lambda &4+ 2 ABE MM T, mix| 7|EME
Mst, ol E2[7 0|4 HHol| A|AR OfLIX QHIEE| 2|44 |0|H S7(8HE dHsto] 3|/ M

HIA H&Ho| 2| AAE S7|3beFL|Ct.

AsEE Z2AMA



r2

AEA0| CHEF RHS

AWS THHA X|FE £ A838tod slo|EE|E 2EtfEe HE 7t
& AWS Systems Manager
Cr.

=
T S
i PAIESE=

3. ofEE|70|E AHe| Elas HEE= 7 MHIA AFL Elas HES S7(3

nﬂ
A

4. Amazon QuickSight 718HE 2lAA MEof Ci$t Amazon Athena HIO|E{ MEE A2 5t0{ T K|

:
—
A% E4 B0 ME AEELI

x|l S0 Che fXIE
2 ULICH(MH|A B> S
U AWS AHO| IiX| 2 & 7 507HE =1tE WAoo 2 of|&t k= A< 0]

MHIA S S7H7F T ALE *Oﬂ SE5IX| 2 A2 A Ho|El fX|E4 (=2 M85 XA

CloudWatch EventsE AI235tE F 7t X| 2WHo 2 o] EXNE ZE|e £ &L|ct ZF &2 Ao &

ol B,

SM1 MM YHOE SX|ES !IERE AMESHMR

o CIYEEIY RIE2 (o: AEY 15~207H2] R FXIEx |IER) 0| U= RAIExT RER ESSE2 H
ofgtL|Ct

- OHECIFIO|IM B2 A HO|El SE0|A RFA0|AH XMEtst R X2+ |IZRE ME4S T 0] el
CIAEIAO| EfE K|HELILCE.

o H
- ZhAEHE 2HE
B

- MAEXRIE XL

OH
=
Q'I_l
rr
ox
4 L
Am
o
_llzi
Pl
"
I
10
am
o
;:é
pal
Ll
2
mo

= s
- 03 k| 2 EO| RXIE+ =1 x| &Y
= ®) o 5F
o i

F|AotedH FIt

Ot7[Hx| 12 Abe & AIE 12



AWS TH™M x|H £ At8stod slo|EE|E ZeteEel HE 7t
| X

SM2 KB4 2IE2E AI235t= CHAl CloudWatch EventsE AFE3604 T x| 24
&LCt

5
I
I
mjo
d
T
|0
Hu
:‘:—1

- SRNEL TR E MAMSE Ci Al CloudWatch EventsE AF235104 4&0} o

E
QoM Zt mx| 252 {X|EL T CHAl CloudWatch Events O|HIE QF @42 ElL|C}.

|O|ESto RX|E §I=2 CHAl O[HEE ddstM .

30
Ral
HL
als
o
1
4o
(=)
rr
Q
(@)

c

o
=
Q.
(@)

>
m
<

D

=)

@
[=)
x
>
oo
ok
4>
Lo
rr
b
N
N
olr
=)
S
[~}
yo
o
oy
>
=}
mo

Z|EF nBd At

« Ol MM MHE XS MR &F M2 FRE EC2 QIAHAE X|HSHX| et&LICtH

« Ol ZZMAE HEZ MEUOEC2 QUAEHAE X|HELICH ZE2t0|8! MEUIO| QIARAN IHX|E
MEsaH AT 2 M H0|E MH|AQL (WSUS) ZH2 2Z mix| 2|ZX|EE|S HiZ 5ioF BL|cH

- st ™o et x| 2EM RXIExT RER7F UO|O|EL|E=5 Lambda &+ A BEIEE &X7H
SOk & LCt.

7|t nEd AtE 13


https://aws.amazon.com/blogs/mt/how-to-patch-windows-ec2-instances-in-private-subnets-using-aws-systems-manager/

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

Cof dBE £FMHES HFslod st0|2E|E SetRE #Ee 228 0|A M ARA
o

2Zp|0|4 QIAEAS BE M| ZEMAE F BHAHZE FEELICH

Systems Manager0i M 2|5t =5 2Z8|0|A& MHE FEELICH o] ZEAMA0| CHE REAllEH AT
2 Systems Manager AE M0l 5l0|EE|= &

AWS Command Line Interface(AWS CLI) add-tags-to-resource WS AF& 35104 o248t 2= dO|&
el elARA AMEE X I8 X ™H| 7|zt efOE FELICH

B
9'|_|
>
>
to

B2 I8t Systems Manager A2 &

| S ALSsted™ Wx| 2 Folut HH| 7(zHE #HE8st nxt & wiotCh of Z 2|7 o] ' olut

AsstE T2 A

Ct= O82 Systems Manager ¥ & QIHER| SME AFESt= 2=d0|A& QIAEA Tix|of CHEF CH
MY HAS MEELCH Ol Z2EMAE ¥HE 7HS8 EC2 QIAE A CHEH oM MEE XHS T x|
SR M2 = AU,



https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/cli/latest/reference/ssm/add-tags-to-resource.html

AWS % x|E £ M85t stolEE|E 2Rt =0 HE 7St lAHAM Ot RS
x| & AWS Systems Manager
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| Manager
Application servers
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Production Gathers inventory
. . r . Inventory
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Non-production patch group and
maintenance window
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Patching

AWS Lambda
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patch configurations, monitors
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Sample custom inventory JSON file
{
"SchemaVersion": "1.0",
"TypeName": "Custom:PatchInformation",
"Content": {
"Patch Group": "<APP-PROD>",
"Maintenance Window": "XXX"
}
}
2. Lambda automate-patch &= 1Y AT, 2=8|0/A HH XE QIHIEEZ|HM X 2 &
2 HH| 712t HEE &t T, #El" QAL x| & J HH| 72 i E g
3. O3 CtE Lambda automate-patch &= MAES Ifx| 250 MH| 7|72 ¥ E= YHO|E
ot, x| 1&& mR| 7|&n AQstn, MR A2 FHst D, &= I E LHEZ|of 274504
o x| 2t W= &L|Ch MEHX O Z 0] qutomate-patch &4 £ CloudWatch Eventsol| O|[HE S
A stod AL Aol A etst X|E L2 == JU&LICH
ASEHE T2 AA

15



53t QABA CHEt XHE
& AWS Systems Manager

4. X2 = 2of e o|HEE Yubeh HX| Zrdel MF HEI7F ZefE mx| 2232 oiEZE|7 ol
A L

AWS TH™M x|H £ At8stod slo|EE|E ZeteEel HE 7t
3|

5 IX| OHLM= Mol Lot Iix| 2 ES 7(Ee 2 AAH IfX| ZHUS AFLICH

6. Systems Manager 2IHEZ|2| 2|4 A HIO|EH S7(|3t= R ME HEE +=&S6H04 S3 Ao HA|
%I-L_||:|.
= .

OIF Mol B Zix{2] SZ0|A QAHAE HxIsHE YHols L5 QHEDIE ALBSH:E
4T Bl E AHS St T JhR| WOl USLICH ChE 2 2 M3 WAlel B U B elLIc

2Z0/A MHE AtE5t= ofE2(A0|M Blo| X E QLHEZ| UM x| HEE F5HH
Systems Manager7} s &

- JH s & QHEES| HiX| HEE AtSsto] | S YA gL

gt
. T dololE gt T3 E|m @ TAdo| HM ZHEHELICH
o
. T T4 WHEE HER 27 Yo R MSHELIC

- 2Zb0l& MHE AL8stE oiZ2[7iolMd B2 MAE IR YEAWS CLIE At&stod MR 25
2 GH| 7|zk Ef2 & BHELICH

- Bl MEE x| g MAMSE o AFSEILICH
o3




AWS % x|E

« AWS & 2= gj|0|A et M L2HE M2 WAS Floto] WX M8 EES U ASEE FTHL
Ct.

CH

. 2x70jA QAHAE AFRSHE OHZ 2|7 01M B2 EjaE BHE AL YololE 57| 9I81 AWS CLI
E Hi 1 Ar835lH ot &HLct

ob7|=ix{ ey Ab & A3



AWS THH XIE g QIARIAO CHE RIS

5
x| M& AWS Systems Manager

]
>
0l
oh
i
Q'I_I
o
in
o
In
Ju
o
0
In
lo
rE
ox
f_ d

M-SR HEALE
CHe EOIME RHSSHE DXl &2 MT BEE ALK H2 ALY TS AT LI

AR H = AL =k

ZAHIZXHC) 7| A QIARAE 2Bt WX BE| £F M2

=
2 m3tstod OS #E|9F BEAE o4 Elof A

CHg
AL LICH
. BAE OIBEIAHOIM BHES BElsts Y
El
=
. OHE2IH0IM Mt OSE BElsts 2 s
2ot E AX[L|0{Z(CE) =2 ChgS g2 ELct
. Ijx| BE| £TME KSEoR 255
. ZEt2C MHIA XHS5HE TEFLID
. AHS5E RIHFLID
ZotRE HELA 2I|A(CBO) ZHE B2 o 2Lt
. &S Mol Cie AR ZE 2
. X|94 W ALS R} B
. IHx| 22 MO| AH[RLS| R T E BF X
QI3 LI
Zalec MulA/mE 2R XHCPO) Q10| U= AR

« AH[ZRtOIA 22t E MH|A K3,




AR Mz AL

o MH|& XS E 7|

245

123

cilo]4d 2FE|

oF
4

=
o

|

H0
E
Rl

wd
J

—
1o

=N
ol
ol
<o
ok
A
Kh

K
=]

2%(S0)

|.

ol
H

== g

Hest=

AR
T =

d

S

&I 7

I

{|
ml
|

RACI OH

047t LIFE|0] AU&LICH.

F

X
=

tAIREQE O] = 2

s

=F 7|0l CHaH o

Zt C
4

M9

Toll
-t

Toll
-l

ol
o

(o]
i

—_—
[ITe)

=N

ol
50
%0
0
Kl

SOM

SO

CE

CBO

A

x| el

A

2E

=
(=]

0
<

—
[m]

A

x| 22|
ot

g

A

mjx| 2tel,

o

[ B

== T

~N <

19

<
ml
L]

RACI Of



AWS 8% X|&

£ AL838tod stolEE|E SEteEo HE 7t
x4

5ot QIAEAO CfE RIS
x| M& AWS Systems Manager

mx| e CPO CBO

i PNE= A C
gt M AWS

AR, ofE

270l

2 M 2

HCl
— o

AERFE A R
o &l x|

JNE=IN I A R
E = 3l of

AZeflo|M

el
>

glzl

my e
o
>

x
A H
4 2

02 o
m e E
> >

EX

R =
4 2
ox N

:Ihi
Ay =

La]
=
03 HL

1

CE

SO

SOM C
I
I
I

AR
A C
AR I

RACI DHE BlA

20



AWS THH XIE £ A83tod stolEE|E EateEo| WY Jtsdt QIAE AN CiE XIS
x| & AWS Systems Manager

Cts B A

CIE ECIRE 49 AWS & 2= |0|A QA A CHE 44 758 2lA
F = | 7bo|=of AHE AWS M

&LICH 20| U= B AWS o{7t2E Eof| E2lslod E&2 Ee

21



FQIARIAO| CHEF Rt S

AWS 8% X|E £ AL838tod stolEE|E SEteEo HE 7t
x| & stems Manager

El
Rall
J
oloolr
o
=
(7]
(%]
<

AWS 2|AA

« AWS HE 7t0o|E
« AWS A

« AWS it %
« AWS 80{%&

FR

-4

AWS MH[A

* AWS CloudFormation
* Amazon CloudWatch
* Amazon EC2

* 1AM

+ AWS Lambda

* Amazon QuickSight

* AWS Systems Manager

7|EF 2|lAaA

HAws #E| & HHHA E20)
+ Moody's7} 0424 22t E MBYA ol MHE mx|5H= Ol AWS Systems ManagerE AF8 5= Y
HHAWS 22 2 HdA 22)
- 5t0|EE|E EHEES 28 AWS Systems Manager A% (Systems Manager A& M)
!

HSA O AE 2 OF 2™ mx[(AWS #

« AWS Systems Manager AutomationS AI&3t01 &Y
3| Y HHUA 22

+ AWS Systems Manager T{ x| Zt2|XFE A& 301 Amazon EC2 QA E A0 T X|(AWS EE| ! 7{H
HA 2E23)

« AWSZ2| Microsoft Windows KT 2EE x|, A L &

5

rir
0%

B = (AWS 2ot 227)

fon
(][]

22


https://aws.amazon.com/prescriptive-guidance/
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
https://docs.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/ec2/
https://docs.aws.amazon.com/iam/
https://docs.aws.amazon.com/lambda/
https://docs.aws.amazon.com/quicksight
https://docs.aws.amazon.com/systems-manager
https://aws.amazon.com/blogs/mt/how-to-patch-windows-ec2-instances-in-private-subnets-using-aws-systems-manager/
https://aws.amazon.com/blogs/mt/how-to-patch-windows-ec2-instances-in-private-subnets-using-aws-systems-manager/
https://aws.amazon.com/blogs/mt/how-moodys-uses-aws-systems-manager-to-patch-servers-across-multiple-cloud-providers/
https://aws.amazon.com/blogs/mt/how-moodys-uses-aws-systems-manager-to-patch-servers-across-multiple-cloud-providers/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://aws.amazon.com/blogs/mt/centralized-multi-account-and-multi-region-patching-with-aws-systems-manager-automation/
https://aws.amazon.com/blogs/mt/patching-your-windows-ec2-instances-using-aws-systems-manager-patch-manager/
https://aws.amazon.com/blogs/security/how-to-patch-inspect-and-protect-microsoft-windows-workloads-on-aws-part-1/

AWS T x|% B At83tod 30lLEIE BateEol WY Ths st OlaBA ChEt 2HS
X

5
x| M& AWS Systems Manager

=M 7|5

ol Eof o] 7to|E2| =2 HZA Algo| MHEL|o] YELICH &% Ao|o|Eof CHst Y2S gtop{H
RSS I|EE FE5HM 2.

I-E
oX
=
0%
x
0F

=

%% HA| — 20201 6% 12¢

23


https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.rss

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

AWS X x|= 20{%l

CIE2 AWS A K& MEB st TEF, 710|E & THE oA (Mo 2 AL L= 0{QlLCH
20{Z #=2 Fotsi2ie 80i% ol = TEW HE 2AE A8SHAIR.

A

< At

77| =

OfEZIZlo|ME SR ER o|F5t7| QI8 77kK| YEHE{Ql oto|23lo|M H2F olg{8t M2

Gartner7t 2011'01| Tkt 8t 57t X| M2 E 7|He 2 StH S22 7 G E LT

- SIME{Z/E[0L7|™E - 22t E HIO|E|E T7|SE Z|0HEr E&stod ofZE7H|0|ME o|S st
SiE OIF[HAE T~ HEEM 2IHY, 95 & HEHYE JHMELICH of7|ols ez 2
& MM et Ci|o|E{H[ oA o|Alo] =EHELICEH of: 2 Z8|0|A Oracle BIO|E{#H|0| A& Amazon

Aurora Postgre SQL-Compatible Edition2 2 0+0|Z22{|0|4A4&fLC}.

- ZIEHEY(EIZE HE Z|M|o|Z) - ofZEZIA0|ME ZERER 0|85tn Y™ =& 2| 2|X5}
E T elsto EeteE 7|s2 8Lt of: oM 20|24 Oracle H|O|E{H|O|A & Oracle&
Amazon Relational Database Service(AmazonRDS)Z 00|84 0|MEFLICH AWS S22 E

- MFOHEE A= ﬁ) Yo = 7|&E 2o[tdA0|M SaaS R Z TEHstod CHE MELZ ™
gHEict. of: T2 27| #E|(CRM) A|AEIZ Salesforce.com OtO|Z12{|0|A4 8 LIC}.

« ZSAREIZE HE A|ZE)- o EZEZ|AH0|ME HASHK| &1 EEIRER 0|S5t04 EEIRE
752 &8¢stLct. of: ol EC2 QIAEIAOIM 2= 8|0|A Oracle C|O|E{H|O|AE OracleZ 0O} 0|
Jgo|MErLc AWS EEIRE

« Muix|(5tO|m{H}OIX =& E2|ZE A Al“ E)- M St=EQ|0{1& F o5t 7L, o E2l7Ho|M S
Al EMESHHLE, 7|18 2YE - K| dnE QEgtE ECRER o|SELICH 2= OAa £
HEM SYE EHES| EEtRE A‘lHlﬁE MHE oto|azl|o|MELct. of: otolazo|M
Microsoft Hyper-V Oil CH&t O & 2|7 0| M ILICH AWS.

- RX(ER)-AA 2Gof| o EEFAH0|ME RXAIFLICH CHA 2 2[HEZ 0| Hestn sHE &

LSS 2 Qi7|stE{= o ZE e[ 0|t H|=L|A Atof| A Oto|2&|0|4ME O|R 7t glod & XIGHES
= dl7HA| ol Z2[7[o|Mo] of7|of| Z&E £ U&LICH.

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l E T 7|5k HLE M7 LICH




AWS THHA X|FE £ Ab23lod stolEE|E 2EIREQ| HZA IS F QIAE A Tt XIS
x| & AWS Systems Manager

LYY M =7 = 0|5 MT| HYE ArE5H0{ A4 H|O|E{H| 0| A 2 CH4! Ti|O|E{H| 0| A7 S 7
stEl dEilZ fX|=|xT, 5 olo|EH 0|4 25 Oto|zelo|[d & A4 ofE2|7iolHde| ERMAME &
2lst= CIO|E{H| 0| ofo|1Ei|ofM EH LIt o H2 Lz Meto| EE cdl A 2o A|

o
Hix|= Oto|zEio|ME X[ LICh fAE2 Flo{LIX|Bt & =S 010|1co[ M=k o B
o4

A4 olo[E{Hi0|A 2t CHY HIO|E|HIO|A7F S7I3HE! dEiZ 7 X|Z|XK[BF A4 C|O|E{H| O] A BF 44
ofZE|7olMel ERMMME X251 HIo|EHE= Y HIo|EHI0|&2 S| == G| o|E{H| 0|4 Oto|
aeiold YLt cHe ollo|E{H|o|A= Oto|2El|o|M & of™ ERMAMME 5{&st K| ef&LICH

EA

o

A
e

# IB0IM S S5tT 180l Bl whet 2k HAsHe SQL B LI B B4 ol tl2E SuM
2 7+ QL& LICHIAX.
Al

ZMALCH AFE= I HE B30l &

CIOIEHME M 7HR! HEE BT M= MXlst=
el dlo|E 2 ZkFE|X| e&Lict

0| & = AU&LIch B E o|HE o o[

o |H

r

A 25



AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

£ F M0 HYMHO[HLE HIEEX0[|HU E £ H0|o{M Brs &l EX o Xh3

offZ2[70|M o

UHZFRE AlAEE E25t7| 2ol SQUE OHEEAHO|MEF AEE = UL F 5{8stes 2 ™

= At

ofEZZI7old ZEEER

OHEZIA0|M & LU | X| 2| IS ofZ 2|70 | HIEL|A 7HX|E HIR5H0 ZE|0i| A At
E5t= Zt ol EE[A 0|0l CHEt MR HE ZSLICH O| HE= ZEZC|Q M A EA T 24
A 0| 2Mplo|rd Ooro|azlol4, BdCHE 2 %25t e ol ZEE(Ao|ME AlEet D =& Héte Ol
T 20| .

13 Xls
AFE 7|=2 M85t0 &4, EX sHZA, TE QA § Uit o = QI7ka & CIX| 7|52 =3
St JE MEC R = AFHE e EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
XA AIR

RlE X|s EU(AIOPps)
7|1H & 7|IHE ALE5tod 28 EXME A5, 2Y AUAITE U ALSAL 7HYE £0[1, AH|A
EZ8E =0/ T2 MAILICH AlOps 7t OrO|Z12{|0|4M 2ol AP Eli= AWS ol CHEF RRA| B
L2 28 S 7I0|= MME XML

o
Pal
=
1
i
m
[
ol
i
>
o
S

7IEH 2R7H LAE ZR0lT ClolEHI0|A 2] HOlE R 24T 2% MEMS 1B

k= 2k
dotes AZEQ 0| &4 MEQLICH
2K

10{(ABAC)

‘_

M, 2T, Bl O|§ So| AISAt 82 7IHoE MEstE HEtE dddste WAILICH XpAIEH LY
2 AWS Identity and Access Management (IAM) AZEAABAC AWS 2| MM S 2T A2

A 26


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS T8 X|H £ M83tod stolEE|E 22t 0| HE It
| &

MEIE 4 U= HI0E 24

>

M
N
Mt
T
2
[e]

| lOlEfE M she PIxlYLict Ust, B
2 g

| —
[
Bl E= aHe SHe R AEE £ = o[ ~20| O

al
i A 0

40 rr r>
N
0F

jul
i
u
T
>~

N
oo
02
19

n
N

12 otol FOHZHE] W AWS EIF E|1 SYUE 2|70l CHE 7+8 Yool xfzfstn K|od
X

o
B2 UHESI HAZEE MIste U i AXILICH

Rl
i
=)

>
S
wn
Mmju
u
40
N
g|=|
gl
[3

Bl 219/ 3 (AWS CAF)

o A
m Qe

rr mu
u
40
N
Hu
0x
OH
Nl
|0
Hu
Al
ok
Q'I_I
N
Jdo
ro
kol
i
o
Kl
kol
Acl]
il
o
o
b
T mjo

o
Q
o
o
rr
»
N
Ral
oM
il
02
12
o &

I3
>
o
HT
o

rlo

> o [> mo KA
o

2

AR |
mo T
o 1>
N

C =
HEAXE 22 gL|CH o] 21HolA AWS CAFE 43
Hlst= ol =&0I
AWS CAF &l AlO|E &

Jull
rr
o
> [
s
0
Qe
_-Il'l Mok
_>Ii m
=
pr 2L
bt 0
on I
x X
=~ o
"
il
ju 0
re
A
ot
fjo
>
OH
o
rJ
o
>
=
ro
-
oo
ro

AWS /A2 HZ T LI (AWS WQF)

ClO|E{H Ol A Oto|ado|MH QI ZEE Hotst, oto|azl|o|M MeFg HESH D, & FHRIE
MEste TFLICH AWS WQF & AWS Schema Conversion Tool (AWS SCT)oi| £& ko
LIt Clo|E{HIo|lA& AZ|0F & I E |, ofEE|7H|0|M ZE, BEKE L ds5 §EE =496t It

BEIME MSELCH



https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

=

AWS A X[E £ A8 3tod 0|2 EIE SatPsol M JHS QA Aof CHE RIS

5
& AWS Systems Manager

H o

CHatE R lL|Ct. Amazon Detective 0l A
| !

Elas SEI AlZE Zotol| HE xt&of i £
Z = APl S2

o = Sg
£ MEsiod Amfgt 22 Al 9—| AP

3 ]]Z I'_°,|_'

S el P2 SALE B S HALE = U
&LICH RtAIEH LI & 2 Detective A A{2| Data in a behavior graph& & Z35HMAIL.

=l AC|OF A|AE]
7HE &8 HIO|EE HX XEStE AARIQLICH Endianness & & E5HAIL.

Hrol{2| Zot(7tsE & 2eia & stLhE ol sts Z2MAL(CH o|E £0{, ML 22 0] “0]
olH Yol AHRITtR, ATO| o} 77", 'Ol MIES 27t X EAII7IQ? S9| BME o535

HoHo| SUS F BWS WA HIZ MULICH HA HBEIF01M BT B EH(THE
0 ME CHE B(S Mol AL o et e A8

OHEZC[Ao|MULICt CIE{HIM HEE CIHASHE fl I ER2 2 YR B2 RE5t7HLE RE
gLt 22 E 2 olgtn 5t OHE 22 7He 2= Z&of 2al{7t £|7{Lt TISHE 15]7| fI8F A
L|C}.

=]

A AN
Wefojoll ZYE[D £ M E= & 2%} 2t ot= B FARLS| AMlof §tofl /e & HIERXHZY
LICt. Botnet2 Rt 1 J&2 =& 5t= 71& & LEdf HZAHLIEJLICH

ISP
FAc g[ZX|E2e ZEE FALct E|ZX|EEof d8El= A Hm HEx(7} 7|2 2K
LICt 7|& ERX|0IM A 22X E T CHS M ERX|0IM 7152 75t HLE HHOE =EE
= A&LC 7|ls2 #5517 flo st ERXIE LMo 2 J|s EEix|2t D & LICH 7|s
2 EANg EH|7t M 7|5 HEMR[E 7|2 ERK|of CHA| HeFghLlct. AtM[EF LHE2 Eati x| S
2 (GitHub EA)E FZE5HML.

28


https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches

AWS % x|E £ M85t stolEE|E 2Rt =0 HE 7St lAHAM Ot RS
x| & AWS Systems Manager

=Hoo|a ZetA dAA

EHEZZMAE Sl ARV LMo 2 HMAF THEH0| @i= of dHMA
FE gfedolL |t REAIEH LH2 2 Well-Architected X|&2] E8|0|3 224 A

ArEAE BtE0o| 7|E QZEt A|IAH ol 7[HAof| HEIREE TEFE AMEE e TR AlAR 2 2l
Zplo| Mof AHE SACR ol 7|HRE MAELICH 7|E QIZEE HHste B EEt2TeE
=t J2IZE MEFE EYE = AsLUn

H I FHA|

Abed o1
718401 71218 BB 847 2 shs Wk B, 2 HHIS EE DAY AL 010122 Al
OF 7113 & 7Hi HHE HIALIA 2ol mhe} OlF0fE 4 9/

SLICH REAMIBE LIRS Mol AWS
oM ZIENOILISHE 0HOI 2 MHIA Alstel BIXLIA ofg B 410] PAls Mg HEGHIAIS.

HIZL|A 54 A &/(BCP)

CH# 2 oto|ago|Ma e SE
23517 22U MMIE £ U E x|t A= QlL|C)

C

CAF

o

AWS Cloud Adoption Framework £ & =35} Al

canary Hil &

>

H

S0
>
o
N
rr
oy
40
=
T
Rl
|0
==
]
g'l_l
kl
o
>

S A RHolAH HEle| =8l 58 el
2

2 218| WwAErLCH

mo Pt

CCoE

o

Cloud Center of ExcellenceZE & = 5tA|

CDC

CilOIE X 8 S & =xst

=

(@]
a1,



https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AEAO ChE RS

AWS T x|E =3t olA
x| & AWS Systems Manager

1
oo
ol
b
ol
o
s
o
In
Ju
w
1o
|—II
oy
z d

cllolE{ Z4%{ #474(CDC)

GlOIE# 0l BlO[ET 22 CIOIE AA0| W LIS S 56T HZ AEo| CHE HIELE| OB
JIZsts ZRAIARLICH CHA AIARIO| M7 AEE ZALSALE SRISHE S S7I3H8 XI5
CDC 9i#t Cherst 8= 2 B AF8E 4 laLlc)

== ollx|L|o{2

Alé.Ez*.' SHHES HAESY| Qo Mo 2 Hol E= ST O|HEE T UFLICH AWS Fault
on Service (AWS FIS)E AI235t0{ AWS QI ZE0f AEFAE 7t5tD SES HWrtsie A

Cl/ICD
Kl&5 S8 U AIEH HES HTFHML

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
SELICH Ol4F 2h2 B4 ME CHELICE il 8 Sod, 2Ho| ol0|X|ol RS 7t Y| 0428 Tt
sHof & 4 LIct

CHa Ol M CIOIEAE AWS MH|A =41517| Toi| 2EZ oM C|0|EHE ¥ & 3t&fLct.
Cloud Center of Excellence(CCoE)

2oteE 2 As| Jhd, 2|44 S, 0to|as|o[Md EtEtel 47, it 2 Hels S8 =8 ek
S ZE TAolM EEtRE M= =248 FTIst= CHEOF ”IILICEH RHMIE LIS AWS 22t E
AE{ZEI0|ZE ™ME S 29 CCoE HAIEE HZ M.

gotes AR
#7A O[o[E AE2|X|2} IoT C|HIO|A ZE[of YEHHO 2 A8 ElE 2B E 7|& EEI?E BHE
2 ditMe = Ax| H#E 7Isol AZE o

2ot 28 2

T ZHo|M stLt oldel EteE B EE 715, Y53t & 2|Mstst= ol M8Ele 29 22U

I:L MR W82 2Et2E 2% ZE 758 HEsHHAIR.

2R E AEH BHA|

Z%o| 2 oto|zlol[MdE m LetMo 2 HR[= 4TAH: AWS E2EHRE



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

. Oto|zzglo|M - 7HEd o= 2|7 0|44 OFo|28d| 0|

« Re-invention - M|& & MH|A =[5l SR E Al

0|24t Et7H|= Stephen OrbanO| 8 2 HIAIZ The Journey Toward Cloud-First 2! Enterprise
Strategy £ 2 19| &4 CHAof HO|ZMALICH AWS 22 E AWS 0HO| 130|444 FE2F1} ofiE 7
20| Q/=X|oi| CHEF REMIEH LIS 2 0to|Z 20| &H| 7I0|=E MME &AM L.

AN -

CMDB
TA 22| dlo|E{H 0| A E EHESFAME
E 2EZX|EE]
AA FCQ MBEM, ME AIRE S| 7|E} RHAO| T BE| ZRMAE S5 KME T Aol
Ex|e fIRIYLct detdel ZEteE 2|ZX|EE[oE CHE 0 E?:. ElLICHGitHub &£ Bitbucket

HEHX| 2t gL/t oola = MH|A& F XM Z E|ZX|EElE BY 7S
mto|Zztel2 o EIZX|EEIE I'%gal- = U&LICH

H|o4 QU7HLE, MCHZ AMLARIX| k7L, 2ef=[R}A7HLE 2FEd ¢ S
LICE & H 2 2Lt E[&30A ClO|EH[0]A QUIABIAE 2]{0{0F 57| ME 0| S0
0, Ol HHIH FHAl0A ei= WECE =&l T

£ CIO|EE Zgfst= -I-I FHAIY
13 Ol x|

oII
m

2= olg
72| HMAEIX| 04T Yerso 2 374 HlolEfQl GloJEf. 0/ ZF 2l CloIEIE I8 ms it
moz =2l #2I7t SBELICH O] BIOJEIE 450| I HISO| ME AEEIX| HS EE S
27/ HIZS HYUY 4 JaLic

%uammmw

2 AM835tod C|X|™ o|0|x| L HIC|28t Z2 A2t HAlo|M HEE BMetn £t
Ct. ol & S0 = 2= 8|0|A 7tH2t HESZ o CVE F7t5t= CIHIO|AE AWS
Panorama A& 3t Amazon2 CVoil CHEt O|0|X| *{2| & 1 2[& S SageMaker XS & LICt

1 SEjolM HEELICH o|l= Qlsll I ZETH #E OlE+7HE = U
|7 o|=stX| ek& LIt

31


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS TEx x| E A83tod stol=E|E SeteEol M Tt Et QIARIA CHE X &

AWS Systems Manager

T 22| cl|o|E{HI 0] A(CMDB)

3"5'?"'”0'| E‘: _/I\_EE_r_Ilo.l __I.LA-| O_/I\_9|- oH'-_-l' "% ;‘T’;?:. 3"04 E”OlE‘lH‘”OlAQl' OH% IT E|_Z: | EH%I_}. xc;l
HE XM&stn gralsts 2lEXIEYUCh Yetso 2 otoladolMcMDBRl ZEEE|Q HA U
2M EHAM o CIo|EE AHS ' LICH

THE4 U Eot AAE ASK R[] Qs ZatE 4
QLICH YAML BIE S!S AFS5Hod AWS AH X BIF = 3
HHEZE == JU&LICH REMIEH LI 2 AWS Config B M| 2 gh 4 WS T ESHA

AZEQ0] BZ|A ZEMAS AA HE HAE AHO|Y U ZZEHM HAE AIS56te T2
MIAQIL|C}. CI/CD is commonly described as a pipeline. CI/ICD & ZZMAE RIS3l5tm, MatM
2 MMetn, FE FES Mt CHHEH MBS E = JUTE XIHFLICH AAME LIS 2 X|EX
pal=gel 0|7Hc> ZSHMAIR. CDE KIS™M HiZE 2o|0|5t 7|z & LC RtMIEH &2 XIS ©E
(Continuous Delivery) It X|&291 JHe 2 & ZSHA AL,

cv

ZFE HIE 2 AT,

D
X% dlolE

AEE|X|0o] = O|o|E{et ZHo| HELIa o 11X &[0 /= O|o|E{IL|C}.
ClolE 27

ST AT E 7|E22 HELRXIL HIO|EHE AlHEstD EFse TEMAQLICH ol Z2A|
A= OO|E{of CHEt M BES L HE X018 A™Yst= Ol 20| E[22 Alo|H 2o 2 &t
MEfo| ZQ 8t 1M @A QlL|Ct O|0|E BF = AWS Well-Architected Framework2| E29F 7|§ +
d AULICH AHMIEH LI 2 HIO|E 27 & & XRSHAAIR.
HIO|E| EB|ZE
Z2HM Oo|Eet ML 22! &F&0i AFSEl Cl|Oo|E] 7+He| & §F ®to| EE= AlZh Autof HE /=]
olo|E{e| o|O0| Y= H3t o|E EB|ZE= ML 2E of|Fo| MutMol EA MetH 3l 3™HME

MetAld = AU&LCH

32


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS THA x|E E A835lod slolEE|E SetREe| A Jts8 QIAE A CHEt RIS
x| & AWS Systems Manager

% 5 ool

HERIE STtstn = ClIOIEHLICH LIERT ElAaA AMO|E 0|5 SR HIOIHE dz & +

A& LICH.

ClOIE] HIA|

.
o
n
ﬂ
>
o

T QS Clo|EIZ £ TIshT &EIsHs HEIQILICH oflM CIOIEIE 24551 ZatolHAl 2%,

-/ = —
HIE 3 24 EtA EXIEE 2 AWS 2EIRE £+ U&LICH

S oy HEHIM MR £ U= BlAL0| HMAY £+ JUZS St
=AY Al

EQlLich RtME L8 2 ol M ClIoIE BAH 52 AWS HZE5HM 2.

olglg =+ A&LIC

EJI=E-—5

2HO|ZALO|ZE Tt A O|E{e| EXQ 7|8 S FHet= ZEMA(M: CIOIH M, ME, M%
HI-I:H)
O H).

EJI= B

GlolEE £7 U Malsts JHIlLic

ClOIE HlofstA

2 22 HIELIA QHETHAS XIMsHs HOIE] 22| AIATILICH ClOIE] Hofste Aol
Q|H}%d o m]

Moz B2 &9 7|5 olo|E7t 2 x| diftHez 3E| & EAol ASELICH

ClO|E{H|O| A0 A EO|2 & Aol FZRE BFE7HLE Y5t 7| 21T BEE £= FFULICH

Clo|E{HlO|A == @104(DML)

CIOIEH[O|A0AM HEE +F (&Y, UOIo|E A AX)st7| f/8t BHPE £ BZULICH



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

DDL

ol gue
olE Qlsh o B B'd DS Wershe WYULICH B YAES AB ol Of HEHE o5 U
Lt oz ol EEtage REE + AaL

SIS

of2f AB Q| Q1T AHTS AHGshod 221 ClOJE(SH B Al CHA 4 7ho| TS Awsts ML 59
2okelLict

defense-in-depth

HESIZ et T oto| Ho|E 7|2, FAE A 7t&dE EE 517 flol ARE WEXT Aol &

ol Hot HIZ{L|E T} Mo{& &IE5HH HE3ststes HE 2ot M2 WAIILICH ol|A] o] HEFE &
EH AWS3IP4 AWS Organizations 7 X 2| 0424 7| &0i 0424 Mo{1E FIt5t04 E|AAE ESE = U
&LICH o & S0, M2 A2 CHE 215, HEST MEst & &3 3HE defense-in-depth Z& e

= &L

SIHE 2relxt

ofl A AWS OrganizationsZ &t | = AMH|AE= AWS HIHH HHE S535to ZE ol AH™EE #HElstn
e Mu|Aof CHEF HEHE BEIE = J&Lct ol2{8t A™E siiY MH|A 9| e ZElAtetn
grLICH REMIEH LI 282l MH|A 552 AWS Organizations A A{2| AWS Organizations
o B AH8E £ e AWS MHIAE FHEFMAIL.

HH 2=
CHY BtEoMH o ZEZOIM, M 7|5 EEE ZE sHAE S AEE = ULE st ZEMA L
Ch HiZolE ZE Ho|AL| A A S F348F CtS ofZE2|7H0|M Bt A M Y L EHO|AE
TE5tD A#stE 2ol ZEELICH

7He &4
24 2 ATSAL.

= x| Alod
OlHE 4 & EfX|, 7|18 U L3S S-S E MAE 20 MofLict. ol2{8t Moz Z[E2] of
42 xo{E 3|t 2ot O|HEE 2iEl= 24 Ho{MAUL|Ct RtAIEH LI& 2 Implementing security

controls on AWS 2| Detective controlsE & =5 A AL

34


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AEIAO| CHE RIS

AWS % x|E £ M8stod stolEE|E 2Rt e HE 7tsEt 2la
x| & AWS Systems Manager

HE, B, Aol FH| £ ML BIOITH 22 MK AIAHES Tt oz EHE R CIXIY £
22 o5 RX| B4, 62 RUIEY, Mo 215518 R|HEL

AE A7|0M0A HE E|O|E 2| W& Clo|E{of CHE CIoIE 82
F2d BO|E £d2 iMooz HIAE ZE F= HAERXH SHE Ol¢h = H‘:. LICH. OIE-I
4

I:I'- X o= = = =1 = =
B 4492 Al Mo, WEY W AW MIE BlolE RIEo Yo AL,
s
MI2E B A0l 7| M2 AFOIM UIXLIA SER THAR| 20 Yoot ol=e
LiCh ol2{8t O|HIEE XHRIRKSH, 7155 @ F, olT otk o2 T4 o F T Belof THW Z2

o[t
INI=ge) °H%9§ Qe Aot &= U&LCh.

A3 =7(DR

~—"

MEHE QIet 7tS SX| A7k A C|O|E & A2 2[4 31617]| e A& 5teE T2 & L 2 MAQILICH
KEMIEE LHE 2 AWS Well-Architected Framework2| 22t E 0| M AWS: S0 KT Z=9| XY
S =78 &

%
ZotMlL.
DML

CllO|E{H|O|A =ZF Q10 £ 2 ESHAMI2.
TR 7|8 AA

0
I

oH
L o

"-U

MAE Zt7H QAT A = 2stete TH QI EE 3y HIRLIA S X0 45t S&
gt AZEQ o] A|IARE e St M2 WAIILICH O] 7HE2 ol =] oflBtAof ola 29| HAE!

el 7|8t CIRtel: AZ EQo] SA9| S 5HZ(Boston: Addison-Wesley Professional, 2003)01|
M2 ERELICH AE-MZE F3t HHOE T QI 7[8t HAHE M85t Lol CHEt RHA|E
Li&2 ZIE|0lLd & Amazon API GatewayE Al&35t04 Ei|7{ Al Microsoft ASP.NET (ASMX) & AMH]
A SE FOiEtE XML,

DR

i =7

ol
M
ook
b
Q'I_l
x
FO

35


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

Co|lZE ZIX]|

7|& Fd1to| WXl F£X. 0 & £0{ AWS CloudFormation & AF&35t0{ A|AEl E|[AAS|EZZE
E 4 X[57HLt E AHE304 AWS Control Tower 7HHHAA QF ALY ZF0| JE2 0|F = U= =
= Eo| HE A2 AXIE = A&

DVSM

loT U EL3 o] dX|0ofA AOLE C|H}O|A Q|
Hrg mf S X[ed AlZhE E0|1

2235 Y20l oo} MYSi= Rot9l HlSol e s BAARILIC. 710 Yol Y < 2

AcC|et
ZHAEE| HZ2|of HIO|E 7} KMEE|l= £ QlL|C}. &l diC|oF A|AEIS 715 ZQ 31 HIO|EE HK]
MEELICH 2| 2Cleh AARR 7HE & S2E HIO|EE TX XMEELICH
A=EQIE

7t4 Z2tols! 28R E(VPC)MIM S ARIGH0{ CHE AFEXI2L SR E = UE AHIAQILICEH B A
8510 AEXQIE MHIAE dM5tT OHE 2ot FA| AWS A == AWS Identity and Access
Management (IAM) £+ F&|of H8H2 AWS PrivateLink £0{& & Q&LICH O|2{8t A E= &
o Fxl= CIE{H|O|A AEZQIEE M50 VPC UEEQIE MH|AO HISTHE HAAE = US

oI

m
w
o


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS &% x| £ AFg35tod 5102 2| B2t ol #7 7Hs Bt QAR A THE AHS
x| & AWS Systems Manager
LICt REAMIEH LI& 2 Amazon Virtual Private Cloud(AmazonVPC) AEAO| AIE Z QIE MH|A A
Me ®EFM Q.
AE{ZLB}O|X E|AA HE|(ERP)
HNE{ZZI0|Z 2| F HIRALIA ZZMA(0: 3|H, L Z2ZHE 2))E AHSSHMESSHT #ElsHE
E:

33t 7|E CIE ¢E3 7|2 Y5 8tste ZEMAJLICEH AEAMEH LIE2 AWS Key Management
Serwce (AWS KMS) dHAMo| S & A S53HE FHE5HM L.
EIRe
A S0l ofZ2|7o|Me| QIAFARQILICH OS2 SetRE HAFE ol getdel 3t E st
- JHE B3 - o EE2[A 01 fX| ZEE BESte Ml BB ASE = JUs A™ Sl o E2(7 0]
MO| QIABIARQILICH THE Bt E2 HE A S &9 B2 &£4517| T HAESI= O At
SELCH olz{et Yol &d2 HAE 2tZolgt 1 gLich
- otfl B E - x7| dE Y HAEN ASE= B 42 HIRE ofE2|701Me| 2E JHY BHEQL
C}.
- ZE2EMEFE - 25T AR HHAY = U= ™ 52l ofEZ 2|70l e| QIAFARILICE CI/
CD IO|Z2}Qlol M Z2HM ZF0| Ohx|9f = B3 L|Ct
- A BE-SA Y B o] AR HMAT £~ Qe ZE E#HEQLICH ZREHMER T
EEHM O &3 LU AMER =8 HAEE 2|3t 30| 7|0 Z&E £ /U&LICH
0.”_\T.|
ORI Y HEHEOMM ¥ S FH5tD RM=E Héte ol E20| k= 7|s™ HFLCt of T
2 27 Ate I 78 Aol oiE HE Al B E MSELICH o|§ 01 22 AWS CAF 0i|Z{of

A dof
= X174 3 l HAA 2|, EFX| Alo{, lZ 2t 2o HIO|Ef E5 4 QIA|EHE 0| Z&HE Lt
AWS OFO|1y|0|M T2Fo| of| Zlof| CHE REM|EH LIS =2 13 7231 710|EE F XA AIL.

ERP

QUE{IZ 20X B[4 HE S
B M ool £ 4{(EDA)

o
?|':
B
Q'I_l
x
FO

HolE MEE E445t0d
X7 ZAE sEslod @
ot o0l AlZtEHE

37


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

HE A7|0ro] S E|O[= LTt HIZL|A 280 CHEt S I:-I|O|E-|E XEEHLICH QHtxio 2
HE B o|gole F-gol Z&E Wt Xt Elo|2d CiE 2| 7|7t ZFHE Po| F JtX| K& 0
&Lt

b= A1 TH

4
ol
£l
m
>
[m
i
>
0o
g'l_l
i
=
[l
4>
0F
-
N
i
TN
o
rr
2k
10
r
[ul
2
>
]
oL
1>
lo
ofM
FO
ok
4r

AL A
I°
T
[ul

ol Al dA
ol A Ztoljo| WEkrE Xetetn KT EEQ| SRS JiMSl= ol =80 EI= 718 &, AWS 2|
Ao ¥od = O|o|E| Wit 242 AWS SR AAIQL|CH RHAIEH LiEe AWS Zof ZH2| ZAA
E &=xSHM2

7ls E&K|
HEX|E HZFML

7ls
o F0i| AtE5HE U= CllO|EILICH K& 04, MZE B F0M 7Is2 MZE BRI F7 (Mo 2

|
AxxlE ol0lx|d + UA&LICt

Lloix

2eo] o/ 50l 540 Yot BREIS LIEFILICE Ol UEFHO2 Shapley Addiive
Explanations(SHAP) 2 B8 J2i00}6Dt 2e Charet Tlels Baf ANE 4 9l x| a4z
ESELICH AME LSS B ASE 717 88 DY a4 S KIS HAHQAWS.

ZIt AAZ HIOIEE EZ5HHLY, 242 ZX5HHLE B HIOIE ZEOo|M o3 ME MEE £5

Ste 5 ML ZZ2MAE I3l CIOIEE %=|™Metste AQLICH O|E S8l ML 22 O| HIO|EE &8

g £ Ql&LICE o S04, Y™ '2021-05-27 00:15:37'2 2021, 58, ‘=’ 15U 2 EF5tH &

& 2d12|&0| CHYE CIOIE 78 249 2HHE O|FE & IHEHE &5t HI = 0| ELICt.
FGAC



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

MIE3HE HM A A o{(FGAC)

ot =S AtE5H01 HMA 2™ E 516 7HLE HF & LICH

ZefAIZ oto|z e ol

drAle AR 3HE ChAl BZ O|o|E] Zix{E S5l X4 Xl ClolE] EXE AFR5H0d 7}
Lol ol4ste ClolE{#|0lA ool aolM WHlLIcH SEE

>
]
ok
rr
N o
e
r
Ami

G
X214 &g

K2/M MEF A E S HRetAR.

X|21™ MEH(KI2[A *HE)

Amazon (M= ™ Z712| AFX7F 2EI= HiZof| M| ASHK| Z6HEE 5= CloudFrontS A4
LICH 318 S5 == R S5 2 AF25104 £Q1E 2719} RIEHE F71E XIHE & U&LICH REA|
(@)

&t LI CloudFront M Mo| Z2EI=O| X|2|x HiE XN|gH2 & ESHA2.

Gitflow 2 EZ=2

ot¢l B8 &el #80l & AE B[ZXIEE|Q HZ C} Al _
Gitflow 2 ZZ £ HHAIZ ZHFEH EZI J|H I E2E ,s_:n: 0|7 MEsHe &2 HHAIQ]
L|CF.

I’Iﬂl
||I
rI'IJ
Rall
i
>
0o
ol
rr
oL
>
o I°
r
ful

HaleuE Mt
MZE #70lM 7|Z 21z atol Hxf AlAT of 7|0l CHEt T=ITE FM2te A=E o 2ote
SEITE s 7IZ Qlmatotol £EH4 XE gl0| ZE M2 E 7I2 S MEE £ JaLich 7IZ 2
ZolE Bt e HAleTE MYD IPTE M2 EHY £ YsLD

Zt=ed

TR R Hto| ElAA WM A Y EE #elste ol
(OUs). ol 7IEQY2 A H & E&0| B&5 E% A
et ZAHE Ar&3sto A3 ELICE 2
A2 et LS MM5H, AWS Conflg,, Amazon AWS Security
Advisor Amazon Inspector & AF& X} K| AWS Lambda AALE A

ub, GuardDuty, AWS Trusted
235101 3 =L|C}.

G 39


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

H

HA

Tt MM AEESAS.

0|7|& olo|E{tiio|4 Oto|=zzei| oM

CtE ClOIE{HIO|A QITIZ A &3t CHA CI|O[E{H|IO| AR A A H|O|E{H|0|A OFO|Z2 2|0 M(od:
Oracle0| A Amazon AuroraZ) 0|7|& 0+O|2 0|2 URIX o2 Z|ot7|HE & edo| YR 0|H &
7|01 et A2 SEEH 2 £ USLICLAWS £ A7|0F BHeholl = 0| &= AWS SCTE

EXLE Zs Ll Al I 0| X|&Moz 2FY + JUE HAZRES SH HAAIAHRS XIS2
2 goll ZR|=l1, X[&Mez 1FEEH HsE M3, ds0 O|xle SEE zl4ststHM CHYE

&t 2352t ToE XMEltEE MAEIRELICE.

S|AEE| 2ACHSt

= 3Z O|o|E{#|0o|A Ofo|zE|o|M

24 HO|EHIO|AE S HIO|EHIO|A AZEIZ SR t= CHe ClO|E{H| 0|AZ Or0| e 0]M
(0dl: Microsoft SQL Server0i A Amazon RDS for SQL ServerZ). 53 0}0|2d|0|M2 Yt Z
ElzAR EE BEHEY Yol YF UL HIO|E|E CIOo|EH|0|A FEIZIEIE AF8SI0 A&7
OtE oto|adio|ME = &Lt

gt o[ o|E
A3 HMASHE CllOIE(ol: AAIZE HIOIE EE= =12 B Of|0|E]). YEtX o2 o O|O|E{of = bt
E 2z SEHE M3V et 185 AEZIX| HSE == Seia7 2o g ot
PAES

Z2EM EtZ0 Q8 EAMIE sHZst7| I8 712 s=™HLICH ZIBHo 2 Q6 FElAE Ak
o2 A0l DevOps ZE|A KIAEZ 2F oM O|Fo{EILC}.

40


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

sto|m 7o 7|zt

Mgt %= oto|zelo|l M Blo] EX|E siZsty| s 22t =0l oto|a o€ o Z 2|7 olME
=

gl ZLEYSt e Z|Zhuch Mo 2 o] 7[zhe 1~4d LIt sholmA[of 7|Zho| Lt
™ oto|zzijolM Big detHoz o E (7 o|Mof CHE MY S EcheE 29 'Hol gt

|

laC
QlZElE FE E HZSIML

INEERSI LS

AWS B2HRE B2 LiollM #EH2 HOlsHE ShLE O4o] IAM (29 TR0l 42T FRQILICY

90 S0 B2 CPU U HIZ 2| ALB 20| 5~20%2! OHZ 2/ 0lMRILICt. Dho|230lM =2 Eof
M olef2t ohBEIHOIMS AL BXISHHLE R Z A 0|20 RXISHE 20| YersielLic

||=

[t
-

£ YlolE, R £ +H
C

3t
ruds r #olzzis pEsioz Uy

r

Kl oor © |H
9'|_.
C
D_
E
:‘T:
>
E
wn
s
>
(@]
>
o)

Q
D
o
M
o
3
D
s
@]
}
\2 o
II
0}1 s

AWS C}& HH ot 7B X0 A O E2|7H0|M IR M HESX T 212
. AWS Security Reference Architecture= OfZ2|7|0|M1} O =l
OIAZ H35t7| VPCs {lall QIHIR E, oFRHIRE LU HAME UELIT A™E dHst=e WOl E&
L|CH.
S& oto|aso|M

gF Hol ™A ™2 ~dsts il oS 2[7iloldE == ool go|Msts & TEFILIC o
g 50{, M3l &2l 0to[Z ZMHIALE AFEXIEF M AARICZ 0|5 &= U
O| MCHZ Xt Sst=X| &gt 2ol BIHA AIAEE w7|E + US WX F

| 41


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS 8% X|&

CE AMEXE MEXo=Z 0|58 £ Q)
e 2L F U&LICE
Industry 4.0
A4 AMA|IZHO|OIE, RAts & M L AUMLL] ™S S8 MX ZZ2AM|AL| SCHEHE HZ 57|
2|3l 201601l Klaus SchwabOll M £ /8t 20{lL|C}.

=
FEH QlZ2HIaC)
T4 0t NEE Sl ofE2[7|0|Me| QIZEHE ZEH|X'FSt D B2t ZEMALICE laCe
MER2 &30l = 7IsH, MEIE U LS 2l6l et #EIE 5 HE&stn, ElaA2E X
E3tetn, WEA HEE = AT HAEIJAELICH
AAE ALZE IR (0T
M=, ol4X], AtSAH o| =2, Hnter, 5 So| Ad BEE0M e A= dM & ClHo[A
O| AHE RtMIEH LIS 2 AU AE QIEY F5(lloT) C|X[EH HEt T EHHE HESHML

AAFVPC

AWS C}& A o} 7|Ex{oi HE VPCs (S5 7L CHE o AWS 2
ES A o} Z|H X LICE AWS Security

EQ|3 7to| L EQT ECfE! ZHAIE VPC B Elste B EE A
e QIE|Yl 7ho| Futsf OIE|H|0|A S 5 517|
X

Reference Architecture= OHZ2|7|0|M1t . Ei2 €l
VPCs 2/5H CIHIRE, o} RHI2E L HAIZ HEX T A-EHE dHst= 2ol E&LICH

1), Qe & 2= 0|A U

=<

ALZ CIE{H(10T)

S UHESZE Saf ChE ClHtolA A A|ARD SAStE MM E= T2 MAM7E
I.

ClE{Hlo|Lt 2Z&

IRl 17T EaiX 2ol IESIT RHAIE LIS S loTE S B EsHAAIR
i A4

2Eo| o F0| 2o et o{EHH HEIXRI=K|E AR O] O|5HE = U= HEE dPdt= 7|A &

& DEIo| EMLICE AHMIEt LIE2 E AISE 7|7 st& RE SllA 7ts 82 AWSEI RS L.
loT

Ol2{8t MHIAE HIZLIA 27T Atgol WA ZH57| @It Urdo| =y At

0Il

IT MHIAE MB35t
ITIL = o] 7|H+S AM|Z&L|CHTSM.



https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/

AWS T X|H £ A8sto sl0|EE|E EeteEel HY 74%
x| &

IT AHIA BE|(1TSM)

4

ZE|o| IT MHIA M, 78, B2l U x|940 BHE 25 2o
4 !

’ ) =
dredof CHEH REMIBH LIS2 SHod S8 7ol EHelg A X

o

—_

ITIL

IT HE etol=22HE| E
ITSM

itd]
B
Q'I_l
x
kO

IT MH[A 2e| MES HZshM L.

L
20l 7|8k A& ROY(LBAC)

ALEXteE Tl O[] Atal|ofl Zh2f E ot Bijo|2 2hol BAIMe = EE k= Ha HAMA Mo{(MAC)e| 7
SQILICE AHERH 2ot Bilo|= 1 Cilo|E{ 20 eflo|& zhe| At FEof el ArER7E 2 + Us

1 do| ZYELICH

A =
T Z2 2 JhsShm N & MAIE OHE AT AWS BHELICH ZX2 of7|of MRE 2ot
9l Qlzm Bt B 730l ChEt 24 7HXIT YA =9t HERIH OIS AL st ARt HHEE 4 2

= =
&LICH 2 Eof CHEE RhMIE LI 2 oM st T & E 718 O E AE AWS B8 U8 S HZsh i

CH++ = OfolzzefofM

300CH O|&fof At Oto|=1eio]4d L |ct,
LBAC

| — -
stelg £ #she O WRE 2|4 MEHS Foists ot D ABIULICH RHME LISS 1AM AT
Mol 24 3 MBS AEFHME



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS TH x| £ M85t stolEE|E 2Rt =0 HE 7St lAHAM Ot RS
x| & AWS Systems Manager

2|

fufm

QACIo AlAE

7He & S28 HHO|E 8 BIX| XMEsHE AIA-ULICH Endianness & HZEHAIL
5ol 2t
87 2 HEHML

M

7|l &t & (ML)

2l
(loT) Cllo|E{2t Z 2 7|5 & HI0|EHE EAMst st&sto MEHE 7(gtez S74 REHES gLt
KME LI 2 Z[7H &8 B ZstMA2.

712 g2 x|

HEiX|E B ZSHM 2.

B o
TFE B s Z20IINIE UAPIES E A3 =RlofelLict. Udlots HAE AL
S BT BT e HEE KE7IL PO ANAE JIKIS £ AaLich Belolol o2 s bt
Olet, &, 244810}, 220l S0f, Antolslol, 71271 50l e LICk

ZElE MH|A

1 HAM|A5k04 H[O|

AWS MH|A = QlZet AHE, 2 AN X EHES AWS 2 S5HH A=ERIE0
2! Amazon DynamoDB

E{E XMt HMEL|CE Amazon Simple Storage Service(Amazon S3) 2
= HEl™ Md[A o] of|Lct. 0|8 F45tEl MH|A 2t gLCt.

HIHZE M FHEO| N EC R HEtSHE MAt ZZMAE FX DLIER, A3 L &ofst7]
Ei

MAP

oto|aBflo|M 7143l =2 O3 EHedS I ESAIS.
HZAHUE

EFE ddstn =7 AES g OS2 20 E HAstod ZHstE ™A Z2MALCH HIFH
LIES & S5tHAM KHAE Z 1 IfMsHE F7IULICH RFAIE LI 2 AWS Well-Architected
=

=
=
Frameworkl| H7HL|E 5 & #



https://aws.amazon.com/what-is/machine-learning/
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS TEx x|E £ M83tod stolEE|E 2EteEQl

S35t OIAEI A CHE RIS
x| M& AWS Systems Manager

HH AH

2lAATABHE 10T ClHEO|A | CHEF AA/F 5 THEHE 7|82 2 5t= ZF machine-to-
machine(M2M) S&l T2 EZQIL|C}.

Oro|Z 2 MH|A
& SOl B 5o SAAPIsST YHHEoZ 472 S8 Eo| AR6HE ATE 52 MElAYUL
CF. I8 S0f, B8 AIATIOIE U, OIS Sof HIELIA Aol 7o), HT, BA 59 49
Goiof I EEIE 00|22 MHIATH ZEE 4 &LICH DHO|ZEMHIAL| 0IHOE BIMA, Ko
B8, £412 HE, WAL THs B AE, B2 S0| UBLICH AHAIE LIS S AWS MiHEIA M
HIAE AF83510{ OFO|Z 2 MH|A 82 & ESHAMIL

OOl 2 MH|A o 7|ElRq

Zt oiEE|7olMd Z2 MAE Dlo|ZZMH|AZ Mdlste FE 7 RAE AL83st0d o E 2|7 0|
2 TEstE M WAIRLICH ol Olo|ZEAMH|AE HAY 2 AFS5t0d & XHo|=l QIE{T0|AS
Sall SLIELICIAPIs. ofZ2|7H0|Me| & 7|50l gt =20l %7 o] ot Z|Hx 2| ZF oto|3 2 A
HIAE YOO|E, HiZ L THE £ U&SLICH AHME LIS 2 oA OO0 2 ME|A F3HE HAES
ML AWS

oto|1 &0l 7h& 8 = 2 1Z(MAP)
ZZo| FEHRER MeEtsty| fle et 2Y 7IE2 #5510 =7| 0to|1Eo|M HIE S &5t
£ o =80| &le AM™E K|, 28 Y MHIAE HMSste AWS Z2IZQULICH MAP o= #|A|
Mol gtAlo 2 gi|7{A| Ooto|eio|Me A-str| /8t Oto|elojM g En UEH=Ql oto|e ol
M ALIE[RE AtS&tst 7HE535H6H 7| /8t =7 MET ZEE|o] JU&LCH

CHT+2 OFo|22f|o|M

OfZ 2|70l ZEZE|QO| CHCILE Yo|EE E8l 2IRER 0|55t ZT2MAR, ZF ¢o|l=
oM B2 H% I?ﬂOI*:'OI o it S 2 o|SFLICH o] EtAoAM = O™ EHH M Hi2 25
AtElet mES AFE5to B, =7 & ZE2M[AQ| Oto[azio|M HMEE|E F3isto RiS3 2 BIY
gt M3 2 Sl 2 2= oto|ado|ME ZtAStErLICH 0|Zd2 AWS 0t0|Z8|0fM FEFo| A
Y EFA ] L|C,

45


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS TEx x|E £ M83tod stolEE|E 2EteEQl

olo|z ol HE 2

Asstz|D 3IMs M2 ¢Alg E8 QI3 2= oto|ado|MEg ZtASHSHE Cho|s EiQlLch ool
Jgo|M HEZ| Elof= UHtRo 2 AZZIENM EstE Y, HIEL|A BA971 2l AR}, Of
o|z1zilo| M AMX[L|o], FHL At & DevOps ME 747t Z & E LICH AHE{ZZI0|X o EE|FH|0|MH ZE
Z£2(29]20~50%E 3 M2 WA Z x[MetE + e HHEE|E HEHO R Ko U&LICH
AHMIEH LIRS o] 2Elx MEQ| 22t Olo|2 o] HEZ| 7t0|=

et oto|ey o] HE 2of

Chet MBS XS

>
>
to

olo|zz2| 0|44 HIEF| O|E

oto|agolME 2tz st= O 28 ofZE2|7 0l A Mo Cigr HE Zt oto|zzo|M miEol=

MZ CHE oto|zadlo|Md HIEIEO|E| ME7F 2 EtL|ct. oto|zaslo|M HIEIH|O|E{e] | 2 & CHA
Megl "ot 78 3 AWS Aol l&Lct.

oFo|z2j|o]Ad mfEd

A& E|l= oto|aoi ol T=2f, oto|zi|o|M CHat, oto|el|o[M o Z2[AH 0| == ME[AE RHA
5| dH5t= EH= 7hs e otolaaio|M 4 IL|Ct. of: AWS Application Migration ServiceE EC2
A236104 Amazon2 £ 0}0|80|ME CHA| SAEISHLICH

olo|zBlo|M ZEEZE|2 WIHMPA)

2 oto|aBlo|Mst 7| {IE HIZLIA MEIE HE5t7] fIEt HEE M3 ste 2etel =7 LIch
AWS ZCIE. MPA £ AtMIEt ZEZ2|Q HWIHAMH MY 72, 2=, TCO H|12, O0ro|z2 g oM
HIE 249)2t oto|zl|o|s H=l(ofZ2|7i0|M Cl|o|E{ 241 X Oi|o|E{ =&, o Z (A 0| 1 &S,
obo[a2folM @M &2 XIE & fo|E H &) MSYLICH MPA =7(212 HR)E ZE AWS

ZAMEE S APN THEL] ZAAMBET RFEE2 A = U&LIC

oto|ado|M EH| B7HMRA)

—_

g ALg 3t
g Eol

|
M ZEH| 7I0|I=E& &

£2I5tE T2 MAQL|CH AWS CAF. AHAIEH LI 2 oto|z28| o]
Al2. MRA & AWS Oto|z28|o| M MEFo| & e4myf EHAH|IL|Ct.

Ny

= Zt| AEHol CHEH QIALOIEE ¢1m, ZHM oS Alwstm, AL
o
=

oto|z2elofM HEf

IZEEE 2 0io|ad|o|MstE Ol AR ElE M2 AILICH AWS 2R E. AHMIEH LI O]

- O T
E0{E2o|7Rs ¥ 52 HME st CH 2 0to|1Efo|ME 71E35 57| 26 25 S#HE HESHML.

M 46


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html

AWS A x|E £ A8sto sl0|EE|E EeteEel HY 74? B QIARIAO| CHEt RHS
X

x| —.g AWS S Systems Manager

#rhst
HE S HstT £8HE 0|1 S & E5t7| flsH FAEIHAl Ee 2=2|4]) ofE2[7 0|4
ot s RlZetE FEtREo| TIMSI T EE{Xo|1 71840l =2 AlA”ECE MEtste ALt
REMIBH LI 2 o] o Z2|7H0|M 3dChEt MEFS R X SIM AWS 221 E

SACH3t EH| 2 Ef B7t
ZZ ofECIF|olHdel HciE EH| SEfE mst T, oY, /I & S5EE Aldstn, X0 i
OHEE|7|o|Me| g HEHE HotLt & X|He = U=X|E & Qste ol =20| &l= GBIt
"ot At e of 7|ER{ | FALEL, FCHEE ZE M A Q| JHE EHA[QF OtUAE S RHAIS| MHst=
2 3 motEl ARLE sHASHT| e ™ A= ULICH REMEH L2 of of ZE2[F| 0|40 CHEt
SACHst ZH| ZEf BIHE HE6HML AWS EEIRE

2=l ofEZFoM(E=EA £8)
IdstA HAE Z2MAE AHE6t0{ BY MH|AZ M™M= o E2|FH 0| 2 =2[A] of
Zz[7o|Mofl= 2 7t x| B 0| /d&LICt Bt o EE|7H0|M 7|50 CHel =27t &5t A of
el F2E =XsHoF g LICt I = Ho|AT7E HX|IH =24 ofZ2|AH 0|Me| 7|58 F 7t AH
Lt 7HMstE A O SESHELICH ole{e EXME slidstz| /sH OtO|Z 2 MH[A of 7[HIRE ALS
8 & QaLICh RAE 182 Dl0|I2MHIAZ REalAl £ BHlE ¥T5AUAL.

MPA
olo|aBol/M ZEZE|R HIt B E HXSHAML.

MQTT

HAIXKICH7|E HE SH TMES HESHAMR.

SHEEPNCE S
ofef S 20| et (24 0l4 ol 2Bt 3 st ofH) Walet o SRl sl T2 A AU
C. o8 S0i, ML 20| '0| KIE 2 QU7 2, AEXLI7R, FIIEQZR? E&= 0] TZo| 7HE
2

=T M.=.L—IEP

o

ne
1 C
0

o

ZZEHM I ZCof cist 7|& Q= 2tE HO|o|EstD +H™Hsle &
& 7tsME2 =0]7| {8 AWS Well-Architected Frameworke 84723
HEZEASE Ag HEELICH

I
jide) F
> TT
rr i

0

|H
o
i
H
ot
> M

M 47


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS TFExd x|2l E Al8stod slo|EE|E EElREL| ¥ JHs QAEA CiE XIS
x| & AWS Systems Manager

olo|adolM Z2MA & £A KT E2E7 SEE|= 0to|d|o|M &hedlL|ct. ol 2 7tE &
x| B7HE +HHSHH Yo 3tm BL5HK| o2 YA 2ol AFSELICH

Ol
5ol S5 2 FESML.

OLA

EnES °43§':§ EP_EEPO.J HEZ ™Etetx| ot CHY AlAEI0| SAts

FIF

oto|22ilofM &L
S H

E |O|A|_=|% DI’ |j-E‘”O| 30'”_1_ A& — —f%% T AA|=|L—||:|' Ol [=]
7|‘% SX| 7<|'|_ e XASE £tSlH Yo 2 58t T2EHM I3 2= of AFREILICH

_|1
Lu
HH
In
_ca
}'L
i
2
3
o
N

o

Open Process Communications - S8 0l 7|2IXE & Z=5HAl

Open Process Communications - S & 0} 7|ElX{(OPC-UA)

Atd XS 3HE 2|8 machine-to-machine (M2M) S 41 T2 E Z2Q/L|C}. OPC-UAE HI|O|E{ & 5 3},
RIE L et Bo{ MAHet 4% 284 EFES MSELICH

2% £F 7H|2HOLA)

MHI& =& A ()2 XIHst7]| 28l 715 IT 2&E0| MZo|H MSE e TE3| st= AFULIct
SLA.




AWS A X|H £ AI83tof Sto|EE|E EatREo| HE 7tstt QAR A CiEt RIS
x| & AWS Systems Manager

23 &H| ZE(ORR)

CIAEHE A 7t Zolo| HIE ola, W oY e= E0l= Ol =30| =l 22 &
2 AL A I 2| AEQL|CH XEAMIE LI 2 AWS Well-Architected ZB|3 20| 28 &H| AE
(ORR)E & Z MR

24 7|&(0T)

EC|1M &30 $H245lod A 2F, EH| 2 QlZ2HE ANofstE StERN0] L AZ EQ| o] A|AEIQ]
LICH AMZEHoM OTet HE Z[&(1T) AlARS| &2 Industry 4.0 3 4l0| £ FFHQLICE

ol ool SHE FH2 o ZEH AWS AH LI ZE 0 £ AWS CloudTrail 7|5 &
L|CH AWS Organizations. O] EZ|Y2 = Zlof| &8 2 AWS A 01| HAME[D ZF AHYo  HEE F
Mok XME 82 dBMo| ZEof Ciet &3 M2 HZXSHM L CloudTrail.

ZE 7 #Hal(oCMm)

) - — 71 =
0| W22 ALLE 2 iefol Cilshn TS SR xlRlRrLIC AWS ofolaEol4d ERrofA o
YUY 2oteE MY ZRME R WH ST Mol 121 Jh4siatn FLICH AHME

LHSE OCM SHLiAE B ESHAIL.
QEIZT! HMA K04(OAC)

233517| QF HMAE MEHstE
S 2|, AWS KMS (-SSEKMS)E

ol M= Amazon Simple Storage Service(Amazon S3) 2 &
CloudFrontZ & & SMLICH OAC = ZE 2| ZE S3 HA
AEet MH & & &3}, s3 ol CHet S PUT & DELETE
2|l HMA X ZH(OAI)

).\U |)||
|:o > 111

04X Amazon S3 Z2HIXE 25 5t7| ?/5H HMAE ANEt5t= CloudFrontZ MILICH OAIE AFE
&2 Amazon S37} Q! éa* -1“— A= 2ok =XM7L CloudFront M&ELICH QIBSE Eot = §H
CloudFront HiZ & H HZo| ZEIx0 HMAE = UA&LICH ECt Al g

MM A Ho{= %HI &

ORR



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS % X|FE £ A835tod stolEE|E EEteEL HA JtsE QlAEAN CiE XtS
x| & AWS Systems Manager

oT
248 7| 2 §xstML.

oFRHFE E(54l) VPC
AWS CtE Hd ot 7= &x{0f| A of Z 2[7| 0| LHo| M AlZHEl HERIT ¢1AE VPC AMEldte U
Ct. AWS Security Reference Architecture= OHZ 2(71|0|M 1t  Hl2 QIE{ 7| FEreF QIE{mH| O]
A8 E3317|VPCs 9lall QIHIRE, ofRHIRE I AAMER HERI AEE dH5t= Q0| E&L
Ct.

P

et EA

HOFIAM Aol AZEE[o] AFSXH EEE HE 0| 7HE = e =|0) HEle dHste IAM 22| HHY
ILICh REMIEH LHE 2 1AM DB M| HEF BAHE HXE

7Hel Al HE(PI)

AN HoLt O E 2 CloE ot B w2 X2 M 7Hele| Al E FEIMoR FESHE Ol AFSE
= A= HEYULICH o] 2= O|F, T4 & QX HE I} Pl U&LCH.

Pl
JHQl Al HE = H XML

Zdols
S0l A 2 7|52 MEste S oto|a|o|Map 224El Zodg A sHE Yol AFH
HolE EHAIULICE ZEno|852 A3 RE, AASsHE HE = HOistE 32 2Yste o 22
St TR MALFEHA 29F0| FEE FE & U&LIC.

PLC
2O U 7tsst 2R ZHEER E HESAMR

PLM
NE =% F7| 22| MMHEE HESML

o2
TEHE MOt HLE At BF 7|8 HA & X)), HMA ZHE RIHSHHLHEIAA 7|8 Z2H & X)),
ZZEo| R E Ao CHEt =|CH HEHE Holg = = ZA| AWS Organizations & L|CHA{H|A K0
G A Z).



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS TEx x| £ A8slod stolEE|E 2aleEol ARAAOf ChEF RS

S6telA
o
x| M& AWS Systems Manager

Ct=0{ X|&d

CllO|E] MM A THEH L J|Ef @F A2 7|He 2 S&IMo 2 00|22 MH|A Q| H|0|E AE2[X|
7l% M=, Dtol2 R MEIATH SR HOIE| AERIX| 7IE S ALBSHE B9 T8 2F7H L AeHA
Lt A50| M5t E 4 UALICH T A0l 7H &{3HE CIOIE| AE0{E AFSSHH DHO|Z 2 AMH|
AB O &7 THHT 5T HTHS £U 4 ASLICH AHAE LIS DHo|Z 2 MBI o

-1 O O
OlE| X|4 4 HAI5IE BT SHAIAIR.

mo

EEZ2[2 BTt

oro|2Ei|o|ME 7 =lst 7| flsl ofZE|FH0lM ZEEE|RE AM & EMst M
ZZMALICEH RHME L2 0to|Z2 80| Z=H

ETapN:

WHERE MO0{|M falseHIAH O 2 Q| x|$F true EEE & EHEHSIE 22| ZZAQLICH.
ZTHE FACIR

M4 ™ol #2|e HIo|EE TE{Zlste HIo|E{H|0]A 2| /&35 7|8QLct. ol A 5t 2HAIE

CllO|E{H|O| A0 M HASE D X{2I5H0F St= CIO|E{e| 0| E0{E 1 | Hs0| FAELIC

of| & & Ko

O|HIE &g LRIt F HAE 2ot Mo{L|Ct o] Mol= HIER{Z ol Ciet FE HMALE
| H H

ol HEE Yxlste ol 20| &= 1&F FofdlL|ct XtA[EH LIE 2 Implementing security
controls on AWS2| Preventative controlsE & X5t AA|L.
Hob FR
HUg sAstn 2|lAaA0] HMAE = AWS U= AEE|ULICE O] AEE|E UMz

AWS AHE, IAM Q& == AF2XLO| R E AFEXRIQILICH RHMEH LIE 2 IAM AE Aol &t 9

Hot =X 8o & JHHES FZ3HML. https://docs.aws.amazon.com/IAM/latest/UserGuide/

id_roles.html#id_roles_terms-and-concepts

CR=N

OfM

A AX|L{ofE Z2 M2 71 HEE nedste AlAE AX|Lo{ZolMel H2 &ALt

Amazon Route 530] stLt O|& 2| LHofl M = MRl & 5t 2| =H|Qlofl CHEF DNS # 2|0l SEstE Y

o
wm#gzgg.a 246/ 0lL4QILICHVPCs. REAIEH LSS Route 53 M A{2l Zatolsl 4
5 51 Bl AESHIAIR

2l
|_>| 1]0|'

(=

51


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html

OIAE A CHE RIS

AWS T x| E Ar83stod stolEe|s EeteEol My 7tsst
x| & AWS Systems Manager

A ol |0

T8 O0lEs AL HIZE YRt S A E =22 Mo{LIct olzdgt Mo{= E2laat EEHl
MEE7| ol 270 B[AAE FMO{FLICH E|AAT7 HEES E4otX| fe™ Z2H|IMIE[X| &

&LCt XFMIEH Li& 2 AWS Control Tower B Mo &|o{ & X 7I0|=E X1 o 2ot X"O'l ™
40| A oYX KMo1E A=A, AWS
ME =38 F7| Zel(PLM)

M, MY U EAIRE A% W HSE, M8 U Ko 0|27k FA £8 F7| SO KE o

2320 Y 7tsE 22 HEER{(PLC)
M= EofofHE 7|HE ZLEZSD MZE Z2MAE XIS8l6tE 0 &% 0|1 X48290| &
oLt ZAFE{lLC}.
7+Est
HO|E{MIEC| 7HQl AEXIE RIE| EAIR L2 H s Z2MAQILICEH 71HS=E 7l HEE &
S5t o =20| 2 = A&Llct 7tEstE dlolE{= 04T 35] 712l do|EH 2 7t ElL|Ct.
publish/subscribe (pub/sub)
Ot 2 MH[A 7Ho| HIS V| 418 71557 stod & & dnt S-S 7145t
£0{ oto|2 2 MH|A 7|8 of A MESOIO|Z 2 MH|A = CHE OO 2 MH|A7

ol O|HIE MHAIX|E HAIE & U&LICH A L2 HA MHIAE HEs6HX| of
MHIAE FIHE + &L

Q

22| A=
SQL #H & HlolEf#|ol& AlAEO| CIO|E{ofl AMASHE Ol AR EIS XIET ZHe Yol Y
L|CF.
22| A= 57
17| Mo Alxo| HElg
g1

a5
MEisHE o—?—%.L—IEL SH, Mt A %75' Y, #el JLPEHIII 4 el ClO|E{H| O A AT

|
o



https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS TFExd x|2l E Al8stod slo|EE|E EElREL| ¥ JHs QAEA CiE XIS
x| & AWS Systems Manager

RACI OHEE]A

Mol =l ME HME XMZ(RACHE RZSIMR.

2H 4 9llo4

2M 7t 2= E 7k K| HFE A ARIO[LE CilO|E{ol| CHEF HMAE AESES AAHE fE AZE
oLt

RASCI HEE|A

Mol =l ME HME XMZ(RACHE RZSIMR.

7| M8 8= AE Ll HIOIEH0|A 9| AR RILICH REIE 47| T8 SHELS 2 Bt stod
7|2 ClolEHolAel 22 & EYU + U&LICH

A
7Rs & & ZSML.
ST Al SE(RPO)

Orx1%f diolE 57 Al o|F &8&lE LICt. olofl 2} OFX[2 57 Al™HDt MH|A &
B Atololl 318 == CiolH £ 42 ZhFE[= -7t ZEELICH

=37 Azt 2 E(RTO)
MEIA SETH MHIA 29 At0l2] 38 THs B Xled AlZHLICh
2| e

7Rs E HZotMIL.

2|%
Xl2lA FHo| AWS ElaA BEZLICH ZF AWS 2T & WEaEd, o Ed & S22 M35t7I
sl CHE oF Aelzln SEXMULICH RtMEH LIS AE0M E MEE = U= F= XEEHE

AWS 2| FHHIR2.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

i ML

5]

o
5

tod =Efoil CHal e

ML 7| LI of & S04, 0| &2 dotof| ZE2H?'Els EXME E71
o

—

17 22 s ALE

ot

P

=

Ab ks o

A
X

|7

2|

20 = < {| gy 1 J
- __o_u L
w 5 aq AU
NE: ol w <
M1 & = ol ﬁﬁ_ A
= 0 < &
= ul K W Ew <
i OF ol [y
= M ok — %0 U0 —
o L s 5 ow D0 0 2
= © 1 —n O 100 O
e al ol ol I — <
= o 0 7 aa X
=) o o JK B
ol T 00 ol K 2O
oF < 3T = ol ol 175 ol
70 % & R0 LR
1 ox w K Ll
n J K AW E o @<
< ol | 3N X
T _|__ e 0 3 K
K 110 = =
= o S HH ~
.A_O N = .A_ ) :_L oV = —
— m H OfF - &
ol o n 5 dror 0
R [SE or K [
o ® < o 40 S WM
- h
7 n (=) — = KO O] o
3 23 rg Savy
_._._._ S ol g of M ™ = ol
150 __o._ Kl _._.__ ot 9 N
HI 7 +n = O <l = |
ol 0¥ < °” _Eb =~ U a__. =
& m w2 O W - o
0 & I3 2 $2%3
< ol o= o ™23
= o MK T molk o
. i . . K SR ok Wm0
o T o o o o B KL <X
= = = = = < ° 0f ol g0 g 3l g W
o < o o o i 4 T =T 5 TH R | ml T |
K 3 Ki K K whe n gm @ WS
KO i KO ol Kl = I Kq K \ oo <O M T < o
i mu| o0 p i Sl ® S5% 4 T ooIx
wo 2 A ol H 0 0 S = <R o L m_m. no K"
q o @ H g 0w oz g WM gn K9 g FU
of ~ 8§ Foxg o~lwm o ~g ol WG <kl g TR
[} o =3 [} =3 I [ X

54



https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

CHe Ao

Mo{lL|ct. RIMIEH LIRS

Hot 7120 SofLt AL FHXQI o|HIEE s Zst =5 dAHE 2ot
E A ZstdA=2.

Implementing security controls on AWS 2| Responsive controls

retain

oA
SAX7FEO Q15 HE o HMASHE A2 o o{HA HE7V| QIS 2o S E FI7|MoZE A
O|Este T2 MAQILICH

& 2l 4 HM|A A0{(RCAC)

B A FES Holet 7|23{0| Ri8t SQL Ezd4 AHS. RCAC & & Hetot Fota3 2 4

HE

[
SX MYUS s O W Yol £5 & XI5 YL YirHoz oRgo| ge ¢
= xrojolt YRHE ZAsH5}Y| I3 H=S BHELIC

SAML 2.0

e xtH 5 SZRH(dPs)7H AF8SHE Y™ EEQIL IEL Ol 7|s& AM83HH m i o| M=

Single Sign-On(SSO)2 AIEE = U222 AIEXt= 2ol B E ALSAtofl AWS API IAM CH3SH of

A A}QXPE MAIst 2@ 910] AWS Management Console off 2aQI5t7HLI e S EE = UE
2.0 7|9t 2| o| Mo CHEF RRMIEH LIS 2 IAM A—-EAM 2| SAML 2.0 7|8t H|H2{| 0| M

S 55


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

SCADA

el Mo S HolH =& 2 xS,

SCP

MHEIA Ao HA 2 &ESAML.

secret
oM &3 EE= ALK AHE SHI 20| &3 3HE EHA o2 XH{E 5= AWS Secrets Manager? |
2= AMEtE HEQLICH 2ot &f & Zfat HEIHIOIE 2 T+ HE L|CH 2ot &t 5 ZH2 Hio[L 2],
Chd BXE E= 042 EAME Y &= U&LICH AEMIEH LHE 2 Secrets Manager 25 A 2| Secrets
Manager 20 2t 0| LIS 2 FHE5HM2
b X0
sHE2 EX|, X

SH EHE £0 SH0 OiEF MY E 0l Z2MAQLICH O 0| HRsHX| &2 2las X
M, &|& HEH R0 Eob me Abd| 73, 778 ol 2 EHRE VIS HIFE 3t S29f 20| 07
of z&td + A&LIC

Hot HE 3l o[HIE B EZ|(SIEM) A|AH
Hot HHE #e|(siM) & 2o o|HIE ZE[(SEM) AlARIE ZAEsteE =7 X AMH|IALICH SIEM
AAES M, HEQT, C|HO|A L 7|EF AAMA CIOIEIS 7, ZLIEZ 2 2AM5t01 93 gl
Hob flgts EXlstn gEE JEELIch

Hot SH XS3

2ot o|HEol| XIS EotHL =™ =S drlE AP‘._ MolE|m =2 I E ZrdlL|ch.

oz 84
Olgfet AtSste 2ot 2 Ate|E Fdst= Ol ==:0| &= BHXIM e CHE™ AWS 22t Ao
g2 FLCH XS 8 HYeldz= VPC EoF O & %, Amazon EC2 QIARIA WX| M& EE=
Hot oI5 M nx So| Jl&Lct

CHAMO| A I O|E{& AWS MHIA £415H= of ol O|0|E| &5 5}
MH|A Ao HE(SCP)

AWS Organizations0l| &8t Z2/o| 2 & H|Hof CHEt HEt2 5 EE Ao =2 Mo{st= AL
Ct. SCPs #E[X}7t AR EE= A& ol @2 = U= Bol cHEt 7tEBIYE HolstALE MBS



https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

=
o

PN}

3|
[l

EiAOf CH
Systems Manager

He B Z5HA

XX
(=2
23y

1L

1& E[7HLE S X|El AMH]

©

toq

Fo4 CHAF AH|A0]

©°

AS

SCPse =

2=
=

LICH REAMIEH L& 2 AWS Organizations A& AMO| AMH|A Xf|04

EBFETTEHE
URLS| . AWS MH|AQIEZQIEE Al

| x4
(=]

o
=

x
(M,

of CH&t

. o 1o
A o m_.__u N
< u il K
g 3
Ol
o of A =
K o 2 o
il o < ol
iy L R )
_.=_ Ly Y u
ol 0o H_,H L{o =
i o oll [ =
. = o
Ul m = ol o)) =
= Jjo =) H KO
5 X0 . J % a
< o o of a3 4
o - = H ) T 0
X N ol < o= 20
) < K0 <0 <R -
< L{o KIr = om _.- o
o 4 . % P o
% o 10 or 11 5o 10l
KO - forel Ty 09
iy X 30 ] © & of o
2 = of iy ol < il
(o] ~ - IO - 110 O—
n 0i0 A u = 0l _ P
= = T <0 o ™ .__A._.“__ W
< i < ol el K 2
ol n m
ol ol < | ofm o
<r 3 Al < _
%0 oy N T < o i Hi
i} " B < S S| S
! = fio ol S = 1
< s m 0 Ke 1 [ o3
K H o~ K KIr K0 i &+
5T T 5 Moe ™M Eg ul & o
I = = Hg H ok ol H o F
My 23 Vg K & & ol % @
of = N o W k@ Mo okl T Ko
o B Yo o ows il o
W oo g < oa oMol Kz
Mg Cq Wy ZTw mox ol o &
fof o = I 0] I < 140 mu Ul <I w iy Sl <
< < < Ho %) [uy]

57

MHIA =& At S BESAL.

SLA
SLI
SLO


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS T X|H £ A8sto sl0|EE|E EeteEel HY 74%
X

=

AEIAO| CHE RIS

S6telA
o
x| M& AWS Systems Manager

split-and-seed 2 &

HOHSH ZRMES BESID H455H7] QI HHYULICH ME2 7I5T ME YalATt HolsH
Al EI0] BEE|0f M2 ME Ho| BHEIZILICH 0|8 Saf Zxlo| 9 MulA F2E £
SHIL, JHURF LSS HMBHT, A3 HAIS KIE 4 UALICH REMIE LIS 0flAf oHE 2l
Ol #HCHSHOf CHEH B T HAIS AT SHML AWS Bat2C.

SPOF

AE} A7|0}
StLte| 2 WE E|0|2 S AL85tod ERMM = SHE O|O|EHE XME st stLt ol el 22 &t
& E1IOI§% At&3toq HIOIE1 £d&g XM sts olo|EH|o|A& ZE R QLICE o] +X= H|O|E
flofet 4 E= HIZLA QEIZIHA 822 HAEIELICH

Strangler Fig THE

IS WITHX| AlAE 7158 Ao R thAl & 4dstm mAlsto] 25
2141 NAEIS BOist sy fE 212 8L ol e 23 Y2ol TR X2 23 S78 UE
L | AR CHAl S If I3 el

&t CHA|st= 243t Bl & LICH Martin Fowler7t 2= 2[4
te Yo =2 ol e ZRaLICt ol EHS 7‘—. sHe W9l o= ZElolL] 2! Amazon API
GatewayE A& 35104 2il74 Al Microsoft ASP.NET (ASMX) ¥l MH|A MEIXo 2 $CHsIE R T35
M.

e

Of IP 4 HeIULICHVPC. MEHIZ B 718 S0l & Fsf{ok gfLICt.

#= Aof L HIo|H +=E(SCADA)

MZOo|M stES0{et AZEQ0{E AHE5t04 22X AHitnt Mot HUg DLIEHZSHE AL UL

St 7|18 AMEsto{ LIOIHE & E3tetT 535 3tsts Es S nE|FLICH

M 2RE UXRIotHL 52 ZUERSHT| ] AFEX 4= 28 AlZdo|Met= Walo
=2 E|AEELICH Amazon CloudWatch SyntheticsE AF&310{ 0|28t E|AE S M
|

58


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AWS A X|H £ At8stod slo|EE|E ZeteEel HE 7t
=

AEAO ChE RS

S6t QA
o
x| M& AWS Systems Manager

AWS BIAAE /57| 28t HIEIE|O|E H& g 5t 7I-gf Wo{QLICH Ef2E AL
gl Al He|, M o ZE{>lE = U&LICH REMIEH LI =2 AWS 2|AA0| Ef K|

ot 2las

A
m
—
2
X
2

ME Z2gY + A&l

ML 20| st&8 + = HIOIEHE XSsts ALt 3 olo|Hols HEo| &£
Ch st& S nEl&2 8 Clo|EolAM cH (& sted= H)oll &= ololE £4& ol I
21, olz{Et WiHE AMSteE ML 22 E SHELICH JH S ML ZEE AISsto{ e E 2

£ M ColE{of CiEt o & & & &= U&LICH
£i& AHo|ES] o]

ot ¢, 2 et n e #Uch o & S04, M= dYolM Ty Hee

S 2 Sofl T 882 FMste ol AASEle T7AULICH 5 S5os H52 7H°9F 2= of
S o

OF & Ut 5Q] B20| ZEHEI0] YA LICH 2t Uk B0 CHEH 04 A2 AlZH 2%

2f =|o{of &L

Izl
o O

VPCs & 2Z0/A HERXIE &35 A= O A £ U UERKHZ TS SHEQLCH XA
Bt L& 2 AWS Transit Gateway MEA 2| TE HO|EL O FUR/ULIN?E FHESHML.

EZ3 JlEt 9282

HLRI7} 715 BRRlIM ZE2 7158 2E6T HASSH OHS ST HZ AgS 712 2o
Hetohs T2 WAILICH 0l 7|2 Baxls JHY, Z2HM o/ U ZRTM B 2AHe
2 3EEU,

NEEE RPN

A& XHE CHAISH04 B 32 AWS Organizations HIH0iMH ZEM &S S-S XIHE M
NEIES g

HIAO CHEF HE §od. MEE & JUE MHlAE HeE m Zf AHEo

59


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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