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https://aws.amazon.com/blogs/aws/how-to-use-the-new-aws-application-migration-service-for-lift-and-shift-migrations/
https://aws.amazon.com/blogs/mt/accelerate-your-migration-with-aws-application-migration-service/
https://aws.amazon.com/blogs/aws/how-to-use-the-new-aws-application-migration-service-for-lift-and-shift-migrations/
https://aws.amazon.com/blogs/mt/accelerate-your-migration-with-aws-application-migration-service/
https://aws.amazon.com/blogs/mt/accelerate-your-migration-with-aws-application-migration-service/
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
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https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/mgn/latest/ug/installing-agent-blocked.html
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https://github.com/aws-samples/amazon-mgn-private-endpoint/blob/main/CloudFormation-for-MGN-private-deployments/MGN_Private_EP_v2_ticket.yaml
https://catalog.workshops.aws/well-architected-migration/
https://catalog.workshops.aws/well-architected-migration/
https://catalog.workshops.aws/well-architected-migration/en-US/2-migration/1-initial-credentials-setup/3-vpc-endpoints
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/connect-to-application-migration-service-data-and-control-planes-over-a-private-network.html?did=pg_card&trk=pg_card
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/connect-to-application-migration-service-data-and-control-planes-over-a-private-network.html?did=pg_card&trk=pg_card
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https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443

AWS THA x|E E A83tod At HESIZE AWS S5l 2-Z2i|0|A MHE ool
0|43t7| AWS Application Migration Service

Source Destination Port Description

AEO|A ¥od MEY g XiI%Q.I Amazon  443(TCP) TCP X E 4438 £t
EC2 JIEXZQIEAWS =
2|7

7. AH|O|E FAHAWS 2 MEU M2 HEE HO|o|EStT ZE2t0o|8! IPE St SIS & 43tstod
AH|O|E Fqof| A o ZE[7 0|44 Oto|2B|0]M MH|AE

8. O Z2|7i|o|M Oto|1ei[o| M MH|A o O|MEE MR|st7| £ITFAWS Identity and Access
Management (IAM) @3&tE MAEHLICH BEIE HME 0145t HMA 7|9 HIY 7|1E MEEL
Ct.

9. IAM Z2LE 4445101 SSM M|M B E2[XHE Sl Amazon EC2 42Tt

10484 HFEO| o 0|HEE EAIELICEH

ZotE oto[ado|M HEZ|IE St olO|TE HHE XtS2

Cloud Migration Factory= F7t BEE 07 B8 ALE50d AL HIER|Z AlLIZ|2E I8 ofEE|
70|44 oto|2efo|M MH[A o O] E | HIZEAWS AtSEHEfLICH Ol &R ME X e I (KIS HIZ

SMHEZX)olEt AT REY CIE M B SILIE AFSE = U&LICH
« Cloud Migration Factory %1 7}0|=
oM ole{et AT BIEE 522 &
=

o

« Cloud Migration Factory2} 2t%135]
T80l HEE|of FIHEMAIL

Btotodd A 2E gz MMo| x|2lof et AT ZIEE Oto|

« IOl JIEXZQIEE ALE3510{ Windows A{E{0d| o = 2|71|0|M oto|2Ei0|M AHH|A of|0|ME M

« Z2tOo|! A=EZQIEE AFEStE Linux MO o= (70|44 oto|22| 0] MH[A of 0|ME MX|

o O|ME Hix XtS3 16


https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://aws.amazon.com/solutions/implementations/cloud-migration-factory-on-aws/
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/deployment.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/welcome.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/run-automations-from-command-prompt.html
https://github.com/aws-samples/amazon-mgn-private-endpoint/blob/main/CMF-scripts-for-MGN-private-deployments/Archive-endpoint-cmfv3__1_.zip
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/run-automations-from-command-prompt.html
https://github.com/aws-samples/amazon-mgn-private-endpoint/blob/main/CMF-scripts-for-MGN-private-deployments/Archive-endpoint-cmfv3__1_.zip
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/scripts-management.html
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« TCP ZE 4430 A HTTPSE S3ll oiZ 2|7 0|4 oto|23|0|M MH|A A= ZQIEof Q48 L|CH.

« 2= (in PowerShell) o] Z<

Test-NetConnection -ComputerName mgn.<aws_region>.amazonaws.com -Port 443

1]

Hr
>

= 222 (cmd) ol A:

Telnet mgn.<aws_region>.amazonaws.com 443

« TCP ZE 4430 M HTTPSE S35l Amazon S3 A= QlEof AZ4¢EHL|C}.

{IE=2 (in PowerShell) o] B3

Test-NetConnection -ComputerName <s3_endpoint_name> -Port 443

- EISA EE TR (cmd) 04| A:

Telnet <s3_endpoint_name> 443
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https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge
https://docs.aws.amazon.com/mgn/latest/ug/monitoring-overview.html
https://docs.aws.amazon.com/mgn/latest/ug/monitoring-overview.html
https://docs.aws.amazon.com/mgn/latest/ug/troubleshooting.html
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« TCP ZE 15002 Sl SA| AMu{ IPof e44:

« 2L (in PowerShell) 2| Z<:
Test-NetConnection -ComputerName <Replication_Server_Private_IP> -Port 1500

o |

Hr

AEE RER (cmd) OIM:
Telnet <Replication_Server_Private_IP> 1500
3t CF e HS AFR35104 Amazon EC2 2 o Z2|7|0|M oFo|22i0| M MH|A API QIEZQIEJ} =
RE|=X| 2Rt A2, (R ElsA0ME SYE BHES MEE == J&LTt)

* nslookup ec2.<aws_region>.amazonaws.com

* nslookup mgn.<aws_region>.amazonaws.com

AE0|E BH HELZM M 4 A 0|5 HR HAE
AB|0|E G0l M 2472 BIAESE{ A 01T ALl YA EC2 QIAHAS AR 3D 02

+ TCP ZE 4430 HTTPSE S5fl 0 Z 2|7 0141 0to| 22 0lAd MH|A A= ZQIEof 4ZBHLICH
- 22 (in PowerShell) o] B2

Test-NetConnection -ComputerName mgn.<aws_region>.amazonaws.com -Port 443

.

Hr

A EE 2L (cmd) 04| A:

Telnet mgn.<aws_region>.amazonaws.com 443

¢« TCP ZE 4430|M HTTPSE & 6H Amazon EC2 Q= Z QIEof @42 L|Ct.

« ¥l 2 (in PowerShell) o| &4

Test-NetConnection -ComputerName ec2.<aws_region>.amazonaws.com -Port 443

o

ar
>

E= 2IE S (cmd) Of|A:

Telnet ec2.<aws_region>.amazonaws.com 443
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« TCP/443 ZEO|M HTTPS Z2EZ
« Windows2| AL

Test-NetConnection -ComputerName s3.<aws_region>.amazonaws.com -Port 443

« Linuxel A<

Telnet s3.<aws_region>.amazonaws.com 443
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https://aws.amazon.com/blogs/mt/accelerate-your-migration-with-aws-application-migration-service/
https://aws.amazon.com/blogs/aws/how-to-use-the-new-aws-application-migration-service-for-lift-and-shift-migrations/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/connect-to-application-migration-service-data-and-control-planes-over-a-private-network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-large-scale-migrations/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/welcome.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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E Ar83tod At LIEQIT E AWS Sal 2-Z 0|4 MH{E oro|2a
0|43t7| AWS Application Migration Service

AWS T8 x[E

CllolE{ o] 2o4{(DDL)
oio|E{H|o| A0 A ElO|& & ZX[e| +FXZE BHE
olo|E{H|0|& ZEEF 240{(DML)

ClO|EH[OlA0AM HE

DDL
CIO[EH[O|A Ho| 10{E HESHAAIL.
C| otALE
=H O o=
dg Zerets ZULC B 4SS A5l of HEE of 52 U

JEEE
L olZol BRrANS RHE 4 AsLICH
JETE
of2] AIBS 0l Q1B AIBYE AL Stod 221 ClOJE{eL BHAl T 4 Zhol HEE Algste ML 3t

EokLch.

defense-in-depth

o [

HES|3et T ool HIo|E 7|24,
7ol Eot HIZ{L|E D M08 4S5t HBEstste HE 2o M2 drallu|ct o M =l
it ZHEES FItsto{ ElaAE ESst=d &
ot 5 3t E 288t defense-in-depth M2 &

™ AWS Organizations T+ Z 2| 0424 7|& 0l AWSO
20| ZLICt o § S0 OtEHA| 21T, HIERIT MES} ¢

A2 MEE + U&LICH

S E 2|kt
0{ X AWS Organizations£ & 758t MH|AE AWS 7T HHEHE §55t0{ T2 9| HHEHES &
gt A&LICH o243t AI™E Y MH[A Q| U= &
MEMO| AWS

—

2let siE Mu|Aof Cigt H
£ 2 AWS Organizations

SIRt2r T guct RhME L8 &
Organizations@t B7H AISE = U= AWS MH|AE FZESHA AL,
HH 2=
CH& 2t ol ol EEIAOIM, M 7|8 E= ZE =HMES MEE = ULE Sl ZEM AL
Ch HlZol= ZE Ho|AQS| A A S Foiet CHS ofEE|7H0|M 2B M T L EHOAE
Tt Adst= Aol ZEELICH

=
iz
o
o3

ok
ox
mjo
ok
b
Q'I_l
>
>
X0

33



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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AWS THA x|E E A83tod At HESIZE AWS S5l 2-Z2i|0|A MHE ool
0|43t7| AWS Application Migration Service

IHE[R&LICEH. Strangler Fig THE I Bf7H =H|Q! Z7|2F A& AtE st Yol CHEF REMISH LA

o
82 ZdE|0|L4 & Amazon API GatewayE At& 304 7|&E 2| Microsoft ASP.NET(ASMX) & MH|A
2 X

iTIMO 2 HIhstots $HS HEAAIL.

7|18 FEORREO| Mt £ o€ E0{ A|AE B[AAS| HX

CloudFormation Ol Ab&StHLE HHEAA QF ALE E0]

MEHE EfX|5t= AWS Control Tower Ol AF2E £ Ql&LICH.
DVSM

niy
o
Ral
97|_I

Ir
>
=
w

M 7EX|

g oiE

mjo
it}
B
9'|_|
>
>
%)

Jor

E

EDA

SHAYR ClOJE| EAS BESHAIAILR.

IoT LIEQIZ 0| AXI0IM ADHE CluholA0| HARE M52 HMsts 7Ig 222C HAESD H
& 0 K| HFEES S4I0H7] AZHS Folm S Al M 4 YaLich

2E3t dE|&E ofs HHlE FEL HIELS| f 55 EAAULICH 7| ol e & QU
A

*E*HIEIi’iﬁ |CF.

|t
ZAFE HZ2o HHOIE7F ME El= = MYULICH 2 AC|ot AL 2 1Y 28 HIO|EE T
MEELICH 2§ AC|et AARS 7t E S8 HIO|EE TN XM ELICH
A=EQIE



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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