adws

CIS E|HE SaaS et 204 L API HAHA ANo: 3 S 4l ey

AWS A X|&

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS TH™M x|H CHE EI'AE SaaS T8t £0{ U API HA|A AMod: 73 M L 2 A

AWS 8 X|&: IS B E SaaS e 04 & APl HAM|A X|o4: 725
S 4 2 At

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

AmazonQ| & & L EF0|E EB|AE Amazon | ME = AMH|AL &7, Amazon EZHE O|O|X|E
Ho{ELZ| Ll Dol ESS 2o = U= WA ZE MEF =+ ei&LICt AmazonO| &7 35HX| &
2 J|Et ZE M EE= Amazonit A& 2HAO|74LE #240| QUL T BHAH|oF 2HAHQI0] ST AR Ko
RHAHILICE




AWS TH™M x|H LS EIHE SaaS #Et 201 L API HMA Ko 73 S M4 L HH A

El

Table of Contents
N T ettt a et a et et et e eheebeeaeeat et et e teeteeteebeereentesenaeerens 1
SE HIELIA A ettt 2
EICIE ZE] & HE| EllTIE B8 B 0d e, 3
O A O] R e ettt 4
A 4
N = 4
RBAC-ABAC BF 0 E B e T B A e 5
CHMIA AT L HITE .ottt e et en et an s een e eeeaens 5
PP A B T e et e e e e e et aa s 6
AMAZON ZdE T 8l Ab B oot 6
AT TH ettt ettt et e et te et et aeenanes 8
0ff 1: TEHO| B E! 718 ABAC B ClUAN ... 9
0ff 2: ASE! HEO| UE 718 RBAC L CoUAN ... 14
0l 3: RBACE AFETF HE[EHIEE HMIA KO .o, 18
0 4: RBAC 2 ABACE A8t HEIEHIEHE HMIA KO .o 23
0 5: ATl e & CedarE AFBBE Ul TE R .o 27
OP A A e e e e e 29
A L T e e e e e e e e e e 31
0 1: OPAZ2} RegOE AFEEF T[22 ABAC ..o 32
0fl 2: OPAS} RegoE AF& 8 HEIE|IHE HMA Ao L AFE A HO| RBAC ..o 36
ofl 3: OPAS} RegoZ AF2 3t RBAC I ABACO! CHEH HEIEIHE HMA RO oo 40
0fl 4: OPAS} ReGOS AFE B Ul TEIR! oo 42
AFERE R THEH QL AL oo ettt 44
P E P T Ba Gl 7| e e 46
B O AT R T et et 46
B B0 2T Tk et 46
HEIE|'TIE SaaS OFFIEIRE QI8 Al BB e 48
AMAZON B8 T 8 Ab oo, 48
APIOIM PEP7I & El B Rl B A PDP Al oo 48
(O7=Ye P=T ] ] S = TR 50
O A AL e e e e e 50
APIO| PEP7} & El B B Al PDP AL .ot 50
APIO A PEP T B El B Al PP b oo 52
E A PDPE BEOIEBHEIZR A oo, 55




AWS TH™M x|H LS EIHE SaaS #Et 201 L API HMA Ko 73 S M4 L HH A

El
Amazon A3 T8 HE| EIIE A ] AF— e 56
EICE RET U AR B E S e 57
e B S S R 57
SF HE[EIHE DA ABE O] ATH oot 62
B HE I ettt ettt et et et aeete et e eaeas 66
OPA FHE[EIHE A DB AL e 69
S EUSA L BA HIE THE HIID Lot 69
OPA BEM ER-IZ AT EHIIHE ZdE| .o 70
B R ettt ettt 72
DevOps, PDP OlO|IE] B LIE @, B A M e, 74
Amazon Z4Z HEHlA PDPO CHEE @18 TllOIE] A e, 75
OPAO| A PDPO| CHEF @IF TIOIE] M e 76
(@] =N == T 76
OPA S Kl (THOIES FEAL) oot 77
(@] N B O = e L 77
OPAE S8 73S I8 TBH 204 MHIA AP e 77
EIHE A2 X o|E 7HR HE 23 & et HE AbE e, 79
Amazon Verified PErmMISSIONS .........uuuuiiiiiii i e e e e e e e e e e e e e e e e e e eeeeeeeeeeeenaes 79
P A e e e et — e e ———————————aeaeeeeaeaaaaaaeaeeeeerrer——————————— 79
L | R 81
O Z 2|7i[0]Mof| Z4gfeF HMA Ko ERIS MEHSFEAIR. L, 81
o e RSN 81
OHEZE[ZA0|MHL] 2 E APIO PEPE TEAGIAIAIR. e 81
Amazon A& Tel EE= OPAE PDPL| MM AITIo 2 AEdte WE Teds EAMAI2. ... 81
ZLIE{Z DevOps, 2Z2 et OPAS ZHEE ZolelE FRSIMAR. (s 82
ASE HEM 24 L HE 7IS2 FHEGFAA . e, 82
CI/CD m}O|Z Q1S AtE5to HBEl Hete| MM XA et HAMg T2 H|X{Estn UO|0|ES
N L P ORRRRRRR 82
et F0{ Aol 2|F C|o|E{7} EREHX| o{FR & Z2Hst1 0| =88 ZE S MEISH A
D e eeeeeeeeeeeeeeeeeeeeeeeeeieasisessstsssseeseeteetaeeeeiiiaaaatisssttreeeettttaaaaaeeeaaaaaannarrrarneeees 83
F A e e e e e e e et et —————————————aeeeeeeeeeaaeeeeeteteeer————————————————————aa 84
= | OO 88
e 89
T = TSRS 91
E=2L0 OO PRORRRTR 92
e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeestsessssaaaaaeeeeeeeeeeeeeeeeeeeteeetteetetetttt————————————aaaaaaeeaaaaaeeeereeees 92




AWS TH™M x|H LS EIHE SaaS #Et 201 L API HMA Ko 73 S M4 L HH A

El

A e e et eeee—a e eeeeeeetaaaeeeeeetetaaeeeeeeettaaeeeeeettaaeeaetettaaaaerera s 93
PSRRI 95
e et e e e e e e e e e eeeeee et ettt e e————————————————aaeeeeeeeeaaaeeeeeeeetererr——————————————— 97
3 PRSPPI 100
e e et eeeeeee— e eeeeeeet——eeeeeeeeta—eeeeetetan e aeeeetaaaaaaerran 104
B e e e ettt e et e e eeeeeeee—aaeeeeeeeetaaaeeeeeeeet—aaeeeeeetaaeeaeeeeraaaaeeearaaaaes 106
S et eeeeeeeeeeee—————————eeeeeeeeeeeeeeeeeeeeetteeteae——————————————————— e aaaaaaaaaaaes 107
o PRSPPI 108
B et e e e —e e ee e —eeebe e i ee e tseate e aaeeaatseteeabeeaaeseteeabeeeresenes 110
L ettt et e eeeeeeeeta e eeeeeeetaaeeeeeeeea—aeeeeetea—aaeaeeeeetanaeaeeeetaaaaaaeeeran s 112
VL et ettt e et eeeeeeea——aeeeeeeea——aeeeeeee——aaeeeeeeetaaaaeeeetaaaaeeeran s 113
O e et et e ———————— e eeeeeeeeeeeeeeeeeeeeeetetee————————————————————— e aaaaaaaaaaes 117
P e et e e e et et e eeeeeee—a e eeeeeeetaeeeeetet—— e aeeeeea— e aaaearnnaaas 119
Qoo eeeeeee—ee————— . eeeeeeeeeeeeeeeeeeteettereeee——————————————————— e aaaaaaaaaaaes 122
R et e ettt ettt ettt e e e et ee e eeeeeeet—aeeeeeeeetaaeeeeeeetaaaeeeeeetaaaaaeeearaaaaaaents 122
S i oo e e e eeeeeeeeeeeeeeeeeee——————————————aeeeeeeeeeeeeaeeaeaeeeetetetee——————————————————————— 125
et ettt et et eeeeeeetaaeeeeeeettaaeeeeeeee—aaeeeeeeettaaateeeetetanaaaeeeeanaaaaaeerrnaan 128
PSPPI 130
N e ettt e e eeeeeeeeetaeeeeeeeettaeeeeeeeeataeeeeeeeta—aeeeeteetaaaaaeetetaaaaeeerran 130
LA PSPPSR 131
APPSR 132
....................................................................................................................................................... CXXXiii




AWS T x|& CHE EI'HE SaaS 8t 204 L API HA|A Kof: 73 SM4 2 2 A
2|

HE|E|HE SaaS 15 L API HMA ANof: 2 SM AU R
A
EiH| /=, EOFA ColH|A, 7|C|od 2iE™ | EOtA 2|5l Amazon Web Services (JAWS

2024 58 (Z2M 7|1F)

rlo

215 WAPI HAH|A Mo{z B2 AZEQ|of ofEEIAH 0|, £5| HE|EH|IIE SaaS (Software as a
Service) O Z 2|7 0|Mof A 0{242 BtM|YLICt Eoto] Rt 0to|3 Z MH|A APIS| 251 Ch¥
stEIAE, AF2XF E4 2 ol Z2|710|M MEHoIA] eMeteE £0I2 HMA THE nE{stH ol
SHo| 2eis| ER{HLICH Ol2{3t BAIE S 1Mo 2 sl dste{H £ F M2 0to|2 2 MH|A, BFF
(Backend for Fronend) 7|5 & HE|E|'HE SaaS ofZ2I#H|0|M2| 7|E} 44 2 A0M MBstE 048]
API0 CHEF HMA K0{E X EsHok BfLICH O] ™2 WAloE ot UM SHE 7|Htez ST EH
Ma 2dEE WE == (= HFHLIEO| s=Ehz|o{ok gfL|Ct.

7|E0lE APl HAMIA Kol & HEF F047F o EE|FH 0|44 = AFER X|H 2 H

Ao 2 XE|L| RS L
Ch o] M2 YWAI2 @ F 7L e listy| £l QSR AU &LICH O]l Z=0 HMHAE £+ Ues THL A7
ALZ e OEMoZ HEt Hof =2|8 HE50{ R HMATF ehMsr £~ Q7| HEL|CH o Z 2|

£ £ots O Ao AEX XIH 30| 2
= L/ch AlICH7E 2 ZsloF & APIZE BEX| 2Ek 7] 2ol LBt o = APl HAM|A Kol EERRE
LICt. OtO|3 2 MH|ALL MH|A X[E O 7[RI E M5 st =5 of Z2(7H 0l M7A|ef mie{Ct ol BHE
M HE Fo{ & AAM|A Kol FAIZ ALE 8t oF sh= APIL| =7t B7t&LICH B HE[E|HAE SaaS
OfZ2[FHO|MA EI'HE T|8F HMAE FX[SHOF stEZ EIEAAIE &7 X|st7| fI8F Het Foi E X7+
F7tz gAlgrLIch o] 7tol=oi MEE 2 Atdll= ChES 22 % 7FK] o|™HE MBS gL

Q ]'i Il
o 0
A
e I
]
Q'I_l
N
Jo
2.':'
>
oo
>
A
0x
Hu
Bkl
[=)
M
n
3':'
o 0
ol
N

. 91F 232 BY MBsetod ZRIY lofoll FEEIX| oHs T MOIT lof2 BNY £ b
:
&t

. W3t 2of 22 fEEIH0IM TE0M FEEIH HEEIAH O ZE APIO] B THS B TR
2 M8¥ £+ s

. ZNEE SOl HLAITL HE Hod £EIE M4 R HSHE XS YXIY £ AaL

. Saas OfBE|FH0OlM o2 0| S e YpE|T ZHEHE LI

. ZNEE S5f 24 API AT EQIE0f ChEH AFS R I HEt Rof 2E2 SaY W7t giaLc

. LMRITE O] O14 ZEE HE S WS WHEY LRI ¢ooR YA AL

. 0 7t0|=0f MTBE M WAL TX|0| 27 Abgroll mat 042 UMA Mo HECHUS AHSE 4+




AWS TH™M x|H LS EIHE SaaS #Et 201 L API HMA Ko 73 S M4 L HH A

i = i I o v B

. D AlBlle HE Hoio HTGI0{ HILES 2ELsn QEHEIsHE YURtE M WAl K2 E
L|CF.

. Ol M2 #Al2 0| 7}0|=0lM MYHsHE Z4x{H HEHHO| B F QM= Chebst M 2o HIZ 2R (2
2E 2 e AMUZ) 2 M3 ELUCH

Ol 7™ X|&e LEIBIIE Saas HEEIA OM0] THE 4 = M Hoi WAPI M| K0S
QI8h B2 JhS B A THEIS AHELICH Of RIS SEE HEH T AFZOILE s AP AN A
KMol 27 AFEHo| 2 ERIIREES

270l ML stE 2 E BIg 22 gLt o] ot

A AZlo| Mdnt APlol| X ME X|H (PEP) 2 S&fete HdE AtAlsl
et & 7tx| FAH! S0 il dFELICH stLtE Cedar SDKe 27
Amazon A5 HErE ALEstE 0|1 CHE StLEE Rego EA 21012t &7 S 71 H2 of 0|ME (OPA)
£ MEste AULICH 8 0] 7I0|=E0ME &4 7[8F HAM|A Ko (ABAC) ZEO|LF &g F[EF AA|
A Mo (RBAC) R e F REO ZEE 7[tez HMA AHEE LiEle Y- oM dTE
LICE. O] 7to|=oi MSE dA mED JHEE A& 5o HE|E|'HE SaaS ofE (70| e| HEH F0d
L API HAMA Ko FE LEln E = Zdol &L o] X|&2 ChEnt £ 2 HIZLA 8T E
Sdste ol &0l =Lk

ol

Iy

M

- HE|E|IE SaaS OHEE|7H|0|ME 2IEt E&ESHE API HEF F01 0FF|=I%] — O] o 7|HX = HHME
MEstn HElshs PAP (BA 22| X|™), Het fod A™Ho| TEet7| fIsH e HAE Witste
PDP (B& ZAH X|™), T 2™ E Aldsts X M& XY (PEP) Ol2t= Ml 7HXK| T+ QAE F
EELICH SARE HEH 504 MH[AQ ABE HEH2 PAPSt PDP H& g 25 s#ELICH E=

Cedar E= OPAR Z2 2 E 4 A QAEIZ AHE6t0{ PDPE Y 58 £k /JU&LIcH

- 88 ZEIHU0|M HE Fo{ 22 22| - HE R0 =2IE 88 T2 I of ZESHAHLE

AN HE HFAHLIES Sl 38t B 25X i 2 HIAE 7F CIo[E| AMA EE= T|E 2o Fa

E RYsts U &= ooXQl HF0| YHlE = U&LICH o248t 7Hs 82 E0I|2{H Verified
Permissions2t 22 PAPE AI&35t04 Mt £0{ HAMZ ofE2[AH|0|MH 2 EQ SR Mo X&5tn
Olz{8h M gtE|of Z2iet HHHAE MEE = UELICH HHE 2 &2 MAUX o2 FY
oA HElE &= oo 2 o ZE(701M T E9| ofg] MMol| Mg Z3He mECt HEt Hoi =2|8
W ZHEFSHA| el = JU&LICH R o] M2 YWAlZ Sl UO|o|ETE UatE|AH M FELCH.

- AAMA Ko RO CHEH RHE M2 YA, & A3 7|E M A Ko (RBAC), £4 7| HAA K|
01 (ABAC) £ F ZHIo| =8 5 2F R&EF HMA Mo M2 LAILICt ol2{8t A st
HZ YA2 AH85tod HIZLI20 i 1B 27 A e §Fst2{ LICh o] 7to|=0MHE =&




AWS TH™M x|H CHE EI'AE SaaS T8t £0{ U API HA|A AMod: 73 M L 2 A

of Mgt 2ElE MEistE ol E20| EI=5 o2&t 2

0| OPA/rego %! Cedar®t ZH2 CYSHH
FO|E0|M MESH= ot 7IRIME Sl &
|

HI ror mjo
I

24748t API QA& K04 — O] 7H0|ZOIME 2|43t == OHEEIH OIMOIA APIE YRHE|D
Qs BB 5t WS MBELICH Ol HHEIAOIM LY S412 S7I5t7| Qs Yetsioz
40| APIE A8 3HE AHIA X|% i 0fo|a @ AfHIA OHE 2 0lM of7|=ixiol S5| K8
Q{743 API A& R0l OHEEI70140] Hotg Z8hstn BZolLt ool & Flofsto| g

BH'HE 2| & HE| E|'HE Het F0]

ol 7tol= ol ME EltE ZiE| U He| BldE M Roio| S MHELICH BliE 222 Saas A
ABIOIM AHSSHE HAIM HALIES 2l0/stH, B9 2ZatolM SYEE B0l 2 BidEol &)
A£7} HEIEIES B HE| EIUE 2B 0/ Q2 E R £9l5tn B RE HUE0 M TH
EIX| TS st 22 OlOBLICH THA ol AS A} QIBEID HEHS Hoiwe $0IE OHE HHEC
Bl420] HlS UMAT £ UYSLICH Q1F U HEH Soi 0|3 AMAE ATHSHE| oD 2 0] 5
EE oW EIUE ZH2IS T HsHok SHLICH 0] T JHeIol &bo| ol CHEH 2ot Tuels Mue

o] &
SaaS O 7|H% 7| & WMol HIHE A2 MME FESHMAI2.

ﬂIIO 0



https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html

AWS T x|& CHE EI'HE SaaS 8t 204 L API HA|A Kof: 73 SM4 2 2 A
2|

HM|A Ao &

ZHRISHAH HolE F x| 2, & °—1%E* 7|k AMA Ao (RBAC) oF &4 7|8 HAM|A K[o{ (ABAC)
Ar83Hod HMA HMoE 73 = U&LIct Z ZE o= ZEHHOo| 2, 0| CHsiMHE O] Al
M E.8+71I *E*E’;'E*L—IEP AL 3l ok E DHE2 S A Atalof et CHELICH o] 7to|=0d M M

|8 A A& &0 (RBA ) £ iMooz HIALA ZHo| &HE AEE V(8o =z 2|a200 CHE
Agoll et MHstAH AZELICH ol & E0{ OF7HIE FE2 FEHE AlA
gt £ Qe HEH2 AL XIo A Ro48LICt o] UMA Mo ZEIS &7
of & 7| Mol Hluw™ ZHEsHA F3E + AU&LICH

31

PN
x|
. i E SEela{E XISMoE Balsin HEte M RE I 7|E Aol oiZshof LI

&4 7|k HAM|A KXo (ABAC) = &4 7|HIeZ 2 C
24 = ofEE(A 0| o Efet dtE &= /U&LICH.

=
=2|l& ALS5to] ALSAte Y & 518 0{F & A™Y + U&LUICH HEe 7|2 o= TS

AXN AMA”IMHE T B ZE ALRI7F UF AlZH /payments SO APl A= X QIE oM ZX|
E M2lF = &Lt

MTF EAo HHAS HMA HetE BHete AFSRE S-ELICH/payments. F AlZHO|EF A Al A
E 51835t= /payments API AEXZQIEQL HAEl BlAA SMHE &LICH ABACHME MF £ A

HHAMS MSK SHOE AlZEE BlaA S4€o 2 ZEete Yo met AHSX7F AXME *ElE =

=
x| o{82 7t AHEELICt /payments




AWS TH™M x|H CHE EI'AE SaaS T8t £0{ U API HA|A AMod: 73 M L 2 A

ABAC ZH2 §2 R943t0f S5{0|1 48 50l S
Lt ABAC 22 Z 7|0 T#5t717} ofR&LICH AT HMS Holstn 2
Mg wrstE® TR AP £XIH TR ELICH

FI

RBAC-ABAC st0|EZ[E 22 &4

RBACS} ABACE &7 A5t £ Relo| A e QU= K
I Ol UXSHAH HAHIE|= 2 ABACELCH #8461 7|7F f 2+
2o{ AH2 WE M 88  MESHE = AU&LICt o Sto|EHE|E M2 HAIR AP%XPO CE.'%*(
SHE| MBh 2 F7F ST ZAEsto] AN A AN

= AME = )

BE A8 HEtS ZHHS A HElstn FEE 4 2 #EkofLiat HE Rof AN HHE K04
I MEME = = UELICt
CHM|A Ao 2= H|
CIS EoME oA MHEE M| 7FX| A Mo{ ZRIS HwELICH Ol Hlre MEE NMS5tD =2
&8 MI5t7| et JdeL|ct EH MEo|M HMA REHE AFE5HE 7200 0| o LIoF (/= H|w
QF HFE A| AF2tatAH |71 e 24 oflLCH.

29l RBAC ABAC O I=R= =

S 7t 55 =5

Ches £5 <8 5zt

As ol AMm #&  ofle of of

A OlAl ofL|2 of o H™HE

78 - o 53 B2

RBAC-ABAC 3t0|EE|E T g4 5



AWS TH™M x|H LS EIHE SaaS #Et 201 L API HMA Ko 73 S M4 L HH A

U
O
U
al
o
9-'—'
N

Ir

>
i
b
=
N
AL
>
s
A
>
L
T
-
Z
ro
0
(@)

e s _
M Es FEATIoZ 53

1
20
>
r

—_

| ‘_r"Ao" oA X4 XH EEE 'I_'I"

g MEotn EY HM AL & 0oF0of CHEt ZHE ptEtste YE 2 FLICH PDP= RBAC (¥g
7|8F HAM|A Kof) 2 ABAC (54 7|gh HAMA HMof) 2=t &7 2hE5E 5= UX|EH ABACO|= PDP
7 ZIQEtLICH PDPE AIE5tT O Z2|7|0|M T EQ| QIS ZRIE HEO| A|ABHICRE QEZCE$ &
USLICEH Ol A 5t o Z 2|70l T EE Ehedte = USLICH E8F API, OO|3 2 MH|A, BFF

Backend for Fronend) A& E= 7|Et ofE 2|70 T4 @40 CHE Mt Fo ZHE UEl= Ol A
T QU= easy-to-use HtS 7tSF CIE{HO|AE MSFLICEH

—~

00
e

ul
Ojo
J>

I doiM= PDPE T 3dste Ml 7Hx| g e HBELICH a2t o] S5 0| ™A 552 oL

Amazon Verified Permissions= & 44 x| (PDP
Ml2stEl M 22| L #ME 204 MH|ALICH HA AT = M
Ao 2 &olstm XILEX|H HEHO| UHLE R &SR] o2 HEtEe 24X EAlSt= Ol 220
LICt H3t 2048 2R ststm MA | I 22|18 S EE5t6to{ JHLAHIF £t et of Z 2|70
ME HHEH FFE £ YT X|HELICE Verified Permissions= T8t £0{ =22 ofZ 2|7 0|4
2R FEFeEM HHM C|IFHEZE KIHELICH

pie

N
L

o
Ol

rot ]

r (1o
Hr I8

[u]

x|
9'|_|
i
oy

>

ok

AL |I> |

4> r2 0% o
¥
>
om
rlo

o
OHZ 2|70 LHOIM =7} o4 BIAAN| HAM|AE £ UEXR|IC
erified Permissionse 4 SX0o| HOot @M @ & AA A 2104{Ql CedarE AH&5}04

o
2 A 7|8 A M| A A|oq

i g
0 >
s &
12
T
> i <
T
12
=
[>
Pal
2
i
> Ir
v )
>
@
>
0x
N
rE
2
=
[>
Pl
2
1]
N
=
o

otod ol X= ECt MESHE AMA Mo{E 7HsstAH gfLich

o M

22 Amazon Cognito, Google, Facebooklt 22 0i2{ XAt4 &F SZAIE AtEsto] HE| Ef
£ gdststs 715 20| SaaS o ZE (A 0|0l REFH H 7HX| 7

of £3| 8% E CHE AEE HE 7|S2 HIAEL AL %} K|

2 Y
M [m oM
I

o
N
o
g
0x
(0]
L
gl:
[0
A
Y
Q'I_l
Ir
\l
L
o

Amazon 725 ™t AL 6


https://aws.amazon.com/security/zero-trust/
https://aws.amazon.com/security/zero-trust/
https://www.cedarpolicy.com/en

AWS FE= I CHS ElIE Saas BEH 20 U API AMIA Fof: 78 24 U 2 A

LIch. CRM (224 24| 22)) Alagle MAsts
5| HMA MEAS BHOlE £ AaLIch OHE
of 7| it AlAHE ol2E HHS %

X

- o

Permissions£ 2 E E|ZE0| M8kl HHE XYst= 7ISE KIHSHER SaaS MSUMZAM FE
X

—_
HNAE HX|5t7| 2 7IEEY HHME MBSt [A2 ZHEELIT
Requests and events
Guery
T (with optional context
and entity data) v
Application ) 4
Access decision
~ (allow or deny)
Amazon Verified Permissions
Policy store
[
[
L
[ L
ASE HetE M85t Oolfe FUYLIM?
Amazon Cognito2t 22 ID SZAtet &7 A& = Het2 ArE5tH ofE 2|7 0|ME f|eh 2t S%¢l
A T A& BHE| £FME TEY 4 aLch ClolEo ok 71N U ZatolHAIE RIS
HM AFEA7 HEE S50 8YUste ol 20| &= ol E2IAHo|ME 5 E = U&LIC Verified
Permissions= ID & E[AA 0| &gkt EMof M2t BMAE ZHE = Us MESHE HEt B0 AlA
HE N3E2EM 2H H|IEE £0|= ol =F0| EuLch EM Z=AE Holstn, HAMZ M50 &
& R[] ME S, dMA FEE HE(X B2 BIHe = U&LIch

N
o OM
pull
rH
ro
il
x
rr
@)
D
Q.
QL
m
rr
n
i
oh
Kl
>
o
o O
mo
>
30
rr
rx
e
ad
e
2
ERLL
>
00
oh
hvd
rH
rok
mjo
kH
I‘OII
Q'I_l

[ —
%= Ql&LICH CedarZ XM El MHA2 Zt Elo]

O| & Ztoll 37 E =+ U&LICH

HEE HetE2 AASE M 18

ok

At

o2



https://aws.amazon.com/cognito/

AWS T |7 ChE

e
|m

SaaS &t F0{ U AP| HAA Aof: 73 M U T AL

ASE Hetolq HME M5t T Z2H|X'Jo| Yo 2 HAME XISsHE = A& LTt o EE(7 0]
MEZXO| UEZ HEI| HME HMHE =2 A&LcH 71E E2 YH2 HUE 2EY L T2 H|
Mo dRE HME e M CI/CD (K& S8 2 X|& 2 Hix) mto[Z2tQlE AFS 3o 24 b
Mg el o™ U FM5t=E JYLICH E= o Z2[AH 0| Mo M A HHE el o8 U FHE s
AUX[EH O EZ|FO|M 222 7|EMo R 0| 7|52 sdstX| t&LICH o ZE|7H 0|0 M of2{8t 7|
S2 X|Hstzi™ 0| 7|52 FHSH TS o EE|7H0|ME BAIMo = HHA|5Hok &LCt.

TEt 204 2™ LH2|7| 2I5H CHE 24 9| 2|2 HIO|HE MB35l of 5t= 3¢ et #0{ 2o &
Z 0| CllO|E{& M504 Verified Permissionsl| X338l oF & LICI O] MH|AWME 7[BHMoZ F7}
HEAE QlE|E| U £MHS HMSHX| et&LCt

mnr -
>
0l0
Pal
N
2
3
o
X
o
End
o
Pa
|>

H &H& 7t 8 HA 7|8 AN A . =

of CHet Y2 - ESE 585 HLt 2XIsts HMS Holg = U&LIch B 2lA A0 o] A
g HZAE £ Q&LICH ofE2|FH 0|1 AFERITF ElAANM EE £&listedn 5t ofZ 2|7 oM
Cedar 224 QA Zlol| HEt 2042 QHELICH CedarE ME 7hs8t WS IS5t OR AM S HHgtet
LICFALLOW. DENY Cedare= 2 E 89| | & 2|A A0 CHEF HEH 2o FE|S K|, & 7|8t
HM|A Ao (RBAC) & 44 7|0t M| A Ko (ABAC) & 526t AISstE FE T E S8 EA

£ K|k

CedarE AtS 3t HIALIA RS HEH 2of 2 X0l 2218 4 USLICH fEEIH 014 2= olA
ol

QHESE B Cedare| HEF F0{ ATIZ 5 E5101 2HO0| SAUEUR=X]| {FE &I LICH £2IE
B2 (ZYol [HSALLOW), OfEE|FH0[M2 @HE HUS o + UsLICH SAUEX| A2 B2 (Z
Hofl [HEDENY), OHEE[FH0|ME2 2 F HAIXKIE gHEtE & J&LICH Cedare| 2 7|52 ChSo &
&LICH

=

« 845 —Cedarc 2 AMS QI8 Q=Y HHME X|st MEHE XA AlZtez =T &3 Jts
BF AAlZh B7HE MSE LI

A 72 8


https://www.cedarpolicy.com/

AWS A x|E CtE HI'HE SaaS &t £0{ & API HAM|A KMo 73 M4 L 2 A

of 1: Meto| A& El 7|2 ABAC 2! Cedar

O] of Al AlLI2|20i M= Amazon Verified PermissionsE AF& 3104 7H4F Payroll OFO|Z 2 MH|A Q| M

Holl HMAE = U= ALSKE AEELICE O] MMof= Cedarg AFE5H0{ HAM|A Ko] AHES LHZ|
HHE H0iF = Cedar ZE ALIZIO| L& E|0{ &LICH O] XM= Cedaret AEE oM X

1x|Zo 2 Mm{E 7| @8 7Zd0| ob=lLICt. Cedaroil CHEF RFAM|EH 7H2 = Cedar AT M

|
fjo
>|

o T,

My ok rir
ob
rir
\d

CtE Colo{ R0 M= O viewSalary GET ent 2HEAEl & JHX| MR HF HEE MEst
| =

A BLICH B, B2 R0 2048 & 4 T A R AlofAH| 21 Et A
ZQILICH B E Wt HAMS ASstod Ol2fE HIALIA RIS MY £ YsLiTt

Bob
% NiewSalary/bob
fviewSalary/alice

Alice

GET Request

NiewSalary/{employee)

Y v

Payroll microservice

A

; : Access decision X
NiewSalary/alice N {allow or deny)
NiewSalary/bob Amazon Verified
Permissions
olo o N B—14 A Ol
EH2 KHAlo| 20{E £ = JY&LC

Cedaroll Al 7|2 TXE |, 85 =& A2 LEILIE FHYUC 2152 2Xstn ASE #HEt o
2|44, QIEIE| S22 FMEslof BLch

A

« & (principal) £ 2aQI8t AF At EE= AEQLCY.

« ZX|(action) = 20 of3i WItE|l= BrdL|Ct.

« resource (resource) = AMO| M ASH=E 74 AQILICEH

- QIEIE| S5 (entitylList) o= @S Hoitst= ol LRt 2E T AEIE[ZF ZE [0 /UL
Ct.

jplo| KHalO 2048 B 4 UCHs HIZLIA RAS 55517| QI8 CHST 22 BT Mt Wus
M3g &= J&Lct
permit (
principal,
action == Action::"viewSalary",
resource
)
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when {
principal == resource.owner

i

ol 2 @&l TEE BlAA0| £4 AR} O FHISH ALLOW SYUBHK| 048

o = -

=
=
Action viewSalary O & £0{Bob0| £0{ ETME 2&Et 21218t AAEXI0|1 Z0

L0

FAOI7|E Bt B YA2 ohEx 2ol B7HELICH ALLOwW

LICH.

=Horet
{ETMo| A

MZ Mo el WIolE| =2 S 22 821 20| Verified Permissionsol K& ELIC} 0] 0f Al
ol & BobO| viewSalary 8’“ 2 St 23018 AFSXHLICE. mEkAM Bob2 QIEIE| | F =
P°'LIEPEmployee BobOI Tdst2d= HYULE viewSalary, O, EAEl= ElaAE oY R8N

[ BT o

ry EA|IElLICISalary. BobO| Salary-Bob E|AAE & £ YU=X| H
5]

' 90| Employee U= ElAA0 AKX & 40] A5
[ Ol REE a0l Q2i5tEd ARALS HBE S0l ARK

7PoPE4‘:'._=' 240l Bob( =& °._

= E|E| X E MS35H0Fk Sal

7l Salary X8 E|H ARA= I'_} Employee Zt2 entityIdentifier X8 35tE ARKIE XI™E
LICIBob. entitylList AEE M2 M £0{ LM principal M3 E LIS Salary 2l&
A9t A E owner 41t H|W5to 2 S LHEILICH

=_
|_|0|'|

- 1O

mlo

{

"policyStoreId": "PAYROLLAPP_POLICYSTOREID",

"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

3,

"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"

3,

"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"

3,

"entities": {
"entityList": [
{

"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"

1,

"attributes": {
"owner": {
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"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
}
}
1,
{

"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

1,

"attributes": {}

}
]

HSE Hetol| Cieh HEF Fod 2H2 38 EH 2 BHEHELICH 047|M £42 decision ALLOW

DENY EEE=¢lL|Ct.

{
"determiningPolicies":
[
{
"determiningPolicyId": "PAYROLLAPP_POLICYSTOREID"
}
1,
"decision": "ALLOW",
"errors": []
}

= I
SO = WIHELICH ALLOW SHX|BH R2[o| SE = ASE HEE AFE5104d £ 7K HIZLIA #EI2 X
25t O[PS LICH ChSO 2 HIRZLIA

i =

ac S

T2 &5 olfof grLct.
=

=

Ol HIZLIA A2 £F57| 9ol CHE BHME M3 E = U&Lich O S HH2 240| viewSalary
T™-ET Q9| 2|AAT Hot Aot SUEH 542 owner.manager 7HX|T ALLOW =X| 0482 E
Hotghct o & E04 E Xt 29018t AF8Xto|1 Alice7t EM AR Kol &
o
—

2Rl B A

g
D
N
il
ivd
I
x
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permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager
};

ME HAMof| et B =8 20 22 621 20| Verified Permissions0i| XM[Z ELICH Of 0 A
ol M= Alice7t 2218t A& X2 M viewSalary 4’8'2 2HLct et Alices =T Xo|1 2
E|IEl= CI21t Z2 SEQILICEH Employee Alice7t =&3l2dE 22 O|HviewSalary, EAIElE
viewSalary 2|&A= 240] @1 Salary @ RILICH Salary-Bob Alice7t Salary-Bob E|&AE
£ 4+ UEX| BIIstE4™ 210/ 12! R E Employee manager £40i 9345t= QIEIE| X E NS
SfloF BLICE o] *+x=&= 20l 12! 82| owner Salary &4 1 ¢1Z2%|0{oF & L|C} Alice Salary-
Bob O| #Z & aZ X35t #HE 40| ARA7t Salary Z&8EH ARKE 8 Employee 2
2 entityIdentifier Bob Z& st ARKE XIHELICH entitylist HEE HE2 HK
owner £°88 AHA5t0{ Employee Rt 2t 2 Bob HIHELICE O Chg ASE M2 1A=
manager £4& BItstD MIE 2o Employee FA|2Qt H|m5tof HEH Fo{ ZHE LIRILICEH o] &
| = L]

_l.l_

? ZA™E|E= 0|8 E principal % resource.owner.manager £40| ALLOW S5t
Ct.

"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
},
"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
},
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"entities": {
"entitylList": [
{
"identifier": {
"entityType": "PayrollApp::Employee",
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"entityId": "Alice"
1,
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "None"

}
I
"parents": []
I
{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
},
"parents": []
},
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
I
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"

}
iy

"parents": []

}
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XI271%| o] iFlof M= 2t HIXLIA FElo| 748 SEMoE EFsts Yoz ¥
0{E 2 4 23, X2 Kol Hasts RE Aol 2
CHe viewSalary ¥¥iDh 21 = 7hx| HIALIA FalS MBS BaLICH E3F stLtol 2

ME ALEoto] F HIZALIA HEo ZHE EF SFE + U&LICHL

2 Rrelo| Z04et RpAloAH E 18 Ao 2018 = + JU&LICH

—_

Ol M3t 204 2HE AIE3t= ALLOW B2 CHE EXM2 owner.manager siiE = X|7
viewSalary Zx|0|Z @&l Z&E 2449 &7 o Z2%| o7

7tgfLICH principal owner principal

Ujru
of!

permit (
principal,
action == PayrollApp::Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager ||
principal == resource.owner
};
0| & 501 Alice7l 20{ EXME @Fst= 2018t Ar&X0|12 Alice7t 2F A EE= ETM 2 F KR!
A M2 33 Zo| BIHELICH ALLOW

Cedar S0 M =2 PMUXE ASst= S0l CHE XtAM[EH LHE 2 Cedar HEBME HZESHAAIRL.

of 2: A5 E HEho| = 7|8 RBAC ! Cedar

O| oMo ME HSE HEt CedarE AFE3510 7|2 RBACE E0{ELICH M 223 = 0| Cedarll
7|18 #+Z= &= AE|E|QULICE T Rt= KAl AE|IEIE Ho|stn MEHX O 2 QE|E| ZF #HE BHE =+
U&LICEH CH o Aoll= Ml 7HX| & 2| YIE|IE| UsersRoles, & 7} £ & &[0 Problems QU &LICH
StudentsE Y K& 2| AE|E|Z ZHFE Teachers User £ Role, U2 Z AE|E|E= 07 EEE

& otLtet AZ4E = Roles U&LICH
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IsubmitProblem

Students AN RO -

student-role

POST
IsubmitProblemi({problem})

lanswerProblem
Isample-problem

Request

E-learning platform

Access decision
{allow or deny)

Amazon Verified
Permissions

IsubmitProblem
Teachers Isample-problem POST
teacherrole

lanswerProblem
Isample-problem

CedartiME E M2 24485104 0|{8t & AHE E3HELICH Role Student User Bob O] 422
DE S MNSKE =ClMeR §t AECZ OESHELICH Cedare| I E35t0i CHEH RHAIEH LIS S
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o
o
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—
o
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]}
[=
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my
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HJ

E submitProblem, &ZAtof| CHEF = X|

permit (
principal in ElearningApp::Role::"Students",
action == ElearningApp::Action::"submitProblem",
resource
);
CHS H22 =tdof ALLOW CHEH 2% submitProblem B e R& 2| =2/™ answerProblem 1

permit (
principal in ElearningApp::Role::"Teachers",
action in [
ElearningApp: :Action: :"submitProblem",
ElearningApp::Action::"answerProblem"

1,
resource
);

o248t M2 ALE35t0{ LE S TWrlste{d "ot A Tlo| HEt 2o Q% LM &= E 2ot |7+ o
M3t OO FERRUK| iR E otof FLICH M2t 88 T2/ HEt F0{ LT YR 2 BHH
O 7+ HEE I Al Elol| M 5ok & LICH O|l= entities £82 S5l O|FO{XIBEE QIF &
E0 pHE FEXH 2 ElAA0 CHEt 4 2 OF 79 OIO|E{E Cedar 7t AT MSE = QU
&LICt Ct2 FEME BE20H X3 E Role: :"Students" 7{= User: :"Bob" W22 X o|sl0d
O FM8H XH2ES LHErHLCH
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{
"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",

"entityId": "Bob"

1,
"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"
1,

"resource": {
"entityType": "ElearningApp::Problem",

"entityId": "SomeProblem"

+

"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Bob"
.
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Students"
}
]
.
{
"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"
1,
"attributes": {3},
"parents": []
}
]
}
}
L= 238t AL RHLC M2t Bob2
A2 St 2L

0| of| X0l M Bob2 answerProblem
o oad
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ClanswerProblem. BobO| answerProblem 2dg £=&E = U=X| Gotsie{H 42 AEIEIE
User 2 LIE3104 gt0| QI QIE|E|E QA5+t O & M A2 st AEIE| +EE MSdHok &
L|C}. Bob Role: :"Students" AI2 Xt 2 E9| QIE|E|DH ZHod2 £33t 4 Qloo 2 0| et B0
Role::"Students" L2 CtE1 Z 0| HIHELICH submitProblem DENY

gh, 2f0l Alice Ol O &0 User &£5t= &4]0| 242 Role: :"Teachers" =d3st2{ 5t
™ HEt 20 L2 o2 HWotkl=0l, ol & W FZA7F 2ZE 2440 CHal 22 =3
& = QIEE A0 Role: :"Teachers" HA|L|o] Q7| 2 AL|CE. answerProblem ALLOW

answerProblem ChE T E&= K| HI7HE|l= O|2{8t 8ol HEH 204 28 E Ho{ELICEH ALLOW

L0 =2 -

{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Alice"

1,

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

1,

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

1,

"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Alice"
b
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Teachers"
}
]
b
{

"identifier": {
"entityType": "ElearningApp::Problem",
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"entityId": "SomeProblem"

.
"attributes": {3},
"parents": []

0l 3: RBACE A8 HE|E|HE HAM|A K0

0| RBAC XM E RHAMIS| MH5t7| 2|5 SaaS SZAtS| YURHHQl @7 AL Ql SaaS HE| EIAAIE
TSI E T AES Y = AsLO HE[HHE £R MM 84 XIHE HHAEE Al
0f BlAaA HMATI MSELICH &, BHIIHE AS| Ar&XHE= HIO|E7F A|IARIN =E2|Mo 2 E= S8
o 2 Hix|Elo] UEHELE EEIE Bo| CIOIEHE & == gi&LICH O o= ofd 7He| & &l Mk HA
MEALE Ar836tod HIHE Ag] S AL R 482 AE5to] EICIE LA HEFE
=1 3=5]

S 2oiELICH

07
rir »

]

|
ob

TEto 2 HMA KM0{E FEFIHM EHIHE A28 fX[6H7] fIiME BIHEH HA X
CIXtRl EE Ar&35t= Zd0| EZ&LICE O] AlLt2|20|H= EHHE A2t EHE B AHE Xt
%ol Z+2 HZ o] M3 X{E A0 DATAMICROSERVICE_POLICYSTORE_A CHEH ASEILIC
DATAMICROSERVICE_POLICYSTORE_B HE|E|HE SaaS oOfZZ|70|Mo| AS IiE M7 1eqd Al
2ol CHet AtMIEE L@ 2 AS & Het CH S HIDE ™A med At Mg & X %r

o 1=

0 02 oY
2 > oM
mE rn

Tenant A NiewDataftenant_a

& lupdateDatafenant_a
User: Alice
Role: all_access_role Request N
POST v
NiewDatal(tenant_id) v
Access decision % {I:-:}
(allow or deny)
DATAMICROSERVICE_POLICYSTORE_A
Data microservice
Tenant B Request

- b
& fupdateDatattenant_b v {E}
x
IviewDatatenant_b

- Access decision
User: Bob POST (allow or deny)  paATAMTCROSERVICE_POLICYSTORE_B
Role: view_data_role fupdateData/(tenant_id)

& NiewDatatenant_b

lupdateDataftenant_b

User: Shirley
Role: update_data_role
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CtS HI'HE SaaS Het £0{ L API HMA AMo|: FHSH LU 2

]]_L

AWS 8% X|F

O

X XA R{EFA0f Q)& LICH DATAMICROSERVICE _POLICYSTORE_A Eot F|7} siE &

EI-% Oit_ll.l% [ R | AAEH
&0 &5t=X| #QlgL|CtallAccessRole. Role O| B9 FE A= HIHE At #HRE ZE Ela&
A0 CHSH viewData 2! updateData XS =&  Q&LICH
permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action: :"updateData"
1,
resource
);

M= X{& Aol ClS3F ZE2 DATAMICROSERVICE _POLICYSTORE_B MZHO| Q& L|CH A EHmY Zd=H
ot £X7t &8 updateDataRole I E0i| &5t=X| 2 QIELICH Role 0| B2 FA7F HIHE B
ot AAEl 2|AAMM updateData HUE =Y = U= HEHS 2o FH | H FogLIC.

AN

permit (
principal in MultitenantApp::Role::"updateDataRole",

action == MultitenantApp::Action::"updateData",

resource
);
O] & Hmf HM2 & viewDataRole &M £5t= 2o A7t EIHE B2 AZE 2|42 A0 CHaH
viewData 2 TEE = ULE {85 = Role LT FLICH
permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource
);

07l #et 20 222 DATAMICROSERVICE_POLICYSTORE_A & X{&XtA

E|HE A0|AM O|F
o= &tA o] ox|e] LB

M E|o] ST KA &5t MAHS S35 &QI%|o{of ELICH 0] A0

27 = o™
2 DS &) Bl XAS S5l 2OIE||CH 0] HEH 2o Q&M= Zt0] 191 £340| User H O
ZFA7F Alice viewData Y ™2 QHEELICH FTEXA=E 8 1801 allAccessRole £

|AAO| CHEF viewData 2 S £&i5ie4dD &L|Ct dHE|A 7}
| HE0i o]l H7IE S8 2™ U2|AH ELICH ALLOW

=2 O

LICIRole. Alice7} SampleDat

a
allAccessRole &2 21 Q)
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"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
.
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
.
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []
}

CHA EHE B S EH OIS 22 Q1 30| EAIEILICH User Bob 232 E|HE BOi|A
AlEHE|Qio B2 2 DATAMICROSERVICE POLICYSTORE_B A& XA Z MSE/LICE o]l 2™ F
M= 2l&A0 updateData SampleData CHEt 2242 Bob =&5t2 & LICH 5t X[EF Bob 2 (&)
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e 2lAA9| updateData B 40d| HMAE
DENY Z70| LH2{ & Lct,

{
"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_B",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
b
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "viewDataRole"
}
]
b
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []
}
]
}
}
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Ol Ml =l ol AlolMHE ElAA0] CHE viewData XS User Alice +&3l241 SampleData Al
TghLict o] %2 DATAMICROSERVICE_POLICYSTORE_A H& XA Z MEELICH Eot FAE=
E'lE Alice A0 Alice &3l 7| HE0| 2o FX|= allAccessRole sHE F&2| Role HIHE
Aol £35tE2 2 Y 2ot FE BlAA0 CHEF viewData HYS =&E £ U&LICH [EIM 2Fe
£ el ALLow ZZH-of LH2{ &Lt

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
I
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
I
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"entities": {
"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"attributes": {3},
"parents": []
}
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0 4: RBAC 2! ABACE A& HE[H|IDE 2 M|A X0

0|7 MM o] RBAC XIS THMBIEAH AL RO A2 F7Hst0d HE|EHHE AMA Ho{E 23
RBAC-ABAC 3t0|EZ|E M2 HAg BtE & AU&LIC ol oiixlolE o &l SUEr &0l =3
Z|X[BF A A S0 HAEAE o7 ¥t FILEIIELICEH account_lockout_flag uses_mfa
L Ol oMol A= RBACSE ABACE 25 ALE3t0] HE[E|IHE AMA Mo1E FEIstE CHE ™2
YAS F5tn 2 BAEO CHal MZ CHE HA MY A ChAl stLte| &7 Y3 XML E AFSFLICH

Tenant A

ro

NiewDatatenant_a

& lupdateDataftenant_a

User: Alice
Role: all_access_role
account_lockout_flag: false
uses_mfa: true

POST
NiewData/(tenant_id)

h 4

Request P
Data microservice ’I e
Access decision X
{allow or deny)
Tenant B Amazon Verified
WiewDataftenant_b Permissions
lupdateDataftenant_b
POST
lupdateDatal/{tenant_id)
User: Bob

Role: view_data_role
account_lockout_flag: false
uses_mfa: true

& NiewDatatenant_b

User: Shirley lupdateDataftenant_b
Role: update_data_role
account_lockout_flag: true
uses_mfa: true

Ol of = O|F of| 2t OFEF7HRIZ EHE A2t EIHE Bof CHEt HEF 0o ZHE AMB8lok st= HEIHI
E SaaS £FME LIEH-LICH

MNEX EZ 75 F3dst7| 2I5H o] of Aol M= HEt 04 2ol User RE|E| Eot TR0l £
account_lockout_flag F7tEFLICt Ol E{a= AlAEI0] CHEF AHS A AMAE F O &ZIA
ZX}o| A= DENY 2 E B2 204E&LICH account_lockout_flag& 42 User AE|E|Q} Q1AL
0 U2 048] MMM ZEi27I M2 M2 2 User FIAE K| REELICE O] oMM E when
ZHE Ar83t0d BIHELICH account_lockout_flag
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m
P
d

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"

1,
resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};
O WHME Z|AAT @ Filo] £t St OF0l Tenant £5HX| = 8t 2[AA0] CHEE HAMA
E XCHELC HYE HE|E fX[5t7| 8 oltet M2 wAlg B 3R O3S HWE HH HEA
M2 Aozt gFLlc HE[E|'AE SaaS o EZ2|70|Me| HBEE TEt A7 12 AFEoll CHEt XHA|
ot L2 HAEE Het O S HIHE dA 1o ALY MME FHZSHA AL,
et o] A2 Eot FA7F FHRBOE J7HUSHE S allAccessRole 286D alie F=A|of CHEt &F
2 AMBtErLICH viewData updateData £t O] HAME o HEHAE Z10| 021X|, false 2|22 0f
CH8E ZARIA E Z40] account_lockout_flag 0Q!X| HE&LICtuses_mfa. true
OFEE7ER|2 CHS EE2 2ot FA|e 2lAA7t 25 S HHAEN HAAL =S 504 HIHE 7H Al
AE YX|FLICH £ o] M2 2ot =A[7F 70| E|=F viewDataRole 2&5t1 52 A
BtErLICH viewData B8t of HARIAE 70| 02IX|, o] account_lockout_flag ZARIAE ZI0O| 2

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

)

when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&

0i 4: RBAC 2! ABACE At&8F HEIHIHE HMA A o 24
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resource in principal.Tenant

};

M|l HE 2 O H& ot HIxgLICH H&od| et 2laA & 7t CHESHE AE|E[H st

E9o| #+4#0[0{0F principal.Tenant & LICt. O|ZH 3t 2ot FAQ 2|aATF 25 H|
HE Bet ¢1ZAL|E 2 EHHE 7F HM AT S X|ELICH o] WA 2ot FA7t FHHO| =5
updateDataRole 5t ST F&l|2| 24 M EHEILICH updateData EE8F O] HA2 o ZHAEHIAE
2t0l account_lockout_flag 0@!X|false, o ZARAE ZIO| T2 uses_mfa BIIE=X|T =QIF
LICH true

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",

resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};

CtE Het 204 2 o AMo| R E0M dEE Al 7+X| H&4of| 2t HWrHELICH o] Het #04
HolMeE 8 User & 740| Q1 E Ot Alice FA7I H& S updateData allAccessRole &L
Ct. AliceTenantZfO| 21 £ & 7t ELICITenant: : "TenantA". =&35t2{= 22 Alice 0|11 O]
updateData, 2¢O MEE 2lAA = CE1 Z 2 SampleData R&&ILICIData. SampleDatas)

2| TenantA A E[E|Z U&LICE

A 90| 5 Hml 2o 2t <DATAMICROSERVICE_POLICYSTOREID> M2 when Z&9o| X
B2 glaao] cist 22 e Alice & U&LICH updateData & B =740
gl principal.Tenant £40| %R&*L—IEP TenantA § i ZHME F =Xl £40|
count_lockout_flag Z0tof false & LICt %[ =742 uses_mfa 5F52{H ZHHA
ot ZHotok true BLICH Ml 7tX| ZZ40| 2 SFEIRJICEE QE2 ALLOW ZH S Bt

oF o X
-\.'- o
ul
r|r

CmxY o
DX o 2
n &
Q)
(@]

Ii0

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
1,
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"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"
I
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"context": {
"contextMap": {
"uses_mfa": {
"boolean": true

}

},

"entities": {
"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
I
"attributes": {
{
"account_lockout_flag": {
"boolean": false
},
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
I

"identifier": {

0il 4: RBAC 2 ABACE A88H HEIHIHE HMA Ao
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"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

},

"attributes": {3},

"parents": [

{
"entityType": "MultitenantApp::Tenant",
"entityId": "TenantA"
}
]
}
]
}
}
of 5: A5 El #t & CedarE AFEEH UI ZE{Z
St HEE HEHS AH850 £2IE EYs J|HS R Ul R4 9| RBAC ZEEE 73E &= &Lt
Ol HE[EIHE SaaS OHEEIF0[4e| B2 EE AEX E= EHIHES} HZAE = U= 4& H:=
Ul 47} e o EE|71|o|Mof| o FEFLICE

CH ofloflA= O|E Users % 2HO| YO|O|EE +=&E = Role viewer QI&LICt. O|HE AFSXI2]
F =L

o =
A2 UM HO[o|E HES B Me= e ELch
viewlsers
viewData
updateUsers
updateData
7" npplication
Bob pp
role: viewer
ul
viewUsersButton
viewDataButton
updateUsersButton
updateDataButton
> GET
viewlsers
viewData Render
Alice updatelUsers ?}li?t“:r?g
role: dataViewOnly updateData
Ty
Auth Logic Request N
viewData | Vv
viewlUsers v
updateData | »
- | updaleUsers Access decision
'\\ / (allow or deny) Amazon Verified
viewlsers Permissions
viewData
Shirley updatelUsers
role: admin updateData
ol 5: A58 ##t & Cedar® AFZ 3 UI HER
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O] o A|of| A Bt H 0| x| & oHEZ 2[F|0|Moll= Ul 7He| HHE O] YUSLICH EAIZIE HES x| o E 2
7ol Mol 218t AF2RHo] et S 2R LICH Role EHY HO|X| & o Z2|AH 0| UIE #HZIE Y
Verified PermissionsE # 2|50 AL A7 +&E = U 2 & olst CHE Het 204 ZA™of el

[ =y S
HES ddeLict

Role SE0|M AF2AIQ LIOIE{E 25 £ viewer & QT2 X|HELIC O] ™
?_ —'?'— {1 20l viewData EE= viewUsers 20| E238tH Data EE R
el ElAAT ERELICtUsers. ALLOWZH™EO W2l U= & 7He| HE, & viewDataButton
2 viewUsersButton HES HHZAE = U&LICH.
permit (
principal in GuiAPP::Role::"viewer",

action in [GuiAPP::Action::"viewData", GuiAPP::Action::"viewUsers"],
resource

)

when {
resource in [GuiAPP::Type::"Data", GuiAPP::Type::"Users"]

12l Role R T HIO|E{E & viewerDataOnly &= YU X|HELICE 0]
‘bll_ {1 Z2X0l= viewData 2x|7F ZR5tH s St = 2lAA
M2 Li2|® UI7} BH{E 2 viewDataButton HZIE £ l&L|CH

permit (
principal in GuiApp::Role::"viewerDataOnly",
action in [GuiApp::Action::"viewData"],
resource in [GuiApp::Type::"Data"]

);

n

&2 240|121 R3Ol Role CIOIE] U AHRHE BT & admin + YT = KIHELICH
0

Zof CHEt ALLOW T8 04 ZA™H0i|= updateData updateUsersviewUsers, viewData,

Zx|7F 2235tH, Data £ S8 #E BlAAT EQFLICIUsers. ALLOWZE™E S LY

2/™ Ulol M Wl 7He] HHE (updateDataButton, updateUsersButtonviewDataButton,
SlviewUsersButton) 2 25 HHZAE &= U&LICH.

k=]

I_rl
FD rr o 1o

permit (
principal in GuiApp::Role::"admin",
action in [
GuiApp::Action::"updateData",
GuiApp: :Action::"updateUsers",

of 5: AZEl M3t 2l CedarE AFH28HUI ZE{2 28
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GuiApp::Action::"viewData",
GuiApp::Action::"viewUsers"

1,
resource
)
when {
resource in [GuiApp::Type::"Data", GuiApp::Type::"Users"]
I

LS HH o0|ME (OPA) £ 2LE 240 HE YA ATIQILICEH OPAMIE B2 AHE AM3|7F /UK
OF PDP T3} HAEl ALE Al3llE OHE 2|7 0ol HEF F0o{ =2|& EEIstE 7ISLICH oI H
M C|7{Z2ol2tn & LICH OPAE 0iE{ 7tX| 0|} 2 PDPE T &dst= Ol R & LICH RegoZteE &
MAX H0{E AEsto] YA F2|0| xokg A HEfLICH Ol{E HA & #3I2 ofE2|7o|Mat=
L2 EXNSHH o E 2|7 oldE 22| glo|T HEH Foi ZHE LR =+ U&LICH EBF OPAE HEF
Foi AYS ¢tEtst T ZHESHA AME = IEF RESTul APIE M3 LI et £04 ZHE LHE|
7| #lsH oHZE[7H|0|Md2 JSON l2ie = OPAE #Elst, OPAE X|HE HHME 7|E22 2|22 E
7t5tod HMA 22 JSONS 2 dretgrL|ct E8 OPAE T8 204 2% #Hzd0| 2

o

A
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Requests and events

Query
(JSON input) -
Application OPA policy engine
* - -
Access decision
(JSON output)
Query
evaluation
v . /_______JL —
(';‘:;;:g) [ Data 1
— q (JSON)

OPAE AF&XF XI5 M= QllElof| HISH & 7HK| & 0| U&LCt.

- OPA% RegoE &3t MAM Tt 7|52 Het Foi 2Ho| H st E&n olo|HE & s5t7|gt 6t
= Rodstn AN FHE HAM ATIE MSELICH o] YA Tt 252 HELH WM AT E£2H
ol M CtA| EHE 040k & ZdILCt

- OPAE HAMZ M1x] 2102 EfH5t04 M F0f =2|& Et=stELICH ofZ 2|7 0|M 7HE 7= oF
Ol ofZa|7lolM ZES SBIMoR olz{3 MM FAIS SHshT Bl + UsLich

- OPAE MM Mg X|H (PEP) Ito| S& & 7t4355t= RESTful APIE MBS & LICH
- OPAE= JSON & EZ (JWT) 2| 43 2 C|aEe ¢lgt 7|2 X[HE MSELICt
- OPAE QIME HEt 20o{ EF 0|22 § EXIE sHZAs7| 2IcH X0t 477 ERFt AR A

oF olM7t S5 & LIC

OPA AtE 30



AWS TH™M x|H LS B E SaaS ™t 204 L API HMA AMof: 723 S U 2 A

mx

F2 s B 38 T2l ABsHe Z2 24T Hodof 2

OPA7t XtS2 2 MEstX| &t = F 7kXI7H A& LICH

>
E
LQ
S o
m
g'l_l

ro L
mo O
3
>
_,>_
olo
>
:'_
3'_
E
el
o

Ct.

&LICH HE §o{ 2™ fIE /% ololH

- OPAE 7|EXMOZ 9| oM CIO|E{E HME =+
A& LICt 2% HI0|EE OPAN XSt A

CPON 2 4 9
AAE ASR S48 HESHE HOIEHOIAY 4 BL
0 o

o= ol= M SoiM0| YaLICH B, Ao 2Zd0i FHAISHHLE HEH 2o X @& A| APIOIA
EXOF Z4AME & QIALICH 5FX|TH O] MEE 7IK{QLE 5Hi2 OPAT} CHAl £85 £ Q)= &hod
o op'iLict

MR

Regot HE YX 2l0{0|=22 ABRHO| I E HEN 2E ZH QA A SELICH Regol| &2 SX2
L &2 Y CO|E{§ +&35tof =g} 2[4 ! Y

JSON/YAM = ,ID & 2Hof cigt & 7|gk A-EE WEl=
Z42ILICH Rego® AFS 813 Q1018 HZIsh 7Lt HEE LR glo| A% £ THQlo| 2E H S0 of
B HAMS B 4 UALICH RegoZh LHE £ QM= BHO| & 7hx| ol ChE T Z&Linh

« O|API 270| 3{&E[Lt R ofL|H HEE|LIR?
« O| oiZE[7io]Md o] B M SAE O|F2 FUULIM?
- MetEl izl HE o 21 Maes LorLt?

« O| Obo|Z = AMH|A0| ALSslHof st 2. HE = FAUULIN?

« BE Z|AAIDEE ZHYUE JSON E= YAML H|O|EHE EAIE &= JU&LICEH
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Rego= JSON/YAML Ci|O|E /23 "ot ghedol CHE 22IE HO|5t09 AZEQ|0{ A|[ARIO| HEH £0q
ZAHE Uele ol =20l LUt C, Java, Go, Pythonzt 2 =i 1047+ o] BA|of CHE it

o = ==
2191 47440 X|Bt Rego= AIAEIS LIEHHE GlOJE{SH 221, 22]1 0] HEE ALS5tod HMS B
st 20| TS YT ARSI

ol 1: OPA2t RegoE A& 7|2 ABAC

O MMo| M= OPAE ALE35t0{ 7Haf 2| Payroll OFO[Z 2 MH[AN| U= HEO| HMAY = A= AHE
Rtof| CHer HAMA ZHE LHEl= ALEIRE HBELICH RegoE ALE3dt0] HAMA Ko ZHE UEl=
teH2 Ho4F 7| 2I6H Rego ZE AL|ZO| MZELICH 0|28t o= Rego 2! OPA 7|50 CHEH &t &

B otL| o MMM 2 MAmE AT oL Rego0i CHE  ARAMIEH 7HR E E 2™ OPA & A
| Rego 4B AME & ZX35t= WOl E&LICH

18
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ok o
Im mi it
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lgetSalary/
Report
Report generator
IgetSalary/bob
lgetSalaryljohn
8 lgetSalary/dave
Bob

A J
GETL-\
IgetSal ar}r%/

A

IgetSalary/alice

POST
lupdateSalany/{user)

A

Alice

lupdateSalary/™

%&

HR /| performance review

- Payroll
» microservice
Decision i E Query
.
Open Policy
Agent (OPA)
W
[
Palicy
Data
Rego
amd Re0 (JSON)

7|2 OPA 2! oA

0|7 ctolo{2Z40l| A Payroll OFO| T2 A{H|A 01 CHEH OPAOIAM X2 5t= HMA Ko 7

ChSoh Z&LCh

xjge xHAlo| Z04E Bl 4 UaLc
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BobO| XF&l0| Z04E £Q15l7| £I5H Payroll OFO|Z Z MH|A 0| KM ASFIE{ T 3HEH Payroll D}olag)\-l
HIA7F APl &2 OPA RESTful APIZ E|C|2iM3t0 HMA AHE LI = U&LICH Z04 AH[A

CtS3t Z2 JSON =2 AL&35to{ OPAO| AHE AE|gfLct

{

"user": "bob",

"method": "GET",

"path": ["getSalary", "bob"]
}

OPAE #ElE 7Iho 2 BAE shLt i odaf 7§ MEBHLICH Ol B9 RegoR AAIEI CHE HAO|

—

JSON /232 EIteh ot

default allow = false
allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user
}
O A2 7|2XMoE HMAE HEFLICH O OIS Rl e 2 2Y o "t lFsto] Brt
BHLICH input O] ¥4o} B7H TE AL AHE AL 5104 M4 grofl AMABLICH Rl EHAIT &
I.

o

O|™ Rego T+&I0| trueE allow BterErLICt Rego &2 method &1349| 7t GETZ &
LICH D Chg S5o| A Hmll A7t Q=X| &Qlft O S 55 2| path F WM LA E
gLICh getSalary user OX|Ho 2 @8t LI&O| 2t L X|5t=X| /getSalary/bob & 2504
°”H|* =0l 74§7P l:‘“_Il O gFL—IEP. user input.user user O| #&|2 allow £330 EA|E A

"allow": true

Q|F IO|EE A8 st Y5 A

F7t OPA 7|5E Aldst7| fls HE 2 AMA &0 2F A E FIHE + J&LICH 9 289
Hat = I
=

H2Hof| A O] HMIA Ao LTF ALE

[m]

2 RpAoA ETstE ZE MRS 2048 FHelE £ l&LCH
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O| ool OPAE HMA AHEE UEle Ol =0l E=F 7tME & U= 2|F ClO[Eof HMAE £
A& LICH.

"managers": {
Ilbobll: [Ildavell’ IljohnII]’
"carol": ["alice"]

}
OPACIAM T SE CHAl 2t EIgtS ¥retsts 22 7S MAdstol oolol JSON SEE M 4 2
gL g2 2& 7a2l oLict

direct_report[user_ids] {
user_ids = data.managers[input.user][_]

DE AER EE2 &t LClbob. input.user [_]T &9
=)

E = e =
SELCH &l 82 oSt Z &L

{
"direct_report": [
"dave",
"john"
]
}

Ol HEE ZMsR AR + | 2EIREO] Hj< K|IQIX| of R B BEFSHE O Z80| E 4
1 2 =

2 ofE2|7o|MHe] B B+ Boolean SE 2 gtetst= JELCH 52 JSONS BHehst
Ct.
25 3

of SEELICH
x|i2 RHAlo| Zodgt RHAlOIA| BB AZEO| 2048 EHolg 4 ULt

Ol 27 A E &F5t7| ?loll CHS Rego HME A8 Y =+ U&LICH

default allow = false
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allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user

}

allow = true {
input.method == "GET"
input.path = ["getSalary", user]
managers := data.managers[input.user][_]

contains(managers, user)

[a

Bt ZMH Relol F0{ WEE Eid1 ot ZE AR AAMA
12 F 70 AF83HH allow RegodllAM =2] OR AAAHRL @it E gfL|Ct.
T—Pﬂ% nput user (0|7 Ctolo{1 R4 Q| CI|O|E{0f| M) B iEl R E &5t Xl S5& HMst
O| EEg o] &€EELICH managers OMX|2 22 O] FEI2 AL X} O|F 0] #440f Z & E[0{
=X| input.user 2 QI5t0{ 208 Eoi= AIEAI7} B B QK| iR E = QIR LICt managers

K40 mim oX
rII (o]
2 0o

ol MMo| of= 0f 7|E%{0|H Rego & OPAL| 7|50 CHet 2t &6t 7LE AKXt MHE XM BsHK|E
of&LICH REMIBH LI 2 OPA MBME HE 5t OPA GitHub README IHlE 2t =3t 1 Rego Z&|
o|lacte=oM AEs EAAL.

0f 2: OPA2t RegoE AtEEH HE|HHE HAM[A Ko L AAEXH 2| RBAC

Ol o Mof A= OPALH RegoE A25104 EIHIE A2 X}7F &o|ft AFE A} K| ™ 248t0| 9= CHE H
E OH%E|7|0|*._=|_QI APIO M HMA K01 T3t WS 20{FLICE E3t EIFEE J[gto 2 A
ANetste We HoiE LI ol R 2 OPAT} 49| dstoM MEBEle MEE J|Ho 2 MES

B 28 2NE Uit B8 HolEL,
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Tenant A
all_access_role

Tenant B
update_data_role
view_data_role

B E Q| &2 OPAO] CHEF HMA AHEHE LHElE ol AH8 == 2/F HI0lE (RBAC H|0|H) ol MF

"tenant_a":

GET
NiewDatal{tenant_id/)
POST
updateData/(tenant_id

—> Data
microsernvice

A

Decision

 cemcccccccccsssssssssEsEEmEnnEn

¥

Qluery

Open Policy
Agent (OPA)

Palicy
{(Rego)

Data
JSOM)

"all_access_role": ["viewData", "updateData"]

"tenant_b":
"update_data_role":

"view_data_role": ["viewData"]

ELCt
{
"roles":
Iy
}
}

["updateData"],
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EE AL RH7H Holste of2{3 2lg 2 9|= Hlo[E] A4 FEi= 1D 34 (IdP) off K& aof gruict
IdP (ID 324} £ EILET} Holfh ot M8t U EE Atxjof IHEE M MRE £ s AL Y

£ g + JA&Uch

rr

Of o M= OPAL| & EHME At8sto] Het F04& AYst o283t HHo| BHJE HE|E ME}
xio|3t R
o [

YHS HdoZLIC oleft A2 oA RBAC CilO|E{& AtSELICH

o 4=

default allowViewData = false

allowViewData = true {
input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "viewData")

Ol 0] ofH B S3HEK| HOIshHH CHE T 22 U0 ZEE OPA #EIE Taish AN,

{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET"
}
Ol APl £ Z0f CHEH #3t £0{= RBAC G| 0|E], OPA &2 2 OPA 2| 238 ZEtstod ChS3 Z ol
ZA-E L.

1. oM AF2 X7t Tenant AAPIE &

2. Cl|O|E{ O}O|Z R MH|AE EE2 $AI5t1 allowViewData +EI2 #2504 OPA R 2| 24 oA
CF.
TEIE AH85H0 MBS E =

|

of ZAIE g ML
3. OPAE OPA &i%to| 72|

YotekLct. EE3 OPAE= RBAC G| O|H
O| Cl|0|E& AtE5t0{ 222 TIHELICH OPAE Lt t

1= O
a. APl Z£0{ At E HMET QK| & IELICH GET
b. 2HE 27 H=X| HRIFLICH viewData
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AWS THA x|E CHS EIIHE SaaS Mt £0{ & AP| HAMA AMof: 73 M L 2 /E\ﬁ
ZAZ0] tenant_id U= 7F A8 XIS} input.tenant_id 23 E 2ot Z2 x| &olgtL|ct o[
A tH EHIHUE Ae7t S XIELLICH AEgo| ZHEIE CHE EIIHEE Ol API SE2 £ g HEt2
Rofgrg 4 gigrLich
d. 3gro| Q|8 Cl|O|E{of| M g HEt S ]2 7HXQ o & LICt role_permissions O]
S22 oM AFRRI 9 HZT HIE Mo 048 e AL8 504 ZAIEILIC input. role.
e. T80l role_permissions E&Z|04 YU=X| & QIELIC} viewData.
4. OPAE CtZ ZHE C|o|E nto|3 2 AH|A0f| gFetefL(CH
{
"allowViewData": true
}
O| ZEAMAE= RBAC 2 HIE Q14/0| OPAE ?_ et £04 ZHof oA |ofg = JUEKIE E
0iFLICH O]l M2 O RtMl5| dHSE{H CFS #El (=S /viewData/tenant_b AHEEH API 2 &
2 i EAAL.
{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["viewData", "tenant_b"],
"method": "GET"
}
ol Al o420l 2 CHE HIE0f ChEt ZIo|Z! 3X|EH OPA 2| YT SUs F2g
gtgtLICH ol 0| 0] /tenant_b S%0|1 RBAC view_data_role LH Cl|O|E{0] 0471&| &
2 viewData #HEHO| U7| HZE ILICEH off CHaH S et FEHo| HMA Xo{E HEste{H |RAteH /
updateData OPA 2|2 AL & £ Q&LICH.
default allowUpdateData = false
allowUpdateData = true {
input.method == "POST"
input.path = ["updateData", tenant_id]
input.tenant_id == tenant_id

role_permissions :=

contains(role_permissions, "updateData")

data.roles[input.tenant_id][input.role][_]
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ol #=/2 7l5 52 E 72i3f allowViewbats SUSHKIE CHE 22t 2 wheig Zaw
C. 72 0§35 BiE 2|8 HA D BIE Ho| AHO| APl BEX HEHS HoisHox| 2ol
SHLICk 012 07 MBE 4 9/ 7| Yol 2R APl £ 50| CHE [} 2 72 Q24E HHZ M2, /

updateData/tenant_b

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["updateData", "tenant_b"],
"method": "POST"
}

Ol {2 32 allowUpdateData F#2I = T7tetH ChZa Z42 ek Fof 20| EreHEL|Ch

r

"allowUpdateData": false

Ol Z&£2 &2lkl|X| f&LICH API Z&X7F HHE tenant_id E&Xtet 44 E[0 £QIE HMEE
ArE35to] APIE ?.%3} BT input.role view_data_role HIAE7 Holst 3 EXLICt o=
updateData H8H0| Qo2 2 $&E0| 5{&&|X| view_data_role &&LICt /updateData O| &8t
= tenant_b -‘.L-Iorol MEXEIH MBS update_data_role ZLICEH

r|r Io —'-

0fl 3: OPA2} RegoE A8 RBAC ! ABACO]| CHSH HEIE|HE HMA A
04

O|F M449] RBAC M| & 7iMdstedE AL Aol A £d& FIHE + U&LICH
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Tenant A

A

User: Bob
Role: all_access_role
account_lockout_flag: true

N GET
- NiewDatal/{tenant_id
— > Data
— %\ microserice
A

_ POST P
T_{updateDataltenant_id :

Decision ! ! Query

Tenant B

User: Alice
Role: view_data_role
account_lockout_flag: false

A

a
User: Mary Palicy —
Role: update_data_role (Rego)
account_lockout_flag: true L (JSOM)

Open Policy
Agent (OPA)

Ol tldlE Ol oix|et SUet Heh S ZEfotx|B AR £ dE FIHeLIC
X S o
o

account_lockout_flag Ol

"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
.
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
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AWS 8% X|F

Olo

account_lockout_flagAtE& Xl Bobol /viewData/tenant_a CHEI OPA # 2| 20| UEZ Al

At 442 dIo|E{ MH|A HMEE 4 &Lt

1o=

{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET",
"account_lockout_flag": "true"
}
MM A AHEE 250 2= 7EI2 0| of|Qt H|R5HRIEH £ & QlstT| {8 F7t ol ZE ko]
A& LICH account_lockout_flag

default allowViewData = false
allowViewData = true {

input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id

role_permissions := data.roles[input.tenant_id][input.role][_]

contains(role_permissions, "viewData")
input.account_lockout_flag == "false"

O| #2|= Wt Fo AL S PHEELICE false O|= Bob2 true I8t account_lockout_flag

attribute Z10|11 Rego 122 BobM|H 2HIE A& EHIHEJ} JUSHE 275t HMAE

allowViewData 45 35t7| & LICH.
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Bob
role: viewer

A

Shirley
role: dataViewOnly

L J

\

\_‘—‘_‘_‘—ET

|

-

A

Alice
role: admin

O| of| Mol A BEHY

of 2

0?.'_'

"role":

w0| x| & 0
stof fEhof ST st HEDH 2 4
S wop oA B 722 #2lstof Ul EAIY HES
£ 2Uie 72l 032 OPAd] Yoz Fig

"viewer"

OHE 2|7 0lMof= Ul 7Hel HE Ol

ULSF stedn

st 7}

Y

-

Application

wewl.ls ers Button

viewDataButton
updatelsersButton
updateDataButton

A

Render
allowed
buttons

Auth Logic
viewlsersButton
viewDataButton
updatelsersButton
updateDataButton

|
3]

LY

Decision

¥

Qluery

Open Policy

Agent (OFA)

Policy
(Rego}

Data
(JSON)

J&LIC}H Bob's, Shirley2| UIE ZE{Z

Hall EZ&LICH UIE AISRIZEE 2F

ZA™ELICH Y& S viewer 7HE BobO| UI
FefLC.
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{
"roles": {
"viewer": ["viewUsers", "viewData"],
"dataViewOnly": ["viewData"],
"admin": ["viewUsers", "viewData", "updateUsers", "updateData"]
}
}

OPA £ FAI2 0|5 Clo|EI9 Q218 2F AS5Hol 18T &Y S22 MNFLICH

user_permissions[permissions] {
permissions := data.roles[input.role][_]

28y LI

mw

2 &2 7&0|M OPAE input.role X|HE &= HE|o| YR E AIESt0o] EAE HE
Ct. BobO| &2 HE 5t 2F HIO|E0 HE2EM Fojo|H = F 7tX| Hetviewer, & viewUsers &
viewData TEH0| £0{ELIC} [}2FA Bob (2! Ho{ Ad& 2 717 CHE ZE AFS K} of st 0] -,—-{-75;9_|
EY2 3o Z&LUct

{
"user_permissions": [
"viewData",
"viewUsers"
]
}
dataViewOnly3&g 7+l Shirley| £2i0{= et HHEO| ZEELIC viewData admin&

2 T2 Alicel| £30f= 0|28t HEtol 2F Z&ELICt 0|28t SE 2 OPAE FzIstH VIR
EHEILIC} user_permissions 212{™ o E2|70|M2 0| SE 2 AFE3t0{viewUsersButton,
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AA

viewDataButtonupdateUsersButton, & & &7(7{L} Z A& &= QU&LICH updateDataButton
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/isolation-mindset.html
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SaaS O Z2[7|0|M2 SaaS ID2| 7HEE &5t ALEXH IDE HICIE IDO| HIQIE5t= el 2
H AFRHIE WHELICH QYo = EHICIE AHEXIE ID 32 X2 AFEX1of| CHEE 28I F= S4e =2 X
’“%P= ol ZePElLICE ol A 5tH Zf o E 2|7 O] oM EldEof IDE DHE5t= 0| AFE A}
£ Z2MHAZ O|MELICH 28{H QIS E ZH AZKHE JWT (JSON ¥ EZ) o] UHE M SHIE H|
IDE ZH Euct.

e 0|
|m J

OEH7ER|2 e 20 ol CHE SHHE E3 MHE A9 MEI2 of Z (7 0|M 2 X0 ofa 2 k[0
Me e ELich &% HEt 201 20| M ALE8lioF st WA MEAE AHstedH MSRE EA K

Ao HESHHL HIPEE HA K40 OfE st AMA|. o243 DHE2 Lo = o 2|7 0[M0|
£ Z=3l= Amazon DynamoDB &£ Amazon RDS (Amazon RDS) 2 ZH2 HI0|E| AE0{0|M FX| &
2IElLCt ID 324t (IdP) 2| CIO|E 2 olz{et tHE S MB5t7LE E&t e == &Lich J2{™ Ukt
Moz HE 204 Q0 EHdt ZE A ZEE JWTE Sall HIHE, AFSAH & EA XA 7H9|
A 7t AEApod| Al M[SElLIC.

Ol A& EldE0| TenantA &5t Het R 048 PIsH HE KT A ps-43214321 ID7t U= HA X
HAE M5 AFSXIOIA Alice JWT7F O{EH EAIE|=X|E E0{FLICt

{
"sub'":"1234567890",
"name":"Alice",
"tenant":"TenantA",
"policyStoreId":"ps-43214321"
}
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Amazon Verified Permissions@| E|lFIES HA AE 0] M| ZEE 2 SaaS ofEZ2|7|0|MHe| Zt EHEE
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
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FHE A8 72l Saas DO 0fBsto] EILISE HalEiIC 0 U2 Y442 HUS ol W YL A
&2 MolM TS RS YBE YHS MBLICH

St FAl|eF ZRistH AZst 1 A SaaS
(@)

SaaS O ZZ|#H 0|2 IdPe| LEZ K K| 22|38t -ILP DynamoDBQ} £ 2F Olo|e AL K|
2t2|5104 SaaS OEZ2|7{|0|Mof| DHEIS NMl=2¢& = &Lt EE8F o|2 7| 68 EoF =X 7} EHHE 9|

U7t |0 BHAES| HHM KA ASEESF & & Q&L

ol Mo ME AtERS| &8 Z&stE JWT7HAPI AEZQIE M BB tenant S04t 2 H7
RO 2 M E|s WAIS HoiELICH AWS Lambda HEt HoJRts R4S SHIE MM AR 2}
L8 g LICH policyStoreld

Amazon APl Gateway

{ {

“sub™ "12345678907, “sub” "09876543217,
“name”; “Alice”, “name”. "Bob”,
“tenant™ "TenantA”®, “tenant™ "TenantB~,
“policyStoreld™: "store-a” “policyStareld™ "store-b®
H }
AWS Lambda authorizer

W W
W i
x{E} x{E}
Amazon Verified Permissions Amazon Verified Permissions
Tenant A policy store Tenant B policy store
policyStoreld="store-a" policyStoreld="store-b™

Ctg ME HM2 EHHAEY ’8"‘—'1 AE 0] A mH2CIS EodELICt E8F TenantA. The
policyStoreld store-a o Alice £3t= AF8Xt= HIHE IDO Alice, DHEE|O{ SHIE EM MHE A
E M83t= S ZAE Lt OIE"71I 5t o HAO| AL E &= TenantA U&LICH
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ElEY Y XHEA REH2 HIAES| HAME EelgLct HEt £o4= AFEXL7| OIO|E{of| CH
ol =&E + QUes EHUS MEELICH o] ZRIE ALE5HE 7H4 oHE2(7o|MT}p & 4El 2|4
AE AWS Well-Architected Framework, SaaS Lens A Aol Mo|=El 2 CIE Az HFHLIE
£ AH83toqd Ze|sHok gFLct.

Ol YAMofM Alice = ZE E|AAQ| HIOIHE & + U= TEHE 7HELICH

permit (
principal == MultiTenantApp::User::"Alice",
action == MultiTenantApp::Action::"viewData",
resource
);
et 2045 2%t Verified Permissions Ao 2 WIS A|ZH6tE2d™ BHIHAEO| DHEE T] IDO
A sts Y™ XA IDE MSsHoF gLICt store-a
{

"policyStoreId":"store-a",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

},

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

},

"resource":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

},

"entities":{

"entityList":[
[

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"
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AL
&

"attributes":{},

"parents":[]
},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"attributes":{},

"parents":[]

}

MEXE= HIEIE BOl Bob &£35tH HIFE IDME OHEEI22 SHHE H™ HEALAE ALHSSHOF & LICE.
policyStoreld store-b Bob O|& 7| 5l™ E|HE Bo| HAg o

O| Bob 2oz ZE 2IAAQ| HIOIEE ALSAE XIHE = Q
BOZ M E|= customizeData H YUY = U222 YA

—
E|HE Bofl Bt _T'_-.C-’.-E. L|ct. Eill—iE 78
MHEA DEH2 J|IEMo R HHEHYHE AKX XA HAE K|

permit (
principal == MultiTenantApp::User::"Bob",
action == MultiTenantApp::Action::"customizeData",
resource
);
Tet 2048 3D Verified Permissions 22 ALE5t0{ WIHE AlZ5te{H HIHEH HEE IR
IDOA| Sl 5t= A XME A IDE MB38Hok & LCt store-b
{

"policyStoreId":"store-b",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Bob"

},

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"customizeData"

},
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"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"entities":{

"entitylList":[
[

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

I

"attributes":{},

"parents":[]

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.
"attributes":{},
"parents":[]

ASE HEtS AH8SHH IdPE HA XAt
oAM= ID ME L Hot FHIE YA 3 |ct.

2|5 Amazon Cognito®} IdPZ Stste &hol CHEE XM LIS 2 HEE Het MEM
Cognito dBME HESIHAIR

Y MELE 1P SYotE B2 M MEAT ofLto| ID £ A0 AL = JIGLICH & 01 4
Sl T2 Amazon Cognito2t S & 5t7|2 MEAS 2 ASE Tt HA AE0{2 Amazon Cognito
AR E9| HIHE Ae[of ArZ == HMEFS Dle{3stof FLICH ¥ AE0{Q A8 EX 22 /X

< 61
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/quotas.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/quotas.html
https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
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Amazon APl Gateway

{ {
“sub® "12345678907 “sub® "09876543217
“name”; “Alice”, “name”. "Bob",
“tenant™ "TenantA” U “tenant™ "TenantB”
H H
AWS Lambda authorizer

Amazaon Verified Permissions
Multi-tenant policy store
policyStoreld="store-multi-tenant™
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
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Che ME YM2 B 3R YEEIUE ¥4 M7 H2{CtAe HoiELICh ol HMolME 49
FA|7F MultiTenantApp: :User U= 2ot FH7t ZE E|AA9| HO|EE 2 = U= HEt2
MultiTenantApp: :Role Admin Z&LIC}H
permit (
principal in MultiTenantApp::Role::"Admin",
action == MultiTenantApp::Action::"viewData",
resource
);
Ehel M2 K& AT AHE S 0|22 Verified Permissions M2 K& A= 2o Fx|9t AAE EHIHAl &
0| 2lAaAet HAE EIHAA| £40t Ux[SH=KX]| & lslok gfLICt 0|& IsHME EX ME A0l CHS
YHg ZEstod 2laAct Hot FRO| HIAl 4440 Ux|sHx| s DE M Roi @30| HRET
g g = gL

forbid(
principal,
action,
resource
)
unless {
resource.Tenant == principal.Tenant
};
B B2 YEEUE WM MEA DUS ASSHE Mt 20 230 FP MM KFA DE R Y
M Ao AR LICH ChE 2HEAME 7H/E 7HR|D U7| E0d User Alice HMAT HE K]
HAdmin, 2lAA L 2ot =Xt #74El Tenant 482 & TenantA CHILICH Role
{

"policyStoreId":"store-multi-tenant",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"

I

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

I

"resource":{

"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"
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iy
"entities":{
"entitylList":[

{

"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}

I

"parents":[

{
"entityType":"MultiTenantApp::Role",
"entityId":"Admin"

}

]

},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
I
"parents":[]
}
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
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Standard Tier

-

APl Gateway

"sub™ "1234567890",

“name” "Alice”,

“tenant™ "TenantA”,

“policyStoreld™. "store-s-tier”
H

{
"sub™ 0987654321,
"name" "Bob",
“tenant™ "TenantB",
“policyStoreld™: “store-s-tier”

Lambda authorizer

«
v
x

Amazon Verified Permissions
Policy store for Standard Tier

policyStoreld="store-s-tier"

- /

Enterprise Tier

4 N

AFI Gateway
{
“sub” "543216789"
“name"”; "Chris",
“tenant™ "TenantC",
“policyStoreld™ “store-ent-tier”
H
{
"sub™ "543216789",
“name"”; "Diana”,
“tenant™ "TenantD", -
“policyStoreld™ "store-ent-tier” Lambda authorizer
i
v
x
Amazon Verified Permissions
Paolicy store for Enterprise Tier
policyStoreld="store-ent-tier™

o /

Premium Tier 1

4 N

AP| Gateway
{
“sub™ "543216789",
“name"”; "Pankaj",
“tenant™ "TenantP”,
“policyStoreld™ “store-p1-tier”
H
Lambda authorizer
v
s
x
Amazon Verified Permissions
Palicy store for Premium 1 Tier
policyStoreld="store-p1-tier™
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
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https://www.openpolicyagent.org/docs/latest/philosophy/

AWS A x|E CtE HI'HE SaaS &t £0{ & API HAM|A KMo 73 M4 L 2 A

= Ap|E 4288 EIHAES} AKX} EIIEQ LARCIXK| 4R E J|H S 2 APIO]| CHEF UMAE 58
742 OPA EM 2 S E0iELICH

data tenant.allow Legend

T

data.tenant.user_is_member

Base documents (loaded data)

T Virtual documents {computed
from Rego rules)

input.user_tenant_membership

data.tenant_api_ownership ‘
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Legend

Base documents (loaded data)

Virtual documents (computed
from Rego rules)

data.user.allow

data tenant.user_is_member (—{ inputuser_tenant_membership

‘ inputuser_id }—) datatenant.user_has_role

|

data.tenant_api_ownership ‘ ‘ data.tenant1.user_roles ‘ ‘ data. tenant2 user_roles
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data.userallow Legend

Base documents (loaded data)

data tenant1.api_auth data.tenant2.api_auth data tenant3.api_auth Virtual documents (computed

from Rego rules)

A A A

inputtenanti_user_data ‘ ‘ input tenant?2_user_data ‘ ‘ input tenant3_user_data
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data.userallow

Base documents (loaded data)

data. auth. standardized_access

Virtual documents (computed
A from Rego rules)

input standardized_user_data ‘
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/pep.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/considerations.html#external-data
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