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1 Installer 1 H .
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. . ! o Centralized logging !
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. b . I Amazon S3 I
GitHul
AWS CloudFormation ! AWS CodePipeline ) AWS CodeBuild ! ! aws-accelerator- !
] awslabs/landing-zone- ] ! central-logs !
AWSAccelerator- 1 AWSAccelerator-Installer AWSAccelerator- f 1 9 1
accelerator-on-aws . ) )
InstallerStack.template ! InstallerProject ! h h
1 1
. SENNNIR : I (- %D'l I
1 >'— *r— 1
o i (& i
1 1
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_____________________________ ' Data Streams Firehose aws-accelerator- '
: ! access-logs !
Core | . .
— - | |
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1 ] 1
- | | '
AWS CodePipeline ' Amazon SNS AWS KMS ' AWS KMS Amazon 53 '
AWSAccelerator-Pipeline : Pipeline notifications Management keys : Centralized logging keys aws-accelerator- :
1 1 1
| '
|
|
1
1

Account creation management and
Control Tower drift detection
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' 1 1
: 1 1
1 1
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1 1
1
| : Amazon EventBridge AWS Lambda : Amazon EventBridge AWS Lambda
1 | . | ‘
Deployment \ ! Control Tower events Management functions ! New CloudWatch Logs Central l.og_gmg
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! 1 1
o = : ] 1
2| | 3 1
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AWS CodeBuild K | E: .
AWSAccelerator- . ! ] . ]
BuildProject AWS CodeBuild | | AWS Step Functions Amazon DynamoDB AWS KMS Amazon S3
AWSAccelerator- : ! Management functions Environment ! Per-account or aws-accelerator-
1 1
BuildProject ! I configuration I | per-Region keys s3-access-logs
! 1 1
! "
------------------------------------------------------------ * Additional resources not depicted are deployed based on configuration.
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https://www.disa.mil/~/media/files/disa/fact-sheets/secure-cloud-computing.pdf

L
Al
Ral

3

AWS Tt

i

&

Internet

| Internet access
point (IAP)

Non-Classified
Internet Protocol EP‘
Router Network #l

(NIPRNET)

Trusted Cloud Credential Manager (TCCM)
for cloud governance

E AWS Cloud

Virtual Data Center
Managed Services (VDMS)

Virtual Data Center (VDC)

808 B8

Virtual Data Center
Security Stack (VDSS)

Qe

Cloud Access Point (CAP)
for boundary protections
Secure Cloud

Q=
Computing Architecture (SCCA)

ol MMolMe 2z =M

o A —
0| &+ A LZ

O¢§ TESE LZACS AE 7=
SCCA QT AIg S &5t &
T MNEE AR SFst=Ol =

+ot= Ot 7|HIXME 7
=0l == ot7|™%{2o

24:0f Chsll XtMIS] Bt SYHEALRS (DISA) EEE E5ots Ol
AS| alie T 2401 CHoll ABEFLICH
ZE& EoiELICE AWS 2

CH2 o|O0|X|&= SCCA LHoi SCCA 74
Z2IREO0| LZACHE HE F+Z= DISA
st= Ol E20| &=
| o= SCCA O} 7|EllX{ CtOolo{a S

Ji)|'

ot

AlA|2. AWS GovCloud

Jlgeluch R E4 2
él-



https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/dod-scca-multiaccount-ra.pdf
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/dod-scca-multiaccount-ra.pdf
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/dod-scca-multiaccount-ra.pdf

z = o s -
AWS THA x|E Ol =42 AWS & o 2ot 2= HAFE oF7|=X{(SCCA)
AWS GovCloud (US)
Management account Audit account (Security-Tooling) Log archive account
[ ;3 S -—
E =
AWS Organizations AWS CloudFormation ] Amazon Kinesis Amazon S3
B E
. [— AWS Security Hub AWS Config Amazon GuardDuty
}j’w ' Administrator Administrator ?Q
AWS CodeCommit AWS CodePipeline AWS CodeBuild AWS KMS
Network account Development workload account*
(Transit) Inspection (firewall) VPC
""""""""""" P St ] Testing workload account* 1
H Availability Zone A | Availability Zone B H
H L H Production workload account*
| . Firewall subnet A | | | . Firewall subnet B |
! [ ! Production application VPC

o ) 8(;&- o H}‘@ 0 R I T N

—l ! Third-party L Third-party ! ! Availability Zone A [ Availability Zone B :

! IDS/IPS* ! IDS/IPS* ' ' .. '

Internet ' " ' | . H

! L ! ' App subnet A ] v App subnet B ] '

N o N I [ 1

N o N [ [ 1

! . Private subnet A L . Private subnet B ! ' Data subnet A ] v Data subnet B ] '

] [ Ll — 1 (] 1

1 [ 1 I a '

" ' I a '

| TGW subnet A o TGW subnet B N

5 & o : . J i J:

4 K D L - s
. . [ o1 1 Y --"-""-"""""""/"""°"°=""= "= "°=>"°=>""=/""=7 ;. ;/ -/, /OO T-T-TT---

odz;':’::‘:"::s AWS Direct Virfual [ 1
" Connect gateway pri at'g : : :
[ 1
" '

Transit gateway
attachment A

| . TGW subnet A |

| . TGW subnet B |

Transit gateway
attachment B

‘——\

AWS Transi

it Gateway

Shared services

account
External access VPC*

H Availability Zone A |

O

Inte| nel
gatdway
i

Transit gateway
attachment A

L
v @ TGW subnet B

Availability Zone B

| @ Public subnet B |

Shared services VPC

Availability Zone A

Availability Zone B

i
!

@ Private subnet B |
. |
i

I

|
- ===l
i

|

Transit gateway
attachment B

|
h o

| o

h L

| @ Private subnet A L i

h L

h

' (Anive Directory, collaborative tools, or package or container repns“)
h

] ) 1 1 S

| o

|
: M| T6W subnet A

)| TGW subnet B

Transit gateway
attachment B

Transit gateway
attachment A

* For illustrative purposes only

E 1= =

-

HI2OE| 22t*E
g

LIC} ElAM o= O] 7H0|=

(DISN) 0ilM & & ZetRE= EI-7=101| CH3H QH M A

HMA ZQIE (BCAP) e 2ot

QL HAMA ZOIE (CAP) & ZZlolM Ol2| A
<] of E%*EI | ot&LICH CAPE 28 HE AAH”HI HELT
NS gLct. E8 CAPE EEIREZ 5 E DISNS|
2R EF K| A|AE] (IDS), & W X| AAE (1PS) 1t Z

AH 23 & MSELct DISN A= H+§+4, x|o]




AWS THA x|E Ol =42 AWS & o 2ot 2= HAFE oF7|=X{(SCCA)

2 Ato|t] &of 7|s 0| ZefELICH ZZ%|0{ A DoD Cloud HIO|E|E HMA ZQIE BHETA C|AIRIE
AtE3atod HMAsH=E Zd0] LR ULICH AWS

7te Hlo|E{dIE] 2ok AEY
VDSS (7H4 Clo|E| MIE| E ot AS) o] 2xie 3 AEIE|E DOD YT 49K HE270|MS B33
= JYLCt AWS VDSS= EHot MH|IAE @8t 782 M3 ELIC v SSE SCCAOM|AM CHE R S| &
O stolg £ #FLICH 0 T4 R40]s ¥ HE2IH01M Was, DDOS B3, 2= Wik, L=
2L BlAAE HIRE QHhe s 917 AMA Mol U ZAH 3 MulAg Ze 2ot W HEYD A
HIAT} B El0] Q&LICh VDSSE Betec Qlxal £ 2xn|4, HlolE] MElf 28 4 L
CF AWS SEE B SEUAE laaS (A AE 2122) 8 89 VDSS 715 MBI MulH &
E9ll0] (SaaS) 2T M2 Sl Ol2{3t 7152 MBY AWS £ & LICH VDSSO| CHEt REAIEH LIS

Dob 2212 ZFE Hot 97 ALY HOIEE HASAAIL.

CtE Eoll= VDSS2| %4 Aol Liet QI&LICH LZATH ZF F A" E §Fst=X| 0472 0|2
27 AFEE SFdts IHI AFO%E* AWS MH|A == Qe 27 AFeE dIef L

ID VDSS Eot 23  AWS 7|&: F7l 2lAaA LZA7} MEEIL|
ALE C}.
2.1.2.1 VDSSE EE 2 AWS Network VPC ZZ| M8 CHa

2, AFEAF 2 Bl  Firewall

O|E{ EcH=EIE 7}

oz oo HEST A
£ (0t Rlo{ 22 (ACL)

At AEl HES
3 QlEfm oA 0]

HotaE
2122 VDSSE &2l E  Amazon VPC (2!  Amazon VPC2| M A
CHEIo| MIESIE ABAZFERNZE AS3 2 Al
et AS5AIE  EEFY

CF.
2.1.2.3 VDSSE £2}0| N/A 2 geld et Mg 8}
C1E A|AHEIO| H gFZEAE AR

7HJ CIOIE1AIE] 2ot A5 7


https://dodcio.defense.gov/Portals/0/Documents/Library/CNAP_RefDesign_v1.0.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CNAP_RefDesign_v1.0.pdf
https://dl.dod.cyber.mil/wp-content/uploads/cloud/zip/U_Cloud_Computing_SRG_V1R4.zip
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-isolated.html
https://docs.aws.amazon.com/vpc/latest/userguide/data-protection.html
https://docs.aws.amazon.com/vpc/latest/userguide/data-protection.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/vpc.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/vpc.html
https://aws.amazon.com/blogs/architecture/serving-content-using-fully-managed-reverse-proxy-architecture/
https://aws.amazon.com/blogs/architecture/serving-content-using-fully-managed-reverse-proxy-architecture/

AWS THA x|E

4HE AWS 8 o Hot 22l E ZHFE of 7|=R{(SCCA)

ID

2124

21.25

VDSS E¢t 27
At

M 232 el
B4l oy
g

VDSSE= AFH &
OlEl #A ME
(HTTP =& &
7|Hto 2 o= 2|
7ol HS chst
2 A 9l Z/E]|

ro

ol
-
(@]
¥
12y
I

mjn
>
i

roor 8o

T Koy
gl

OHmeEm
Jn
rr ]
d

ot o
o =
o
-
o

VDSSE £21g]
x| ot ofZ 2|7
O|M & EcH=
THE5t 0 AHE
= AE7ls

M| S st oF &L

T mo mek mjo

AWS 7|&:

AWS WAF

IECERE T

AWS WAF

sto ZHXE A
SELct
HoNER 7
At

Network Firewall

S ME8BITLS E

i HAF

Amazon AF&
AWS WAF gt
GuardDuty 2! 9
MARR SAE
E X522 RIE

|_ HI e
o =

[e]]}
rir

LZA7} M8 EL
C}.

2
0k

HL
0%
=0
0jo

7Hs HOIEHE] 2ot A%


https://aws.amazon.com/blogs/architecture/serving-content-using-fully-managed-reverse-proxy-architecture/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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https://aws.amazon.com/cloud-adoption-framework/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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