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VPC Flow Logs= VPC2| QIHI2E & Ot RHI2E IP EEiEl2 7| & LICt. 224{™ Amazon VPC7}
Amazon Simple Storage Service(S3)Lt Amazon CloudWatch2 23 & EHL|Ct Ct& =7 & StLE
ArE35tod 2OE B BAE £ &L

« (Amazon S3&) Amazon Athena

+ (CloudWatch&) CloudWatch Logs Insights

REME L1t of A HEl=E ClES 2 H XML,

« Amazon VPC Flow Logs # Z|(Amazon Athena A2 AT A)

« CloudWatch Logs Insights #2IE VPC £& 219} &7H AF2sted™ o{=E A sfjof stLt2? (AWS K|
Al MIE)

« CloudWatch Logs Insights #/ 2| 7 &(Amazon CloudWatch Logs A& ME M)

VPC Flow Logs7t Zix{st= HE f&of CHet XtMIEH LI 2 Amazon VPC AHE B M 2| Flow log
record examplesE & Z5tM L.



https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/athena/latest/ug/vpc-flow-logs.html
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-flow-logs-and-cloudwatch-logs-insights/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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Amazon AthenaE X A5t 22 # &l Ao Y x|IE F438H0F & LICH X|&2 Amazon
Athena Al AHAMO| Athena 2£ & AFE35H04 2| A0 x| X|HE R ESHHIL.

Amazon Athena 3 2| o K|

£ UESIZ QEH 0|20 ofRHI2E ZElXF EEiEE gHEhstE Athena #{2|2] 0f
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https://aws.amazon.com/network-firewall/
https://aws.amazon.com/network-firewall/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
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CtZ Athena #El= IP F£27} 10.100.0.102! HIE X3 QE{HO|A0|AM ol RHI2E & 2| EEfE 2| &
|C

SELECT * FROM "<vpc_flow_logs_table_name>"

WHERE interface_id = 'eni-1234567890000000' AND srcaddr LIKE '10.100.0.10' AND dstport
< 1024

LIMIT 200;
£ of| A
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
action ACCEPT
log_status go|
VPC Flow Logs& A& ff VPCOl ofRHI2 = EiE B4 =H Al 5
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CtZ Athena #El= '10.32'2 A|%f6t= CIDR 50| QY= VPCO|A 71 E BI2 ol RHI2E EEf

TotE AR IP FA XEE BHEFENLICEH

SELECT dstport, dstaddr,

count(*) AS count

FROM "<vpc_flow_logs_table_name>"

WHERE dstaddr not like '10.32%' AND interface_id = 'eni-1234567890000000'
GROUP BY dstport, dstaddr

ORDER BY count desc

LIMIT 200;

£3 of A
# Dstport Dstaddr count
1 443 52.x.X.x 1442
2 443 63.X.X.X 1201
3 443 102.x.X.X 887

S VPCOIM S E ol RHI2C EBITS #HEtst Athena F2I0l of
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CHS Athena FEZlE= '10.32'2Z A|%fst= CIDR 250| = VPCO|M 7HF &l ofRHI2E ECiE S Bt
g LICH.

SELECT *
FROM "<vpc_flow_logs_table_name>"

WHERE srcaddr like '10.32%' AND action LIKE 'REJECT'

£ of| A
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
action REJECT
log_status go|
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H HE3 QE{H 0|A0 M ol RHI2E B E|At EBHEE Btetst= CloudWatch Logs Insights 2]
of

lo 1]

Ct= CloudWatch Logs Insights # 2= IP £47} 10.100.0.10Q! HE 23 QIE{H| O|A 0| A O HI2
E zt2| EBfE | XS 20070 ZHE BHEHEFLICE.

fields @timestamp, @message

| filter interfaceld = 'eni-1234567890000000"
| filter srcAddr = '10.100.0.10'

| filter dstPort < 1024

| limit 200
3 of| x|

1= f

@ingestionTime 1659310250813

@log <account-id>:/aws/vpc/flowlogs

@logStream eni-123456789000000-all

A o Abg|
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#flow-log-records
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@message

@timestamp
accountld
action
bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
protocol
srcAddr
srcPort

A=

S VPCZEE 71y B ERfTE A5t QIR 1P FAE HHE s

Ct= CloudWatch Logs Insights # 2= '10.32'2 A|%5t= CIDR 50|
E EPjEE £AMSlE 2R IP T4 XEE dhEHELICEH

X Ht2

filter @logstream = 'eni-1234567890000000'

2 <account-id> eni-123456789000000
10.100.0.10 11.22.33.44 36952 443 6 25 5445
1659310200 1659310225 ACCEPT OK

1659310200000

<account-id>

ACCEPT

5445

11.22.33.44

443

1659310225

eni-123456789000000

FO|

—

1ok

25

6

10.100.0.10

36952

1659310200

N

CloudWatch Logs Insights #

A= VPCO| A 7+& BE2 of

0
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| stats count(*) as count by dstAddr, dstPort
| filter dstAddr not like '10.32'
| order by count desc
| limit 200
£ of A
# dstAddr dstPort count
1 52.x.x.x 443 439
2 51.79.x.x 63.X.X.X 25

S 7 VPCOllA] 74

Ct= CloudWatch Logs Insights #2[&= '10.32'2
E Eg{=g gteterct

Ho f1

filter @logstream = 'eni-0123456789000000'
| fields @timestamp, @message

| filter action='REJECT'

E£3 of A

c

@ingestionTime
@log

@logStream

£l ol RHI2 S E2iTS BHatat

£ CloudWatch Logs Insights #2/2] of

Azt 3HE CIDR £20] /= VPCOM HE

o
=

1666991000899
<account-id>:/aws/vpc/flowlogs

eni-0123456789000000-all

El ObR Ht
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@message

@timestamp

accountld
action
bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
protocol
srcAddr

srcPort

2 <account-id> 'eni-0123456789000000"
185.x.x.x 10.10.2.222 55116 11211 17 1 43
1666990939 1666990966 REJECT OK

1666990939000

<account-id>

REJECT

43

10.10.2.222

11211

1666990966

'eni-0123456789000000'

FO|

—

1ok

—

17

185.x.X.X

55116

1666990939

2
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® 82
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Hot O #EIg MHE £ U&LCH REMIEH LI 2 Amazon RDS AFE MBE A Q| VPC E9F I & 7H
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#default-security-group
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#creating-your-own-security-groups
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#creating-your-own-security-groups
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#creating-your-own-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#working-with-security-group-rules
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec
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Amazon ElastiCache (RedisOSS) 2 Amazon ElastiCache (Memcached) QIAE A CHE 2 & OF2
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- ot a5 EC2-22iA! (0}OFE ElastiCache (RedisOSS) AFHE M M)
- ElastiCache O|3H2} otO+E VPCs (OFOHE ElastiCache (Memcached) AME AE M)

Ol SAE O|ES AFE310{ VPC all o} 2HIR2E EClZElS XN|eHs7|
AWS Network Firewall DNS
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&LIC} VPC 0 & E01, o Z2[710]|440| Application Load Balancer
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£ AWS Network FirewallAt&35t0{ VPC EEiE 2| HH O|F E Al (SNI) ol MSsts EAE Of
SO O RHIR2E QB HMAE MEHE = JU&LICH HTTPS

REAMIEH LHE 2} of A Network Firewall 22 7212 AWS Network Firewall Developer Guide2| Domain
filtering2 F XM . REMIBH X|El2 Ot AWS F7 X|E (APG) THE 2 & =3t AAl2. Network
FirewallZ At&3104 Ot RHI2E EEfEO| Mu{ O|F EA| (SNI) oA DNS = HQ! O|§ S M5t AAl

(@)
=

@ ®xn
SNIEEHE S J0|M 25 3tE|X| 2 SEHZ TLS RX|ZlE &Y Z2ILICt SEH0IME
7t HHAE AZ5He CHA SAE O|§S LIEHHLICH HTTPS

® 32
EAE 230{| A Network Firewall & Elf A& #22 UO|0|ESH & of Z2|70|A 0] 04T45] o
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/SecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/VPCs.EC.html
https://aws.amazon.com/network-firewall/
https://https.cio.gov/sni/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
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Internet gateway route table

Destination Target
10.0.0.016 Local
10.24 34 12827 Network Firewall endpoint AZ-A

10.24.34.160/27 Network Firewall endpoint AZ-B

Internet gateway

Bl Aws Cloud

{ Availability Zone B
| NetworkLoad !
Balancer

: 4 | VPCCDR |
' 102434004 |

' | . Public subnet
@ : ' 10.24.34 12827

AWS Network Firewall / "%" | N | %
Public subnet routs table | \/ ‘
Destination Target | | Endpoint AZ-A

! ' Endpomt AZ-B
1024340124 Local H |
Stateless 0.0.0.010 Internet qateway | | o
| i \
1024345427 1024349527

Protected subnet route table

. Public subnet

10.24 34 16027

e
)

Public subnet route table

Destination Target
10.24.34.0124 Local

0.0.0.0/0 Internet qateway

@?

Protected subnet route table
Destination Target
102434024 Local

0.0.0.0/0 Network Firewall endpoint AZ-A
Stateful | i NAT AgzanM y
rules ; ; Aazon Elastic Kunametas
! | / Benvice (Amazon EKS) \
. Private subnet o . Frl
D

34[4

Private subnet route table

group

Private subnet route table
Destination Target | N | Destination Target
10.2434.024 Local ! [ Worker nodes ' Worker nodes [ ] 10.2434.024 Local
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
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B35

BH
5H ML

5]

E

o
5

AWS 222 E0M VPCo| o RHIR2E HERI

tod =Efoil CHal e

ML 7| LI of & S04, 0| &2 dotof| ZE2H?'Els EXME E71
o

—

17 22 s ALE

ot

P

=

Ab ks o

A
X

|7

AWS THA x|E

2|

20 = < {| gy 1 J
- __o_u L
w 5 aq AU
NE: ol w <
M1 & = ol ﬁﬁ_ A
= 0 < &
= ul K W Ew <
i OF ol [y
= M ok — %0 U0 —
o L s 5 ow D0 0 2
= © 1 —n O 100 O
e al ol ol I — <
= o 0 7 aa X
=) o o JK B
ol T 00 ol K 2O
oF < 3T = ol ol 175 ol
70 % & R0 LR
1 ox w K Ll
n J K AW E o @<
< ol | 3N X
T _|__ e 0 3 K
K 110 = =
= o S HH ~
.A_O N = .A_ ) :_L oV = —
— m H OfF - &
ol o n 5 dror 0
R [SE or K [
o ® < o 40 S WM
- h
7 n (=) — = KO O] o
3 23 rg Savy
_._._._ S ol g of M ™ = ol
150 __o._ Kl _._.__ ot 9 N
HI 7 +n = O <l = |
ol 0¥ < °” _Eb =~ U a__. =
& m w2 O W - o
0 & I3 2 $2%3
< ol o= o ™23
= o MK T molk o
. i . . K SR ok Wm0
o T o o o o B KL <X
= = = = = < ° 0f ol g0 g 3l g W
o < o o o i 4 T =T 5 TH R | ml T |
K 3 Ki K K whe n gm @ WS
KO i KO ol Kl = I Kq K \ oo <O M T < o
i mu| o0 p i Sl ® S5% 4 T ooIx
wo 2 A ol H 0 0 S = <R o L m_m. no K"
q o @ H g 0w oz g WM gn K9 g FU
of ~ 8§ Foxg o~lwm o ~g ol WG <kl g TR
[} o =3 [} =3 I [ X

51



https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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