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Provisioning &
configuration

OS installation and
configuration
Configuring network and
security for clusters
Storage provisioning and
configuration
Hardware provisioning
Patching infrastructure
Configuration
management

Operational health

Guest OS monitoring and
logging

Infrastructure monitoring
and logging

Antivirus

Hardware failure
monitoring

VM encryption
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Lifecycle
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OS patching

Application software and
components

Network - NSX.
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Compute - vSphere
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Capacity
management

Resource capacity intake
Resource forecasting
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Availability &
continuity

OS and application
backup

High availability

Business continuity
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Roles and permissions

Infrastructure security

Data protection in flight
and at rest

Firewall and VPN setup

Incident response

Managing vulnerabilities -]
OS and application
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processes

Change
management
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CMDB

Incident
management
Problem
management

VMware
licensing — core
infrastructure
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Customer

VMware
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Provisioning &
configuration
OS installation and
configuration
Configuring network
and security
Configuration
management of VMs

Provisioning
infrastructure stack —
network , storage,
hypervisor

Hardware provisioning
- compute, storage,
network

Operational health

Guest OS monitoring
and logging
VM encryption

Infrastructure
mon| ng and logging|

Hardware failure
monitoring
Hardware failure
monitoring

Lifecycle
management

Operating system
upgrades
Application software
and components

Network - NSX

Storage - vSAN

Capacity
management

Resource capacity
intake
Resource forecasting

Availability &
continuity

0S and application
backup

High availability

Resource
mgmt.

Software licensing
application

Security

Roles and permissions
Firewall and VPN

0S and application

Infrastructure security
Data protection at rest
Incident response

Core IT
processes

Change
management

Change workflow
automation

Incident
managemen

Problem
management

Region / Availability
Zone / edge location
—

VMware Cloud on AWS

Physical security

Software
inventory
CMDB

VMware licensing
- core
infrastructure
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Customer data

Applications operation and WM and application 05 and application Wirtual network and Deploying SDDC architecture -
management authentication backup security configuration Host type / number of hosts
VM provisionin VM hardenin Migrating VMs Managing vulnerabilities -
P 9 9 9 9 0S and application

| Governance, architecture, enablement and engagement |

Customer engagement and feedback management |

Deploying SDDC components — vCenter, vSAN, NSX, and ESXi

Managing storage, network, and NSX firewall operations

Financial management and optimization |

Cloud engineering services

Architectural patterns, templates, and frameworks
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Security guardrails, controls, log management, backup

Roadmap, product management, and features delivery

Architectural guidance, design, consulting, and principles |

Training

Managing vulnerabilities
Scanning and applying security patches

sSboC lifecyle

1. ESXi patch and
upgrade

2. vCenter Server
patch and
upgrade

3. NSX patch and
upgrade

4. vSAN patch and
upgrade

SDDC health

1. Replace failed
hosts

2. Add hosts to
maintain
adequate “slack
space”
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS % X|FE VMware Cloud on AWS 72

oo zifo]4d TEF

YA2E=E 2 ofo|2@lolMsts Ol ABEIE B AWS S AILICH RMIE LSS Of

80{Zl0| 7R #2 W CHF 2 00|04 7h455HE 913t 5| S92 AESUAIL.

=<

e oy
HI8ES HAstn 2842 £0[|1 g E8st7| /o A (BIHAI EEE 2 =El4]) ofEE]7H 0|
s QI ZerE et =0l Bl-stn Er3X0|n 718 -0l =2 AlARe =z Metst= Lt

A% ofEaIA 042l HChE Fhi| HEHS Thorstm, O, I U B4 42 Algstn, TXo| Y
OHEZIHOIM| #3 MEIE DL & KIHY 4 QXIS Helsts ol Z0| Sl BotelLic
Lt ATE T of7I=IRIl FAE, HCHSH ZRMA Q| JHY TS DIUAES RHMIS| HTsHE
ZC U 5 ufotE ZAHE A shy| QI8 A AZIQILICH KEAIE LIS 2 ol M OHE 2l 01440 B
CHSt ZH| AEh BIHE A SHAIAIR. AWS BBt

2= BB OIM(BEEIA RF)

IS HHE T2 MAE AS5H0] B MEIAR MYEIE ofE I olMULICH ZEE|A| of
= )71 0| Mol B 74| EFEo| LIt B ofZEIAH0IM FIS 0l CHEr 27+ 2 she T of
=% 728 EHMOF BLICH 2E #I0IAT} HXIH BiEE|4| OB 0IMS| 715 S F7HstH
Lh FHMSHE A of SESHEILICH ol2{3t 2XIE s1Z5t7| /o 0FO|Z2 MHIA of7IHAE A

& 4 aLich RME LIS DH0|Z 2 MEIAZ 3584l 98 HalE HESHAlL.

[Illk

\!.l

MPA

Oro|ZEio|M XEZE|Q BIHE HESFMUAL.

MQTT

HAIX 7 274 EAM HEE HEsHAAL.

HE|Zz|A B2

oic{ iAol CHEr 0| F(271 ol el At & stLt o F)E ddste ol 20| &le Z=MAQL
Ch o & S04, ML 20| 0| ME2 272, AtSAIQI7t, RUNERIZIR? == 0l ZZ4o] 7+

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
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