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3. (MEAY) WA m oA BT E FItetedE M EfT F=7HE MEJELICEH
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https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus ALZ%t 7H0|=
® Note
e ztol +=&E XEE 7|E2Mo 2 150 S ME LM O|F RIS 2 AX|ELIct o] &4
Ol Zd 7tset g aLIct

mazon Managed Service for Prometheus& =2 H| A|ZF5t1 ASHE &=

|0| 70t - greict o Mol M= Amazon EKS Z2{AE 0| M
£ dYst, M MHE 7|2 7+ 9E AL& 38101 Prometheus& Amazon Managed
ME5te H0|HE HF& 2 §fLIct o] WOl AFM Z72 ChS1 Z&Lch
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Prometheus M
Service0l X|E
« M Prometheus M7} X|EE £Z& Amazon EKS Z2HAE{7} ®lo{of gL|Ct.

« Amazon EKS E2HAE0M|= Amazon EBS CSI E2t0|H (& E) 7 Adx|xE[o{ R!0{0oF & LLC}.
« E CLI3.0 O|&2 AF&3HoF ELCt.

o CI2 MMo| EHAHIE £35l24H Linux EE= macOS HAFE{E A58l of gL}

12 A4: Al REE Helm 2IZX|E2| F7}

M ZHE Helm 2IZX|EEIE F7I5t2{H CIS HE S L= LICE o|218t EEoll CHEF AFM|EH LHE=2
Helm 2|ZX|EZ2|E & X5HA 2.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

2CHA|: Prometheus H AT O] A AlA
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M Ojo

HHE 2 235104 Prometheus M & 7|EF ELIER 7 240 CiEt Prometheus WA H O
MAMBrLICE o] AT O|A0 AFHRE prometheus-agent-namespaceOlE 22 HITF &AL,

kubectl create namespace prometheus-agent-namespace
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https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/
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(® Note

EKSE AL&3StX| 2L 7{LE AWS AAM|A 7|2 H|Y 7Bt ALE5}04 Prometheus& Amazon
Managed Service0ll M ASHE Z20lE 7|8 SigV4E AFEE 4= Q& LICH EKS-IAM-ROLE

ATHH: MM AT W RIE 2T AR
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Amazon Managed Service for Prometheus WorkSpaceZ X|EE & 5t= M Prometheus OIO|ME
E Mx|sttiH CtE BHE EAM L.

M Prometheus M| 0| ME & M X|5t0{ Amazon Managed Service for Prometheus WorkSpaceZ X| &
E Eifg{H
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LICE.

« TAM_PROXY_PROMETHEUS_ROLE_ARN# ## ### ARN## HFLAIA|Q. amp-iamproxy-ingest-
roleAmazon EKS A E{ Q| X|E £=ElS ¢8F MH|A 48 M

« WORKSPACE_IDE Amazon Managed Service for Prometheus 2|3 A M 0|A Q| IDE HFELICEH
« REGIONS Amazon Managed Service for Prometheus &3 AH0|A 9| E|M o Z HFEL|CEH

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

Z7|1E A83l04 Lt LIS X &35t= my_prometheus_values_yamlO|2tE TS

ATHA; M M AE 2 XIE 7 AR


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. CI= H22 2245104 Prometheus AMHHE AMAdskL|Ct.

 Prometheus £ A| prometheus-chart-nameO|E 22 HIFAA|2.

* Prometheus HIRIA T O|A Q| prometheus-agent-namespaceOl§ 22 HHRAMAIL

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml
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Grafana®t &2 AMH|AE AFE35t04 X EE [E2I5t= JLICt o Mo A= Amazon Managed
GrafanaZ AF& 3104 Amazon Managed Service for PrometheusOlAM X|EE F2|5tE &S dols
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https://prometheus.io/docs/prometheus/latest/querying/basics/
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https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
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« Amazon Managed Service for Prometheus 3 AH O|A MM

« Amazon Managed Service for Prometheus &3 AH 0|A TZ!

« CIE & EZ &3t Amazon Managed Service for Prometheus Y3 AHO|A ME HE 37| ARN

« Amazon Managed Service for Prometheus |3 A M| 0|A AbA||

Amazon Managed Service for Prometheus 3 A H 0| A 44
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(® Note

Amazon EKS Z2{AEIE AdStE AR AWS Kubernetes 71AEEH E AF2510{ A I3 A

HolAE HdE +k U&LICH

E ME25l0{ 2T AT O|AE MAISE{T AWS CLI

1. OIS BHPES =450 WorkSpaceE e LICt O| oMol H= my-first-workspaceEt=
WorkSpaceE M5 x|t §HE B CHE HIS ME(E= DIAE)E = UsLICH FI AT 0|
A HE2 HIAHOIAE ABHet= O =20| kl= 28 o|FLIch BE2 T |/HK| otz
ELcH 5 7ol ¥ 3AHolAE SYUE BEE 7HE = UX|EF 2E KT AT 0[A0= Amazon

Managed Service for PrometheusOAM d4dst= DR et AT AH O|AIDs7t U&LICEH
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Amazon Managed Service for Prometheus ALZ%t 7H0|=
(M= AHE) REA KMS 7|18 At83tod 3 Am 0|40 MY E CIO|EHE AZ3t6ttdH AHSE
o

AWS KMS 7|2t &7H kmsKeyArn It2tO/EAE Z&E = U&LICH. Amazon Managed Service for
Prometheus= 124 22| 7| AtE0l| CH5H 2F 2 F+5HK| £ X(BH of 7|9 #EAE H|S 0| &g
T U&LICH AWS Key Management Service. Amazon Managed Service for Prometheus G| O|E4

ES
AE3tEE KA T #ElE 718 dY, 2El X A 8steE SHol CiEr REAE LI82 ME & &
=32 HZshMIR.

L

e

423 ([]) OHol DH7H w4 Med Agto|2 2 ol ChE 3 8 Z 8 5Kl OhMl2.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret, Team=My-Team]

O| BE2 Ct= Clo|EE ehaterLict

- workspacelde O] 3 AHo0|A29| IR IDRILICL O IDE 7|38l SLICt.
« arn = 0| ¥IAHO|AARNS| L|Ct.

« statusE YIAHO|AQ| $4XH AENQILIC} WorkSpaceE BHE Zl£0f&= otOlE
CREATINGO| EL|C}.

« kmsKeyArn2 WorkSpace Cl|O|E{& & E3l5t= Ol AAEE[= o #eld 7| chx|EE 3

).
(® Note
D EEE 7|2 M8 WorkSpaces +=EIMAWS ZHEIE £E7|8 AEF £ &gl
Ct.
T2 7| EE AWS AR 7|1E LSEH AASEX| 0{F & MEYELICH 17 2tE|

& 7|2 MME Workspacee |—|'601| AWS 45 7|E AME5tEF HEte &= igLch
(Btchel B T ObREIER]).

+ tagse WorkSpacel| El2(/U = BR)E LIFELIC

2. create-workspace BEZO| CREATING #EHE HHEH5tH CHS HHEE =dsto] {IAHO|A T}
EH|E HRE #olg = Ql&LICt Replace my-workspace-id create-workspace B O]
of CHaH Btetst 2t2 At & LICtworkspaceld.

aws amp describe-workspace --workspace-id my-workspace-id
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Amazon Managed Service for Prometheus NE=IN ] o] )=

describe-workspace BEO0| statusOll CH3H ACTIVEE BtetstMH I AHO|AE ASE &
HI7¢ & ZdLCt.

Amazon Managed Service for Prometheus 2& 2 AI&3t0{ QI AHO|AE M/g5ted™

1. ol A{ Amazon Managed Service for Prometheus & & L|Cthttps://console.aws.amazon.com/
prometheus/.

2. MM(Create)2 MEHEFLICE.

3. zAmolAHE F? M HILmolAao HEES AT LICH

°-|3*T11|0|* HE2 T AHO|AE AlHst= O 20| &= &l
St X| efot ElLct F 7He| 3 AmolA= SYUE HES 7t
£ Amazon Managed Service for PrometheusOll A 2448t =

4. (MEHALE) RHA| KMS 718 AF85H0d K3 AT O|AN KqE |
HASK K| 2 MEfSt T AFSE AWS KMS 7|E MES S 1,||:+(ct
CH2 S50l AHEe| 7|18 MEHGHHLE HMAE = U= 7101 ARN CHEH % e :
Amazon Managed Service for Prometheus= 7 Zt2|& 7| AFE 0] CHE 22 S £ 15HK| K|
ok o 7|t BEE H|S 0| &g = A&LICH AWS Key Management Service.

|- 0>|

Amazon Managed Service for Prometheus Cl|O|E{ & Z3tof CHE AtM|EH LIS EE= 12 22|
718 Y 4, 2l Y ALSsts 2ol cHEk REMIE LHo: ME & dsst MMg HZT5HMR.
(@ Note
DI 7|2 gy WorkSpace._ £ZloJAWS ZEISE £ Z7|IE A2 £ giaLich
D™ I EE AWS 4R F|E ABSHH MSEX| iR E MEFLICH T2 El™”
7|2 MM El Workspace= Fsoil AWS £ 7|18 M-St E HEE = gigLch(Etcie
B L O-EH7ER])

5. (M= AF¥) WorkSpaceoi| otLt O o] E{1E FTtsted™ M B F7HE MEMFFLICH O3 O,
7|0l Ef1 Ol &2 UATLICE gfoll Bfa ol MBI Zf 2 FIHE + AU&LICH

CHE B2 E F7tsted® M e FIHE ChA| MEJErLICH

6. HIAmO|A WHS MEHELICEH

QT AT O|A M ME W O|X|7F LIEFLLICH 174 a1 7

ol 22| Z50i URLs CH8H O] ARNS =
AT O|A Q| ALEH st x

| =
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https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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Workspace7t ZHICREATINGE M7t X| & Ef7t EretElL|Ch & EfTt B H7HR| Z7|CHRACHE X &
£+Z M™ 2 ACTIVE TI&ighLct.

AEEZQIE - &Zd M7|URL L AEZQIE - 22| URLO| URLs EA|El= E 7|28l SLICH. 0] &
AL O|AN HZHOE X|EE MEE Prometheus MHE #5110 SHE X|EE 2|8 M 2
ghuict
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g Amo|Ao RE

MMHE oM.

=& 5te wedof cigt AMIE LI 2 Prometheus X|E & WorkSpace0l| ==&

Amazon Managed Service for Prometheus 3 A H O|A TE

HIAHO[AE HESo] BEE HEE + USLICH AWS CLIE AH835t04 I AT 0[A HE S H

Asted™ ChS WHEE U=ELch
aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

Amazon Managed Service for Prometheus 2& 2 AF&5t0{ T AW O|AE TR 52T

1. 0™ Amazon Managed Service for Prometheus 2 &2 LICthttps://console.aws.amazon.com/

prometheus/.

2. HO|X| 21Z oM i oto|2E MEE Chg, ZE HIAHO|AE MEFLICH

£ A2 304 Amazon Managed Service for Prometheus I AH O|A 9| AWS & HEE
A& LICH AWS CLI.
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https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus

Console

Amazon Managed Service for Prometheus 2 &2 Al
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1. oM Amazon Managed Service for Prometheus 2& & L|Cthtips:/
console.aws.amazon.com/prometheus/.
2. HHO|X| 1% &Erof M ol otO|2 S Eet I Z, D E HILHO[AE MEfLICH
3. H3LmolAo ¥IAHO|A IDE MEARfLICE O A ot CHSat 242 2 Fof CHet Al
£ dEI7t EAFEUC
o M HEl-EE I 22 A SHo| EfTE &Ef of2iol EAIELICEH
« ARN - 22 AH O|AARNE Of2H01| I A[EL|CHARN.
* ID- XY BA D7 Y QA ID ofeholl EAIELICH
* URLs - 2&0i= 2 IF0o M 0| E Zfdst 7Lt #{Elst7] URLs I8t & Z & 5t0o] &f
A H40i| URLs CHEF 042 7} EA|ELICH
(@ Note
7|2Mo 2 URLs X|HE = IPv4 &ILICIURLs. T AEH(IPv4 & IPv6 X|HE) 2
AM8E =& U&LICIURLs. Ol= SY5HK|B 7|2 api.aws7t ot =HIQIO| U&
L|Ctamazonaws.com. 0| & S0 CtZ ()2 E7l IPv4 & B URL:
https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/api/vl/remote_write
CtS3t URL 20| 7 AE(of CHEt x| Z&HPve)S dde = A&LICH
https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcd1234-
ef56-7890-abl2-example/api/vl/remote_write
AWS CLI
E Ar85tod 2 AHO|A ME HEE FoB{™H AWS CLI
CHS A2 2] YAo| ME HEE rEterL|ch A8 oF BLICHmy-workspace-id M HE
E ¥sle ¥32mo0|a0 I ATHO|A IDE AFSELICE.
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https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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aws amp describe-workspace --workspace-id my-workspace-id

o4 Bed Q3odofl CHEH M BV} WHEHEILIC

o
[e][]

O|=H| otH Ct

Ojo

gx
o SAX ArEH - 9F ZH2 EF] ddo| AEHT} statusCode 4401 HFEIACTIVEE LICEH

« ARN - I AHO|ATZ} arn £40] BHEIARNE!L|C}.

« URLs - £ prometheusEndpoint £49| 2|3 AH0|A0| URL CHE 7|EHS AWS CLI BHEtgf
L|Ct.
® Note

J|2xoz URL BHEHEl = IPv4 YLICHURL. 7|2 7} api.aws ot EHQIURLOIAM 5
AEH(IPv4 B IPve X|BENS2 A8 E =& !&LICtamazonaws . com. 0& S04 Ct3
0 27 IPv4 B ZHSURL:

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/

CHE2I URL 20| 7 AB4(ol CHEt X[ ZEfIPve)2 dEHE = A&LICH

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

/api/vl/remote_write £& & /api/vl/queryZtZf F£7}15104 23 AHO|A0
URLs CHEF #4724 7| &l 2|8 MEe =T Q&L

Amazon Managed Service for Prometheus &3 AH O|A AKX

I AHO|AE AKX|SHH 34 m0|A0f =& E CIOIE7}F A ELICE.

(® Note

Amazon Managed Service for Prometheus /3 AH 0|AE AMK|SHT X|EE A3 0|E 504
I AHOIAR HLi= AWS ZE[E =&7|= RSS2 AN E[R| A&LICH REAEH LHE2 A
30| 37| 3 AKX BHE FESFAAIR.
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£ A835tod 23 AW 0|AE A X|stEdE AWS CLI

Ct

0jo

BHE AFSELICH
aws amp delete-workspace --workspace-id my-workspace-id

Amazon Managed Service for Prometheus 2& 2 AF&5t0{ QT AH O|AE A K| 5HE{H

1. 0llA Amazon Managed Service for Prometheus 2 &2 ®3L|Cthttps://console.aws.amazon.com/

prometheus/.
2. HO|X| 8% MEo|M Ml ofO|2 S MEfS OIS, 2E KT AHO|AE MENFFLICE

MAE f34molAol AT O|A IDE MEIE £ ATKME MEIFTLICH

4. EQl Axtof deleteS Q2 CIS, AKIE ME4FILICE.
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https://console.aws.amazon.com/prometheus/home
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Prometheus2 Amazon OHL|X|E MH|A K I AL O0|A0 K|

T AKX
AL T I=!
X|2Eof CHall 2|2I5tHL L3S ELHE4T B1X] Prometheus& Amazon #2|& MH|A 2 Qo] x|
EE sTsHok guich o MMolME RIE7F WorkSpaceoll = EIE S Y5t Ys AYELICH

® Note
2 Sho =EHE X|EE 7I2Mo 2 150 S MY E|H o|F RS2 2 Ax|ELICH o &4
Ol =% 7ts8 g o ofsh Ao{ELct.

Amazon Managed Service for Prometheus WorkSpace0l| X| & &5t
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- AWS 2|8 Z3E| AF2 — Prometheus& Amazon Managed Service= OMO|MET} e Qs &
™M g2l A3 80| E |3 35t01 Amazon Elastic Kubernetes Service (Amazon EKS) 2 2{AE{Q]
HEZE AS22 A8 0|EHELICH A3 B E2 Prometheus £ 8 QIEZQIEO|M X|EE RS2
2 7FXSLCt.

« DHHEE FET|AS - AHA =E7|E &Eld = Us CHYe SM0| U
MNEE|E F 7HX| £&7|E Prometheus QIAEIAE | Mx|5 7L} of 0]
L} Distro for & AtE5t= ZdLICE. AWS OpenTelemetry O =
Z|of A& LICH.
=& 7|= Prometheus #Z3 A 7| 7|52 AFE35t0{ Amazon Managed Service for Prometheus

off X|ZE ™M&ELICt XHA| ol Z 2|71 0| M0i| M Prometheus 24 A 7| 7|SE AH& 3104 Amazon

Managed Service for Prometheus2 X|EE 2 B = QELICH ¥ M7IE &Y At WY

2 M 7| o] CiEt REM[EH LI 2 Prometheus A A Q| remote_writeE & = 3HML.
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write

Amazon Managed Service for Prometheus ALZ%t 7H0|=

AWS 22|18 =878 s&t X[ E =&

Amazon Managed Service for Prometheus2| EtZ Q1 A& Al2{l= Amazon Elastic Kubernetes
Service(Amazon EKS)0| A & 2| Z|E= Kubernetes 2EHAE{E ZLIE{RISHE WAQLICH Kubernetes 2
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POST /scrapers HTTP/1.1
Content-Length: 415
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z7

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
.
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGrouplIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"]

+

"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>
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"rules": [

"effect": "allow",

"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [

"get",
"list",
"watch"

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
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https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
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]
.
{
"effect": "allow",
"nonResourceURLs": [
"/metrics"
1,
"verbs": [
nget"
]
}
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apiVersion: rbac.authorization.k8s.io/v1l

kind: ClusterRole
metadata:

name: aps-collector-role
rules:

- apiGroups: [""]
resources: ["nodes", "nodes/proxy", '"nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]
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verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: aps-collector-user-role-binding
subjects:
- kind: User
name: aps-collector-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: aps-collector-role
apiGroup: rbac.authorization.k8s.io
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kubectl apply -f clusterrole-binding.yml
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aws amp describe-scraper --scraper-id scraper-id
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arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id
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AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7
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eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user
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{
"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",
"roleArn": "arn:aws:iam::123456789012:r0le/aws-service-role/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {
"statusCode": "DELETING"
.
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",

"securityGroupIds": [
"sg-1234abcd5678ef90"

15
"subnetIds": [

"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

iy

"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}
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aws amp delete-scraper --scraper-id scraperId
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+ <global>

» <scrape_config>
« <static_config>
* <relabel_config>

« <metric_relabel_configs>

<kubernetes_sd_config>
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global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
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- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?)(\\:\\d+)?
replacement: $1:10249

3
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authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(@ Note

type: Bearer?|2Z[0|2E Mg = A&LICH
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Prometheus 8t X|E 2t FdL|7}?

Amazon Managed Service for PrometheusOll M At&3t7| 2|5 o Z 270|443t QI Z 2tof| M
Prometheus X|EE& A3 eE 524 Prometheus 8 /metrics A EEZCIE0|M Prometheus &
gt X| 2 E A Estod SIHSHOF =LICH XA X|EE F3E = UX|B BtEA| O3H e = igLict
Kubernetes(Amazon EKS Z &) & 7|E} oiz] 2tolEe{2| & MH|AE O|2{8t X|EE =Y 73 EL
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|

Amazon EKS2| X|E & Prometheus &t 2

ExQIERZ LHE L= B Amazon Managed Service for
Prometheus =&7[7| siE X|EE RSS2 A3

=}
clE8st= 5 & & A&LICH
KMt HE = O S FHE H st L.

« X|EE Prometheus X|E2 LHELH= 7|E 2to|E242| & MH|A0| CHEt REM[EH LH& 2 Prometheus
MBEMO| 27| & SEe XM L.

o X}A| =0l A Prometheus £8F X|EE
LHELHZ| 2 S & X SHA2.

-

HE L= 2o ci st XEAISE LHE 2 Prometheus A& A{ 2]

« Amazon EKS 2HAES| X|EE RS2 2 AJ2fEHSH TS Amazon Managed Service for
Prometheus =&7|8 M 5t= Lol CHEF AHAIEH LI 2 AWS Z 23 ZEIE ALS MME & X6t
ME.

In 2 Rl R Rt

O| MM0f= Prometheus 43 A 7|& AF& 3104 Amazon Managed Service for Prometheus2 X|E &
Hifle AN =E&7|18§ M504 O|0|HE +=&5te Yo cHet W27 & E|of U&LICH
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
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A +=2&7|E€ A& 35104 Amazon Managed Service for Prometheus2 X|EE ELH= E<2, |
S5t sH ZEMNATL 7IEE @F MEE SFSITE &lslok gLt
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CHE 2o o #el8 = 87|e ohg &7 & otLtE AFSELICH

« AWS Distro for OpenTelemetry (ADOT) — 22457 ADOT K| E|D OHXst Z2HM FH|7} &t 2
HE AAHEEHOE OO|MET X[EE =&Y = UL F FLICH OpenTelemetry & AtE 5t
0 X|EE ADOT = &!5t0{ Prometheus& Amazon ZH 2|8 MH|A &Y SZto 2 HiH &~ Q&L
ADOTZIE{of CHEr ARMIEF LIS 2 HHEZE 2 BT SHAAI2AWS . OpenTelemetry

mlo

 Prometheus M|O|ME - 0JO|MEZ AYE|l= QE AA Prometheus AHH{Q| XA QLIAEHAE M
§lod X|EE %8t 0|2 Amazon Managed Service for Prometheus WorkSpace0ll & & £~ Q|

CHe FHOIME F E78 25 A8 sHe WS MWt Rdl £E7| Aol CHeh Yeraiol e
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Prometheus& Amazon OL|X|= AMH|AQF AWS PrivateLink &7 At

Amazon Managed Service for Prometheus2 X|E& +&5t= HER3I EiE2 HEE QI

ACZQIEE S = AEEZQEE Sdll =8 E = U&LICE VPC AWS PrivateLink& AWS
PrivateLink At&3tE AEX2| HES|T EciE 0| 3& QB E HRIX| b1 AWS HIES|T LHof A
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0IE o 3 Hof

AWS Identity and Access Management (IAM) = AWS E|AA0| CHEF HMAE CHHSHA AMo45tE=
O =20| £l= & MHIALICH E|AAE ME8E = Ue 218 (21 & M Fof (HEH ER)
£ ANo{5t= IAM G| AFZ&LIC} Prometheus® Amazon OHLI|X|E MH|AE IAM 2F S8 |0 0|
E{E OtMEH X = U E TELICEH Prometheus® Amazon Managed ServiceE A&
£ Prometheus MMM HEZIE =&E = UL T 51 Grafana A7t Prometheus& Amazon
Managed Service ¢4 23230 X-I"*ﬂ HEZIZ H2g = ULS st= IAM H J7tX| A2 5ok
LCh IAMIAMO]| CHEF REA[EF LHE 2 FUULITTE BESHAAIR. .

Prometheus& Amazon 22| MHIAE MAH5t= Ol =S0| El= £ CHE AWS 2ot 7|52 MY HH
4 MY =2 N|A (Sigv4) YLICH AWS AWS ME HE 4= oM EH 23oi| 215 MEE $7+%+E s
EMA/LICH AWS HTTP E0t2 ?|all CHE B2l L&M= HA|A 7| IDQ H|L HA|A 7|2 FHE
MM A 7|2 AWS MBSt of &LICt o] &+ 7|= Yetxo = Hot Xtz FHo|2tm gL Sigv4o]| I:H
St RbMIEH LIS M BT 4 ME T2 A S REFMSR.

AWS Distro forE OpenTelemetry ZHE{Z AL

o] MMoi M= Prometheus S O Z 2|7 0|0 AT B ST S AWS Distro for OpenTelemetry
(ADOT) CollectorE T35+, 5 X|E Prometheus& Amazon Managed Service2 ELHE &g M
HErLct Z2E o CHEt AtME LIS 2 CHS BHEE S HESHAAIL. ADOT AWS OpenTelemetry

Ct2 FAo M= X|E7F Amazon, Amazon B = Amazon EKS EC2 QIAEIAN|M XM El=X| 0180
(2t X|ZEof CHet ADOT ZEE| 2 MAStE Ml 7HK| &2 MAHELICH ECS

|

« Amazon Elastic Kubernetes Service OpenTelemetry 2E{AE{0{|A AWS HIZEHE A& 35lod X|E £
&2 MYgLc

« QE HPHEZ|I2 AWS HIZEZ2 ECS AF25104 AmazonOlAM X|E =% M
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7|12 A2504 Amazon EC2 QIAEANM X E £E M

Amazon Elastic Kubernetes Service OpenTelemetry 2 AE{0|AH AWS HHEZEHE AIE
§to4 X| & =& M™EELICH

AWS Distor for OpenTelemetry (ADOT) Z=ZIE{E AtE35t04 Prometheus 7|5 O Z 2|71 0| Mol HIE
22 A3 350 0] X|EE Prometheus& Amazon Managed Service2 2 = QU &LICH.

ADOTZH=E 39


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://aws.amazon.com/otel/
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@® Note
Z423lE{of CHst RFM|BH LIRS HjZEHE & X

54
Prometheus 7|S OfZ 2|7 0|Mof CHEE REMIEH LIE2 € &R A A2, Prometheus 8 X|
EE 2Lk

AEE

JO

0ll A Prometheus ADOT H EZl& £=%£|5t24% Prometheus 52171, Prometheus #4173 AL 7|
2l Sigv4 Q15 & & ol2t= Ml 7HX| OpenTelemetry 4 °*7P ZaHELLcH

7|& Prometheus 782 AF& 35104 MH[A AM 2l X|E AFEfEE ST = Prometheus Receiver

E T ME & &LIch Prometheus Receiver= Prometheus EA| &40 2 X|EE& A3 EELICE.
A3 eiEslE{E 2E oHE2AH 0| = A=EXQIE = Prometheus 22+0|1E EIO|EHEIZ T35l
oF & LICt. Prometheus Receiver= Prometheus A& A 2| F430f MHEEl Prometheus 23 2HE 2! 2|
ol AR’ 89| M| MEE X|AELIC o248t 7+ 2 Collector 0| EH 20{<€2 == U&L
Ct. ADOT

Prometheus Remote Write Exporter= remote_write IEZQIEZ AI3l0{ AF i EE X|EE &
2l ZH 3 AmHo0|ARZ EHLICH ClO|E LHELHZ| HTTP 22 AWS Sigv4 015 &H3tg &
QIEE QI AWS T2 EZQI SigV4E MHEELICH RHAMIEH LI M A 4 ME T2 M|A
M.

£=Z|7|= EKS Amazon0i| A Prometheus HHEZ AIEZQIEE XSO 2 AMS T of U= FHES A
2SS
o

2f L|Ct. <kubernetes_sd_config>

Cl2 Ol2 & Amazon Elastic Kubernetes Service EE= KHA|| ZH212d KubernetesE Aldist= 2 2 AE
oM AL El= Ol248F Aol of| Lct. O] THAHIE +=&™5ted™ 7|2 X4 5E A Qlol e &AM Z
Mol AWS At B0 I 4040k BfLICH AWS RFA|EH LHE2 AWS SDKGo& T2 & ESIMAIL. O
OZ2oMe Z2MA0 & HAEN ALl ME HE AFSELICEH ME 42 Prometheus Z2t0|
HE glolE B 2|XE /metrlcs AEZQIENM X|EE = E&LICH.

—I

III|I=I

MH =7
ClS S8 ™M™ BHAE AIESH7| ol MH|A AHE 2 A2 HAof Cis IAM &S M3l ok gLt

MHl& AE 2 dZ 1AM ZAof| CHEF HE S MY stedH

1. o EFAlof et MEIA HHe| IAM S 2 W' LICtAmazon EKS ZE{AEL| X|&E +EZ2 @[ef
MHlA g dH.
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https://aws.amazon.com/otel/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
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ADOTCollector= X|EE A3 5D LHEH ] O] &S AFRELICE

2. o [ — = |

3. 1% M FolMq AJe S MENSE D 180l M amp-iamproxy-ingest-role 2 438t 482 sH&L|CH
4, AEZ| A RS MEHE F A 2 HES MEIELICE

5. AIZ| 27 JSON M2 M aws-amp 2 adot-col CHA|E CHS AlZ| 2 AC|0|EE MEHEHL

xH
C}. A1 A2 x4=x4e ct=2 1 Ztolof &L},

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/

oidc.eks.region.amazonaws.com/id/openid"

},

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {
"StringEquals": {

"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"”

}

}

}
]
}
6. TEH RS MEiStT CHg Het "o Jehof Ao U=K| ElEct
{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"

41
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https://console.aws.amazon.com/iam/home
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"Resource": "*"

Prometheus X|E %! 243}

(® Note
EKSAmazond| M U JAHO|AE MAMSH = LHELZ|7} 7|2 Mo =2 HIE &St Lt
alertmanager

Amazon £ FHUIE|A 2 AE{0|AM Prometheus Z2IME & A45}15t2484 EKS

1. ol 2l=ZX|EZ0M HE }E =3 L FHELIC aws-otel-community

O = ohs Eds A™Eoich

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

2. 0| 0|O0|X|& Amazon ECR & Z2 BIX|AEE|Z DockerHub FEA|SHAA|2.

3. O| Kubernetes 482 =AStT 285104 F2{AE| ME 42 HiZELICH prometheus-

sample-app.yaml Zt0o A {{PUBLIC_SAMPLE_APP_IMAGE}}ZE CHA|5t0{ O|O|X|E Y= F
Al o|O|X|2 BZELCt.

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

4. C+E WS U=istol ME Aol AIRHEIIER| 2QIEHLITH B £210| NAME Lo
prometheus-sample-appO| EA|ELICH
kubectl get all -n aoc-prometheus-pipeline-demo

5. ADOTCollectore| 7|2 QIABAE A|RfEFLICH O|F A st2{™ X CHS PSS =510
Collector& T HUIE|A 8 E 71K A[2. ADOT

ADOTZ 2 E] 42


https://github.com/aws-observability/aws-otel-community
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curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

OH g, HES! 1S T EIE04 Amazon Managed Service for Prometheus 3 A M 0| A0f

CHEF remote_write AIE XL QIEE YOUR_ENDPOINTZ HIF D 2|72 YOUR_REGIONS E H}E L
Ch aAHO|A ME HEE QI8 i Amazon Managed Service for Prometheus 2£ 01 E A
Z|E remote_write QIEZQIEE A2 EL|Ct.

st FHUIE|IA 29| MH|A A Mol 7% IDE YOUR_ACCOUNT_ID B4Z33l oF &hL|ct.
AWS

Ol od| Aol A ADOT Collector 42 FA (scrape=true) 2 AFE350{ A3 2& CH4 A= x Ol
E& Ye{ELIT. 0|& 33l ADOT Collector= #Z & AEZLIEE FEHAE 9| kube-system
ERZQIEQ 71HE £ U&LICH CHE ME S A3 8E5tei= B2 2lolg AKX F-olM of

7. Ch BA2 U=235t04 ADOT =& 7|7} AR E|RA= K] = QIEFL|CH NAMESPACE 0{AM adot-

kubectl get pods -n adot-col

8. =Z=Z LHELHZ|E At8stod mho|=Zztelo| 2 Ssh=X| g LICH oA HE2 =22 LIELHZ|2
o|0| S&klof YUA&LICH Chs BES UFLICH

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

HE Aol 238 E X|E & YF = CF5 ol Z&Lch

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0

ADOTZE] 43
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Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000

awscurlsS Al

E% SHHTTP 23S Ed = o
4 o LA
= —

AWS x|.7=| = |:|=|

9. Amazon Managed Service for Prometheus?} X[
gLict ol =+ E AF85H AWS Sigv4 2152 &
Z Prometheus& Amazon Managed Service | A 3
= 2ol A-sHoF gFL|Ct Mx| X|&2 awscurl= *E%PQ.AIS’_. awscurl

4_%w
O
ATH
05‘1

Ch= B0l A AMP_REGIONZ} AMP_ENDPOINTE A A}FS| Amazon Managed Service for
Prometheus WorkSpace0i| CH8F M2 2 HFZL|C}

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

SHOR X|E7t #4lE|H o=zl M0l 83X
Amazon Managed Service for PrometheusZ 43 MO 2 ML RS S _‘2||I||?=.F L EF.
Mo

Ol H2 & Hclsted™ ChE TP S U™ ELICH

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

= s

Prometheus Receiver= Prometheus &AM 2| 7 440f HAHEEl Prometheus 23 2H& ! 0|2 RHX|H
FMo| MA MEE x|&EL|Ct 0|28t A2 Collector +430f = 2o £ U&LICH ADOT

Prometheus Receiver®| 40 MHH|A M AFJEHE M 2l Ylo|E AKX 40| ZEELIC
A7 2 HE2 o &Lt
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https://github.com/okigan/awscurl
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl
https://prometheus.io/docs/prometheus/latest/configuration/configuration/

Amazon Managed Service for Prometheus

receivers:
prometheus:

config:
[[Your Prometheus configuration]]

CHE2 oAl F-&ddLch.

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:

- job_name: kubernetes-service-endpoints

sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:

ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

7|& Prometheus #+40| = A< 4to| &

LIt *O| 242 relabel_configurations2| CHA|

relabel_configuration2 2 A|%5lE B

relabel_configs:
- source_labels:

~

AHE $$2 HHMor

It o & So{CtSant &

[__meta_kubernetes_ingress_scheme,__address__,_ _meta_kubernetes_ingress_path]

regex: (.+);(.+);(.+)
replacement: ${1}://${23${3}

target_label: _ param_target
CtZat 2ol Euct.

relabel_configs:
- source_labels:

5t
=]

0

[_ _meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]

regex: (.+);(.+);(.+)

ADOTZ I E
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replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter 2! Sigv4 Authentication Extension

Prometheus Remote Write Exporter2t Sigv4 Authentication Extension2| 7432 Prometheus
Receiver2Ct ZHEFEFLICEH mo|Z2tQlo| o] BHAIMIM= o0l X[ 7t =& EIR!2H O CIOo|E{E
Amazon Managed Service for Prometheus 2 LHE'd &H|7} EI{&LICtH. Amazon Managed Service

for Prometheus®t & 415t7| @3t H3HQl F49| 2|4 F A2 O o|A|of Ltet U&LICH.
extensions:
sigv4auth:

service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

ol te 7 EAWSMﬁ*mﬂMQAWSM7é%%&%ﬂMAWS%WMMUﬂﬁHWWSR
e 2-LICh RHAE LI 2 AWS SDK for GoTtd MME XML, MHIAE apsZ X|IHaH ok &
Lict.

ghedof| #74810] ADOT &7 7|18 AWS At S X Clof| LIPE SM & HLof| HMAE
oF gfLIC}. Sigv4 Q1& & &2 0 AWS SDK for Go 2|E3SIH O|E A& 38tod RAId ZHE 71K
grLICH o248t E ot 215 0fl Amazon Managed Service for Prometheus0il CH8H 9473 A2 7| H

x| &QlsfoF B LiCt.
Q= HpHEZ| AWS HIZ I ECS AF25104 AmazonOlM X|E £F M

O MMM E 2LE HBHEZIS HZE () & AWS AF& 3504 Amazon Elastic Container Service
(AmazonECS) oM X|EE +E3tT 0|& Prometheus& Amazon Managed Serviced| +=&5t= &
2 Mgt ADOT 8 Amazon Managed GrafanaOllM X|E & A|Ztetste ST AErL|CH

MH A

/A Important
AlEHEE7| Mol 7|2 & ol 28 El AWS Fargate 2 2{AE{2] Amazon ECS &7, Prometheus
£ Amazon & 2| MH|A =4 Z7F 2! Amazon Managed Grafana 2] Z7+0| Qlo{ok & L|CH.

ADOTZE] 46


https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html

Amazon Managed Service for Prometheus ALZ%t 7H0|=

718 0|4 /{2 2=, Amazon Managed Service for Prometheus, Amazon Managed GrafanaOi|
CHafl & &1 lctm JHEgLCt

REMIEE L8 2 oS 238

l]>|'

FRSHAAIL.

- 7|8 M™EE A83t0{ Fargate 2R{AE{0 M Amazon ECS &322 H45t= &redoll ChE XpAIEH LY
&2 Amazon ECS 7HY X} StLiAMO| BE{AE MEE HESIMUAIR

« Amazon Managed Service for Prometheus I AHO|AE M 5t= Yol CHE AFAIEH LIS
Amazon Managed Service for Prometheus At& HAEMO|M KT AHO|A M S FZHAMIR.

« Amazon Managed Grafana 2|3 AH O|AE M4dst= Erdof CHEt REA[EH LHE 2 Amazon

Managed Grafana A& MBEMOM I AT O[A HHZ XML,

1EHAl: AF8AH X|E ADOT ZA&IE ZiE|0]L] o|O|x| Hel

Cts 7o U2 HESISE AM&5t0{ AHAl| ADOT ZA=IE] 74|01 O|0|X|& Holst M A2.
Replace my-remote-URL 12|11 my-region endpoint2! region %
config.yam|O|2t= Ttoi| X{E &Lt

>'-r
mjo
°
i
9'|_|
x
FO
-
0x
fjo
Q

Q.
o

® Note
Ol FEAHME sigvsauth EHE T2 3 E ALE 5104 Amazon Managed Service for
PrometheusOi| CHEt S &2 QIS LICH #40] sigv4auth CHEF AFM[EH LI 2 QIS A} -
Sigv4 on2 HZ=35HMA|2. GitHub

0|>| 03

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
pProcessors:
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-create-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-create-workspace.html
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/extension/sigv4authextension
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/extension/sigv4authextension

Amazon Managed Service for Prometheus

AR 7H0|E

filter:
metrics:
include:

match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes

exporters:

prometheusremotewrite:
endpoint: my-remote-URL

auth:

authenticator: sigvé4auth

logging:

loglevel: info

extensions:
health_check:
pprof:

endpoint: :1888

Zpages:

endpoint: :55679

sigv4auth:

region: my-region

service: aps
service:

extensions: [pprof, zpages, health_check, sigv4auth]

pipelines:
metrics:
receivers:
exporters:
metrics/ecs:
receivers:
processors:
exporters:

[prometheus]
[logging, prometheusremotewrite]

[awsecscontainermetrics]
[filter]
[logging, prometheusremotewrite]
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2EHA|: ADOT Z=|E ZiE| 0|4 O|0|X|& Amazon ECR EIZX|EE[Z FA|

Dockerfile2 AF&35104 ZIE{|0|L O|O|X|E 2448t Amazon Elastic Z1E|0|L] BIX|AEE| () ECR E2|Z
X|EE|IZ2 FAIELICH

1. Dockerfile2 &1=35l04 ZIE{ 0|4 O|0|X|& = At5t Docker O|0O|X|0d| F7FeFLICEH OTEL

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. Amazon ECR E|ZX|EQ|E MAMGIAIAIL

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. ol o|Olx|E Y& ELIC

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

@ Note
017| M= ZE(o|L{7t A E &0t S Ut B30l ZE|0|HE Y=gttt 7PE R LI
O 2 B2 o|0|x|E WEE W --platform TtEtO|E{E ALSsHok & &= QU&LICEH

4. Amazon ECR 2|ZX|E2|o| 2 2I§LICt. Replace my-region E&19| region 7+ XIS & 7.

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. Zielold o|OlX|E FAIELIC

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs
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3CHA|: Amazon ECS 2] X o|E M AI5104 Prometheus® OFOFE OHL|X|E MHIAE ATSIAAIL.

Amazon ECS %] Zo|E 43104 Prometheus& O}OFE OiL|X|= MHIAE AR
3 Holoi= 0|&F 0] adot-collector@! Z4E[0|L42t O|F O| prometheus®! ZAE|O|L{7} 2 & [0{0F
gtLICH prometheusE X|EE MAd35l1T adot-collector= prometheusE A3 eEELICH

® Note

Amazon Managed Service for Prometheus= AMH|AZ ASE|H ZHE|O|L{0|M X|EE +=Z
grL|C}. o] B ZiEf|o|LiE PrometheusE 2Z0iM of0|FE REZ Adlislod 24 X|E =
Amazon Managed Service for Prometheus 2 & ELICH.

of|Al: A= H 9|

OS2 eiA3 7‘0 ole I DS o FE 01|X1|°'I—|EP Ol M E RESIS 2 AL 5l0d RHA EfAT

AR, $COLLECTOR REPOSITORY.ecs adot-collector & prometheusQ.I region Zf2
region 222 HHELICH

"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
1,
{
"name": "prometheus",
"image": "prom/prometheus:main",

ADOTZ 2 E] 50



Amazon Managed Service for Prometheus ALERE7H0|=

"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"
}
AEH7A|: Prometheus® Amazon #2238 MH|A0| HMAE £~ Q= HEtE ZHdof FodgL|Ct.

A M E X|EE Prometheus& Amazon Managed Service2 2 Li2{™H ECS Amazon Zr40f F4
2 S EE &+ = SHIE HEHo| lo{of BLICH AWS API 242 Q|8 det2 Mo Y2 siE
IAM 23&toi| 2425l oF & LICtAmazonPrometheusRemoteWriteAccess. O] &S QHE DT HAME
st Lol CHEt REMIEH L2 Z U2 I IAM g A HA BHET|E F XS AL,

19
g'l_-
mo

gt T IAM S

952 2ol AF85HH AmazonOl M A @ EH X|EE Prometheus&
Amazon Managed ServiceZ 2

S
ECS £ /& LICt AmazonPrometheusRemoteWriteAccess

5EtA|: ofOFE OHL|X|= GrafanaOllAM HIERIE A|ZE5HMI2

/A Important

A&7 0ol Amazon ECS 2F2d 9|0f| A Fargate 242 Al&sHoF gfL|Ct 2Z K| fo ™
Amazon Managed Service for PrometheusOil M X|EZE AFSE & QigL|Ch

1. Amazon Managed Grafana 3 A 0|A O| Ef A 2 0i|A{ 0}O|Z of2lof = CIlO|Ef ~AE MEY
gfLICH AWS

2. OlO|E| A4 B9 MH|AO0|AM Amazon Managed Service for PrometheusE MEiSt D 7|& 2™
MEHEFLICE

3. OIO|E| AA FI7IE MEHSHLICE
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role

Amazon Managed Service for Prometheus ALERE7H0|=

4. ecs 2 prometheus HFALE AFE5to{ X|EE 2|5t &QlgLICt

2174 M 7|2 AR50 Amazon EC2 QIAEIAO|M X|E £ 7 M

0| MMoi M= Amazon Elastic Compute Cloud (Amazon) IAEIAO|AM B2 7| 7SS AHE 50
Prometheus MHHE AlRst= W2 MERLICH EC2 GoZ 2 & El |2 oHEEZ|AH 0| X|EE =
£&I8t & Amazon Managed Service for Prometheus |2 AHO|AZ ELi= &2 MEEL|CH

>
2
P
!

/A Important

AlEFSEZ7| H0d| Prometheus v2.26 O| &2 A |8l OF & L|CH Prometheus, Amazon !
Prometheus® EC2 ot0O+E OHL|X|= AMH|A0] CHaH & &1 QCt 7HHEHLICH Prometheus
M x| ghedol CHet REMIEH LH2 2 Prometheus & AFO|E A A|ZHSHT|1E R ZSHMIL.

Amazon EC2 £ & Prometheus& Amazon & 2| MH|A0| 2U=6HK| of2 B HA LIS MME 2l
Zd0| E&LICH

« Amazon Elastic Compute CloudZt?

« Amazon Managed Service for PrometheusEh?

Amazon2| IAM &gt MM EC2

XEE AEE|YStE{H HX AWS ZE1- HME ALS5to] IAM &2 /5l of
AmazonPrometheusRemoteWriteAccess & LICt. & CH, &0} & ES
Amazon Managed Service for Prometheus WorkSpace 2 éE 2|E &= UESLICE.

1. oM 1AM 2& 2 LTt hitps://console.aws.amazon.com/iam/.

=
0 EfA EFOf| A QIES MEHSH = od5F MAIS MEHEFLICEH

3. A|E|°* T U AEE| FHoIM AWS MH[AE MEIEILICE AFE AtEi[0l M EC2E2(8) MEIEL

4. HM "‘*Oﬂ AmazonPrometheusRemoteWriteAccess& 23gtLICt X2 O|F 22
AmazonPrometheusRemoteWriteAccessChS 2324 014

5. (M= ALE) IAM ol CiEF IAM Ef2 & gL ch o
Q

q
oL

m

ol o|2g QladstL|ct, XA MA S MEHSH O}

[==—]
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https://prometheus.io/docs/prometheus/latest/getting_started/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://console.aws.amazon.com/iam/

Amazon Managed Service for Prometheus

AR 7tol=
Amazon EC2 QIAEA A|Z}
Amazon QIAEAE A|ZStE{H Linux EC2 2IARIA & Amazon Elastic Compute 22t E AHE HH
MOl QIAEIA A|ZF X|ZIS [FEAIAQ

"

o2 o E2[7H0|ME A-lstod M=

package main

import (

"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

func main() {

http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)
}

0424

Al
S oS

Ct

0jo
Mo
0%

St01 SHt

i
O
g

g ARIF L

sudo yum update -y
sudo yum install -y golang

go get github.com/prometheus/client_golang/prometheus/promhttp

ol ofEE[7H0lME A-ELICH

= O

go run main.go

o2 ofE2|7{o|Me 80000/ A Al&iE|o{of 5tH =S El 2= Prometheus K| EE EA|
Ct. CHS 2 olq&t XIE—-I A IL|C}.

o
=

curl -s http://localhost:8000/metrics
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#launch-instance-with-role

Amazon Managed Service for Prometheus A%t 70

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+@7# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge

promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1

promhttp_metric_handler_requests_total{code="500"} 0

promhttp_metric_handler_requests_total{code="503"} 0

Amazon Managed Service for Prometheus WorkSpace 44

Amazon Managed Service for Prometheus WorkSpace& ‘4435t24™ Amazon Managed Service for
Prometheus AFHE A A0 A WorkSpace 24490| X|&E [ME2ML.

Prometheus AMH{ &%

1. Ctg oA YAML It E RIESCE AFE5t04 2t M TS e LICtprometheus. yaml.

9| BRurl, B 7| my-region X gt2 =35t my-workspace-id Prometheus& OfOFE

HLIXIE MHIAOIA MAIEH 2T ATIO|A IDE AFREILICH O] 742, HFRAIAI2. region my-
region X|24 Zto2 U=sAI2.

0d: YAML ot

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
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- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2. Prometheus MHHE A&5t0{ O|2 o Z 2|7 0| M 2| X|EE Amazon Managed Service for
Prometheus Y3 AH O|AR M&ELICH

prometheus --config.file=prometheus.yaml

O|X| Prometheus ME{7} O|2 o & 2|71 0| M 2| X|EE Amazon Managed Service for Prometheus
WorkSpaceZ T&gHL|Ct

Prometheus QIAEAE £Z&7|2 Al

HO|ME ZEM|AM AME|= Prometheus QIAEIA (Prometheus MOl E Bt
£ A 33504 Prometheus® Amazon Z 28 MH|A 5] B7tez2 Ed £

=2
=
H

H

il

FHNo|Me o o|ME ZE|M AR E|E Prometheus QIAEAE X|E £E7|2 MMHst= CHY
B
=

= dEELIc

/A Warning
Prometheus Ho|MEE &8 e 74 X 7| 2ol CHEr 24
ot 7158 E45}5104 Prometheus 23 EiE HEXQOIEE I8
AlS’_.

20| AHE R A A& LICH
QE{Hol| e EA[Z]X] O

5ot X|E MEE ZL|E{~5HE 048 Prometheus RIAEAE MX5tD D724 28 Amazon
) = =
—/ =

Managed Service for Prometheus T WorkSpaceZ M&ste 39 5

Prometheus =& 7|


https://prometheus.io/docs/prometheus/latest/configuration/https/
https://prometheus.io/docs/prometheus/latest/configuration/https/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

g MHE M™ste BAE W2X| 2™ Amazon Managed Service for PrometheusZ M&E 2
5 ol O|E *”“(% HE zghol ciet eF 0| RAHELICH &5 A7 A-of cigt X[&2 Amazon
Managed Service for PrometheusE M& & 1718H X|E 5 M7H MMHE FXHAML.

MH

=
« Helm2 AF2735104 A Prometheus MBI =% A
« ZHUIE|A Q| 7|Z& Prometheus ME{0|AM QKA E

=
« Fargate®| KubernetesOll = 7|&E Prometheus ME{0IA{o] =Z MY

IIIJ Oi

Helm2 AF235104 Al Prometheus MB{OIAM =& M

o] MMo| x|&& &3l Amazon Managed Service for PrometheusE W2 | A|ZH5t 0 ASE 4
A& LICH Amazon 22{AE{0f M| Prometheus MEHE AE5HHE M M7t 7|2 S AL 5tod
Prometheus& EKS Amazon Managed ServiceZ X|EE F&ELICEH O] #igdo| AIM =72 Cl3 1}
ZEA |_| |:_|.
E .

« M Prometheus M7} X|EE +=ElE Amazon EKS EHAE{7} Qlo{of & L|Ct.

+ Amazon EKS 22{AE{0l= Amazon EBS CSI E20|H{7} M&x|E|0o4 Qo{oF EFL|CH (HelmOlM 2F
%F)

0

- A& CLI3.0 0|&fE ArE3H{oF gFLCt.
o CI=2 MMo| EHAHIE £8l6l2{™ Linux EE= macOS ZAFEIE At28Hof gfLct.

1A Al Rt E Helm 2|ZX|EE| F£7}

M AE Helm SIZX|E2IE F7t5te{H CHS @@ S = L|Ct o|248t B0 CHst RHA[E LH 2
Helm 2| ZX|EZ|IE XM L.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

2EHA|: Prometheus LA H O] A A

2 BE2 2235104 Prometheus ME{ & 7|E} 2LIEE 74 40 CHEt Prometheus WA H O]
£ MM3tLIC} Replace prometheus-namespace O] AL O|A0] HEH= OIS AFRSHAA]

I
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https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

kubectl create namespace prometheus-namespace

3EHA|- MH|A A& ol IAM 38 M

= o

S35t 222l gteo] Cha M= Prometheus MEH7F AlSEE|= Amazon EKS 28{AE{ 2| MH|A
H %ol CHE IAM L& 2 AL 3l oF & LCE.

MH|A HEo| IAM A& 2 AHE 5101 &S Kubernetes AH|A 7 2
Al 5t3 o] MHIA HXMME o MHIA HXME A8t BE o Y= ZHE| O 401| AWS w‘*@%
NSg = &Lt RHAME L8 MHlA A

Ol2{gh &S of & MHSHK| k2 B Amazon EKS EE{AE{Q| X|E £ g 28t MH|A 8 M
Ho| x|Eof| el g S dHSMR. sHE AMo| X|Elo|= eksctlS AtEsHok &FLICt RFAIEH LK
£ Amazon Elastic Kubernetes Service A|ZEf - eksctl2 I XSHMI2.

® Note

Prometheus& Amazon Managed Service0l| AAM|A K| EKS 2E7LE AWS HAMIA 7|9t H|L
7|8+ AF& 35104 Amazon Managed Service for Prometheus™| M| A SH= F<R0= 7|8 Sigv4
£ A8¢ #+ gi&LICH EKS-IAM-ROLE

ATHA: M M A 2 X|E S=F A

Amazon Managed Service for Prometheus I AHO|AZ X|EE ™E3HE M Prometheus MEHHE
Mx|5te{H CHS BAHIE W2Ae.

M Prometheus MB{E& A %|5l04 Amazon Managed Service for Prometheus {3 AHO|AZ X|EE
HiliziH

H

1.

r

18718 A 838tod ChS LIS X & st= my_prometheus_values_yamlO|2t= It US
Lict.

0z 1O
ox |>
oo |m

« Replace IAM_PROXY_PROMETHEUS_ROLE_ARN OllAM A&t ARN Zd1}+ &7Al. amp-iamproxy-
ingest-roleAmazon EKS 2 2{AEQ| X|E & Q8 MH|A g MY

(=)
* Replace WORKSPACE_ID Prometheus& OtOFE OHL|X|E MH|A I AHO|AS| IDE AFSE
LiCt.

* Replace REGION Prometheus& Ot0tE OfL|X|= MH|A K| I AT O|AE O[S AMAIR.

=
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html

Amazon Managed Service for Prometheus ALZ%t 7H0|=

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. C}=2 HE 21245104 Prometheus HEHHE M AIshL|C}.
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=
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helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

® Note

048] 7} K| HO 2 helm install WHE AFEAF X|HE £ Q&LICH RHMIEH LIER
Helm ¥ Mo Helm & %x|E & Z5HML.
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https://helm.sh/docs/helm/helm_install/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

FHUIE|A Q| 7|& Prometheus MEO|M CINAEE MMM A|L. EC2

Prometheus& Amazon Managed ServiceE Amazon2 A& st= S HAE S AmazonolAM A E|

£ XA # 218 Kubernetes 22{AE{2| Prometheus MM HEZIE £ EI5tE WS K|HE L

Ct. EKS EC2 O] Aol ME X|E2 Amazon EE{AE{Q| Prometheus MH{E I8F ZdLICH EKS
EC2Amazon2| AtAf| 2|3 Kubernetes 2 EHAE{Q| B A= S LR LICH H, Kubernetes 2 2{AE{0{ A
MH|A AZH2| OIDC S =Xt IAM A& 2 2lx M™sHof stoh= ™ol CHELCH

o| MMo| X|&lof M= HelmE Kubernetes IH 7| X| £ 2|kt 2 Al &L|C}.

=X

o 1EA: MH[A AHHe| dg H4H 1AM
=

« 2B Helm2 AF&36104 7|& Prometheus MH @1180|=

1EHA: ME[A AEe| g dH IAM

o

EMstste 2E Y 2ol CHsH M= Prometheus A7 AR E|= Amazon EKS 22{AE 9] MH|A
Hoi CHEH IAM &2 AL83afof B LICH O|2{Eh dE 2 MH|A dgoletnx gFLICt

218 & Kubernetes AMH|A |IAM H -t @348 = Ql&LICt J22{H 0] MH|A
Zo| ZH[o|L{ol AWS HetE MEE 4 U&LICH XAl

2EHA|: Helm2 A2 36104 7|& Prometheus M 4a8|0|=

0| MM9| X|&lof = Prometheus AH{7} Amazon Managed Service for Prometheus WorkSpace0i| &
A MI|E Y = UL E Bt HetE 20457 I8t #4 47| U sigv4 A LH0| ZE &0
A& LICH

Prometheus HH71 2.26.0 O| & At

HZ 2.26.0 0|4 2] Prometheus AH{ O|O|X|0AM RIE HelmE2 AR5t B CIS BHAIE 2N 2.

% E Helm2 AF23H04 Prometheus AH{OIA 173 7|2 MAsle{H
1. Helm 74 moi| A 4 7| MMHE MMEHLICEH
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html

Amazon Managed Service for Prometheus ALERE7H0|=

« 0 AM ${IAM_PROXY_PROMETHEUS_ROLE_ARN} BtE ARN amp-iamproxy-ingest-role d
O 2 HFFMIEAl: MH|A HZH ol 38 M7 IAM. &d& o] @42 ARN CH31t Z0tok

arn:aws:iam::your account ID:role/amp-iamproxy-ingest-role & L|C}

« ${WORKSPACE_ID}E Amazon Managed Service for Prometheus WorkSpace IDZ Ht & L|C}.

« ${REGION} 2 Amazon Managed Service for Prometheus WorkSpace2| 2|(01: us-west-2)
O Z HiEL|CE.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. HelmZ Al23t04 7|Z& Prometheus M 4 ol|o|E&L|CT.

« prometheus-chart-name& Prometheus & Z|A O|§2Z HtELICEH

* prometheus-namespaceE& Prometheus A7} A X|El Kubernetes W YA M| O|AZ HFEL]
Ct.

« my_prometheus_values_yaml2 Helm 74 I} o| ZE = HiELICH.

« current_helm_chart_version2 Prometheus At % E Helm2| $4A| tHX S 2 HiEL|C}.
helm list 3@ S A&3t0{ #A R E HHE &2 = JU&LCh
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https://helm.sh/docs/helm/helm_list/

Amazon Managed Service for Prometheus ALERE7H0|=

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

O|™ B{ZF 2| Prometheus AIE
2.26.0 O|T12| Prometheus HTIE AL 3t B2 CFE BHE MEAMKR. o™ HZTI2| Prometheus0l A

= MY M4 HME T2 MA (Sigv4) E 7|2X o2 AWS X|6HK| &E7| 2o olz48t EHAIME
AO|EZ M2 HAIZ AL ELICHAWS

-

0| X|&lolMHE Helm& A2 35104 PrometheusE HZ 8tCt 1 74 &kL|C}.

Prometheus MB{O|M &4 M 7|E M 5HE{H

1. Prometheus AMEHOIAM M 4 M7| T8 S MEELICH HA M YO|0|E TS MgFLIct.
amp_ingest_override_values.yaml It S &&fLICH

o elof ChE 2t F7HELICH YAML

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"”
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:

- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
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- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"

remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/

remote_write

${REGION}2 Amazon Managed Service for Prometheus 3 AHO|A Q| Z|MZ HIEL|CH

0l BtE ARN amp-iamproxy-ingest-role 42 £
${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN} HFH &A1 EHAH!: AH|A HZE ol o5 M
HIAM. dgto| HAI2 ARN CHZ 1t Z0koF arn:aws:iam: : your account ID:role/amp-

O T

iamproxy-ingest-role EL|C}H.

${WORKSPACE_ID}E {3 AmHO|A IDZ HEL|LC}

2. Prometheus *E Helim2 Y1dO|EFLICH HA CIS HHES 2235104 AIE Helm 0|2 & &
L|Ct o] H&do| &240f|AM 0|50 prometheus7t Z&E AEE FHOIEAM 2.

helm 1ls --all-namespaces
Olo{M CtE HHEE =eLCt.

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

Replace prometheus-helm-chart-name O|T B0 A BtEHEl Prometheus & & AtE Q| O|F
£ A& LIC} Replace prometheus-namespace KA O|A 0|1} &7

% E Heim CIREE
AE Helm2 Ot 2EZHZ CIRELCSHX| A2 A2, OIS WHS MBS0 CIREEE £ Q&LICH.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar
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Fargate2| Kubernetes0i| /= 7|& Prometheus AMEHO|AMQ| =& M7

Amazon Managed Service for Prometheus= FargateOl| Al A E|= AFA| 2213 Kubernetes 224
E{2| Prometheus M 2| X|E =TS X[ELI|Ct Fargatedl M A= EKS Amazon E2{AE 9
Prometheus AMH{0I| M HIEZIE +=&l5tE{™ CtZ 1 20| amp_ingest_override_values.yamlIO|2t=
Mool 7|2 Mg HostMAIR

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

CHS BHE A& 3504 AH 2|5+04 PrometheusE& A x| & L|C}.

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

 Holm 7 SOIM =S L2 U719} &) 1RSI S5HS12 Promethous At HIZ S LY
(o]

i
1
20
I
L
ful

CHS oAl BlAE 22§ A8 sto] ERIE &
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$ awscurl --region region --service aps "https://aps-

workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?

query=prometheus_api_remote_read_queries"
{"status":"success","data":{"resultType":"vector", "result":[{"metric":

{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"

[1648461236.419,"0"]1}]1}3}21

7124 O|0|E{E 2|5l Prometheus® Amazon Z 2| MHIAE MXGHAA|

0 K

Amazon Managed Service for Prometheus2 Hi|O|E{& ™&35t™ sHE 2|1T12| AWS 7+8 7 @ A
of diOo|E{7t RIS 2 SHH &&d, 7184 X EHotE NMBdte ZAE FHAE M ALSXHOA|
MBEUCH §Y Aol et 27t8M |AF Al 7|18 H FIHE += J&LIc ™ol o784 ot

7ls&€ F7tste F 7Hx| debHel wHe2 o2 24 aLct

(o]

oH oL
rr

- 58 O|0|EIE 2§ 5He ZE|olL] & QIARATL 03] 7 UE AR, s CI0|E{E Amazon
Managed Service for Prometheus2 T &5tHM H|0|E{Q| 52 XSS E MHE = U&LIC 0]

=
7l 3t™ H|0|E{7F Amazon Managed Service for Prometheus I AHO|AZ MEE|TF & 5 QU

gls ZLOIE ClolEo] HMAY 4 UTS o4 X EE

n

I 2ldel =

X|E CIO|E{E o4t AW O|AZ ELHE Widol CHEh REAISH L2 K| ZF 5d Z7H2 ALE 6|
04 Prometheus& Amazon OHL|X|E MH|AOM| D718 HE FIISHAAIQ. MME HXFAHIR.

|

« Amazon Managed Service for PrometheusZ &S E 17184 X|E 55 |7

« PrometheusE AM& 35104 Amazon Managed Service for Prometheus2 1.7+ &4 O|O|E{ ™&

« Prometheus 28Xt FE i EE AF25}0{ Prometheus® Amazon OHL|X|E AMH|A0 7124 O
O|E{E MHSIAAIL.

« HiEZIZS AF235104 Prometheus& Amazon HLIX|E MH|AZ 1718 M HIO|IEHE TESHAAL.
AWS OpenTelemetry
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« Prometheus 747 L|E| Helm Rt E & A& 3t0{ Amazon Managed Service for Prometheus2 17+&
A Olo|E ™&

« Prometheus& Amazon OlL|X|E MH|A Q| 17184 F4J0f CHEF detx el RFof CHEF B

>

|23 ZF X9 ZZ7HE2 A2 5104 Prometheus® Amazon O{L|X|E MH|A0| 7124 FI7H5HAA]

(@}
—_.

Amazon Managed Service for PrometheusZ M&E 1718 M X|E 52 |7

042 Prometheus 00| E (0 0|ME 2 =0 M AR E|E Prometheus QIAEIA)0| A Amazon
Managed Service for Prometheus /T AHO|A R C|O|EE 2 = U&LICH O[248 QIAHA F A
27l s¢et X|RE 7|Fstn M&ste 2 Olo|EHe| 718 d0] ot ELICHA0IHE & &tLtvt o]
E{ & & STEHSIEEHT Amazon Managed Service for Prometheus Y3 AH O|A = CHE QIAEAQ]
M OIO|E{E Hl& =418, stX[BE X[E7}F o8] H EA|E|X| o1 CO|B{ 227| & X% 22 0] 042
H M E|X| == Amazon Managed Service for Prometheus {3 AHO|ANM X|E7} AISS2 &
S MAHEIEE & = A&LCh

Amazon Managed Service for Prometheus0il X 0424 Prometheus M|O|ME Q| LIOIE{7} AIE L2 55
MHEEE st2{H 55 Ol0|E{E E L= oll0|HE MEo|| B E2{AH O|§2 XI™5tD 2 QIAH
A0 SAE o|§2 XIYELICt EHAE 0|2 QAHAE SR IO|E7I UE Ao 2 AlHHSHH
M2 0|&2 Amazon Managed Service for Prometheus7} Zf X|E 9| A f
2|1Z M E X|Eol= E2{AH dlo|E0| Z&E[X[E SMES ZF &
oM 7t 2 JWe 2 LIEFELICH

AAE )L!I:H%I-

Ral
50 1|
|0
I
Hu
Ral
Fl
rr
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o
P>
|>

rlo

(® Note

£ HZT 9| Kubernetes (1.28 2! 1.29) = ti|0|E0| 22 XX HEZIZ LIEE &= Ql&LICH
cluster O|Z QI3 Prometheus& Amazon OHL|X|E AMH|A 55 M7Holl E2X|7F 24 £
UELICEH RHMIEH LI 2 171842 & XS AI2. FAQ

Ct2 FM oM = Prometheus® Amazon Managed Service|M A S22 H|O|E S5 MHSIES
CIOIE{Z cluster M&3t X! _ replica_ dIO|2E &5 &S EoiFLICH
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/A Important
55 M7HE HH™5HR| 227 Amazon Managed Service for PrometheusZ M& &= 2 E O
O|E{ M Zoi CHall 2= 0l £otELICE. o248t HIo|H MEo= &= ME0| Z&E|o] U&L

Cth.

Prometheus& Al-& 310 Amazon Managed Service for Prometheus2 11.7+& 43 Cl|O|E

AN
N

PrometheusE At&35t0] T8 T2 M 35t2{ Amazon Managed Service for Prometheus 0| A
Alddst £ OIEE 117124 20| R E OIAE A0 28 Bllo|E8 X5l oF &L|Ct. Prometheus 2!

ABA OO|MEE 17188 050 YR Z AH5E2{MH cluster BIO|E S AIEEILICE 2E W Z 5
NMEg /Mo Z AlHHE2{H _ replica_ dlO|EE AFEELICE &5 AM7H7I MoHZ =5 35H2{

_replica__ % cluster BllO|E2 25 M &3HoF & LILCH.

(® Note
__replica__dlO|22 Eto{ replica & 5ol 5 7ol L& 7|5 E AHE3104 HAl0| X[HE]
o{ /& LCt

ofA: 2 =zt

CS 2= ZZ0fM cluster 0|22 Prometheus 1A M™ME prom-teaml2 A/HE5t0

AE 0
_replica_=dllo|€2 SANE replical & replica2E AlgdghL|ct.

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

Amazon Managed Service for Prometheus= O|2{&t tilo|2 1} &7 2 5 =
MESEE MEO| 82k replica Bi|0IE 0| MZAELICH &, TR AlZI=0i CHa SHMEE Al2

7t ofi=l 1:1 Al2[= DHE B AL &= JUI&LICH cluster BO[E2 & X[ELICEH

W 7t A SRRl Hole MES
X
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® Note

E X BT 2| Kubernetes (1.28 ! 1.29) £ til0|E£0]| & Ax| HEZIE LIEY & Ql&LICH
cluster O|2 QI8 Prometheus Amazon O{L|X|E MH|A £ MN7Hol X7} ghA4sr 4
A&LICH RHMIE 82 1718 HE & XSHAAI2. FAQ

Prometheus X} €& XEE A2 510{ Prometheus® Amazon OjL|X|E AMH|AO0]
712 Oo|EHE MHsI &AL,

Helm2| Prometheus Operator% Ar&35to It FHE HYEstiM 178 H a8l 2

E CIAE A0 2| Ho|28 XMB5HoF &LICt 22{™ Prometheus& Amazon Managed
ServiceOl M e QIARIAE Alde = Ql&L|Ct EEF Prometheus Operator Xt E HelmOi| M X
replicaExternalLabelName & externallabels &2 MZ&dHoF gL|Ct.

0dlYAML: 5l

CHZ YAML SlCH0 = Prometheus QIAEIA OO|MEE 1784 OF0| URZE AES 1 OF L Z
SXNZ2 externallLabel A|H5t7| @5 FIHE|RELICE cluster replicaExternallabels

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

(® Note

E7 BT 9| Kubernetes (1.28 & 1.29) £ tll0|£0] &= Ax| HEZIE LIEY & Ql&LiCH
cluster O|Z QI3 Prometheus& Amazon OHL|X|E MH|A 55 M7Hol E2X|7F 24 £+
USLICEH RHMIEH LI 2 171242 & XS AI2. FAQ

HiZ 2 AL 5104 Prometheus® Amazon OHL|X|E MHIAZ D784 |O|E{E ™S
St A[2. AWS OpenTelemetry

ObXi5t 7| HHE 5t HE2 M|EHE 4= Qle HiE T
0

2IL|C}. OpenTelemetry ADOTAAAPIs, 2t0|E2{2| 2 o 0|ME E XMEBst= 2 ojZ2|7H0|M ZLE
2 9Et 24 FH U HEZZE £&E = A&Lct of CiE ADOT RHAIEH L2 2 BN EC
S AWS HiEZ EHoi| CHEH HE & & ESHAAIR
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17t 742 ADOT Asted™ ADOT ZE| Z1E|0[L1 O|0|X|E T35t 2|F cluster BIO|=
2 AWS Prometheus #7234 M 7| LA ZE O M3l oF & LICH. _ replica__ O| LHELHZ|= 2321E
Bt X|ZE remote_write MNEXZQIEE Sl Amazon Managed Service for Prometheus WorkSpace
2 HHL|cH HE MT| LHE LT[0 A o[2{3t BllolE 2 HHsiH &5 SH 20| k= S 5= X
E7 /Xl A2 YR = U&LICH AWS Prometheus $24 47| A ZE{of CHEE AFMIE LI 2
Prometheus& O}0FE OHL|X|E MH|AE Prometheus T3 A 7| UATE] AR5 |E B ERSHAMAIL.

(® Note
EM ™| FHUIE|IA (1.28 21 1.29) = Bll0|E0| 22 Atx| HEERIE WEY = JU&LICt
cluster O|2 QI3 Prometheus® Amazon O|LIX|E MH|A 5 XA|7{0l EX|7} ghAis

CEE
UELICH REMIS LIRS 17t8 48 B ESHAAIR. FAQ

m

Prometheus {7 L|E| Helm AtE & A& &+04 Amazon Managed Service for
Prometheus2 17}2 4 O|0|E{ T&

Prometheus 747 LIE| Helm At E & AlE35t0o] T7184 F& A st2{™H Amazon Managed

Service for PrometheusOi| A A&l £~ QI & N7 IF0| D E QAEAQ 2IF Bo|ES

X E3Hof gLICt. CF=2 2 Prometheus R LIE| ALE
ol

server:
global:
external_labels:
cluster: monitoring-cluster
_replica__: replica-1

@ Note

Prometheus AR LIE| Helm X E0ME ZHEEE 20 &2 EXE
e s:oz MME £+ glooz ot SXES st AR CIE SX

EE 042] H HiZ5lHof EfLICH replica Bil0lE0| RAIZ2
operator Helm Xt EE AI&3HA(L.

s2 M sHE2
kS MEstod At
m

prometheus-

Hu
X
02
mn
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(@ Note
EXM HEe FHUIEIA (1.28 2 1.29) £ dllo|20| 22 AIx| HEZIE LIEY & Q&LICH
cluster O|2 QI8 Prometheus Amazon O{L|X|E MH|A £ MN7Hol X7} ghA4sr 4
A&LICH RHMIE 82 1718 HE & XSHAAI2. FAQ

r

Ct

Prometheus& Amazon OL|X|E MH[A Q| 1784 F4J0f CHer YEFA el ZlFof CHst

B

AH
=]

ZQIE

M|k

F=™M35te4™ _replica__ 2t2 CHE ilo|=0i| Z &30 StLtR?

1784 A0l A Amazon Managed Service for Prometheus= Prometheus QIAEA SE{AE{Q| ]
HE ME45t0od CI|O|Ef ME0| BREIX| A =5 gLICH 2l =SX[&E0] 30 S HIo|E ME MES
& EH8HH Amazon Managed Service for Prometheus= AFS 2 2 CHE Prometheus QIAEA
SMEc2 gt M 2|HERH 5+ & OO0/ E H|RE HIOIEE =& ELICt kA CHE = 'ofL
QE, 0| Y2 HYE[X| t&LICH O|FAH StHCHSI 22 EX7F e = A&LIch

- M 2|HE HEistE 717 S8 PromQLO|M countE& HEISHH 0| 2L =2 gLo| ghetE = U&
LICF.

« M 2IHE MEHSE 7|7 SO active series £7F £7}5104 active series limitsOo =&

FLICH REMISH LIS 2 AVPEIS 22 BZ S AAIR.

Kubernetes= At&| 22{AE Bllo|£0| A= A 21 HEZ|S| F5& MHstxlE ef&LICH ol EME
siZstedH oE A sHok stLtR?

FHUIE|A 1.280f Bllo|£0| 22 M HIEZI0| apiserver_storage_size_bytes TE|AR&L
Ct. cluster O|2 QI3 Prometheus® Amazon Managed Service for Prometheus2| &5 A|7{0i EX|
7 ehdle = e, ol 28| dilo|Eol ek CHELICH cluster Kubernetes 1.301 A= 20|28 O|F
O| 2 HZBEILICI storage-cluster_id (O|&F mx|1.28 & 1.290 M= Ol HAEE). EHAE
cluster 20|22t &7H O] XIZE LHE L= Z< Prometheus& Amazon Managed Service0l| M= £
HAAHLEE 55 MHEY = eisLIch ol XM E L X[stE{™ Kubernetes 2EHAEE Z|4 I{X| T2
2 YadolEstE Zd0] E&LICH =&, Amazon Managed Service for cluster Prometheus0f =%
5t7| 70i|l apiserver_storage_size_bytes HIEZIO| HO|EE CtA| X|HE = U&LICH
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® Note

FHUIE|A 801 CHEE REMIEH LI 2 FHUIE|A T2 M E 9| apiserver_storage_size_bytes
X|Zof Cist Bllo|E E{AE O|F 2 storage_cluster id2 HZAS & XS A|2. GitHub

o

24 7t 2t B7tE AF8 5104 Prometheus& Amazon HLIX|E MH|AM T7HEEE
et MAIL.

P>

ClOlE{of X|ef Zt 785 E FTlstEd™ 042 X[ Q| o 2t S7holl X[ & MEE & U&LICH
AWS PrometheusE CtE ZH At WAl 2| MT[E 25 X|EfLICH

CHS oXl= of|0|ME EE|M A E|= Prometheus AMEH7F Helm2 AI25t04 ME CHE 2|™ol £
WorkSpace0f| X|E& BT S MYst= W2 2o FLICH.

extensions:
sigvé4auth:

service: "aps
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
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prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigv4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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Prometheus X|E 32

O|M| X|ZE7} WorkSpace0l| =& E[RS2 2 E[E = U&LICH

XEE AMZXoZ EFHE CHAIEEE MAd624M Amazon Managed GrafanaQt ZH2 AMH|IAE AFS
& =+ /&LICH Amazon Managed Grafana (£ Grafana2l S &/ °._|éE._‘V\) £ KR E Chder Cla
Zoiol Ze|ME|o|M AEUZ HoiF = e QEH0|AE FF/E = U&LICH otOtE DHUXI=
Grafana0i| CHEF REAIEH LHE 2 OFOFE OHLIX|= Grafana AHE HEAME HZsHAA2.

M HElE ME5t0 U3 2EIE ML, TIO|EHE B AU HLE, X[EE Ar& 3= AHA| ofE
270l E B e = UELICEH & 2{2l= Prometheus& Amazon Z2|1E MH|ALF E& API
Prometheus # 2| 21012] PromQLE AF23104 Prometheus 2 &7tof|A CIO|E{E 7t SLIC}.
PromQL 2! & 7201 CHE REAI8H LI 2 Prometheus A A 2| Prometheus #HZIE & XSHAIL.
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» Amazon Managed Grafana& Amazon Managed Service for Prometheus@t 874 ALt & M

« Amazon Managed Service for Prometheus2t 74 At & Grafana L& £ A EE= Grafana
EnterpriseE A%3HMIL.

« Amazon 2HAEOAM A E|=E GrafanaE AF&35104 32| EKS
o ZT2MHEIRA SEE A28 22| APIs
o ZF FZ|o| 2| AFEEF0i CHEF SHIE 7IX{SLICt.
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Prometheus& Amazon OL|X|= MH|AQ} AWS PrivateLink &7 Al
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QI A EZQIEE Sdll E= AEXQIEE Sl 3 E &= U&LICH VPC AWS PrivateLinkE At
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fX|E £ QYT ToELICEH Prometheus® Amazon Managed ServiceE A& & = Grafana At
7} Prometheus® Amazon Managed Service ¢ Qo] M E HEZIE 2T 4+ ULE sl H
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VPCH|SIHE Ar& 3t S Amazon Managed GrafanaE T8 =+ U &LICH (VPCGrafana®A{ Z2}0|

=
Hlg MEste wdof cigt AHMIE LI 2 Amazon Managed Grafana AFHE A& M 2| VPC Amazondi|
178 & Zx). M™oi 2 Prometheus& Amazon & 2| MH|A A= ZQIEof CHEH HA|A HEHO| Qig
VPC = Q&LICt

EXH VPC ZEto|Hlg A8 TS 74 E Amazon Managed Grafana 2/ & 7+0i| Prometheus &
Amazon Managed ServiceE H|O|E| AA 2 F7+5t2{ T °"':_Jt°|E% M 43504 Prometheus &
Amazon #2| MH|AE S &ed Z7hof 2350k & LICH VPC VPC A= ZQIE MAof CHEH KAl

st L8 2 2 #E5HAAI2. VPC Amazon Managed Service for Prometheusoﬂ CH8 QIE{H| O|A VPC
oll= ZOIE AiAd

Amazon Managed Service for Prometheus®} & 7H AF& & Grafana
QE AA = Grafana EnterpriseE A SHM| 2.
P
Grafana RQIAEIAE A& 36101 Prometheus& OFOHE OfLIX|E MH|AOM HERIE HE[E = AU&L
=2 %=|

A 5t
Ct. o] FEAME & Grafana QIAEIAE AL 35104 Prometheus& Amazon OjL|X|E AMH| A0 A
XEE F#HElote W2 CLiErLICE.

NS Ve
Grafana Q/AEA — Prometheus® OFOFE OL|X|E MHIAZ QIEE £ U= Grafana QIAEATE QU

O{oF gtLct.

Amazon Managed Service for PrometheusO| M= Grafana tHH™ 7.3.5 O| &2 A& 3104 /3 AHO|A
oM X EE ZElE = U&LICH HT 7.3.5 0|4 oll= MHB BT 4 (Sigv4) e1E0i CiEt X|§lo| Z & &
LICH AWS

Grafana HHE £ QlstedH O BE S U=stn TS 2 CHA|SHA A

Q.grafana_install_directory Grafana dx| B2} &7

grafana_install_directory/bin/grafana-server -v

=213 GrafanaZl OF& Qi7L} %4l HEO| HRdt AR M QUAEHAE MRS £ Q&LICH S
GrafanaS MHst= &dol cist X|&El Grafana AE A0 A Grafana A x|
AlZHol| CHEt RFHAMIBE LHZ 2 Grafana ME MO A Grafana AlZH6L 7|2 & Z5HM|L.
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Prometheus& Amazon 2| MH|AQ &7H 2 S5t =5 GrafanaE MYste{H WM =, U H
20| AmazonPrometheusQueryAccessU= 7E0i| 23218 oF & LICH aps:QueryMetrics
aps:GetMetricMetadata aps:GetSeries aps:GetlLabels AtAM|EH LI 2 IAM T8 & 2434 EF

22 HEHUAIL.

Ctg MM M= GrafanadllM R1E 2 M st= B of CHal| XtMls| A ELICE.
1EHA|: Sigv4 ™ AWS

Prometheus& Amazon # 2|8 MHIAE IAM () AWS Identity and Access Management 2} & 74 =
S5104 PrometheusOl CHEt 2 E S3HE A4 B2 23 FLICH APIs IAM 7|22 S 2 GrafanaQ|
Prometheus Ci|O|E &A= Prometheus0i| 215 0| B 5tX| LTt 7B LICH GrafanaZt Amazon
Managed Service for Prometheus 2/& & M8t 204 7|52 88 = UL = 5t2{™ Grafana H|O|E
A A0|M Sigv4 R1E X2 &/ gstatiof FLICH XFA| 22l Grafana L E AA E= Grafana QIE{Z
EO|= MHE AL 8tE 7B 0] I o|X|2| EtHE 2 M 2. Amazon Managed GrafanaZ AFE3HE
SIGv4 B2 2150| &t™35| A= SHEILICH Amazon Managed Grafana0ll CHEF XFA|EH LI 2 Amazon
Managed GrafanaZt FUULITN?E B ESHMIL.

GrafanaOi|A SigvV4E & 443l 5t2{24 AWS_SDK_LOAD_CONFIG 2! GF_AUTH_SIGV4_AUTH_ENABLED
2t E M E trueE B HEHO| A GrafanaE A|ZfSHML. GF_AUTH_SIGV4_AUTH_ENABLED
B4 4= Sigv4 X2 #M435H7| I5H Grafanall 7|2 F 42 Aol AtMIE LH8 =
Grafana M| 4 E FX5HM L.

Linux

T

Linux2| 5 &% Grafana A0 Sigv4E & 435tsied™ Ot 32 =FLct

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows
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https://grafana.com/docs/grafana/latest/administration/configuration/
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set AWS_SDK_LOAD_CONFIG=true

set GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory

\bin\grafana-server.exe

2CHA|: Grafana0Oll Prometheus Cl|O|E{ &AA F7}

Ct2 E7Hl= Amazon Managed Service for Prometheus X|E & 2|5t =5 Grafana2l Prometheus Gl
Ol £AE MHStE YS GHeLcH

Grafana AH{01l Prometheus Ci[O|E{ AAE F7}6lE4{H

1. Grafana 2&& LC}.

Prometheus& ME{EFL|CT.
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9| Z42 HTTP URL Prometheus® Amazon Managed Service £ 2| 2t &7t ME HE 10| X|

Ol URL EAlE|l= HEZQIE - HE|E RIHSIAMAIL.

6. Prometheus C|O|E| £A7} RIS 2 FII6IEE W2 X|Het &S0 ol FIHEl /api/vl/
query =At&E M7HEfLICH HTTP URL URL

2HIE 22 ws-1234a5b6-78cd-901e-2fgh-3i45j6k 178192+ URL H|<3H{OF B L|Ct. https://aps-
workspaces.us-west-2.amazonaws.com/workspaces/
7. Q2lB0|M Sigv4a 21F EZ2 2 MEISH0{ g st ehLICt

8. GrafanaOl A 2 7| £oF Q15 E XIHstHL 7|2 S22 AL838t01 Sigv4 2152 74
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b. HMA F| DA AWS HMA 7| IDE ZAFFLICH

c. Hot oA 7o AWS HIZ AAMA 7|2 l=8tL|cH.

d. g ARN ¢! & 2|2 ID ZE&= H|R FAAI2.

e. 7|8 2ol CH3 Amazon Managed Service for Prometheus ¥ AH O|A Q| E|HME M

SHEFLICE o] X[ 2 5EFA|0AM LEdsh x|jof =& El x|k LU X[sHoF & LICH URL

f. XN A EH2EE MEfEfLCH
ClOIE &7t &S SULICH HIAIX|7F EAIELICH

Cle A EIAE

rlo
12

MA 7|, 2ot 7| Sigv4 218 MF HE M™ 2 2o FLICH.

Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- 7B 3EAAelE tid ASsteAH(Z2EHM #F0| HE), e sdstAL.
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HEO|M 215 SZXtol CHsl 7[&Zke MEIEHLICHAWS SDK
=

b. H&¥ == ARN L JE D E H|% St

>

3l Amazon Managed Service for Prometheus 3 AH 0|A 9] E|HE M
|ode 5hA|0f| A LFdE x|2dol| Zet=l |31t 2l x|soF 3FL|CH URL

CllolEe 2471 && SLICH HIAIX|7F EAIELICEH
HE MIA|X|7F EAIE|X]| &

CHE A3 EIAF2 SDK 7]1& Sigv4 215 M HE M™HE EodFLICH.
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AWS SDK Default
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Sigv4 Auth Details

Authentication Provider

-

Assume Role ARN
External ID o
Default Region us-west-2
9. M Olole{ AA0] cidl PromQL #HE|IE EHIAEELICE.
a. ErAMgZ MEfSHL|Ct
b. CIS1 Z2 MZE PromQL #ZIE ALt
prometheus_tsdb_head_series
A (MEH AFE) Save & Test7t 2 &S5HX| b= 22 EA 514
O ™At ME L HAEE MEHY [ LF7F EAIL|/MH OIS S &QI5HA 2.
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- AL &2l E ot Q1501 0] Amazon Managed Service for Prometheus 2 AH O|A 04 CHEF HM[A
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O 27 £ sliZst24™ Grafana M 23 & =St . XAM[EH LIE 2 Grafana AE X0l A E | 5H
Z2g HxstMe.

Al= Hi2F ZO0lExror http: proxy error: NoCredentialProviders: no valid
providers in chain, 7|2 X143 38 SZAt MOl A8 E REE AWS AHE SHE K| £

gLICH 202 215 x|dol MY¥E Oz 2ot Q15 dHEHM=X] HAUYLICH S/ 7HE ME oPE4

0 7‘0"
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Lo =

AWS_SDK_LOAD_CONFIG 2tZ30| trueZ MHME|0] UEK| &QlstL|Ct.

Amazon 2HAEO|MH AE|= GrafanaE AFE25H0{ 2| EKS

Amazon Managed Service for Prometheus0i| A= Grafana 7% 7.3.5 0|42 A& 304 Amazon
Managed Service for Prometheus 3 AHO|A0M X|EE 2{2|E = U&LICH HT 7.3.5 0|&ol=
M HZH 4 (Sigv4) 21501 CHEr X0l Z&ELICH AWS

Prometheus& Amazon 2| MH[AQ} &7 2 S5t =5 Grafanag MEstciH WM E=,, 2 H
80| AmazonPrometheusQueryAccessQ = HIE0i| 22218l oF B LICH aps:QueryMetrics

aps:GetMetricMetadata aps:GetSeries aps:GetLabels XFA|I8H LI 2 IAM TEH 2! &=H G
22 AEHAAIR.

SigV4E AWS MHESIAMI2.

Grafanac M3 BT 4 (Sigv4) AWS RIEE X|Hste MER 7|52 FIIRIGLICH RtAEH LHE=2 M
H M 4 ME T2 MAE HESIML. Grafana MEHOMHE 0| 7|S0| 7|EMo 2 H|gEetE|o] &
LIC}. o] 7|s&S & 4357 {8t CIS X|&E2 HelmE A& 35104 Kubernetes 22{AE{0d| GrafanaS Hi

Zotcto 7HE g
Grafana 7.3.5 O|& HHT Q| M| Sigv4E & A3} 5t24™

1. Grafana 7’82 ANEalst= M YOI0|E mtd
amp_query_override_values.yamlZ X|'&gfL|Ct.

jo
ra
mn
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il
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E SAStD mhof =dst & oS MEELICH Replace account-id Grafana M
7} Ae|T e AWS A IDE AFS ELICH.

serviceAccount:
name: "amp-iamproxy-query-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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sigv4_auth_enabled: true

Y YAML ot 2EIX0|AM amp-iamproxy-query-role = CHS AMoiM A5 o9&t o| |
ELch MHIA HEol IAM 38 A% 3 Am oA FE|E 98t g2 o0 MEst d< o]
2 KA Y 0|22 HHE = U&LICH

tele L}Sof Helm2 AF2 5104 Grafana A 418{|0| =0l AF8LCt.
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EKSAmazon 22{AE{0l| A Grafana MEHHE AME3te B HAMA M08 2I5H AMH|A HEO| g (M
HIA H&oletTE &) 2 IAM A3t 20| E&LICE O] 22 =50 IAM & 2 Kubernetes
MHIA AH™ETH AZ5HH MH|A A™HO| siE MH|A HA™HE AH8ste ZE ZE9| ZE|o[L{of AWS
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1. EO|d FolM Grafana MEHS| U JAH O|AQL MH|A HH O|F§2 =HQIFELICH o & E04, TS
BEE AMEE + U&LICH

kubectl get serviceaccounts -n grafana_namespace

2. Amazon EKS 2£0|M EKS 2H{AEQF HAAE MH|A A Ho| IAM HE S dLCt.

3. AE| EA HES MEHSHLICE

4. 1A o] HE E290i M B2 Grafana WY AH 0| AL} Grafana MH|A H|Z 0|1EE Z&5EE =
A€ dol|o|EE&LC ChS2 o Lt

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/

oidc.eks.aws_region.amazonaws.com/id/openid"
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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1,
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

-

}

5. dE HH HHolE

MEdgfLCH

Helm2 AF2 3104 Grafana MH &428|0|=E

Ol BtAHl= o™ MMoi M amp_query_override_values.yaml Zt2of| F7I8t 52 A= S
Grafana MHHE YI120|=&fLICH.
P2 M™MBLICE Grafana& XHE HelmOl| CHEF REAMIEH LH& 2 Grafana 77 LIE| Kubernetes

=2
o=
ImS &XstHL.

m nlo

=k
H

Ct
At
helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

Grafana0l Prometheus Cl|O|E{ AA F7}

CH2 EHAlE Amazon Managed Service for Prometheus X|EE # 2|5t =5 Grafana2| Prometheus il
Ol £AE MHst= WS gLt

Grafana AH{0{l Prometheus Cl|O|E{ AAE F7}5t2{H

1. Grafana 2£ 2 L|Cl.

2. THoM O|O|E AAE MEHRFLICH
3. OIOIE & FIHE MEELICEH
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4. PrometheusE MEHEILICE

5. 2| Z2 HTTP URL Prometheus® Amazon Managed Service 2& 2| ¢ 27t M&E HE 10| x|
o URL EAIE[E AEZQIE - FE[E X|HGAAIL.

6. Prometheus Ol|O|E| £2A7} AFSS 2 FIIStEE Y& XIMHE &F ol o FIHEl /api/vl/
query 22 ®7BLICH HTTP URL URL

7. Q50X Sigv4 QIE EZ S MEHGI0] st LICE.

& =2 ARN I 2| ID ZEE H|? FHAIR. O CHE, 7|2 BTS2 Amazon Managed
Service for Prometheus Y3 AHO|A T} QlE SIS MEHEFLICE

8. MY X EHAEE MEHELICL

CIOIE AA 7} 28 SLICH HIAIX|ZF EA|ELIC
9. M dlo|E{ AA0] CHal PromQL HE|IE HIAESL|C}.

S Z2 ME PromQL #E[E A™eL/ch

prometheus_tsdb_head_series

ZIZHEHSA SEE A8 2| APIs

Amazon Managed Grafanalt Z2 =7 & AI85t= WOl HERE E1 AHE[5t= 7HE 42 Y O[X|
Ot Prometheus& Amazon Managed Servicee= HEZIZ #2|5t= O AFSE = = 0421 7HX| APIs
Prometheus 28 =7 T X|®ELICH A& 7S T 2 & Prometheus APIs 8 A Zof CHEt AFMIEH LY
E2 2 HZX3SIMAIL. Prometheus Z & API

[Htl

Prometheus & APIs HHX 0| M E Prometheus #E| 21012 PromQLE A& 35t04 BHetsle4= o[ O|E
E X|™EELICt PromQL & s 204 CHEF RHM[EH LI 2 Prometheus A3 A 2| Prometheus #{ 2|

EMAE S5 7ol MHESHoF &LiCt
‘¢‘ Al\g |—|E|' X|'A'”‘:’}' LHo - aws-sigv4-

O|E AF23l0{ APIs HHEZI2 2 2|& = ME A 4 ME
AWS AWS M HT 45 HXEI0d MH T2 MAE 7HAS
proxyE & ZESHM L.

ot ||=|

E AWS At875104 Sigv4 ZEAIE S8 MES =-E = U&LICH awscurl O EF0lMH=
awscurl2 AF&3t04 Prometheus & #HE2|E A& 35104 Sigv4& HH5t= WS APIs dEELICEH
awscurl AWS
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https://github.com/awslabs/aws-sigv4-proxy
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ZA
« awscurl2 AF835t0{ Z2MHEHRALI S&tk|= 2|2 FHE|SHM . APIs

awscurl2 AFE5t0{ ZEHE|RAL S EtE|= #HEIE FHE[5HA2. APIs

APIPrometheus& OFOFE OHLIX|E MH|A Q2 Sigv42 MBS o g LICH awscurl@ AF&35+04 3
2| Z2MAE 7HASE &= &Lt

awscurl2 AX|5t2{ Python 32 pip THZ|X| #2|XH7F A x| =[0{ QL0o{0F FFLICt.

Linux 7|8 QIARA N ME CHE BEEO0| awscurls AxIELICH
$ pip3 install awscurl
macOS A|AERI0|ME CHE B™E0| awscurlS AXIFLICH

$ brew install awscurl

Ct22 MEZ #2lQLICH awscurl HF 7| Region, Workspace-id Bl QUERY 1232 AL Abe|
of X&tst Zto 2 2d5HAA|2.

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

(@ Note
FHE| EXE2 url2 Q1 F EE[o{of BFLICH.

CtS0 22 query=up H2le| A C}E1t 2 20 E A2 = U&LCt.
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
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ALEXl 710|=
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"
1,
"value": [
1652452637.636,
nqn
]
.
]
}
}
awscurlO| NS E 3o MESESF ste{H OS2 U S StLIE RES 2o Q152 TE Sl o &L
Ct.

« IAMEoi CHEF AMA 7] 1D HIE 71§ URFLICH S o] HMA F[2 HIE 7|= ol A &

=2
=

=
https://console.aws.amazon.com/iam/d& L|C}.

of:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \

--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« .aws/credentials 2! /aws/config ItO0l| HEE & 1

telg B XSHLICEH EESHAIEE =2
otelo| 0|2 KIHSIE T MEHE = QU&LICH X|H5HK| 2P default LIIUO| AFEELICE
of:

awscurl2 AF2 8 2|
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https://console.aws.amazon.com/iam/
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

.« O]

—

AEHAQL QIZAE CIARHA T2 LIS ALFIAA|IL. EC2

awscurl ZAE|O|LHE Al235t04 FHE| 2 Ald

CHE HZTQ| Python2 Mx|5t=0 &3 B4

— % AE|§|>'|3E|' ¢ gl-le 704‘?‘ ?jE'”OlL.'iE A|-96|-0:| awscurl
OHEZ2|7oldTt siY B&ES W7|TE 4 A&LIC CHS oK = Docker HEHAE A& 5t0d
awscurl HYEZSHX|2F OCl 28t 5|= HEQD} o|0|X|= 25 A S8HL|CH

$ docker pull okigan/awscurl
$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1/query
$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?

query=QUERY"

Zb 2{2|ef 22| AHEF ol Cigr SAE 7HxS LI

AAE 2 & E Set XMElE & HEIME 8 7IESE FLICH MElft MES
FHM5t7| ol =-st= 2 Mol Ciet SHE Y2 = UELICH aquery EE= a0l CHEH HE| 8F
ol 8o 2| =2t0|E{E stats=all £& 350 K22 2| MEof Cist S7| o|o|E{7} =& =
queryRange APl == U &LICH samples7H&|ol stats 7HAI7F MEE|D SEHO| stats O|O|E{7} Bt
gHEich

samples A= CHg SE2 2 FHELICH
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=S =&
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Ct.

el S 85


https://aws.amazon.com/prometheus/pricing/

Amazon Managed Service for Prometheus

2 AH A Od
-1 O = O
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£ gz & 2L

2H0] stats ME7 &= MEZ 934 4l
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ik
olo

B2 Ctga Z&Lct
query Oi|A:

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

1=
{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nyn
]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
2l &4
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},
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[

1652382537,
1

queryRange Oi|A:

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

Ct

0l0

=]
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{
"metric": {3,
"values": [
[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {
2l &4
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"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

iF

[
1652383000,
4

iF

[
1652384000,
4

]
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& A0 228 IAM ™ o5l

Amazon Managed Service for PrometheusOi| A AFE At H #EIE AL E = U= HEHE F 04510k
grLict. chE M8 2 AWS Identity and Access Management (IAM) &
= O=|o|'0-" RARHS %EFOFL'EI.

=

® Note
IAMO]| CHEt RFMIEH LH8 2 Amazon Managed Service for Prometheus& Identity and Access
Management EH#E & X5t MAIR.

A SOl CHEF AMA HEHE Hodsts HA

CHS M2 AEe 2 E 2la20 CiEh 722 AF8st7| 218 HMA HEtE Fodgf Lt

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}
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S Yo CHEHABE HM|A HEHE Foists HAE e =L gLt oS ME A2 x|HE
RuleGroupNamespaceOi CHSHAMPH HMA HEHS Fo{LICt O] HME AFE35tEd™, <account>,

=
<region>, <workspace-id> & <namespace-name>2 H/Hoi M&st LS 2 HiELICH

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

& mhol AHAd

=~ =SS

Amazon Managed Service for PrometheusOil M 7212 Al 35l2dH #2I2 Holsts & TtdE M4
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Alo| SYUBLICH R LIS S YO A 715 74| Bo| U Ul A2 FASMIL.

ChS2 73 ohedel 7|2 ol M iuch.

groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
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- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > 0
for: 2m
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E A85tod A1 #e|A e M HlYAamo|lA | e SZHoll AWS CLI Y2 E5HE2{H™

1.

Base64= & At mtUo| LIS QA I ELICE Linux0l|M CHE HEE AHEE =+ U&LICH

baseb4 input-file output-file
macOSOi|A CtS BHE A8 & U&LICH

openssl baseb4 input-file output-file
CtE B & otLIE 2=Istod HUAHO|AE HMetD IS YRS gfL|C

AWS CLI HHX 20| ME CtS 2 =238t

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWS CLI HH 10 ME CHES =L

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AL

i
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AT e FHo| EYstEle ol E X e ZEILICH 4]
Ct.

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region
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aws amp put-rule-groups-namespace --data file://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

-

AWS CLI HH 10l ME CheS Y=L

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. A Lol ZdsErle o B = H ZEILICH SEiE HQlsiti™ ChE BJ 2 Y™ ELCH

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status7h ACTIVEO|® 78| 1t@Jo| 28 Z4@ILIch JM7HKIE 0] 78| Thelol ofF BiFo| A
& &4 NefelLic

& 22|k 2AX sHE
238 A235104 Amazon OHL|X|E AMH|A 0| Prometheus O|HEE D L|IE{&IE £ Ql&

L
CloudWatch € At&5to{ &2 E|Rt & 3] 22kt 22 EXE HZEE = J&Lict o] didof= #
= gl 2t 2x) s g =0| ZEEo] /&Lt

o)

EREE

20| CtEnt 22 n& SEAt A 27 X

i

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_v1l_namespace,
err=found duplicate series for the match group {dimensionl1=\\\"1\\\"} on the right
hand-side of the operation: [{__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name__=\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_vl_namespace",
"namespace": "canary_long_running_vl_namespace"

}I
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"component": "ruler"
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Prometheus& Amazon Managed ServiceOll M= & Zt2|At 74810 S e L& 2 2|At 7 mh o]
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- 23 HEXE AEStE Ol 2238 IAM #HE o3H

 Prometheus& Amazon Managed Service0ll M & Zt2[x} 742 HH5t0{ &S ESHT 2t
=g £+ A&LCh

Rl

» Prometheus& Amazon O{L|X|E MH|A Q| 2t &] Zt2[XIE AFE 35104 2 &l = AIXKFof| A & & MY
o 2| A 2|A}F A IS Prometheus® Amazon 22| MH|AN U2 ESHAA|L.
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
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"aps: CreateAlertManagerAlerts"

1,

"Resource": "*"

Prometheus® Amazon Managed Service0| M &2 & 2RI 7~ HEE

HE350{ Y EIE Belst 2t EE & U&LICH
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0 SUst TEE ALSELICH RMIE LIS YotE e H
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@ Note
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alertmanager_config:

route:

receiver: 'default'

receivers:
- name: 'default'

sns_configs:

- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic

sigv4:
region: us-east-2

attributes:
key: keyl
value: valuel

= Amazon Simple Notification Service(SNS)ILICt. F440f CHE R&E 9|

R KIS RUsH 4417
£ 81717} LhElo] Qs 79 MR ELIC
She I CHE ME E

22 template_files E2 1 alertmanager_config EE2 25 A8

Zelxh 74 o d k.

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |

urlquery }}{{ end }}
alertmanager_config:
global:

templates:
- 'default_template'

route:

receiver: default
receivers:
- name: ‘'default'

sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic

sigvé:
region: us-east-2
attributes:

key: severity
100
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value: SEV2

7|2 Amazon SNS HIZ2 EE

BAHo 2 RfHL|6tX| b= B, 7|2 Amazon SNS 7142 Ch& HESE AISELICH

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join
" 13
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}
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4.
5,

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"

3,
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,

"Condition": {
"ArnEquals": {
"aws:SourceArn": "workspace_ARN"
3,
"StringEquals": {
"AWS :SourceAccount": "account_id"

}I

"Resource": "arn:aws:sns:region:account_id:topic_name"
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"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"

b

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"
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- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

D
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default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":
"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if
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gt (len $alerts.Labels.SortedPairs) @ -3}3},"labels": {{ "{" }3}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.Value }}"{{ end }}

{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -1}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }3}{{ "}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}

{{ end }}1{{ if gt (len .GroupLabels) @ -}},"groupLabels": {{ "{" }}{{ range

$index, $groupLabels := .GroupLabels.SortedPairs }}{{ if $index }3},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "}" }3}{{- end }}{{ if gt (len .CommonLabels) @ -}},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3}" }}{{-
end }3}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "3 3H{- end }}{{ "}" }}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
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alertmanager_config: |
global:
templates:
- 'default_template'
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aws amp create-alert-manager-definition --data file://path_to_base_64 output_file

--workspace-id my-workspace-id --region region
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aws amp create-alert-manager-definition --data fileb://path_to_base_64_output_file
--workspace-id my-workspace-id --region region
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aws amp describe-alert-manager-definition --workspace-id workspace_id --

region region
status7F ACTIVEO|T Af & 3! 2t2|At H
Mg M 2422 AWS CLI HF 4™
Q =T I—lL—-l‘ L|nux01|k| El‘% P Eé'% Al’%a ‘/I\‘ AA

1. Base64c 23 At oo LHEE QIZEE

baseb4 input-file output-file

= A&LICH

ok

macOSO|AM CIS HHEHE AFS

openssl baseb4 input-file output-file

2. IS U= Coiedd ohs BE & oL E =L

AWS CLI HHX 20| ME CtS S =38t

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --

workspace-id my-workspace-id --region region
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

{
workspaceId"
"message": {
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{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000"
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
3,
""component" alertmanager
}
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"log": "Subject has been modified because it contains control or non-ASCII
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"level™: "WARN"
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"

},

"component": "alertmanager"
}
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"
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https://docs.aws.amazon.com/sns/latest/api/API_Publish.html#API_Publish_RequestParameters

Amazon Managed Service for Prometheus ALZ%t 7H0|=

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

},
"component": "alertmanager"
}
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"

3,
"component": "alertmanager"
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups",
"aps:CreatelLoggingConfiguration",
"aps:UpdateLoggingConfiguration",
"aps:DescribeloggingConfiguration",
"aps:DeletelLoggingConfiguration"

1,

"Resource": "*"
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aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config

Amazon Managed Service for Prometheus

RELO| EE 7|ZFE

7'<-|

=2
LS Oo=

FH & K| 5He{ T

W

9_ol- J\ O|= E|=|

o
AN - x-l 22

Gl AHE bR M= 2

Prometheus% Amazon Managed Service & & At
9|'=' ol Z1 AAHIZ 8 MH[ATI {2 7tE 4B

ntEEE FItst7| /sl =7t ZETH EE
A7t ZEELICH O|2 215l H|& 0] 3H4 O]
Managed Service2| & &2 %[|23tE|0{ /U2
glct.

o=
At
o

™ 7t

\QFI

o o

ol 01 pu > 4r
ro

Qo C e
20 O

g oy ro

B A2 — F 2|9
romQL # 2|2l &
-F.l"iloilkl Es A= 1

Tl

hul
A

[0)
5

oo pr
el OU

oo T 12

_

- alert: metric:alerting_rule

expr:

for: 2m

2o =
OEE

exprZ #HZEstH HE| |

avg(rate(container_cpu_usage_seconds_

i HIEO| 3H £E01& 71582

PN

£ Amazon Managed Service2| |0|E|=

N
Ral

r
M

(@)

oo

<&Lch

M| &3t0{ Retention time for ingested

o4 7| sHof 5tLI 22

ot Co|Eof CHal 22|17t ddlez F2| HI&0| so{LfLICh && 2§ z/Hststn
CHS

a Zr&Lch.

— Prometheus& Amazon Managed Service
= X[FoMH X EE #EISt22 | =
& LICt o7|olle T7t2 Ao CHEt Grafana
e &= U &LICH Prometheus& Amazon
Fo| FE|2 2 7188 BHEE M3

=
S
o o
-
A
e
=
S/r=
(=3
—

o T

ne

o =
o I
z0 0%
rr IE
« o
o
oo

—_

(u]
—

FIO

HO|EE 7} M2 2 2| H|g0| 7}
FCl|O|E{0f| S =X| & QIGHMI2. 0| & E01,

r
[

—

i g
L }o
1

r°l-

_

avg(rate(container_cpu_usage_seconds_total[10m])) > @

Oolz dl ==0| E

total[5m])) > @ &= U&LICH

UtHo z o 7AS dHET MH|A0 7Y Mer et X|Zol CHsl 2B 2D UA=K| ZIsHA
2. 53l Alzhol XIgof el RS FIstes B2 SUE HERM Cial SSE= &S BFE7HL

128


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Prometheus® Amazon 2|3 MH|A 0| 2r2lof CHEH AFM|EH LI e
Prometheus O{L|X|E MH|AO|A 2] Z2|KIE AF23510{ LEIS &

HE& ZLIEZ s 7| fla o X|EE AFSE + ULER?

IngestionRateAmazonOM CloudWatch 2 LIE{@5t0 +& HI82 FXSIAAIL. 01l A
Prometheus% Amazon #2| MH|A X|EE PLIERsHE WHol CHEE REMIEH LHE2 2 & ZT5HAA]
2. CloudWatch CloudWatch X|EE Al 23104 Prometheus® Amazon OIL|X|E MH|A B AAE 2

L2 M A2,

AIMEX| HT LHIS

b

FOIE 4 QULER?

AWS AL &2 AWS Cost and Usage Report X5t 1 M7 7|7 LY AI™HD 22 of|d @22 WS
LCH XMIE L2 AWS HIE 2 AME ETMEN FAUALII? B FESIMAIR2. AWS HIE 2 AFE

BEIMALE B0l A

Amazon Managed Service for Prometheus0Oil= =& CH5H HISsHE 23 Z2I0| U222 FT| A
& H|80|H Eo| SLICH MA8F0|H =2 =& E|o{of| ZE5tH H|S 0| ot X|{ AHSKtof| Al £t
El= HI8k Rol &L =& E|o{E Z gt 2 F0i CHE REAMIEH LHE 2 Amazon Managed Service
for Prometheus M& H0|X|o| 2F 2 & =5t

__>L
Ico

@® Note
+ S x|o 2 AHB 0| obEl X|of L AL 2 I8t RULICH X1 L ABFOI CHR S2oll &
SHafof O w2 232 ASY 4 sl

ggol ot XIEA AEE=Z EAE
A 2 E AEol cisll +&EE & X|&E (X
2E AE H 22 30| FHELICH

HIZ S BUIEIZs] 91 ofH A EE AR E & Ue? 129


https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://aws.amazon.com/prometheus/pricing#Pricing

AR 7H0|E

Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus 24 Q&g 2 F AfK||
WX|PH FO0| HlS HBFElE A E&Lch F& Lol Ho{x[z =
ane?

0| A2 & 7tX| 7582 AN E 2d Fdof X|EE MESEE d™E 238 0|HE AWS E 2|5l
£3 g 4 UChs WYULICH XIS MEMR. AZ0/n 37| 2 AX

130

Amazon Managed Service for Prometheus 2] @2 25 AN X|EF @ F 0| Hl& HT ke 7 E&L

Ch & Yol "oix| 1 e dnte?



Amazon Managed Service for Prometheus ALZ%t 7H0|=

CtE AWS AMH[A2LS| &Ff

Prometheus& Amazon ZZ|& MH|A &= CHE MH[AQL SEELICEH AWS 0| M40 M= Amazon
Elastic Kubernetes Service (Amazon EKS) H|& 2 L|E{2! (Kubecost AFE) 1t 2| £& 2! Amazon Data
FirehoseE At&35t0{ X|EE &5t &2 MBEFLICE CloudWatch =38 S M2 2[E| 424z
O|E{ Terraform 2 &2 AL&3t7Lt Kubernetes& ZAEEHE AWS A& 5104 Prometheus& Amazon
Managed ServiceE st &E2[5t= Sz MBELICH AWS

|

+ Amazon EKS H| ZL|E{&1 E§t

o SMHLZ|E| AP O|EIE AL 6104 Prometheus® Amazon OHL|X|E MHH|AE MM
AWS

o FTHUIE|IAE 7AEEE A23510 AWS Prometheus® Amazon OL|X|E MH|AE ZE|5HM 2

* Prometheus& Amazon O{L|X|E MH|A2} CloudWatch X|E S3&F

Amazon EKS H|E ZL|E{2l0} EF

Amazon Managed Service for Prometheus= KubecostE& & & Amazon Elastic Kubernetes
Service(Amazon EKS) H|& Z2L|E{Z0t St k|0 HIE €T HLtE =St Kubernetes A E X|
XM3tof CHt CIAO|EE MBS & LICH KubecostE & 8t Amazon Managed Service for Prometheus&
ALE5tH HIE ELIEZE QHMHo R &% 5tod it 2 E2HAEE X[HE = UA&LICH

Kubecost?t & & 5t Amazon EKS 22{AE H|E2 ECt M2USHAH mtete = J&LICH ZE|o|d ==
ZolM EHAE =&, AX|0{ CIE EHAE =& HK| CHE 22| Kubernetes ZAEIAEHZ HIE S &
AHE &= A&Lct ZHE 0| E= Ee{AE Bt ETME 445104 CHA| EA| E= AR FXo

2 HI82 FHE + A&LICH

Ct

0jo
ro
m

Q L= OFS ZHAE AILLE|20 M Kubecost?t E86t7| @8t X|&E MZghLct.

- B EHAE S8 —Amazon EKS HIE ELIEHEE HYU FHAEHS S&dte YHES LotEi{H
AWS £ 21 HAIZ Kubecost2t Amazon Managed Service for Prometheus S &2 & Z5HMI2.
o Ct= Z{AE| 58 —Amazon EKS H|2 ZL|E{2/2 ot 2 B{AE|Qt S&st=

HF H =

o =
M AWS 2 2 HAIE Kubecost &' Amazon Managed Service for PrometheusE AF& 8 Amazon
EKSQO| CtE Z2HAE H|2 ZLIEZIE X5 M L.

IF

Amazon EKS H|& ZL|E{Z! 131


https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
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https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
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https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
https://aws-otel.github.io/
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
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git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

2. LCI2 BHES AL2510q Terraforme = 7|3} &HLICt.

cd examples/existing-cluster-with-base-and-infra

terraform init

3. CIZ oAt Z0| A terraform.tfvars IS MAELICH Amazon EKS E2{AE S| AWS X|
m]

] 3 EF2H{AE IDE ALSSHAAIR.

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4. A83l24E Amazon Managed Grafana {3 AHO|A 7| O} X Qe A MAEHLICH M 32T
O|AE MM5te Widol CiEt XtAIEH LI 82 Amazon Managed Grafana AH& A A{o| 5 Bmy

I AL O[A Mg FESHAMR.
5. BHEO|MCHE BES '%3F0=| TerraformOi| M Grafana I AT 0|AE AL3t7| I8 F 71|
B8 M gLict & Grafana &Y S7t2| grafana-workspace-idIDE HHHOF & L|CH.

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text'
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https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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6. [ME AFE] 7|& Amazon Managed Service for Prometheus 2@ Q2 AI835tE4™ CHS ofet &
O| Zt ol IDE F7t5t 1 Prometheus 2 7+ prometheus-workspace-idIDE CHA|SHA A
Q. terraform.tfvars 7|& I AHO|AE X|HE5X| et 2™ M Prometheus I AH O[A T}
sz MeELICt

# (optional) Leave it empty for a new workspace to be created

managed_prometheus_workspace_id = "prometheus-workspace-id"
7. CI2 BHE ALSstod £F A2 i ZELICH

terraform apply -var-file=terraform.tfvars
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
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« OpenlD Connect(OIDC)7} &d3tEl 7|&E Amazon EKS Z2{AE{ 7} Qlo{oF gLCt,

OIDC7} &3l K| QI QtCtEE CFS H- S AFE 504 & -dster = QU&LICH YOUR_CLUSTER_NAME
2 AWS_REGIONE H|Hoi| &= SHIE Zf2 2 HFELICH

i 2

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

Amazon EKSO{|A OIDCE Ar235te & of CHEr AEMIEH LHE 2 Amazon EKS AFHE MM S| OIDC
AH EE SR 215 X IAM OIDC SZA HH S FRFAML.

[N ] [
« Amazon EKS Z2{AE{0| Amazon EBS CSI E20|H{7} A x| Z|oq Qlo{of & L|Ct.

« AWS CLI7} Ax|z|o{ Io{oF EFL|CH HHEo|A AWS 7|52 AWS CLI EE35t= O AF2ELICH
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https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/sns/
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Kubernetes& ZHEE2{7 Z& = |3 AHO|A HiZE AWS

Prometheus& Amazon Managed Service 2 S7t2 MZ H{ZE 5t2{P Kubernetes& ZAEE] Z1E

EE AWS MX|&t CtS 0| AI&35tod 2] S7HS A ELCt.

FHUEIAE HEEHE AE350{ Prometheus® Amazon Z 2| MH|A 2] 272 MZ HHZ 5t2{™

AWS

1. CFE HYE AHE3104 Helm0il A Amazon Managed Service for Prometheus MH|A ZHEEE{E
AR LICH REMIEH LI 2 2] Kubernetes& ZAEEE] B M| ACK ZHEE] HX[E X354

Al2. AWS GitHub A|AEI0] SHE ##(0d: us-east-1)2 AFEELICEH

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f&4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

CtS HEE ALE50{ Kubernetes& AWS ZHE &7t 3 Moz HA|EUJ=X]| MEXHo =z &0
g+ A&

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

J2{™ status: deployedE H|R 8t ZHEEP] ack-prometheusservice-controllerd
CHst i

E A83l0f workspace.yamlO|2tE IS MAdstLICt o] IS MM 501 23
|0|A0| FHO R AFSELICH.
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https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
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apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace

metadata:
name: my-amp-workspace
spec:
alias: my-amp-workspace
tags:

ClusterName: EKS-demo

3. O3 BES Adstod A AH0[AE WERLICHO| BHE2 1EAHI0|M e AAH B0

[« N = O
ot E2FE).

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

Al & A™HHAMH my-amp-workspacette M IZAHO|AE & = U2 ALICH
O HES AYSH I AHO|A IDE Z&3 2 TAHO|IAS HME HE LU MEE E = UE
L|Ct. EE& Amazon Managed Service for Prometheus 2£0M M KT AHOIAE £ £ A&

L|ch.

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE
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4. AEHIOES fIE FH2E F VM| M yaml IHYUE MHst D CHE FHE AL8sto] e ntel

LIC}. AlertManager

Ol #4& rulegroup.yamlE MEELICH WORKSPACE-IDE O|™ EHA|Q| /I AHO|A IDE
Hb& LICH

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
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https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =

{{ $labels }}"

C2 A2 alertmanager.yamlZ CHA|EFLICE WORKSPACE-IDE O|™ EHA|2| @3 AHO|A
IDZ HFZLICE TOPIC-ARN# 2|2 T1&E Amazon SNS &0l CHE ARNSZ ### AHE S0l
X|&¥o 2 HFR A A|2. AWS 2| Amazon Managed Service for PrometheusOli= Amazon SNS
ZXof cHEr #EHol Rlo{oF B L|C.

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition

metadata:
name: alert-manager
spec:
workspaceID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:

- name: default_receiver
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sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(® Note
Ol{3t 744 mhUo| HAlof CHEH RFAIE LIS S X & HEsHAAIR.
RuleGroupsNamespaceDataAlertManagerDefinitionData

5. O3 BES Adstod 3 I8 X o4& ekt 742 ddELICho] BHE2 12 A0 et
AA” H=ol e ZEFE).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

2 E olUioll HE At E &l & &Lt

(® Note
SIAAE MMEHK| ot 1 HO|0|E 2™ yaml IS AUO|O|ESHT kubectl apply &
HE ChA| Al>dstH™ ELIct.

BlAAE ARISHEIT ChS TS AYSLICH MRS Bl R

Al
WorkspaceAlertManagerDefinition, EE= ResourceTypel =
RuleGroupNamespace HF T &A[L. AK|E” 2|4&A 9| ResourceNameO|§ 2 2 HEEL
Ct.

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE
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Amazon Managed Service for Prometheus I AH O|A 0| AT 5 Amazon
EKS E{AE 74

O MMoj M= Helm2 A& 3501 Amazon EKS E{AE M M- E|l= Prometheus7t 0|7 Al Moi| A
i A5t Amazon Managed Service for Prometheus I AHO|A N X|EE HAEASE ML & FHSt=

O| MXtE s&stZd™ X|E =Zoll AA835t7| 25l M-8t 1AM & ol o|F0| 2L LCt. o] ZdZ of
E| 2 lEHX| of2 A Amazon EKS 2E{AE Q| X|E £EIS QI8 MH|A 8 MHoM RIS LIS
U X|EE AZTSML. o248 XIEIS 2 IAM 4& 0| amp-iamproxy-ingest-roleZ X|&EL]

Amazon EKS 2HAE{0] CHall G MT|E F/d5t24H

ANE35+04 T AHO|A Q| prometheusEndpointE 7FAMZLICt WORKSPACE-IDE
O|™ MMo| &3 AH O|A IDE CHA|E LICH

aws amp describe-workspace --workspace-id WORKSPACE-ID
prometheusEndpoint= B ZAtof|l ZA|E|H EHA2 ChSot Z& L

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

CHE & EAOM MAEE = UES 0| URLE MEEfLICH
Al

=
2. OIS HAEZ M o2 dM35t10 0|§2 prometheus-config.yamlZ X|'S&LICEH
accountE HAM IDE, workspaceURL/E EZ &2 URLE, regiong AAEO| XEst AWS
2™ o 2 CH&|grLich

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"”
annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:
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region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500

3. Ct3E Helm BHEE A&35t0{ Prometheus AtE ! W UAHO|A O|F 2 RHE HHE F&LICH
helm 1s --all-namespaces

XIZ27K| TIgdst EHAofl 2l Prometheus XHE 9} YA 0|A | O|E2 25 prometheus2
K50k 3tH RHE HH2 15.2.0Y &= /U&LICH

4. O|™ BHAHM PrometheusChartVersion®2
PrometheusChartNamePrometheusNamespace, & & AI&304 CH2 B S AMELICH.

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

H

A

ol

>

C
EiX O Z awscurlE S35 Amazon Managed Service for Prometheus IEZQIEE 22|
50 X|E 7t MBSO R MEE|D UEX| &lE = U&LICH ### AHE S URLE HH 1
WorkspaceURL/# 1#### 32 URLE HITF &AL, AWS 2™

(@)}
Rl

awscurl --service="aps" --region="Region
query=node_cpu_seconds_total"

workspaceURL/api/v1l/query?

O|A| Amazon Managed Service for Prometheus I AHO|AE MM5t 1T, YAML IS 71O 2
A8 35104 Amazon EKS 2 2{AE0|M sHE KT AH O|A0 HAZAMSLICH AFSKE X ElAA HHO|
(CRD)Z2t™ 5t 0|28t m2 Amazon EKS E2{AE LHo| U&LICEH Kubernetes& AWS ZHEE 2
HEEDHE ME3I0d 2B{AE{0A 7 Prometheus® Amazon 2| MH|A E|AAE ZF EEE

= AU&LICH

Prometheus® Amazon OL|X|= AMH|AQ} CloudWatch X|E E&

Bt 2o o™ T 20| E £ U&LICE Prometheus2 OtOHE O{L|X|E MHH|AE of
K| et &L|Ct. CloudWatch 3} X|BF Amazon Data FirehoseE AHE 5104
H|A 0 AWS Lambda CloudWatch HE 22 FA|E £ Q& LCt.
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0| M0l A= Amazon CloudWatch HIE 2] AEZZ 7|& 35t Amazon Data FirehoseE A& 35t= &
1t Prometheus& Amazon Managed Service0l| X| £& =& dt= LS M LICH AWS Lambda

AWS Cloud Development Kit (CDK) & AP93P01 ABHZ M75t0] Firehose & AE &, Lambda &
Amazon S3 HZ!2 HM5t04 T&l| A|LIEIRE AlYdsH EZ0 &Lt

elz g}
7t X sffof & A2 o BllAlm|e] Ql=ZEtE d¥ste WL

CloudWatch HIEE| AEZIE AIR5H AER|U X|E O|0|E{E HTTP YIEXQIE EE= Amazon S3
HZIo 2 MEd £~ Ql&L|C

Qlzel -2 O3 48 H 2 7 dELCH

. A|.7<-| x7—| _—rLM

« Amazon Managed Service for Prometheus X3 AH O|A MM

MEXF & Fo] Mx| & FHELICH AWS CLI
AWS CDK Typescript7t AF& X} 2t ZZ 0| A x|=/01 Q/0{0F & LCt.
+ Node.js & Go7t AFE A} tZ0i| Ax|x=|o{ RLo{oF & LICE.

AWS & X8 E|E| CloudWatch HIE 2] 2IA Z E{Ql github E|ZX|E
(CWMetricsStreamExporter) 7t 2Z A|AEIM| EX 2| & LICH.

Amazon Managed Service for Prometheus /3 AH 0|AE M4 5te{H

1. o] dlAlZ|e] Hz o Z2|710| 2 Amazon Managed Service for PrometheusOllA &&4ElL|C}. C}
g HH 2 A2 3104 Amazon Managed Service for Prometheus /I AH O|AE MAEHL|CH.

aws amp create-workspace --alias prometheus-demo-recipe

2. CI2 BBz I 2H0|AT HHEER=X] ERISHML.

aws amp list-workspaces
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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Amazon Managed Service for Prometheus0i| CH&t Xt A3t LHE 2 Amazon Managed Service for
Prometheus At& dBEME EHZESHM L.

442 Mxlsteiw
1. B&Y R

aws-olly-recipes Z|ZX|E2|Q FEAM C}S HHE AFE5t0{ CIHEZIE
CWMetricStreamExporter® BHZEELICH

cd sandbox/CWMetricStreamExporter

Ao 2= 0| Rx|7I ElZXIEE|e RER 7HFE AL

2. CH2 BAS A 504 CIMEIZIB /cdk@ HHELIC

npm install

4. C|HEZ|IE SZEXIEC|C FEZ CIA| HASH £ LIS HYE AFE5lo{ CIHEZ|E CHAl /
lambdaZ B4Z@ELICT

cd lambda
5. /lambda EH0| £0{7}™ C}Z2 AIE5t0{ Go & EE Ax[ELICH

go get

OlM| RE S& ol MR|=IRA&LICH

ABS HiZSE{H

1. ZlZXIEZ|Q RE0|M config.yamlE YT {workspace}E MZE M8t FIAHO|A D
@t Amazon Managed Service for Prometheus ¥ AH 0|A T} = 2|2 CHA| S04 Amazon
Managed Service for Prometheus {3 AH 0|A URLE =g LCH.
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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o & S0{Ct5E =E&Lh

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceld}/api/vl/remote_write"
region: us-east-2

Firehose & AE 21} Amazon S3 HHZ!2| 0|8 |I5tE CHE HZAEELIC}.

=
AWS CDK 2! Lambda ZEE 2§82 2| ZX|EE|Q REOA OIS HaI2 Aslsict.

npm run build

O| &€ = EHH|= Go Lambda HFO|LH 2|7 UEE| T CDKE HHESIE=E &L|C} CloudFormation

HiEZE 2t ZotciH AE0f ZHRFH IAM HE ALY 2 AEst T Efsf{of g LICH.
(M= ALE) Chs BB S A™stod A0 SEE[R=X HAUE = A&LICH

aws cloudformation list-stacks

O|£0| CDK Stack®l AEHO| 2 E0f E A|E/LICT

OlOFE CloudWatch AE 2| AiAd

O|M| X|EE ®2|5t= Lambda &7 M7Zio O 2 AmazontiM X|E AEZ|IS MAE £ laLICH

CloudWatch

X|E AEZ|2 CloudWatch 2435t2{™

1. https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList CloudWatch &
£E 0|85t HER 2EZ] WS MEFLICH

2. LR XEEE X|E Es= MEHE YA T O|AQ X[E)E MEASILICE

3. ConfigurationOiM Ao LARet 7|E Firehose MEAS MEAEILICE

4. CDKO{|A oo BHE FirehoseE Ar&&tH| ElLICEH Kinesis Data Firehose & A
EZ| M= EECH20{ A o|Tof BtE AERIZ MEIFLICE O|§2 CdkStack-
KinesisFirehoseStreaml123456AB-samplel2342t ZH&L|Ct

5. £ ¥A2 JSONSZ HFEgL|C}.

O}OFE CloudWatch AE 2| 444 144


https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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6. XIE AEZoi o0l

7. X

8. (MEf AtE) Lambda & 2t £ &2 =Qlst2i™ Lambda Z2£ 2 OlSst &=+

KinesisMessageHandler& ME{EILICt ZLIEE B0t 21 52 B2 MEisH |2 7+
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cd cdk
cdk destroy

2. Amazon Managed Service for Prometheus /3 A M O|AE A|74EL|CEH

aws amp delete-workspace --workspace-id \
‘aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceld' --output text®

el

3. OFX|=2Z Amazon CloudWatch 2£ & A& 304 Amazon CloudWatch HE 2 AE&E X7
LICF.

xz| 145


https://console.aws.amazon.com/lambda/home
https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus?2| & ¢t

AWSOIM EEIRE Eot2 7t S Lch AWS T2 Eotof 7H& Eotof BIZ et ZXo| @7 A

-
— el — |
ol RefotF FFE Olo|H ME & HERZ ol 7|HxM el s{=E =& + &Lt

Hote AWSSH AFSAL BE MYRILICH BS Mol THe o AYE B2RCol 2ot Y BB
L Eotoz Mugh it

- B2t 0| Bk AWSE AWS 222 E0M AWS MHIAS A#ste QzatE 258 2o
UELICH AWSE SHHSHA AHSE = U= MH|A 8 XS ELICH ME THE| ZEARIE AWS T
HMEszzOo|Uatoz Hot 212 HY|Mo 2 HAES D ASELICH Amazon Managed

; I
ol
ro
=1
0
EP|
4>
15
Hu
|J
I}

Service for Prometheustl| M8 £l ™ &+ Z 2 130 CHEF A8
2 E35F Q| L AWS MH|AE & Z5HML.

« 222 L} 2o F5tol e 157t AFE5HE AWS AMH|A0] o8 AR EILICH =8t 75t
ALO| |O|E{o| RIZE, FALS| @F AME, & HE L 7 E H|R T 7IEF 2400 CHHME 20|
U&LICEH

0| M M= Amazon Managed Service for PrometheusE A& [ 25 M nHES M5
= HHE olslist= o 20| ELIch Og FAHMeE 2ot U 7 &4 SX0i %7 Amazon

Managed Service for Prometheus& Td5t= 2 E04i&LICt. EE&F Amazon Managed Service for
Prometheus 2|AAE ZLIEZ ST E35t= Ol =&0| &l= CHE AWS MH|AE M85t HHES &
Ob=LICt.

ESS|

» Amazon Managed Service for Prometheus2| Cl|O|E{ 25

« Amazon Managed Service for Prometheus& ldentity and Access Management

e |AM —',l-l_.|%l_}- Ol X4XH

== O 1

OII
>
i

« Amazon Managed Service for Prometheus0i| CHet #& &4 &9l

« Amazon Managed Service for Prometheus 2| = 723

—_

+ Amazon Managed Service for Prometheus®| @I Z 2} & ot

« Amazon Managed Service for Prometheus0i] CH8F AMH|A 9473 o4&t

« AWS CloudTrail2 AF-& 304 Amazon Managed Service for Prometheus APl & 22
« MH[A AFol EHEF IAM 4E D™

« QIE{H|o|A VPC = Z QI E 0{ A Amazon Managed Service for Prometheus AFE

146


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus?| CI|O|E 25

The AWS & & A2l 2 & Amazon Managed Service2| C|O|E 2 30i M EL|Ct. o] 2o MHE
HEQF Z0| AWS ZE A|lARIEZ 2P5le 2EH QIZEIE ES5t= MYo| A&LICH AWS EEt?

ol elZzetoflM ZARIE|= ZHIX0| et SMTHE FXIE U2 FstollAH A&LICH £t Het= 01|
CHEH 2ot =M ol 72| 2fdg B & LICh AWS MH|A AFS5tE 2. O|O|E| 2o Alof| CHEH RHA
5t LI 2 ClO|E{ ZEtO|HAIE & ZSHAAIRFAQ. fEHO| OI0IE E&0i CHEt RHMIE LI 2 LS 2
HZTFAAIR. AWS S5 el ZE 2l 34 GDPR 223 HAI2 AWS 2o 221,

CIOIEl E5 E RIS L2 2 ES5t= W0l E&LICH AWS AME A4 3 L 7 ALK A AWS
IAM Identity Center EE= AWS Identity and Access Management (IAM). O[22 7| 524 71 AL KFof| Al
XHelo| 2R E S45| O|dste Ol 2 MEte RFo{ELICH EdtChsn 22 YHOZ CIOIHE B
&5te [0l E&LICH

Z A-otct CHEHA| 218 (MFA) 2 AFS 4

- SSL/E Ar&35tod ChSa TLS S48 = U&LICH AWS Q&LICH TLS1.27F 235t TLS1.38 H
ot

- OS2 M835l01 ALSAt S API 2Z 2 MYstT A8X #S2 7ISFLICH AWS CloudTrail.

CIoudTraiI EdYE AE5tod Px{ste wdol| CHE XEMIEH LI&2 AWS & S0 CHEt REAMIEH LS
2 CloudTrail EEY ArE 2 & ZESHAAIL. AWS CloudTrail AF& X} 70| E.

o Xt
- M AWS 2535 £FM 2E V|2 E2t Mo] 7|5 ZE AWS MH|A,
=

HMstT E55tE Ol E80| /= Amazon Macie2t Z2 1

« AHIA Al FIPS 140-3700] HBE 228t DEO0| LR 3 ZP AWS HHE QIE{H0|A T APl an
Sol A= ZQIES ALSHAIA S Y= ZQIE0f ChEH REMIE LIS 2 9

0% Mo
0z 0

I
g x{2| EZ (FIPS) 140-3S EFE%H;!AIE.

Dol oY FA Ze 7| MEL 528 HEE B{IL 0|F HES 22 At ZA Teof ¢

245tx| ot Z40| E&LICH 047]0f= Prometheus® Amazon 22| MHIA & J|EF MHIAE A3
= 227t ZeELICH AWS MH|A 2£2 AFS 5 API AWS CLI, FE= AWS SDKs. OIS0 AL &

£ Ej7 EE AR HAl MAE Wool Ysts RE ClOEE T EE FE 220 A8 + Us
LIC Q18 Mol M3 ste F2 s Mol CHE @2 URL AB8t7| Qs At ¥ MEE o
gstx| g 40l F4LICH URL

=X

« Amazon Managed Service for Prometheus0i| A %= E|El O O|E]

clole E= 147


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

Amazon Managed Service for Prometheus ALERE7H0|=

.- XME 5 53

Amazon Managed Service for Prometheus| A =%/ E! H|O|E]

Amazon Managed Service for Prometheus= At& Xt H"H0| M A& E|= Prometheus AH{0{ A
Amazon Managed Service for Prometheus2 T& S5 T8t 28 xR E =& 5o M ELICH
O| cllo|E{oll= ch&o| Z & ELCt.

A

. XIE
. ClOJEIE Algstn 2R ets ol £B0| Sl XIE Blolg(TE Yolol 7l-3t &)
. ClolE] MZo| Blagz

17 EEEE 048] 12| C|O|E{E IDs E 2| LIt O|= IDs 2la HMAE +~ U= 124 T|o|E{7}
ZHe = (=3
—

L—
-
MetELict oy g HEY & l&LICHDs.

Prometheus& Amazon Z2/&8 MH|A = MHE 5= OlO|EHE &3 3HELICH. AWS Key Management
Service (AWS KMS) 7|. Amazon Managed Service for Prometheus= O|248t 7|& &2I8LCt.

(® Note

Prometheus& Amazon 22| MH|A = O|0|H =3 E |8t 12 22| 7| MEE |
Amazon Managed Service for PrometheusOil M 7|2 Mo 2 A& st 7|2+ AbA| 24

IBHLICH
=0 el
S A3t Wiol CHE AHMISH LIS 2 2 AT st MAIR. K& 5 223t

=4

—

ME SOl HO|EE Atso 2 &5 3HELICH HTTPS Prometheus® Amazon OHL|X|E MH|AE 7t
o LY 712 P 7to| ¢dZ2 ESELICE AWS LB X o 2 A25HE X, HTTPS

N
M

ld
|0
Hu
v

rometheus& Amazon Managed ServiceE M& Al 24 E 3518 A5 2 X|S3stH O|€ +

S|
dots Y2 oS0 Z&Lch AWS &/ et &35t 7.

AWS AR 7| — Prometheus® Amazon & 2| AH|AE 0|2
E Oo|HE KIS 2 ¢S stgLict 2Lt #EI5HHLE AL =
8 Z AL SHX|2H CIOIE{E ¢ 2 ststE 718 E36t7| @ld o S =-5t7ALL o{H Z232
HEE ERUt el&LIch XA LI82 EHEE HESME. AWSU &) 7| AWS Key Management
Service 7 X} 710|E.

Amazon Managed Service for Prometheus0i| A =%/l G| O|E{ 148


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

AR 7H0|E

F

Amazon Managed Service for Prometheus

X% ol

ot

1

K

oj
<0

Kl

Hr

LICH

il
0%

<+
ol

F

5

ol
A

c|

2|71 0]

L
=

Of

|.

o
pal

.|

O

i
[
ki
Ko
ol

LICE.

—_—
[ITe)

iy
10

=N

ZH
Ay

a

[

F

A A1
co=

& WorkSpace&

CC
4

ASRET

L—
—

7| - Amazon Managed Service for Prometheus

o
10

Hl

==

N

H

149

REMIEE i8S 2

I.

—

S

F

Lict ol oY

=|
=
73 RH XA
o-

FAIAl2. AWS Key Management Service?

t0{ WorkSpace 2| G| O|E

©

NES
E x5 AI2. AWS Key Management Service 7Hgf A} 7}0| =

=|9|

o

S

=

ZH 1|

4=
_7|_

zs

=
FX|2H AWS KMS 24 22| 7| At2oll= 20| 21t
KEAIEH LHE 2 AWS KMS

x5 AI2. AWS Key Management Service 7}

|.

—

[e)
I 22| 7|2 OHE QI AHO|AE AABE £ Qi&LICH AWS

Prometheus& Amazon
stLct AWS 281 7|2 O|0|E

« Ej
REA

@ Note
@ Note

of CH


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Prometheus& Amazon OHL|X|E MH|AWM EXZ2 2 A 5t= gHE AWS KMS

Amazon Managed Service for Prometheus0il A 124 Zt2[& 7|1E AF& 324 Ml 7HK| HEt 20471 &
eIt
= .

174 22| 7|12 ¢S 3HE Prometheus® Amazon 22| HH|A 2] Z7H2 44381 P Prometheus&
Amazon Managed ServiceOllAd REE T &E5t0] AAEXHE CHAISH04 M| 7HX| HEH F0{E gL
Ct. CreateGrant AWS KMS. EZX & X|Z AWS KMS AFEXIE CHAISH0] R S &5HK| &t = A0
T (0d: Amazon EHAEM AT 2B X|E O|0|E{E MESt= B<) Amazon Managed Service for
Prometheus7t AFE AL H"H 2| 7|0 HMAY = ULF st= Ol AHSELICEH KMS EKS

Amazon Managed Service for Prometheus= Ct& LHE 2Ffof CHall o2 #2|™ 7| & AHE35H7| I8
T 2047} R EhLict.

A
=
w
N
_\l,
:|
Fol
F-.-
A
I

« GenerateDataKeyREE2 LIS 2 MESHAAIR. AWSKMS T2 #2| 7|2 ¢S 3HE ClOo|E 7|8
MAELICEH

- 23 SIS 2HE 2 TESHMA2. AWSKMS CIOIEHE 2 586t= O AHSE = UESE & E3E

GlolE 7|

i |:
J o

Prometheus& Amazon & 2| MH|A = PrometheusO CHEt Ml 74 X| R[S MSBELICH AWS KMS

Prometheus& Amazon ZZ|& MH|ATF AHEXIE CHAISH0 7|8 A E = U5 st= 7Lt
7| A E ¢E5 HLE, 7|8 "I G35t ALE, HEt 048 FA5t0{ F|oi| CHEt AA

g = A&LICH o248t S =~5t7| o o[248t Zdo| AutE O|5H3HoF

WorkSpace2| CllO[E{7} & AIE £ Ql&L]Ch

ot gtAlo 2 £ HM8t 2odof CHEF MAM|A HEHE H|7H6HH Amazon Managed Service for
Prometheus: T2 7|2 dE35HE O|O|E{of HMAE £ 11T WorkSpaceZ & El M G|O|E

MY =k glen, ol= sliF Clo|Eol| o|&st= &fdol| ¥&FS DIEILICH WorkSpaceZ2 H&El
AH CIO|E{= HMAE = glolH 7oz &4E = U&LICH

/A Warning

« 7| Aol 7|E H|& 35 7HLE Amazon Managed Service for Prometheus 2HMIAE X7
5t WorkSpace Ci|O|E{01| I O|&f HMAE = @& LICE WorkSpaceZ & == A HIO|
He HMAE = gloH 7Moo 2 £&4F 5= gLt

— == T AAH

Mg & gss8 150


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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"Statement" : [
{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
TAWS'" o M
1,
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators - not required for Amazon Managed
Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r00t"
1,
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
3,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

« GHoM HErE X|Eet= Yol CHet REMIEF LIS 2 £ B ZsH&AI2. AWS Key Management
Service JH& At 7}+0|=.

MY S Ld35s 152


https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://console.aws.amazon.com/grafana/home?#/workspaces
https://console.aws.amazon.com/kms/home?#/kme/keys

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus & £ 3} ZIHIAE
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Example

"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"

}
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}

Oh
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

1,
"invokedBy": "aps.amazonaws.com"
1,
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"
1,

"responseElements": {
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"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedddcO00f0000000cObc0a®d@@aaatSAMPLE"

},

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

}
GenerateDataKey
& 4455t H AWS KMS {3 AH 0|A 9] _|_7” 2| 7|1Q! Prometheus& Amazon 22| MH|A= T
f&t 7|18 MEELICH EE 222 BHLICE GenerateDatakey AWS KMS Ol CHZ 2 K|
HgfLict AWS KMSE|AA 0] 174 n_ra| 7.
Ct= oAl O|HIE = GenerateDataKey 242 7IS & LIC}.
{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:0272",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {
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"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333
sample-1234-abcd-56ef-7890abcdl2ef"

3,
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
+

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ead00fb0fba@SAMPLE",
"readOnly": true,

"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt
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"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",

:workspace/ws-
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"userAgent": "ExampleDesktop/1.0 (V1; 0S)",

"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
I

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType":
"managementEvent": true,
"eventCategory": "Management",

"recipientAccountId": "111122223333",
"dc129381-1d94-49bd-b522-f56a3482d088"

"AwsApiCall",

"sharedEventID":
}
DescribeKey
Prometheus& Amazon & E2|& MH|AE= 2 UE AFE510{ DescribeKey CHE O Z2 AHE S &0l
Skt ptEE 12 22| 7|7 A™ 2 X0l ERfEFLICEH

LICh AWS KMS 2

CH2 oilAl O|HIE = DescribeKey 2t 7|5 & LICH

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"arn
"accountId": "111122223333",

"accessKeyId": "EXAMPLE-KEY-ID1",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",

"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllPrometheusActions",

"Effect": "Allow",

"Action": [

"aps:*"

1,

"Resource": "*"
.
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": [
"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"aps.amazonaws.com"
]
}
},
"Resource": "*"

}I

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.
AWSServiceRoleForAmazonPrometheusScraper*",
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"Condition": {
"StringEquals": {
"iam:AWSServiceName": "scraper.aps.amazonaws.com"

AmazonPrometheusConsoleFullAccess

AmazonPrometheusConsoleFullAccess HAME IAM E0 Q150 ¢14E 4= U &L|CH.

Mgt Al B
ol o= Chg Hetol L Elof UgLict

* aps - Amazon Managed Service for Prometheus0i| CH&t & HMA FHEH
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{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"
1,
"Resource": "*"
I
{

"Sid": "PrometheusConsoleActions",

"Effect": "Allow",

"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",
"aps:ListWorkspaces",
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aps:
"aps:
"aps
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
1,
"Resou
}
]
}

AmazonPrometheusRemoteWriteAccess

o| L Ct=21 AmazonPrometheusRemoteWriteAccess

"Vers
"Stat

{

DescribeAlertManagerDefinition",

DescribeRuleGroupsNamespace",

:CreateAlertManagerDefinition",

CreateRuleGroupsNamespace",
DeleteAlertManagerDefinition",
DeleteRuleGroupsNamespace",
ListRuleGroupsNamespaces",
PutAlertManagerDefinition",
PutRuleGroupsNamespace",
TagResource",

UntagResource",
CreateloggingConfiguration",
UpdatelLoggingConfiguration",
DeletelLoggingConfiguration",
DescribeloggingConfiguration"

rce': "xnu

ion": "2012-10-17",
ement": [

"Action": [
"aps:RemoteWrite"

1,
"Effect": "Allow",
"Resource": "*"

AmazonPrometheusQueryAccess
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
"aps:GetSeries",
"aps:QueryMetrics"
1,
"Effect": "Allow",

"Resource": "*"
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{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "DeleteSLR",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps

AWSServiceRoleForAmazonPrometheusScraper*"

1,
{

"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

1,
{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMPAgentlessScraper"
]

}
iy

"Sid": "TagManagement",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

.amazonaws.com/
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1,
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"

}

}

1,

{

"Sid": "ENIUpdating",

"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "EKSAccess",
"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

iy

"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
},
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"
}
}
},
{
"Sid": "APSWriting",
"Effect": "Allow",
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"Action": "aps:RemoteWrite",
"Resource": "arn:aws:aps:*:*:workspace/*",

"Condition": {
"StringEquals": {

"aws:PrincipalAccount": "${aws:ResourceAccount}"
}
}
}
]
}
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"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
I
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",

"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
I
"workspaceld": "ws-12345678-1234-abcd-1234-1234567890"
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

0il: CreateAlertManagerDefinition

CtZ oAM= CreateAlertManagerDefinition 22 H 04+ = CloudTrail 21 &S & 20{&L|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"

}
}
},
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {
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"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@OiAnbG9jYWxob3NO0jI1lIwogl

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

}I

"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-

trace-id, x-amzn-errormessage, x-amz-apigw-id, date",

"status": {
"statusCode": "CREATING"

}
.
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",

"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

0i: CreateRuleGroupsNamespace
Ct& oAM= CreateRuleGroupsNamespace 22 204+ = CloudTraill 21 32 £0{ELICt

"eventVersion": "1.08",

"userIdentity": {

"type": "AssumedRole",
"EXAMPLE123EXAMPLE123-1234567890616",

"principallId":
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {

thpen: HRoleH’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
": "arn:aws:iam::123456789012:role/Admin",

"arn
"accountId": "123456789012",
"userName": "Admin"

iy

"webIdFederationData": {

}I

201
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"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
I
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
" "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"

arn :

1,

"tags": {}
1,
"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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iam:CreateRole

iam:CreatePolicy
« iam:GetRole
« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

1. Chs 2EIX7t L& E createIRSA-AMPINngest.shO[2tE TS A4
LIC}. <my_amazon_eks_clustername>2 E8{AE O|E2Z HF 1
<my_prometheus_namespace>Z Prometheus WA HO|AZ HFEL|CH

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account

s
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SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

I

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces
#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"
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]

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
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--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the

0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve
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* iam:CreateRole
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* iam:GetRole
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* iam:GetOpenIDConnectProvider
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#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
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SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

},

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE?}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetlLabels",

o
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t

"aps:GetMetricMetadata"
1,

"Resource": "*"

OF

unction getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $0OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then

echo ""
else
>&2 echo $OUTPUT
return 1
fi
Create the IAM Role for query with the above trust policy
ERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
hen
#
# Create the IAM role for service account
#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#
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# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"
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1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"
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"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*"
"Resource": "*"
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"

’

4

.
"StringEquals": {

"aws:SourceVpc": "vpc-555555555555"
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CHS oflQt HIx$t 429 @771 EAIZ|H 2% 0| Amazon Managed Service for Prometheus 5= Z! & &2
2 218t ALt

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

CtS oflet HIx Bt 429 2L 77 EAIEH @& 0| AT O|AS| & X|E +0f CHEt Amazon
Managed Service for Prometheus &2 &2 Zotst ZJ LIt

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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CHS o9t HI% 8t 429 287t EAIEl= L, 240| Prometheus 3 8 APIS AtZ5t0d Bt Z7to 2
CIOIEE e E = e 22 (XY ETMMM ) of CHEF Amazon Managed Service Prometheus &

=
S FOHst ZAILICH RemoteWrite

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

CtZ od|2t HIR B 400 2771 EAIE|T REO| &4 AlAH Kol CHEH Prometheus& Amazon Managed
Service E &S Zuotet JLICH M AAE 2 F M| Lol chEt RhME LI82 8 EASHY
A2 2 AEE

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)

desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,

Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"
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{
"tags": {
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}
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HME FSELICH oi SDK U E7 S22 AWS JHU A MElIM UEE 78 HESHAAL.
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® SDK H™

ZZME|M AFR25HE 7HE %A1 AWS SDK E/=9} 7|E} SDKE AF2 51 SDKE | Al AMEY
2 {X|5te Zd0| E&LICH AWS SDKE %|4 E&T 7|53t 2o 0| EX M3 EFLICH

Prometheus £ 2 API

Amazon Managed Service for Prometheus0i| M= CtS Prometheus £ & APIE K| EHLICH

Prometheus Z & APl AL 0l CHEH ZtMIEF LIE 2 S HZstAA2. Z2HE A 212 AEE FE|
APls

|

» CreateAlertManagerAlerts

* DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetlLabels

* GetMetricMetadata

» GetSeries
» ListAlerts
» ListAlertManagerAlerts

+ ListAlertManagerAlertGroups

+ ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules
» PutAlertManagerSilences

* QueryMetrics
* RemoteWrite
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https://aws.amazon.com/developer/tools/
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CreateAlertManagerAlerts
CreateAlertManagerAlerts 2 I AH 0|40 L &S HMFLICH
RESHHTTP SAL

POST

/workspaces/workspacelId/alertmanager/api/v2/alerts
URL #2| mt2t0JE:

alerts Zf 2|7} stLto| RS LIEHLHE A BHEILICH CtE2 L& A o] oM iLCt.

[
{
"startsAt": "2021-09-24T17:14:04.995Z7",
"endsAt": "2021-09-24T17:14:04.995Z7",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
.
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
3,
"generatorURL": "string"
}
]
ME oM

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

CreateAlertManagerAlerts 241
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[
{
"labels": {
"alertname": "test-alert"
},
"annotations": {
"summary": "this is a test alert used for demo purposes"
.
"generatorURL": "https://www.amazon.com/"
}
]
ME SH

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence= F& Y& stLIE AMIFELICEH
SEBHHTTP SAkL

DELETE

R EE URI:

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL #{Z| mt2t0/H: eis

ME 2

M|k

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1
Content-Length: 0,

DeleteAlertManagerSilence 242
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

AH
=

Ch
=

M|k
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus

GetAlertManagerStatus= Y& #Z|Xto| &EHol CHEF HE

i
N
L
>
=
g'l_-

T

!

QEEHTTP SAL

GET

R EF URI:

/workspaces/workspacelId/alertmanager/api/v2/status
URL #2| Zt2t0|E: g3

ME 2%

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
=

C}
=

M|kl
0lo

HTTP/1.1 200 0K

GetAlertManagerStatus 243
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x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {3\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
},
"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilences & Y& stLtol CHet HEE HAMELICEH

QESHTTP SAL

/workspaces/workspacelId/alertmanager/api/v2/silence/silencelID
URL #{2| mt2tolE: g1

ME 2%

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

GetAlertManagerSilence 244
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Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

>
M|kl
0l0

H

=

Ct
=

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",

"status": {
"state": "active"

}I

"updatedAt": "2021-10-22T719:32:11.763Z2",

"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels

GetLabels X2 AlA|Gxt 2tEdEl Blojl22 A

REBHHTTP SAhL

GET, POST

GetlLabels
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F=8 URL
/workspaces/workspacelId/api/v1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values O| URI= GET &0t
K| &gt

URL 2| Zt2t0lE:

match[]=<series_selector> 2l|0|2 O|§2 212 AlEIZE MEiGt= BtF Al2[= MEHT| Q1
QULICE MEd AFEF QL.

start=<rfc3339 | unix_timestamp> A|X}f EFQUAEHEQIL|C} MEH AFEFQILICEH

end=<rfc3339 | unix_timestamp> S = EIUAEBHZ QI |C} MEH AFEQIL|CE

/workspaces/workspaceld/api/vl/labelsof CiEt MZ 27X

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceId/api/vl/labelsOi CHSF MZ SE

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",

"data": [
"__name__",
"access_mode",
"address",
"alertname",
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"alertstate",

"apiservice",

"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiEt ME @™

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiSH MZ &

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",
"data": [
"ReadWriteOnce"

GetlLabels 247
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}

GetMetricMetadata

GetMetricMetadata U2 CH M 2Hx) A3 21E Sl X|Eof CHEt HEHIO|EE A grLCt,

CHe H2 = MSskx| E&Lch

#el Znte| olole MM Zf 7|7k X|& O|F 0| Z 2o
TlE nfet HECOlE A S5¢ X2 FEELIct

QEEHTTP SAL

/workspaces/workspacelId/api/vl/metadata
URL #2| mt2talE:

limit=<number> Bt&tE Z[CH X|E +QILIC}

metric=<string> HEIC|O|EHHE TEHEE M X[E O
E HIEFHIOIE 7t ZHAHElL|CE.

ME %

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1

Content-Length: 0O,

Authorization:

AUTHPARAMS

X-Amz-Date:
User-Agent:

>

H

Ck
=

=

M|k
0l0

20201201T1937257
Grafana/8.1.0

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Connection:
Date: Tue,

Server:

Transfer-Encoding:

keep-alive

application/json

amazon

chunked

@1 Dec 2020 19:37:25 GMT
Content-Type:

| 2 ol M sliiE X[& o|Fof Cisll =&

2iL|ct. o] mtEt0|EE HIR 5

H ZE X|

GetMetricMetadata
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{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

1,

GetSeries
GetSeries U2 EM t|0|E MEQ} UXISIE AlHE S5 AAUELICE
S5 HTTP SAH

GET, POST

/workspaces/workspaceld/api/vl/series
URL # 2| ot2t0lE:

match[]=<series_selector> BI&te AIZ[ZE MEISIE BHF Al2|= MEST] Ql=AL|CH 174
O|& 2| match[] ¢/+E ANZ38HoF gLiCt.

start=<rfc3339 | unix_timestamp> A|Z} EFUARMZQIL|C} MEH ALE

end=<rfc3339 | unix_timestamp> B = EIUABMI Q1L |C}, MEH ALE

ME 2%

M|kl

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0,
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

Mkl
0lo

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

"status": "success",
"data": [
{

" _name__":

"node_cpu_seconds_total",
"prometheus",

app":
"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": '"node-exporter",

"cpu": "Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal”,
"mode": "idle",

"release": "servicesstackprometheuscfl4a6d7"

__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",

"component": "node-exporter",

"cpu": "Q",

"heritage": "Helm",

GetSeries
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"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
iy
]
}
ListAlerts
ListAlerts Y2 I AHO|A0A 2HRH N AENQI SEIS AMEL|Ct

&t HTTP SAt

Jo
ol
;

/workspaces/workspaceld/api/vl/alerts

0x
M|k

2

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1

Content-Length:
Authorization:

0,
AUTHPARAMS

X-Amz-Date:

20201201T193725Z

User-Agent: Grafana/8.1.0

Ct

AH
=

=

M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

ListAlerts
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{
"status": "success",
"data": {
"alerts": [
{

"labels": {
"alertname": "test-1l.alert",
"severity": "none"

.

"annotations": {
"message": "message"

},

"state": "firing",

"activeAt": "2020-12-01T19:37:25.429565909Z2",

"value": "le+00"

}
]
},
"errorType": "",
"error": ""
}
ListAlertManagerAlerts

rr
o
o
2
o
o
0

ListAlertManagerAlerts= ¥IAHO|AS| A& B IR0 A TIRH E st QU

HE AME LT
FEEHHTTP SAL

GET
URI:

=l
ol
ro

/workspaces/workspaceld/alertmanager/api/v2/alerts

0x
Mk

(SkS

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z
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User-Agent: Grafana/8.1.0

AH
=
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0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes

1,
"endsAt": "2021-10-21T22:07:31.50172",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T22:02:31.501Z7",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "active"
},
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups

fjo

ListAlertManagerAlertGroups X2 3 Amo|A 0| U2 ZE|Rto FAHE L2 I8 =2
AMBrL|CH.
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RES HTTP SAk:

GET
F= URL

/workspaces/workspacelId/alertmanager/api/v2/alerts/groups

URL # 2| Zi2t0]E:

active 2 LIC} true?! B
B ALY
silenced 22 &LIC} true?! &4
Ct. MEH ALE

inhibited £ &lL|C}. true?!
L|C}. MEH ALE
filter EA+Y HHLQIL|CH &

ojo|
=K

]
o

receiver Xt Lich &

AH

MI O %

(=]

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/

groups HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

Ct

AH
=

=

Mkl
0lo

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 443
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
Server: amazon

ListAlertManagerAlertGroups
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vary: Origin

[
{
"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "unprocessed"
.
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}
}
]

ListAlertManagerReceivers
ListAlertManagerReceivers 242 2l Zt2[xtol| FEE F=417]0of CiEt HEE AAgLCt
S &S HTTP S Ak

GET
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|38 URI:

/workspaces/workspacelId/alertmanager/api/v2/receivers
URL # 2| Z+2t0lE: eig

ME 2%

Mkl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

=

CH
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences 22 I AHO[AN FHE T Lol CHEt WEE HAMELICtH
FEEHTTP SAL

GET

K EF URI:

/workspaces/workspaceId/alertmanager/api/v2/silences

ListAlertManagerSilences 256
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AR 7H0|E

ME 2%

Mkl

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a3449073bbd0a/alertmanager/api/v2/silences

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
1,
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListAlertManagerSilences
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ListRules
ListRulesE 3 AHo|A0| LAE F2lof CHe HEES ZHA8L|Ct

B HTTP S A

Jo
Fol
;

/workspaces/workspaceId/api/vl/rules

>

M|k

H

MI OX

o

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

Ck
=

=

M|kl
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@0m:1m]))",
"labels": {3},
ListRules
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"health": "ok",

"lastError": "",

"type": "recording",

"lastEvaluation": "2021-10-21T21:22:34.4295659097",

"evaluationTime": 0.001005399

]I

"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",

"evaluationTime": 0.001010504

}
]
},
"errorType": "",
"error": ""

PutAlertManagerSilences
PutAlertManagerSilences & ¢4
SES HTTP SAk

POST

/workspaces/workspaceId/alertmanager/api/v2/silences

URL 2| Zt2+0|E:

silence F&& LtEtL= A L|CH A2 CtSat Z&LCh

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",

"isRegex": Boolean,
"isEqual": Boolean
}
1,

"startsAt": "timestamp",

PutAlertManagerSilences 259
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"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
ME 2%

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers":[
{

"name":"job",
Ilvaluell:llupll’
"isRegex":false,

"iskEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",

"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

>

H

=

Ct
=

M|kl
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
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}

QueryMetrics
QueryMetrics Y2 B AM E= 2H™ 7[7F Set QAARHE F2|E TIteLICH
SEB HTTP EAkL

GET, POST

Ct.

/workspaces/workspacelId/api/v1l/query_range O| URIE Y™ 7|7t S0tO| QIAEE
2l& Hoterct

URL #2| mt2tolE:

query=<string> Prometheus Z 34! 22| EXAFRILICt. query & query_range & CHof| AL
Eluc.
=

time=<rfc3339 | unix_timestamp> (MEH ALE) EFL A[HOIM QIARE HE[o queryE At
85t 49 Gt EtUARm LT

timeout=<duration> (MEH AFE) H7} AlZt _"E_'|'°'|-—|E|' 7|82t -query.timeout EEi2
ke 2 MSHEILICH query & query_range € CHoil AFSEILICH.

start=<rfc3339 | unix_timestamp> query_rangeZ AF&35t04 7|Ztoll CHal #HEIStE B
AlZF Et LA B QL [T},

end=<rfc3339 | unix_timestamp> query_rangeZ At83l0q 7|Ztol| CHEH 25t B
SE EtYARMEQILCE.

step=<duration | float>duration 84| &= floatX= B2 LIEHHE FEI SHZE EHA =
ILICH query_rangeE AF235t0od 2™ 7|7t St R ElstE FR0T AL SHH, siE F2lo 2
groict.

X|& AlZt

Prometheus £ & APIQ| duration® <A}O|H, 1 Fof| U} £ CtS Bt & stLE7} ek LI
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

24 A2t 2 T1H7)
7LZ JHH)
365YUZE 7tH)

Authorization:

AUTHPARAMS

X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

>

=

H Ch

=

M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 132
Connection: keep-alive

Date: Tue,

Content-Type: application/json

Server:

content-

amazon
encoding: gzip

"status": '"success",
"data": {

"resultType": "vector",
"result": [

01 Dec 2020 19:37:25 GMT

{

"metric": {3},

"value": [
1634937046.322,
"252590622.81000024"

QueryMetrics
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}

RemoteWrite

RemoteWrite 2212 Prometheus AH{ 2] XI.‘E% A3 URL| E&ESHE Ao 2 J|FEhL|ct it
Mo 2 Prometheus AME{Q} &2 7|&E Z20|2

m|m
>
oo
Q'I_I
Avd
o
2
2
mo
ol
M
o
r
[ul

QESHTTP SAL

POST

/workspaces/workspaceld/api/vl/remote_write
URL #2| mt2talE:

None

RemoteWritel| £+& £ = =Y 70,0007 MEZ0|1 =& HAE 3 7|= 1,000,00071 MZlL|C}.

ME o

[k

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

RE 2 FE2 https://github.com/prometheus/prometheus/
blob/1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L640AH Z2E
Z HIH HolE AxstM L.

RemoteWrite
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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Amazon Managed Service for Prometheus0il CHEF EAM 7|5
INESRSLENS

CH2 Zoll= Amazon Managed Service for Prometheus AF& AEAMO| 5 MBEM HE|o|E7H MY
lof U &LIct o] MHEAMof CHEF MO|0|E L BIS gropif RSS I|EE& 755t ELCh.
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
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https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
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