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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://console.aws.amazon.com/
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helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update
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kubectl create namespace prometheus-agent-namespace
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## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:

remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigva4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500
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 prometheus-chart-name& Prometheus & Z|A O|§2Z HtELICEH
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helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-

agent-namespace \
-f my_prometheus_values_yaml
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aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret,Team=My-Team]
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https://docs.aws.amazon.com/eks/latest/userguide/cluster-endpoint.html
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{
"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
I
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"]
}
},
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>
}
}
AWS CLI
£ M83dto 2380/ HE BHESE4{8 AWS CLI

create-scraperdHEE At

MHE
o=

(® Note

271 o|& 2| 7t8 B0l

235t0i A3 B0|HE
west-2 SI™0|M AT BO|HE MMEFLICH 2 Z7FHA

=2 ood

XA IDE HR T AFE Ol AFEE 42 XS

= 27l O|& o] ME

AAIBHLICH AWS CLICHE MM E us-
H o} gl

, 2ot 2l Amazon EKS 2{AE]
SOk & LCt.

Zt AWS H™H

g xZehatof g LICt

scrape-configuration base64Z 2132 El Prometheus 743 YAML ZtUQIL|CH HH S A
85toi HE FHE ORECE = UE

of CHer RhAlEH LIS 2

aws amp create-scraper \
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--source eksConfiguration="{clusterArn="'arn:aws:eks:us-west-2:account-

id:cluster/cluster-name',

securityGroupIds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1",

'subnet-subnet-id-2'1}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \
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--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"
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"rules": [

"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",

e
jul
oo
4>
A
N
>
olo

23


https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html

Amazon Managed Service for Prometheus

AR 7H0|E

"services",
"endpoints",

"pods",
"ingresses",
"configmaps"

1,

"verbs": [
"get",
"list",
"watch"

]

I
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
I
{

"effect": "allow",

"nonResourceURLs": [
"/metrics"

1,

"verbs": [
nget"

]

}
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]

resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]

verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]

resources: ["ingresses/status", "ingresses"]

verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user
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apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. ZtiAHOMCHE BEE e L
kubectl apply -f clusterrole-binding.yml

T2 A g el L #E 0] HHELICE o] od= HE O|F2 = aps-collector-
role2 AF835t1, AF&Xl O|E2 = aps-collector-userE AF& gL}

ID7} scraper-id?l A3 2f|o[mol CHEF HEE XMSELICH o] 238 0|lHE o
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O| BHZ ALS5tod et A3 e|o|HULICtH

A4

aws amp describe-scraper --scraper-id scraper-id

4. describe-scraper?| ZooiA Ct21t 22 Aol roleArne 3H&LICH

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKSO i Of ARNO Ci3 2 E4/0] 2 2hLick. chi B ol LS ehhel ARN
o| FAalg ZYsHoF gLct ctE FAlol ShAH WERELICEH

arn:aws:iam: :account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id
0 € £01 0| ARN2

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7
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L

CHS1h 2ol 2fdstiof gLict.

arn:aws:iam::111122223333:role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7
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eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

O|= A 5t A3 8|0|7} clusterrole-binding.yml It U0|A] A48t ei&tnl ALEXIE Al
85t0{ {AE| HMAT = U&LICH

A 380l 27 A A

AWS AP| EEE E AI236104 Ao AT THE L5t HLE AMAE &= /& LICH AWS CLI

(® Note
Z| 4l Q] AWS CLI £ SDKE AM85t 1 UEX| 2Ol M. Z|Al HF2 Eot Hjo|E
obLlzt 2|4l EXI 7|52 MBI ELICH E& E4 up-to-date WYE 22 A5 MB35t

= AWS Cloudshell2 A28 £ l&L|Ct.
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aws amp list-scrapers

ListScrapers7t AEo| 2 E A3 |0|HE gHetErLICt 0 & ™ CtS& 4t Z&LCt.

"scrapers": [

{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"

},
"createdAt": "2023-10-12T715:22:19.014000-07:00",

"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3},
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"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",

"securityGroupIds": [
"sg-1234abcd5678ef90"

1,

"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}
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= E AME5t04 CHS I AWS CLIZ O] Z2E35HAAIL.
aws amp delete-scraper --scraper-id scraperId
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XHxl=E 4

£ ZE5tod 238 0| 74 FAlof CHet RtMIEF LHE 2 Prometheus A
':”A'lol -_r“HE ’E.*ZF_ IMMAIR. 22 4 M L <scrape_config> SM2 71 getdo 2 ZQ

X|#HEl= MH|A= Amazon EKS# 0|22 X|#HEl= S8t MH|A AM 24 (<*_sd_config>) 2
ILIC}H <kubernetes_sd_config>

ALl 7+ Ao MA S52 oS Z&Lch

<global>

* <scrape_config>
* <static_config>
« <relabel_config>

* <metric_relabel_configs>

<kubernetes_sd_config>

Ol MMo| FIEH AFEHE ME 743 T Slofl LidElof gLt

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
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- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: __ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249
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authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
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MH[AILICEH AWS IAME AL 5104 E|AAE AEStE T B (22l) X HEF Fo{(HEt US)E o
A2 A|o{&fLICH Amazon Managed Service for Prometheus= IAMZ} S8 £|0{ HIO|E{E 2t &
X5t Ol =& 0| ELICt Amazon Managed Service for PrometheusE A%4& = Prometheus A

oM X|EE &5t 2 Grafana A7} Amazon Managed Service for Prometheus WorkSpace®| X
TEXEE HEE £ UTE St H 7HK]| 1AM 4E 2 Ml of g LICH IAMOY| CHEF XEAIEH LI 2
IAMO|E? MMdS R ESML.

Prometheus& Amazon #2| MH|AE HdHst= ol =20| £l= E CHE AWS 2o 7|52 MHE HH
4 KB T2 MH|A (Sigva) ULICH AWS AWS M HE 4= HTTPE MEE 230l 915 MEE %7}
St AWS ZE2MALICH EotE 25 CHREE 2| 2Fo|= AMA 7| 1D HIZ HAMA 7|2 F-E
MM A 7|2 AWS AMESHOF BHLICEH O] F 7= YetH o2 Hot Xtz ZHo|2tm g LICt. Sigv4oi| CH
st XIME L8 ME HAM 4 ME Z2HAE FESAM 2.

AWS Distro forE OpenTelemetry ZHEE{Z ALE

CH2 S0 AM= AWS DistroE X|E& OpenTelemetry ZHE{Z MM CHFsh ehe MHEFLICEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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« Amazon Elastic Kubernetes Service 2{AEM @ Z HEHEZ|& AWS HHEZ IS AFE 5104 X|
Elg M™ELICE

« QEHPHEZ|IE HlZEE S AF35H0{ AWS Amazon ECSO|M X|ZE =& A

=
74 MT7|E A28 Amazon EC2 QIAEANAML| R|E £ T A%

HHHEZE AWS HHEZH S

F|I=I

Amazon Elastic Kubernetes Service Z2c{AE{0|M 2
A5t X|E &g MAELct.

O| MM M= Prometheus 7|& OHE 2|7 0|0 A3 35t =5 AWS HYEZ T OpenTelemetry
(ADOT) Collector& #4351, X|EE Prometheus& Amazon Managed ServiceZ ELHE YHS MH

gtLICt ADOT Zd2IE{of| CHEF REMIEE LI 2 Ul Z TS 2F X514 A2 AWS OpenTelemetry

ADOTE o% P rometheus HIE 2! £=ZE|0{= Prometheus $=2!7|, Prometheus 73 A 7| /A ZE{ 4l

Sigv4 215 & zto|2h= Ml 7HX| OpenTelemetry 7143 2 A7 Z&HEILICH

7|& Prometheus 782 AF&35104 MH[A AM 2l XX AFEEE 5T F Prometheus Receiver
g e £ &LICH Prometheus Receiver= Prometheus EA| @Al 2 X|EE A3 eEELICH

AFeiEste{E ZE OHEEAHO|M £ AEXZQIE = Prometheus ECH0|ME BHO|EHEIZ A3
OF & LICt. Prometheus Receiver= Prometheus B A{9| T 40f dHE Prometheus A3 2HE !

0|2 MX|HEH FMo| MA| MEE x| LICH o248t 7242 ADOT Collector #4401 21 2o{ d2 £+
A& LICEH

Prometheus Remote Write Exporter= remote_write IEZQIEE AI5l0{ AFEEE X|EE &
2l 28 93 AH 0|22 EHLICH C|l0|E LIZLZIE fIE HTTP 282 Sigv4 215 &8 & Sall 2ot
4 ME Z2HAE

PlEsg st ZZEZQI AWS SigV4Z MBEILICH AWS REAISH I8 2 M BT
ZSHAL.

B o

£ ZEl7|= Amazon EKSOI| A Prometheus X|E AEZQIEE A5 2 MG
<kubernetes_sd_config>0l| U= 7S AL ELICEH

Ct2 o2 = Amazon Elastic Kubernetes Service EE= XHAl| 2H2|8 KubernetesE Al&lstE

]
|>
n

ol AFE El= o|eHEh +d2o| of| ILICt. O] EtHIE =&5ted™ 7|2 A1 Y Aelof e A &
Mol AWS A4 5HO0| Uo{oF LICH. AWS XEAM|SH LR 2 Go& AWS SDK #A42 FHESHAA|2. O]
ORI Z2MAS E8 EHAEN ARE|= MEZ HS AFRELICH ME M Prometheus 22}0|

E ZlolEE2|XE /metrics NEZQIENM X|EE = SELICt
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https://aws.amazon.com/otel/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
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MHIA AE 2 A= G&of CHEE IAM g8 dEsied ™

1. Amazon EKS 22AE Q| X[# +EE 2[EF AMH[A 48 o] EFAof el MElA AHHEHe| 1AM

s dYELch

ADOT Collector= X|EE AF &5 LIEH ] O] H& S AFRELICEH

CI2o 2 AME| HME WEIELICE. hitps://console.aws.amazon.com/iam/0l A IAM 2&& 4L}

2% Bt Fol M HEg e MEHSE T 1EHA|0| A amp-iamproxy-ingest-role i 438+ &t 2 3t& L}
E

M| 2HA

ol

£ MEist = M| 2t HES =g

o M w0 D

=
M| 27 M2 JSONOI| M aws-ampE adot-colZ HH# CHS, AE HA UHIO|EE MEIFEL
Ch. Aot A=z ¥ ot g0t Zotok gFLct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"aps:RemoteWrite",
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https://console.aws.amazon.com/iam/home
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"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

Prometheus X|E %! 243}

(@ Note
Amazon EKSOIM AT O|AE MASHH alertmanager & == LHELHZ|7} 7|EMo 2

HIg &stELct

Amazon EKS EE & Kubernetes 2 AE{0l| A Prometheus £l & A 3}5t2{H

1. O XMEAMM ME M2 B7|5t 1D aws-otel-community S A& L|Ct.
O = O BES A™deguoh
cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest
2. 0| 0|O|X|& Amazon ECR E & DockerHub Z 2 BlIX|AEE|0f FAISHAAIL.

M8 5t0{ EB{AE ME M2 HHIZELICH prometheus-
HF—1 =t

3. O| Kubernetes +E SAtstD =
= T

sample-app.yaml Zto A {{PUBLIC_SAMPLE_APP_IMAGE}}Z CHx|5t0o4 o|O|X|E
At O|O|X|2 BZFLCt.

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-

app.yaml
kubectl apply -f prometheus-sample-app.yaml

| ZrelghL|ct B3 £399| NAME o]

4. CtS BES U™stod ME Hol A EURER

prometheus-sample-appol E AIELC
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https://github.com/aws-observability/aws-otel-community
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kubectl get all -n aoc-prometheus-pipeline-demo

5. ADOT Collector2| 7|2 QIAEAE AIE.*E*L—lEP O|=H| otedH HX CHE BEE =4sto{ ADOT

AE
Collector@| Kubernetes #+42

ik
_?_
E

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

O ChE, "HE3 02 BRS04 Amazon Managed Service for Prometheus 3 AH 0| A 0]
CHEF remote_write YIEEZ QIEE YOUR_ENDPOINTZ HF 1 2|71E YOUR_REGIONS 2 H} &=L
=2 F

Ch 3 AHO|A ME &
Z|& remote_write I E X

FRIE [l Amazon Managed Service for Prometheus 2&01 E A|

= 1
IEE MEFLICH

oI-II

r

EE St Kubernetes 714 2| MH|A A MAMojAM 7|H IDE YOUR_ACCOUNT_ID 235l oF ghL|Ct.
AWS

Ol od| Aol A ADOT Collector A2 FA(scrape=true)2 AI&30{ A3 EHZEE CHA A= Z Ol
EE go{ELICt O|& &35l ADOT Collector= ME ¥ A=ZQIEE ZF2{AE{ 2] kube-system ¢
CEXQIEQ} e £~ QI&LICH CIE ME A2 A3eHE 2= E<2 dlolE AX|IH -0l M o]

HE MHE = AU&LICH
(@)

6. LCIS BHS 245104 ADOT CollectorE HiEZ ErL|C}.

7. CIE BHE =450 ADOT Collector7t Al E|A= K| & Q& LICH NAMESPACE 0{|A adot-

kubectl get pods -n adot-col

8. =Z LHELZIE At8stod mho|=Zztelo]| 2 Sst=X| g LICH oA HER2 =22 LIELHZ|2
o|l0| S&kxlod YA&LICH Chs BE S UMFLICH

oll

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

HME oM A3 EE X|E & YF = O3 o2t Z&Lch

Resource labels:
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-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000

9. Amazon Managed Service for Prometheus7t X|£& =AM =X| HAESIE{H awscurlE AFS

— o

gLICt o]l =7 E AF835H AWS Sigv4 Q152 Sl HHES S HTTP T2 B £+ fle
=
=

CHS 2404 A AMP_REGIONZ} AMP_ENDPOINTE AFZX}2| Amazon Managed Service for
Prometheus WorkSpace0i| CH8F HE 2 HFZL|C}

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

SEHOR RIEJ +4IE/H THo|Zatel MH0| SBHOE SR EIUD RIET UE AolA

el

Ol Cl2 & Helsted™ ot s BE S UL

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col
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A=k

Prometheus Receiver= Prometheus AE A 2| T 4J0f B E Prometheus 23 2HE ! i
TFAo| A MEE K|HELICH o|248t 7+442 ADOT Collector 0 2% 204 S

Prometheus Receiver@| #4400 &= MH|A ZAM AFJEHE A 4l ol RX|HE +M0| =
A7 282 ohan ZaLuct

receivers:
prometheus:
config:

[[Your Prometheus configuration]]
CtE2 oAl Lot

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

7|& Prometheus 7'40| U= B 20| &3 H4= HHH| K]
LICt. *0| {2 relabel_configurations 2| CHA]| Z
relabel_configuration@ 2 A|&5tE B2

1

A5 $ 2ZXHE $$2 HHROF
fofl £6| S LICH o E S0 CtZ1 20|

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address
regex: (.+);(.+);(.+)
replacement: ${13}://${2}${3}
target_label: _ param_target

__,__meta_kubernetes_ingress_path]
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Ct=a 2ol Euch

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,__meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter 2! Sigv4 Authentication Extension

Prometheus Remote Write Exporter2} Sigv4 Authentication Extension2| 7t432 Prometheus
Receiver2Ct ZHEFEFLICEH mo|Zztelo| o] BAMM= o|0| X|&E7t =& EIR!SH O CIO|EE
Amazon Managed Service for PrometheusZ LHEd &H|7I E|}&LICt. Amazon Managed Service

for Prometheus®t & 4151 7| @3t 3Rl FHo| 2[4 QT AHE2 CHF oMo LEet & LICEH
extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:

prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

s

ol 7ML 7|2 Xt Y AQlo| Xt ZHES AFE 5104 Sigv4oll M MBS AWS HTTPS 23S A
grLIch AWS AWS AHAIEH LHE2 AWS SDK for Go74 MMg HZ5HML. MHIAE apsZ X|H
OF BfL|ct.

o 0

H

HHZE 2reqof 2AH|gI0]l ADOT =& 7|= 72 X4 &H A elol LtFE S M F 5tLtofl HMAE = QL0
OF &FL|Ct AWS Sigv4 215 i.’é*% ol AWS SDK for Go 2|E3tH O|& At&5to Xt FHE 71X

1 B grL|Ct. o|g48t E 9t 2150{l Amazon Managed Service for Prometheus0il CHEF 2129 s 7| F &t
ol A=X| Eelatiof gLict,

>

QE HHMHEZE HHZTE ALE510{ AWS Amazon ECSO|M X|E & M™H

O] MMHME 2E HEHEE|E U T (ADOT) 2 AF8 30 Amazon Elastic Container Service
(Amazon ECS) OlA] X|EE 4 E5tT 0|2 AWS Z2HE|SAL of0tE DHLIX|E AMH|A £EsHs
gt e MAHBILICH S8 Amazon Managed GrafanaOllMd X|EE A|ZH&l e g MEEL|CH
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https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
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il A
4 £

/A Important

AlIEHEE7| Mol 7|2 & o] 28 FE AWS Fargate 22{AE{ 2| Amazon ECS &7, Amazon
Managed Service for Prometheus 3 AH 0|4, Amazon Managed Grafana {3 AH 0|4

7} Qlojof tL|Ct Z4El|o|L] |3 2=, Amazon Managed Service for Prometheus, Amazon
Managed Grafana0il CHaH & 271 QICtT 7H& g L|Ct

REMIEE L8 2 ChE 238

]J"'

PRS2,

- 7|8 Md™o| M8 El Fargate 22{AE{0|A Amazon ECS &3 2 M/ d5t= Wedol CHEt RHMIEH LIS
2 Amazon ECS 7Hkt eHLiA{o] 2E{AE M S FEFIMLR.

« Amazon Managed Service for Prometheus I AHO|AE MM 5= Yol CHE AFMIBH LIS
Amazon Managed Service for Prometheus A& HAEMO|M KT AHO|A M S FZHMIR.

« Amazon Managed Grafana 2|3 AH O|AE M4dst= Eredof CHEt REA[EH LHE 2 Amazon

Managed Grafana A& MBEMOM I AT O[A HHE XML,

A2 X K| ADOT Collector Z4Ei|0[|Lq 0|O|X| % 2]

CHE 78 ot g HESIo 2 A835104 1R 8 ADOT Collector Z4E{|0[L] O|O|X|E Ho|gtL|Ct.
my-remote-URL & my-regiong ZtZf endpoint % region Z/2 2 HIELICH 742 adot-
config.yam|O|2t= mtoi| R{E§L|C.

® Note

-

O] #Mo|MH= sigvsauth & Z2 I3 Z A& 6101 Amazon Managed Service for
PrometheusOll CHEt S &2 QIS FLICH 740l CHEF XpMIEH LHE 2 Authenticator - Sigv4 on
Gi

2 FZESHAAIL. sigv4auth GitHub

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
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AR 7H0|E

scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigvé4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:

extensions: [pprof, zpages, health_check, sigv4auth]

pipelines:
metrics:
receivers: [prometheus]

exporters: [logging, prometheusremotewrite]

metrics/ecs:
receivers: [awsecscontainermetrics]

ADOT Collector
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processors: [filter]
exporters: [logging, prometheusremotewrite]

ADOT Collector Z1E|0|L{ O|O|X|E Amazon ECR E|ZX|EC|0f FA|

Dockerfile2 AF&3l04 Z1E{ 0| 0|O|X|ZE 4443t 1 Amazon Elastic Container Registry(ECR) 2| Z X|
E2lol FAIRLICE

1. Dockerfileg 2 =304 Z1E{|0|L] O|O|X|E S At OTEL =71 o|O|X|of| F=7+&EFLICH.

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. Amazon ECR B|ZX|E2|E MAISL|C}.

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. ZElold o|Olx|E Y& ELIC

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

@ Note
047|Me ZiEl|o|Lq 7} Al E &1t SUsH 2HE0iM ZAE|0|L{E Y=Ftctn 7HEELICE
O"HX| f2 Z2 o|0|X|E =g Il --platform ItZHO|E{E AL 3HoF & £ Q&L

4. Amazon ECR E|ZX|E2|0| 2O Q& LICE my-regionS region 2t 2 HIELILCE.

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. ZH|O|A o|O|X|& FAlRFLIC

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs
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Amazon Managed Service for PrometheusE A3 2{EE Amazon ECS EfA T Ho| MY

Amazon Managed Service for PrometheusE 4 3 2{EZ& Amazon ECS EfA 3 &o|E MAIstLI|CH. EY
A3 Holo= 0|&0| adot-collector?! ZIE| 0|42} O|F Ol prometheus?! Z4E| 0|47} Z & &[0
OF EfLICH prometheusE X|EE M350 adot-collector= prometheusE A3 EELICH

0II

® Note

Amazon Managed Service for Prometheus= AMH|AZ ASE|H ZHE|O|L{0|M X|EE +=Z
grL|C}. o] B ZiEf|o|LiE PrometheusE 2Z0iM of0|FE REZ Adlislod 24 X|E =
Amazon Managed Service for Prometheus 2 & ELICH.

of|Al: A= H 9|

22 EjlAT Mo|o| IS Hof T= o MULICE Ol HIXE BIZ2Io= AFR35t0d AHA| EfA T
HMolE MME £ &LICH adot-collector®| image ZtS ZIZX|EE| URL ! 0|0O|X| Ef

($COLLECTOR_REPOSITORY:ecs)Z HHELIC} adot-collector & prometheus®| region gt
region 222 HHELICH

{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
1,
{
"name": "prometheus",
"image": "prom/prometheus:main",
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"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

AWS 2|3 X2 AmazonPrometheusRemoteWriteAccessE EfA 3T 0f CHEH IAM d&tof 44

[u
I
pull

A3 El X|EE Prometheus& Amazon Managed Service2 2 LJ243H Amazon ECS 2404l API 24
2 S EE &+ = 2HIE H$Eho| lo{of ErL|C AWS EfA T ofl CHEH IAM &S M5t o] 4&of
AmazonPrometheusRemoteWriteAccess M odZ45H{oF §fLICt O] AE 2 HM5tn HMS o

ZAsts Yol cHet REMIEH LHE 2 EfA 30 CHEF IAM 298 2 HA HH 2 HERSMR.

AmazonPrometheusRemoteWriteAccessE IAM d&tof 4451 ST &S EfA T 0l AIR5IH
Amazon ECSO|A A3 2 & X|EE Amazon Managed Service for PrometheusZ E'd = & L|CH

Amazon Managed Grafana0Oil A X|E A|Zfs}

/A Important

AlZHet7| oil Amazon ECS EfA 3 HO|0llM Fargate ENA I E Al&sHoF gL|Ct JZ K| ¢to
™ Amazon Managed Service for PrometheusOil A X|EE AFEE &+ & LICH

1. Amazon Managed Grafana /3 AH 0|A S| M FofA{ o} O|Z ofzHol| 4= HIO|Ef LA E MES
gLIch AWS

2. OlO|E| A4 B9 MH|AO0|AM Amazon Managed Service for PrometheusE MEiStD 7|& 2™ S
MEEFLICEH

3. OIO|E| AA FI7IE MEHSHLICE
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4. ecs 2 prometheus HFALE AFE5to{ X|EE 2|5t &QlgLICt

il

74 MI|E A28 Amazon EC2 QIAEH AN M| X|E £ & A

0| MMof|AME= Amazon Elastic Compute Cloud(Amazon EC2) QIAEIA O 73 A 7|2 Prometheus
MHE AstE UHS MYELICH GoZ M E 2 ofZ2|7H0|Mo|M X|EE +=&E F Amazon
Managed Service for Prometheus Y AHO|AZ L= WS MYEEL|CH

[z}

& 57

/A Important

A|ZF5t7| oi| Prometheus v2.26 0|42 A X|5H0F & LICt. Prometheus, Amazon EC2 2!
Amazon Managed Service for Prometheus0i| CH3H & &1 ICtD 7 g LICtH Prometheus A
x| 2ol CHEF RFMIEH LHE 2 Prometheus B AFOIE O A|Z5H7|E R RSHAIL.

rlo
o
4o
2
Rl
iul
mjo
1z
x
fjo

Amazon EC2 & Amazon Managed Service for Prometheus0ll /=351 x| ©
2= Aol E&Lct
- A = (H .

ol

« Amazon Elastic Compute CloudZt?

« Amazon Managed Service for PrometheusEh?

Amazon EC22| IAM 3& M A

XEE LAEC|Yste{H HY 2El™ S ALE5t0] IAM S A/ dstiok gfLIch AWS
AmazonPrometheusRemoteWriteAccess 1% C}HS gEI-J_,’I- 2
Amazon Managed Service for Prometheus WorkSpac ZEAEE

Iu}

1. https://console.aws.amazon.com/iam/0lA IAM £ L

2 EI-AH 7‘|'O-I|A-| _| El

3. RE[E £ U=
%

—
L MBS MEAEHL

g MEiE & ofE NS M

HéI-L“_‘_'._

| AWS MH|AE MEHSFLICEH AHE At2ll= EC2E MEfELICH O

|>

—

4. Z4M E0of AmazonPrometheusRemoteWriteAccessE 238 |C} =4 0
AmazonPrometheusRemoteWriteAccessCHS Attach policy (&% 1) & MEigtL|ct. o}
8 MENEFLICE

=

5. (ME ALEY) IAM HEE I8 IAM B & dEfLICH CHS: HEE MEELICH
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https://prometheus.io/docs/prometheus/latest/getting_started/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://console.aws.amazon.com/iam/

Amazon Managed Service for Prometheus

6. o#él-o| O|

olz2d
===

= T

i
fjo
o

LICk %2 M M(Create policy)2 MEHEILIC.

—

Amazon EC2 QIAEIA

>

o

|XI-
Al

t71

Amazon EC2 QIARAE AIESIEd™ Linux 2/AE A Amazon Elastic Compute Cloud AHE A3 A
OllM QIAEIA A|ZHO| X|EIS M2 M.

= —

o2 oiZ2|7 o] d A

= O

IAM 238t 2 MA5l 0 sliE &2 EC2 QIAEIAE AIEHSH £ Ol o Z 2|70l 2 Aldistod MCHZ
AssteEX| golg £ Qlauct

package main
import (

"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

func main() {

http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)

}
2. O BEES Astod SHIE S&54ES HAIFLICH

sudo yum update -y
sudo yum install -y golang

go get github.com/prometheus/client_golang/prometheus/promhttp

3. Oz oiEz[7io|ME A-ELICH

go run main.go

Ol of E 2|7 0|2 ZE 80000 A A& =|0{0F 5tH = EEl 2= Prometheus X|EE EAIEL
Ch CHS2 oldgr XIZE o o Lt

ADOT Collector

48
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curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge

promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1

promhttp_metric_handler_requests_total{code="500"} 0

promhttp_metric_handler_requests_total{code="503"} 0

Amazon Managed Service for Prometheus WorkSpace ‘443

Amazon Managed Service for Prometheus WorkSpaceE 4335248 Amazon Managed Service for
Prometheus AF& A0l A WorkSpace 2419| X|2E [MEAM L.

Prometheus AMH{ &%

1. CFS oAl YAML Tt E BHIESIS 2 AL 3504 prometheus.yamlO|2t= A IS MAEHLICH,
O| B my-region# ## %fot Prometheus& url Amazon Managed Service0l| A 438+ ZFd
2t my-workspace-idIDZ HFAA|2. region?| AL my-regiong EI™ 222 HELICH

oi|Al: YAML &

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'
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scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2. Prometheus AMHHE &l&5t0o] C|2 of = 2|7 0|4 2| X|EE Amazon Managed Service for
Prometheus {3 AHO|AZ M&FLICH

prometheus --config.file=prometheus.yaml

O|X| Prometheus ME{7} C|2 o & 2|71 0| M 2| X|EE Amazon Managed Service for Prometheus
WorkSpaceZ ™M&gL|Ct.

Prometheus QIAEAE £Z&7|2 Al

Ct= -’F—Xﬂoﬂ ME ofo|ME REO|M A E|E Prometheus QIAEIAE X|E =& 7|2 MHSE Ot
Bt S MEEL|CH
/A Warning
P 7|52 2445} 5104 Prometheus Scrape AIEZQIEE Z & QlE{Ulol| = ZEA|Z|X| OFMI2.

i K

ST X|E MEE ZLIE{RSI= 0424 Prometheus IAEAE M™EHSI T 17124 8 Amazon
Managed Service for Prometheus ©& WorkSpaceZ M&st= 29 55 MHE AMat o &FLICH
S5 MHE MY = BHAE wW2X| ot2™ Amazon Managed Service for Prometheus2 M&El 2
= Ho|E ME(ES HE Zghol cist 2F 0| RotELICH &5 M7 ™o chgt X|&E2 Amazon
Managed Service for Prometheus2 M&SE 17184 X[&E 55 MH MM FHE5HAM L.
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https://prometheus.io/docs/prometheus/latest/configuration/https/
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=
« Helm2 AF235t04 Al Prometheus MO =& M™
« EC29]| Kubernetesoll = 7|& Prometheus MM £=F H™H

= =
- Fargate2| Kubernetes™| = 7|&E Prometheus Mool =& ™

Helm& AF2 35104 Al Prometheus AMBHOIA =% &A™

o] MMo| x|l &3l Amazon Managed Service for PrometheusE 27| A|ZH5t 0 A&lE 4~ Q
&LICH. Amazon EKS Z2{AE{0| | Prometheus ME{E M&SIH M HHE 7|12 48 E AIE510d
Amazon Managed Service for Prometheus2 X|E& ™EELICtH O &Eo| AMM =H2 Ch3 1t
L|C}.

« M Prometheus M7} X|EE +=ElE Amazon EKS EHAE7I 2/04{0F & LLCt.

« Helm CLI 3.0 O|& 2 At&3sHofF gLt

o C}2 MpMOo| EHAHE £35HE{™ Linux EE= macOS ZHEEIE A5 oF §LCt.

1A A} Rt E Helm 2|ZX|EC| F7}

M XE Helm 2|ZX|E2IE F7I5I24H ChE HHPS L=AFLICt o|2{8F B o CHEE RHM[EH LHE =
Helm 2| ZX|E2|E & ZXsHM2.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

2EHA|: Prometheus H QA H O] A A A

ClS BYEE 21245104 Prometheus MH 2! 7|EF ZLIE{2 74 2 404 CHEF Prometheus W AT O]
AE MMEILICH prometheus-namespaceE O| WA H O|AO AFHEE O|E 22 HFELICY.

kubectl create namespace prometheus-namespace

3EHA|: MH|A Aol IAM g M

EMslstE 22T 2ol CHSHAME Prometheus AE{7F AR E|= Amazon EKS 28{AE{0|AM AH|A
Aol CHEt IAM &2 AFE3sHof & LCt
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https://helm.sh/docs/helm/helm_repo/
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MHIA AHHoi| CHEH IAM LFE S AT E2R IAM AE S Kubernetes AHH|A 70| @1ZE = U&L
Ct. O|= A 3t o] MHIA HEol M= o] MH|A HEE A8 st=E ZE ZE0f Qe ZdEIolL{oll AWS
Hetg MEBE £ UELICH REMIEH LI 2 MH|A HZof CHet IAM &2 & XM,

Zlg 9Ist MHIA 18 &

A-&stloF ErLICt REAIEH LHE

B A& E ol & MYSHK| A2 A2 Amazon EKS E2HAE Q| X|E £
ol X Agr 2 MM, sHE MMol X|E0= eksctlE2 At
£ Amazon Elastic Kubernetes Service A&} - eksctlS XML

o
2
™/
8
(gt
-

(o]

(@ Note

EKSE AFS5HK| oL 7HLE AWS HA|A 7|2t HIZ 7|2t AL 5104 Prometheus& Amazon
Managed Service| HMASI= ZR0l|= 7|8 Sigv4E AHEE = & LICH EKS-IAM-ROLE

ATHA|: M M A 2l X|E £F AIZ

Amazon Managed Service for Prometheus 2 ZAH O|AZ X|EE ME 5= M Prometheus AHHHE
Mx|5te{H CHS BHAHIE W2Ae.

M Prometheus MB{E A %|5t09 Amazon Managed Service for Prometheus 2T AHO|AZ X|EE
HLHE{H

e

Z7|1E AH83l04 Lt LIS X &35t= my_prometheus_values_yamlO|2tE TS
L|C}.

0x IO
ox I>
oo |m

« TAM_PROXY_PROMETHEUS_ROLE_ARN# ## ### ARN## HFAIA|Q. amp-iamproxy-ingest-
roleAmazon EKS 2{AE{ 9| X|E £=E|S ¢8F MH|A 48 MY

« WORKSPACE_IDE Amazon Managed Service for Prometheus $|ZAH O|A 9| IDE HFELICE
« REGIONE Amazon Managed Service for Prometheus 23 AH 0|A Q| 2|F2Z HFEL|CE

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
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eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. LIS HHBE 245104 Prometheus HEHHE MAEHL|CE.

 Prometheus £ A| prometheus-chart-nameO|§ 22 HIAA|L.

 prometheus-namespaceZ Prometheus LA O|A Q9| O|§ 22 HELICH

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

(® Note
0] 7}x| gttHo 2 helm install HHEE AIEX X|HE = USLICEH RIMIEH LHE 2
Helm AE M| Helm M %x|E & ZX35HMIL.
EC292| Kubernetesd /= 7|& Prometheus A0 A2 £=Z! A%

Amazon Managed Service for Prometheus= Amazon EKSE A&5t= 2 AE{2F Amazon EC20i A
M E|= KA 22l Kubernetes 22{AE{ Q| Prometheus AHOIM X|&E +=Zg X[ ELICH O] AM
O| M8 X|&l2 Amazon EKS £24{AE{Q| Prometheus ME{E I8t ZdILIC}H Amazon EC29| Rbxi| &
2|3 Kubernetes 2E{AE{Q| 742 MH|A HFo| OIDC B2 A U 1AM &2 =& MY sl{o} strhs

M2 Melstn £3 MY BHAls SLgct
O| Msdo| X|& M= HelmE Kubernetes I 7| X| Z 2|2 AFELICH.

=X

o 1EHA: MH|A HZol IAM 238 M
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https://helm.sh/docs/helm/helm_install/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

o 2EtAH|: Helm& A& 35104 7| & Prometheus M &4180|=

1Bl MEIA AEHe| 1AM g dH

2 M3t 22 2 of CHai A= Prometheus ME{7F A& E|= Amazon EKS 28{AE{ 0| AH|A
Aol CHEH IAM @38t E AFZSHoF EFLICH O|248t UEE MH|A & olztnE &Lt

MH|A A& AFRSHH IAM Q& E Kubernetes MH[A H[Hof| A4 = QI&LICH 224™ o] MH|A
HZES A25t0 sHE MH|A HZXE A5t 2E ZE 0| Z1E|0|L{ofl AWS HEt2 NMZE £ UsL

5
Ch REMIEE LIS 2 MH|A HIEod CHEF IAM & 2 HZSHMIR.

ol2{#t oi&rg of & A stR| 22 HS Amazon EKS 22IAE(S| K| E T2 9l MulA o8 &
= S

2EHAH: Helm2 At&35t0{ 7|Z& Prometheus M (a20|=

2104 = Prometheus ME{7} Amazon Managed Service for Prometheus WorkSpace0il &
A MI|E Y = ULT QSstn HEt2 F045t7| {st H4 47| L sigv4 A7 20| Z & k|0
Prometheus HH71 2.26.0 O| & AtS

7 2.26.0 O|&F 2| Prometheus A O|O|X|0|M RIE HelmE& A5t A< CHS EHAHIE 2N L.

% E Helm2 AF2 5104 Prometheus ME{ 0| &73 AAT|E X524
1. Helm 74 ThJoi| A &4 7| MMHE MMEHLICEH

« 0| A amp-iamproxy-ingest-role 2438t ${IAM_PROXY_PROMETHEUS_ROLE_ARN} ARN2 Z
CHABHLICH 1EHAL ME|A HH ol IAM @38 M7% o4& ARNS| @ A2 arn:aws:iam: :your

account ID:role/amp-iamproxy-ingest-role®/L|C}.
« ${WORKSPACE_ID}E Amazon Managed Service for Prometheus WorkSpace IDZ Ht & L|C}.

« ${REGION}2 Amazon Managed Service for Prometheus WorkSpace2| 2|7(0{: us-west-2)
O 2 HiEL|C.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
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##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. Helm2 A235l04 7|& Prometheus A A2 dd|0|E & L|C}.

 prometheus-chart-name2 Prometheus &2|A O|§2 2 HELICH

* prometheus-namespace& Prometheus AH{7} AX|E Kubernetes HI YA M O|AZ HiEL
CH.

- my_prometheus_values_yaml2 Helm 78 o] A2 2 Hi&L|C}.

« current_helm_chart_version2 Prometheus MB xE HelmQ| $4x HX 2 Z HiELC}.
helm list BE 2 AI&35t04 ¥R At E HHZ &2 5= U&LICH

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

O|™ A 2| Prometheus A2

2.26.0 0| 2| Prometheus HHTZ AtEdt= A< Ct3 EHAIE [HEM L. O™ HT 2| Prometheus0l A
E MEHM 4 HE ZZAMA (Sigv4) E 7|2 7<_1 2 AWS X|5tX| et 7| 2o0] o|z{8t EtAH M=
AMO|EFt M2 L AZ AFSELICLAWS

o] X|&oHE Helm2 AF2 5104 PrometheusE H{Z 8tC 1 7} &4k}
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Prometheus AMB{0{A] &2 A4 7|

A x5te{H

1. Prometheus MEHOIM M A 27| 2 I LICH BX M HO[0|E mtUE dGFLIct

=
=2

o
amp_ingest_override_values.yaml IS 3 &&LIC}.

YAML mt o Ct& 2t F7+EhLct

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

${REGION} 2 Amazon Managed Service for Prometheus /I AH 0|A 9| |2 Z HIEL|C}

0{| M amp-iamproxy-ingest-role’ 3%t ${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}
ARNS2 Z CHAMIZFLICH 1EHA: MH|A AE 2| 1AM 8 M7 g ARNS| AR
arn:aws:iam::your account ID:role/amp-iamproxy-ingest-role®lL|C}.

${WORKSPACE_ID}E ¥3AHO|A IDE HtELICH

Prometheus =& 7|
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AP A
=

2. Prometheus *E Helim& Y12l|O|=E&L|Ct HA{ CIS HHEE 2235101 AL E Helm O|E 2 &
SHE XFEE FOolEAM L.

LICt o] B ol £240{ A 0|0l prometheus7t Z & El
helm 1s --all-namespaces

-4

OlofA CHE BHES LU™ELICH

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -

n prometheus-namespace -f ./amp_ingest_override_values.yaml

O|™ prometheus-helm-chart-nameB3& 0| A BtEHEl Prometheus helm Xt E Q| O|§ 2 2 Ht

prometheus-namespace& UlKLAMHO|AQ| O|F§ 22 HFELICH.

TAAR

AtE Helim CIRZ2ZE
X E Helim2 Ol ZZZ CIRZLC5HX| A2 &

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts

helm pull prometheus-community/prometheus --untar

Fargate2| Kubernetes0ll 2= 7|& Prometheus AHEHOAMQ| =& M

KAl 22|38 Kubernetes 2844

Amazon Managed Service for Prometheus= FargateOll A A T|=
E{9| Prometheus MHQ| X|& =& & K| e LICt Fargateol| A A& T|= Amazon EKS E2{AE 9
Prometheus MMM X|EE +=%&l5t24™ CtS 1 ZH0| amp_ingest_override_values.yamlO|2t= T4

ool 7|8 7S MEelstMe

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
${IAM_PROXY_PROMETHEUS_ROLE_ARN}

eks.amazonaws.com/role-arn:
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server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

CS P22 AL26104 A E 2|5104 PrometheusE A4 &|&HL|Ct.

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

XE Helm FAME LE LHEWZ|Q & 2] ZE|XIE H|& 44386t T Prometheus AH{ HIZE AlSlst
X et & d™EMELICH

1
20
m>
C
[ul

ChE oAl EIAE {2 A8 5to] dRIE HE

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"

[1648461236.419,"0"]1}1}3}21

178 OIo|E{E €3l Amazon Managed Service for Prometheus A%

Amazon Managed Service for Prometheus2 Hi|O|E{& &35t sHE 2|1T12| AWS 7+8 8 @ THA|
ol dIOIE{7t RIS 2 SAZIH &M, 7184 U Eot2 MBste SAE EHAEMM ALS KA
M3 EUCH §d Aol et 27t8M |AF Al TH7|1E H FIte = J&LICH ™ol 1784 et
7152 F7I5te F 7tR| LetQl 2 ChZ o Zr &L

o= T
- SUE OIOIEHE & st= ZHEIO|L EEx QAARAT 042 7 U= F=2, T CIO|E{E Amazon
Managed Service for PrometheusZ T1&5HH CIO|E{e| =28 XSS E MHE = JU&LICH OfF
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o]}

7l 3t HI0|E{7F Amazon Managed Service for Prometheus QI AHO|AZ ME LT & £

&LCh.

ok

718 o|lolE| &5 A|7Hod| CHEr REAMIEH LI 2 Amazon Managed Service for Prometheus 2 7
= 07189 XE 55 AMH MME FHESHML.

o K

« AWS |2 A8 E = Qe B0l C|lo|E{ol| HMAE = U F dle{H X &
CHE WorkSpaceZ E'd & Ql&L|CH

CHE 2ldel =

XIE GIOJEIE 0421 YZATO|AR HLHE Yol CHEt RHMEH LIS S WA 215 7+8 4 MM &

ZotMIR.

2k

|

+ Amazon Managed Service for Prometheus2 M&E 1784 X|E 55 A

» PrometheusE AF-& 3104 Amazon Managed Service for Prometheus2 17+8 4 Cl|O|E M&

» Prometheus OperatorE A& 5t04 Amazon Managed Service for Prometheus2 17+& 4 H|O|E ™

Fo  |op
|I=I

e

.I

2|8 HHEZ &S A8 510 AWS Prometheus& Amazon OHL|X|E MHIAZ T7t84

nl
2 r
mlm

2|2
op Im

|0[E

» Prometheus 747 L|E| Helm Xt E & Al &304 Amazon Managed Service for Prometheus2 11.71&
A Olo|E ™&

« FAQ: 17t8AM 7 A

« Wi EIHM 78

Amazon Managed Service for PrometheusZ M&E 1718 M X|E 52 X7

0424 Prometheus 00| E (0| O|ME 2 E0{| M A=A E|= Prometheus 2IAEA)0| A Amazon
Managed Service for Prometheus 3 AHO|AZ H|O[HE EH = XU %LlEP olg{t QIARA T &
27l SLEt X|RE 7S50 MEste < Olo|EQ 7+8 50| Eot&ELICHO0IME & stLtvt o]
B &2 SH o|‘l:‘| 2= Amazon Managed Service for Prometheus AW O|AE CHE QAR AL
M CIO|E{E A& =418, 5tR[EF X[E 7L 048] H EA|E|X| &1 CIO|E 227| & X% 30| 04
H M | X| &= F Amazon Managed Service for Prometheus X/ AHO|AMM X|ET} RS2 &
S MAZESE & = U&LICH

Amazon Managed Service for Prometheus0il X 0424 Prometheus M|O|ME Q| LIO|E{7} AIE 22 55
MHEE = st2dH 55 Cl0|EHE ELi= oll0|TE MEo| B F22HAH O|§2 X|™stD 2 QIAH

17+&d dlolH 59
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0] X2 o|§& XIEEELICH F2{AF O|&§2 QAHAE S& l0|EH7I U "2 = AldHst
XN& O|&2 Amazon Managed Service for Prometheus7} 2t U f
%|E MEE X|Rol= Ec{AH glo|E0] ZEL/X[E SA&2
oM 7tX2 R 2 LtEHLICE.

® Note

EXM HEe FHUIEIA (1.28 2 1.29) £ dllo|E0]| /& AA HEZIE LIEY & Q&LICH
cluster O|2 QI8 Prometheus® Amazon OHL|X|E MHH|A S AN 7Hol| EX|7}
A&LIcH RHMIEt LI 1718 FAQE & ESHAAIL.

g+

CtE FHM oAM= Prometheus& Amazon Managed Service0ll A X
CIO|E{E cluster M&3tT L replica__ Bilo|=2g =85t

IS Z Ho|E 552 MHES
= d¥Hg Ho{E LIt

/A Important
25 M7HE MH3HX| 22 Amazon Managed Service for Prometheus2 M& 5= 2E O
O|E{ MZof chal LZ0| BatELICE o|z{E oo|E MEZols 5= MEZ0| ZEE|0] U&L

Ch

PrometheusE& Al& 5t0{ Amazon Managed Service for Prometheus 2 11.7+& % Ci|O|E
ME

Prometheus& AFE35t04 17184 74 S & 35l24™ Amazon Managed Service for Prometheus 01| A
AEE = AT 178 E IEQ BE O_AE"A of 2% zilo|= 2 XM&3sHof &LICt Prometheus !

AFA OO|MEE 178 D89 YR E AlHSE{M cluster B2 MA8FLICL O WH &
M=E2 7H“47‘—.9§&!Eo}ﬂ4‘:‘4 repllca E{IOI—— Ar8EtLICH &5 M7H7F M2 2S5
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(® Note

__replica__ tlO|22 Eto{ replica & Foll & 7o L& 7|5 E AHE3104 HAl0| X[HE]
0{ Rl&LICt.
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n

ol

ChH2 2= ZZHolM cluster 20|22 Prometheus QIAEIA 0 0|ME prom-teaml S 4)H
_replica_GB0|E2 EX|E2 replical & replica2& AEErLICH

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

Amazon Managed Service for Prometheus= 0|24t Zl|0[= 2t &4 17184 SHM 22| HIO|E MES
MESHEE MEO| 521%™ replica &HO|IE0| MZHELICH &, #X AlZ|=0] CHs SXMEE AlZ|=
7t ot 1:1 Al2|= DHE B A8 E = &LCt cluster BlO|2 S | X|EUC

(@ Note
£’ KT Q| Kubernetes (1.28 & 1.29) = tl|0[£0| /= A&l X[ EE LHEE & [U&LICH
cluster O|2 QI3 Prometheus& Amazon O|L|X|E MH|A &5 M7{ol 2 X7} eaie 4~
USLICE RIMIEH LI 2 117184 FAQE RIESHAAIL.

Prometheus Operator& At&35t04 Amazon Managed Service for PrometheusZ 117+&
M O|o|H M&

Prometheus Operatorg& At&36t0] 17t #4488 M stE{T Amazon Managed Service for
PrometheusOl M Al8deh = QI & 1784 J82| B E QlAEAN 2F Bi|o|EE X8l of gLct.
EE 3t Prometheus Operator At E HelmOl|ME replicaExternallLabelName % externallabels
5492 Aok Lot

of| X|: YAML &l

externallLabelOf cluster7t F7tEl1 replicaExternalLabelsE & LHQ| Zt EX|ES AlY
sH_|C}
=] .

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev
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® Note
EM ™| FHUIE|IA (1.28 21 1.29) = Bll0|€0| U&= AHx HEERIE WEY = JU&LICH
cluster O|2 QI8 Prometheus Amazon O{L|X|E MH|A £ MN7Hol X7} ghA4sr 4
A&LICH AHMIEH LIS 1718 FAQE & ESHAAIL.

HAHEZ 2 H|Z IS AF2510] AWS Prometheus® Amazon OHL|X|E MH|AZ

iz
7t&S LIoO|HE &

MH

K O

AWS QZ HHEES|IR HIZE (ADOT) & ZE2HMEE oHMsH/| i Z 5t T2 Mof U2 AFRE
£ = HHEEQILICEH OpenTelemetry ADOTE A&A API, 2tolE22H2| & 01|O|7<._-|EE NMZSIE 2 of =
/A0l 2LERE 9Ift 24 FX U XEE =8 = U&LICH ADOTO| CHEF REAIBH LIS 2 THY
S HHHESS BZ o Cist HEE FXSHAAIL. AWS

17t FHo = ADOTE HAstE{™ ADOT A E Z4H|0|Lq O|0|X|E F45t1 2|F cluster
oll0|£ 2 Prometheus AWS 2 AA 7| _ replica__ LHELHZ|o] & 3HofF ELICt o] LHELHZ|=
A FefEE X|EE remote_write AEXQIEE &35l Amazon Managed Service for Prometheus
WorkSpaceZ2 EHLICt ¥ M7| LHE LT[0 M O|zEt Blo|2 & MEstH 5= SX|20| k=
St 55 X[E7t |XIEle A2 YXE &= U&LICH AWS Prometheus 243 27| LA ZE{0] CHEF At
Mt LI 2 Prometheus& OFOFE OHL|X|E MH|A& Prometheus $1Z4 A 7| UAZE A|ZI5HT7|E &

5t AIL.

(® Note
EM HH™O| FHUIEIA (1.28 2 1.29) = Bl[0|20]| E2 AHA HERZ LHEY = JU&LILCH.
cluster O|Z QI5H Prometheus-‘a Amazon OHL|X|E MH|A &5 WM 7Ho| EX|7F 2 MEg =
USLICEH RHAMIEH LI 2 17184 FAQE XS4 A2,

Prometheus 77 L|E| Helm At E & Al &35}0{ Amazon Managed Service for
Prometheus2 17}2 X O|0|E{ &

Prometheus 717 LIE| Helm AtE & At&35t04 71 7S -HH52{™H Amazon Managed
(o]

Service for PrometheusOi| A A|2E& £~ QIEE 17124 OO0 R E QAEH A 2|7 B|o|&
M E3aHof &Lct CHS 2 Prometheus 7{7LIE| Xt E HelmO{| A Prometheus2| Bt °._|AE._‘1A01|

external_labelsE& F75t= W&ol of ILICEH
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server:
global:
external_labels:
cluster: monitoring-cluster
_replica__: replica-1

@ Note

Prometheus 747 LIE| Helm RIENMHE HEED 280 2 SH&E =E
e SMo 2 MAME £+ 9lon 2 ot SAMES fsteE BR CIE SAE

=2 M SH
& 2 A835tod &t
EE oq HH HiZ3HofF & LIC} replica Bll0|E0| AAS 2 MHE|TE 5t24™

operator Helm Xt EE AI&3HA(L.

HA =

HA — —

prometheus-

(® Note
EM HH™O| FHUIEIA (1.28 2 1.29) = Bll0|£0] U&= AN HERE LHEY = JU&LILCH.
cluster O|2 QI5H Prometheus‘=z Amazon OHL|X|E MH|A &5 W7o E2X|7F 2 MEg ==
AAI=I I——“:I' XI'A'”‘)I' LH I"Q}H FAQE 7§Ih;cOI'JHAlO

ME ZRIEE FX5l2{H _replica__ 2t 2 CHE cilolE0f Z & slofF & LI7H?

-1

17+8 A MAH0ol M Amazon Managed Service for Prometheus= Prometheus CIAEA EB{AES B
MERSIo CI|O|E ME 0| B=E(X| =5 gLCt 2l SXM#0| 30% S¢t Clo|H ME ME2
M Amazon Managed Service for Prometheus= XIS S 2 CHE Prometheus RIAEAE 2|
2o = tET M 2|22 E +2E Clo|EHE H|§°P CIOIEE =& uct. 2t M CHE = 'ofL
RE, O]l g2 HHEE[X| E&LICH O|FHA otH CIS1 22 EAI7 &g = A&Lct.
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2k PromQLO| A countE R EI5HH | & ECt =2 gfol gt
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« M 2IHE MElStE 7|7k S active series &7} 715104 active series limitsO| E&
tL|CH RFMIEE LI 2 AMP S 2 X SHA2.
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Kubernetesoll= AtA| 2c{AE 80|20 U= R 21 HEEZQ| 552 AM7HsX| A &LICt ol EXME

sl dsted™ oA sliok stLI2?

FHUIE|A 1.280] Blo|E20| 22 M HE2!0| apiserver_storage_size_bytes TR &LICH.
cluster O|2 QI3 Prometheus® Amazon Managed Servicel| 5 |74 2|7} &g &~ Qlond,
glol= o et CHELICH cluster Kubernetes 1.30 M= 20|12 O|&0| 2 HZAELICt storage-
cluster_id (O|% JlH7<| 1.28 I 1.290| M= O|E & A E). Et{AE7l cluster &ilo[E2 1 7

O| X| £ E LHE L= A< Prometheus& Amazon Managed Servicetl A= 27 A|HUES = X
HE £ eiaLICh o] 2XIE ¥X|5HEd™H Kubernetes 2E{AEE |4 Tix| HESZ Hadol=

sl= 7Z30| E&LICH EE &=, Amazon Managed Service for cluster PrometheusOll &5t 7| Zof|

apiserver_storage_size_bytes HEZ|9| B|0|E& CtA| X|HE =E UYU&LICH

® Note
FHUIE|A gdZF0d| CHEE AtMIEH LIS 2 FHUIE|A Z2 M E 9| apiserver_storage_size_bytes
X|Z ol st Blo|E E8{AE| O|& 2 storage_cluster_idZ2 HZAE & ZE5HAAIL. GitHub

wit 2™ 7h84d

Clo|E{ol| x| 7+ 7t e F7t5tE48 AWS 048] K|2do] o42] 2] Z7tof| HEZIE M&& £+ &
LICt. Prometheuse Ct& A Xt 2| M7|E 25 K|HELICH
Prometheus ME{7} Helm& Al&3t0{ MZ CIE Z2|Te| F

CI2 oxll= of|0|ME BEOAM AEiE|=
WorkSpace™| X|EE ELHIE§ MHsl= W2 204 FLICH.

extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'

scheme: https

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
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kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2 id/api/vl/remote_write"
auth:
authenticator: sigvé4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe
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Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
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2 AICHA|Z] Exror http: proxy error: NoCredentialProviders: no valid providers
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Ch 2oF 215 x|of MHE CHE 2ot QIEE M™M= X| &QEFLICH Sf FEE ASsEdH
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AWS_SDK_LOAD_CONFIG 40| trueZ MH™HE|0{ R

Amazon EKS 2 A E0|A A 5l GrafanagE AI& & #H 2|

Amazon Managed Service for PrometheusOi| M= Grafana H{% 7.3.5 0|4 & At& 3104 Amazon
Managed Service for Prometheus 3 AHO|A0|M X|EE HEIF &+ AU&LICH HA 7.3.5 0|&ol=
AWS MY {7 4 (Sigv4) 2150 et x| o] Z&HEL|CH.

Prometheus& Amazon 2| AMH|A L &7A| 2 S5HES GrafanaE dYstc{™ H¥M £, & H
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https://grafana.com/docs/grafana/latest/troubleshooting/
https://grafana.com/docs/grafana/latest/troubleshooting/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
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aps:GetMetricMetadata aps:GetSeries aps:GetLabels AtM|EF HE = IAM TEF & HAMS
xI-X°|.A-||O

SigV4E AWS MHEFHAI2.

Grafanaz= MY T 4 (Sigv4) AWS 215 X|Hste MER 7|52 FI7H&LICH RHMEt g2 M
HHM 4 HE T2 HAE HZSHM L. Grafana MHO|MHE 0| 7|50| 7|2xo 2 H|EMSIE|o] A&
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Grafana 7.3.5 0|& H{T12| Mol M Sigv4E & &3tsttdH

1. Grafana 82 AMHEo|st= M O|IO|E LS BHE 1 OIS
X

amp_query_override_values.yaml=

2. L[t 2HIXE SAtstD IHof =38t & oS MY ELICH ## ID# Grafana AMH7F AWS A
s ZQ1 AM IDE WA ghLCt.

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

S YAML It LI& 0| M amp-iamproxy-query-role CHS MM MH|A 7750 CHEF IAM
o35 AZI0f| A AAdE od8to| O|EQLICH YT AT O|A HE|IE QF e S o|o| MAF 7B 0]

— =
A 2 KA He O|F2 2 HHE =+ U&LICH

o| I L& 0 Helm2 AL 3504 Grafana AB| 4180/ =0l A AFREFLLCE.
MHIA AHol CHE IAM 948 MY
Amazon EKS ZHAE0| M Grafana MHHE AIE35t= G M A Mo{E <lall MH|A AEe| IAM

g(MHIA A oletn &)E MA8ste W0l E&LICEH O A 5101 IAM & 2 Kubernetes AH|A

HEn d4stH MH|A AHHo| ST AMHIA AEHE Ar8ste ZE ZE2| ZiE|o|L{of AWS HEHE X
3E =+ UELICH RtMEF LIS 2 AMH|A H %ol CHEF IAM 298 8 A ESHAMIR.
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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kubectl get serviceaccounts -n grafana_namespace
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"
b
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"
]
}
}
}
]
}
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Helm2 AF2 3104 Grafana MH &428|0|=E

o] BtAI= o™ MMolM amp_query_override_values.yaml ZItof| £7I8t S FE AT E
Grafana AMHE Yad|o|=gfL|ct.
H2 A™ELICH Grafana& &HE HelmOl| CHEF XFAM|IEH LIS 2 Grafana 747 LIE| Kubernetes

o
o=
Im2 & E=3ML.

[m Dw

B
H

ct
At
helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

Grafana®ll Prometheus O|O|E{ AA F7}

Cl= EtAHI= Amazon Managed Service for Prometheus X|E & /2|5t =S Grafana2| Prometheus Ol
OlF &4 E ™5t WS dHELIC

Grafana AB{0{ Prometheus OI|O|E{ AAE F7}5lE{H

A0

1. Grafana 2£& jLiCh.
A0 M C|O|E{ AAS MEH

%

LICH

GlolE] 24 %7H8 M

e}

l_l

.

2
3
4. PrometheusE MEHEFL
5

HTTP URL2| A< Amazon Managed Service for Prometheus £ 2| 23 A M 0|A ME HE o
Olx|ofl EAIE A= ZQIE - 2| URLS XI&EHLICH,

6. = X|™H8H HTTP URLOIA URLOY F7HE! /api/vl/query EAIEE M 7{ELICE Prometheus
ClOlEf AAMM RIS 22 F7}6H7| 2 ILICH

ﬁ

7. QIB0IM Sigv4 215 EZ2 S ME5tod BB

odgh = ARN & Q|2 |ID 2= & H|® SLICt. O™ CtE, 7|2 2|22 Amazon Managed
Service for Prometheus {3 AH O|A T} Qe SIXS MEHEFLICE

8. XM A HAEE MEFLICHL

ClOIE 24T &S SLICH HAIX|7F EAIELICH

9. M dlo|E{ AA0] CHal PromQL #HE|IE HAESL|C}.
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https://grafana.github.io/helm-charts
https://grafana.github.io/helm-charts
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b. CI21 ZH2 MEZ PromQL #2IE AaisL|ct.

prometheus_tsdb_head_series

Prometheus £ & APIE A28 32|

Amazon Managed Grafana®t Z2 =T & AI835t= WO X[ E 21 F2|5te 71T #2 WY
O|X|2F, Amazon Managed Service for Prometheus= X|EE Z{2|5t= Ol A8 E £ U H 7}
X| Prometheus & APIZ X|BELICH A& 7S 8 Prometheus S8 APIO|| CHEH AFAIEH LIE2
Prometheus & APl MME X SHAMIL.

olz{st APIE AI25I0{ HEEZIE Fa|g =
of BrLich AWS ME M 48 MAstod MY

sigv4-proxyE EHZ 5N 2.

A‘|':'=' |:|.|7<-| 4 AWS -||:|=| g |/\§ E=H o:‘=4o.|| A.||:|=Ig|.|
ZE2MAE thA3E £ UA&LICH KM LHE2 aws-

E AWS AE75101 Sigv4 ZEAE S8t MBS =Y = U&LICH awscurl TS &3 awscurl2 Al
235104 Prometheus & API -ﬂElo IME awscurlE AFHE3H0{ AWS Sigv4E MG E WHe MY

ghuict.
awscurl2 AF2 35104 Prometheus E & APIE 32|

Amazon Managed Service for Prometheus0i| CHEF API 2 82 SigV4E2 MB35l ok B LICH awscurlE At
E5t0 HE| ZTEMAE 7tAEE = U&LICH

awscurle Ax|5t24H Python 32t pip ZHZ|X| Zt2|XF7F A x|=l04 Qlo{oF EFLICEH

Linux 7|8 QIARA O MHE CFS BHO0| awscurlS ARIELICH
$ pip3 install awscurl

macOS AlAEI0|M= O B™HO0| awscurlS AxR[ELICH
$ brew install awscurl

CIS ol MZ awscurl #H2|IQLIC} ##, Workspace-ID & QUERY LUZIS ALS Abellof ZEtst Zte
2 HF AL,

Prometheus = 2t APIZ AI2 3t #2 76


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/awslabs/aws-sigv4-proxy
https://github.com/awslabs/aws-sigv4-proxy
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl

Amazon Managed Service for Prometheus ALEXE 7HO|

=

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

@ Note
FHE| EXIE2 urlz Q1F ZE[o{ofF B LICH.

CHS I 22 query=up #Ele| F2 Ci5ot 2 AWE de + U&LUICH

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

},

"value": [
1652452637.636,
nqn

]

b
]
}
}

awscurl2 AF2310{ Prometheus & APIE 2|

77



Amazon Managed Service for Prometheus AR

awscurlO| M3 E 0| MESLS sto{H CHS A S 5tLIE fE8F Eot 152 Mt ofF g L
Ct.
« |IAM & o] HM|A F|IDS}F 2ot 7|1E MBS ELICE. https://console.aws.amazon.com/iam/0| A 4&
Off CHEF HAA Z|2F Eot 7|18 &2 = UsLICH.
0d:
$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query
$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"
 .aws/credentials %! /aws/config ItUoi| K& E 74 ot US R ZFLICEH ESHAISE =2
IOl O|F 2 KIHSIEE MElE = JU&LCh XIE5HK| &f2™ default IHAO| AFSELICH

of:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

e« EC2 QIAEIAQl HZAZEI OIAEA Z 21U AUS AF2EHLICE

awscurl ZIE|O|LHE At235lod 2| 2 Al

CHE B{A Q| Python2 Mx|sted &Had ZS5AMS ASE £ ol A ZH|0|L{E AFZ5H0d awscurl
OHEEIFAOINT ST B4 17| FE + AGLICH S M0l ME Docker 21EHIE A 5103
awscurle H{ESIX|BF OCI| &8 HHEID o|O|X|7l 25 & 2 SEL|Ct

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

awscurl2 AF2310{ Prometheus 2 APIE 2| 78


https://console.aws.amazon.com/iam/

Amazon Managed Service for Prometheus ALERE7H0|=

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

el APl SE 2| 22| S4 HE

ofr

ol 222 AFE FHeloM & e Sot xXelE & el HE 8 7IESE U query EE
queryRange APIO| CHEt R 2| SEH= XMEIE FEl MEoi Cidh 7 olo|E{7t ZEELICH &
M #2| ot2t0|E] stats=allO| S LM samples A7} stats Z&l|7F MMHE|T SEOZ stats
olo|E{7} gtetE LCt.

samples Zix|= CtE S48 2 FHELICH

2 A AMOd

-1 o = O

totalQueryableSamples MelE He| MES| & Lt HFol ArSE HE L
Ct.

totalQueryableSamp ZH EHA M AM2lE M2l ME =Lt Ol= Epoch EH

d
lesPerStep O| EtARMZ Ol S HHOM EEE ME =8 X &5t
= YR & F2 L

SHOl stats HEI ZFE M

M

OR{ Ol 2CF}
4L O << Oo-d™

rlo

CtZot Z&Lct.
query O A:

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

=h=1
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

e API SH| #HE| 8H HE 79


https://aws.amazon.com/prometheus/pricing/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

"metric": {

"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nqn
]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
I
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1
]
]
}
}

queryRange OiA]:

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

C}
=

0lo

~
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"status": "success",
"data": {
"resultType": "matrix",
"result": [
{

"metric": {3,
"values": [

[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep":

[
1652382000,
0

1,

[
1652383000,
4

1,

[
1652384000,
4

]

]
}
}

22| API 8E 2| #{2| SH HE
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https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/

Amazon Managed Service for Prometheus

= Q 5t IAM 5t

@ Note
IAMO]| CHEt RFMIEH LIS 2 Amazon Managed Service for Prometheus& Identity and Access

Management 2 FESHMAIRL.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}

gF W HAmH 0|A0BF HM| A HEHE Fodsts HAHY

—

S 0| CHBHME AHIA HEHS Hodsts
?.

RuleGroupNamespace®| CH3HA{TH A Hel 2
<region>, <workspace-id> & <namespace—name>% Aol 2Metst gfe 2

"Version": "2012-10-17",

ZQsh IAM HEt 83
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"Statement": [
{

"Effect": "Allow",

"Action": [

"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

A T M

Amazon Managed Service for PrometheusOil M 7212 A8 35l2{H #2I2 Holsts & TtdE 4
grLICk. Amazon Managed Service for Prometheus %! EP%‘% = 213 Prometheus 2| #2| m} U1} &
Alo| SYELICEH XHMEH LIS YotEE{H 7|5 7= Ho| U 2 E 7 =2 HISML.

CtE2 72 ool 72 oM Lct.

groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > @
for: 2m

o2l | oMol CHEH AFMIEH LIS S 22 75 I8 HESML.

FE 44 84


https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://awesome-prometheus-alerts.grep.to/rules
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@ Note
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1. https://console.aws.amazon.com/prometheus/0i| A Amazon Managed Service for Prometheus &
A9 oF L| E|-_
== -+

2. HO|X| 2% oM Hf of0|Z2E MES CHF, 2E KT AHO|AE MEAELIC.

3. {3AmolAol I ATHO|A IDE MEHF CHE, 73 B2 &S MEHELIC

4. HLAaHo|A F7HE MESFLICH

5. It MEAZ MEiSt D x| Ho| ntelg MEIHL|C
e 7N HolE MEEEI0{ Prometheus® Amazon Z 2|8 MH|A 2£0|M &F & Mol opead
2 M5t T HEE = J&LIch J{H Y2 =57 Tof| HESt=E MHE 7|2 Ho| nhdo| M E

6. (M= AHY) KA mo|Ao B E FTtstedd M B F7HE ML
JH S, 7|0l M B O|& & U=IELICH Zh(Value)ofl Ef 10| MEHX 7 FIHE £ &LCH

CHE Ef1E F7hstei® A EHD £7HE MeiErLC
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https://console.aws.amazon.com/prometheus/home
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7. A& MEfELICH Amazon Managed Service for Prometheus=
E2 71T M HYAH oA E MdgtLct

2 A85tod Z1 BEIR TS M HIYAHO0lA| S B7Holl AWS CLI U2 = 3t24T
1. Basef4= LE ZrE|X Ao L8 S IF TR LICH LinuxO M CHE BHEE A8 E =+ U&LICH
base64 input-file output-file
macOSOIlA CH2 WA AL8E & ULt

openssl baseb4 input-file output-file

BES

mjo
104
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o
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Ojo

tLHE 2I235t0o] YA HO[AE MMst D oty

ol

2. Ct

AWS CLI HHH 20l ME ChES LU=EfLCH

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWS CLI HX 10| ME Ct2 2 =238t

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

[T

3. B #E|dt Fol EdstEle ol E X E dELICH &E
Ct.

Ol5tE{E Oh WS Bt

1]
ok

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status7t ACTIVEO|H #&| mto| M El ZdlL|Ct.

MR e YR Est0d 7IE 242 ChMlsLE 240IM BRI TS BY HEE £ YsLich
MemoR HA HYUS CHeRC D HAE HAY|oIM HES 08, M HHS Y2 Y £ s
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1. https://console.aws.amazon.com/prometheus/0i| A Amazon Managed Service for Prometheus &

£& YgLich
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3. 3Amolao| T AHO|A IDE MENS CHE, 3] 2| BS MEELIC

4. HEStH=E = 7 ool o|§S MEdELICH
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aws amp put-rule-groups-namespace --data file://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region
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aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. A IOl BABEE Ol B X HE LD A

1]
1ok

Folsted™ Chs Hye ghct

FA Y 1Y By 87


https://console.aws.amazon.com/prometheus/home
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aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region
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CloudWatch 218 Abg5to 22 Balxt & 4| Balxt 23t XS e + ¢
12 g=ol & Elof YsLict

= 73| #alxt 2 2 5

230 ct3a 22 7= #eElx
"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99"
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl1=\\\"1\\\"} on the right
hand-side of the operation: [{__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\

", dimension2=\\\"b\\\"}, {__name__=\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be

on one side",
"level"™: "ERROR",

"name": "failure",
"group": "canary_long_running_vl_namespace

"namespace": "canary_long_running_vl_namespace

unique

},
"component": "ruler"
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https://prometheus.io/docs/alerting/latest/configuration/#route
https://prometheus.io/docs/alerting/latest/configuration/#inhibit_rule
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& EE dEgo 2.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"

1,

"Resource": "*"

}
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Alertmanager dEAM2| 742 H XM L.

® Note
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alertmanager_config: |
route:
receiver: 'default'
receivers:
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https://prometheus.io/docs/prometheus/latest/configuration/template_reference/
https://prometheus.io/docs/prometheus/latest/configuration/template_examples/
https://prometheus.io/docs/alerting/latest/configuration/
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- name: ‘'default’

sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic

sigvé:
region: us-east-2
attributes:
key: keyl
value: valuel
&R XM ElE S USH £ 417]= Amazon Simple Notification Service(SNS)&ILICH A0l CHE {& 9
441717} LhedElof 9l 72 MR ELict
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CI22 template_files 251t alertmanager_config ES2 Z5F A8

2E[xt 7 mhd Lt

template_files:

default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver

urlquery }}{{ end }}
alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigv4:
region: us-east-2
attributes:
key: severity
value: SEV2
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{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "
"33
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-create-queue
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-send-message
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"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
},
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {
"aws:SourceArn": "workspace_ARN"

1,
"StringEquals": {
"AWS :SourceAccount": "account_id"

}I

"Resource": "arn:aws:sns:region:account_id:topic_name"
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https://console.aws.amazon.com/sns/v3/home
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kms:GenerateDataKey
kms:Decrypt
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html#source-account-versus-source-owner
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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https://prometheus.io/docs/alerting/latest/configuration/#sns_configs
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3. receivers MM L}oi CIE YAML E8& F7IELICH

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

subject& X|HstX| gfe™ 7|EX 22 B|o|= olF1t 2fo| & =
D= SNSoi| % x| &fAH| Zfol HF dofE = &LIcH M=o M8kl BEE S #HEsiti™ 0| 7t0|
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O|A| Amazon Managed Service for Prometheus0l & 2! #2|A} 74 mtUS HZ =50k &rL|CH RHAl
8t LI &2 Amazon Managed Service for Prometheus0i| 22 #2|At 4 @
M.

(MEH AFE) Amazon SNSOf| JSSONZ £35t = 5§ & #ElXt #+4

o212 JSON &4 |XHE T8t Amazon SNSO| CIRAE RO Z AWS

Lambda EE& “E!—?—EL A AEZ O 212 XM2IE = UA&LICH Amazon Managed Service for

| Zre(xtof MBEl= 7|2 HER2 HAIX| HOo|ZEE HAE S8 PAo2 £33
N b ICt. 7|82 ’E32 AH83t= CHA HIAIX| LHE 2 JSONSZE &3

—_ (=
C2A2ER g0 Md O A 78 EMstES & & U&Lch

|AIX|E JSON A2 2 Amazon SNSZ £235l24™H template_files FE MM LY
P2l #HE|AF 12 UO[0|ESHAIL.

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":
"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end }}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if
gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range
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$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},
{{ end }}"{{ $1label.Name }3}": "{{ $label.value }}"{{ end }}
{{ "3 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )
@ -}3},"annotations": {{ "{" }}{{ range $index, $annotations :=

$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":

"{{ $annotations.Value }}"{{ end }}{{ "}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}

{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "} 33{{- end }3}{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 13},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "}" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},

{{ end }}"{{ $commonAnnotations.Name }1}": "{{ $commonAnnotations.Value }}"{{ end }}
"3 3{{- end 3}{{ "}" 3}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
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alertmanager_config: |
global:
templates:
- 'default_template'
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Webhook
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aws amp describe-alert-manager-definition --workspace-id workspace_id --

region region
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* aps:GetAlertManagerStatus
* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

* aps:DeleteAlertManagerSilence
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abcd-xyz00000001/alertmanager.
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{
"workspaceId": "ws-efdc5b42-b@51-11lec-b123-4567acl20002",
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
1,
"component": "alertmanager"
}
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{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
3,
"component": "alertmanager"
}

M=ol ASClIZF ol 2XE7F Z & E(of {ZE 2l0lgfLCh.

HE200| MS TEolM ASCIZH obl 2AHE Z8Her 4 2l BolZ ol CHEH X8 MHBrLIC

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"

}
"component": "alertmanager"
}
71/12kol R &t x| efot LT MHIAIX| £40| MAHERS S 2lolgrLct.
Fg =Xl
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https://docs.aws.amazon.com/sns/latest/api/API_Publish.html#API_Publish_RequestParameters
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"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",

"message": {
"log": "Message has been truncated because it exceeds size limit,

originSize=266K, truncatedSize=12K"
"level": "WARN"

iy

"component": "alertmanager"

LF HAIX| 2717t LT & RZE elolgfLch.

ofz2l £AI7| HAIR| EIZEIE At E 11 37| M§to] T2 "R SHAM| L.

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",

"message": {
"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish

ONn resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"
"level": "ERROR"

Iy
"component": "alertmanager"
}
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
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"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreatelLoggingConfiguration",
"aps:UpdateLoggingConfiguration",
"aps:DescribeloggingConfiguration",
"aps:DeletelLoggingConfiguration"

1,

"Resource": "*"
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aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn
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git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

2. LCI2 HWHE AF23510q TerraformS Z 7|38 L|C}

cd examples/existing-cluster-with-base-and-infra

terraform init

3. CIS oAt Z0| M| terraform.tfvars IS MASEHL|ICE Amazon EKS 2{AE{0 CHst
AWS Z|™ & EAE IDE AFEELICH

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4. M&3sted= Amazon Managed Grafana Y3 AHO|A 7} o} &l Qe AR MAdstLICH M I A
O|AE MH5tE wiHol CHEr XtAIEH LI& 2 Amazon Managed Grafana AF& A A{0| 51 Eim
I AT O[A Mg FXSHMR.

5. HHEAMCOE BHES A&50{ Terraform0l M Grafana I AH O|AE AL 3L7| 218 F 7129
Hr8 MMEBLICH grafana-workspace-id& Grafana {3 A M O[A Q| IDE CHA|SHOF L
CH.

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [MEH AL 7|E 2] Amazon Managed Service for Prometheus 2/ AHO|AE AFE5HE{™
CtZ ot Z0| prometheus-workspace-idE Prometheus I3 AH O|A IDE CHA| 5
0 terraform.tfvars IR0l IDE FIIELICEH 7|&E KT AHO|AE X|HSHX| o™ M
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# (optional) Leave it empty for a new workspace to be created

managed_prometheus_workspace_id = "prometheus-workspace-id"
7. CIS BHE AEstod £FMHS b ELICH

terraform apply -var-file=terraform.tfvars

Ol A 3l AWS A|Ho| CIS & L& st 2lAATF MMEIL|CE

« M Amazon Managed Service for Prometheus I AHO|A(7|E KT AHO|AE AHEFHT|E MEY
& 72 xQ)

« Prometheus YT AH 0|A Q| 2] 2R} A4 or2] gl FX]

« &K KIAHO|AS {22 Amazon Managed Grafana Cl|O|E{ A4 S CHA|EEQIL|CH CIO|E{ &
AE aws-observability-acceleratorZ X|ZELICI CHA|E E&= Observability Accelerator
CHAIE = ofeHol| LtEElLct,

« MEE Amazon EKS 2{AE{ 0| A Amazon Managed Service for Prometheus I AH O|AZ X|
E M™M& 3T E AWS Distro for OpenTelemetry 2 JXF7F MHELICEH

FH

M CHA|2EE 2247 Amazon Managed Grafana 22 AHO[AMM S CHAIEEE L|C}.
Amazon Managed Grafana At&01| CHEF XtA|EH LHE 2 Amazon Managed Grafana AHE AE A 2]
Grafana ¥ I AH O|ANM 22 FHESAML.

FHUEIAE AWS HAEED S} E&

Amazon Managed Service for Prometheus= Kubernetes& AWS 71E £ 2H(ACK)2t S & /01 Amazon
EKSS| 2|3 AHO|A, 2 BEZ|At U 73 BE|X} 2lAA0| BHEIE XRELICH 2B{AE 2[R9 2
AAE HMOo|gh T e 90| Kubernetes AWS ZAE E2{2F CRD (AFH2 A X|& 2|44 XHo|) U LH|o|E|Z
Kubernetes ZHA| & At & £ U&LICEH

O| MMoi M= 7|& Amazon EKS 2214 -|0+|A‘| HUE|A 2 AWS ZAE ZE2{2} Prometheus2
Amazon Managed ServiceE MY st= WS HdHELICH.

FHUEAZ AWS HEEHE
o

27151 Prometheus& Amazon Managed Service&€ ACK ZHE EB
E 2Mste EEO AANER 2

= A&Lich

AWS FHUEIAS HEEF 124


https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

T4 £y
FHUEIAS AWS ZAE E 212 Prometheus& Amazon Managed ServiceE Amazon EKS 22{AE 2}
Sget7| Mol ot Z2 M 2F At o| Qlofok &L ct.

fjo

Prometheus® Amazon & 2| MH|A AWS AHHE L |AM L[e2 =2 I Aoz MMSE{H 7|

Z 2 #eto| Qlofob ELICk

OpenlD Connect(OIDC)7t & 43HEl 7|& Amazon EKS Z8{AE 7} QJo{ofF & L},

OIDC7} &3] x| QI QtCt CFS H- S AFE 504 st
Al AWS_REGIONS H™Ho|| &= SHIE 222 "HhEL|CH

ok

= U&LICt. YOUR_CLUSTER_NAME

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve
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74 53 ZZ2A 015 2 IAM OIDC 224 MM 2 X SHMIL.

Amazon EKS Z2{AE{0{ Amazon EBS CSI E20|H{7} A x| E|oq Qlo{of &fL|Ct.
AWS CLI7F Ax|E|o{ Qlo{oF B LICH HHEEAM AWS 7|2 AWS CLI £ £35= Ol AFRE LILCE.
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
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https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/sns/
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FHUEIAE ZAEEHE AF25104 Prometheus® Amazon & 2| AHH|A & Z7tE2 MZ HiZ 5t
AWS

1. CFE HYE AHE3104 Helm0il A Amazon Managed Service for Prometheus MH|A ZHEEE{E
Mg Ct REAEH LHE2 2| Kubernetes& ZHE & B M| ACK ZHEEE dXIE HZESHA
Al2. AWS GitHub A|AEIO] SHE ##(0d: us-east-1)2 AFSELICEH

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

HHE ALE 510 Kubernetes& AWS ZHEEE{7t HSH2 2 HR[EU =X MM 2 =0
o

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

J2{™M status: deployedE H|ZRE ZAEED] ack-prometheusservice-controller0]
CHst H

E A835l0f workspace.yamlO|2tE IS MAIstLICt o] IS MM 501 23
|o|Ao] 2O 2 AFSEILICH

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
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https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
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spec:

alias: my-amp-workspace
tags:

ClusterName: EKS-demo

3. OS5 BEE ddsiod A H0[AE YERLICHO| BHE2 1EA0|M A AAH B0
et Eebd)

Al & A™HO| M my-amp-workspaceZt= Al QT AHO|AE £ £ S ALICH.
CtE BHES A™stH T AHO|A IDE 28 T AT O[AL ME HE L 4EY

o
L|C}. EE= Amazon Managed Service for Prometheus 2&0M M /3 AHO|AZ

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

(® Note

AL O[AE HYSHK| 2t 7|E I AT O[AE A

4. Rulegroups®| F8Ho 2 F 7Ho| M yam| It LS M5t C}
5o Mg = U&LICH AlertManager

O] #4& rulegroup.yamlZ MEELICH WORKSPACE-IDE OIT ErA|Q| /3 AH|0|A ID2

HbE LICEH
apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:

workspacelID: WORKSPACE-ID
name: default-rule
configuration: |

groups:

- name: example

rules:
- alert: HostHighCpulLoad
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https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance 1}})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

CtZ T2 alertmanager.yamlZ CHA| R LICH WORKSPACE-IDE O|™ HHH|o {3 Amo|A
IDE HtELICE TOPIC-ARN# L El2 & E Amazon SNS FA|0 CHE ARNS 2 ### AHE B¢
X|¥o 2 HF A A|2. AWS 2| Amazon Managed Service for PrometheusOll= Amazon SNS
ZFHloi cHEt HEtol RJo{oF g LICtH

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
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alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}
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5. CHe TS A¥stol 75 18 U 22 Balxt TS MABLICHO| HHL 1EH0IM Ly
A AR g20f 2k ZatE).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

= 2 O|LHo HE AL E &g & &L

® Note
EAAE MMEHX| o1 AUO0|ESHEAT yaml THUE UHIO|ESHDT kubectl apply &
242 EMI Alstsiod = |t
2|AAE AMK|StE{T CHS HE S A-ELICH AXlstEde 2laa /Y, Ee

ResourceTypeOE Ht A AI2. Workspace AlertManagerDefinition
RuleGroupNamespace At A& 2|AA 9| ResourceNameO|E 22 HFELICH

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

OlZ422 M HZAHOIA BHET} 22 ELICH TH Mol ST Y2 AHO[A0 XEE T3
2 ZEIAEIE TASHE WHS MBHLICH

Amazon Managed Service for Prometheus I AH O|A 0| AL S Amazon
EKS EAH T4

O| M40 M= HelmE A& 3t04 Amazon EKS 2{AE{ 0| M A& E[= Prometheus7t O] Aj4404 A
M5t Amazon Managed Service for Prometheus 2 AH O|A M X[EE HHESE MEF 5=

YHS dFELICH
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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O| MxE +&sled™ X|E =70l AF23H7| {5 M8t IAM 4& 9| o|§0| EErLct o] ZFdE of

T +~3SHK| f2 AR Amazon EKS 22HAE S| X[ E +EI2 @8 MH[A AF MH|M REAIEH LS

ol |2 g XML, ozt X|RS 2 IAM Q& 0| amp-iamproxy-ingest-roleZ X|&EL]

Ct.

Amazon EKS Z2{AEO| CHall &2 MT|E F+45t2{™

1. OIS HYE A835t04 T AHO|AL| prometheusEndpoint& 7HXKASLICH WORKSPACE-IDE
O|™ MMO| & AHO|A IDE CHA|ELICH

aws amp describe-workspace --workspace-id WORKSPACE-ID
prometheusEndpoint= B ZA0tof| ZA|Z|H EHAl2 chSot Z2& Lt

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

CtE H EAOIM A8 E +~ UES 0| URLE MEEfLICH

2. OIS HAER M utedg 4451 0|§2 prometheus-config.yamlZ X|&gLCt.
account®& A IDE, workspaceURL/E ¥3 2 URLE, regiong A|AH|0 &est AWS
2| o 2 CHAELICH

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"
server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:
region: region
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. L2 Helm HHEE AF235104 Prometheus *E & HJUAHO|A O|§1} X E HHE at&LICH
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helm 1s --all-namespaces

X|Z7HK| E&st B0l 2t Prometheus AHEQF AT 0]A 2| O|E € 25 prometheusZ
X|HdsHok 3tH R E HM2 15.2.0Y &= U&LICH

4. O|™ &AM PrometheusChartVersionX2
PrometheusChartNamePrometheusNamespace, & & AI&35l04 CHS BWYS A™ELICH

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

HE F= Yadol=7t S FchE HAIXIZE R AELICH

(@) ]
|'>~

O =2 awscurl2 &3l Amazon Managed Service for Prometheus YIEZQIEE 2|
6P04 XLJP HBHo 2 MEE|D JeX| &#eld = U&LICH #4# A8 S URLE B D
WorkspaceURL/# 1#### X2 URLE HHHE AR, AWS E2[H

awscurl --service="aps" --region="Region workspaceURL/api/vl1l/query?

query=node_cpu_seconds_total"

O|X| Amazon Managed Service for Prometheus I AH O|AE M5, YAML It E FHo =
At &35t04 Amazon EKS 2{AEM sHE I A 0[A0 ?=i'§ &LICH AFE A XY ElaA HO
(CRD)Z2t™ 5t= Ol I U2 Amazon EKS EBAE LH0of| U&LICEH Kubernetes& AWS ZHEE 2
HEEBE ME8350o4 2B{AE{0|AM ZT] Prometheus& Amazon Z2| MH|A E|AAE 25 EHE|E

= A& LI

Met = 2 Firehose2t E&517|

JI)lI

CloudWatch

I
ol

O] MMoi| M= Amazon CloudWatch HEE! AEZ|Z HF35t1 Amazon Data FirehoseE A& st= &
1t Prometheus& Amazon Managed Service0l| X|£& =& st= WHE HHELICH AWS Lambda

AWS Cloud Development Kit (CDK) & At&35t0{ AEHZ 4474504 Firehose T1& AEE], Lambda &
Amazon S3 HAE ddsto Al AlLIE|2E Aldsl EZ&LCt.

7t A stoF & U2 of BllAlm|e] Ql=ZEtE dHste WLICH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
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CloudWatch HEZ AEZIZ AFE5IH 2AE2|A X|E H|O|E{E HTTP ¢l ClE = Amazon S3
HZIo 2 MEE 4+ U&LICt.

Rlzel -2 O3 4 H 2 7 dELCH

&9 o
o AEHH{E
NS e
« AMEX BZEof x| L FHELICEH AWS CLI
« AWS CDK Typescript7t At& Xt 230 A x|xz[o{ {o{oF &fLICt,

* Node.js & Go7l AtEX} gHE0ll dX|x(04 QlofoF EFL|ct

AWS & X & E|E| CloudWatch HIE 2] 2IA X E{Ql github E|ZX|E
(CWMetricsStreamExporter) 7t 24 A|AHRIM SH EIRA&LICH

Amazon Managed Service for Prometheus /3 AH 0|AE M4 3te{H
1. o] dlAlZ|e] Hz ofZ 2|710|42 Amazon Managed Service for PrometheusOllA &&4ElL|C}. C}

=
g HH 2 A2 35104 Amazon Managed Service for Prometheus I AH O|AE MAEHL|CH.

aws amp create-workspace --alias prometheus-demo-recipe

2. OS2 BEL=Z IAHO|AT HIEEIREX] EFRletM2.

1ok

aws amp list-workspaces

Amazon Managed Service for Prometheus0i| CHE Xt A3t LHE 2 Amazon Managed Service for
Prometheus At& HdEME FHZEFHMR.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html

Amazon Managed Service for Prometheus A8 XL 7hol=
aws-olly-recipes EIZX|EE|o| RFEO|M CIS HHS AS5tod CIHE{ZIE
CWMetricStreamExporter® AT LICH

cd sandbox/CWMetricStreamExporter
Ao 2= o]l YXI7t E|ZX|EC|IQ RERZ ZHFE ZAL|CH
2. Ch3 BHE AEStod CIAEEIE /cdkz HERLICH
cd cdk
3. OE BHE 4~Aslo{ CDK S5dE HRIgLIC
npm install
4. CIHECIE EIZX|EC|S FEZ CHA| HEE = O S BHE A8 stod CIREE|E CHAl /
lambda2 #HZEELICH.
cd lambda
5. /lambda EC{0f S0{7IH C}SE ALE5l0{ Go & HE MERIELICH.
go get
OlM 2E &0l dx|=&LICH.
AEHS HiZStE{H
1. ZlZXIEZ|Q RFE0|M config.yamlE YT {workspace}E MZE M8t {IAHO|AID

2} Amazon Managed Service for Prometheus I AH O|A T} = B2 2 CHA|5H0{ Amazon

Managed Service for Prometheus {3 AH 0|A URLE =8 gLICH.

& So{Ct5E Y& LICH

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces
{workspaceld}/api/vl/remote_write"

region: us-east-2
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2.

Firehose & AE 2|1} Amazon S3 HHZ!2| O|E & 5l CHE2 HZAE L.

=
AWS CDK 2! Lambda ZEE Y §l2{H 2|ZX|EE|Ql RFEOA CIS HES AslisiLct

npm run build

aws cloudformation list-stacks

O|20| CDK Stack®! AEHO| 220 EAI=L|C}.

OlOFE CloudWatch AE 2] M4

O|M| X|EE X ZI5tE Lambda & 71 HA2 22 AmazonOlM X|E AEEIS e 5 &Lt

CloudWatch

X|E AEZIZ CloudWatch 2445l2{™

1. https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList CloudWatch &=
&2 0|S5toi HER AEZ| Mg Mzt

2. EEK|EZE XIE £ MEIEH HYAaHo|Ao X|E)E MEAELICEH

3. Configuration®M HHol|M AR 8t 7|E Firehose ME{S MEHFFLICE

4. CDKO{A 0|0 BH= FirehoseE AF23HA ElLICH Kinesis Data Firehose & A
EZ| MEf EECHR20{ A o|Tof BtE AERIZ MEIFLICE O|&2 CdkStack-
KinesisFirehoseStream123456AB-samplel1234%} ZH&L|CH

5. £ ¥4/Z JSONSE HZAFL|C

6. X|E A2EZoi 20| = 0|FS KIEFLICH

7. XEAEY MHE MEE L)

8. (M™ AtE)Lambda &+ ZES HQlst2{H Lambda 2£ 2 0|Sst 1 &=
KinesisMessageHandlerE MEdEIL|CE ZLIET Bt 27 512 B S MESIH %12 5 of
choll EB[7HE|E Lambda &4 50| T AIELICE
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https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
https://console.aws.amazon.com/lambda/home
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cd cdk
cdk destroy

2. Amazon Managed Service for Prometheus 3 AH O|AE M|7HE LIC}H

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[0@] .workspaceld' --output text®

]

3. OFX|%2Z Amazon CloudWatch &S AF& 304 Amazon CloudWatch HEZ AEZ|E K| 7
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https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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"Statement" : [
{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS™ o "EM
I
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
1,
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>
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Example

"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

Amazon Managed Service for Prometheus ALERE7H0|=

Example

chee 53 ofss AAE0|M 12 223 7lof CHEH AMA MBS 2oists 7| M2 AHO| of Al
2lLict. o] ™ Mol 7ol mial HEt Rofolle A58 HHYAEE XYt L=t AYAE o
Z710| Qlo{ok gfLct

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333 :workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}

Amazon Managed Service for Prometheus0ll AFR El= &5 3t 7| ZLIE{&

Prometheus& Amazon 22| MH|A % B0 AWS KMS 2 22| 7|1& AHE5tE E< Amazon
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Mg = A&LICH AWS KMS
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DescribeKey HMASHZ| @3 Z&E St CreateGrant GenerateDataKeyDecrypt,, & KMS &
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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CreateGrant

AWS KMS 12 2t2| 7|& AtE35t0q 2] 7+ & 5315+ Prometheus& Amazon Managed
Service0l M AL AHE CHAISH0] AL RE7t X8 KMS 7|0d] M| ASHT| 2Bt CreateGrant Al 7t
X 2Hg EHLICH Amazon Managed Service for PrometheusOll A 2438t HEH £oi= AWS
KMS 2 22| 7|9t AZE 2o 20l Bt HEFLICH

Cl=2 oA O|HIEE CreateGrant 22 7|&2&L|Ct.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
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"Decrypt",
"DescribeKey"
1,

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"

1,
"responseElements": {
"grantId":
"0ab0ac0dob000f00eaddcc@aleddfc@Obce@00dcO00T0000000cObcPa0000aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

{2 AW O|A0 AWS KMS 2 2| 7| & 438l 5t Prometheus& Amazon 2| AH|
AOM DR 7|8 MAEELICEH 2|lAA9 AWS KMSTLZ 22| 7|8 AWS KMS X|H35t=
GenerateDataKey 23& EHL|C}

CHS oflX| O|HIE = GenerateDataKey A4E 7|5 &L|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"

iy
"eventTime": "2021-04-22T17:07:02Z2",
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"eventSource":
"eventName":

"kms .amazonaws.com",

"GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {
"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333
sample-1234-abcd-56ef-7890abcdl2ef"

1,
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea®@0fbOfba®@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{

:workspace/ws-

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType":

"AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"
}

2k 3 3=l WorkSpace0ll M # 2|7} M+ =] Amazon Managed Service for Prometheus
=l Cllo|E{ol| HM|ASHE Decrypt E Y

Ardg S EFLICH

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",
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"invokedBy": "aps.amazonaws.com"
.
"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
},
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus= DescribeKey 242 AM& 350 WorkSpacet £ &1
= AWS KMS 1 22| 7|7t A™ & X[oi| EXt=X] = elgtL(ct

CH2 oAl O|HIE = DescribeKey 242 7|8 & LIC}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:0272",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd0db0-0000-0000-ac@0-bOcOOOSAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
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"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllPrometheusActions",

"Effect": "Allow",

"Action": [

"aps:*"

1,

"Resource": "*"
.
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": [
"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"aps.amazonaws.com"
]
}
},
"Resource": "*"

}I

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.
AWSServiceRoleForAmazonPrometheusScraper*",
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"Condition": {
"StringEquals": {
"iam:AWSServiceName": "scraper.aps.amazonaws.com"

AmazonPrometheusConsoleFullAccess

AmazonPrometheusConsoleFullAccess HAME IAM E0 Q150 ¢14E 4= U &L|CH.

Mgt Al B
ol o= Chg Hetol L Elof UgLict

* aps - Amazon Managed Service for Prometheus0i| CH&t & HMA FHEH

« tag- 29 F|7} Amazon Managed Service for Prometheus 2£0M Ef MOtS £ = UL S

51&

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"
1,
"Resource": "*"
I
{

"Sid": "PrometheusConsoleActions",

"Effect": "Allow",

"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",
"aps:ListWorkspaces",
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aps:
"aps:
"aps
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
1,
"Resou
}
]
}

AmazonPrometheusRemoteWriteAccess

o| L Ct=21 AmazonPrometheusRemoteWriteAccess

"Vers
"Stat

{

DescribeAlertManagerDefinition",

DescribeRuleGroupsNamespace",

:CreateAlertManagerDefinition",

CreateRuleGroupsNamespace",
DeleteAlertManagerDefinition",
DeleteRuleGroupsNamespace",
ListRuleGroupsNamespaces",
PutAlertManagerDefinition",
PutRuleGroupsNamespace",
TagResource",

UntagResource",
CreateloggingConfiguration",
UpdatelLoggingConfiguration",
DeletelLoggingConfiguration",
DescribeloggingConfiguration"

rce': "xnu

ion": "2012-10-17",
ement": [

"Action": [
"aps:RemoteWrite"

1,
"Effect": "Allow",
"Resource": "*"

AmazonPrometheusQueryAccess

O| L& Ct= 1 AmazonPrometheusQueryAccessZ & LIC}H
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
"aps:GetSeries",
"aps:QueryMetrics"
1,
"Effect": "Allow",

"Resource": "*"

AWS ZH2|& H2: AmazonPrometheusScraperServiceRolePolicy

E
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{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "DeleteSLR",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps

AWSServiceRoleForAmazonPrometheusScraper*"

1,
{

"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

1,
{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMPAgentlessScraper"
]

}
iy

"Sid": "TagManagement",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

.amazonaws.com/
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1,
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"

}

}

1,

{

"Sid": "ENIUpdating",

"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "EKSAccess",
"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

iy

"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
},
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"
}
}
},
{
"Sid": "APSWriting",
"Effect": "Allow",
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"Action": "aps:RemoteWrite",
"Resource": "arn:aws:aps:*:*:workspace/*",

"Condition": {
"StringEquals": {

"aws:PrincipalAccount": "${aws:ResourceAccount}"
}
}
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClusters"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_CreateAlertManagerDefinition.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",

" "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn :

o
"webIdFederationData": {

.
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
.
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {

"alias": "alias-example",

"clientToken": "12345678-1234-abcd-1234-12345abcdl”
.

"responseElements": {
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"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl123456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
1,
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
1,
"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

0d|: CreateAlertManagerDefinition

CtZ oAM= CreateAlertManagerDefinition 22 2 0{F = CloudTrail 21 §F& Eo0i&LICt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"
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}
}
},
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Iwogl

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

.
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

1,

"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

0dl: CreateRuleGroupsNamespace

CtZ odlXl= CreateRuleGroupsNamespace &2 2 0iF = CloudTrail 21 =2 20{ELICt.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

iy
"attributes": {

"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2021-09-23T20:25:082",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
1,
"tags": {}
1,
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",

Amazon Managed Service for Prometheus 21 I} &= 9| 0|3} 193



Amazon Managed Service for Prometheus ALZ%t 7H0|=

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

.

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{

"Version": "2012-10-17",

"Statement": [

{"Effect": "Allow",
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"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
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SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \

--policy-document file://PermissionPolicyIngest.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role created above

#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. O BEE U™stod AT BIEN EHRF HErE FoigLch
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* iam:CreateRole

 iam:CreatePolicy

* iam:GetRole

+ iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider
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Amazon Managed Service for Prometheus X|E 9| E2|& 2?8 MH|A g2 M 5te{H

1. Chg 2RI ZFEl createIRSA-AMPQuery.shO|EHE TS WHE
LICt. <my_amazon_eks_clustername>2 E8{AE O|E2Z HF
<my_prometheus_namespace>E Prometheus L&A H O|AZ HFELICEH

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

b

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
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cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ ]1]; then
echo $0OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

o
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--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve
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Amazon VPCE At&X}7t Holeh 7t EIT oM AWS E|AAE AIZTE [ AHSE = U= AWS
MH[AQILICH VPCTL e IP =4 He|, MEY BR8] H0|E, HERX3 HO|ES0] 5 HES
3 M™HE WMofE & U&LICE VPCE Amazon Managed Service for Prometheust| 9422524 QIE]
HO|A VPC A= ZQIEE & O|5t0{ VPCE AWS MH|A0]| A& LIC}H O| JEXQIEE AR SHH
CIE HO|ERO|LE NAT(LIERZ =4 ) QIARA £i= VPN 2424 810|= Amazon Managed
Service for Prometheus0 Pt %10| 1 &3 71 S5t AH AZELICH XtM[EH LI 2 Amazon VPC ALE
MHMO| Amazon VPCEF FAULITNE & ZSHMILR.

CIEHHO|A VPC AIEEZQIEE ZEIO|H! IP AL &7/ EH2dX HELQIT CIE{HO|AE AHESH0d
AWS MH|A ZF Z2IO|H! EAIZ AFR2E £ Q)= AWS 7|=Q! AWS PrivateLinkol 2|8 +SElLICH. &t
Met Ltige M 7|5 - AWS ME|AE |8t AWS PrivateLink 221 HAIEE E XA 2.

CFS 2 Amazon VPC AFEALE 8t ME QLICH Amazon VPCE Al SHE hedol CHEE LIS
Amazon VPC A& AHM0| A Al

Amazon Managed Service for Prometheus0l| Ci & QIE{H O|A VPC RIEE
RIE MM

QIE{H|O|A VPC HIEZQIEE MA510{ Amazon Managed Service for Prometheus AF& 2 A|ZFEHL
Cl. CIS MH|A 0|8 A= 2 QE Fofl A MESSHL|CE

¢ com.amazonaws.region.aps-workspaces

Prometheus 2t APIE AtE5tE{H O| AH|A OIS ME{ELICH RHA[EH LHE 2 Amazon
Managed Service for Prometheus A& ME A0 M Prometheus £ & APIE FZE35HAL.

* CcOom.amazonaws. region .dps

T AW O|A EE| EHATE 3 5E{H 0| MH|A O[S MEdErL|CE RHA[EH LHE 2 Amazon
Managed Service for Prometheus At& A3 A0 Aq Amazon Managed Service for Prometheus
APIS A ZBHLICH

® Note
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https://docs.aws.amazon.com/vpc/latest/userguide/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-Prometheus-Compatible-Apis
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-AMPApis
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-AMPApis
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Access Management A& AHA O] AWS STS QIE{HO|A VPC AEEZQIE A2 FE5HA|
Q. ETEE AEZQIEE MEStEH AWS STSE AXsHofF & Lict,

QIE{H|0|A VPC AS ZQIE S A5 T X|&S HIZ 8 AHMIBH LIRS Amazon VPC At A
Aol QIE{E|0|A AT ZQIE MAS AT HMS.

® Note
VPC 2lE ZQIE HMZ A& 5104 Amazon Managed Service for Prometheus QIE{T| 0| A
VPC AEZQIE0f CHEt HMAE Aofe = UGLICEH RIM[EH LHE2 CfE MHE HZESHA
o

Amazon Managed Service for Prometheus0i| CH &+ QIE{mH| 0| A VPC ¢l

= YIAHOAR S2&= H|O|E7I 0|0 U= B2 XEE 7|EHE QI
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E{HO|A AIEXZQIEAR 52 XX & 5tLEHE AFE35104 O| EfAIE & EHLICH

Amazon Managed Service for Prometheus VPC =X Q1 E 0 CH8F HAM|A A0

VPC AEZQIE HMZ A& 504 Amazon Managed Service for Prometheus 2/E{H|O|A VPC A=
ZQIEof it AMAE Moig &= A&LICH VPC A= EQIE HHM2 A ZQIEE BHEHL +

Al AEZQIEN ¢1Z3IE IAM BlAA HAMQIL|CH AEEZQIEE MAE I HAME Q1Z43IK| £9E
Amazon VPCE MH|AO| CHEF A HMAE 5{85t= 7|2 HME XS 2 ZFLICt A=z 2l
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sts-regionalized-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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{

"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"
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"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
.
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"

Amazon Managed Service for Prometheus0| CHEt QIE{T|O|A VPC GIEZQIE M 203



Amazon Managed Service for Prometheus ALZ%t 7H0|=

R of CHEt @ F7F EAIELICH

pal
ok
A
i}
L
n o
X0

F HIAIXIZF EAIE
24 Prometheus MB{ £310| M|§H2 =t &LICE

U5 OlOIE{7} EAIZ|X] Bfote

429 = Bt X0t 2 F

CHS oflQt HIx$t 429 @771 EAIZ|H 2% 0| Amazon Managed Service for Prometheus 5= Z! & &2
2 218t ALt

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

CtS oflet HIx Bt 429 2L 77 EAIEH @& 0| AT O|AS| & X|E +0f CHEt Amazon
Managed Service for Prometheus &2 &2 Zotst ZJ LIt

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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CtZ 0d|2t HIREt 400 2771 EAIL|T RE0| &4 AlA Kol CHEF Prometheus& Amazon Managed
Service 2 ¥ 2 =1 P?_F ALt 24 AlAHY 22T X2l Yol CHEr AtMEH LHE2 2 & E5HA
A ZM A= 7|8
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ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)

desc = user=accountid _workspace_id: per-user series limit of 10000000 exceeded,

Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1limit: @ global limit: 10000000 actual local limit: 92879)"

Amazon Managed Service for Prometheus MH|A &2 & F71 & Sedof et AfM[EF L2
Amazon Managed Service for Prometheus AH|A &2 MME XM L.

S=E dEol 2

17124 Prometheus 1E2 AF235tE 22 Prometheus QIAEIA MM 2|8 BO|EE AR5l BE
M7HE M&sHoF gL|ch XEMIBH M E = Amazon Managed Service for Prometheus 2 M&E 11718
M XE 55 MAHAS =M.

&S olo|Eet 238 7|E Xl oS Aol d-ELicH

ME EtUARZO| CHE @R 7 EAELICH

Prometheus& Amazon Managed Service= H|0|E{E = MOIE +=&5tH, 2 MEZ0f o[t MEECH
2 EtUARME 7} IS WO 2 of & &Lt

AN =

Alr

ClO|E{7t &AMCHE 26t K| ete B2, E= of Cist 77t 2dle = &L out-of-order
samples duplicate sample for timestamp samples with different value but same
timestamp O|2{8t BXlE Y™ 2 2 Prometheus® Amazon Managed ServiceZ H|O|E{E ELHE=
—='~E}O|"HE O| HRE MYoZ QlsH WMLt o0|ME ZEMM A& E|= Prometheus 22+0[2d
A8steE 32 FHolM AlEI= o|F0| S=E[7HL Cidf o] SFE #30] JEX] &elstMA=2.

u+|EE'0| EHUARTE B MBsHe ZP EHUAY LI HRE 20| ObLIX| HOISHAIAIL.

2| Al

= &=
S=E=

(]

ol

ﬂllkl

| 205

il



Amazon Managed Service for Prometheus ALZ%t 7H0|=

ol

=

M

s WAlolLt MHE Eolste ol CHEr AHA[EH LIE 2 Prom Labs2| Prometheusl| &5 4
O ut-of-order EfUARM T 270 CHet Ols E2 HAIEE HESHAAIR.

Metor 2HEE 27 HIAIX7F EAIE

r

(® Note
Prometheus® Amazon Z 2|38 MH|AE Prometheus 2|AA CloudWatch AF2 2 ZLIE]
2I5t7| @8t AF22F X|EE K|Z2ELICE CloudWatchAl22F X|E 22 7|58 AI25HH
Prometheus 2|AA L AI22FS D L|E{2l5t0{ 8t @K E drXx|& £ Q)& LCt.

CHE 27 HAIX| & 3tLE7F E A2 Amazon Managed Service for Prometheus &892 & 5tLt2| &
7ME 235t 2XE sHaE = U&LIC RHAIE LHE 2 Amazon Managed Service for Prometheus
MHIA S5 Mg FEFHML.

- MR AlZI= MBHR! <value>7HE Zoti&LICtH #E|RHolAH E2l5to] 4E ZHHAM L.

- XEY AEIE XMEQl <value>7HE ZtF&LICEH EEIXIO|H E2lsto] 4& ZHFIAML.

. 2E & RIBH.)2 2IALC

=
« A2|IZ=0f| L5 B2 BI0IE(...) Al2IR 7} UELICE '%s'

o

L|cH.

m>

« 22| AlZHHLI7E MEHFEl 2ol xxx, MEt: yyy)E TR
« =ATIM HAE 7KL= S FHel7t 20 3 & HMEtol ==& LICH

« MEtE ZotaLch AEE zl0] 23 AW 0[A £~ LC

2 Z Prometheus A £230| A|&t2 =1t &LICE.

Amazon Managed Service for Prometheus0il= X3 AH O0|A 7 Prometheus AEHO|A =&1E = Q)
= Olo|Ef Fof CHE MH|A g2 20| Q& LICH Prometheus AEH7F Amazon Managed Service for
Prometheus2 2 L= CIO|E{o] &2 & Q15t2{T Prometheus AHHHOIAM CHS F2|E AMSHH ELICEH
Prometheus & 20| Amazon Managed Service for Prometheus M8t =15t A< e MH|A &

2O FIIE QLEE + A&LIct RHMIEH LI 2 Amazon Managed Service for Prometheus A{H|A
S MME HESMR.

ANgta gedEl @ 7 HIAIRIZH EAIE 206


https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
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greater_than_max_sample_age

new-value-for-timestamp

per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order
label_value_too_long
max_label_names_per_series
missing_metric_name
metric_name_invalid
label_invalid

duplicate_label_names
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}

[a

72 a2 HAmo|Ao ElT TE

A 35 HHamHo|A AZAE B0 CHE 212 HEE + U&LICH
LICt ol= s4xf i1 & M|7{st . AMf O|F H CHE 7|t S st AUE 7
olst

£9| B\ TS ANAO VS 01F 4 USLICH 2l429] B
EE e TS| Mol Bl10] 7] Ei S AR stod ElAA0 CHE HMAE Ko
4+ ol DE IAM HAS HESfof BLICt

—

https://console.aws.amazon.com/prometheus/0| A Amazon Managed Service for Prometheus &
&g 9o

=
B A ZolA ol oto|Z2 & MEiFLICH

PE IAHOIAE MEAEHLICE

© © N oo 0o b~ 0D

Bl E O &7tstt{™

M
10. B 717} 22 ElH HE A ME S M=FLCH

T2 38 dYAamo|Ao Ej1 TE 219


https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus & 1§ WHIIAH O|A Q] E{TT HE/(AWS
cL)

AWS CLIE At83dtod 72 O&F HYam 0|40 BT E HO|O|EStE{H CHE HAHE +ASHAHR. 7
& 719| gt HEsHL CHE 7|1E F7HE = U&LICH

EO|20|Lt BB E 0| A tag-resource BHBS A&AS04, ENIE YOCo|ESI Ef 7| & E{ T 22 K|
Mgt 2|AA 9| Amazon ElAA O|E(ARN)E K| &LCH.

aws amp tag-resource --resource-arn INn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tags Team=New-Team

A2 a8 YA o| AWM EfZ A A

_I__IL7'<I

S| 28 L YAHOlAY HAE BITE Stk 04 FIHE £ laLich B8 MHE 1 ST B4
o oiZiE

| CFE AWS 2|AA0M sHE Ej 271 AN E| XK= or& L.

—

/A Important
ElaAolEiaE M 7ot oY 2la 20 CHE AM| A0 IFE OIE = USLICH BlA200M
Bl E A7 7| Mol 2|ZX|IEEQt 22 2lAha0f CHEt AMAE FMoists Ef1e| 7| EEE= 2t
AMNEE =k Ue ZE IAM HAE HESHA 2.

Amazon Managed Service for Prometheus 73 1& U YAH O|A0 M Ef A7H(2

=)

r

£2 ME5tH Ef 12t 72 I8 HYAm0|A ZHo| 1A E WA

ok

= A&LICH

—

https://console.aws.amazon.com/prometheus/0l| A Amazon Managed Service for Prometheus 2

£& GLct
2. EMEFHoM oy ofo|2S ME{ELICH
3. ZE H¥32HoOo|AE MEHELIC
4. Elsfiol ot I AHO|AL] /I AHO|A IDE MBI LICH
5. T el e MEfELCH
6. ULAmo|AQo| O|ES MEAELICH
7. B3 #elE MEfgich

& a2 dYADo|AM|AM ERT AAH 220


https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus ALZ%t 7H0|=

8. AMAE BT FolMHE MHY

0. HUS OHHOH W AY MES MFUICH

T

Amazon Managed Service for Prometheus 72! 28§ U IAH O|A0AM ENZ A7
(AWS CLI)

AWS CLIE At83dtod & I& HYLAH O[AMAM B2 E X752 CHE HAHE sdsiM. Bl
M7HEL

E XM7AHstH el = AXEX| ot efTet #3 O& WlAmO|A zho| @A M7 ELICH.
® Note
Amazon Managed Service for Prometheus 2 18 HIYAHO|AE ’i. 15t A A E A
g o|2olM 2E Bl 40| MHELICH WIUAHOIAE AX|5Y| Fol EfIE MAHE Te

7t ei& Lot

EO|2o|Lt HHEZE 0| A untag-resource BE2 A&5t04, EH2E MHE 2 38 HLAHO|AQ
Amazon 2|44 O|F(ARN)Z M7HE Ef19| Ef 7|18 RI™ELICE o & &01 My-Workspaceit= £
FAHO|AMMENT 7| Status® EHE M7HStE{H OS2 - stMlL.

aws amp untag-resource --resource-arn IN:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tag-keys Status

d3¢et B2 0| BE2 ofF A Bretstx| ef&LICH ElaA et AZE E{TE & QlstE{H list-tags-for-

OII

7= a2 dYAmo|AMAM ERT AHA 221



Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus AMH|A & &

CtS & MMM E Amazon Managed Service for Prometheus@t #H21E! &3 3 A|Shoi| CHaH A=
Llct.

I

Service quotas

Amazon Managed Service for Prometheus2| &2 &2 CtZ1 Z&L|CH Prometheus& Amazon £ 2|
& MH|AE= Prometheus 2|24 CloudWatch A S 2LIERISHZ| e ALS T XIEE MSELIC.
CloudWatch AFS & X|E 23 7|52 AL 5™ Prometheus 2lAA L AISZE R LIE|RISt0] St
LFRE WX|F = JUsLch

EMEQt WorkSpace?t E&E[HM ZLIEHZSHHL S7HE QP8 oF & = /U= 7Ha LRt el &
2F2 WorkSpaced &4 AI2|=, WorkSpace™ =& &, WorkSpaced ¢+ &

(® Note
2| BAIZ[X| b= &, oled{et €2 E 2 WorkSpaceE 7|22 2 FfLICY.
HE 7|egk =L

or X od Ho

WorkSpace'®d M|E}CI|O|E{7} & &l & XHEl= 4 2™ of WorkSpaced MIEFH|O|E
=N 20,000 7t Z&E D RFHEAM X
EO| =lLCt.

r

0]

Service quotas 222


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase

Amazon Managed Service for Prometheus

04 x|
oo

WorkSpace™ 4 AlZ|=

=2 /[ = E—— [ = — |
37|

ot2| pe(XF Hol ot 37|

at2| Zz|xle| g2 Ho|EE 37|
otz| ge(xke| & 3

HA Ecli7{ 2214 H

N
M
Y

XHEE Z 2l
2A|ZtE 10,000,00
0

XEEE Z 21
1,0007H

XHElE 2 2l
1H|7tH}O|E

or X o M

o

1

o
=3

J,
L

0]

o T 2

o
=

ot
L

0]

nx
0%

WorkSpace™ st &
M AIEIE =2 L_IIZI- X

E

°'L,|I:|- 2M0+|k| 10M7J} K|
ol BF2 X 30& AHE

of 3l zte[xk Mol mho

A o &A a2z ol
CH 27| ILICt group_by
o| zt Bl|lo|2 gt =& ¥
HaES HMELICH

Manager & 29| Z[CH &4
I Ho|2E 3 7|LCt.
gZ 37[= o2 =
Mof| 2 EeFaELc

xtof ojoict = A| Z4E .
|

WorkSpace 32 £ £
MZoil CHsH HA =X 7|7}
M5t= =0 E22HAH

5x
2oLt

Service quotas

223


https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-5A151448
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-BDF9895D
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-E9CD1A4F

Amazon Managed Service for Prometheus AL 7Hol=

3 7|2zt = o9
x4
o
7t
=
WorkSpace'd =& HAE 37| A=l 2™ o WorkSpace“"E +Eg

1,000,000 = Ae Z0) HE ~(XT
HAE Byt

WorkSpace =& £ AHEls 24 2™ o =Y WorkSpace X|E
170,000 MZ 2 S5cQLct
ot2| pe|XF Ho| mhdo| 2X| 73 A#Els 2 g™ o at2| (X Ho| o]
100 2|CH X A& +=LCt
ghl 37| Xzl zF 2|x: of AR 38kl 2E
7KB L chelo gFl gf e &l A
kol CH 27[1LICt.
HEZ AlZ|=Y Bflo|g XEls 2 2™ of HEZ AIZIZE 2H .
70
HIEFH|O|E{ Z O] X|ezlE zH2|&: of X|E MEIE|O|E{0o] 31&
1KB L Tl =|cH Zo|. HIEtE| o]
(o) El= X|E 0|, HELP &
UNITS LIEHHLICE.
X|E 9 o|ElH| OB X|gzls zk2|x: of X EY HEHOIE ==,
10 L
(o)
orz| (X 2HRE EB|o L E ApEl= 2z 2™ of orz| g2(X 2R E EE|
100 o| =l == £lL|Ct.

Service quotas 224


https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-0CBB39EF
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-F4BCE0BA
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-46D5E194
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-CDA4AB0F
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-E3E60B3E

Amazon Managed Service for Prometheus

04 x|
oo

QIAHE FE|E {EF #E| HIO|IE

9] 2izlo| A2 vHol=

el 3 & 7hMR&LICH

0x
MK

el

el AE|Z2 & 7HMHZ & LT

el Alzh HLl(Y)

o
>

KH=lE 2 2l

1074

RHEE Z 2l

20,000,000

RH=lE 2 2l

50,000,000

KHE=lE 2 2l

12,000,000

RHE=lE 2 2l

32

or X o M

o

1

nx
0%

o s £+ Us ECH
|C}. 047
0= WorkSpace CRUD
API, Ef1 X|’™H API, T+3
I8 4HYAmolA CRUD
API ! 22| 2t2|XF o
CRUD API7} Z&HEL|Ct.

CHY QIABIE |2 A
e = = Z|CH HIO|E
A
o, .

THel M| F2[0 M 24 A]

ZtZtHo = AE & 9

= Z|CH HIO|E =lL|C}.
Tt Fc| ol A7 £
A= Z|CH H= L
Tt Fc| ol A
A= z[CH HE L

Cr AE| o ATE £
QU= T AlEIZ el

Ct.

2 E PromQL #Zl9| Z|CH
A|ZF el |Ct.

Service quotas

225


https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-8491EB93

Amazon Managed Service for Prometheus AL 7Hol=

By 7|12 gk = =L
x4
o
7t
=
E 37| X¢dEl= ZF 2™ of =& E= Helel 2ol
1H|7tHFO|E L| g 37 ct.
2
=& E OlolEel EE AlZHY) XEl= Zr 2™ o WorkSpace2| Ci|O|E{ 7}

150 EEE|E d+ud of
2ot @efE CIolE= 4

& 87t 7t Xlels 2 el™: o WorkSpaced #& &

30% o 2|4 & "Il 7t 2l
L|Ct.

73 38 dAamolA Hol o 37| X|@EEZ 2™ of TE IOE HeYAam oA

1H|7tHFO|E L Mol mtelol 2|cH 37|
=

WorkSpacesd 7% ApEls 2z 2™ of WorkSpace'®d Z=|CH 2
2,000 Lot

o BE|RF Mol mtdof HEE! Kl ZH 2™ o or 3 |kt Mol mhlo|
100 ZCHEHER

HEE 2|7 WorkSpace RHEl= 24 X o 2| %|CH WorkSpace
25 = L|ch

g4 Aelz= 7|24k

Amazon Managed Service for PrometheusOl M= 72202 4 AAHE S MK AEE = UE
L|C}.

g2M A= 7|88 226


https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-06C12D7C
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-8DEDEE8E
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-3D15CDB4
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-0F151AA2
https://console.aws.amazon.com/servicequotas/home/services/aps/quotas/L-8873DB23

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus WorkSpace= +Z| 2 &0 F71| sz ZEELICH A

&3 0| £7}+8tH Amazon Managed Service for Prometheus 0| A F% ANAE 88 =t 7|2
SdEENX| 7IE MEFE F HIE S-ILICL o|E E0{ 212 308 & | W M AlAL0| 3508t
JHRl B2 =™ gio| =|CH 7008t 7H A|AHILYE AL E = U&LICH
O|™M Z|&9| & Hi7} = 8F0| 2% F<2? Amazon Managed Service for Prometheus= =& 28
Ol ZB7tEol| Et  HH2 8T 2 AS2E &Hoto] AIAEE0| X[EXQ ZHMO| LHlstx| A5 &
SENK| EFELICH 5HX|BE K| 302 St HALE 0| 7|&Eo| F HIE Ztste B ZHO| &
& £ QlaLIcH ZHEE WXI5H7| 231 Amazon Managed Service for PrometheusOll A= O &4 Al
Aol F HIE A& s=&F 2 =cl= R0l E&LCH
(@ Note
28 AlAHG| 2[4 T2 24O JHO|OH, AAHI =7} 2840t 7 O|2tQl B =X 0| WA 5HX|
et &LICt
72 €2 S Toteto{H 82 S8 EE = A&LUT
INAE AZETY
Prometheus& Amazon Z2|& MH|AE= B Bt & 7|ZEC 2 2} 5] PJof et [o|H =+
&g AMetELct olz fl3AHolA9 Ms5E ®Xlste Ol =&0| ELICH =& =15 H
DiscardedSamples CloudWatch Xl_ﬁ_Oﬂ (rate_limitedO|® Z &) O] EA|EILICt. CloudWatch
Amazon2 At835t0 ME[FH S ZULERS T AR SR St ol 7 XM Foste AEE e ¢

AELICH RtAIEH B2 CloudWatch HEE] MME T SHMR.

Prometheus® Amazon Z 2|8 MH|A=E EZ2 HZ! d12|&E M%EFM = Z Xﬂ?ﬁ% - 3grL|Ct. O]
°*.T1E|52 AME5H HHo| EH 0| EEE Eost= o

X ST & LiEpRLIC

=& E Z ol MER2 HIIHM EZ StLEE MARLICH HE! 27| (2 I¥HY S8 HAE F7))
7t 1,000,000 B 2 7H2 120 1008 7ol HIO|E HE2 =&Y &= JUaLIch =& ME0|
1008t 7HE Zt5le B2 HE0| HE A2 do7|n H ol BIZEE +=&stX| pt&LIch &7t Ol

O|E MZ2 ArX|EL|CH

HIl2 dYE Sz AHSez elEELU ok HAlol 2/c 8 06t 22 2/0i EF 0o ZEE WK
X

12 0tct HellEl =9 EZ0| HZ!o ChA] FIHEILICH 2|2 EZ0| EARHE [ HZ0| 7S AIH EZ
2 H7[ELch HAoE 2l E2 2O B2 EES HE + gLtk ME sHo 22 HE2 &

OIMAE AREZ] 227


https://en.wikipedia.org/wiki/Token_bucket

Amazon Managed Service for Prometheus ALZ%t 7H0|=

o T7hg #al ST BTl met MAEELICH B oI &2l 7} 170,00022 MHE B

o
olzZ[E &= =Y 170,000 EZULICE

My
40
T
N

ZEA EE 022 £E0{EULILCt
O HZ!oi| CHA| AHHEILICH

(@]

=

|0

Hm >
ru rio

1 z|CH E2 1,000,0007H01 =& 77X OHZE 170,00
x| =

Olg +=Zlo| gig B2 o|To] Hlo{ iE HA2 6X =oi 2[C

ol
o
|0
u
N
=)
oy
C
n

® Note
PIMAEE 2T QA M O|Fo{&ELICH AH8 7ts8 EZ0| 1007H0| MZ 101747 Z & =
Mg ELH M| 20| HEELICE Prometheus& Amazon #2I18 MHIAE 2HE BE
Mo 2 25tX| A&LICH HAEEHE 2Hdste 82 MAID (HiX| =8 0|7t & AlZH0]
XLt F) E #elg = ULt

(@)

-l

40 M [ B2 ClOIE MBS £E8t7| ol HZU0| 7S & WIHK| 7ICH W7t gl Lo
of £71E E22 ICHZ ASE £ AUALICH BT E22 A AS5HH HiZ00| 2t 8Tl =
x| RELICH OIS Sof BiZlg TZAFICIElE £ 170,00070] ClolE| MES A4 +Eg 4
LI}, Z 5 170,00074 DIEHe| GlOJE| MBS + st BB HZ'S AICH STX| ME £ 2

Ct

in
[t
i

> 30 M0 F
b oh 3N

LI

&€l olo|&of CHet F7} Xet

Amazon Managed Service for Prometheusl| M= WorkSpaceZ =& E! O|O|E{oi| CHa CtS ot 22 F
7t 2T MEO0| MEELICH o] ™2 ZHE = gigLCH
- 1Azt |4 ButEl &Y ME2 MF|7H HRELICH

0 = X 0] Q

. DE MZn MEH O|E o]

&l & Cllol&fofl CHEF &7+ AE 228



Amazon Managed Service for Prometheus ALZ%t 7H0|=

APl & X

0| MlMoi= Amazon Managed for Amazon Managed for Prometheus| A X| &5t API ¢4 2! | O]
B #x=7t LtEE|of & Lct.

OlZ48F API 2t 43t Al2|Z=, Bll0olE 2 API 2F o & ol CHEt RHAIEH LHE 2 Amazon Managed
Service for Prometheus A2 A A0{ A Amazon Managed Service for Prometheus AMH|A SEEFE
xl-x °|.A-|| o

S|
» Amazon Managed Service for Prometheus API
 Prometheus £ & API

Amazon Managed Service for Prometheus API

Ir

IZ2HERAL olOE DL XR|E MHIAE Z2HEISALE ol0E DL X|E MH|A KT ALHOIAE
MMSD FX| &EISHE APl S MBELICE 047|0s I3 AHO|A, A3 d 0|, &3 &EIAFH
of, % I& HdamolAa A 2ZS 9IE APIZF ZEELICH

oo T

Prometheus API€ Amazon & 2| MH|A0| CHEF AFMIEH LI 2 Prometheus API& Amazon £ 2| AMH|
A HEE HEFLAL.

SDK<et & 7H Prometheus& OFOFE OL|X|E MH|A ALE AWS

AWS AZE9)o] 71t 7|E (SDK) = HE| AHREl= offf T2 a4 2do{2 x+|+5'L|E+. Z} SDKE=
WU X7 MHE 5= 10{2 AWS OHEE2|7H0|ME A HEd = JUEZ AP, ZE oM & HHME
MBELICH Q1014 SDK U £7 SZ2 AWS WL ME{olM WSS = 7S AZTSHAAIR. AWS

® SDK HH™

ZZMEO|M AFR2SHE 7HE %41 AWS SDK EIE 9} 7|E} SDKE A2 51 SDKE Z|Al AMEH
2 {X|5t= 20| E&LICH AWS SDKE 2[4 E21} 7|51t EoF AdO|0|EX MBS EhL|Ct.

Prometheus £ 2 API

Amazon Managed Service for Prometheus0i| A& CtS Prometheus £ & APIE K| EHLICH

Amazon Managed Service for Prometheus API 229


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_quotas.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://aws.amazon.com/developer/tools/
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Prometheus & API AFE 0] CHE RHM[EH LI 2 & & X SHAAI2. Prometheus S8 APIE AFEEH #
=

|

» CreateAlertManagerAlerts

* DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetlLabels
* GetMetricMetadata

* GetSeries
» ListAlerts
» ListAlertManagerAlerts

+ ListAlertManagerAlertGroups

» ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules
+ PutAlertManagerSilences

* QueryMetrics
* RemoteWrite

CreateAlertManagerAlerts
CreateAlertManagerAlerts 242 I AH O|A0] L EIS MdetLICt
QEBHTTP SAL

POST

2 E T URI:

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL 2| Zt2tolE:

alerts Zf A7} stLtel 2 BIS LIEHLE A HiFLICH Cha2 L& A 2] of M L.
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[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
3,
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
1,
"generatorURL": "string"
}
]
ME 23

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
3,
"annotations": {
"summary": "this is a test alert used for demo purposes"
b
"generatorURL": "https://www.amazon.com/"
}
]
ME 2

CreateAlertManagerAlerts 231
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence

9'|_l
[
i
1>
2
ot
T
[l

DeleteSilenceE & <&
Q&S HTTP SAk

DELETE

K E T URI:

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL #2| otetolE: IS

ME 2%

M|k

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
=

Ch
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

DeleteAlertManagerSilence 232



Amazon Managed Service for Prometheus ALZ%t 7H0|=

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatust Y& ZZ|XtQ| AEHol CHEF HEE HMEHLICEH
REHHTTP SAL

GET
FE URL

/workspaces/workspacelId/alertmanager/api/v2/status
URL #{Z| m}2t0/H: eiS

ME 2%

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

=

Ct
=

M|kl
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-

GetAlertManagerStatus 233



Amazon Managed Service for Prometheus ALZ%t 7H0|=

name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n

follow_redirects: true\n sigv4: {3\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n

message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:

arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
1,

"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilences & Y& stLtol CHEt HEE HMFLICEH

KEE HTTP SAL

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL 22| mt2t0/H: eig

ME 2%

[k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
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Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

GetAlertManagerSilence 234
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Server: amazon
vary: Origin

"id": "d29d9df3-9125-4441-912c-70b0@5f86f973",
"status": {
"state": "active"

iy
"updatedAt": "2021-10-22T19:32:11.763Z",

"comment": "hello-world",
"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

15
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetLabels 22 A|#H|Gn #tedEl flo|E8 ZHAgtL|Ct.
LE3HTTP S Ak

GET, POST

/workspaces/workspacelId/api/vl1l/labels

/workspaces/workspaceld/api/vl/label/label-name/values O| URIE GET &0t
K| §4Er L,

URL 2| Zt2+0|E:

match[]=<series_selector> 2l|0|2 O|§2 212 AlEIZE MEiGI= BtF Al2[= MEHT| Q1
QULICE MEd AFEF Lt

start=<rfc3339 | unix_timestamp> A|Z} EFRUARMZQIL|CE MEH AFEFQIL|CY,
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/workspaces/workspaceld/api/v1l/labelso] CiSH MZ @

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceIld/api/vl/labelsOi CHSF MZ SE

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",

"data": [
" _name__",
"access_mode",
"address",
"alertname",
"alertstate",
"apiservice",
"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area'",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",
"branch",
"broadcast",
"buildDate",
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/workspaces/workspaceId/api/v1l/label/label-name/valuesOi CHEH ME 2 X

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiEt ME SE

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata 22 CHE0lM B4R A32HE Sl X[Z o CiEr H|EtH| 0| & HA4gfLICt
CHef HE= XMSstx| ef&Lic

72| duto| olo|e M2 2t 7|7t X|& o|F 0l Z 2to]l 2 E CHE oA siE X|E O|F0 Chall =&
El= n&e HEHOIE AA S5 A2 7 HELCH

QESHHTTP SAk:

GET
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|38 URI:

/workspaces/workspacelId/api/vl/metadata
URL #2| mt2tolE:

limit=<number> Bt&tE Z[CH X|E £L|C}.

metric=<string> M|E}C|O[E]
F HIEHH[O|E 7t AAELICE.

i
fIE
n
o
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IL|C}. o] ml2tO|E|E H|Q & B E x|

ME 2%

Mkl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
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=

=

Mkl
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": '"success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

]I
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GetSeries
GetSeries 22 EX t|o|E MEQ Ux|ste AlHYE SES ZHAMELICH.
LEB HTTP SA}:

GET, POST
FEE URL:
/workspaces/workspacelId/api/vl/series

URL #2| mtetolE:

match[J=<series_selector> Ht&te A|Z|XEE MEHSIE HHE Al2|= MEHT| QI4=QlL|C}. 174
O|& 9| match[] 2I~E AMSsHok g Lct.

start=<rfc3339 | unix_timestamp> A|Z} EFQUARIZQIL|CE MEH ALE

end=<rfc3339 | unix_timestamp> S = EIUAEHZ QI |C}, MEH ALE

ME 2%

M|kl

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip
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"status": "success",
"data": [
{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
" "Q",

"Cpu
"heritage": "Helm",

"10.0.100.36:9100",

"kubernetes_name": "servicesstackprometheuscfl4ab6d7-node-exporter",

"instance":
"default",

"job": "kubernetes-service-endpoints",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",

"kubernetes_namespace":

"idle",

"mode" :
"release": "servicesstackprometheuscfl4a6d7"

"node_cpu_seconds_total",

}I

{
__name___
: "prometheus",
"app_kubernetes_io_managed_by": "Helm",

Ilappll 0
"chart": "prometheus-11.12.1",

"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",

"heritage": "Helm",

"10.0.100.36:9100",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",

"instance":
"job": "kubernetes-service-endpoints",
"ip-10-0-100-36.us-west-2.compute.internal”,

"kubernetes_namespace": "default",

"iowait",

"kubernetes_node":
"mode":
"release": "servicesstackprometheuscfl4a6d7"

iy

[SnS]
e
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ListAlerts

ListAlerts
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QEEHTTP SAL

/workspaces/workspaceld/api/vl/alerts

0x
M|k

Y

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
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=

=

Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-1l.alert",
"severity": "none"
I
"annotations": {
"message": "message"
},
"state": "firing",
"activeAt": "2020-12-01T19:37:25.429565909Z",
"value": "le+00"
}
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]
.
"errorType": "",
"eIIOI" : mnmn
}
ListAlertManagerAlerts

ListAlertManagerAlerts= ¥3AH0|AQ| & E! ZE[Xto| M B4A] Eristn U L Elol Ciet

HE AMgrLct

LEE HTTP SAk

r

/workspaces/workspacelId/alertmanager/api/v2/alerts

E

0=
Ml

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

=

Ct
=

M|kl
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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n {

annotations":
summary": "this is a test alert used for demo purposes”

"2021-10-21T722:07:31.501Z2"

I
"endsAt": -10-
"375eab7b59892505"

"fingerprint"
: L

'receivers":
{
"name": "sns-0"

}
"2021-10-21T22:02:31.501Z2"

1,

"startsAt":
{

: [,

"status":
"inhibitedBy"

"silencedBy": [1,

"active"

"state":
"2021-10-21T722:02:31.501Z2"

1,
"updatedAt"
{
"test-alert"

"labels":
'alertname":

ListAlertManagerAlertGroups
ListAlertManagerAlertGroups 22 3 Amo|A0] &
ALt

FHTTP SAl:

e 220

-1-

ol g

URL # 2| Zi2tolE
active 22¢LICt. true
B ALE

H2lL|ct true® B2
S

silenced
o MEH AL

/workspaces/workspacelId/alertmanager/api/v2/alerts/groups
|Ct 7|22k

jo

=
A= IE SS

o3 ghelxtol 9 E
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inhibited 22 LIC} true@! B HHEHE S50l 2X|E L2lo| ZEELICH 7[22t2 true
L|C}. MEH ALE

filter EAtE UG ULICH LIS LET Y Oix{e] SSFLICE M= A Y

receiver EALEQULICH LEIZ HETEY +ATIE LRIAFIE St EHAMULICH M= ALY

AH

AH [k~

o

113

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
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=

=

Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{

"name": "sns-0"

1,
"startsAt": "2021-10-21T722:02:31.501Z",
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"status": {
"inhibitedBy": [],
"silencedBy": [],

"state": "unprocessed"
},
"updatedAt": "2021-10-21T22:02:31.501Z2",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,

"receiver": {
"name": "sns-0"

ListAlertManagerReceivers
ListAlertManagerReceivers &2 &3 ZtE[xtol| & F=417]of Ciet HEE AAgL|Ct
SESHHTTP SAk

GET

=l
ol
ro

URI:

/workspaces/workspaceId/alertmanager/api/v2/receivers
URL # 2| Zt2t0|H: i3

ME 2%

M[H

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
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=

M|kl
0l0
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences U2 3 Amo|A0 FHE F5 2ol CHet HEE HAMELICH

B3 HTTP SAk:

Jo

GET
URI:

Jo
fol
o

/workspaces/workspaceId/alertmanager/api/v2/silences

0=
Mk

E

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

Dal
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M|kl
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive
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Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b0@5f861973",

"status": {
"state": "active"

}I

"updatedAt": "2021-10-22T719:32:11.763Z2",

"comment": "hello-world",
"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",

"matchers": [
{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

]I

"startsAt": "2021-10-22T19:32:11.763Z"

ListRules

ListRules= I AW O|A0 T & =0l CHE

B HTTP SAh:

Jo
ol
;

/workspaces/workspacelId/api/vl/rules

>

M|k

SERTRS

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1

Content-Length: 0,

ListRules
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AR 7H0|E

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

AH
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M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 423
Connection: keep-alive

Date: Tue, @1 Dec 2020 19:37:25 GMT

Content-Type: application/json
Server: amazon
vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3,
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

ListRules
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PutAlertManagerSilences

mo
o
L
mm

PutAlertManagerSilences 2 A 2 HEstHLE 71E 72 L7 E HO|o|EFfLICH
Q&S HTTP SAk

POST

/workspaces/workspacelId/alertmanager/api/v2/silences
URL #2| mt2t0JE:

silence F&& LtEtL= A LICH A2 CtSot Z&LCh

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
ME oM

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers": [
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{
"name":"job",
"value":"up",
"isRegex":false,
"isEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"silenceID": "512860da-74f3-43c9-8833-cec026542b32"

QueryMetrics

QueryMetrics 22 B A™ E

rr
e
0
N
]
omn
e
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>
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i
)5
N
o
-
[ul

QESHTTP SAL

GET, POST

K EF URI:

/workspaces/workspaceId/api/vl/query Ol URIE Bt A|HO| QIARHE
Ct.

/workspaces/workspaceld/api/vl/query_range O| URIE ¥H 7|7t S2t9| QIA

2§ B7HerLch

QueryMetrics
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URL #2| mtetolE:

query=<string> Prometheus 34| Z|Z| ERIFLIC}. query & query_range = CHoll AFE
Euct.

time=<rfc3339 | un1x_t1mestamp>( MER ALED) B Ao M QIARE 2|0l queryE A
85tz B Lot EtUARZIL|CH

timeout=<duration> (M= ALE) It AlZH ZotILICt 7|28t2 -query.timeout EEi1
Zto 2 Mgt LICH query & query_range E CHofl AFSELICH

start=<rfc3339 | unix_timestamp> query_rangeZ ALE3l0q 7|Ztol| CHEH 2 2l5HE B2
AlZ} EtUARHZ QIL|CE,

end=<rfc3339 | unix_timestamp> query_rangeZ A}83l0q 7|Ztol| CHEH 225t B
SE EtJARMZQIL|CE.

step=<duration | float>duration 84| &= floatX B2 LIEIHLHE FEI SHE EHA =
ILICt query_rangeE AFE35t0] € 7|7t SO R 2l5tE F<R0lT AL SHH, sHE FHelo 22
gt

XI& Azt

Prometheus & API2| duration <A}0O|H, 1 Fof| HIZ CI& B & stLE7} ek LICE.

* s

- mE

« hA|ZH

o dY (A SIFE 24 A7t R J1HT)
c WH(EH B FETLR 7HY)

o yHAEA 142 36522 7H7Y)
MEQH

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1
Content-Length: 0,
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3},
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite 2212 Prometheus 2| X|EE ¢ URLOY| EESHE EASZE 7|S§LICH it
%o 2 Prometheus M2t Z2 7|Z SCI0|MEE AIE35104 0| 2t S &&LICT

B HTTP S Ak

ok

o
aT

POST

/workspaces/workspaceld/api/vl/remote_write
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URL #2| mtetolE:

None

RemoteWritel| =& £ &= XT 70,0007 MEZ0|2 =& HAE 37|= 1,000,00074 4 Z LICH.

ME %

M|k

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

® Note

QY EE FE2 https://github.com/prometheus/prometheus/
blob/1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L640MH T2 E

Z HH Ho|E M EstM 2.
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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Amazon Managed Service for Prometheus0il CHEF EAM 7|5
INESRSLENS

CH2 Zoll= Amazon Managed Service for Prometheus AF& AEAMO| 5 MBEM HE|o|E7H MY
lof U &LIct o] MHEAMof CHEF MO|0|E L BIS gropif RSS I|EE& 755t ELCh.

B3 At A Sl

Z2&0 & ol nt 2 Alert Prometheus® Amazon 2024'4 58 16
Manager 74 It HE 7|5 Managed Servicew=

=7} Prometheus& Amazon

Managed Service 2& LH0M
AT oy 3 73

HEIE 4 e x|
¥

Ct.

ofr
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7Het
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o o2 [oX
o {10 |k
b -‘i' F*
11°|' mlo

Amazon EKS2| HA|A &=0| Prometheus& Amazon & 2024 58 2
ZetE O ZHE St AWS 22|18 2| MH|AE Amazon EKS
e 4™ £t HAM|A =0 CHEr x|
£ FItetod E[E =TT
HEg ZHAsteLICEAW
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raperServiceRolePolicyZ 2|
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